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PREFACE 

It  is  a  privilege  to  present  to  the  Senate  and  to  the  general  public 
this  source  book  on  the  Privacy  Act  of  1974.  That  legislation  repre- 
sents a  landmark  achievement  in  securing  for  each  citizen  of  the 
United  States  the  right  of  privacy  with  respect  to  confidential  infor- 
mation held  by  the  Federal  Government. 

This  legislation  would  not  have  become  public  law  without  the  ex- 
traordinary dedication,  ability,  and  leadership  of  Senator  Sam  J. 
Ervin,  Jr.,  of  North  Carolina,  who  served  as  Chairman  of  the  Com- 
mittee on  Government  Operations  in  the  93d  Congress. 

For  two  decades,  Senator  Ervin  was  regarded  by  his  colleagues  in 
the  Senate  as  a  guardian  and  forceful  exponent  of  the  constitutional 
rights  of  our  Nation's  citizens.  The  hearings,  reports,  and  legislation 
produced  by  the  Subcommittee  on  Constitutional  Rights  of  the 
Committee  on  Judiciary,  which  he  also  served  as  chairman,  laid  the 
groundwork  for  this  first  major  privacy  legislation. 

The  Bill  of  Rights  guarantees  to  each  American  protections  which 
we  equate  with  specific  rights  of  citizenship  in  a  free  society.  This 
legislation  is  a  major  first  step  in  a  continuing  effort  to  define  the 
"penumbra"  of  privacy  which  emanates  from  specific  guarantees  in 
the  Bill  of  Rights  and  which  helps  to  give  them  life  and  substance  as 
recognized  in  Griswold  v.  Connecticut. 

This  source  book  is  an  effort  to  bring  together  in  one  publication 
the  legislative  history  which  led  to  enactment  of  Public  Law  93-579, 
the  Privacy  Act  of  1974.  In  addition,  it  includes  statements,  articles, 
and  certain  reported  cases  which  may  help  to  shed  light  on  the  grow- 
ing law  of  privacy. 

It  is  hoped  that  this  compilation  of  materials  will  be  a  useful  ref- 
erence for  all  people  concerned  with  the  Federal  Government's  role 
in  the  protection  of  privacy. 

Sincerelv 

Abraham  Ribicoff,  Chairman* 

Edmund  S.  Muskie. 

Charles  H.  Percy. 

(V) 


PREFACE 

This  source  book  on  the  Privacy  Act  of  1974  should  be  of  assistance 
to  Government  agencies  charged  with  observing  its  mandates,  and 
should  be  of  help  to  private  citizens  in  exercising  their  rights  under 
this  new  law. 

The  Privacy  Act  is  a  law  of  fundamental  importance.  In  addition 
to  securing  to  each  individual  the  right  of  access  to  files  maintained 
by  federal  agencies,  it  also  provides  for  the  correction  of  inaccurate 
and  outdated  information  in  those  files.  The  Act  also  places  certain 
curbs  on  the  random  distribution  of  personal  information,  and  requires 
that  reasonable  security  safeguards  be  applied  by  agencies  in  the 
handling  and  storing  of  such  data. 

As  with  other  landmark  pieces  of  legislation,  such  as  the  Freedom 
of  Information  Act,  when  it  was  first  passed  in  1966,  there  is  an  initial 
period  when  education  is  needed  to  acquaint  both  government  em- 
ployees and  citizens  about  the  Act's  requirements.  The  Privacy  Act 
of  1974  is  experiencing  that  situation  now,  and  it  is  hoped  that  this 
publication  will  assist  its  implementation. 
Sincerely, 

Jack  Brooks, 

Chairman, 
Gavern/ment  Operations  Committee. 

Bella  S.  Abzug, 
Chairworru  n. 
Government  Information  and  Individual 

Rights  Subcommittee. 

William  Moorhead, 
Former  Chairman, 
Foreign  Operations  and  Goverrwu  nr 

Information.  Suheom  m-ittee. 
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CHAPTER  I 

Legislative  History  of  the  Privacy  Act  of  1974 


PART  1— THE  MAJOR  BILLS 

[From  the  Congressional  Record — Senate,  May  1,  1974] 

INTRODUCTORY  REMARKS  OF  SENATOR  SAM  J. 
ERVIN,  JR.,  ON  S.  3418  J 

[P.  S6741] 

ESTABLISHMENT    OF    A    FEDERAL    PRIVACY    BOARD 

Mr.  Ervin.  Mr.  President,  with  the  concurrence  of  Mr.  Percy  and 
Mr.  Muskie  I  introduce  for  reference  to  the  Government  Operations 
Committee  a  bill  to  establish  a  Federal  Privacy  Board,  to  oversee  the 
gathering  and  disclosure  of  information  concerning  individuals,  and 
to  provide  management  systems  in  all  Federal  agencies,  State  and 
local  governments,  and  other  organizations. 

Recent  months  have  focused  a  great  deal  of  attention,  both  in  the 
Congress  and  with  the  public  at  large,  on  one  of  our  most  funda- 
mental civil  liberties — the  right  to  privacy. 

The  Constitution  creates  a  right  to  privacy  which  is  designed  to 
assure  that  the  minds  and  hearts  of  Americans  remain  free.  The 
bulwark  of  this  constitutional  principle  is  the  first  amendment.  The 
first  amendment  was  designed  to  protect  the  sanctity  of  the  individ- 
ual's private  thoughts  and  beliefs.  It  protects  the  individual's  right  to 
free  exercise  of  conscience;  his  right  to  assemble  to  petition  the  Gov- 
ernment for  redress  of  grievances ;  his  right  to  associate  peaceably  with 
others  of  like  mind  in  pursuit  of  a  common  goal;  his  right  to  speak 
freely  what  he  believes ;  and  his  right  to  try  to  persuade  others  of  the 
worth  of  his  ideas. 

The  fourth  amendment  guarantees  "the  right  of  the  people  to  be 
secure  in  their  persons,  houses,  papers,  and  effects,  against  unreason- 
able searches  and  seizures."  In  addition  to  the  privacy  of  one's  home 
and  personal  effects,  the  privacy  of  his  person — or  bodily  integrity— 
and  even  his  private  telephone  conversations  are  protected  by  the 
fourth  amendment,  The  fifth  amendment  guarantees  thai  an  individ- 
ual shall  not  be  forced  to  divulge  private  information  which  might 
incriminate  him.  It  also  protects  individual  privacy  by  preventing 
unwarranted  governmental  intereference  with  the  individual's  person, 
personality,  and  property  without  due  process  of  law. 

The  ninth  amendment's  reservation  that  "the  enumeration  in  the 
Constitution  of  certain  rights,  shall  not  be  construed  to  den \  or  dis- 

1  See  p.  9. 
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parage  others  retained  by  the  people"  clearly  shows  that  the  Founding 
Fathers  contemplated  that  certain  basic  individual  rights  not  specifi- 
cally mentioned  in  the  Constitution — such  as  privacy — should  never- 
theless be  safe  from  governmental  interference. 

The  Supreme  Court  has  held  many  aspects  of  individual  privacy  to 
be  constitutionally  protected.  In  recognizing  that  ''specific  guarantees 
in  the  Bill  of  Rights  have  penumbras  formed  by  emanations  from 
those  guarantees  that  help  give  them  life  and  substance"  (Gritwold  v. 
Connecticut.  381  U.S.  479.  484) .  the  Court  has  found  that  those  penum- 
bras protect  the  right  to  give  and  receive  information,  the  right  to 
family  life  and  child-rearing  according  to  one's  conscience,  the  right 
to  marriage,  the  right  to  procreation,  the  right  to  contraception,  and 
the  right  to  abortion. 

All  Americans  can  testify  to  the  power  of  those  protections  of  the 
individual's  rights.  The  Constitution  assures  these  rights  to  all  citizens 
whether  their  exercise  is  pleasing  to  Government  or  not.  And  by  the 
same  token,  it  assures  the  individual  the  converse  of  these  rights:  the 
right  not  to  speak  what  he  believes,  whether  his  silence  is  pleasing  to 
Government  or  not:  and  his  right  not  to  act.  not  to  associate,  not  to 
assemble,  whether  his  inaction  is  pleasing  to  Government  or  not. 

The  right  of  every  individual  in  America  to  privacy  has  been  a 
matter  of  considerable  concern  to  me  over  the  years.  It  seems  that 
now.  as  never  before,  the  appetite  of  government  and  private  organiza- 
tions for  information  about  individuals  threatens  to  usurp  the  right 
to  privacy  which  I  have  long  felt  to  be  among  the  most  basic  of  our 
civil  liberties  as  a  free  people. 

If  we  have  learned  anything  in  this  last  year  of  Watergate,  it  is 
that  there  must  be  limits  upon  what  the  Government  can  know  about 
each  of  its  citizens.  Each  time  we  give  up  a  bit  of  information  about 
ourselves  to  the  Government,  we  give  up  some  of  our  freedom.  For 
the  more  the  Government  or  any  institution  knows  about  us.  the  more 
power  it  has  over  us.  When  the  Government  knows  all  of  our  secrets, 
we  stand  naked  before  official  power.  Stripped  of  our  privacy,  we  lose 
our  rights  and  privileges.  The  Bill  of  Rights  then  becomes  juM  so 
many  words. 

Alexander  Solzyhenitsyn.  the  Russian  Xobel  Prize  winner,  suggests 
how  an  all-knowing  government  dominates  its  citizens  in  his  book 
''Cancer  Ward  :*' 

As  every  man  goes  through  life  he  fills  in  a  number  of  forms  for  the  record,  each 
containing  a  number  of  questions.  .  .  .  There  are  thus  hundreds  of  little  threads 
radiating  from  every  man,  millions  of  threads  in  all.  If  these  threads  were  sud- 
denly to  become  visible,  the  whole  sky  would  look  like  a  spider's  web.  and  if 
they  materialized  as  rubber,  banks,  buses,  trams  and  even  people  would  all  lose 
the  ability  to  move,  and  the  wind  would  be  unable  to  carry  torn-up  newspapers 
or  autumn  leaves  along  the  streets  of  the  city.  They  are  not  visible,  they  are  not 
material,  but  every  mnn  is  constantly  aware  of  their  existence.  .  .  .  Each  man. 
permanently  aware  of  his  own  invisible  threads,  naturally  develops  a  respect  for 
the  people  who  manipulate  the  threads. 

Perhaps  it  should  come  as  no  surprise  that  a  Russian  can  master  the 
words  to  describe  the  elusive  concept  we  in  America  call  personal 


privacy.  He  understands,  in  a  way  which  we  cannot,  the  importance 
of  being  a  free  individual  with  certain  inalienable  rights,  an  individual 
secure  in  the  knowledge  that  his  thoughts  and  judgments  are  beyond 
the  reach  to  the  state  or  any  man.  He  understands  those  concepts  be- 
cause he  has  no  such  security  or  rights  but  lives  in  a  country  where 
rights  written  into  law  are  empty  platitudes. 

Privacy,  like  many  of  the  other  attributes  of  freedom,  can  be  easiest 
appreciated  when  it  no  longer  exists.  A  complacent  citizenry  only  be- 
comes outraged  about  its  loss  of  integrity  and  individuality  when  the 
aggrandizement  of  power  in  the  Government  becomes  excessive.  By 
then,  it  may  be  too  late.  We  should  not  have  to  conjure  up  1984  or  a 
Russian-style  totalitarianism  to  justify  protecting  our  liberties  against 
Government  encroachment.  Nor  should  we  wait  until  there  is  such  a 
threat  before  we  address  this  problem.  Protecting  against  the  loss 
of  a  little  liberty  is  the  best  means  of  safeguarding  ourselves  against 
the  loss  of  our  freedom. 

The  protection  of  personal  privacy  is  no  easy  task.  It  will  require 
foresight  and  the  ability  to  forecast  the  possible  trends  in  informa- 
tion technology  and  the  information  policies  of  our  Government  and 
private  organizations  before  they  actually  take  their  toll  in  widespread 
invasions  of  the  personal  privacy  of  large  numbers  of  individual 
citizens.  Congress  must  act  before  sophisticated  new  systems  of  in- 
formation gathering  and  retention  are  developed,  and  before  they 
produce  widespread  abuses.  The  peculiarity  of  new  complex  technol- 
ogies is  that  once  they  go  into  operation,  it  is  too  late  to  correct  our 
mistakes  or  supply  our  oversight. 

Our  Founding  Fathers  had  that  foresight  when  they  wrote  the  Bill 
of  Rights.  The  first,  fourth  and  fifth  amendments  are  among  the  most 
effective  bulwarks  to  personal  freedom  conceived  by  the  mind  of  man. 
Justice  Brandeis  in  his  classic  dissent  in  the  wiretapping  case,  Olm- 
stead  v.  United  States,  277  U.S.  438,  478  (1927),  described  with  un- 
surpassed eloquence  the  importance  of  the  right  to  privacy  set  out  in 
the  Constitution.  These  words  do  not  go  stale  from  repetition : 

The  makers  of  our  Constitution  unoVrtook  to  secure  conditions  favorable  to 
the  pursuit  of  happiness.  They  recognized  the  significance  of  man's  spiritual 
nature,  of  his  feelings  and  of  his  intellect.  They  knew  that  only  a  part  of  the 
pain,  pleasure  and  satisfactions  of  life  are  to  be  found  in  material  things.  They 
sought  to  protect  Americans  in  their  beliefs,  their  thoughts,  their  emotions  and 
their  sensations.  They  conferred,  as  against  the  Government,  the  right  to  be 
let  alone — the  most  comprehensive  of  rights  and  the  right  most  valued  by 
civilized  men. 

Government  and  private  data  collection  on  individuals  is  not  a  brand 
new  phenomenon.  The  Federal  Government  has  been  collecting  im- 
mense amounts  of  very  sensitive  information  on  individuals  for 
decades.  Income  tax,  social  security,  and  census  come  to  mind  immedi- 
ately. Various  surveys  by  experts,  private  organizations  such  as  the 
National  Academv  of  Sciences,  and  a  number  of  congressional  com- 
mittees have  established  the  fact  that  the  Federal  Government  stores 
massive  amounts  of  information  about  all  of  us. 
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Nevertheless,  the  effort  on  the  right  to  privacy  of  massive 
information-gathering  and  dissemination  through  the  use  of  sophis- 
ticated computer  technology  is  just  beginning  to  be  realized.  Rich  <>r 
poor,  male  or  female,  whatever  one's  cultural  style  or  religions  <>r 
political  views,  each  of  us  is  subject  to  cumulative  records  bein<_r  stored 
by  a  variety  of  Government  agencies  and  private  organizations. 

One  of  the  most  obvious  threats  the  computer  poses  to  privacy  conies 
in  its  ability  to  collect,  store,  and  disseminate  information  without  any 
subjective  concern  for  human  emotion  and  fallability. 

Yet  the  increasing  growth  of  information-gathering  by  Govern- 
ment and  private  organizations  proceeds  without  any  standards  or 
procedures  to  regulate  these  organizations.  It  is  because  of  this  vacuum 
of  authority  that  I  am  introducing,  alone:  with  the  very  distinguished 
ranking  minority  member.  Senator  Percy,  this  bill  which  is  essential  in 
order  to  preserve  individual  freedoms.  We  must  act  now  to  create  safe- 
guards against  the  present  and  potential  abuse  of  information  about 
people.  I  would  like  to  provide  a  brief  summary  of  its  provisions. 

THE  FEDERAL  PRIVACY  BOARD 

The  bill  establishes  a  Federal  Privacy  Board  which  shall  have  the 
primary  function  of  overseeing  the  gathering,  maintenance  and  dis- 
closure of  information  concerning  individuals  by  Federal  agencies, 
State  and  local  governments,  and  private  organizations. 

This  Federal  Privacy  Board  consists  of  five  members,  appointed 
by  the  President  with  the  advice  and  consent  of  the  Senate,  not  more 
than  three  of  which  are  to  be  of  the  same  political  party.  Xo  member 
may  engage  in  any  other  employment  during  his  tenure. 

In  addition  to  its  primary  responsibility  in  enforcing  the  safeguards 
to  personal  privacy  proscribed  under  section  II  of  this  bill,  the  Board 
is  responsible  for  making  an  annual  report  to  the  President  and  to 
Congress,  as  well  as  publishing,  on  an  annual  basis,  a  descriptive 
directory-  of  all  information  svstems  currently  operating  in  the  United 
States.  * 

In  order  to  carry  out  its  functions,  the  Board  is  designated  several 
specific  powers.  First,  the  Board  shall  have  the  power  to  compel, 
through  subpena  if  necessary  the  production  of  any  documents  relat- 
ing to  an  information  system,  either  private  or  public. 

Second,  upon  determination  of  a  violation  of  any  provisions  of  this 
act,  the  Board  is  authorized  to  issue  cease  and  desist  orders  and  to  rec- 
ommend the  institution  of  either  criminal  or  civil  suits. 

Third,  the  Board  can  conduct  open  public  hearing  on  any  petition 
for  exemption  from  the  provisions  of  section  II  of  the  act.  Upon  com- 
pletion of  its  hearings,  the  Board  will  report  its  recommendation  to 
the  Congress. 


SAFEGUARDS    FOR    PERSONAL    PRIVACY    IX    INFORMATION    SYSTEMS 

The  bill  provides  safeguards  to  personal  privacy  at  all  three  stages 
of  the  information  systems  process:  collection,  maintenance,  and  dis- 
semination of  information. 

COLLECTION    OF    INFORMATION 

Under  the  provisions  of  the  bill,  information  may  be  gathered  by 
Federal  agencies.  State  and  local  governments,  or  any  private  organi- 
zations only  to  accomplish  the  proper  purpose  of  those  agencies  and 
organizations. 

In  gathering  information,  the  individual  must  be  the  source  of  that 
information  to  the  greatest  extent  possible;  however,  no  individual 
may  be  forced  to  disclose  any  information  not  required  by  law,  and  he 
is  to  be  informed  of  his  right  not  to  disclose. 

The  individual  is  to  be  notified  of  the  existence  of  any  information 
being  maintained  on  him  and  the  uses  to  which  that  information  is 
being  put. 

Xo  public  or  private  organization  may  collect  information  on  an 
individual's  political  or  religious  beliefs  or  affiliations  unless  specified 
by  law. 

A  description  of  all  information  systems  must  be  reported  to  the 
Federal  Privacy  Board  on  an  annual  basis. 

MAINTENANCE 

Restrictions  on  the  maintenance  of  information  systems  used  by 
Federal  agencies.  State  and  local  governments,  and  other  organizations 
include  requirements  that  all  information  in  these  systems  be  accurate, 
complete,  timely,  and  pertinent. 

Any  individual  has  the  right  to  inspect  the  information  maintained 
in  a  system  relating  to  him  with  the  exception  of  medical  records.  He 
has  the  right  to  know  the  nature  of  the  source  and  the  recipients  of 
that  information. 

The  individual  also  has  the  right  to  challenge  any  information  on 
the  basis  of  its  accuracy,  completeness,  timeliness,  pertinence,  or  neces- 
sitv.  Upon  receipt  of  any  challenge  to  its  information  by  an  individ- 
ual, an  organization  must :  First,  investigate  and  record  the  current 
status  of  such  information;  second,  purge  any  information  that  is 
found  to  be  incomplete,  not  pertinent,  not  timely,  not  necessary  to  be 
maintained,  or  that  can  no  longer  be  verified. 

If  the  investigation  does  not  solve  the  dispute,  the  individual  may 
insert  a  statement,  not  in  excess  of  200  words,  in  his  own  defense,  and 
he  may  appeal  to  the  Federal  Privacy  Board. 


DISSEMINATION 

The  bill  places  strict  restrictions  on  the  dissemination  of  informa- 
tion in  persona]  information  systems,  both  private  and  public. 

All  information  systems  must  requesl  permission  from  the  individ- 
ual before  disseminating  any  information  to  any  person  or  organiza- 
tion not  baying  regular,  authorized  access  to  the  information  system. 

Organizations  maintaining  information  systems  are  required  to 
keep  an  accurate  list  of  all  persons  having  access  to  the  information 
including  but  not  limited  to  those  having  access  on  a  regular  basis. 

Federal  agencies  are  specifically  restricted  in  disseminating  infor- 
mation only  to  authorized  employees  of  Federal  agencies. 

SOCIAL    SECURITY    NUMBERS 

The  omnibus  privacy  bill  makes  it  unlawful  for  any  organization 
to  require  an  individual  to  disclose  or  furnish  his  social  security 
number  unless  specifically  required  by  law. 

MAILING    LISTS 

The  bill  also  provides  for  the  removal  of  any  name  and  address 
from  a  mailing  list  upon  the  written  request  of  the  individual. 

REMEDIES 

The  remedies  provided  under  this  act  include  both  criminal  and 
civil  sanctions. 

The  act  provides  for  a  criminal  liability  of  up  to  $10,000  or  5  years 
in  prison,  or  both,  for  any  violation  of  the  act. 

In  addition,  the  act  provides  that  the  Attorney  General,  upon  the 
recommendation  of  the  Federal  Privacy  Board,  or  an  aggrieved  in- 
dividual, may  file  a  civil  suit  in  the  appropriate  district  court. 

EXEMPTIONS 

Certain  types  of  information  are  exempted  from  coverage  of  this 
act.  Those  information  systems  exempted  include :  any  information 
maintained  by  a  Federal  agency  and  determined  to  be  vital  to  national 
defense;  criminal  investigatory  files  of  Federal,  State  or  local  law 
enforcement  agencies;  and  any  information  maintained  by  the  press 
or  news  media — except  that  information  related  to  the  employees  of 
such  organizations. 

conclusion 

Mr.  President,  this  bill  provides  a  method  whereby  the  Congress 
can  guarantee  that  the  right  of  every  American  to  be  let  alone  will  be 
maintained.  I  encourage  every  Senator  to  support  this  important 
piece  of  legislation. 
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PART  1- MAJOR  BILLS 
D3»  CONGRESS  O        r\    a  4    r\ 

S.  3418 

IN  THE  SENATE  OF  THE  UNITED  STATES 

May  1,  1974 

Mr.  ErVin  (for  himself.  Mr.  Percy,  and  Mr.  Muskie)  introduced  the  following 
bill;  which  was  read  twice  and  referred  to  the  Committee  on  Government 
Operations 


A  BILL 

Fo  establish  a  Federal  Privacy  Board  to  oversee  the  gathering 
and    disclosure    of    information    concerning    individuals,    to 

provide  management  systems  in  Federal  agencies,  Slate 
and  local  governments,  and  other  organizations  regarding 
such   information,    and   for   other   purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tires  of  the  United  States  of  America  in  Congress  assembled, 

3  TITLE  I— FEDERAL  PRIVACY  BOARD 

4  ESTABLISHMENT   OF    BOAKD 

5  Sec   101.    (a)    Jhere  is  established   in   the   executive 

6  branch  of  the  Government  the  Federal  Privacy  Board  which 

7  shall  be  composed  of  five  members  who  shall  be  appointed 

8  by  the  President  by  and  with  the  advice  and  consent  of  the 

II 
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1  Senate  ffom  among  members  of  the  public  al  large  who  are 

2  not  officers  or  employees  of  Hie  United  States.   Not   more 
:>>  than  three  of  the  members  of  the  Board  shall  be  adherents 

4  of  the  same  political  party. 

5  (1>)    The  Chairman  of  the   Board   shall   l»e  elected  by 
i)  die  members  of  the  Board  every  t\y*o  year*. 

7  (e)  Each  member  of  the  Board  shall  be  compensated  al 

8  the  rate  provided  for  GrS-18  under  section  5332  of  title  5  of 

9  the  United  States  Code. 

10  (d)  Members  of  the  Board  shall  be  appointed  for  a  term 

11  of  three  years.  No  member  may  serve  more  than  two  terms. 
1-  (p)  Vacancies  in  the  membership  of  the  Board  shall  be 

13  filled  in  the  same  manner  in  which  the  original  appointment 

14  was  made. 

15  (f)   Vacancies  in  the  membership  of  the  Board,  as  long 
1G  as  there  are  three  members  in  office,  shall  not  impair  the 

17  power  of  the  Board  to  execute  the  functions  of  the  Board. 

18  Three  members  of  the  Board  shall  constitute  a  quorum  for 

19  the  traii-aciion  of  business. 

20  (g)  Members  of  the  Board  shall  nol  engage  in  any  other 

21  employment  during  their  tenure  as  members  of  the  Board. 

22  FUNCTIONS  OF  Till-:  ROAT?D 

2:;  Sec.  102.  The  Boardshall— 

21  (1)   publish  an  annual  Data  Base  Directory  of  the 

25  United  State-  containing  the  name  and  characteristics 

2G  of  each  personal  information  system; 
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1  (2)   consult  with  the  heads  of  appropriate  depart- 

2  incuts,  agencies,  and  instrumentalities  of  the  Government 

3  in  accordance  with  section  103(5)   of  tins  Act: 

4  (3)  make  rules  to  assure  compliance  with  title  IT  of 

5  this  Act;  and 

6  (4)  perform  or  cause  to  be  performed  such  research 

7  activities  as  may  become  necessary  to  implement  title  II 

8  of  this  Act.  and  to  assist  organizations  in  complying  with 

9  the  requirements  of  such  title. 

10  POWERS  OF  THE  BOARD 

11  SEC.  103.    (a)   The  Board  is  authorized— 

12  (1)   to  he  granted  admission  at  reasonable  hours  to 

13  premises  where  any  information  system  is  kept  or  where 

14  computers  or  equipment  or  recordings  for  automatic  data 

15  processing  are  kept,  and  may.  by  suhpena,  compel  the 
1G  production   of  documents   relating  t<»   such   information 

17  system  or  such  processing  as  is  necessary  to  cany  oul  it^ 

18  functions,  except  that  the  production  of  personal  informa- 

19  tion  shall  not  he  compelled  without  the  prior  consent  of 

20  the  data  subject  to  which  it  pertains; 

21  (2)   upon  the  determination  <»t'  a  violation  of  any 

22  provision  of  this  Act  or  regulation   promulgated  under 

23  this  Act.  to,  after  opportunity  for  a  hearing,  order  the 

24  organization  violating  such  provision  to  cease  and  desist 

25  such  violation; 
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1  (3)    to  delegate  its  authority  under  this  title,  with 

2  respect  to  information  systems  within  a  State  or  the  Dis* 

3  trict  of  Columbia,  to  such  State  or  District,  during  such 

4  period  of  time  as  the  Board  remains  satisfied  that  the 

5  authority  established  by  such  State  or  District  to  carry 

6  out  the  requirements  of  this  Act  in  such  State  is  satis- 

7  factorily  enforcing  those  provisions ; 

8  (4)    to  conduct  open,  public  hearings  on  all  peti- 

9  tions  for  exceptions  or  exemptions  from  provisions,  appli- 

10  cation,  or  jurisdiction  of  this  Act,  except  that  the  Board 

11  shall  not  have  authority  to  make  such  exceptions  or  ex- 

12  emptions  but  shall  submit  appropriate  reports  and  rec- 

13  ommendations  to  Congress;  and 

14  (5)   to  the  fullest  extent  practicable,  to  consult  with 

15  the  heads  of  appropriate  departments,  agencies,  and  in- 

16  strumentalities  of  the  Government  in  carrying  out  tin1 

17  functions  of  the  Board  under  this  Act. 

18  (1))   The  Board  may  procure  such  temporary  and  inter- 

19  mittent  services  to  the  same  extent  as  is  authorized  by  sec- 

20  tion  3109  of  title  5,  United  States  Code,  but  at  rates  not  to 

21  exceed  $100  a  day  for  individuals. 

22  REPORTS 

23  SEC.   104.  The  Board  shall  report,  annually,  on  its  ac- 

24  tiviries  to  the  Congress  and  the  President. 
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1  TITLE  II— STANDARDS  AND  MANAGEMENT  SYS- 

2  TEMS  FOR  HANDLING  INFORMATION  RELAT- 

3  ING  TO  INDIVIDUALS 

4  SAFEGUARD  REQUIREMENTS  FOR  ADMINISTRATIVE,  STATIS- 

5  TICAL-REPORTING  AND  RESEARCH  PURPOSES 

(5  Sec.  201.   (a)   Any  Federal  agency,  State  or  local  gov- 

7  eminent,  or  any  other  organization  maintaining  an  informa- 

8  tion  system  that  includes  personal  information  shall — 

9  (1)    collect,   maintain,   use,   and  disseminate   only 

10  personal  information  necessary  to  accomplish  a  proper 

11  purpose  of  the  organization; 

12  (2)    collect  information  to  the  greatest  extent  pos- 

13  sible  from  the  data  subject  directly; 

14  (3)    establish  categories  for  maintaining  personal 

15  information  to  operate  in  conjunction  with  confidentiality 

16  requirements  and  access  controls ; 

17  (4)    maintain  infonnation  in  the  system  with  ac- 

18  curacy,  completeness,  timeliness,  and  pertinence  as  nec- 

19  essary  to  assure  fairness  in  determinations  relating  to  a 

20  data  subject; 

21  (5)  make  no  dissemination  to  another  system  with- 

22  out    (A)    specifying  requirements  for  security  and  the 

23  use  of  information  exclusively  for  the  purposes  set  forth 

24  in  the  notice  required  under  subsection    (c)    including 

25  limitations  on  access  thereto,  and   (B)   determining  that 
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1  the  conditions  of  transfer  provide  substantial  assurance 

2  that  those  requirements  and  limitations  will  be  observed; 

3  ((>)    transfer  no  personal  information  beyond  the 

4  jurisdiction  of  the  United  States  without  specific  author- 

5  i/ation  from  the  data  subject  or  pursuant  to  a  treaty  or 
(>  executive   agreement   in   force   guaranteeing   that    any 

7  foreign  government  or  organization  receiving  personal 

8  information  will  comply    with  the  applicable  provisions 

9  of  this  Act  with  respect  to  such  information; 

10  (T)  afford  any  data  subject  of  a  foreign  nationality, 

11  whether  residing  in  the  United  Slates  or  not,  the  same 

12  rights  under  this  Act  as  are  afforded  to  citizens  of  the 

13  United  States; 

14  (8)    maintain  a  list  of  all  persons  having  regular 

15  access    to    personal    information    in    the    information 

16  -y-tem; 

17  (9)     maintain    a    complete    and    accurate    record. 

18  including  identity  and  purpose,  of  every  access  to  any 
]!)  persona]  information  in  a  system,  Including  the  identity 

20  of   any   persons    or   organizations    not   having    regular 

21  access  authority: 

22  (10)    take  affirmative  action   to  establish   rule-  bf 
2:*  conduct  and  inform  each  person  involved  in  the  design, 

24  development,  operation,  or  maintenance  of  the  system, 

25  or  the  collection  or  use  of  any  personal  information  con- 
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1  tained  therein,  of  the  requirements  of  this  Act,  including 

2  any  rules  and  procedures  adopted  pursuant  t<>  this  Act 
;;  and  the  penalties  for  noncompliance; 

4  (11)    establish    appropriate    safeguards    to    secure 

5  the  system  from  any  reasonably  foreseeable  threat  to  its 
(i  security; 

7  (12)    comply  with  the  written  request  of  any  in- 

8  dividual   who   receives  a   communication    in   the   mails, 

9  over  the   telephone,   or  in  person  from   a   commercial 

10  organization,    who   believes   that   the  name   or  address 

11  or  both,  of  such  individual  is  available  because  of  its 

12  inclusion  on  a  mailing  list,   to   remove  such   name   or 

13  address,  or  both,  from  such  li-t:  and 

14  (13)    collect   no    personal    information    concerning 

15  the  political  or  religious  beliefs,  affiliations,  and  activi- 

16  ties  of  data  subjects  which  i<  maintained,  used  or  dis- 

17  seminated  in  or  by  any   information   system   operated 

18  by  any  governmental  agency,  unless  authorized  by  law. 

19  "(b)  (1)    Any  such  organization  maintaining  an  infor- 

20  mation  system  that  disseminates  statistical  reports  or  research 

21  findings    based    on    personal    information    drawn    from    the 

22  system,  or  from  system^  of  other  organizations,  -hall — 

23  (A)    make  available  to  any  data   subject   or  group 

24  (without    revealing    trade    secrets)     methodology    and 
2.")  materials  necessary  to  validate  statistical  analyses,  and 
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1  (1>)    make  do  materials  available  for  independent 

2  analysis  without  guarantees  that  no  personal  informatioa 

3  will  be  used  in  a  way  that  might  prejudice  judgments 

4  about  any  data  subject. 

5  (2)  No  Federal  agency  shall — 

6  (A)    require  any  individual  to  disclose  for  statisti- 

7  eal  purposes  any  personal  information  unless  such  dis- 

8  closure    is    required    by    law,    and    such    individual    is 

9  informed  of  such  requirement ; 

10  (B)    request  any  individual  to  voluntarily  disclose 

11  personal  information  unless  such  request  is  specifically 

12  authorized  by  law,  and  the  individual  is  advised  that  such 

13  disclosure  is  voluntary; 

14  (C)   make  available  to  any  person,  other  than  an 

15  authorized  officer  or  employee  of  a  Federal  agency,  any 

16  statistical  study  or  reports  or  other  compilation  of  infor- 

17  mation   derived  by   mechanical   or   electronical   means 

18  from  any  file  containing  personal  information,   or  any 

19  manual   or  computer  material  relating  thereto,   except 

20  those  prepared,  published,  and  made  available  for  gen- 

21  eral  public  use;  or 

22  (I-))  publish  statistics  of  taxpayer  income  classified, 

23  in  whole  or  in  part,  on  the  basis  of  a  coding  system  for 

24  the  delivery  of  mail. 
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1  (c)    Any  such   organization   maintaining  or   proposing 

2  to  establish  an  information  system  for  personal  information 

3  shall— 

4  ( 1  )  give  notice  of  the  existence  and  character  of 
7)  each  existing  system  once  a  year  to  the  Federal  Privacy 
(j  Board; 

7  (2)    give  public  notice  of  the  existence  and  char- 

«S  acter  of  each  existing  system  each  year,  in  the  case  of 

<)  Federal  organizations  in  the  Federal  Register,  or  in  the 

in  case  of  other  organizations  in  local  or  regional  printed 

11  media  likely  to  bring  attention  to  the  existence  of  the 

12  records  to  data  subjects; 

13  (3)    publish  such  annual  notices  for  all  it-  existing 

14  systems  simultaneously; 

15  (4)    in  the  case  of  a  new  system,  or  the  substantial 
lb"  modification   of   an   existing   system,    shall    give   public 

17  notice  and  notice  to  the  Federal  Privacy  Board  within  a 

18  reasonable  rime  hut  in  no  case  le>s  than  three  months,  in 

19  advance  of  the  initiation  or  modification  to  assure  iiidi- 

20  viduals  who  may  he  affected  by  it^  operation  a  reason- 

21  able  opportunity  to  comment :  and 

22  (.">)    assure  that  public  notice  given  under  this  sub- 

23  section  specifies  the  following: 

24  (A  )    the  name  of  the  system  : 

25  (B)    the  general  purposes  of  the  system  : 
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(C)  tlic  categories  of  personal  information  and 
approximate  number  of  persons  on  whom  informa- 
tion is  maintained : 

(D)  the  categories  of  information  maintained, 
confidentiality  requirements,  and  access  controls; 

(E)  the  organization's  policies  and  practices 
regarding  information  storage,  duration  of  retention 
of  information,  and  purging  of  such  information; 

(¥)   the  categories  of  information  sources; 

((i)  a  description  of  types  of  use  made  of 
information  including  all  elates  of  users  and  the 
organizational  relationships  among  them: 

(II)  the  procedures  whereby  an  individual  may 
(i)  he  informed  if  he  is  the  subject  of  information 
in  the  system,  (ii)  ^rain  access  to  such  information, 
and  (iii)  contest  the  accuracy,  completeness,  time- 
liness, pertinence,  and  the  necessity  for  retention 
of  such  information; 

(I)  the  procedures  whereby  an  individual  or 
group  can  gain  access  to  the  information  system  used 
for  statistical  reporting  or  research  in  order  to  subject 
them  to  independenl  analysis;  and 

(J)  the  business  address  and  telephone  iitini- 
ber  of  the  person  immediately  responsible  for  the 
system. 
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1  (d)    Any   such   organization   maintaining    personal    in- 

2  formation  shall — 

3  (1)    inform  any  individual  asked  to  supply  personal 

4  information  whether  such  individual  is  required  hy  law, 

5  or  may  refuse,  to  supply  the  information  requested,  and 
(>  also  of  any  specific  consequences  which  are  known  to  ihe 

7  organization,  of  providing-  or  not  providing  such  informa- 

8  tion ; 

9  (2)    request  permission  of  a  data  subject  to  dissem- 

10  inate  part  or  all  of  such  information  to  another  organiza- 

11  tion  or  system  not  having  regular  access  authority,  and 

12  indicate  the  use  for  which  such  information  is  intended, 

13  and  the  specific  consequences  for  the  individual,  which 

14  are  known  to  the  organization,  of  providing  or  nol  pro- 

15  viding  such  permission ; 

l(j  (3)    upon  request  and  proper  identification  of  any 

17  individual  who  is  a  data  subject,  grant  such  individual 

18  the  right  to  inspect,  in  a  form  comprehensible  to  such 

19  individual — 

20  (A)    all  personal  information  about   thai   imli- 

21  vidual  except  that,  in  the  case  of  medical  informa- 

22  tion,  such  information  shall,  upon  written  authoriza- 

23  tion,  be  given  to  a   physician   designated   by   the 

24  individual; 
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(I))    tlit-  nature  of  the  sources  <>i   the  informa- 
tion ;    ;M1(1 

((')  the  recipients  of  [MU'soiial  information  about 
such  individual  including  tlie  identity  of  .ill  persons 
and  organizations  involved  and  their  relationship 
to  the  system  when  not  having  regular  access 
authority : 

(4)  at  a  minimum,  make  disclosures  which  are 
required  hy  this  Act  to  individuals  who  are  data  sub- 
jects— 

(A  )  during  normal  business  hours : 

(B)  in  person,  il  the  data  subject  appears  in 
person  and  furnishes  proper  identification,  or  liy 
mail,  if  the  data  subject  has  made  a  written  request, 
with  proper  identification,  at  reasonable  standard 
charges  for  document  search  and  duplication;  and 

(C)  permit  the  data  subject  to  he  accompanied 
by  <»nc  person  of  his  choosing,  who  must  furnish 
reasonable  idi  ntilication,  except  that  an  organisa- 
tion may  require  the  data  subjeel  to  furnish  a  writ- 
ten statement  granting  permission  to  the  organ'iKa- 
tion  to  discuss  that  individual's  file  in  such  person's 
presence ; 

(5)  upon  receipt  of  notice  from  any  individual  who 
is  a  data  subject,  that   such  individual   wishes  to  dial- 
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1  lenge,  correct,  or  explain  information  about  hiin  in  such 

2  system — 

3  (A)   investigate  and  record  the  current  status 

4  of  sucli  persona]  information : 

5  (1>)   purge  any  such  information  that  is  found 

6  to   be    incomplete,    inaccurate,    not    pertinent,    not 

7  timely  nor  necessary  fo  be  retained,  or  can  no  long*  r 

8  be  verified; 

9  (C)    accept  and  include  in  the  record  of  such 

10  information,   it'  the  investigation   does   not   resolve 

11  the   dispute,   any   statement    (not   more   than    two 

12  hundred  words  in  length)    provided  by  such  indi- 

13  vidual  setting  forth  his  position   on  such   disputed 
11  information ; 

15'  (D)  in  any  subsequent  dissemination  or  use  ol 

16  disputed  information,  clearly  note  that   such  infor- 

17  mation   is   disputed   and   supply   the    statement    of 

18  such  individual  together  with  such  information: 

19  (E)   make  clear  and  conspicuous  disclosure  to 

20  such  individual  of  his  right  to  make  a  request  under 

21  this  paragraph; 

22  (F)  at  the  request  of  such  individual,  following 

23  any  correction  or  purging  of  personal  information, 

24  furnish  to  pasl  recipients  of  such  information  notifi- 
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1  cation  that  the  item  has  been  purged  or  corrected; 

2  and 

3  ((i)  iii  the  case  of  a  failure  to  resolve  a  dispute, 

4  advise  Mich  individual  of  his  right   to  request   the 

5  stance  of  the  Federal  Privacy  Board; 

6  (e)    Each    such   organization   maintaining   a    personal 

7  information  system  on  the  date  of  the  enactment  of  this  Act 

8  shall  notify  by  mail  each  data  subject  of  the  fact   not  later 

9  than  two  years  following  the  date  of  enactment  of  this  Act, 

10  at  the  last  known  address  of  the  subject.  Such  notice  shall — 

11  (1)    describe  the  type  of  information  held  in  such 

12  system  or  systems,   expected  uses   allowed   or   contcm- 

13  plated;  and 

14  (2)    provide  the  name  and  full  address  of  the  place 

15  where  the  data  subject  may  obtain  personal  information 

16  pertaining  to  him,  and  in  the  system. 

17  (f)  Data  subjects  of  archival-type  inactive  files,  records, 

18  or  reports   shall    he   notified   by   mail    of   the    reactivation, 

19  accessing,  or  reaccessing  of  such  files,   records,   or  reports 

20  not  later  than  six  months  after  the  date  of  the  enactment 

21  of  this  Act. 

22  (ff)  The  requirements  of  subsections  (a)    (3)  and  (4) 
L>:>,  and  subsections    (c)    and    (d)     (1)    and    (2)    of  this  section 

24  shall  not  apply  to  any  organization  that    (1)    maintains  an 

25  information  system  that  disseminates  statistical  report  a   or 
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1  research  findings  based  on  personal  information  drawn  from 

2  the  system,   or  from  systems   of  other  organizations.    (2) 

3  purges  the  names,   personal  numbers,   or  other  identifying 

4  particulars  of  individuals,  and    (3)    certifies  to  the   Federal 

5  Privacy  Board  that  no  inferences  may  he  drawn  about  any 
b"  individual. 

7  EXEMPTIONS 

8  Sec.  202.  The  provisions  of  this  title  .-hall  not  apply  to 

9  personal  information  systems — 

10  (1)    to  the  extent  that  information  in  such  systems 

11  is  maintained  by  a  Federal  agency,  and  the  head  of  that 

12  agency  determines  that  the  release  of  the  information 

13  would  seriously  damage  national  defense  : 

14  (2)   which  arc  part  of  active  criminal  investigatory 

15  files  compiled  by  Federal.  Slate,  or  local  law  enforce- 

16  ment  organizations,  except  where  such  files  have  been 

17  maintained  for  a  period  longer  than  is  necessary  to  com- 

18  mence  criminal  prosecution;  or 

19  (3)    maintained  by  the  press  and  news  media,  ex- 
29  eept     information     relating     to     employees     of     such 

21  organizations. 

22  USE  of   SOM  I A  I.   >i:<  11MTY    KUMBEB 

23  Sec.  203.  It  shall  he  unlawful  tor  any  organization  to 

24  require  an  individual  to  disclose  or  furnish  his  social  security 

25  account   number,   for  any   purpose   in   connection   with   any 
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1  business  transaction  or  commercial  or  other  activity,  or  to 

2  refuse  to  extend  credit  or  make  a  loan  or  to  enter  into  any 
;)  other  business  transaction  or  commercial  relationship  with 

4  an  individual  (except  to  the  extent  specifically  accessary  for 

5  die  conduct  or  administration  of  the  old-age,  survivors,  and 

6  disability   insurance  program  established  tinder  title   II   of 

7  the  Social  Security  Act)    in  whole  or  in  part  because  such 

8  individual  does  not  disclose  or  furnish  such  number,  unless 

9  the  disclosure  or  furnishing  of  such  number  i<  specifically 

10  requited  by  law. 

11  TITLE  in— MISCELLANEOUS 

12  DEFINITIONS 

13  SEC.  301.  As  used  in  this  Act— 

14  (1)    the  term  '"Board"  means  the  Federal  Privacy 

15  Board ; 

16  (2)   the  term  '•information  system"  means  the  total 
IT  components  and  operations  of  a  recordkeeping  process, 

18  whether  automated  or  manual,  containing  personal  in- 

19  formation   and    the   name,    personal    number,    or    other 

20  identifying  particulars; 

21  (3)   the  term  "personal  information"  means  all  in- 

22  formation   that   describes,   locates   or  indexes   anything 

23  about   an   individual   including   his    education,    financial 

24  transactions,   medical  history,   criminal,   or  employment 
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1  record,  or  that  affords  a  basis  for  inferring  personal  char- 

2  acteristics,  such  as  finger  and  voice  print-,  photographs, 

3  or  things  done  by  or  to  such  individual:  and  the  record 

4  of  his  presence,  registration,  or  membership  in  an  orga- 

5  nization  or  activity,  or  admission  to  an  institution; 

o'  (4)    the  term  "data  subject"  means  an  individual 

7  about  whom  personal  information  is  indexed  or  may  he 

S  located    under   his    name,    personal    number,    or    other 

9  identifiable   particulars,    in   an   information    system; 

10  (."))     the    term    "disseminate"    means    to    release, 

11  transfer,   or  otherwise  communicate  information  orally. 

12  in  writing,   or  by   electronic  means; 

13  (6)    the  term   "organization"  means  any  Federal 

14  agency:   the  government  of  the   Districi    of  Columbia; 

15  any  authority  of  any  State,  local  government,  or  other 

16  jurisdiction;   any   public   or  private   entity   engaged   in 

17  business  for  profit,  as  relates  to  that  business; 

18  (7)    the  term  '"purge"  means  to  obliterate  informa- 

19  tion    completely    from    the    transient,    permanent,    or 

20  archival  records  of  an  organization:  and 

21  (8)  the  term  "Federal  agency"  means  any  depart- 

22  ment.  agency,  instrumentality,  or  establishment  in  the 

23  executive    branch    of   the    Government    of   the    United 

24  States   and   includes  any   officer  or  employee   thereof. 
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1  TRADE  BBCR] 

2  >i:<  .  302.  In  connection  with  any  dispute  over  the  ap- 

3  plication  of  any  provision  of  this  Act,  no  organization  shall 

4  reveal  any  personal  information  or  any  professional,  pro- 
')  prietary,  or  business  secrets;  except  as  is  required  under 
(>  this  Act.  All  disclosures  so  required  shall  be  regarded  as 

7  confidential  by  those  to  whom  they  are  made. 

8  CRIMINAL   PENALTY 

\)  Sec.   303.   Any  organization  or  responsible  officer  of 

10  an  organization  who  willfully — 

11  (1)    keeps  an  information   system  without   having 

12  notified  the  Federal  Privacy  Board;  or 

t3  (2)  issues  persona]  information  in  violation  of 

14  this  Act: 

1")  -hall  he  fined  not  more  than  $10,000  in  each  instance  or 

lfi  imprisoned  not  more  than  five  years,  or  both. 

17  CIVIL    REMEDIES 

18  Sec.   304.    (a)    The   Attorney   General   of  the    Tinted 
pi  States,  on  the  advice  of  the  Federal  Privacy  Board,  or  any 

20  aggrieved  person,  may  bring  an  action  in  the  appropriate 

21  United  Stales  district  court  against  any  person  who  has  en- 

22  gaged,  is  engaged,  or  i^  about  to  engage  in  any  acts  or  prac- 

23  tices  in  violation  of  the  provisions  of  this  Act  or  rules  of  the 
2\  Federal  Privacv  Board,  to  enjoin  such  acts  or  practices. 
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1  (h)  Any  person  who  violates  the  provisions  of  this  Act, 

2  or  any  rule  regulation;  or  order  issued  thereunder,  shall  be 
;')  lialde  to  any  person  aggrieved  thereby  in  an  amounl  equal  to 
4  the  sum  of — 

")  ( I )  any  actual  damages  sustained  by  an  individual; 

(J  (2)  punitive  damages  where  appropriate; 

7  (:;)    in  the  ease  of  any  successful  action  to  enforce 

<S  any  liability  under  this  section,  the  costs  of  the  action 

9  together  with  reasonable  attorney's  iw>  as  determined 

10  by  the  court. 

11  The   United  States  consents  to  be  sued  under  this  section 

12  without  limitation  on  the  amount  in  controversy. 

13  JURISDICTION  OF  DISTRICT  COURTS 

14  Sec.  305.  The  district  courts  of  the  United  States  have 

15  jurisdiction  to  enforce  any  subpena  or  order  issued  by  tin* 

16  Federal  Privacy  Board  under  sections  102  or   L03,  respec- 

17  livi-ly.  of  this  Act. 

18  RIGHT   OF   ACTION 

19  Skc.  306.    (a)    Any  individual  who  is  denied  .-km. 

20  information  required  to  he  disclosed  under  the  provisions  ol 

21  this  Act  i^  entitled  to  judicial  review  of  the  grounds  for  such 

22  denial. 

23  (b)    The  district  courts  of  the  United  Suites  have  juris- 

24  diction  to  hear  and  determine  civil  actions  broughl  under  sub- 

25  section    (;i)   of  this  section. 
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1  EFFECTIVE   DAI  B 

2  Seo.  307.  This  Aci  shall  take  effect  one  year  after  the 

3  date  of  its  enactment. 

-I  AUTHORIZATION   OF  APPROPRIATIONS 

~>  >i:<  .  308.  There  are  authorized  to  he  appropriated  Mich 

'»  sums  as  may  be  necessary  to  .carry  out  the  provisions  of  this 

T  Act. 
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MARK-UP  SESSION 

S.  3418 
TO  CREATE  A  FEDERAL  PRIVACY  COMMISSION 

TUESDAY,  AUGUST  20,  1974 

United  States  Senate, 

Committee  on  Government  Operations, 

Washington,  D.  C. 

The  committee  met  at  3:00  p.m.,  pursuant  to  call,  in 
room  S-146,  The  Capitol,  Hon.  Sam  J.  Ervin,  Jr.  (chairman  of 
the  committee)  presiding-. 

Present:   Senators  Ervin,  Jackson,  Muskie,  Allen,  Chiles, 
Nunn,  Huddleston,  Percy,  Javits,  Roth  and  Brock. 

Staff  Present:   Robert  Bland  Smith,  Jr.,  Chief  Counsel 
and  Staff  Director;  Marcia  MacNaughton,  Consultant,  Mrs.  Gay 
Holliday,  Staff  Member;  Richard  Casad,  Investigator,  Permanent 
Subcommittee  on  Investigations. 

The  Chairman.   It  takes  a  quorum  to  report  out  a  bill. 
We  have  a  quorum  here.   We  may  have  difficulty  getting  c  quorum 
later,  so  I  would  like  to  move  that  we  report  the  bill  favor- 
ably subject  to  such  amendments  as  may  be  adopted  by  the  six 
members  in  case  we  fall  down  to  six. 

Senator  Jackson.   I  second  that  motion. 


otnc _Ui 


(29) 


30 


l 

2 
0 

4 

5. 
-6- 

7 

8 

9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 

20 
21 

22 

23 

24 

25 


Senator  Brock.   Mr.  Chairman,  there  are  some  questions 
that  need  to  be  discussed  on  the  bill.   I  am  not  sure  what  this 
means  in  a  parliamentary  sense  but,  for  example,  I  have  a 
very  serious  expression  of  concern  from  the  SEC  and  I  don't 
know  whether  that  has  been  responded  to  by  the  committee,  or 
whether  we  have  written  comments.   At  least  I  haven't  seen  them 

Senator  Javits.   If  you  would  yield,  why  don't  you  vote 
no  on  this  vote  and  —  rather,  vote  aye  —  and  then  you  can  mov 
to  reconsider. 

Senator  Roth.   Mr.  Chairman,  I  think  that  establishes  a 
very  bad  precedent.   I  think  if  the  legislation  is  important, 
we  should  be  able  to  get  a  quorum  to  finally  pass  it  out.   It  i 
grounds  for  raising  the  issue  on  the  Senate  floor.   I  am  just 
generally  opposed  to  the  proposition  that  any  of  us  should  put 
our  stamp  of  endorsement  or  otherwise  until  we  know  --  I 
support  it.  

The  Chairman.   I  will  withdraw  the  motion. 

Senator  Javits.   I  tried  to  help. 

Senator  Percy.   I  think  it  should  be  noted,  Senator  Brock, 
on  the  question  of  SEC,  staff  has  discussed  with  SEC  certain 
reservations  that  they  have  and  assured  them  that  we  can  work 
those  out  and  that  they  can  be  worked  out  to  our  mutual 
satisfaction. 

Obviously,  the  whole  intent  and  purpose  of  sending  it 
there  was  to  appraise  and  analyze  what  objections  they  might 
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have.   We  have  not  heard  any  that  could  not  be  accommodated. 

Senator  Brock.   I  haven't  gotten  any  written  response  from 
the  SEC.   To  the  best  of  my  knowledge,  the  committte  has  none. 
If  it  is  true  that  the  bill  would,  as  they  say,  prohibit  them 
from  carrying  out  their  own  statutory  responsibilities,  then  I 
think  it  would  ill  behoove  us  to  move  until  we  have  a  specific 
written  response  from  them  so  we  can  incorporate  such  modifi- 
cations as  we  deem  necessary,  but  I  don't  think  it  is  the 
intent  of  this  bill  to  hamper  the  SEC  in  any  sense.   That  is  one 
of  our  better  regulatory  or  supervisory  agencies. 

I  just  got  a  call  from  one  of  the  commissioners  who  was 
extremely  perturbed  over  the  content  of  the  bill.   They  had 
no  time  at  all  to  prepare  any  response,  and  I  question  whether 
we  ought  to  act  without  — 

The  Chairman.   The  OMB  made  a  response  on  behalf  of  the 
entire  Executive  Branch  of  the  government  — 

Senator  Brock.   You  have  been  sort  of  critical  of  OMB 
responding  on  behalf  of  the  whole  government  before. 

The  Chairman.   Yes. 

Senator  Brock.   Now  you  are  going  to  say  it  is  okay? 

The  Chairman.   The  SEC  has  known  about  the  bill.   It  has 
had  communications  with  members  of  the  staff  and  members  of 
this  committee.   I  don't  know  that  we  could  very  well  postpone 
until  we  hear  from  SEC.   They  know  our  address  of  the  com- 
mittee.  They  have  had  plenty  of  chance  to  respond. 
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Now  we  have  got  something  here. 

Senator  Jackson.   From  the  SEC. 

The  Chairman.   We  can  certainly  consider  the  amendments 
to  the  bill.  _  

Senator  Brock.   Okay.   This  says  they  only  recieved  your 
letter  yesterday  and  Committee  Print  4.   They  have  not  even 
seen  5 .  -  - 

Senator  Chiles.   I  doubt  very  seriously  that  all  the 
agencies  see  all  the  Committee  Prints,  4,  5,  6  or  whatever 
goes  through. 

Senator  Brock.   No,  but  I  think  it  is  a  practice  of  the 
Congress,  Martin,  when  there  is  a  sensitive  agency  who  is 
according  to  their  interpretation  directly  affected  by  the  law 
to  be  very  sure  that  we  take  into  consideration  their  views. 
We  don't  have  to  agree  with  them.   But  here  they  say  they 
endorse  the  concept  of  the  bill,  but  they  question  apparently 
whether  or  not  it  would  not  ir.pinge  upon  their  ability  to  pro- 
tect the  regulatory  authority  that  they  have. 

Senator  Percy.   Mr.  Chaiman,  if  I  might  be  recognized, 
I  think  the  important  part  of  Garrett's  letter  is  the  last 
paragraph.   It  is  terribly  important.   It  says,  "Notwithstanding r 
our  difficulties  with  the  present  version  of  S.  3418,  this 
Commission  strongly  endorses  the  concept  of  personal  privacy 
which  we  believe  underlies  Confidential  Committee  Print  No.  4. 

"No  agency  of  the  Government  should  be  permitted  to  abuse 
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personal  or  confidential  information,  and  this  Commission  has 
steadfastly  adhered  to  such  a  standard  over  the  40  years  of 
its  existence,  and  we  are  proud  of  our  record  in  that  regard-  - 
_     -"We-  would  be  delighted  to  work  with  the  Committee  to 
effect  an  appropriate  restructuring  of  Confidential  Committee 
Print  No.  4  so  that  it  night  both  achieve  the  laudable  purpose 
of  protecting  personal  privacy  while,  at  the  same  time,  permit 
lawful  government  regulatory  or  law  enforcement  conduct. 

"We  also  stand  ready  to  furnish  you  with  more  detailed 
comments  on  our  objections  on  Confidential  Committee  Print  No. 
4  of  S.  3418  if  you  should  so  desire." 

I  think  the  question  before  the  committee  then  is  whether 
or  not  it  is  the  feeling  of  the  members  that  we  could  work  this 
out  at  the  staff  level,  consulting  with  committee  members  as 
need  b,  and  being  able  to  report  out  a  completely  acceptable 
bill,  or  whether  we  should  just  try  to  delay  this  until  we  have 
completed  every  last  comma,  dash,  and  dot  and  put  it  in  that 
form. 

I  think  we  have  a  great  deal  of  confidence  in  the  com- 
mittee.  It  could  be  carried  out  by  the  staff  during  the  recess 
and  we  wouldn't  lose  all  that  period  of  time. 

From  the  Minority  standpoint,  we  would  certainly  seek  to 

23  counsel  the  chairman  on  it. 

24  Senator  Brock.   I  have  been  a  supporter  of  the  legislation 
as  you  know.   And  I  would  very  much  like  to  see  legislation 
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passed.   I  just  don't  want  to  do  something  that  does  not  achieve 


our  desired  result. 

The  Chairman.   I  think  the  SEC  is  aware  of  the  fact  that 
the  bill  has  been  pending,  it  is  aware  that  the  President  came 
E   .  out  for  a  privacy  bill.   There  has  been  a  lot  of  discussion  in 

6  the  newspapers  about  it.   We  can't  wait  and  let  Congress  be 

7  regulated  by  the  delays  that  SEC  may  wish. 
Senator  Jackson.   Might  I  ask  a  question,  Mr.  Chairman? 
Do  we  have  amendments  from  the  SEC? 
Senator  Percy.   No. 
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Senator  Brock.   They  say,  to  read  further  in  their  letter 
Chuck  read-  the  last  paragraph.   I  think  the  next  to  the  last 
paragraph  is  of  more  concern  to  me.   They  just  got,  as  of  yester 

14  day,  the  Committee  Print  in  which  the  new  language  bothers 

15  them. 

"While  time  does  not  now  Dermit  a  detailed  exposition  of 
17   the  numerous  ways  in  which  Confidential  Committee  Print  No.  4 
15   apparently  would  impede  and  impair  our  ability  to  fulfill  our 
19   statutory  functions,  I  think  i~  should  be  pointed  out  that  much 
2C   of  the  enforcement  work   handled  by  this  Commission,  which  has 

served  to  protect  public  investors  and  maintain  the  honesty, 
22   integrity,  fairness  and  efficiency  of  our  securities  markets, 
22   would  either  be  subject  to  serious  limitations  or  require  the 

24  significant,  curtailment  of  a  number  of  our  activities." 

25  That  is  a  pretty  serious  charge. 
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The  Chairman.   It  is,  but  if  they  think  it  is  so  serious, 
they  ought  to  be  down  here  on  it.   They  testified  before  the 
*}  House  committee.  - 

Senator  Brock.   Yes,  and  the  language  has  been  modified. 
I  don't  know  that  they  have  had  an  opportunity  for  hearing  since: 
then.  

The  Chairman.   They  haven't  asked  for  a  hearing  before 
this  committee. 

This  bill  has  been  pending  here  since  May,  and  this  is 
June,  July  and  August,  and  it  seems  like  the  SEC  is  sure 
travelling  on  leaden  feet  if  they  have  any  concern  about  this 
bill.  h-"l  :      ."_  _, 

Senator  Brock.   I  am  not  trying  to  defend  the  SEC.   I  am 
trying  to  defend  the  quality  of  our  work  rather  than  quantity. 
There  is  a  distinction.   I  don't  know  what  the  problem  is.   If 
there  is  a  serious  problem,  it  ought  to  be  considered. 

Senator  Jackson.   What  concerns  me  is  all  we  have  are  con 
elusions  in  this  letter.   They  have  a  copy  of  Committee  Print 
No.  4.   They  refer  to  that,  but  they  don't  state  wherein  they 
object.   It  is  a  general  pleading  without  providing  a  bill  of 
particulars  and  I  should  think,  as  I  understand  it,  they  have 
had  the  original  bills,  they  have  had  the  other  Prints,  but  wha£ 
confuses  me  is  just  what  is  their  specific  position  regarding 
the  kind  of  language  that  should  be  in  any  bill  to  properly 
protect  what  they  consider  to  be  their  responsibility. 
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Senator  Brock.   That  is  the  very  question  I  am  asking. 

Senator  Jackson.   How  do  you  deal  with  a  piece  of  paper  lik"e 
this  except  reopen  the  hearings?   That  is  what  it  amounts  to.  - 

The  Chairman.   They  were  diligent  enough  to  contact  the 
House  committee  on  the  sixth  of  May.   My  understanding  is  that 
it  is  rumored  that  the  SEC  is  split  down  the  middle  of  this 
bill.   Some  of  them  want  it  and  some  don't.   They  can't  get  a 
unified  position  to  state  to  this  committee.   They  could  have 
communicated  with  us. 

Senator  Huddleston.   In  the  absence  of  any  specific 
suggestion,  wouldn't  it  be  appropriate  to  report  the  bill  out? 
It  is  always  subject  to  amendment  on  the  floor  if  somebody  could 
come  with  some  language  to  improve  the  bill.  -    ■-, r   : 

Senator  Brock.   The  problem  that  I  have  with  that  is  that 
I  have  been  a  very  ardent  supporter  of  the  legislation,  and  it 
would  put  me  in  the  position  under  the  circumstances  of  feeling 
almost  compelled  to  oppose  reporting  the  bill  until  I  have  the 
facts  on  hand  on  which  to  make  a  decision.   I  don't  know  what 
changes  in  Committee  Print  No.  4  apparently  bothered  the  SEC. 
I  would  like  the  specific  information  that  the  Senator  from 
Washington  seeks  on  which  to  make  my  own  judgment. 

I  just  don't  know.   I  am  reluctant  to  prod  them  into 
action  that  would  be  ill-advised. 

Senator  Jackson.   Could  someone  get  on  the  phone  and  ask 
them  if  they  have  an  amendment? 
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I  read  this  letter  and  it  is  no  guide  at  all.   This  thing 
has  been  pending  all  these  months.   They  must  be  able  to 
identify,  irrespective  of  this  bill,  the  specific  areas,  and 
you  are  quite  right,  the  next  to  the  last  paragraph  goes  to  the 
heart  of  it  on  page  2.   It  says:   "While  time  does  not  now  per- 
mit a  detailed  exposition  of  the  numerous  ways  in  which  Con- 
fidential Committee  Print  No.  4  apparently  would  impede  and 
impair  our  ability  to  fulfill  our  statutory  functions,  I  think 
it  should  be  pointed  out  that  much  of  the  enforcement  work 
handled  by  this  Commission,  which  has  served  to  protect  public 
investors  and  maintain  the  honesty,  integrity,  fairness  and 
efficiency  of  our  securities  markets,  would  either  be  subject 
to  serious  limitations  or  require  the  significant,  curtailment 
of  a  number  of  our  activities." 

My  question  is:   Wherein  does  that  possibility  exist?   They 
just  state  the  general  conclusions. 

Senator  Roth.   Mr.  Chairman  — 

Senator  Jackson.   If  this  is  that  serious,  I  would  think 
regardless  of  Committee  Print  1,  2,  3,  4,  5,  6  or  7,  they  ought 
to  be  able  to  provide  some  statutory  language  that  would  proper 1\ 
cover  their  responsibility. 

I  can  see  some  problems,  but  I  get  the  same  information 
that  the  Commission  is  split,  and  they  can't  agree  to  statutory 
language.   I  suggest  that  we  defer  this  and  someone  talk  to  the 
chairman  on  the  phone  and  find  out  what  is  the  situation.   This 
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is  sort  of  a  confession  in  avoidance. 

Senator  Roth.   Mr.  Chairman,  if  we  are  going  to  take  this 
to  the  Senate  floor  and  they  raise  these  same  objections,  we  are 
going  to  be  in  a  difficult  position  if  we  don't  know  what  they 
are  or  the  seriousness  of  their  intent. 

I  am  anxious  to  get  this  legislation  out  and  adopted.   I 
am  not  quite  sure  that  I  understand  the  problems  of  the  time 
frame.   If  we  do  report  it  out  today,  are  we  going  to  take  it  up 
this  week?   Will  that  come  up  on  the  Senate  floor  this  week? 

Senator  Percy.   Not  until  September. 

Senator  Roth.   There  are  some  problems  on  the  House  side. 
It  looks  as  if  sonebody  is  trying  to  dictate  to  us.   We  have  sorae 
time  to  still  report  it  out  this  week.   I  think  Senator  Jackson 
suggestion  is  a  good  one,  that  we  ought  to  call  or  have  someone 
call  on  behalf  of  the  committee. 

Senator  Percy.   I  wonder  if  I  can  make  a  motion  and  see, 
Senator  Roth,  whether  it  might  not  be  acceptable. 

Mr.  Chairman,  I  would  like  to  move  that  we  report  the  bill 
out  subject  to  an  understanding  that  there  would  be  a  committee 
amendment  or  a  series  of  committee  amendments  offered  that  would 
fully  take  into  account  objections,  any  objections,  that  come  in! 
that  we  feel  need  to  be  accommodated  and  that  those  would  be 
offered  as  a  series  of  committee  amendments  at  the  same  time 
that  the  bill  has  been  offered  on  the  floor. 

The  Chairman.   Well,  we  might  not  be  able  to  agree  on  the 
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amendments.   I  understand  the  Executive  Branch,  the  President 
of  the  United  States  was  for  privacy.   I  understand  they 
designated  0MB  to  represent  all  the  agencies  of  the  Government, 
and  if  SEC  could  inform  the  House  on  the  sixth  day  of  May  on 
their  opinion  about  the  House  bill,  I  don't  see  why  they  should 
travel  along  on  some  leaden  feet.         — 


Senator  Percy.   On  the  other  hand,  if  they  have  perfectly 
legitimate  objections  that  we  can  accommodate,  and  from  the 
preliminary  talks  that  staff  has  had,  that  seems  to  be  possible 
then  why  not  make  that  provision  because  it  at  least  accommodates 
those  who  have  raised  the  issue. 

This  letter  is  certainly  not  a  totally  satisfactory" 
answer.   We  could  have  an  indication  today  by  roll  call  vote 
about  how  we  would  feel  about  following  this  procedure.   It  has 
been  around  a  long  time.   The  session  is  getting  short  now. 

The  Chairman.   I  have  been  informed  that  the  SEC  advised 
the  staff  that  they  would  have  somebody  here  today.   Is  anybody 
here  representing  the  SEC? 

Senator  Jackson.   Are  they  outside? 

Senator  Percy.   Take  a  look  in  the  closets. 

Senator  Brock.   Mr.  Chairman,  while  we  are  trying  to  find 
out  — 

Senator  Percy.   Is  there  a  second  to  the  motion? 

Senator  Jackson.   The  only  question  is  on  this  point,  I 
would  support  it,  but  I  think  if  Senators   have  reservations 
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and  that  has  been  expressed  by  Senator  Brock  and  Senator  Roth, 
maybe  the  wise  course  would  be  to  start  right  through  these 
amendments  and  see  if  we  can't  wrap  up  as  much  as  possible  here 
this  afternoon  and  then  act?  -  . 

Senator  Brock.   That  is  what  I  was  going  to  suggest.   I 
would  support  Senator  Percy's  motion.   This  is  what  we  had  to  do 
over  in  the  Interior  Committee  to  get  near  the  end  of  the 
session.   I  don't  like  the  practice,  but  realistically  we 
can't  maintain  quorums.   We  have  been  reporting  the  subject  to 
whatever  action  the  committee  may  take  on  amendments,  and  then 
if  any  Senator  raises  any  serious  question,  I  have  always  moved 
to  reconsider,  but  it  is  just  the  pragmatic  problem  of  -- 
we  don't  have  a  quorum  now. 

Senator  Roth.   Mr.  Chairman  — 

The  Chairman.   We  have  one  over  quorum. 

Senator  Jackson.   I  am  sorry. 

Senator  Roth.   If  I  understand  Senator  Percy's  proposal, 
it  was  that  we  go  ahead  and  report  it  out  in  its  present  form 
subject  to  the  agreement  that  the  considerations  of  the  SEC 
would  be  considered  at  a  later  meeting,  is  that  correct? 

Senator  Jackson.   All  amendments. 

Senator  Percy.   All  amendments.   We  would  subsequently 
report  the  bill  out  with  committee  amendments  to  be  considered 
at  the  same  time,  but  at  least  it  takes  advantage  of  the  fact 
that  we  have  nine  Senators  in  the  room  at  the  present  moment, 


41 


i 

2 
5 

4 

5  . 
6 


13 


and  it  is  hard  to  get  them  here.   As  long  as  we  are  in  agreement 
in  principle  that  this  is  a  good  bill,  but  there  are  some 
details  that  have  to  be  worked  out,  I  think  we  can  do  that. 

Senator  Nunn.   Are  we  going  to  stay  and  work  out  these 
details  now,  or  are  we  going  to  —  

Senator  Percy.   I  am  willing  to  stay  right  now.   What  we 
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are  concerned  about  is  losing  a  quorum.   I  have  to  meet  Senator 
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Mansfield  and  Ribicoff  on  the  floor  to  work  out  the  next  clotur 
position.  _ 

Senator  Brock.   Are  you  going  to  try  again? 

Senator  Percy.   It  was  supposed  to  be  five  minutes  from 
i  now.   Is  there  a  second?  •  --«-  = 

Senator  Jackson.   I  second  the  motion. 

The  Chairman.   Is  there  any  discussion? 

Senator  Nunn.   Let  me  make  sure  what  this  motion  is.   Are 
we  going  to  report  this  out  without  any  amendments  being  con- 
sidered? 

Senator  Jackson.   It  is  ordered  reported  out  subject  to 


the  adoption  of  committee  amendments  which  would  require  a 


quorum  as  I  understand  it,  Mr.  Chairman  -- 

Senator  Nunn.   Subject  to  the  adoption  when?   A  meeting 
of  this  committee  or  on  the  floor? 

Senator  Percy.   Just  stay  right  now.   We  only  require  six 
24    instead  of  nine. 

Senator  Roth.   Mr.  Chairman,  I  would  just  like  to  repeat 
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that  I  think  it  makes  a  very  bad  precedent.   If  you  are  going 
to  have  credibility  in  the  government,  to  have  a  committee 
adopt  a  bill  that  they  don't  even  know  what  it  is  finally  going 
to  include  is  not  sound  procedure.        

If  this  is  important  legislation,  it  is  not  that  difficult 
to  get  a  quorum  here. 

Senator  Brock.   We  could  have  passed  a  couple  of  amendments 
if  we  go  ahead  and  do  it.   Why  don't  we  take  the  amendments  up 
one  by  one.   Let  us  vote  as  fast  as  we  can. 

Senator  Nunn.   This  is  an  extremely  important  bill.   I  am 
in  favor  of  it.   It  has  been  drastically  improved  by  the  staff 
work.   The  first  bill  I  saw  was  broad  enough  to  cover  the  corner 
grocery  store  in  the  smallest  town  in  North  Carolina  or  Georgia 
It  has  been  improved  by  the  staff  product.   It  is  much  better. 

The  Senators  have  not  had  a  chance  to  focus  on  this.   That 
does  not  mean  I  am  in  favor  of  it  because  I  am.  2    think  we 
ought  to  focus  on  this.   It  is  much,  much  broader  now  than  many 
people  think.   A  lot  of  alternatives  and  a  lot  of  hypothetical 
things  that  have  not  been  considered  could  happen.   I  would  be 
reluctant  to  vote  on  it  without  going  through  some  discussion. 

Senator  Percy.   I  withdraw  my  motion.   I  suggest  that  we 
proceed  on  the  amendments. 

Senator  Jackson.   When  Senator  Percy  comes  back,  I  have  a 
supplemental  suggestion. 

Senator  Brock.   Are  we  taking  up  Committee  Print  No.  4  or 


43 


l 

2 

.5 

_4  _ 
5 
& 
7 
8 
9 

10 
11 

.12 

,13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 


15 


5? 

The  Chairman.   Let  us  start  with  the  bill  and  go  through 
it  as  far  as  we  can.  — ■ 

Senator  Brock.   Committee  Print  No.  5,  is  that  the  one 
we  are  taking  up? 

The  Chairman.   Confidential  Committee  Print  No.  5. 

Are  there  any  amendments  to  Title  I  which  starts  on  page 
1  and  ends  on  page  13? 

Does  anyone  have  any  amendments  under  Title  I? 

Senator  Nunn.   I  would  like  to  direct  a  question  for  the 
intent  on  page  6,  subsection  (c) ,  beginning  on  line  14  where  it 
says,  "such  report  shall  not  proceed  to  establish  or  modify  any 
such  data  bank  or  information  system  for  a  period  of  sixty  days 
from  the  date  of  receipt  of  notice  from  the  Commission  that 
such  data  bank  or  system  does  not  comply  with  such  standards." 

I  assume  that  means  that  once  the  Commission  says  to 
the  Federal  Agency  there  is  something  wrong,  this  breaches  our 
policy,  that  they  can't  act  for  60  days. 

Is  it  also  their  intention  during  that  period  of  time  that 
Congress  also  will  be  notified  so  that  action  can  be  taken  here 
if  we  deemed  it  necessary? 

Otherwise,  you  have  got  just  a  60-day  period  and  it  will  go 
into  effect.   I  am  not  sure  of  the  meaning,  maybe  it  will  come 
from  somewhere  else. 

The  Chairman.   The  Commission  is  to  report  to  Congress 
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within  a  60-day  period. 

Senator  Nunn.   Is  that  another  section?   It  is  not  in  that 
section.   I  would  think  that  would  be  the  intent,  maybe  it  is 
somewhere  else. 

The  Chairman.   It  says  for  a  period  of  60  days  from  date  of 
receipt  of  the  notice  from  the  Commission  that  such  data  bank 
or  system  does  not  comply  with  such  standards. 

Senator  Nunn.   It  the  agencies  proposed  a  new  information 
system,  and  the  Commission  served  notice  that  it  breached  some 
regulation  of  the  agency,  then  the  agency  can't  proceed  for  60 
days  once  they  receive  that  notice,  but  my  question  is:   Is 
there  any  provision  in  the  bill  that  provides  a  corresponding 
notice  to  Congress  so  that  we  would  be  able  to  take  action, 
otherwise,  we  would  just  have  a  notice  to  an  agency  saying  that 
it  defied  the  rules  and  nothing  would  happen,  and  it  would  go 
into  effect  after  60  days. 

The  Chairman.   It  says:   "After  receipt  of  any  report 
required  under  subsection  (b) ,  if  the  Commission  determines  and 
report  to  the  Congress  that  a  proposal  to  establish  or  modify  a 
data  bank  or  information  system  does  not  comply  with  the 
standards  established  by  or  pursuant  to  this  Act,  the  Federal 
agency  submitting  such  report  shall  not  proceed  to  establish  or 
modify"  -- 

Senator  Nunn.   I  see.   Okay.   My  question  then  becomes 
this:   Is  it  envisoined  the  Congress  then  would  have  to  pass  a 
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law  to  prohibit  that? 

The  Chairman.   No,  not  necessarily.   If  the  Federal  agents 
do  not  proceed,  it  gives  60  days  for  any  appropriation  action  to 
be  taken.  

Senator  Nunn.  But  then  they  could  proceed  if  there  was 
no  action  taken.  They  could  go  ahead  and  establish  a  faulty 
system? 

The  Chairman.   There  are  just  some  technical  amendments 
to  Title  I  which  has  been  prepared.   They  don't  change  the  sub- 
stance. 

The  staff  has  been  in  contact  with  the  gentleman  in  charge 
of  privacy  for  the  Administration,  Senator  Brock,  and  he  says 
the  0MB  speaks  for  the  Administration  with  respect  to  this  bill. 

Senator  Brock.   It  is  a  noble  endeavor,  but  I  still  don't 
accept  it.   I  still  want  to  hear  from  the  SEC,  Mr.  Chairman.   I 
think  thta  is  only  fair. 

Senator  Chiles.  I  thought  this  was  going  to  be  an  open 
Administration.   Is  Mr.  Ash  still  reigning? 

Senator  Brock.   It  sounds  like  it.   With  Sam  Ervin  behind 
him,  he  may  be  in  good  shape. 

The  Chairman.   So  far  as  privacy,  0MB  speaks  for  the 
Administration  and  SEC  has  proposed  no  amendments.   I  don't 
know  how  we  can  get  the  SEC  to  respond. 

Senator  Brock.   Have  you  asked  them? 
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observer  here  today.   I  don't  know  how  Congress  can  put  off  its 
work  for  SEC  to  communicate  to  us  as  to  what  their  desires  are. 

Senator  Brock.   Why  don't  we  proceed  with  the  amendments, 
Mr.  Chairman.  

The  Chairman.  There  are  a  number  of  amendments  to  Title  I 
on  page  2,  line  5,  strike  out  "the  areas  of"  and  insert  in  lieu 
thereof  "any  of  the  following  areas:". 

On  page  3,  line  24,  strike  out  "Chairman"  and  insert  in 
lieu  thereof  "members". 

On  page  4,  line  1,  strike  out  "during  his  tenure  as 
Chairman"  and  insert  in  lieu  thereof  "during  their  tenure  as 
members".  •  -  _<>.,.  ^. 

Senator   Jackson.   Mr.  Chairman,  might  I  make  a  suggestion? 
If  all  of  the  amendments  we  have  on  here,  I  think  they  are  in 
the  files,  aren't  they  —  if  the  technical  amendments  are 
purely  technical  and  do  not  change  substance,  with  that 
assumption,  I  would  suggest  that  a  motion  be  in  order  to  treat 
them  en  block  and  adopt  them,  and  if  there  is  any  substantive 
change  as  a  result  of  that,  we  can  go  back  and  correct  it  and 
I  so  move. 

Senator  Brock.   All  right. 

The  Chairman.   Any  discussion? 

Senator  Jackson.   I  second  the  motion-- 

The  Chairman.   You  can't  move  and  second. 

Senator  Jackson.   It  is  all  a  matter  of  form. 
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Senator  Roth.   Second. 

p 

The  Chairman.   All  in  favor  say  aye. 

Are  there  any  amendments  to  Title  V? 

Senator  Roth.   Are  we  beyond  Title  I? 

The  Chairman.   I  mean  Txtle  I. 


10 


Senator  Roth.   I  have  two  that  I  want  to  offer.   On  page 
5,  line  2  —  first,  the  existing  language  provides  that  the 
Commission  shall  publish  annually  the  U.  S.  Directory  contain- 
ing the  information  specified  to  provide  notice  under  Section 
201  (c  (3)  of  this  Act  for  each  information  system  subject  to 


H   the  provisions  of  this  Act. 


And  the  language,  I  would  like  to  add,  is  "and  a  list  of 

13  all  statutes  which  require  the  collecting  of  such  information 

14  t,y  a  Federal  agency  or  other  organization." 

15  i  think  it  would  be  helpful  information  to  know  whether 

16  or  not  this  information  is  being  collated  on  their  own  or 

17  whether  there  is  some  statutory  basis.   If  there  is  some 

18  statutory  basis,  we  may  want  to  reexamine  or  modify. 

19  Senator  Brock.   I  don't  know  where  you  are. 

20  Senator  Roth.   Page  5,  line  2. 

21  Senator  Brock.   Subparagraph  2? 

22  Senator  Roth.   Line  2. 

23  The  Chairman.   You  would  change  that  semicolon  to  a  comma 

24  and  add  the  words  — 

25  Senator  Roth.   "And  a  list  of  all  statutes  which  require 
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the  collecting  of  such  information  by  a  Federal  agency  or 


other  organizations 

In  other  words,  I  would  like  to  have  the  statutory  basis  o£ 
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collecting  this  information 
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The  Chairman.   Any  discussion  by  the  members?         - 

Senator  Jackson.   Let  me  ask  a  question  here. 

You  know,  in  every  bill  that  we  have  passed,  we  have  some 
kind  of  a  reporting  provision.   I  am  wondering,  I  just  raised 
the  question  how  extensive  a  compendium  we  are  talking  about 
here.   I  agree  they  ought  to  be  able  to  identify  the  basis  of 
their  publication.   That  is  your  point? 

Senator  Roth.   That  is  my  point.  .•-*   1    ■- :   -rv»tc:'.. 

Senator  Jackson.   I  have  no  objection.   Is  there  going  to 
be  a  compact  that  that  is  going  to  be  so  onerous  and  long  — 
why  don't  we  try  it?   It  will  surely  stir  them  up. 

Senator  Muskie.   That  will  be  implementing  the  provisions 
found  on  page  12,  lines  17  to  22,  "the  Commission  shall — 
(A)  determine  what  laws,  Executive  orders,  regulations, 
directives,  and  judicial  decisions  govern  the  activities  under 
study,"  and  so  on,  so  I  think  that  the  information  should  be  in 
hand. 

Senator  Roth.   On  the  point  raised  by  Senator  Jackson,  we 
don't  want  to  make  a  lot  of  unnecessary  reporting  requirements; 
it  seems  the  language  should  be  changed  or  the  report  comment 
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||  changes.   They  don't  have  to  go  back  every  year  and  put  in  the 

2 

|!  same  material. 

Senator  Jackson.   We  will  get  a  reaction  on  it.   See  what 

4  i 

[■  the  reaction  is  the  other  way.   I  didn't  intend  to  object. 

5 

Virtually,  all  of  the  laws  that  have  been  passed  in  recent  year 
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have  a  requirement  so  we  are  talking  about  almost  every  provision 
of  the  Code. 

Senator  Roth.   I  think  it  is  a  valid  point. 

The  Chairman.   If  there  is  no  objection,  the  amendment 
proposed  by  the  Senator  from  Delaware  will  be  adopted. 

Senator  Roth.   I  would  also  like  to  add  a  paragraph  (c)  to 
this  Section  103  to  provide  that  the  Commission  shall  — 
"Determine  whether  specific  categories  of  information  should  be 

prohibited  by  statute  to  be  collected  by  the  Federal,  State, 
regional,  local  government  and  private  organizations  because 
such  collections  would  violate  the  rights  of  privacies  of 
individuals. " 
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I  think  in  a  sense,  Senator  Muskie  might  make  the  same 
comment  here  that  he  made  with  respect  to  my  earlier  amendment. 
It  is  implementing  something  that  we  were  saying  later  on.   I  do 
feel  very  strongly  that  the  Congress  at  some  future  time  and 
this  Commission  in  its  study  should  concern  itself  with  what 
data  should  be  collected,  and  it  may  be  that  there  should  be 
some  statutory  limitation  on  those  rights,  and  that  is  the 
purpose  of  this  language. 

The  Chairman.   State  it  again. 

Senator  Roth.   New  subsection  (e) .   It  would  be  on  page  7. 
"Determine  whether  specific  categories  of  information  should  be 
prohibited  by  statute  to  be  collected  by  the  Federal,-  State, 
regional,  local  government  and  private  organizations  because 
such  collections  would  violate  the  rights  of  privacies  of 
individuals . " 

The  Chairman.   I  wonder  if  it  will  all  go  to  the  local  and 
State  government  or  whether  we  ought  to  restrict  it  to  the 
Federal  Government? 

Also  we  would  virtually  eliminate  the  private  sector  except 
where  somebody  is  counteracting  a  Federal  agency. 

Senator  Roth.   I  am  most  concerned  about  the  Federal 
Government. 

I 

Senator  Jackson.   Why  don't  vou  confine  it  to  the  Federal. 
I 
24        Senator  Roth.   I  will  accept  that  further  change. 

|l 

Senator  Muskie.   I  am  aware  why  this  is  cut  down.   I  don't 
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have  the  basis  of  hearings  and  testimony  to  justify  going 
beyond  that.   As  I  understood  the  Senator's  amendment,  it  is 
designed  to  get  at  that  problem. 

Senator  Roth.   Yes.  

Senator  Muskie.   And  to  encourage  the  notion  that  we 
continue  to  look  at  these  other  areas  and  be  prepared  to  act 
when  we  have  the  necessary  information  and  recommendations  to 
act  upon. 

I  have  no  objection  to  limiting  this  amendment  here,  but 
I  wonder  if  you  couldn't  have  in  the  report  — 

The  Chairman.   You  have  a  provision  in  the  bill  that  they 
would  report?  ~  '■  ' 

Senator  Muskie.   V7e  could  stand  on  the  report  to  indicate 
that  is  what  we  have  in  mind. 

Senator  Roth.   Yes. 

The  Chairman.   You  confine  it  to  the  Federal  Government, 
you  modified  it.   Any  objection  to  that?   If  not,  the  amendment 
is  approved. 

Senator  Roth.   With  the  understanding  that  the  report  would 
expand  a  little  on  the  further  provisions. 

Senator  Muskie.   Specifically  point  to  the  fact  that  we 
didn't  get  into  the  other  areas  because  we  do  not  have  an 
adequate  base,  but  that  does  not  mean  that  we  ought  not  to 
be  looking  into  these  areas  as  we  gain  experience  under  this 
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The  Chairman.   Are  there  any  further  amendments  to  Title  II 
If  not,  I  would  sugqest  that  someone  move  that  we  approve  Title 
I,  subject  to  the  right  of  the  SEC  --  

Senator  Brock.   Those  amendments  will  be  here  shortly. 
I  so  move.  

Senator  Jackson.   I  second  the  motion. 

The  Chairman.   All  in  favor  of  the  motion,  let  it  be  known 
by  saying  aye. 

Very  well. 

Title  II  starts  on  page  13,  the  Bureau  is  asking  for 
exemption  of  records  collected  or  funded  and  used  solely  for 
statistical  purposes  under  Section  1,  Title  18  of  the  U.  S. 
Code. 


14  ii       They  don't  want  to  have  right  of  access  to  records  they 

15  collect  solely  for  statistical  purposes.   It  seems  to  me  that 

16  is  a  reasonable  exemption,  so  I  would  propose  it. 

17  Is  there  any  objection  to  the  Bureau's  amendment? 

18  if  not,  without  objection,  that  amendment  will  be  included 

19  The  staff  will  work  it  out. 

20  ;       Any  other  amendments  to  Title  II? 

21  I       Senator  Jackscn.   Mr.  Chairman,  there  is  a  question  I  want 

22  ■  to  raise  and  ask  Mr.  Casad  from  the  investigative  staff  to  com- 
21  ment  on  it  if  he  won't  mind. 

24  .       On  the  use  of  social  securitv  numbers,  I  am  not  suggesting 
ar>y+-hing.  but  there  is  a  real  problem  here  regarding  cost;  even 
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though  the  militarv,  of  course,  requires  the  submission  of  a 
social  security  amendment,  it  is  a  problem  that  we  ought  to  knov 
about.   I  did  want  to  address  the  issue. 

Is  it  all  right  to  have  Mr.  Casad  who  has  been- involved 
extensively  in  investigative  work  more  than  I  to  address  the 
issue? 

Mr.  Casad.   I  don't  agree  with  it.   You  covered  it  pretty 
well.   That  in  essence  is  the  problem. 

The  Chairman.   How  would  it  work? 


Mr.  Casad.   The  language  connotes  that  the  social  security 
number  could  not  be  used  in  many  legitimate  areas;  for  example, 

military  services,  presentlv  used  the  social  security  number  as  I 

i 

a  military  identification  number.  The  cost  involved  in  changing 
the  system,  it  would  seem  to  me  to  be  substantial.  Perhaps  we  ] 
should  take  a  look  at  this  and  examine  it. 

Senator  Chiles.  I  agree  with  that  100  percent.   I  am  think-} 
ing  about  other  things, for  example,  identification,  where  you 
are  talking  about  whether  it  be  for  food  stamps  or  othe 
where  you  are  trying  to  determine  if  people  are  using  fa] se 
identities  —  where  you  couldn't  use  a  social  security  number. 
You  would  be  working  to  promote  a  lot  of  fraud. 

Senator  Jackson.   When  the  banks  report  your  interest,  you 
have  to  give  your  social  security  number;  as  I  read  this,  you 
would  be  prohibited  from  asking  for  the  social  security  number 
uiiu  IRS  uses  this  zz   z   ir.ssns  of  ?.cco'ip.*  identification. 
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All  these  systems  would  have  to  be  done  over.   All  the 
costs  Mr.  Casad  estimates  run  into  millions. 

We  all  ought  to  know.   We  ought  to  find  out  precisely  what 
that  impact  would  be.   It  is  in  the  form  of  a  question. 

Senator  Brock.   I  personally  don't  see  what  it  adds  to  the 
bill  to  have  this  particular  section,  and  I  would  add  further 
that  we  in  the  government  have  insisted  and  required  banks  to 
take  social  security  numbers  because  what  we  do,  we  use  that  as 
our  base  code  number  with  which  we  relate  State  income  taxes, 
social  security  taxes  and  Federal  income  tax  in  order  to  be 
sure  that  people  aren't  paying  one  and  not  another,  and  it  is 
the  Central  Recording  System.   It  is  the  address  of  an  ..  . 
individual,  if  you  will.  . 

Senator  Roth.   Mr.  Chairman,  I  have  had  some  of  the  same 
concerns  expressed  to  me  by  the  University  of  Delaware,  that  it 
would  tremendously  complicate  and  increase  expenses  with  them.  I 
recognize  the  problems  of  privacy  involved  here,  but  I  wonder  if 
we  might  not  be  wise  to  give  this  as  an  area  of  study  to  the 
Commission  itself  as  a  way  out  rather  than  to  attempt  to  resolv 
it  quickly.   It  has  very  extensive  ramifications. 

Senator  Jackson.   Would  the  Senator  yield? 

Senator  Roth.   Yes. 

Senator  Jackson.   I  would  move  to  strike  this  and  put  it 
in  a  study  section.   I  think  it  would  be  appropriate. 

The  Chairman.   It  is  in  there.   It  says  study  the  use  of 
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license  plate  numbers,  social  security  and  universal  forms  of 
identification. 

Senator  Roth.   Why  don't  we  just  strike  it  from  the 
section?  ' 

Senator  Muskie.   Could  we  get  from  somebody,  the  staff  or 
otherwise,  the  justification  for  the  provision?   We  have  heard 
the  negatives  which  are  very  persuasive.   There  must  have  been 
a  reason  why  this  was  included  and  I  am  not  entirely  up  on 
that. 
1°        Senator  Chiles.   Everything  was  included  to  start  with. 

11  Senator  Nunn.   The  size  of  the  whole  world. 

12  Senator  Muskie.   If  you  have  a  universal  identification , 

13  it  would  take  very  little  to  make  personal  files  available  to 

14  the  central  computer.   It  may  seem  like  a  vague  kind  of  fear, 

15  but  I  would  like  to  know  more  about  it.   A  case  for  it  must 

16  have  been  made.   I  want  to  know  more  before  I  vote. 

17  The  Chairman.   We  have  had  a  number  of  hearings  on  the 

18  question  of  privacy  and  the  argument  of  people  is  that  if 

19  everybody  is  going  to  be  reduced  to  a  number,  the  average 

20  citizen  is  going  to  wind  up  so  his  number  will  be  zero.   That 

21  is  the  main  argument. 

22  Senator  Brock.   I  have  the  same  fear,  but  I  honestly 

23  question  whether  we  ought  to  put  in  the  bill  a  flat  prohibition 

24  It  seems  to  me  that  a  study  is  warranted.   There  are  certain 
^anrr^r-^  "iprdicit  in  it.   We  ouqht  to  prohibit  it  until  we  have 
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had  the  benefit  of  a  full  study. 

The  Chairman.   The  objection  is  if  you  put  everybody  in 
a  computer,  every  computer,  somebody  could  get  ahold  of  every- 
thing in  a  computer.   It  has  been  moved  to  strike  this. 

Senator  Roth.   Strike  this.  

The  Chairman.   Any  further  discussion?    -      

Senator  Roth.   Question. 

Senator  Muskie.  As  I  understand  it,  and  I  want  to  be  sure 
it  is  before  us,  you  have  got  one  linkage  number  of  that  kind, 
you  can  use  it  to  convert  all  of  the  data  banks  and  all  the 
information  files  in  the  Federal  Government  to  one  giant  data 
bank  making  any  piece  of  information  relating  to  any  "individual 
in  any  file  respond  to  that  one  number.       •«    - '    .--....* 

Now,  I  am  not  sure  that  we  examined  closely  enough  some 
of  the  ways  of  strengthening  these  provisions  to  avoid  the 
horrors  that  some  members  have  already  suggested.   Before  we 
jump  too  strongly  to  that  side,  I  just  raise  the  point  because 
I  feel  a  little  uncertain  about  my  own  knowledge  in  this  field. 

Senator  Roth.   I  very  frankly  have  some  of  the  same  concern 
which  is  expressed  by  Congressmen  Rosenthal  and  Goldwater  when 
they  came  to  our  side  and  testified.   They  raised  a  very 
legitimate  problem.   I  don't  feel  that  we  have  the  opportunity 
to  study  the  problem  in  sufficient  depth  to  make  the  definitive 
decision  now  and,  for  that  reason,  the  Commission  is  appropriate. 

One  uf  my  concerns  is  if  ycu  dc  away  with  thic,  yen  will 
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1  probably  just  have  some  alternative  so  that  will  accomplish  the, 

2  same  thing.   We  are  better  off  making  a  more  carefully,  precise 

3  study  to  see  if  we  will  come  up  with  the  solution. 

.4         Senator  Jackson.   I  share  Senator  Muskie's  concern.   With 

5    the  only  thing  we  are  sure  of,  we  are  confronted  with 
•■6    immediately.   I  hope  they  will  study  it  and  see  if  they  can't 
come  up  with  an  alternative.   We  are  confronted  immediately 

8  with  a  heavy  expenditure  of  funds  in  connection  with  the 

9  current  investment  of  IRS  alone  --  the  information  that  is  fed 

10  in  on  all  savings  accounts,  would  have  to  be  completely  undone. 
11 .  ...  Corporate  dividends  —  it  covers  the  whole  area  using  the  socia 
12  j   security  numbers,  and  my  suggestion  would  be  that  we  have  .some-. 
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language,  Mr.  Chairman,  in  the  report  here  that  we  have  struck 

this  because  of  certain  investments  already  made,  we  are 

just  talking,  Chuck,  about  the  use  of  social  security  numbers. 

Senator  Percy.   I  would  like  to  comment  on  this. 

Senator  Jackson.   We  are  concerned  with  the  danger  of 
this  sort  of  system  being  institutionalized  to  the  point  where 
it  can  all  be  fed  into  one  central  system  in  which  there  could 
be  a  misuse  of  that  information  and  I  share  that.   The  only 
problem  that  we  face  immediately  is  not  having  the  facts  here, 
but  we  do  know  that  it  runs  into  the  millions  to  completely 
change  the  reporting  system  right  away,  but  why  don't  we  have 
some  language,  expressing,  Mr.  Chairman,  the  reasons  for  this  and 
our  fpar   of  the  direction  we  are  aoinq  bv  utilizing  on  a 
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universal  basis,  the  social  security  number  approach.   I  think 
that  is  Senator  Muskie's  same  concern. 

Senator  Percy.   Mr.  Chairman,  I  am  sorry  I  was  late,  but  I 
can  say  the  cloture  vote  before  the  final,  last  cloture  vote 
on  the  agency  of  consumer  advocacy  is  set  for  the  18th  following 
the  recess.  *~  -     

I  would  like  to  speak  on  this  item  because  it  was  the  one 
that  I  originally  had  the  same  -- 

The  Chairman.   I  enjoin  upon  you  not  to  give  anyone  else 
such  a  mess  of  political  potage  as  you  did  some  of  the  farmers. 

Senator  Percy.   I  was  somewhat  concerned  about  the  same 
section  for  the  reason  that  you  interrupt  procedures  already 
established.   I  met  with  Congressman  Goldwater.   This  provision 
is  in  the  House  bill.   I  note  very,  very  strong  feelings  the 
House  has  about  it.   It  is  their  contention  and  I  am  now  con- 
vinced if  anyone  wants  to  really  put  together  a  system  that 
would  put  everyone  on  a  numerical  basis  and  put  everything 
together  as  one  common  number,  the  social  security  number  is 
the  key  to  the  way  to  do  it.   The  more  we  get  in  it,  the  more 
troublesome  it  can  be. 

I  would  be  compelled  to  vote  against  the  amendment.   I  can 
assure  my  colleagues,  that  at  least  Congressman  Goldwater,  who 
is  on  the  committee  for  the  House  bill,  is  very  strong  about 
it. 

Senator  Chiles.   If  that  is  the  danger,  you  have  to  see 
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that  maybe  the  number  doesn't  get  combined,  but  to  strike  the 
use  of  the  number  as  being  able  to  use  that  as  an  identifying 

I 

thing,  it  seems  like  to  me  it  will  cost  untold  dollars,  untold  ! 
dollars,  and  it  seems  like  to  me  we  are  just  going  the  reverse  ' 
way  —  to  say  we  don't  want  a  number  is  like  saying  we  are  not  ' 
going  to  allow  people  to  have  middle  initials  because  there  is 
a  danger  here. 

I  see  the  danger.   Maybe  you  want  to  speak  to  it  in  this 
bill  that  you  will  not  allow  the  combination  --  some  way  of 
putting  together  any  machine  that  starts  to  group  this,  but  for 
identification,  what  is  IRS  going  to  do  about  dividend  identifi 
cation?      —  -  -r.,?:~-- 

We  are  beginning  to  use  the  number  sum  to  prevent  fraud. 
It  seems  like  to  me  if  you  are  not  going  to  be  able  to  use  it 
in  cross-checking  or  preventing  fraud,  then  privacy  is  one 
thing,  and  I  am  for  that,  but  I  couldn't  be  for  this  bill  if 
I  thought  we  were  going  to  knock  all  that  out. 

Senator  Percy.   As  I  understand,  it  will  not  change  IRS  at 
all  because  that  exists  as  a  natter  of  law  right  now.   You  do 
not  change  any  existing  laws. 

Senator  Brock.   But  the  problem  is  IRS  gets  its  informatio 
from  States,  banks,  S&L's;  any  lending  and  depository  institu- 
tion as  of  now  under  the  law  requires  the  social  security  nuir.be 
to  be  filed  with  the  name,  the  purpose  of  which  is  to  have  a 
central  address  code  for  each  individual  by  which  they  furnish 
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information  to  IRS  so  they  can  cross-check  against  fraud  or 
against  internal  revenue  abuse,  not  reporting  dividends,  not 
reporting  interest  earned,  and  that  sort  of  thing. 

Further,  we  are  on  the  brink  of  going  to  an  electronic 
funds  transfer  system  in  this  country.   It  will  save  an  awful 
lot  of  money  in  terms  of  our  business  dealings  for  the  consumer 
to  prohibit  the  application  of  the  one  device  by  which  you  use 
that  system  is,  I  think,  insane.   It  is  penny  wise  and  pound 
foolish. 

The  Chairman.   I  am  informed  that  the  provision  has  been 
deleted  from  the  House  bill.  ,  ..,, 

Senator  Jackson.   The  social  security? 

Senator  Brock.   Yes.     ■"   •  — •  ~ 


v   S  ..-  7  .-.-  ■ .     c<\  u. 


The  Chairman.   A  comparable  prohibition.   A  prohibition  on 
the  use  of  social   security. 

Senator  Chiles.   They  have  deleted  it? 

Senator  Brock.   They  ran  into  the  same  problems  we  did. 

Senator  Jackson.   Let  me  ask  one  question. 

We  are  all,  I  think,  in  general  agreement  on  the  danger 
that  is  inherent  in  the  use  of  numbers  because  you  are  going 
to  have  to  use  numbers  one  way  or  the  other.   The  danger  is 
pulling  them  together  and  centralizing  them  and  putting  them 
in  one  bank. 

Senator  Brock.   Yes. 

Senator  Jackson.   How  much  would  it  cost  to  carry  out  this 
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section?  Surely  we  can  get  an  estimate  on  that.   The  whole 
reporting  system  on  interest  on  loans,  savings  accounts,  divi- 
dend reporting  —  all  of  it  is  predicated  on  this,  all  of  the 
I  military  reporting  is  based  on  —  and  that  would  be  prohibited 
on  your  social  security. 

Senator  Percy.   The  key  phrase  is  "required  by  Federal 
law."   All  the  banks  are  required  by  Federal  law.   There  is  no 
attempt  to  prevent  them  from  furnishing  what  they  are  now.   What 
you  would  so  is  someone  arbitrarily  deciding  they  are  not  going 
to  cash  a  check  or  will  not  issue  some  form  of  credit  unless 
you  give  them  your  social  security  number. 


Senator  Chiles.   You  will  have  to  change  all  the  Senate  ' 
I.D.  cards  because  they  have  the  social  security  number. 

Senator  Jackson.   Let  me  ask  you  the  question;   I  don't 
know  the  answer.   I  am  not  sure  just  what  is  required 
specifically  by  Federal  law.   I  don't  think  on  the  military 
side  that  that  is  specifically  required  that  they  use  social 
security  numbers.   They  are  doing  it  because  it  takes  care  of 
the  dependents  and  so  on.   If  you  have  your  physical,  you  know 
they  ask  you  for  your  social  security.   So  I  don't  know, 
Senator  Percy,  what  areas  are  specifically  required  by  Federal 
law. 

I  will  withdraw  the  motion.   I  would  just  like  to  know  wha 
this  is  going  to  cost  because  without  that  knowledge,  I  think 
we  are  — 
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1         Senator  Brock.   I  don't  think  you  can  give  a  cost  answer 
to  a  question  that  is  still  in  flux.   The  thing  that  frightens 
!  me  even  more,  what  I  consider  an  excusable  cost  on  the  economy 
is  what  the  future  cost  would  be  because  we  are  very  much  moving 
toward  a  more  simplified  recordation  system  and  this  is  the 

6  i;  part  and  parcel  of  it.  _ 

What  you  are  trying  to  do  is  deal  with  the  central  data 
bank,  with  the  potential  abuse  of  privacy.   I  don't  see  that 
you  can  abolish  drowning  by  milk  by  outlawing  milk.   That  is 
what  you  are  trying  to  do  by  outlawing  the  social  security 
number.   I  think  it  is  wrong. 

Senator  Roth.   I  don't  know  who  made  the  motion ;"  i£  the 

13  j   distinguished  Senator  from  Washington  withdraws  it,  I  would 

14  make  it  again. 
We  have  inadequate  knowledge  to  make  a  definitive  decision 

at  the  current  time. 

Number  one,  we  don't  know  exactly  what  the  law  does  require 
SEcondly,  you  do  have  a  problem.   What  will  it  cost  the 
Federal  Government  and  other  agencies?   I  would  like  to  point 
out  again  in  view  of  what  was  written  by  the  University  of 
Delaware,  this  will  have  tremendous  cost  to  the  private  sector 
as  well,  and  I  think,  third,  Lawton  Chiles  raises  a  very 
important  point,  this  is  being  used  to  eliminate  fraud  in  some 
24    of  our  programs.   Perhaps  it  is  not  essential,  but  I  don't  see 
P5    how  we  can  make  that  decision  now.   I  strongly  urge,  particular 
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since  the  House  has  receded  on  it,  that  we  move  in  the  direction 
tc  have  a  study. 

Senator  Percy.   We  are  not  sure  about  the  House  situation. 
I  would  like  that  clarified.   The  markup  isn't  until  tomorrow 
morning  at  10  o'clock.  

I  am  advised  it  is  not  in  that  bill. 

Senator  Nunn.   Can  we  call  the  question  on  the  bill? 

Senator  Brock.   I  don't  care  what  the  House  has  done. 
Our  action  is  independent. 

Senator  Muskie.   I  have  no  desire  to  delay  it.   The  debate 
on  this  provision  highlights  the  issue  involved  in  this  entire 
j  bill.   There  are  benefits  to  the  computer  age.   Apparently 
it  is  like  blowing  into  a  gale.   The  benefits  are  so  obvious 
and  so  easily  stated  that  we  are  willing  to  give  up  our  privacy 
in  order  to  get  them. 

If  you  get  this  close,  that  one  number  can  make  the  private 
lives  of  each  of  us  subject  to  anybody's  finger  on  the  button- 
we  would  weigh  the  benefits.   The  rest  of  this  seems  to  be 
peripheral. 

I  am  not  expert  in  ccrr.puterizing,  but  it  seems  to  me  that 
the  key  to  the  computerized  society  is  the  day  we  arrive  at  on 
number  that  can  tie  us  all  together.   That  is  what  this  is.   The 
rest  is  peripheral. 

I  suspect  we  don't  know  enough  about  it  to  take  this  leap. 
I  don't  re?.11v  object  to  that.   We  ought  to  focus  on  the  fact 
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that  the  rest  of  it  is  rather  unimportant.   It  is  a  real  attack 
on  a  threat  to  privacy,  if  we  are  willing,  and  the  momentum 
seems  strong  to  accept  the  social  security  number  and  all  its 
implications  of  spreading  our  private  lives  throughout  our 
society.  _  

Senator  Roth.   None  of  us  have  any  judgment  on  the  other 
side.   You  raise  a  very  pertinent  case.   We  feel  it  needs 
further  study  than  has  been  made  at  the  present  time. 

The  other  point  I  would  like  to  make  is  that  it  is  my 
understanding  that  the  rest  of  the  bill  is  to  prevent  from 
happening  what  you  have  foreseen.   The  whole  purpose  of  this 
legislation  is  to  protect  privacy  in  some  single  method  of  being 
used.   It  can't  be  said  that  we  are  doing  nothing  if  we  just  mace 
a  study. 

The  rest  of  the  bill  is  to  prevent  the  development  of 
another  number  that  has  the  same  result. 

Senator  Chiles.   No,  it  is  more  than  that. 

Senator  Brock.   It  is  more. 

Senator  Chiles.   It  is  to  prevent  a  combination  of  inter- 
locking data  building  up  and  coming  together. 

Senator  Brock.   Yes. 

Senator  Muskie.   The  key  to  combinging  them  is  something 
so  simple  as  a  social  security  number. 

Senator  Brock.   In  working  with  computers,  any  system  can 
bp  devised  for  setting  an  address  mechanism  to  find  any 
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individual,  however  you  want  to  do  it.    You  can  take  the 
first  two  letters  of  the  last  name  and  last  three  letters  of 
the  first  name  and  the  street  numbers.  

Senator  Muskie.   There  is  no  consensus  about  any  key  as 
there  is  about  social  security.  ._ 

Senator  Brock.   If  you  strike  social  security  numbers, 
you  don't  deal  with  the  problem  which  is  the  central  bank  at 
all.   The  rest  of  the  bill  deals  very  forcefully  with  dis- 
closure, with  access,  and  all  the  other  things  that  are 
important  in  privacy. 

I  don't  think  striking  "social  security"  has  anything  to 
do  with  the  basic  thrust  of  the  bill.    -  •  ."i-?:  -_  .  x.v^ 

Senator  Muskie.   The  point  I  am  making  is  not  directly 
related  to  the  mechanis  in  that  sense.   The  point  I  am  getting 
at  is  that  there  are  such  obvious  temptations  that  come  from 
combining  the  information  about  the  200  million  of  us  that  are 
members  of  this  society. 

When  we  get  to  the  threshold  of  the  benefits,  we  are  will 
ing  to  surrender  the  benefits  whether  it  is  by  way  of  security 
number  or  something  else. 

Senator  Brock.   I  am  going  to  stay  right  here.   I  am  just  ' 
going  to  answer  the  phone. 

Senator  Jackson.   Can  we  take  this  up  out  of  order?   This 
is  a  matter  pending  when  Senator  Percy  was  here.   If  we  could 
take  up  our  resolution  fcr  the  Pcrr.-r.cr.t  SubccT2n!it*«»e  o" 
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Investigations,  this  would  be  a  request  that  we  worked  out 
jointly  of  $86,000,  Chuck,  which  we  will  modify.   Senator 
Percy  has  indicated  a  need  --  it  is  $85,000  instead  of  $86,000. 

The  Chairman.   We  voted  not  to  exceed  five  minutes? 

Senator  Jackson.   It  won't  take  that  long.   We  ask  that  the 
resolution  before  you  be  revised  to  reflect  that  total  figure 
of  $85,000  instead  of  the  $86,000  and  that  it  be  modified 
accordingly. 

The  Chairman.   Is  there  any  discussion? 

Senator  Jackson.   We  will  modify  our  letter  to  you. 

The  Chairman.   All  in  favor  of  reporting  the  bill  for  mor 
money  for  the  Permanent  Subcommittee,  hold  up  your  right  hand. 

Let  the  record  show  unanimous  approval.        . . 

Senator  Jackson.   I  am  wondering  if  we  can't,  and  I 
won't  change  my  mind  on  the  floor,  I  think  we  are  all  in  agree- 
ment on  the  idea  that  we  want  to  avoid,  and  this  is  part  of 
the  problem,  we  want  to  avoid  a  situation  of  a  number  —  if  it 
isn't  the  social  security  number,  it  could  be  something  else. 
We  have  national  health  programs  coming  up.  You  have  the 
number  business  again.   We  will  start  a  whole  series  of 
numbers.   This  is  going  to  be,  whether  we  like  it  or  not,  a 
major  problem.   Rather  than  having  a  lot  of  numbers  floating 
around,  the  tendency  now  is  to  identify  with  just  the  singular 
social  secrurity  number. 

I  think  secondly  the  nonprgi  consensus,  if  I  read  our 
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to  avoid  is  the  pulling  together  of  all  of  this  in  such  a  way 
in  which  it  can  be  used  to  interfere  with  the  civil  liberties 
of  our  people. 

No  one  feels  any  stronger  about  it  than  any  member  of  the 
committee.   What  really  bugs  me  is  if  it  should  go  out  just  the 
way  it  is,  I  just  don't  know  how  much  it  is  going  to  cost. 
The  military  is  not  covered  by  this,  by  the  way.   That  is  done 
by,  staff  checked  it,  that  is  done  by  simple  Executive  Order, 
and  in  the  interest  of  savings  to  the  government,  so  my 


11  [  recommendation  would  be  that  we  put  language  in  the  report  to 
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explain  properly  our  deep  concern  about  the  growing-  use  of  "the 
social  security  numbers  and  reiterate  the  study  that  ought  to 


14    be  given  top  priority  on  the  use  of  social  security  numbers 
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in  a  manner  and  fashion  which  could  interfere  with  the  civil 
liberities  of  our  people. 

Senator  Chiles.   I  would  hope  if  we  put  it  in,  put  where 


16    the  number  is  being  combined.   It  is  a  legitimate  thing  to 
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acquire  some  identification  for  someone  who  is  applying  for 
some  kind  of  a  government  program,  whether  it  be  a  crop  allow- 
ance or  whether  it  be  an  emergency  disaster  relief  or  food 
stamps  or  something  else. 

One  reason  people  fall  out  with  these  programs  so  bad  is 
where  there  is  fraud  in  them,  where  people  are  applying  more 
than  one  time,  and  v/here  they  are  getting  money  improperly  -- 
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to  me  it  is  a  perfectly  legitimate  use  of  social  security  or 
any  tool  we  can  cone  up  with  to  try  to  prevent  fraud. 

Senator  Jackson.   That  is  the  balance  you  have  to  deal  wit 
constantly.  

Senator  Chiles.   The  danger  is  in  the  combination  as 
Senator  Muskie  has  pointed  out. 

We  are  dealing  with  a  bill  right  now  that  doesn't  contain 
anything  about  the  private  banks  because  we  have  decided  that 
we  can't  handle  that  now,  and  we  are  going  to  study  it.   When 
we  get  into  privacy,  that  is  important,  I  think,  some  of  the 
abuses  that  are  in  the  private  banks,  are  more  than  anything 
we  ate  dealing  with  in  this  bill.  -  And  if  we  allow  that,  we  -•« 
could  certainly  allow  the  study  on  the  possible  dangers  of 
social  security. 

The  Chairman.  Could  we  vote  on  this? 

All  in  favor  of  deleting  Section  205  and  renumbering 
appropriately  the  subsequent  sections? 

Senator  Jackson.   With  appropriate  language  in  the  report 
to  explain  it. 

The  Chairman.   Yes. 

All  opposed,  raise  your  right  hand.   8  to  1 . 

The  committee  will  put  in  the  report  appropriate  language. 

Any  further  amendment  to  this? 

Senator  N'unn .   I  have  got  one  quick  question  I  might  point 
our.   On  page  14,  this  ^ztz    ir.tc  the  zzacc  srgu^er.*-  --  if  you 
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look  at  No.  2,  this  is  saying  each  Federal  agency  should 
collect  information  to  the  greatest  extent  possible  directly 
from  the  subject  individual  when  the  information  may  result  in 
an  adverse  determination  about  an  individual's  rights  and  so 
forth. 

That  sounds  real  good,  but  let  me  explain  what  we  will 
run  into. 

The  Chairman.   Give  me  the  page  number. 

Senator  Brock.   Page  14,  subparagraph  2. 

The  Chairman.   I  see. 
""  Senator  Nunn.   Senator  Mclntyre  and  I,  he  has  taken  the  lea 
we  have  been  hearing  about  duplication,  great  duplication. 

Small  businessmen  are  about  to  go  crazy  because  of  the  form 
and  paper  work.   The  average  radio  station  has  to  provide 
several  pounds  of  forms.   It  takes  two  or  three  years  for  them 
to  read  through  it  to  get  any  decision.   We  are  going  contrary 
to  the  Federal  Reports  Act.   We  are  telling  them  the  opposite 
of  what  we  were  trying  to  do.   Trying  to  get  together  and  not 
require  the  same  man  to  fill  out  the  same  form,  so  I  am  not 
going  to  offer  an  amendment. 

The  only  way  I  know  how  to  change  it  is  delete  it 
altogether  or  substitute  the  word  "practical"  for  possible,  but 
I  do  caution,  and  I  think  everybody  ought  to  realize  the 
direction  we  are  going  in  in  this  particular  language  here. 

We  are  saying  to  the  Federal  agency ,  "Boys   turn  loose  thosf 
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Federal  forms."   We  want  more  of  it.   Put  it  really  on  the 
small  businessmen  of  this  country.   That  is  what  we  are  telling 
them.   That  way  OMB  couldn't  say  to  two  agencies,  "You  have  the 
same  information  coming  from  different  sources,  combine  the 
forms."   I  really  don't  know  quite  how  to  handle  it. 

The  Chairman.   This  is  restricted,  however,  to  information 
where  it  may  result  in  an  adverse  determination  against  a 
person. 

Senator  Nunn.   Any  form  you  might  fill  out  could  result 
in  an  adverse  determination  against  an  individual.   I  don't 
Know  any  agency  that  has  any  form  —  perhaps  only  the  Census 
agency  and  you  are  subject  to  criminal  provision  with  that.   i 
Any  form  you  fill  out  subjects  you  to  an  adverse  determination 
if  it  goes  to  the  Federal  bureaucracy. 

Senator  Jackson.   Especially  if  it  gets  on  the  computer. 

The  Chairman.   On  what  line  is  the  specific  amendment? 

Senator  Nunn.  I  don't  have  one.  I  don't  know  how  to  mend 
it.  I  don't  want  to  strike  it.  The  only  way  to  successfully 
mend  and  to  keep  it  from  being  completely  contradictory  to  what 
we  are  working  on  in  other  areas  is  to  strike  it.  You  could 
strike  the  word  "possible"  and  put  in  "practical"  and  some 
words  that  say  "subject  to  the  intent  of  the  Federal  courts." 

It  is  on  line  3,  page  14.   It  is  directly  contrary  to 
the  intent  of  Congress  in  a  lot  of  other  respects. 

Senator  Muskie.   As  I  redd  LhaL  language,  it  Lz   dcci??.?* 
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to  insure  that  any  file  on  a  person  shall  to  the  fullest 
extent  possible  be  based  on  information  derived  from  him  rather1 
than  from  other  sources. 

Senator  Nunn.   Other  sources  are  other  Federal  agencies. 
That  is  the  way  I  read  it.   I  gathered  this  is  designed  to  get 
them  away  from  hearsay  and  down  to  information  that  the 
individual  himself  has  had  a  chance  to  verify.   That  is  how  I 
read  that  language. 

Senator  Jackson.   It  places  the  burden,  as  I  understand 
it,  on  the  Federal  agency  to  go  to  the  individual  and  avoid  the 
hearsay.  •  «  -,-/-, 


Senator  Brock.   May  I  suggest  a  compromise.   Why  -don  *~t   •  ** 
you  explicitly  spell  that  out  and  we  say  by  no  definition  are  " 
we  trying  to  further  burden  the  businessmen  with  further 
required  reports.   This  is  to  be  within  the  context  of  the 
Federal  Reports  Act. 

If  you  say  that  you  are  covered. 

Senator  Jackson.   Those  are  the  magic  words. 

Senator  Nunn.   That  would  help  it. 

The  Chairman.   Prisciila  Alden  said,  "Speak  for  yourself, 
John."   This  is  information  from  the  individual.   It  gives  the 
individual  the  opportunity  to  present  the  information  in  the 
best  light  as  they  can  for  themselves. 

Senator  Brock.   If  you  would  modify  the  report  to  include 
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The  Chairman.   Yes. 

Senator  Nunn.   Scratch  the  word  "directly".   It  wouldn't 
come  directly  from  the  individual  to  the  agency  in  question, 
but  it  would  still  hve  come  from  the  individual. 

Senator  Brock.   The  basic  originating  agency  would  be 

covered.  

- 

Senator  Muskie.   How  does  eliminating  the  word  "directly" 

I 

help? 

The  Chairman.   This  protects  the  individual  and  allows 
them  to  speak  for  themselves. 

Senator  Muskie.   It  says,  "when  the  information  may  result 
in  adverse  determinations  about  aix  individual 's  ,  rights;.,"""  and  .; 
so  forth,  the  information  ought  to  come  from  him.   .      .,..,, 

Senator  Nunn.   Yes,  I  agree  with  you,  but  not  10  different 
times . 

Senator  Brock.   If  you  apply  the  basic  statute  to  one 
agency  that  gets  the  original  information,  then  that 
information,  if  it  complies  with  the  law,  should  --  you 
shouldn't  have  to  get  the  individual  to  file  another  report 
that  says  exactly  the  same  thing  to  a  different  agency. 

He  is  trying  to  leave  out  repetition. 

Senator  Jackson.   Let  us  get  report  language. 

The  Chairman.   Yes.   I  agree  with  you,  "practical"  instead 
of  "possible" . 

Senator  Nunn.   I  would  offer  that  as  an  amendment, 
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"practicalrt  instead  of  "possible". 

The  Chairman.   If  there  is  no  objection,  we  will  change 
"possible"  to  "practical"  on  line  3. 

Senator  Brock.   May  we  submit  report  language  to  Sam  Nunn 
to  see  if  it  is  adequate?  

The  Chairman.   Yes.  .  - 

Senator  Nunn.   I  have  another  amendment  on  page  23 ,  section 
(g) ,  which  is  on  line  3,  page  23. 

" (g)   Each  Federal  agency  covered  by  this  Act  which  main- 
tains an  information  system  or  file  shall  assure  that  no  per- 
sonal information  about  an  individual  is  made  available  from 

-----  — — .    _,  . .     i 

the  system  or  file  in  response  to -a  demand  for  information  made 

by  means  of  compulsory  legal  process  unless  reasonable  efforts-- 

have  been  made  to  serve  advance  notice  on  the  individual." 

What  I  would  submit,  Mr.  Chairman,  is  what  we  are  saying 
there,  we  are  telling  the  agency  to  defy  the  legal  process  if 
they  determine  that  reasonable  efforts  have  not  been  made  to 
give  advance  notice. 

I  don't  think  that  is  what  we  mean.   We  would  be  placing 
the  agency  or  whoever  is  doir.g  it  between  obeying  the  court  orde 
and  obeying  this  law.   I  would  like  to  see  us  change  it  that 
"Each  Federal  agency  covered  by  this  Act  which  maintains  an 
information  system  on  file,  make  reasonable  efforts  to  serve 
advance  notice  on  the  individual  when  the  file  is  made  avail- 
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It  is  another  way  of  saving  the  same  thing  without 
plaguing  the  aaency,  without  defyina  this  law  or  the  compulsory 
legal  process. 

Senator  Jackson.   I  see  nothing  wrong  with  it. 

The  Chairman.   That  seems  to  be  an  improvement.   We  will 
take  your  longhand  sheet.  

Senator  Jackson.   I  second  the  motion. 

The  Chairman.   Any  discussion?   All  in  favor  of  the  amend- 
ment, raise  your  right  hand. 

Very  well. 

Any  other  amendments  to  Title  II? 

"No  further  amendments  to  "Title' It,-'  the -Chair  will ''take  a. 

motion  that  it  be  approved  subject  to  the  previous  understand- 
ing by  any  members  about  the  SEC. 

Senator  Jackson.   I  so  move. 

Senator  Brock.   Second. 

The  Chairman.   All  in  favor  of  approving  Title  II,  under 
those  circumstances,  raise  your  right  hand.   Very  well. 

Senator  Nunn.   Title  II,  I  am  in  favor  of  it  and  I  voted 
for  it,  but  this  language  on  page  26,  lines  19  and  20,  I  believe 
that  is  in  Title  II.   Perhaps  this  would  have  to  be  a  judicial 
determination,  but  if  you  look  at  line   19  or  20,  we  are  talk- 
ing about  an  exemption  for  investigative  information,  and  we 
have  an  exemption  here  which  specifies  where  such  information 
»d  for  a  period  lonaer  than  is  necessary  to 
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commence  criminal  prosecution.   I  don't  know  what  "longer  than 
necessary  to  commence  criminal  prosecution  means." 

I  will  ask  the  staff  to  look  at  that.   Maybe  that  is  as 
close  as  we  can  come  to  properly  defining  it. 

The  Chairman.   I  might  state  that  I  am  informed  it  is 
identical  to  the  language  in  the   Freedom  of  Information  Act 
that  we  since  passed  and  I  understand  is  about  to  be  signed  intb 
the  law. 

Senator  Nunn.   If  we  know  what  it  means,  that  is  fine. 

The  Chairman.   It  is  sort  of  left  up  to  the  agency  to 
determine. 
-  v—  -Senator  Brock.   The  agency-or  the  -court?  -^  >  ,-nrr^^.*  c¥*>i» 

-   Senator  Jackson.   Mr.  Casad  went  into  this.   He  was-.,--, 
satisfied.   What  was  your  comment? 

Mr.  Casad.   We  had  the  same  concern,  Senator  Nunn,  that 
you  just  enunciated.   In  Print  5  we  reviewed  it  again 
thoroughly.   We  were  satisfied  that  there  would  be  no  problem. 

Senator  Nunn.   I  will  accept  that.   I  got  behind  on  Title 
II,  but  on  the  mailing  list,  this  is  a  sort  of  considerable 
amount  of  frustration  with  people  throughout  the  country.   On 
Section  207,  page  29  —  Section  207,  lines  12  and  13:  "An 
individual's  name  and  address  may  not  be  sold  or  rented  by  a 
Federal  agency  for  a  commercial  purpose." 

Do  we  really  intend  to  make  that  just  a  commercial  purpose 
r>y   ^nv  lurnose?   For  instance,  could  -- 
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The  Chairman.   I  think  it  could  take  care  of  themselves. 
Federal  agents  say  they  can't  afford  to  give  them  out  free. 

Senator  Chiles.   You  could  sell  them  for  other  than  a  com- 
mercial purpose. 

Senator  Nunn.   You  could  sell  it  to  a  political  candidate. 
Do  we  intend  that? 

Senator  Brock.   I  haven't  thought  about  that. 

Senator  Jackson.   That  is  an  unprinted  amendment. 

Senator  Nunn.   It  may  be  construed  as  a  commercial  purpose 

Senator  Brock.   It  may  be.  

Senator  Chiles.   It  is  bad  business. 

Senator  Nunn.   I  don't  think  we  intend  for  any  of  these 
Federal  lists  to  be  sold. 

Senator  Brock.   And  direct  mail  solicitation  for  Korean 
Orphans? 

Senator  Nunn.   Charitable  institutions.   I  just  pose  the 
question.   Don't  we  intend  to  bar  the  selling  of  Federal  mailing 
lists? 

The  Chairman.   That  is  what  I  think  ought  to  be  done. 

Senator  Nunn.   If  you  struck  commercial  and  put  the  word 
"any"  in  there  --  there  may  be  something  wrong  in  that.   Shall 
not  be  sold  or  rented,  period. 

Senator  Chiles.   Strike  "for  a  commercial  purpose,  shall 
not  be  sold  unless." 

Senator  Brock.   Strike  the  words  "commercial  purposes" 
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down  in  the  body  under  3  also. 

Senator  Nunn.   I  agree,  it  ought  to  be  struck  all  the  way 
through  there. 

The  Chairman.   I  would  strike  out  the  words  as  Senator 
Brock  suggested,  "for  commercial  purposes,"  and  that  will 
accomplish  what  is  desirable. 

Senator  Erock.   We  ought  to  strike  the  words  "commercial 
purposes"  and  "commercial"  in  1    and  "for  commercial  purposes" 
in  3  —  all  the  way  through. 

If  you  are  going  to  do  it,  you  ought  to  be  consistent. 

The  Chairman.   Where  else? 

Senator  Brock.   All  on  line  2,  strike  "for  a  commercial 
purpose"  ." 

Under  1,  you  repeat  those  words,  they  should  be  stricken, 
shouldn't  they? 

Senator  Chiles.   The  others  are  the  exceptions.   If  you  are 
dealing  with  the  —  if  you  said  they  can't  sell  them,  there  is 
no  reason  to  strike  them. 

Senator  Nunn.   I  think  it  ought  to  be  stricken  to  be  con- 
sistent. 

Senator  Muskie.   A  period  after  agency? 

Senator  Jackson.   Let  me  ask,  I  understand  from  staff 
there  is  a  problem  here,  I  just  raise  this  question  again  — 
the  blind  crcup  and  the  Indians  have  asked  --  they  do  buy 
these  lists  not  for  commercial  purposes,  but  for  appropriate 
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nonprofit  purposes.   What  happens? 

They  will  not  be  able  to  buy  it.   As  I  understand  it,  it 
is  important  in  connection  with  what  they  do.   I  don't  know 
who  else  is  affected. 

Senator  Nunn.   You  are  talking  about  charitable  institu- 
tions.  I  posed  it  as  a  question. 

Senator  Brock.   If  you  let  one  group  have  it  for  a  non- 
commercial purpose,  they  can  in  turn  sell  it  to  anybody  in  the 
country,  so  what  have  you  gained?   You  either  ought  to  do  it 
or  not,  I  think. 

Senator  Roth.   I  would  like  to  raise  a  slightly  different 
question  while  we  are  on  this.  Does  section  (2)  permit  the  head 
of  an  agency  to  use  names  and  addresses  for  lobbying  purposes 
for  its  agency  functions?   In  other  words,  can  they  make  these 
names  available  to  promote,  say,  appropriations  for  their 
agency?   It  is  subsection  (2).   It  says,  "the  head  of  the 
agency  has  certified  that  the  commercial  use  of  such  names  and 
addresses  will  aid  in  the  performance  of  the  agency's 
functions . " 

Are  we  authorizing  the  head  of  an  agency  to  use  such  names 
and  addresses  to  promote  its  own  programs  or  appropriations? 
I  question  the  wisdom  of  that. 

The  Chairman.   We  have  a  statute  designed  to  prevent  any 
agency  of  the  Federal  Government  to  spend  any  part  of  its 
appropriations  for  lobbying  purposes. 
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Senator  Roth.   It  might  be  worthwhile  mentioning  in  the 
report  that  this  new  language  is  not  revoking  the  old. 
That  could  be  a  very  valuable  aid  to  the  lobbying  effort. 
I  am  suggesting  that  we  make  it  clear  in  the  report  that  we  are 
not  authorizing  the  use  of  names  for  lobbying. 

Senator  Jackson.   They  are  now  selling  them,  Interior 
Department  to  the  Indians? 

Do  I  understand  the  amendment  to  be  that  on  line  12 ,  it 
would  simply  read  "An  individual's  name  and  address  may  not  be 
sold  or  rented  by  a  Federal  agency,"  period,  and  all  the  rest 
would  be  stricken? 

The  Chairman.   I  don't  know  whether  we  have  a  consensus 
about  this. 

Senator  Roth.   He  made  a  motion  that  we  strike  "for  a 
commercial  purpose"  wherever  it  appears,  per  se. 

I  second  that. 

Senator  Muskie.   The  effect  is  to  prohibit  sale.   Put  the 
period  after  "agency"  on  line  13  and  delete  the  rest? 

Senator  Jackson.   Yes. 

Senator  Brock.   You  have  some  exceptions  which  are  obvious 
If  the  sale  or  rental  is  obvious  by  law,  it  may  be  something 
we  ought  to  keep. 

Senator  Muskie.   Unless  it  is  authorized  by  law. 

The  Chairman.   I  would  suggest  that  maybe  the  best  way 
to  do  this  would  be  to  insert  "An  individual's  name  and  address 
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may  not  be  sold  or  rented  by  a  Federal  agency  unless  such  action 
is  specifically  authorized  by  law,"  and  strike  the  rest. 

Senator  Jackson.   I  move  the  amendment  to  the  amendment 
or  the  amendment  as  modified. 

Senator  Brock.   You  are  not  striking  the  last  sentence? 

The  Chairman.   In  other  words,  strike  out  the  whole 
section  and  then  reword  it  like  this,  "An  individual's  name  and 
address  may  not  be  sold  or  rented  by  a  Federal  agency  unless 
such  action  is  specifically  authorized  by  statutes  or  as 
provided  by  law." 


Senator  Brock.   I  think  you  want  to  keep  the  last 
sentence  in  the  paragraph  "shall  not  be  construed  to  require 
the  confidentiality  of  names  and  addresses  otherwise  permitted 
to  be  made  public."   Strike  everything  above  that  and  substi- 
tute your  language. 

The  Chairman.   Any  objection? 

Senator  Jackson.   You  would  knock  out  (b) ,  too.   There  is 
no  point  to  (b) . 

The  Chairman.   I  am  going  to  write  a  whole  lot  of  letters 
when  I  get  home.   I  am  on  every  sucker  list  in  the  United 
States. 

Senator  Chiles.   Mr.  Chairman,  my  colleagues  have  found 
another  glaring  error  and  they  have  asked  me  to  be  sure  to 
24    raise  it.   On  page  12,  subsection  (2),  where  he  is  talking  about. 
"The  Ccrrcr.i  z  z  icr.  chd.ll  includ*?  in  its  ovsmi  nafi  op"  —  — 
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The  Chairman.   Will  you  wait,  Senator  Jackson? 

Senator  Chiles.   They  name  a  number  of  things  that  the 
Commission,  shall  include  in  its  information  activities  or  its 
examination,  and  they  name  hotel,  travel,  entertainment, 
restaurants  and  then  they  say,  "The  Commission  may  study  such 
other  information  activities  necessary  to  carry  out  the 
congressional  policy  embodied  in  this  Act."   That  ought  to  end 
with  a  period.   While  they  add  "except  that  the  Commission 
shall  not  investigate  information  systems  maintained  by  religiou^, 
charitable,  or  political  organizations." 

Why  are  we  exempting  religious,  charitable  or  political 
organizations  if  you  are  talking  about  carrying  out  the  policie£ 
of  the  Act  as  to  privacy? 

The  Chairman.   That  has  been  one  of  the  great  complaints 
about  the  use  of  computers  to  select  information  on  these 
subjects. 

Senator  Brock.   That  is  what  we  ought  to  be  worried  about. 
That  would  justify  some  study  to  prevent  abuse.   We  are  not 
going  to  add  it  up  to  say  that  they  have  to  study  it.   To 
they  can't  --  it  looks  like  to  me  it  is  a  pretty  glaring 
thing. 

The  Chairman.  You  have  got  your  doctrine  of  the  separation 
I!  of  church  and  state  -- 

Senator  Brock.   I  didn't  know  that  we  separate  politics 
II  from  the  state. 
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The  Chairnan.   I  think  it  is  a  pretty  good  thing  to  do. 
The  Subcommittee  on  Constitutional  Rights  conducted  a  study  on 
use  of  the  Army,  military  intelligence,  to  spy  on  situation 
violence,  and  the  favorite  information  they  collected  on  people 
was  their  political  views  and  membership  in  political 
organizations  --  _ 

Senator  Brock.   This  is  a  bill  to  safeguard  and  not  to 
abuse. 

The  Chairman.   This  says  this  is  grass  the  Commission 
can't  travel  on. 

Senator  Chiles.   Then  a  religious  organization  or 
political  organization  can  invade  my  privacy  any  time  they  want 
to  or  a  charitable  organization. 

The  Chairman.   This  is  keeping  you  from  invading  theirs. 

Senator  Brock.   It  depends  on  who  is  trampling  on  whom. 

The  Chairman.  This  keeps  the  Commission  from  going  into 
the  field  of  investigating  what  kind  of  information  churches, 
charitable  and  political  organizations  have. 

Senator  Nunn.  You  are  saying  the  Rockefeller  Foundation 
could  keep  a  computer  in  New  York  and  have  every  single  being 
in  the  world  charted  down  there,  and  this  Commission  couldn't 
even  look  at  it? 

The  Chairman.   What  interest  would  the  government  have? 

Senator  Nunn.   Or  the  Ford  Foundation. 

The  Chairman.   I  think  this  is  a  very  good  provision. 
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I  don't  think  a  governmental  commission  ought  to  investigate 
what  kind  of  information  religious  organizations  are  collecting 
or  charitable  organizations. 

Senator  Chiles.   What  is  to  prevent  a  restaurant 
association  from  setting  up  a  nonprofit  organization  that  is 
going  to  be  their  computer  bank  or  their  information  system? 

The  Chairman.   This  doesn't  say  nonprofit. 

Senator  Chiles.   It  could  be  charitable. 

The  Chairman.   Or  not.   A  restaurant  is  a  commercial 
business . 

Senator  Brock.   Mr.  Chairman,  you  and  I  both  know  how  many 
times  we  have  seen  abuses  of  charities  in  the  last  20  years, 
abuses  of  tax  exempt  foundations  by  individuals  for  a  political 
purpose. 

I  don't  see  how  you  can  exempt  this  sort  of  thing.   How 
do  you  define  the  word  "religious"  or  "charitable"  or 
"political",  but  it  looks  like  a  carte  blanche. 

The  Chairman.   No,  they  can't.   If  it  is  a  jimsonweed, 
you  can't  call  it  a  rose  and  get  away  with  it. 

Senator  Brock.   It  has  been  done  before. 

Senator  Jackson.   It  looks  to  me  that  we  have  given  the 
Commission  plenty  to  do.   They  can  postpone  getting  into  this 
one. 

Senator  Chiles.   I  don't  think  we  should  give  this  to  them 
It  bothers  n*.2  that  you  s3'"  t^0^  C?n'*',   You  sav  thp»  Commission 
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nay  study  such  other  information  activities  necessary  to  carry 
out  the  congressional  policy  embodied  in  this  Act,  but  even  if 
it  was  necessary  to  carry  out  the  conaressional  policy  embodied 
in  this  Act  which  we  are  saying  is  important,  they  can't  do  it 
if  it  is  religious,  charitable  or  political.   You  have  excepted 
it. 

The  Chairman.   The  First  Amendment  says  the  same  thing. 

Senator  Percy.   Can't  we  cover  that  in  the  report? 

The  Chairman.   I  don't  see  how  in  the  First  Amendment  you 
can  put  a  provision  to  establish  a  commission  to  investigate 
what  kind  of  religious  organizationsor  also  about  political 
organizations.  .._ _ 

Senator  Brock.   How  about  the  First  Amendment  as  it 
applies  to  medical  records? 

The  Chairman.   The  First  Amendment  — 

Senator  Brock.   Doesn't  apply  to  people  who  are  sick. 

Senator  Nunn.   Could  we  eliminate  everything  but  religious 
Anything  is  a  charitable  organization.   All  you  have  to  do  is 
just  qualify  with  the  State  government.   This  could  be  the 
greatest  loophole  in  the  law. 

Senator  Brock.   I  am  charitable,  I  am  not  operating  for 
profit. 

Senator  Chiles.   I  am  not  sure  about  the  Commission  going 
into  a  3-2  split  on  parties. 

Senator  Brock.   If  the  First  Amendment  protects  iust 
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against  religious  incursions,  then  we  don't  need  to  restate  it. 
So  strike  the  exception. 

The  Chairman.   It  is  a  good  idea  to  make  it  certain.   There 
might  be  a  commission  that  doesn't  care  much  about  First 
Amendments. 

Senator  Brock.   I  doubt  if  the  courts  would  go  along. 

Senator  Nunn.   We  are  invading  the  privacy  of  everybody 
else  here. 

Senator  Brock.   Either  you  are  or  you  are  not. 


Senator  Jackson.   VThy  don't  we  confine  the  prohibition  to 
religious  organizations  or  institutions? 

Senator  Nunn.   I  second  that.  -  .- 

The  Chairman.   I  think  the  same  thing  about  political. 
You  should  have  seen  what  the  Army  collected  on  the  political 
views  and  organizations. 

Senator  Brock.   But  this  whole  bill  is  designed  to  stop 
that,  Mr.  Chairman. 

The  Chairman.   Then  why  make  a  study? 

Senator  Brock.   The  Amy  is  not  involved. 

The  Chairman.   The  most  outrageous  collection  of  informatic 
that  I  have  ever  seen  was  by  the  Army  Intelligence.   Even  when  a 
Member  of  the  Senate  went  to  Greensboro,  North  Carolina,  that 
garden  of  Eden,  and  the  military  intelligence  put  it  in  the 
report  to  Army  Intelligence  what  the  Senator  said  in  his  speech! 

Senator  Brock.   What  dues  Lhe  Aim/  have  Lo  do  with  c; 
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political  organization? 

The  Chairman.   A  lot  in  '67  and  '68.   They  had  those 
people  spyinq  on  the  protestors  on  political  things. 

Senator  Brock.   That  has  nothing  to  do  with  that  amend- 
ment. 

Senator  Chiles.   Then  you  would  put  the  U.  S.  Army  in 
here? 

The  Chairman.   Oh,  no.   They  had  the  U.  S.  Army  spying 
on  the  people  to  determine  what  their  political  beliefs  were, 
and  we  just  say  the  Commission  is  not  going  to  study  how  to 
spy  on  people  about  their  political  beliefs. 

Senator  Brock.   You  are  saying  they  can't  stop  it. 
You  are  prohibiting  any  study? 

Senator  Nunn .   Then  we  ought  to  eliminate  all  of  them. 

The  Chairman.   The  Commission  may  study  such  information 
activities  necessary  to  carry  out  the  congressional  policy 
embodied  in  the  Act  except  that  the  Commission  shall  not  invest 
in  information  systems  maintained  by  religioius,  charitable 
or  political  associations. 

Senator  Brock.   I  move  that  we  strike  "charitable  or 
political" . 

Senator  Nunn.   Second. 

The  Chairman.   You  want  a  study  made  by  the  government 
how  to  computerize  — 

Sc~2tcr  Brock.   I  thought  this  Co^jrissic-n  '-7?.?  to  f"  to 
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stop  it. 

Senator  Muskie.   It  seems  to  ne  there  ought  to  be  a  way  to 
accomplish  both  of  these.   What  the  language  of  the  bill  is 
intended  to  protect  is  to  protect  information  that  which  is  in 
the  files  of  these  kinds  of  organizations  from  those  seeking 
it  for  improper  purposes  and  what  these  gentlemen  are  concerned 
with,  these  Senators,  it  also  protects  these  kinds  of  organi- 
zations who  themselves  are  engaged  in  improper  activities 
impinging  upon  privacy.   Both  objectives  could  be  served  by 
appropriate  language. 

Senator  Percy.   Mr.  Chairman,  I  think  what  we  are  trying 
to  prevent  is  mischievous  activity,  and  I  would  offer  this 
substitute  amendment  that  would  keep  the  language  as  is,  but 
following  the  word  "organizations,"  comma,  "unless  it  makes 
a  formal  determination  and  so  notifies  Congress  that  such 
investigation  is  essential  in  the  performance  of  its  functions. 

Senator  Nunn.   If  you  have  an  organization  like  CREEP  or 
anything  else,  you  are  saying  in  spite  of  this  effort  toward 
privacy,  CREEP  can  sit  with  a  massive  computer  center  on 
everybody  and  have  every  single  detail  and  this  is  taboo. 
They  can  go  into  the  First  National  Bank  in  Perry,  Georgia,  and 


22  (  get  all  that  information  by  subpoena,  but  they  can't  find  out 
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anything  about  what  CREEP  is  doing  to  the  privacy  of  the 
individuals  in  this  country. 
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about  religious  organizations.   To  say  that  political 
organizations  are  exempt  and  have  the  committee  studying  every 
private  business  in  this  country  to  me  would  be  incredible. 

The  Chairman.   I  wish  you  had  sat  with  me  on  the  Army 
Surveillance  hearings. 

Senator  Nunn.   I  don't  see  the  point. 

Senator  Brock.   It  has  nothing  to  do  with  this  comment. 

The  Chairman.   It  has  everything.   It  says  this  Commission 
shall  not  investigate  the  political  files  of  political 
organizations . 

Senator  Brock.   That  is  right.   So  the  Commission  couldn't 
stop,  the  Commission  you  referred  to.   The  Commission  can't 
even  deal  with  it. 
^         The  Chairman.   This  stops  the  Commission  from  studying  it. 

Senator  Brock.   It  sure  does,  which  means  the  abuse  is 
going  on. 

Senator  Nunn.   I  would  be  more  concerned  about  the  travel 
or  hotel  industry  or  the  medical  industry  than  I  would  the 
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19   political  industry. 


Senator  Brock.   There  has  been  more  political  abuse 


21   lately. 


Senator  Nunn.   That  is  where  the  abuse  is  coming  from. 


23        The  Chairman.   It  was  where  they  started  to  invade  the 


intelligence,  trying  to  get  it  from  a  political  organization. 


B*3  i       Senator  Brock.   You  will  prohibit  them  from  stopping  that. 
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You  exclude  them  from  any  coverage  at  all  with  this  language 
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as  written. 

The  Chairman.   No,  it  keeps  them  from  studying  things 
that  are  none  of  the  government's  business. 


Senator  Chiles.   The  business  of  this  bill  is  privacy  of 
the  individual.  

The  Chairman.   That  is  right.   That  is  where  you  protect 
it. 

Senator  Brock.   By  saying  you  can't  investigate. 

The  Chairman.   It  is  to  keep  the  Commission  from  devising 
methods  in  which  to  take  the  privacy  out. 

Senator  Brock.   If  you  think  that  is  what  the  Commission 
is  going  to  be  doing,  you  better  oppose  it  because  you  are 
giving  this  Commission  power  to  do  everything  else. 

The  Chairman.   I  would  oppose,  as  long  as  the  good  Lord 
gives  me  the  breath  of  life,  any  effort  on  the  part  of  the 
government  to  mess  in  a  political  or  religious  organization. 
There  are  a  lot  of  fraudulent  charities.   I  am  not  so  much 
concerned  with  them. 

Senator  Jackson.   Suppose  we  put  in  "bona  fide"  religious 

charitable  or  political  organizations?   That  might  exclude 

22   CREEP. 
|l 

Senator  Brock.   I  hope  so. 

24  Senator  Chiles.   We  could  add  "with  benevolent  intention.' 

il 

25  Senator  Jackson.   I  was  trying  to  protec  tne  two-parry 
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system 

Senator  Roth.   Do  we  have  a  notion? 

Senator  Brock.   Strike  "charitable  or  political 

Senator  Chiles.   You  have  made  a  good  point.   We  are  try 
ing  to  protect  individual  privacy  and  yet  we  are  setting  up  a 
commission  to  go  in  here  in  every  other  organization  from  little 
banks  all  the  way  down  the  line.   That  point  goes  to  the  whole 
bill  and  goes  as  much  to  the  other  organizations  as  it  would 
"    to  a  political  organization. 

The  Chairman.   I  think  this  is  a  protection  of  privacy. 
H  j       Senator  Nunn.   I  would  agree  and  I  am  leaning  that  way. 

The  Chairman.   If  you  had  as  much  experience  as  I,  I  spent 

13  a  year  and  a  half  investigating  the  use  of  military  intelligence 

14  that  was  spying  on  situation  violence  and  computerized 

15  j  information 

16  I       The  military  intelligence  in  Chicago  had  a  dossier  on  the 

17  political  activity  of  Congressmen  and  a  man  who  is  now  a  Member 

18  of  the  U.  S.  Senate. 

19  Senator  Percy.   I  resent  it. 

20  Senator  Nunn.   You  said  CRZZ?  did  the  same  thing. 

21  The  Chairman.   No.   That  caused  the  trouble.   CREEP  tried 

22  to  get  intelligence  from  the  De.-.ocratic  National  Headquarters 
22  Senator  Brock.  You  think  this  Commission  shouldn't  have 
-  '    any  jurisdiction  on  that 

The  Chairman.   If  anybody,  anybody  who  has  any  information 
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about  my  political  views  or  affiliations,  that  is  my  business, 
and  not  the  Federal  Government ' s. 

Senator  Chiles.   What  about  the  ones  on  the  other  side? 

The  Chairman.   That  is  Watergate.   Let  me  tell  you.   You 


•  all  see  —  they  had  peoples '  names  over  here  in  the  Department 
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6  I  of  Defense  — 
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Senator  Brock.   We  are  familiar  and  we  are  opposed  to  it, 
we  are  opposed  to  the  sins  of  both  administrations. 

Senator  Percy.   Let  us  vote  on  the  Brock  amendment  and  see 
where  we  stand.  

Senator  Nunn.   That  is  to  delete  the  words  "charitable" 
or  "political"  and  leave  "religious"  like  it  is.    _  ^_ 

The  Chairman.   It  has  been  moved  on  line  15,  page  12, 
strike  out  the  word  "charitable"  or  "political".   All  in  favor 
of  the  motion  raise  your  right  hand. 

Let  the  record  show  the  chairman  votes  against  the  amend- 
ment. 

Opposed? 

Senator  Nunn.   I  have  the  proxy  of  Senators  McClellan  and 
Allen.   They  both  wanted  to  be  recorded  aye. 

Senator  Brock.   It  is  carried,  I  assume? 

The  Chairman.   Yes. 

23  Any  further  amendments  to  Title  III? 

24  (Discussion  off  the  record.) 

25  The  Chairman.   Senator  Muskie  will  be  back. 
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(Discussion  off  the  record.) 

The  Chairman.   Section  203(a)  here  is  the  only  SEC  amend- 
ment. -  ... 

Senator  Jackson.   They  have  done  it  to  Print  4. 

The  Chairman.   On  page  27  they  would  add  a  new  section  (d) 
subsection  (d) ,  "The  provision  of  this  Act  will  modify  the 
information  for  the  purpose  of  providing  disclosure  to  the 
public  pursuant  to  the  requirements  of  law  administered  in  the 
SEC,"  and  so  forth. 

(The  SEC  amendment  to  be  furnished  follows:) 
COMMITTEE  INSERT 
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The  Chairman.   I  think  we  have  adopted  this  in  the  tech- 
nical amendments,  "Nothing  in  this  Act  shall  be  construed  to 
permit  the  withholding  of  any  personal  information  which  is 
otherwise  required"--  to  permit  the  withholding  of  any  personal 
information. 

Senator  Percy.   Mr.  Chairman,  so  far  as  I  am  concerned, 
the  staff  indicates  they  have  gone  over  this  and  it  is  already 
covered. 

Senator  Jackson.   What  I  think  they  are  confusing  is  that 
the  SEC  has  interpreted  this  bill  as  one  which  prohibits  the 
dissemination  of  information  which  obviously  must  be  made 
public  in  connection  with  disclosure  law. 

This  bill  deals  with  personal  information  and  not  with  the 
whole  question  of  disclosure  per  se.   Isn't  that  the  dis- 
tinction? 

Senator  Chiles.   Why  don't  we  just  adopt  it  and  let  it 
work  out  in  the  drafting  of  it. 

The  Chairman.   I  see  no  great  objection. 

Senator  Percy.   I  second  that. 

"Nothing  in  this  Act  shall  be  construed  to  permit  the 
withholding  of  any  personal  information  other  than  that  require 
to  be  disclosed  by  law  or  any  regulation  thereunder." 

We  already  have  that. 

Senator  Brock.   Let  us  take  it  and  let  the  staff  modify 
♦•n  conform  it. 
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Senator  Jackson.   Second  it. 

Senator  Huddles ton.   Can  we  report  3341? 

Senator  Brock.   Let  us  report  this  one. 

Senator  Jackson.   I  move  that  the  bill  be  reported  as 
amended. 

Senator  Brock.   I  second. 

The  Chairman.   All  in  favor  of  reporting  S.  3418,  as 
amended,  Confidential  Committee  Print  No.  5,  as  amended?   Let 
the  record  show  — 

Senator  Percy.   Senator  Javits. 

Senator  Jackson.   Also  Senator  Muskie. 

Senator  Buddies ton.   The  Per  Diem  bill,  3341.   I  want  to 
move  that  we  report  it. 

Senator  Percy.   I  have  one  amendment.   I  offer  the  follow- 
ing amendment  which  I  discussed  with  Senator  Metcalf  and  it 
seemed  to  have  his  concurrence.   We  are  providing  for  per 
diem  for  the  Executive  Branch,  for  an  increase  for  Senate  staff 
but  we  still  do  not  hvae  any  per  diem,  travel,  but  no  per  diem 
for  Senators'  staff  when  returning  on  official  business  to  theiir 
own  home  State.   The  amendment  provides  no  reimbursement  within 
120  days  after  any  primary  or  general  election  in  which  the 
Senator  is  a  candidate  and  the  Senator  must  personally  certify 
that  the  trip  was  for  official  Senate  business. 

We  have,  the  Senators,  duplicate  homes.   Our  staff  do  not 
have.   '..'r.er.  a  Washington  z>\.alZ   p^mfrg.y  goes  bad:  to   the  State, 
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they  have  no  provision,  they  are  the  only  government  employees 
who  have  no  provision  to  be  compensated  for  that,  so  I  offer 
this  amendment  to  3341. 

The  Chairman.   All  in  favor  of  that  amendment,  let  me  know 

Senator  Huddleston.   There  is  one  technical  amendment. 
This  is  in  the  folder.   It  is  just  a  clarifying  amendment. 

The  Chairman.   All  in  favor  of  adopting  a  clarifying 
amendment?   All  right,  it  is  adopted. 

Senator  Chiles.   Mr.  McClellan  asked  me  to  offer  an  amend- 
ment as  to  any  increase. 

"Provided  that  any  increase  in  costs  of  per  diem  or  mile- 
age that  results  from  this  legislation  during  the  period  prior 
to  July  1,  1975,  must  be  funded  either  from  previous  approved 
appropriations  or  from  budget  requests  officially  before  the 
Congress  at  the  time  of  the  enactment  of  this  legislation." 

If  you  don't,  you  will  have  a  rash  of  provisions.   We 
ought  to  adopt  this.   We  will  have  to  use  existing  funds,  you 
are  not  just  going  to  ave  to  raise  the  budget  right  now,  you 
will  have  to  work  within  existing  funds.   If  you  don't  do  this, 
the  Appropriations  Committee  would  have  to  ask  for  this  any- 
way. 

Senator  Percy.   Would  that  come  from  the  contingent  fund? 

I  am  informed  it  comes  from  the  consolidated  allowance. 

Senator  Chiles.   You  are  dealing  with  every  agency.   It 


25  ii  will  have  a  major  effect  on  your  appropriations.   I  am  sure  the 
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Appropriations  Committee  will  ask  for  this  bill  if  they  don't 
get  an  amendment. 

Senator  Brock.   I  second  it. 

The  Chairman.   All  in  favor,  say  aye.   Opposed:   All 
right,  it  is  passed. 

Thank  you,  gentlemen. 

(Whereupon,  at  5:00  p.m.,  the  committee  recessed,  to 
reconvene  subject  to  the  call  of  the  chair.) 
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IN  THE  SENATE  OF  THE  UNITED  STATES 

May  1.1974 

Mr.  Ervin  (for  himself.  Mr.  Percy,  Mr.  Muskie,  Mr.  Ribicoff,  Mr.  Jackson, 
Mr.  Goldwater,  and  Mr.  Baker)  introduced  the  following  bill :  which  was 
read  twice  and  referred  to  the  Committee  on  Government  Operations 

September  26, 1974 

Reported  by  Mr.  Ervin.  with  amendments 

[Strike  out  ail  after  the  enacting  clause  and  insert  the  part  printed  in  italic] 


A  BILL 

To  establish  a  Federal  Privacy  Board  to  oversee  the  gathering 
and  disclosure  of  information  concerning  individuals,  to  pro- 
vide management  systems  in  Federal  agencies,  State  and 
local  governments,  and  other  organizations  regarding  such 
information,  and  for  other  purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  TITLE  I    FEDERAL  PRIVACY  BOAM> 

4nnm  t  -i->t  TL'imrw'Ti        <"vr\        r>/-\  i  t~»  i  \ 
ILK  1  1  -A  Li  1  j  1  ~1 1  1  iTl  1>  1TI  X         KJX  TTTX^TTTt 

5  Kfi^r  404t  -frvf   There   is   established   w  the  executive 

6     branch  of  fhc  Government  the  Federal  Privacy  Board  which 

7qLq  1  1       1  w  i      t  tl\\  niwuw\/l       i  \\      f  l  \Tp       H  WT)1  i  W*I*KJ       \\r\  \A\      \\\\t\\\       1W)      iinnj\inr<w 
CfrtttTl      T7\       \  "  M  1 1  IM  Til  W     nT      11*1       m\   im/vic       M  1 11 F     rTTTTTTT      IH       M  IHHMHtltt 

8     by  fhe  President  by  o-h4  witli  fbe  advice  a«4  consent  of  fbe 
II— O 
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1  £eea4c  kvm  wfteftg  members  ef  fke  peblir  at-  large  wkn  are 

2  Hot  officers  or  employees  ol  fh^  4^ek>4  StaH^  Net  nem* 

3  feae  tkm*  el  fie/  mee+bers  ol  the  Board  shall  ee  adherents 

4  ol    tke    same    pole^a!    ptH-'lVr 

5  -fbf  ^-^  <4ittiminn  el  t+V  Bmre  shall  be  elected  b¥ 
(i  tfte  members  *4'  fie*  Bt+ard  every  two  vear^ 

7  -fe)-  £aek  member  el  fke  Board  shall  be  compensated  a4 

8  fke  rafe  provided  ^r  GH-+H  eeder  ^(4wh  e&&^  el  fftle  e  el 

9  *4*>  United  Sfatos  (1odc. 

1  (l  /  /{  \             II   4*  111  1  W*  l*fc"1     i  li      t  I  l^k       i-<  ^  \  fcl  T?/l      t_i  I  1  A  II      1  w  i     i-n\rt/tii^n/|      4  /  >i<     r\      i  /\  *»*-*-> 

-L\J  I  II  f         j.^1  IIIM/II  71    TTt    I  !  II      1 91  UlTTt    n  1 1 1 1 1 1     TM      (I     '  IftTl  1 1 1  ~tt    1 1  M     tt    TTrrTT 

11  el  three  years,  2£e  member  mey  nerve  more  fkee  twe  terms? 

12  -(ef  Vacancies  m  tfte  membership  ef  the  Board  seall  be 
33  filled  1ft  tke  same  manner  m  which  *ke  original  appointment 

J.  a  iim  ii      r\-\ x\  /l  i\ 

wuy    tttftiK  . 

*r  -^4)-  Vaeaneieg  ift  tfte  mcmbefskip  el  fke  Board,  as  leftg 

16  as  there  aw  three  members  m  effieey  shall  ftet  impair  fke 

1 '  power  el  fke  Board  to  execute  fke  functions  el  tee  Board. 

iy  Three  members  el  fke  Board  skaH  constitute  a  quorum  ler 

19  fie?  transacfioft  el  busmen. 

20  -^  Members  el  fke  Beard  skaH  net  engage  ift  etay  other 

21  employment  during  their  tenure  a*  members  el  fke  Board. 

22  Fl  NCTlUM'r    OP    *H44    BOA-H-B 

23  k^Ot  44^t  The  Beard  shall 

24  _£4|.  publish  ae  annual  Data  Base  Directory  el  fee 
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1  United  States  w+rWin+rrg  trie  name  and  charact eristics 

2  el  each  personal  information  a  vat  cm ; 

3  -f^)-  consult  witb  fbe  heads  ol  appropriate  deparf- 

4  mcnts,  agencies,  a«4  instrumentalities  el  the  (iovernment 

5  m  accordance  with  sect i oe  103  (»)    ol  this  Act ; 

I  Dl        1 1 1  CI  IV  L       TTTTTTo     TT7     Uorlltl  v      V  Kflll  IJIIULIV^  \        vTiTTT     TTTTtT      1  1 

7s\(    Hun       A    /.+    •     r>  n  rl 
XTt  T/TTTTJ   1H  I  j    ILI1U 

8  -(4)"  perform  e*  cause  te  be  performed  saeh  research 

9  activities  as  may  become  necessary  te  implement  title  14- 

W)  T7T   TTTiTj  TrtTj'   UHU   TT7    EtTToTiyC    \J1  LitXlllTHLl  lUlIiS   TTT    ^ \rl  1 1  p I  V  I » «  w     VT  1 1 1 1 

nl  l~i  i^     |«AAn  lr^P1  Ar>^     QI    a  n/^tli      fl  f  I  i-\ 
TTTT7   1  L  uun  L  LLlv_  111*3   T7T  Oil  "11   TTCTtTT 

12  rOWERB    OF    ¥x«3    BOARD 

_^,3  VjIjK.).    ±\JO .     \  11/      1IIL    IJUUI  U  TS  Hill  I1U1  lijK.  VI 

14  -(4-)-  te  be  granted  admission  at  reasonable  hours  to 

15  premises  where  any  information  system  is  kept  er  where 

16  computers  er-  equipment  er  recordings  ler  automat ie  4a4a 

17  processing  are  kept,  a*td  may,  by  subpena,  compel  the 

18  production  ef  documents  relating  te  seek  information 

19  system  er  seek  processing  as  is  necessary  te  carry  eat  ks 

20  functions,  except  that  the  production  el  personal  informa 

21  tie**  shall  net  be  compelled  without  tee  prior  consent  el 

OO  I  1>  r\    Ai\  if.      r.  ■  .  I  >  t  .  w .  f     j-  ,1     iirK  i  /.1\     if     Twrtlllllfl    * 

£u  ullC  Ulllll  Sill  Ml  ei  trrt  \v  1111  11  it  JJt  l  itlilin  , 

23  -(-&)-  upon  tee  determination  el  a  violation  el  any 

24  provision  el  tbis  Aet  ef  regulation  promulgated  under 
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1  tfeifi  A+4-7  H+t  after  oppto-'tunit  v  mr  tt  bearriogr  orde*  the 

2  organisation  violating  so+4*  provision  to  cease  a«4  desist 

-*  9CR  II     I  IIMU  lllMI  j 

4  -f&f  to  delegate  hs  authority  ooder  4os  title,  with 

-  respect-  to  mmrmofioH  systcniH  vrifbm  a  State  or  fbe  44is- 

(;  fr-iet  nf  ( 'olmnhia?  fo  ^o^b  State  or  -District-:  doriog  soeb 

7  period  «t"  tm+e  as  fbe  Hoard  m^rtms  satisfied  t-bat  tbe 

^  aofhority  established  by  soeb-  State  or  District  to  tw 

9/Al  l  t        t  I  \A^       Vivl  k\\  X  rnlUPlltt'       i  kj        rill..'        ..V    iit        ill        L-iiiiL        C^t^  fn        iri        o»  f  iri 
T7TTT      I  I  It        I  I    I  JIM  I  II  III    II  I  S      TTT      I  llTS      TTTT      ttt      Sill    II      l^ltil  V      ts      Sit  I  Rj 

1 0  factorily  enforcing  those  provisions; 

11  -f+f  to  conduct  open,  public  hearings  o«  ail  pet+- 

12  tions  for  exceptions  or-  exemptions  from  provisions,  appli 

IO  i**l  t  W  H  *_     i  \V      1  11  V1  rw  I  i  *  .i  i  ffcl'j      at      t  il  1  Q        A   I '  t         i  l  \   i'1'l  tl       t  I  i  H  f      1 1  W*       1 J  <  m  in  I 

J  "u  I  It  MI7    TTT    Jill  TStt  II    llTTTT    ttt     I  II  IS    TX"T7    I   Al  TTTT     I  I  Itl  I      I  III      T^ttTTTTT 

UCLO.O  I  I      t\  d\t      \\  k\  \  '  t  \      *•>  11  f  It/tni  17      J-  s\      Tt^tt  [,'  t  \      ciiitL       /i'\*/'*/\t\#  i  ftnti      /a**      /iv_ 
H 1 1  IX 1 1     TTTTT     IIctTT^     WAX  \  III  II  rtT    TT7    TWt  IV  \       H  It  I   1 1     t   Al  I    \i\  IIMIS     TTT     I  A 

15  emptions  bot  shobl  sobmrt  appropriate  reports  a+a4  ree- 

16  ommonda tions  to  (-VmgresH ;  aftd — 

I     k  I  /  \  \        tii     t  \\  *\     rii  I  I  /  w »+      /wr/\iif      •»  \  i»t  LXti  iii.>  lil/v        f  /\     /*/rMit.'ii  1  i      n'ltli 

■*  ■  \      J     ^^    1 1 11     1 1 1 111  si    rrttrrrt    |M  nil  ituimi  ,   tt?   x  \  FTTTn  1 1 T    ^rvrTTT 

18  tbe  heads  of  appropriate  departments!  a^feneies^  aod  m- 

%J  «^ll  ( 1 1  1  c  v   niciiii  i~S      rrT      l  I  \\        l  1 1 M  Viniiiv  1  it      TTT      \X\  II    V  ■  1 1  i^      vTTTT      TTTTT 

i}(\  III  I^/*l  I  4  kJ  lfc_L    x  il     t  1  w  1       l<  /\4h  >«/  I     IllUU'V     t  1 1 1  LI       ,\    i*t 

*-j^  '  I  HIM  l  It  Mis  ttt   lilt      I  >t  MX  III    UllMl   I    Tills   ;  1 1  t  . 

-!1  -fbf  ^e  Hoard  may  procure  soeb  temporary  a++d  mtor- 

2'-!  mittc:+t  services  to  tbo  name  wrft^frt  as  is  aotbori/cd  by  sec- 

'2:5  fioH  8109  of  titb^  £7  ^o+tod  States  ( 'ode,  ba4  ^r  ratos  not  to 

124  exceed  $444(4  a  da-v  for  mdmduals. 
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iir.i   v/n  in 

2  Secv  4-H-I-7  Tee  l^ai^i  .shall  report,  aeentmy?  oe  its  hc- 

3  fiveMes  Ui  tee  Congress  ami  tee  l>ruHi<lcttfr 

4  TITLE  Tl— HTAXDARDS  A^  MANAGEMENT  S¥>e 
3  TEMS  ¥Q&  Il^v-DLi^U  INFORMATION  REJ,A5- 

6  Xm  TO  INDIVIDUALS 

7  HA*4*}eAe©    HKQUIItEMENTK    POtt    ADMIN IKTH ATI VE,    f*TA- 

9  Seer  504t  -{af  Amy  Federal  agency  State  e*  leeal  gev>- 

10    crnmcnt,  e*  twy  ether-  organization  maintaining  an  informa 

a       HOll  Sj  M  t  LI  1 1  Itlllt  UH.  1UIH  T5  pt^TTTrrrrTtt  1II1U1  Iiiarrtrrr  ^rrtrrl 

12  -(4-)-   colleet,   maietaiey   m<^   ami   disseminate   oeiy 

13  personal  information  necessary  te  accomplish  a  proper 
^  purpose  el  tke  organisation; 

15  -{£)-  collect  information  te  tee  greatest  extent  pes- 

-1  t)  li  i  1 1  I  /\    1  ■**  d  \  i  I  t     f  1 1  /  v     /lain     L'ii  I  \  i  /  w  *  +     /  I  i  i»/  i^qj   I  ir   * 

trrtxrtr  ttttttt  trnr  ttrtTTt  ral  UJl  \  l  till  l  ill  y  , 

1 '  -(4f   establish   eatcgefics   for   maintaining   personal 

^  information  to  operate  in  conjunction  with  confidentiality 

1 1  f  Mill  t  nil  lltri  rtzxtt  rtt  1 1  aa  I  uni l  uis  , 

-°  -(4)-  maintain  information  in  tee  system  wite.   ac- 

21  curacy,  completeness,  timeliness,  ami  pertinence  a*  ace- 

22  essary  t-e  assa-re  fairness  m  determinations  relating  to  a 

lilt  Ml    ollPJ  It/l  ~l'  j 

""i  -{£)-  maive  ne  dissemmatien  m  another  system  with 
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r, 

1  w4  -fA-f  sfH^+ivw*  requirements  mr  scciirilv   ami  fbe 

2  nsc  of  informaf  ion  exclusively  for  fbc  purpose  scf  forfh 
:>  m  fbe  notice  mmiml   under  subsection   -fe|-   including 

4  hmitafions  on  access  thereto,  ami  -f-R)-  determining  fl+af 

5  fbe  conditions  of  transfer  provide  substantial  nssu ranee 

6  fbef  fhosc  reqnirenicnts  ami  limitations  wbl  be  observed-; 

7  -f4*f   trnnsfer-   no   personal    information  beyond    fbe 

8  jnrisdiction  of  fbe  l-^nifee1  States  wbboof  specific  author 

9  i*efion  from  fbe  4a4a  subject  or  pursuant  fo  ft  froafy  or 

10  executive    agreement    m    force    gii  a  ran  teeing   fbat    a-n-v- 

11  foreign  government  or  organisation   receiving  pergonal 

12  infornmtion  wib  comply  wbb  rbe  afmbeabie  provisions 

XI       <     1>   !>■         ,\     /  .4        \  1 ,'  1  *    I  \        1*/   Li      »  w  w  .*        i_y_v      l     lllill        1  1  It  /   fclM  >  t  fcl  1    likll     * 

JO  TTT    t  1 1  i  ^    TTTt    tViTTT  lrMrrrT   T*i    ?*  \  i  "  I  I     IIII'M  MIMt  MM1  , 

1-1  -f-*-f  *floid  any  data  subject  of  a-  foreign  nationality^ 

15  whether  rcsi4b+g  m  the  -United  States  or  notr  fbc  same 

1(>  rights  under  tbis  :Aet  as  are  afforded  fo  citizens  of  the 

H  -f^niteo  Smt-es- 

18  -f>^-  maintain  a-  list-  of  a-b  persons  having  regular 

19  aeecs/j    to    personal    infonnation    m    fbe    information 

20  8ygt<?m ; 

21  -(#)-  maintain  a  complete  ami  accurate  record,  m- 

22  chiding  identity  ami  parpofjc,  of  every  access  fo  a«y 

23  personal  information  m  a  system-,  including  the  identity 

24  of    any    persons    or    organic  lions    not-    baVmg    regrdar 

25  access  authorby-j 
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1  (10)    kike  affirmative  action  to  establish   rules  of 

2  conduct  o«4  inform  each  person  involved  m  the  design-, 

3  development,  ope  ration,  of  maintenance  of  fbe  system, 

4  or  tite  collection  or  hso  of  tmy  personal  information  ee«- 

trti  in  li    l  iHtri  1 17  trt   ri  it     1 1"  it  1 1 1 1  1 1  n  i 11  n  trr  t  run  ttttt^  ii  nil  in  1 1 1  j^ 

6  any  rules  and  procedures  adopted  pursuant  fo  fbis  A+4 

7  fH+d  fbe  penalties  for  noncompliances 

8  (11)     establish    appropriate    safeguards    to    secure 

9  {he  system  from  any  reasonably  foreseeable  threat  to  its 

10  security-? 

11  (12)    eomply  with  the  written  request  of  any  in- 

1     /  /  I  1  \'  1  /  I  1 1  t  \  1         ii'lii  v        »*/  w  li  n  \ :  1  u'        t\        a  »  a  \.t  \  \  »  >  umii.iif  iivt\        1  ■  fc        i~  1 1  /  i        t^i.\  1  Iti 

±*Q  \l\  MUI  lll-l        1  >  IMF       TTTTTTr^      Tt       \lFIIIIIIllIIMItlMFII       TTT       I'l  M         II  1(1 1  lM^ 

13  ov-er  tne   telephone,   or  in   person   from   a   commercial 

14  organisation,   who   belio-ws  that  {he   name   or  address 

15  or  both,  of  isnen  individual  is  available  because  of  its 
inclusion  en  a  mailing  listy  te  remove  such   name  or 


16 


17  addrofls7  or  both,  from  tmeh  nsfj  and 

■* w  rii/i      rum  vi     TTT?     un  run  km     him  u  ii  in  i  mjii     runvi  i  1 1 1  i«ir 

19  the  political  er  religious  beliefs,  affiliations,-  ftnd  activi- 

20  ties  ef  eate>  sub j cote  which  is  maintained^  »se4  or  dis- 

21  sominatcd  i»  ef  by  efi»y  information  system  operated 

22  by  ftjry  governmetal  agency,  unless  authorized  by  lawr 

23  (b)  (1 )    Any  snen  organizations  maintaining  an  infor- 

24  mat  ion  system  fnat  disseminates  statist  ical  reports  or  research 
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Iliiiilniiiy  it.w,  i  ■  j  I  nil  i  w  i  »«..    ,  t  i  t  .>  I  iitiJi.i»tti.itiit.>t  a  1  i*  >  i  nit  i  r.  >i>i  tin. 

Rnnnnn      "Tt™\  ■■      ■  »i i      i "  i  >i  Tin  t      1 1  t  t  ■  ■  ?  tmmitwtt     1 t 1  tt  "  tt      ? i * "t  i      t i it- 

2  system,  o+*  4+>+m  Motrins  t4  o+ker  orti'ttrntftH-iottSr  ^4^t4^ — 

?i  (A )    make  n-vailalde  fo  tmy  da+n  s^je*4  w  ^hh^ 

4  -fw,^^H+H+    revealing    trtidc    st^re+N-)-    meftttHkdHgy    h-h-4 

5  ttirt-terittls  necessary  fo  vH-li4*He  strtHsf+ctd  analyse^  h+*4 
G  ~H^t  wake  **+  material*  available  k+r-  indcponde-Ht- 
7  rtimlysis  wifl+n+H  fftta-rantce*  fn-af  n+>  persor+rt-1  infonnafHm 

8W  I  1  I        1  W  J       m.    it  J        I  l  a        41        'Wil  "1  *        I   1  1  tl  1         ltll<l'llf        111*'  >-!•!  i/il/nt        iii/L.ini.nt. 
■■  1 1 1    ■ "      i  ir*i  m    ttt    rt     ^*  n  J     1 1  hit    tttt^ttt    ttt"  ti  it  t  it"      m  i  1 1 1;  i  M  i  I  it  > 

9  about  m+y  4*4*  subject. 

10  -f^f  ^h^  -r-Y4crt4  agency  ska-H — 

11  -fA-f  mp+ire  *ny  itt4ividal   to  disclose   fc)¥   statisfi- 

12  ca4  purposes  a-ny  personal  inforniatnm  unions  snek  4+s- 

1*-J  I  *l  i  \\i  1  1  l'i  *       AaJ.       l'i  U  I  \\  \  »*'  ti  I         1  \  \ :        1  fcl  W  *\i  wl        i'lii.L        in/1  iiM/liiii  1        l^-        1 1"! 

O  tit  l>tt  I  \         TN       1  i    t  Jt  I  I  i  1  "it       tl-\-       If!  N>    ,       rTTttt       SJtttrfl       ItTTTrA-iTTTttTT       T>       111 

-*-  "I  fi|l»i   >   >/i/i       />}      L'lliiL      1?I  Willi  1*f  *  W*  /v»~>f     » 

TTTTTTTTTT  TTT    »?lll   1 1    i\   muIH   11 IV  Hi    ? 

1°  -{£f  request  ey  individual  to  voluntarily  disclose 

personal  infornmtwtt  w4es*  swdt  request  «  specifically 
'  '  autl)or-i*t"4  by  ItWy  a-n4  fl+e  tH^^Wna!  k  advised   fhtH- 

^  swk  44sclosurc  is  voluntary; 

/   I  \  1   t   >  .  »   1.'  j_i  .1    t'.\    I    Kilil/i         (it         .ll\i-  1\i   t  l't  ■  i  v  1  ^  i  \i    1  >  /  H'         ♦    I  t  .  >    It  .ill 

^r    p    rrtrrite    rrTTtlTM f Ml     ttt    nrrv    ttriw M!t    trrrtrT    rrtrrrr    nrr 

20  nutliHfHSp4  f>#icc^  w  eHnpksyce  «f  h  Fedci'rtl  agency?  tmy 

-1  sffH-isfict4  sfn4y  w  wyortB  or  fH-kei1  cf»fHpilrt4if>ft  hI  w^'h^ 

-^  iftrttion   dcrivod   W   mccknHicH4   w   c4cctronicnl   Hicafts 

23  4W>m  rtw  lUe  e^HfH-iniH^  fefs^naj  fn^Hfmft+ifHh  or  nny 

2^  ttitH«trt4  w  cuniputcr  ma4erittl  relating  thereto?  e?te^pt- 
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9 
1  these  prepared,  published,  ftft4  made  ftveilfthh*  fe*  £*s+- 

11  Ul   JTttTTTTtJ  TTTTtrj  T7T 

3  -(4}-)-  publish  statistics  el  taxpayer  ifteerae  ekssiftedy 

4  m  whole  er  ift  part,  eft  the  basis  el  ft  coding  system  ler- 

tilt    tZCIX  V  11  y   ttx  1I1M11. 

6/  fi  \  A   -r-t  t  t        rxn  ^  I  ->         AV(Ti">ni7tlt  i  ATI        YY\  C\  nttni^1"  ^        /"*•*«        uynnAfnn  i-w* 

yv  i      zxn  v     nctcn    r>i  ErcrrrTjmTT^n     1 1 ui i 1 1 «.■« mine     ttt     iji  imm  Join y 

7  te  establish  ftft  information  system  for-  personal  information 

8  shaft— 

9  -(4-)-  gt¥e  notice  el  the  existence  aftd  character  el 

10  eaeh  existing  system  e«ee  ft  year-  te  the  Federal  Privacy 

11  Board; 

12  -{Sf  gi^e  public  notice  el  the  existence  aft4  char 

13  aeter  el  eaeh  existing  system  efteh  year,  m  the  eftse  el 

14  Federal  organizations  ift  the  Federal  Register,  er-  m  the 
1°  ease  el  other  organizations  ift  leeftl  er  regional  printed 
16  media  likely  te  b*4ftg  attention  te  the  existence  el  the 

TTrXTTTTTTT  TTT  TT7TTTT   CTO  P  /  J  v  v_  10  ? 

*°  -f&f  publish  seeh  ftftfteal  notices  ler-  fth  its  existing 

19  systems  simultaneously ; 

2^  -(4f  ift  the  ease  el  ft  ftew  system,  of  the  sebstantial 

21  modification  el  aft  existing  system,   shaft  gfve   public 

22  notice  ft«4  ftetk^e  te  the  Federal  Privacy  Board  withift  ft 
2^  reasonable  thfte  bet  ift  fte  ease  less  theft  three  months?  m 
24  advance  el  the  iftitiation  er-  modification  te  assure  i«4i- 
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1(1 

1  viduals  w-h+*  fney  be  a  fleeted  by  tefl  operation  a  peaaea 

2k\  \  1 1  j  *    i  il  k  1  i*  vy-Li  mil  \  •    La    n,.>u>uni>i    *    ai.il 
cttttt     TTTTTTTTrTTTTTrrT   TTT    I m\  ?1 1 1  T  I  IvI I  I    ,    rTTTTT 

3  •{&)■  assure  fhef  public  notice  given  e«*fef  fh+s  *-++h- 

4  section  specifics  fhe  blowing: 

5  -fA-f  fife  name  *4  fhe  system  ; 

6  -fRf  ^  gee^al  purposes  el  fhe  system ; 

7  -f^f  tk*1  categories  el  personal  information  ae4 

8  approximate  number  ef  pen-ions  on  wbom  fnfornm 

9  fkm  fs  maintained ; 

"1  f\  1    1    1  1         m\a       /.af  A/Vi\i*i  />i<       /vt       i  i  i  I  /\yr\\  «rt  t  i  /\  i^        ntit  i  i  ■>  f  .  \  iiiA/l 

JL\/  I  1/|        I  IIV      vTTTT^E  TTTTrr^     TTT      1 1 1 1 VM  II  1(1  I1UII      1 1 IM  1 1 1 1  ( 1 1  M  I  11 , 

11  confidentiality  requirements,  aee!  access  controls; 

12  -fEf  *he  organization's   policies  aed   practices 

13  regarding  information  storage,  duration  ef  retention 

J_^t  TTT    IIIH  'I  IliUl  1UI1,    rtTTTT    ifxil  y^lll^    TTT   Mill  II    I  111  UI  Mill  I  1 1  M  I  , 

15  -{¥}■  fhe  categories  el  information  sources : 

16  -{&f  ft  description  el  types  el  esc  made  of  mfof- 

17  mation  including  ah  classes  el  users  aed  fife  organi- 

18  zational  relationships  among  them ; 

19  (H)  fhe  procedures  whereby  an  individual  mtfy 

20  -f*f  ^  informed  if  he  is  fhe  subject  el  information 

21  m  fhe  system,  -ffff  ga+e  access  fe  seeh  information, 

22  '  ftnd  -{m)-  contest  fhe  aceuracy,  completeness,  time 

23  liecss,   pertinence,  aed  fife  necessity  for  retention 

24  el  9tteh  information ; 

25  -fff  *he  procedures  whereby  a**  individual  m 
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1 J 
1  group  eftft  gftk*  access  to  the  int'ormntbet  system  esed 

2Ti  vi*    niai  i .  j  l./*n  1     **/\»  w  \f*i  i  i  ww    /\r    ^»/  w..  in  i»i  A  \     i  i  i     i  \  i*  /  I  /  >  w     t  t  ^     i    iiKi/w.t 
TTTT  Hi  CBTTTcTl  LI  cl  1    1  I    lj\  Jl  1 1 1 11^   TTT    I  v  *3l.  ivx,  III   TTT   III  MIT    TT7    ;M  I  M  |i  't'f 

3  them  fce  independent  analysis-;  ft«e! 

4  -frJ-f  the  business  mldrcss  ae4  telephone   num 

5  her-  ef  the  person  immediately  responsible  &#  the 

6  system. 

7/  j\  \  \    w^t        lm  i  i  k  \\         IW  CC  k\X\\  fl\\\  \i\1^\         \\\\\  1  It  t  fcl  iiunir        ^nvru^n  fi  I         i  %-> 

1  U.  I        i  1 1 1  V       trtttTT      Ul  ^Hlll/rct  I  lUIi       11IM  llilUillilll^        l)K  1  rnJlilll      ill 

8  formation  sbftll — 

9  -(4)"  inform-  ft«y  individual  asked  to  supply  personal 

10  information  whether  sneh  individual  is  required  by  bfcW7 

11  of  way  refuse,  to  supply  the  information  requested,  an4 

12  a4so  of  any  specific  consequences  which  are  known  to  the 

13  organization,  of  providing  er-  net  providing  seeh  informa 

14  tieftrj 

15  -{£)-  request  permission  of  ft  4fttft  subject  to  dissem 

16  mate  pftr4  er-  aU  ef  sueh  information  to  another  organiza 

17  tien  er-  system  net  having  regular  access  authority,  ft«4 

18  indicate  the  use  for  which  sneh  information  is  intended, 

19  ftn4  the  specific  consequences  for  the  individual,  which 

20  ftfe  known  to  fhe  organization,  ef  providing  or-  net  p*e- 

22  -(&)-  upon  request  an4  proper  identification  ef  ft-ny 

23  individual  whe  is  ft  4fttft  subject,  grant  sfteb  individual 

24  the  fight  to  inspect,  m  ft  fe«»  comprehensible  to  seeh 

25  individual — 
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1  -f^-f  *W  pewead   information   about    that  indi- 

2  vidual  except  that?  m  the  ease  el  medical  infonna 

3  fHHtr  ^Hiefe  information  shall,  upon  writ-ten  authoriza 

4  tion,   fee   given   te  a   physician   designated   fey  the 

5  individual ; 

6  -(-Rf  the  nature  ei  tfec  sources  el  the  infonna 

nun  >  uuu 

8  -fGf  the  recipients  el  personal  information  about 

9  suefe  individual  including  the  identity  el  etW  persons 

10  and  organizations  involved  and  their   relationship 

11  te   tfee   system   when    net   having   regular    access 

xtd  ixuliiui  1 1  y  ■ 

13  -f4f  at  a  minimum,  make  disclosures  which  are 
1*1  required  fey  tfek  Aet  te  individuals  wfee  are  data  safe- 
15           jeets — 

I  O  f     A    \       r\  nyi  x\  (T    r>  AvTr>n  1     i^in^  i  rtAnn      hAni«fi   I 

v  I  il   I     TTTtTTTTp   TTv/TTTTTTT    Ull*31Ill  EJO    TTTTTTTTf^ 

17  -£gf  is  person,  M  tfee  date  subject  appears  m 

18  person  and  furnishes  proper  identification,  e?  fey 

19  mail,  i!  the  data  subject  has  made  a  written  request, 

20  witfe  proper  identification,  at  reasonable  standard 

21  charges  lor  document  search  and  duplication ; 

22  -(Of  permit  the  data  subject  te  fee  a< 

23  fey  one  person  el  feis  choosing,  wfee  must  furnish 

24  reasonable  identification,   except  that  an  organ  iza 

25  tien  may  require  the  <kt^t  subject  te  furnish  a  writ 
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1  te«  statement  granting  permission  to  the  organixa 

2  tieft  to  discuss  tihftt  individual's  file  m  soeh  person':. 

3  presence ; 

4  -fe^-  upon  receipt  ef  notice  fetw  ftoy  individual  who 

5  is  ft  dftte  subject,  tfittt  swh  individual  wishes  to  chal 

6  lenge,  correct,  ef  explain  information  about  him  m  >+*4+ 

7  system — 

8  -frVf  investigate  ftftd  record  the  current  status 

9  el  such  personal  information ; 

10  -(-Rf  purge  aw  s«eh  information  than  is  found 

11  to   he   incomplete,    inaccurate,    ftot   pertinent,    net 

12  timely  «of  necessary  to  he  retained,  of  eftft  »o  longer 

13  he  verified ; 

^  -f^f  accept  tm4  include  m  fhe  record  ef  s«eh 

1°  information,   i£  fhe  investigation  does  «ot  resolve 

-*■"  the  dispute,   am1  statement   -fi*et  more   fheft  t-we 

*'  hundred  words  m  length)    provided  by  gttek  meU- 

*°  vidual  setting  forth  feis  position  o»  s«eh  disputed 

IS  information ; 

20  -(4))-  »  aw  subsequent  dissemination  of  ttse  ef 

21  disputed  information,  clearly  «ote  thftt  sw4t  infor- 
32  mation  is  disputed  a-nd  ripply  the  statement  of 
23  such  individual  together  with  sw4*  information : 
2^  -fK)-  make  clear  ftml  conspicuous  disclosure  to 
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1  sttek  individual  of  Iks  ri^ht  fo  make  h  retjoesf  node? 

2  fk+>  paragraph ; 

: I  -{¥}■  of  fke  request  of  sock  individual,  1'ollowiny 

4  h+ht  correction  or  pttfgmg  of  personal   informatiottr 

.")  fnrnisk  fo  om4  recipient  of  soek  information  notifi 

(i  cation  fkaf  fke  tMn  ktes  keeo  ) airbed  or  corrected  ; 

i  ajid 

8  "f^H"  ***  ^^  **m*e  ^  ft  failure  to  resofv-e  a  dispute, 

9  advice  soek  indivioWl  of  kis   right   fo  request   fke 

_LVy  ll»TJ.^I«,ic«ii\  v     TTT  TTT\      1    I  111  I  HI     1    I  li  lll'\     _l  >l  >U  I  U  . 

TTT     J  Jell    1 1         •  Tvi\  ii        rrr^TTTTrTTTTtTTTrT        1  I  MX  lliuumii^;        TX        I II    I  7M  M  171  I 

12  information  system  eo  fke  da+e  ©f  fke  cnactmc-Hf  of  fkrs  Aef 

13  shall  notitiy  ky  toml  eoek  4a4n  subject  of  fke  faef  «of  htfer 

1   J-  t  llill   >        t    W  .  x.        A  ■  i  w  t  \  1* .  i        I<  .  I   I  j  \  \  1*  l  >  k  /-¥*        M  Wi        .   !>■>   f   /i        ^  ii         nnaiit    I  t  I  /  tit  t         i  ii         t    111.  ,\    y  .  t 

-*-*■  i  iii*  1 1   rrrn    v  i  n  1  r*    ri  *i iim^  ti  i y     1 1  11     \\\\  \  i     ttt    \  uni  mi  lit  it   ttt    ttttt^   ttttt 

15  tH-  tbe  kesf  known  address  of  fke  sokjeefr  Such  ttof+ee  sfmk — 
lb'  -(-~H~  describe  fke  type  of  information  kekl  k+  soek 

17  system  or  systonisT   expected  uses   allowed   of   eon  torn 

18  plated ;  a**! 

19  -(4f  itfwkk*  fke  name  tm4  ftdf  nddreos  ef  fke  pkee 

20  whore  fke  4afft  subject  rfa+y  obtain  personal  information 

21  pertaining  fo  kkor  a-no  io  fke  system. 

22  -fff  Data  subjects  of  archival  type  inactive  klesr  records, 

23  or   reports   skttk   ke    notified    ky   *«tk4   of   fke    reactivation, 

24  accessing  of  react-essing  of  *oek  fkesy  feeord^  or   reports 

25  oof  k+fer  fktm  s+*  months  affef  fke  dttfe  of  fke  enactment 

26  of  fk+s  AofT 
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15 

^  -fgf  r-£be  requirements  of  subsections  -faf  -f&f  tm4  -f4f 

2  fmti  subscct-ion*  -fe)-  ftne!  -(4f  "W"  *****  "f^f  ***'  ****^  >mbm 

_  i  '  Ll  .1  I  I        1  w  if        .trvi^l  i  »        i  i  t       ..III'        i  \  \*  t  I'ti  Hlf/>ltWill        *   1  >  »•»  ♦           /     1     \          lunmi.iin,          n  i  i 

O  MTrtTT     TTTTT      M  UIM  V      TTT     Mil  \       til  ^,M  1 1  IZ.ll  IHM1      TTTTTT        \    I  J       TTTTT  ITTVttTTT^      TTTT 

4  information  system   fhaf  disseminates   statistical   reports   e* 

c  research  feedings  bftsed  on  personal  information  drawn  from 

q  the   system,   or  frem   systems   el   other   organizations,    -(4f 

rj  purges  the  names,  personal   numbers,  er-  other  identifying 

g  particulars  el  individuals,  and  -f&f  certifies  to  toe  Federal 

g  Privacy  Board  tna4  ne  inferences  may  be  drawn  about  a-ny 

10  individual. 

12  ^^  ^O^r  :Fne  provisions  ef  tins  title  sbftH  net  apply  to 

13  personal  information  systems — 

14  -(4-)-  to  the  extent  tbftt  information  m  seen  systems 

15  is  maintained  by  ft  Federal  agency?  ftnd  fhe  head  ef  thftt 

16  agency  determines  tbftt  t-he  release  ef  toe  information 

17  would  seriously  damage  national  defense ; 

18  «(#)f  which  ftre  pftrt  el  active  criminal  investigator}' 

19  fUes  compiled  by  Federal,  State,  ef  leea4  law  enforce- 

20  ment  organizations,  except  where  sneh  ftles  have  been 

21  maintained  ler  a  period  longer  tbtm  is  necessary  to  ww- 

22  mence  criminal  prosecution-;  er 

23  -(-£}-  maintained  by  the  press  *h4  news  media,  except 

24  information  relating  to  employees  e£  sneb  organizations. 
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1  -FSH     0F  SOCIAL     MOCriHTY     M  MBER 

2  M*-t  ^^4^r  -14  4*a-H  be  unlawful  fw  wtv  organisation  fre 
;-5  require  mi  individual  to  disclose  8f  fuminh  kw  social  security 

4  account    number,  Iof  aw  purpose  m  connection   witb  a-ny 

5  business  transaotion  of  commercial  6f  other  activity,  of  fo 

6  refuse  to  extend  credit  w  make  ft  lea«  of  to  cftfror  «*to  fr»y 

7  other   business   transaction  w  commercial   relationship  wi4b 

8  ft«  individual  (except  to  the  extent  specifically  necessary  tor- 

9  the  conduct  of  administration  of  t4*e  old  age,  survivors,  and 

10  disability   insurance  program   established  under  4*tle  I-t  of 

11  the  Social  Security  Act)   m  "whole  e*  m  pt«4  because  s«efe 

12  individual  dees  Ret  disclose  of  furnish  swk  number,  unless 

13  tl*e  disclosure  of  furnishing  of  Sttt4*  number  is  specifically 

14  required  by  IftWr 

15  TITLE   III    MISCELLANEOUS 

16  DEFINITIONS 

nftrr'     £01       A  a    nfloJ    in   tV>io     A  nt 
S-TDTTT     OU  IT     lyti     U9\.'U    TTT     til  IB     JtJLCl 

18  *  44-f  fcbe  term  "Board"  means  the  federal  Privacy 

19  Board; 

20  -f^f  ^  *eFm  "information  system"  means  the  toW 

21  components  o-nd  operations  of  a  recordkeeping  process,' 

22  whether  automated  of  manual,  containing  personal  m- 

23  formation   ftnd   the   name,-   personal   number,   of  etbef 

24  identifying  particulars; 

23  -f&f  fbe  toFm  "personal  information"  means  h41  m- 
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1  formation   friar   deser&eS;    locals   trr   indexes   anything 

2*1    I  .  .  .  l  l  «  ..  i  >  nulll-nlin  I  I  1  if  .  I  I  1  i  I  1  i  .  t  >•  1  l  1     ■  iwllU-tUltlVi  111      .  i  1  i  i  M  I  I 

tttTtttrt     ttrr     111U1 1  ttxtttct     ill'  niuit  tj^     rrrs     t  uui  tl l lOlly     1 1 1 1 it i it  ill  1 

3  temigaotionsy  medical   history,-   eriminal7  or  employment 

4  record,  or  fhtrr  allords  a  basts  fe*  interring  prr-onnl  char 

5  adcns-tir-ST  >w4*  as  finder  and-  voice  prrttfsr  photographs, 
(j  e*  firing*  done  hy  or  tn  snch  individuals  rt«4  fire  record 

7  el  Iris  pre^erree-;  rcgistratiorh;  or  lncmhcrsliip  m  an  orga 

8  frkafinn  or  activity  or  admi-Mrm  fee  trtt  institution; 

9  -f4-f  fire  ffr^m  ^^eltt+rt  subject"   means  art  Individual 

10  aeettf  wirom  pf-rMtnal  rnrnr-ntafion  Is  indexed  nr  Hnty-  hr 

11  located    under    Ins    name7    pergonal    numbcry    or    other 

12  idcntirra-blo  particulars  in  an  information  system : 

13  -f^f  fhr1  fern*  -di^t-nnn.-HV11  means  fo  rtderrs-er  trans 

14  refj   or   otherwise    conimunicafe   information    orally,    m 

-*■"  ^VTTrtTT+^7  ttr  trr-  t  R  t  Tronic  11  a.  atitrr 

16  -^j-  tlte   term    "organisation"    means   a+fy   Federal 

1"  agency :  fire  government  trf  fire  Distrref  ol  Columbia ; 

18  a-ny  authority  el  rtny  rMaft^  tot* .4  government,  or  nflrer 

19  jurisdiction^  any  rm^-fre   <+r  private   entity   engaged   m 

20  business  for  prrrh-h-  a>  relates  fn  fha-f-  luisine*^ 

21  -f^  rhf  tt^rm  "purge—  means  fo  tdjlitcratt1  iniorma 

22  fron  completely  from  fire  transient,   permanent,   of  3tf- 

)  ~\  ithn'.t   I     v/  . -<  .^  j  \  +  d  i  |       i  fcf      .tit      /  ti*i>'>iiti^yt\  tii  tit    ■     .\*i,l 

*-<->  "III  \  111   I  VivM  11"^  tTT  nTT  trrj;ni  n/,n  1 1U11  ,   1 11  ltt 

24  -fKf  rrre  fern*  "Federal  agency"  mcan>  any  depart 


114 


18 

1  meat-,  agewy;  instrumentality,   hf  establishment   m  fhe 

2  executive    hrmclt    <4'    fbe    (iovernmtHH    *4    fhe    United 

3  States   m+4    includes   a++y    officer   hf    employee    thereof. 

4  thamo    kkchkts 

5  S^er  ;>0'_>.  4-h  connection  with  a+ty  dispnfe  hw?  fin*  a-p- 

6         1  i  I  li^+i  1 1 1  kit      i  it     tun'     i  fc  r\i  i  \_*  i  f>  i  n  *j  i     i  if     1  1  i  it         \  iti        i  w  i,     />i«/i>.>  n  i'i.>  ♦  i ,  ,i»     .   1 1  .>  1  I 
win  ui  i^mi      TTT     ci  i  i  >        I  F I  *  r  \   l.ilvn     TTT      T  1 1  !  V      -  a  "T  ,     TTTT     f  fj  *^?l  I 1 !  7.71  T  MMI      >  1 1  f  t  I  ! 

7  reveal   twy  personal    information   w   h+h1   professional.   pm- 

8  prictary,    w   ktt*Mncss   secrets:    except   as  is  required    under 

9tli|U  ,  V  t±t  A   1  I        ilu  mI/u'IIPiu'        j,w  k        f*/  w  1 1|  t  y*f  li  1        ijut  1  1         1  w  >        1*1  Ui-ti  i*iliiil        *\  . 

TTTI~       TTTT7       TTTT       "7  I  >  "    M  "rM  i  I  \    >        "  "       I  t    "TT  i  I  I  \    '  T       TTiTTTt       "  "\         T  \    J^rT  i"  It   TT       cT^ 

10     eonfidentitd  Uy  fh+*se  fo  whom  they  a-re  made. 

11  rilTMIV   \  t  .       T » Ti"  V  i\  T  T  V 

I     1 1  1 1'  I  1  .^  .  V  I J        rTTTntTTT 

12  S4*^   303r   Any   organ i sat  ion   of   responsible   ofiiccF  hI 

13  fm  organization  wk  willfully — 

14  -fUf  keeps  tw  information   system   without   having 

15  ttot-ified  fbe  Federal  Privacy  Board :  «f 

16  -f=H"  it^ucs  personal  information  m  violation  of  fh+s 

17  A^H 

18  *bail  be  fined  «f4  more  fb*m  ft  10,000  m  ef*eb  instance  of 

19  imprisoned  not-  more  tbtm  bVe  years,  of  hoth. 

2i  SfiPr  f^Hr  -f«-)-  :Pke    Attorney   (ieneral   of  fbe    United 

22  States,  an  fbe  advice  <4  fbe  Federal  Privacy  -Board,  h*  a+Hr 

23  a  grieved   person,  mf*y  bFmg  a-n  action  m  fbe  appropriate 

24  United  States  district  court  against  tmy  person  wL  btes  e»- 

25  gaged,  is  engaged,  of  is  ahout  fo  engage  m  aw  aefs  ef  prac 
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1  *4ees  m  ¥Jeiftge»  el  fhe  pw4*ifHw  el  t&s  A***-  4h=  «ii^  *l  ,+ke 

2  Federal  Privacy  Board,  to  enjoin  ****&  ,a**s  ef  iprt¥*tk'ca. 

3  -fbf  A-ny  pe3=sett  wkf>  yJLekto  the  provisions  ei  fe  A^ 

4  ef  ftfw  intkt  regulation^  or-  order  i;^uod  tiicrruador,  shftU  be 

5  liable  to  a^r  person  aggrieved  tlteroby  m  *»  areotu^  ccfual 

O  t.J.  k     +  '  ^  ^     niir>t     i-Vr 

*■*  TT7    vi«     7TTTTTT  TTI 

7  -(4-f  ww  actual  damages  a^atoma^  fey  a*  individual ; 

9  -(^f  ift  th^  eft^e  si  ww  suecos^ful  aetion  4o  /enforce 

10  ftft^  Halwlity  under  *te  .sftetion,  &e  veoefr9  v^  A*  aetion 

11  together  wkJ*  reasonable  attorney '.a  lees  as  dctermiRjpd 

12  hy  fbe  court. 

13  33ke  '^iiiu*l  .Stotos  eoasosite  »W  b?  am£  yft&at  6k&  #ee*i#ft 
-^  without  limitation  o«  the  amount  i&  ..caafoovqiigy. 

15  juauwiorioy  <$f  B^wey   QQqitys 

16  &eev  3Q&7  ,3%e  .dis^rtot  .equrts  ,«J  *fee  X^nJt^  v&t&fcee  fe^e 

17  jurisdiction  to  enforce  -any  subpofla  <ef  <©#&*  ,iwe4  &y  $*e 
i8  Federal  Privacy  Board  under  sections  4U^  of  403T  respee 
^9  lively,  el  tfeis  Aetr 

21  gee,  £$&  ^  .^y  ^cfav^ufll  **&e  49  *k$*e£  .agqcas  <te 

22  mlopnifttion  *rtftttfq4-*e  <ke  ,fetj»se4  \W^er  ,&e  pi^vfripnij  <** 

23  $&  Ae^es&M^  j^4ie^  ^e^e^  ,^  ^  fs^^  ^  s^k 
24 


25 


44-  £ke  ditrtmt  roegtfe  el>*e  United  §fc*H*  k#*e  j«*ie- 
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1  diction  k+  Wa+-  h-h4  4efeiH++wti  m41  *H-io+t*  ln'ouglit  under  mk- 

-  section  -fa-)-  t4  fnis  section. 
3  i>n-:rTivr:   ha*+-: 

T-  ^Pi  I  *ll  i    ^,  1     Illy,  A   A*t_       fcil  Ul  1  I        [Jkitfl        flfift/J         *  M\  /A       ViU\l*       i\f^  itl*       ilkjA 

lwfUV    •      Uv  I  •       xTTTT*     TT\T     rTTTTTTT      uin\       rTTTTT     t7TT\        yvul      CI!  I  v  1      t  lit 

f)  I  I  Q  *  *  *    -  *■!     l  1  ■.',    '*»***  ^  if  nu  ttf  i 1 

w  llltl'l     TTT    rCv*   1.  Hill  rui\  in  . 

<>  Al'TllOHI/A^HN-     OP     AWHOiHi  I  AXIOMS 

7  ^M-t^  ^O^t  There  H-Fe  authori/col  to  ke  Appropriated  ^m4t 

8  swhs  a*  wtw  be  Beeeaaary  to  carry  tmt  fke  provisions  el  4w 

10  7777,  E  ^PRIVACY  PROTECTION  COMMISSION 

11  ESTABLISHMENT  OF  COMMISSION 

12  Stec.  i^7.   faj    77m /-c   is  established  as  an  independent 

13  agency  of  the  executive  branch  of  the  Government  tin  Privacy 

14  Protection  Commission. 

15  (bylfij  77/e  Commission  shall  be  composed  of  fire  mem* 

16  fors  rcfio  shall  be  appointed  by  the  President,  by  and  with 

17  the  advice  and  consult  of  tin    Smote,  from   among  mi  ml>ers 

18  of  the  public  at  large  who,  by  reason  of  their  knowledge  and 

19  expertisi  in  any  of  th  following  areas:  civil  rights  and  liber- 

20  ties,  law.  social  senna*,  and  computer  technology,  business 

21  and  StaU  and  local  government,  an  well  qualified  for  service 

22  on  thi    Commission  and  who  an    not  otherwisi    officers  or 

23  employees  of  tin   United  States.  Not  mon   than  thru   of  flu 

24  numbers  of  tin    Commission  shall  In    adherents  of  the  some 

25  political  parti/. 
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1  (2)  One  of  the  Commissioners  shall  be  appointed  Chair- 

2  man  by  the  Presidi  nt: 

3  (B)  A  Commissioner  appointed  as  Chairman  shall 

4  as  ('hairman  until  the  expiration  of  his  term  as  a  Commis- 

5  sioner  of  the  Commission   (except  thai  hi    may  continue  to 

6  serve  as  Chairman  for  so  long  as  he  remains  a  (  ommissioner 

7  and  his  successor  as  Chairman  has  not  taken  office).  An  in- 

8  dividual  may  be  appointed  as  a  Commissioner  at  the  same 

9  time  he  is  appointed  Chairman. 

10  (c)   The  Chairman  shall  preside  at  all  meetings  of  the 

11  Commission  and  a  quorum   f(>r  the   transaction  of  business 

12  shall  consist  of  at  least  three  members  present  (but  the  Chair- 

13  man  may  designate  an  Acting  Chairman  who  man  preside  in 

14  the  absence  of  the  Chairman).  Each  member  <>j  thi    Com- 

15  mission,   including  the   (hair/nan,  shall  have  equal  respon- 

16  sibility  and  authority  in  all  decisions  and  actions  of  the  Com- 

17  mission,   shall  have  full  access   to   all   information    relating 

18  to  the  performance  of  his  duties  or  responsibilities,  and  shall 

19  have  one  vote.  Action  of  the  Commission  shall  be  determined 

20  by  a  majority  vote  of  the  members  present.   The  ('hair/nan 

21  (or  Acting  Chairman)  shall  be  thi   official  spoilsman  of  the 

22  Commission  in  its  relations  with  tin   '  .   (lovernment 

23  agencies,  persons,  or  the  public,  and,  on  behalf  of  th>    Com- 

24  mission,  shall  see  to  the  faithful  execution  of  thi  policies  and 

25  decisions  of  the  Commission,  and  shall  report  thereon  to  the 

63-619   O  -  76  -  9 
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1  Commission  from  time  to  time  <>r  as  the  Commission  may 

2  direct. 

3  (d)  Each  Commissioner  shall  be  compensated  at  the  raU 
^  provided  for  under  section  5314  of  title  5  of  the  United  States 
^  Code,  relating  to  level  IV  of  the  Executive  Schedule. 

6  (e)  Commissioners  shall  serve  for  terms  of  three  years. 

■  No  Commissioner  may  serve  more  than  tiro  terms.  Vacancies 

8  in  the  membership  of  the  Commission  shall  be  filled  in  the 

"  same  manner  in  which  the  original  appointment  was  made. 

10  (f)   Vacancies  in  the  membership  of  the  Commission,  as 

11  long  as  there  are  three  Commissioners  in  office,  shall  not  im- 

12  pair  the  power  of  the  Commission  to  execute  the  functions 

13  and  powers  of  the  Commission. 

14  (g)    The  members  of  the   Commission   shall  not  engage 

15  in  any  other  employment  during  their  tenure  as  members  of 

16  the  Commission. 

17  PERSONNEL   OF   THE  COMMISSION 

18  Sec.  102.    (a)(1)    The  Commission  shall  appoint  an 

19  Executive  Director  who  shall  perform  such   duties   as  the 

20  Commission  may  determine.  Such  appointment  may  be  made 

21  without  regard  to  the  provisions  of  title  5,    United  States 

22  Code. 

23  (2)   The  Executive  Director  shall  be  compensated  at  a 

24  rate  not  in  excess  of  tin    maximum   rate  for  GS-18  of  the 

25  General  Schedule  under  section  5332  of  title  5,  United  States 

26  ( 'ode. 


23 

1  (b)    The  Commission  is  authorized  to  appoint  and  fir 

2  the  compensation  of  such  officers  and  employees,  and  prescribe 

3  their  functions  and  duties,  as  may  be  necessary  to  carry  out 

4  the  provisions  of  this  Act. 

5  (c)  The  Commission  may  obtain  the  services  of  experts 

6  and  consultants  in  accordance  with  the  provisions  of  section 

7  3109  of  title  5,  United  States  Code. 

8  FUNCTIONS   OF   THE  COMMISSION 

9  Sec.  103.   (a)    The  Commission  shall — 

10  (1)  publish  annually  a  United  States  Directory  of 

11  Information  Systems  containing  the  information  speci- 

12  fied  to  provide  notice  utider  section  201(c)(3)   of  this 

13  Act  for  each  information  system  subject  to  the  provisions 

14  of  this  Act  and  a  listing  of  all  statutes  which   require 

15  the  collection  of  such  information  by  a  Federal  agency; 

16  (2)  investigate,  determine,  and  report  any  violation 

17  of  any  provision  of  this  Act  (or  any  regulation  adopted 

18  pursuant  thereto)  to  the  President,  the  Attorney  General, 

19  the  Congress,  and  the  General  Services  Administration 

20  where  the  duties  of  that   agency  are   involved,   and  to 

21  the  Comptroller  General  when  it  deems  appropriate;  and 

22  (3)  develop  model  guidelines  for  the  implementation 

23  of  this  Act   and  assist  Federal  agencies   in    preparing 

24  regulations    and    meeting    technical    and    administrative 

25  requirements  of  this  Act. 
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1  (b)  Upon  receipt  of  any  report  required  of  a  Federal 

2  agency  describing  (1)  any  proposed  information  system  or 

3  data  bank,  or  (2)  any  significant  expansion  of  an  existing 

4  information  system  or  data  bank,  integration  of  files,  pro- 

5  grams  for  records  linkagt  within  or  among  agencies,  or  cen- 

6  tralization  of  resources  and  facilities  for  data  processing,  the 

7  Commission  shall — 

8  (A)  review  such  report  to  determine  (i)  the  prob- 

9  able  or  potential  effect  of  such  proposal  on  the  privacy 

10  and  other  personal  or  property  rights  of  individuals  or 

11  the  confidentiality  of  information  relating  to  such  indi- 

12  viduals,  and  (ii)  its  effect  on  the  preservation  of  the  con- 

13  stitutional  principles   of  federalism    and  separation    of 

14  powers;  and 

15  (B)  submit  findings  and  make  recommendations  to 

16  the  President,  Congress,  and  the  General  Services  Ad- 

17  ministration  concerning  the  need  for  legislative  authori- 

18  zation   and  administrative  action    relative   to   any  such 

19  proposed  activity  in  order  to  meet  the  purposes  and  re- 

20  quirements  of  this  Act. 

21  (c)  After  receipt  of  any  report  required  under  subsec- 

22  tion   (b),  if  the  Commission  determines  and  reports  to  the 

23  Congress  that  a  proposal  to  establish  or  modify  a  data  bank 

24  or  information  system  does  not  comply   with   the  standards 

25  established  by  or  pursuant  to  this  Act,  the  Federal  agency 

26  submitting  such  report  shall  not  proceed  to  establish  or  modify 
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1  any  such  data  bank  or  information  system  for  a  period  of 

2  sixty  days  from  the  date  of  receipt  of  notice  from  the  Com- 

3  mission  that  such  data  bank  or  system  does  not  comply  with 

4  such  standards. 

5  (d)  In  addition  to  its  other  functions  the  Commission 

6  shall— 

7  (1)  to  the  fullest  extent  practicable,  consult  with 
the  heads  of  appropriate  departments,  agencies,  and 
instrumentalities  of  the  Federal  Government,   of  State 

10  and  local  governments,  and  other  persons  in  carrying 

11  out  the  provisions  of  this  Act  and  in  conducting  the  study 

12  required  by  section  106  of  this  Act; 

13  (2)    perform   or  cause   to   be  performed  such   re- 

14  search  activities  as  may  be  necessary  to  implement  title 

15  II  of  this  Act,  and  to  assist  Federal  agencies  in  comply- 

16  ing  with  the  requirements  of  such  title;  and 

17  (3)  determine  what  specific  categories  of  informa- 

18  Hon  should  be  prohibited  by  statute  from  collection   by 

19  Federal  agencies  on  the  basis  that  the  collection  of  such 

20  information    would    violate    an    individual's    right    of 

21  privacy. 

22  CONFIDENTIALITY  OF  INFORMATION 

2^  Sec.  104.    (a)   Each  department,   agency,   and  instru- 

2^  mentality  of  the  executive  branch  of  the  Government,  includ- 

25  ing  each  independent  agency,  shall  furnish  to  the  ( Commission, 

26  upon  request  made  by  the  Chairman,  such  data,  reports,  and 
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1  of/u  /•  information  as  the  Commission  deems  m  a ssary  t<>  carry 

2  out  its  functions  undt  r  this  Act. 

3  (h)  In   carrying  out   its  functions   and  exercising   Us 

4  powers  under  this  Act,  fix  Commission  may  accept  from  any 

5  Federal  agency  or  other  /><  rson  any  identifiable  personal  data 

6  if  such  data  is  necessary  to  carry  out  such  powers  and  func- 

7  tions.  In  any  case  in  which  the  Commission  accepts  any  such 

8  information,  it  shall  provide  appropriate  safeguards  to  insure 

9  that  the  confidentiality  of  such  information  is  maintained  and 
1G  thai  upon  completion  of  the  purpose  for  which  such  informa- 

11  Hon  is  required  it  is  destroyed  or  returned  to  the  agency  or 

12  person  from  which  it  is  obtained,  as  appropriate, 

13  POWERS   OF   THE   COMMISSION 

14  Sec.   105.   (a)(1)    The  Commission   may,  in  carrying 

15  o?//  its  functions  under  this  Act,   conduct  such    inspections, 

16  sit  and  act  at  such  times  and  places,  hold  such  hearings,  take 

17  such  ti  stimony,  require  by  subpena  the  attendance  of  such  unti 

18  ix'sses  and  the  production  of  such  books,  records,  pajk  r»,  cor- 

19  respondence,  and  documents,  administer  such  oaths,  hare  such 

20  printing  and  binding  done,  and  make  such  expenditures  as 

21  the  Commission  deems  advisable.  Subpenas  shall  b<    issued 

22  under  tin  signature  of  the  Chairman  or  any  member  of  the 

23  Commission  designated  by  the  Chairman  and  shall  be  served 

24  by  any  person  designated  by  the  Chairman  or  any  such  m< m- 
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1  ber.  Any  member  of  the  Commission  may  administer  oaths  or 

2  affirmations  to  witnesses  appearing  before  the  ( 'ommission. 

3  (2)  In  case  of  disobedience  to  a  subpena  issued  undi  r 

4  paragraph  (1 )  of  this  subsection,  the  Commission  may  invoh 

5  the  aid  of  any  district  court  of  the  United  States  in  requiring 

6  compliance  with  such  subpena.   Any  district  court   of   the 

7  United  States  within  the  jurisdiction  where  such  person  is 

8  found  or  transacts  business  may,  in  case  of  contumacy  or  re- 

9  fusal  to  obey  a  subpena  issued  by  the  Commission,  issue  an 

10  order  requiring  such  person  to  appear  and  testify,  to  produce 

11  such  books,  records,  papers,  correspondence,  and  documents, 

12  and  any  failure  to  obey  the  order  of  the  court  shall  be  pun- 

13  ished  by  the  court  as  a  contempt  thereof. 

14  (3)   Appearances  by  the   Commission  under  this  Act 

15  shall  be  in  its  own  name.  TJie  Commission  shall  be  repre- 

16  sented  by  attorneys  designated  by  it. 

17  (4)  Section  6001(1)   of  tide  18,   United  States  Code, 

18  is  amended  by  inserting  immediately  after  il Securities  and 

19  Exchange  Commission,"  the  following:  "the  Privacy  Protec- 

20  tion  Commission," . 

21  (b)   The  Commission  may  delegate  any  of  its  functions 

22  to  sucli  officers  and  employees  of  the  Commission  as  the  Com- 

23  mission   may  designate  and   mag   authorize   such    successive 

24  redelegations  of  such  functions  as  it  mag  deem  desirable. 
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1  (c)  In  order  to  carry  out  the  provisions  of  this  Act,  the 

2  Commission  is  authorized — 

3  (1)  to  adopt,  amend,  and  repeal  rules  and  regula- 

4  tions  governing  the  manner  of  its  operations,  organiza- 

5  Hon,  and  jit  rsonnel; 

6  (2)  to  adopt,  amend,  and  repeal  interpretative  rules 

7  for   the   implementation    of   the    rights,    standards,    and 

8  safeguards  provided  under  this  Act; 

9  (3)  to  enter  into  contracts  or  other  arrangements  or 

10  modifications  thereof,  with  any  government,  any  agency 

11  or  department  of  the  United  States,  or  with  any  person, 

12  firm,  association,  or  corporation,  and  such  contracts  or 

13  other    arrangements,    or   modifications    thereof,    may   be 

14  entered  into  without  legal  consideration,  without  perform- 

15  ance  or  other  bonds,  and  without  regard  to  section  3700 

16  of  the  Revised  Statutes,  as  amended  (41   U.S.C.  5) ; 

17  (4)  to  make  advance,  progress,  and  other  payments 

18  which  the  ('ommission  deems  necessary  under  this  Act 

19  without  regeird  to  the  provisions  of  section  3648  of  the 

20  Revised  Statutes,  as  amend,  d  (31   U.S.C.  529); 

21  (5)  receive  complaints  of  violations  of  this  Act  and 

22  regulations  adopted  pursuant  thereto;  and 

23  ((>)   to  take  such  other  action  as  may  be  necessary 

24  to  carry  out  the  provisions  of  this  Act. 
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1  COMMISSION  STUDY  OF  OTHER   GOVERNMENTAL   AND 

2  PRIVA  TE  ORGANIZ.  I  TIONS 

3  Sec.  106.  (a)(1)   The  Commission  shall  make  a  study 

4  of   the   dala    banks,    automated   data    processing   programs, 

5  and    information    systems    of    governmental,    regional,    and 

6  private  organizations,  in  order  to  determine   the  standards 

7  and  procedures  in  force  for  the  protection  of  personal  infor- 

8  motion,  and  to  determine  the  extent  to  which  those  standards 

9  and  procedures  achieve  the  purposes  of  this  Act. 

10  (2)   The  Commission  periodically  shall  report  its  find- 

11  ings  to  the  President  and  the  Congress  and  shall  complete  the 

12  study  required  by  this  section  not   later   than   three  years 

13  from  the  date  this  Act  becomes  effective. 

14  (3)  The  Commission  shall  recommend  to  the  President 

15  and  the  Congress  the  extent,  if  any,  to  which  the  requirements 

16  and  principles  of  this  Act  should  be  applied  to  the  information 

17  practices  of  those  organizations  by  legislation,  administrative 

18  action,  or  by  voluntary  adoption  of  such  requirements  and 

19  principles.  In  addition,  it  shall  submit  such  other  legislative 

20  recommendations   as  it   may   determine   to   be   necessary   to 

21  protect  the  privacy  of  individuals  while  meeting  the  legitimate 

22  needs  of  government  and  society  for  information. 

23  (b)(1)   in  the  course  of  such  study  and  in  its  reports, 

24  the  Commission  shall  examine  and  analyze — 
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1  (A)   interstate  transfer  of  information  about  in- 

2  dividual*    which    is    being    undertaken    through    manual 

3  files  or  by  computer  or  other  electronic  or  telecommuni- 

4  cations  means; 

5  (B)    data    hanks    and    information    programs    and 

6  systems   the   operation    of   which   significantly    or    sub- 

7  stantially  affect  the  enjoyment  of  the  privacy  and  other 

8  personal  and  property  rights  of  individuals; 

9  (C)  the  use  of  social  security  numbers,  license  plate 

10  numbers,    universal    identifiers,    and    other    symbols    to 

11  identify  individuals  in  data  banks  and  to  gain  access  to, 

12  integrate,  or  centralize  information  systems  and  files;  and 

13  (D)  the  matching  and  analysis  of  statistical  data, 

14  such  as  Federal  census  data,  with  other  sources  of  per- 

15  sonal  data,  such  as  automobile  registries  and  telephone 

16  directories,  in  order  to  reconstruct  individual  responses 

17  to  statistical  questionnaires  for  commercial  or  other  pur- 

18  poses,  in  a  way  which  results  in  a  violation  of  the  implied 

19  or  explicitly  recognized  confidentiality  of  such  informa- 

20  tion. 

21  (2)    The  Commission  shall  include  in  its  examination 

22  information  activities  in  the  following  areas:  medical,   in- 

23  surance,  education,  employment  and  personnel,  credit,  bank- 

24  ing  and  financial  institutions,  credit  bureaus,  the  commer- 
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1  cial  reporting  industry,  travel,  hotel,  and  entertainment  res- 

2  ervations,  and  electronic  check  processing.  The  Commission 

3  may  study  such   other   information   activities    necessary    to 

4  carry  out  the  congressional  policy  embodied  in  this  Act,  ex- 

5  cept  that  the  Commission  shall  not  investigate  information 

6  systems  maintained  by  religious  organizations. 

7  (3)  In  conducting  the  study,  the  Commission  shall — 

8  .  (A)  determine  what  laws,  Executive  orders,  regula- 

9  tions,   directives,   and  judicial  decisions  govern   the   ac- 

10  tivities  under  study  and  the  extent  to  which  they  are  con- 

11  sistent  with  the  rights  of  privacy,  due  process  of  law, 

12  and  other  guarantees  in  the  Constitution; 

13  (B)    determine    to   what   extent   governmental    and 

14  private   information   systems  affect   Federal-State   rela- 

15  tions  or  the  principle  of  separation  of  powers; 

16  (C)   conduct  a  thorough  examination  of  standards 

17  and  criteria  governing  programs,  policies,  and  practices 

18  i        relating    to    the    collection,    soliciting,    processing,    use, 

19  access,   integration,   dissemination,   and  transmission   of 

20  personal  information;  <  . 

21  (D)  to  the  maximum  extent  practicable,  collect  and 

22  utilize  findings,  reports,  and  recommendations  of  major 

23  governmental,  legislative  and  private  bodies,  institutions, 

24  organizations,    and    individuals    ivhich    pertain    to    the 
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1  problems  under  study  by  tht  Commission;  and 

2  (E)   receive  and  review  complaints  with  respect  to 

3  any  matter  under  stud;/  by  the  Commission  which  mat/ 

4  be  submitted  by  any  person. 

5  REPORTS 

6  Sec.  107.  The  Commission  shall,  from  time  to  time,  and 

7  in  an  annual  report,  report  to  the  President  and  the  Congress 

8  on   its  activities  in  carrying  out  the  provisions  of  this  Act. 

9  TITLE    II—STAXDA1WS    AND    MANAGEMENT 

10  SYSTEMS  FOR  HANDLING    INFORMATION 

11  RELATING  TO  INDIVIDUALS 

12  SAFEGUARD  REQUIREMENTS  FOR  ADMINISTRATIVE,  INTEL- 
IS  LIGENCE,     STATISTICAL-REPORTING,     AND    RESEARCH 

14  PURPOSES 

15  SEC.  201.  (a)  Each  Federal  agency  shall — 

16  (1)  collect,  solicit,  and  maintain  only  such  personal 

27  information  as  is  relevant  and  necessary  to  accomplish  a 

28  statutory  purpose  of  the  agency  ; 

19  (2)  collect  information  to  the  greatest  extent  practi- 

20  cable  directly  from  the  subject  individual  when  the  infor- 

21  mation  may  result  in  adverse  determinations  about  an 

22  individuals  rights,  benefits,  and  privileges  under  Federal 

23  programs;  and 


129 


33 

1  (3)  inform  any  individual  requested  to  disclose  per- 

2  sonal  information  whether  that  disclosure  is  mandatory 

3  or  voluntary,  by  what  statutory  authority  it  is  solicited, 

4  what  uses  the  agency  will  make  of  it,  what  penalties  and 

5  specific  consequences  for  the  individual,  which  arc  known 

6  to  the  agency,  will  result  from  nondisclosure,  and  what 
^  rules  of  confidentiality  will  govern  the  information. 

8  (b)  Each  Federal  agency  that  maintains  an  information 

9  system  or  file  shall,  with  respect  to  each  such  system  or  file — 

10  (1)    insure   that  personal  information   maintained 

11  in  or  disseminated  from   the  system  or  file  is,   to   the 

12  maximum  extent  possible,  accurate,  complete,  timely,  and 

13  relevant  to  the  needs  of  the  agency, 

14  (2)   refrain  from  disclosing  any  such  personal  in- 

15  formation    within    the   agency   other  than    to   officers   or 

16  employees  who  have  a  need  for  such  personal  informa- 

17  tion  in  the  performance  of  their  duties  for  the  agency: 

18  (3)    maintain    a    list   of   all   categories   of   persons 

19  authorized  to  have  regular  access  to  personal  informa- 

20  ,    tion  in  the  system  or  file; 

21  (4)   maintain  an   accurate  accounting  of  the  date, 

22  nature,  and  purpose  of  all  other  access  granted  to  the 

23  system  or  file,  and  all  other  disclosures  of  personal  in- 

24  formation  made  to  any  person  outside  the  agency,  or  to 

25  another  agency,  including  the  name  and  addi^ess  of  the 

26  person  or  other  agency  to  whom  disclosure  was  made  or 
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1  |  access  was  granted,  except  as  provided  by  section  202(b) 

2  |  of  this  Act; 

3  (5)   establish   rules  of  conduct  and  notify  and  in- 

4  struct  each  person  involved  in  the  design,  development, 

5  operation,  or  maintenance  of  the  systein  or  file,  or  the 

6  collection,  use,  maintenance,  or  dissemination  of  informa- 

7  tion  about  an  individual,  of  the  requirements  of  this  Act, 

8  including  any  rules  and  procedures  adopted  pursuant 

9  to  this  Act  and  the  penalties  for  noncompliance; 

10  (ft)   establish  appropriate  administrative,   technical 

11  and  physical  safeguards  to  insure  the  security  of  the 

12  information  system  and  confidentiality  of  personal  infor- 

13  motion  and  to  protect  against  any  anticipated  threats 

14  or  hazards  to  their  security  or  integrity  which  could 

15  result  in  substantial  harm,  embarrassment,  inconvenience, 

16  or  unfairness  to  any  individual  on  whom  personal  in- 

17  formation  is  maintained;  and 

18  (7)  establish  no  program  for  the  purpose  of  collect-  , 

19  ing  or  maintaining  information  describing  how  indirid- 

20  uals  exercise   rights  guaranteed  by  the  first  amendment 

21  unless  the  head  of  the  agency  specifically  deter/nines  that 

22  such  program  is  required  for  the  administration   of  a 

23  statute  which  the  agency  is  charged  with  adminisU  ring  or 

24  implementing. 
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1  (c)  Any  Federal  agency  that  maintains  an  information 

2  system   or  file  shall — 

3  (1)  make  available  for  distribution  upon  flu   request 

4  of  any  person  a  statement  of  the  existence  and  character 

5  of  each  such  system  or  file; 

6  (2)  on  the  date  on  which  this  Act  becomes  effective 

7  and  annually  thereafter,  notify  the  Commission  and  give 

8  public  notice  of  the  existence  and  character  of  each  ex- 

9  isting  system  or  file  simultaneously,  and  cause  such  notice 

10  to  be  published  in  the  Federal  Register;  and 

11  (3)   include  in  such  notices  at  least  the  following 

12  information : 

13  ( A )  name  and  location  of  the  system  or  file; 

14  (B)  nature  and  purposes  of  the  system  or  file; 

15  (C)  categories  of  individuals  on  whom  personal 

16  information  is  maintained  and  categories  of  personal 

17  information  generally  maintained  in  the  system  or 

18  file,  including  the  nature  of  the  information  and  the 

19  approximate  number  of  individuals  on  whom  infor- 

20  motion  is  maintained ; 

21  (D)   the  confidentiality  requirements   and   the 

22  extent  to  which  access  controls  apply   to  such    in- 

23  formation; 

24  fE)  categories  of  sources  of  such  personal  infor- 

25  motion; 
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1  (F )  the  Fedefat  agency's  poHcks  and  practice  .< 

2  irdmg  implementation  of  section*  201  and  202  of 

3  this  Art,  in  f  fir  mat  ion  storage,  duration  of  retention 

4  of  information,  and  elimination  of  such  information 

5  from  tin  system  or  file; 

6  (d )    uses  made  by  the  agency  of  the  persona! 

7  information  contained  in  the  system  or  file; 

8  (H)   identity  of  other  agencies  and  categories 

9  of  persons  to  whom  disclosures  of  perJon'o?  informd- 
10  lion  arc  made,  or  to-  whom  access  to  the  system  or 
H  file  may  be  granted,  together  with  the  purposes  there-' 

12  for  and  the  administrative  constraint's,   if  any,   On 

13  sweft-  disclosures  and  access,  including  any  such  con- 

14  straints  on  rediscfosure ; 

15  (I)  procedures  whereby  an  individual  can  (i) 

16  be  informed  if  the  system  or  file  contains  personal 

17  information  pertaining  to  himself  or  herself,    (ii) 

18  gain  access  to  such  information,  and  (Hi)   contest 

19  the    accuracy,    completeness,    timeliness,    relevance, 

20  '  and  necessity  for  retention   of  the  personal  infor- 

21  motion;  and 

22  (J)   name,  title,  official  address,  and  telephone 

23  number  of   the   officer    immediately   responsible  for 

24  the  system  or  file. 
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1  (d)(1)    Each    Federal  agency   thai   maintains  an    in- 

2  formation  system  or  file  shall  assure  to  an  individual  upon 

3  request  the  folloiuing  rights: 

4  (A)  to  be  informed  of  the  existence  of  any  personal 

5  information  pertaining  to  that  individual; 

6  (B)   to  have  full  access  to  and  right  to  inspect  the 

7  personal  information  in  a  form  comprehensible  to  the 

8  individual; 

9  (C)  to  know  the  names  of  all  recipients  of  informa- 

10  tion  about  such  individual  including  the  recipient  orga- 

11  nization  and  its  relationship  to  the  system  or  file,  and  the 

12  purpose  and  date  when  distributed,  unless  such  infortna- 

13  tion   is  not   required  to  be  maintained  pursuant  to  this 

14  Act; 

15  (D)  to  know  the  sources  of  the  personal  information, 

16  or  where  the  confidentiality  of  such  sources  is  required 

17  by  statute,  the  right  to  know  the  nature  of  such  sources; 

18  (E)   to  be  accompanied  by  a  person  chosen  by  the 

19  individual  inspecting   the   information,    except    that    an 

20  agency  or  other  person   may  require  the   individual  to 

21  furnish  a  written  statement  authorizing  discussion  of  that 

22  individual's  file  in  the  person  s  presence; 

23  (F)    to   receive   such   required  disclosures   and   at 

24  reasonable  standard  charges  for  document  duplication, 
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1  in   person   or   by   mail,    if   upon    written    request,    with 

2  propi  r  idi  ntification ;  and 

3  (G )  to  be  completely  informed  about  the  uses  and 

4  disclosures  made  of  any  such  information  contained  m 

5  any  such  system  or  file  except  those  rises  and  disclosures 

6  made  pursuant  to  law  or  regulation  permitting  public 

7  inspection  or  copying. 

8  (2)    Upon  receiving  notice  that  an  individual  ivishes  to 

9  challenge,  correct,  or  explain  any  personal  information  about 

10  him  in  a  system  or  file,  such  Federal  agency  shall  comply 

11  promptly  with  the  following  minimum  requirements : 

12  (A)  investigate  and  record  the  current  status  of  the 

13  personal  information; 

14  (B)   correct  or  eliminate  any  information  that  is 

15  found  to   be  incomplete,   inaccurate,   not   relevant,    not 

16  timely  or  necessary  to  be  retained,  or  which  can  no  longer 

17  be  verified; 

18  (C)  accept  and  include  in  the  record  of  such  in- 

19  formation,  if  the  investigation  does  not  resolve  the  die- 

20  pute,  any  statement  of  reasonable  length  provided  by  the 

21  individual  setting  forth   his   position   on   the   disputed 

22  information; 

23  (D)  in  any  subsequent  dissemination  or  use  of  the 

24  disputed  information,  clearly  report  the  challenge  and 

25  supply    any   supplemental   statement   filed   by    the    in- 

26  dividual; 
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1  (E)  at  the  request  of  such  individual,  following  any 

2  ;  correction    or    elimination    of    challenged    information, 

3  inform  past  recipients  of  its  elimination  or  correction; 

4  and 

5  (F)  upon  a  failure  to  resolve  -a  dispute  nmer  infor- 

6  mation  in  a  system  or  file,  at  the  request  of  such  indi- 

7  vidual,  grant  a  hearing  before  an  official  of  the  agency, 

8  which  shall  be  conducted  as  follows: 

9  (i)  such  hearing  shall  be  held  within  thirty  days 

10  of  the   request   at   which    time   the    individual  may 

11  appeal  with  counsel,  present  evidence,  and  examine 

12  and  cross-examine  witnesses; 

13  {ii)  any  record  found  after  such  a  hearing  to 

14  be  incomplete,  inaccurate,  not  relevant,   not  timely 

15  nor  necessary  to  be  retained,  or  which  can  no  longer 

16  be  verified,  shall  within  thirty  days  of  the  date  of 

17  such  findings  be  appropriataely  modified  or  purged; 

18  and 

19 1  (Hi)   the  action  or  inaction  of  any  agency  on 

20  i  a  request  to  review  and  challenge  personal  data  in 

21  j  its  possession  as  provided  by  this  section  shall  be 

22  reviewable   by   the   appropriate    United  States   dis- 

23  trict  court. 

24  j  (e)    When   a  Federal  agency  provides  by  a   contract, 

25  grant,  or  agreement  the  specific  creation  or  substantial  altera- 
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1  turn  of  an  information  tgttiem  or  file  and  the  primary  purpa* 

2  of    the    (/rant,    contract,     or    agreement     is    the    creation     or 

3  substantial  alt,  ration   of  such   an   information   system   or   fib, 

4  tht     agency    shall,    consistent    with     its    authority,    cans,     the 

5  requirements   of   subsections    (a),    (h),    (c),    and    (d)    to 

6  be  applied  to  such   si/stem   or  file.   In   cases   when    contrac- 

7  tors  and  grantees  or  parties   to   an    agreement   are   public 

8  agencies  of  States  or  the  District   of   Columbia   or  public 

9  agencies  of  political  subdivisions  of  States,  the  requirements 

10  of   subsections    (a),    (b),    (c),    and    (d)    shall    be    deemed 

11  to   have    been    met    if   the    Federal    agency    determines    that 

12  the  Sfatt    or  the  District  of  Columbia  or  public  agencies  of 

13  political  subdivisions  of  the  State  have  adopted  legislation  or 

14  regulations  which  impose  similar  requirements. 

15  (f)(1)  Any  Federal  agency  maintaining  or  proposing 

16  to  establish  a  personal  information  system  or  file  shall  pre- 

17  pare  and  submit  a  report  to  the  Commission,  the  General 

18  Services  Administration,  and  to  the  Congress  on  proposed 

19  data    banks   and   information    systems   or   files,    the   proposed 

20  significant  expansion  of  existing  data  banks  and  information 

21  systems  or  files,  integration  of  files,  programs  for  records  link- 

22  age  within  or  among  agencies,  or  centralization  of  resources 

23  and  facilities  for  data  processing,   which   report  shall   in- 

24  elude — 
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1  (A)  the  effects  of  such  proposals  on  the  rights,  bene- 

2  fits,  and  privileges  of  the  individuals  on  ivhom  personal 

3  information  is  maintained; 

4  (B)  a  statement  of  the  software  and  hardware  fea- 

5  tures  which  would  be  required  to  protect  security  of  the 

6  system  or  file  and  confidentality  of  information; 

7  (C)  the  steps  taken  by  the  agency  to  acquire  such 

8  features  in  their  systems,  including  description  of  con- 

9  sulfations  with   representatives  of  the  National  Bureau 

10  of  Standards;  and 

11  (D)  a  description  of  changes  in  existing  interagency 

12  or  intergovernmental  relationships  in  matters  involving 

13  the  collection,  processing,  sharing,  exchange,  and  dissemi- 

14  |       nation  of  personal  information. 

15  (2)  The  Federal  agency  shall  not  proceed  to  implement 

16  such  proposal  for  a  period  of  sixty  days  from  date  of  receipt 

17  of  notice  from  the  Commission  that  the  proposal  does  not 

18  comply  with  the  standards  established  under  or  pursuant  to 

19  this  Act. 

20  (g)   Each  Federal  agency  covered  by  this  Act  which 

21  maintains  an  information  system  or  file  shall  make  reasonable 

22  efforts  to  serve  advance  notice  on  an  individual  before  any 

23  personal  information  on  such  individual  is  made  available 

24  to  any  person  under  compulsory  legal  process. 
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1  (h)   No  person   may  condition   the  granting  or   with- 

2  holding  of  any  right,  privilege,  or  benefit,  or  make  as  a  con- 

3  dition  of  employment  the  securing  by  any  individual  of  any 

4  information  which  such  individual  may  obtain  through  the 

5  exercise  of  any  right  secured  under  the  provisions  of  this 

6  section. 

7  DISCLOSURE  OF  INFORMATION 

8  Sec.  202.    (a)   No  Federal  agency  shall  disseminate 

9  personal  information  unless — 

10  (1)    it  has  made  written  request  to  the  individual 

11  who  is  the  subject,  of  the  information  and  obtained  his 

12  written  consent; 

13  (2)    the  recipient  of  the  personal  information  has 

14  adopted  rules  in  conformity  with  this  Act  for  maintain- 

15  nig  the  security  of  its  information  system  and  files  and 

16  the    confidentiality    of    personal    information    contained 

17  therein;  and 

18  (3)  the  information  is  to  be  used  only  for  the  pur- 

19  poses  set  forth  by  the  sender  or  the  recipient  pursuant 

20  to  the  requirements  for  notice  under  this  Act. 

21  (b)  Section  201  (b)  (4)  and  section  202(a)  (1)  shall  not 

22  apply  when  disclosure  would  be — 

23  (1)   to  those  officers  and  employees  of  that  agency 

24  who  have  a  need  for  such  information  in  ordinary  course 

25  of  the  performance  of  their  duties; 

26  (2)   to  the  Bureau  of  the  Census  for  purposes  of 
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1  planning  or  carrying  out  a  census  or  survey  pursuant 

2  to  the  provisions  of  title  13,  United  States  Code; 

3  (3)  where  the  agency  determines  that  the  recipient 

4  of  such  i n formation  has  provided  advance  adequate  writ- 

5  ten  assurance  that  the  information  will  be  used  solely  as 

6  a  statistical  research  or  reporting  record,  and  is  to  he 

7  transferred   in   a  form   that   is   not   individually   idenii- 

8  fiable;  or 

9  (4)  pursuant  to  a  showing  of  compelling  circum- 

10  stances  affecting  health,   safety,   or  identification   of  an 

11  individual,  if  upon  such  disclosure  notification  is  trans- 
it mitted   to   the   last   known   address   of   such   individual. 

13  (c)  Section  202(a)  (1),  (2),  and  (3)  and  section  201 

14  (b)  (4)   shall  not  apply  when  disclosure  would  be  required 

15  or  permitted  pursuant  to  subchapter  II  of  chapter  5  of  title  5 

16  of  the  United  States  Code  (commonly  known  as  the  Freedom 

17  of  Information  Act  of  1966) . 

18  (d)  Section  201(b)(4)  and  paragraphs  (1),  (2),  and 

19  (3)  of  subsection  (a)  of  this  section  shall  not  apply  when  dis- 

20  closure  would  be  to  the  Comptroller  General,  or  any  of  his 

21  authorized  representatives,  in  the  course  of  the  performance  of 

22  the  duties  of  the  General  Accounting  Office.  Nothing  in  this 

23  Act  shall  impair  access  by  the  Comptroller  General,  or  any 

24  of  his  authorized  representatives,  to  records  maintained  by  an 

25  agency,   including   records  of  personal   information,    in    the 

26  course  of  performance  of  such  duties. 
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1  (e)  (1)  Nothing  in  this  section  shall  be  construed  to  limit 

2  the  efforts  of  the  Government  pursuant  to  the  provisions  of 

3  chapter  35,  title  44  of  the  United  States  Code  (commonly 

4  known  as  the  Federal  Reports  Act)  or  any  other  statute,  to 

5  reduce  the  burden  on  citizens  of  collecting  information   by 

6  means    of   combining    or    eliminating   unnecessary    reports, 

7  questionnaires,  or  requests  for  information.  •» 

8  (2)  Nothing  in  this  section  shall  be  construed  to  affect 

9  restrictions  on  the  exchange  of  information  between  agencies 

10  as  required  by  chapter  35,  title  44  of  the  United  States  Code 

11  (commonly  known  as  the  Federal  Reports  Act). 

12'  (f)   Subsection   (a)(1)   of  this  section  shall  not  apply 

13  i  when  disclosure  would  be  to  another  agency  or  to  an  instru- 

14  mentality  of  any  governmental  jurisdiction  for  a  law  enforce- 

15  ment  activity  if  such  activity  is  authorized  by  statute  and  if 

16  the  head  of  such  agency  or  instrumentality  has  made  a  written 

17  request  to  or  has  an  agreement  with  the  agency  ivhich  main- 

18  tains  the  system  or  file  specifying  the  particular  portion  of  the 

19  information   desired  and   the   law   enforcement   activity   for 

20  which  the  information  is  sought. 

21  EXEMPTIONS 

22  Sec.    203.     (a)     The    provisions    of    section    201(c) 

23  (3)(E),    (d),    and  section  202,   shall  not   apply   to   any 

24  personal  information  contained  in  any  information  system 

25  or  file  if  the  head  of  the  Federal  agency  determines,  in  ac- 

26  cordance  with  the  provisions  of  this  section,  that  the  applica- 
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1  tion  of  the  provisions  of  any  of  such  sections  would  seriously 

2  damage  national  defense  or  foreign  policy,  where  the  aj)j)li- 

3  cation  of  any  of  such  provisions  would  seriously  damage  or 

4  impede  the  purpose  for  which  the  information  is  maintained. 

5  |  (b)    The    provisions    of    section    201  (d)    and    section 

6  202  shall  not  apply  to  law  enforcement  intelligence  informa- 

7  tion  or  investigative  information  if  the  head  of  the  Federal 

8  agency  determines,  in  accordance  with  the  provisions  of  any 

9  of  such  sections  would  seriously  damage  or  impede  the  pur- 

10  pose  for  which  the  information  is  maintained:  Provided, 

11  That  investigative  information  may  not  be  exempted  under 

12  this  section  where  such  information  has  been  maintained  for 

13  a  period  longer  than  is  necessary  to  commence  criminal  prose- 

14  cution.  Nothing  in  this  Act  shall  prohibit  the  disclosure  of 

15  such  investigative  information  to  a  party  in  litigation  where 

16  required  by  statute  or  court  rule. 

17  (c)(1)    A   determination   to  exempt  any  such  system, 

18  file,  or  information  may  be  made  by  the  head  of  any  such 

19  agency  in  accordance  with  the  requirements  of  notice,  publica- 

20  tion,  and  hearing  contained  in  sections  553  (b) ,  (c) ,  and  (e) , 

21  556,  and  557  of  title  5,  United  States  Code.  In  giving  notice 

22  of  an  intent  to  exempt  any  such  system,  file,  or  information, 

23  the  head  of  such  agency  shall  specify  the  nature  and  purpose 

24  of  the  system,  file,  or  information  to  be  exempted. 

25  (2)  Whenever  any  Federal  agency  undertakes  to  exempt 

26  any  information  system,  file,  or  information  from  the  provi- 


142 


46 

1  awns  of  this  Act,  the  head  of  such   Federal  agency  shall 

2  promptly  notify  the  Commission  of  its  intent  and  afford  the 

3  Y  'ommission  opportunity  to  comment. 

4  (3)   The  exception  contained  in  section  553(d)  of  title 

5  *5,    United   States    Code    (allowing    less    than    thirty    days 

6  notice),  shall  not  apply  in  any  determination  made  or  any 

7  proceeding  conducted  under  this  section. 

8  ARCHIVAL  RECORDS 

9  Sec.  204.    (a)   Federal  agency  records  which  are  ac- 

10  cepted  by  the  Administrator  of  General  Services  for  storage, 

11  .  processing,  and  servicing  in  accordance  with  section  3103  of 

12  title  44,  United  States  Code,  shall,  for  the  purposes  of  this 

13  section,  be  considered  to  be  maintained  by  the  agency  which 

14  deposited  the  records  and  shall  be  subject  to  the  provisions  of 

15  this  Act.  The  Administrator  of  General  Services  shall  not  dis- 

16  close  such  records,  or  any  information  therein,  except  to  the 

17  agency  which  maintains  the  records  or  pursuant  to  rules  estab- 

18  lished  by  that  agency. 

19  (b)  Federal  agency  records  pertaining  to  identifiable  in- 

20  dividuals  which  were  transferred  to  the  National  Archives  of 

21  the  United  States  as  records  which  have  sufficient  historical  or 

22  other  value  to  warrant  their  continued  preservation  by  the 

23  United  States   Government  shall  for   the  purposes  of  this 

24  Act,  be  considered  to  be  maintained  by  the  National  Archives 

25  and  shall  not  be  subject  to  the  provisions  of  this  Act  except 

26  section  201  (b)  (5)  and  (6) . 
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1  (c)  The  National  Archives  shall,  on  the  date  on  which 

2  this  Act  becomes  effective  and   annually   thereafter,    notify 

3  the  Commission  and  give  public  notice  of  the  existence  and 

4  character  of  the  information  systems  and  files  which  it  main- 

5  tains,  and  cause  such  notice  to  be  published  in  the  Federal 

6  Register.  Such  notice  shall  include  at  least  the  information 

7  specified  under  section  201(c)(3)   (G),  (I),  and  (J). 

8  EXCEPTIONS 

9  Sec.  205.  (a)  No  officer  or  employee  of  the  executive 

10  branch  of  the  Government  shall  rely  on  any  exemption  in 

11  subchapter  II  of  chapter  5  of  title  5  of  the  United  States 

12  Code    (commonly  known   as  the  Freedom   of   Information 

13  Act)  to  withhold  information  relating  to  an  individual  other- 

14  wise  accessible  to  an  individual  under  this  Act. 

15  (b)   Nothing  in  this  Act  shall  be  construed  to  permit 

16  the  withholding  of  any  personal  information  which  is  other- 

17  wise   required   to   be   disclosed   by    law   or   any    regulation 

18  thereunder. 

19  (c)    The  provisions  of  section  201(d)(1)   of  this  Act 

20  shall  not  apply  to  records  collected  or  furnished  and  used 

21  by  the  Bureau  of  the  Census  solely  for  statistical  purposes 

22  or  as  authorized  by  section  8  of  title  13  of  the  United  States 

23  Code. 

24  MAILING  LISTS 

25  Sec.  206.  (a)  An  individual's  name  and  address  may 
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1  not  be  sold  or  rented  by  a  Federal  agency  unless  such  action 

2  is  specifically  authorized  by  laic.  This  provision  shall  not  be 

3  construed  to  require  the  confidentiality  of  names  and  ad- 

4  dresses  otherwise  f»  nnitted  to  be  made  public. 

5  (b)  Upon  written  request  of  any  individual,  any  person 

6  ehgaged  in  interstate  commerce  who  maintains  a  mailing  list 

7  shall  remove  the  individual's  name  and  address  from  such 

8  list. 

9  TITLE  III-MISCELLANEOUS 

10  DEFINITIONS 

11  Sec.  301.  As  used  in  this  Act — 

12  (1)  the  term  "Commission"  means  the  Privacy  Pro- 

13  tection  Commission; 

14  (2)    the  term   "personal   information"   means  any 

15  information  that  identifies  or  describes  any  characteristic 

16  of  an  individual,  including,  but  not  limited  to,  his  educa- 

17  tion,   financial   transactions,    medical   history,    criminal 

18  or  employment  record,  or  that  affords  a  basis  for  infer- 

19  ring  personal  characteristics,  such  as  finger  and  voice 

20  prints,  photographs,  or  things  done  by  or  to  such  in- 

21  dividual;  and  the  record  of  his  presence,  registration,  or 
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1  membership  in  an  organization  or  activity,  or  admission 

2  to  an  institution; 

3  (3)  the  term  "individual"  means  a  citizen  of  the 
United  States  or  an  alien  lawfully  admitted  through 

5  permanent  residence; 

6  (4)  the  term  "information  system"  means  the  total 
components  and  operations,  whether  automatcdior  man- 
ual, by  which  personal  information,  including  name  or 
identifier,  is  collected,  stored,  processed,  handled,  or  dis- 

10  seminated  by  an  agency; 

11  (5)   the  term  "file"  means  a  record  or  series  of  rec- 

12  ords  containing  personal  information  about  individuals 

13  which  may  be  maintained  within  an  information  system; 

14  (6)   the  term  "data  bank"  means  a  file  or  series  of 

15  files  pertaining  to  individuals; 

16  (7)  the  term  "Federal  agency"  means  any  depart- 

17  ment,   agency,   instrumentality,   or  establishment   in   the 

18  executive  branch  of  the  Government  of  the  United  States 

19  and  includes  any  officer  or  employee  thereof; 

20  (8)  the  term  "investigative  information'  means  in- 

21  formation    associated    with    an    identifiable    individual 

22  compiled  by — 
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1  (A)  an  agency  in  the  course  of  conducting  a 

2  criminal   investigation    of   a   specific   criminal   ant 

3  where  such  investigation  is  pursuant  to  a  statu tory 

4  function  of  (fie  agency.  Such  information  may  pep- 

5  tain  to  that  criminal  act  and  be  derived  from  re- 

6  ports  of  informants  and  investigators,  or  from  any 

7  type  of  surveillance.   The  term  does  not  include 

8  criminal  history  information   nor  does  it   include 

9  initial  reports  filed  by  a  law  enforcement  agency 

10  describing  a  specific  incident,  indexed  chronologically 

11  and  expressly  required  by  State  or  Federal  statute  to 

12  be  made  public;  or 

13  (B )  by  an  agency  with  regulatory  jurisdiction 

14  which  is  not  a  law  enforcement  agency  in  the  course 

15  of  conducting  an    investigation    of   specific   activity 

16  which    falls   within    the    agency's    regulatory    juiis- 

17  diction.    For   the   purposes   of   this   paragraph,    an 

18  ''agency  with  regulatory  jurisdiction"  is  an  agency 

19  which  is  empowered  to  enforce  any  Federal  statute 

20  or   regulation,    the   violation    of   which   subjects   the 

21  violator  to  criminal  or  civil  penalties; 

22  (9)   the  term  illaw  enforcement  intelligence  infor- 

23  mation"  means  information  associated  with  an  identifi- 

24  able  individual  compiled  by  a  law  enforcement  agency 

25  in    the   course   of   conducting    an    investigation    of    an 
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1  individual    in    anticipation    that    he    may    commit    a 

2  specific    criminal    act,    including    information    derived 

3  from    reports    of    informants,    investigators,    or    from 

4  any   type   of  surveillance.    The   term   does   not   include 

5  criminal  history  information  nor  does  it  include  initial 

6  reports  filed  by  a  law   enforcement   agency   describing 

7  a  specific  incident,  indexed  chronologically  by  incident 

8  and  expressly  required  by  State  or  Federal  statute  to 

9  be  made  public; 

10  (10)  the  term  "criminal  history  information'  means 

11  information  on  -an  individual  consisting  of  notations  of 

12  arrests,  detentions,  indictments,   informations,   or  other 

13  formal  criminal  charges  and  any  disposition  arising  from 

14  those  arrests,  detentions,  indictments,   informations,   or 

15  charges.  The  term  shall  not  include  an  original  book  of 

16  entry  or  police  blotter  maintained  bj/  a  law  enforcement 

17  agency  at  the  place  of  an  original  arrest  or  place  of 

18  detention,     indexed    chronologically     and    required    to 

19  be  made   public,   nor  shall  it   include  court   records  of 

20  public    criminal    proceedings    indexed    chronologically; 

21  and 

22  (11)  the  term  "law  enforcement  agency "  means  an 

23  agency  whose  employees  or  agents  are  empowered  by 

24  State  or  Federal  law  to  make  arrests  for  violations  of 

25  State  or  Federal  law. 
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1  t  RIMINAL  PENALTY 

2  SEi  .   W2.  (a)  Any  officer  or  employe*  of  any  Federal 

3  agency  who  willfully  keeps  an  information  system  without 

4  nut  tin*/  the  notice  requirements  of  this  Act  set  forth  in 

5  tion   201(c)  shall  be  fined  not  more  than  $10,000  in  each 

()  instanet    or  imprisoned  not  more  than  fin    years,  or  both. 

7  (b)   Whoever,  being  an  officer  or  employee  of  the  Com- 

^  mission,    shall   disseminaU    any   personal    information    about 

9  any  individual  obtained  in  the  course  of  such  officer  or  em- 

1U  ployee's    duties    in    any    manner    or   for    any    purpose    not 

11  specifically  authorized  by  law  shall  be  fined  not  more  than 

12  $10,000,   or   imprisoned  not   more  than   five  years,   or  both. 

13  CIVIL  REMEDIES 

14  Sec.  303.   (a)  Any  individual  who  is  denied  access  to 

15  information  required  to  be  disclosed  under  the  provisions  of 
lti  this  Act  may  bring  a  civil  action  in  the  appropriate  dis- 

17  trict  court  of  the   United  States  for  damages  or  other  ap- 

18  propriate   relief  against   the   Federal  agency   which    denied 

19  access  to  such  information. 

20  (b)  The  Attorney  General  of  the  United  States,  or  any 

21  aggru  ved  person,  may  bring  an  action  in  the  appropriate 

22  United   States   district    court    against    any    person    who    has 

23  engaged,    is   engaged,   or   is  about   to   engage   in    aug   acts  or 

24  practices  in  violation  of  tfie  provisions  of  this  Act,  to  enjoin 

25  such  acts  or  practices. 
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1  (c)  Any  person  who  violates  the  provisions  of  this  Act, 

2  or  any  rule,  regulation,  or  order  issued  thereunder,   shall 

3  be  liable  to  any  person  aggrieved  thereby  in  an  amount  equal 

4  to  the  sum  of — 

5  (1)  any  actual  damages  sustained  bij  an  individual; 

6  (2)   punitive  damages  where  appropriate;  and 

7  (3)  in  the  case  of  any  successful  action  to  enforce 

8  any  liability  under  this  section,  trie  costs  of  the  action 

9  together  with  reasonable  attorney's  fees  as  determined  by 

10  the  court. 

11  (d)    The  United  States  consents  to  be  sued  under  this 

12  section  without  limitation  on  the  amount  in  controversy. 

13  JURISDICTION   OF  DISTRICT  COURTS 

14  Sec.  304.  (a)   The  district  courts  of  the  United  States 

15  have  jurisdiction  to  hear  and  determine  civil  actions  brought 

16  under  section  303  of  this  Act  and  may  examint  tht  informa- 

17  Hon    in  camera  to  determent    whether  such    information   or 

18  any  part  thereof  may  bi   withheld  under  any  of  the  exemp- 

19  tions  in  section  203  of  this  Act.  The  burden  is  on  the  Federal 

20  agency  to  sustain  such  action. 

21  (b)    In    any   action    to   obtain   judicial    n  v'o  w    of   a   de- 

22  C'ision    to    exemj)t    any    personal    information    from    any    pro- 

23  vision  of  this  Act.  th   court  may  examim   such  information 

24  in  canu  ra  to  deU  rmim  wheth  r  such  information  or  any  part 
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1  thereof  is  properly  classified  with  respect  to  national  deft 

2  foreign  policy  or  law  enforcement  intelligence  information 

3  or  investigative  information  and  may  be  exempted  from  any 

4  provision  of  this  Act.  The  burden  is  on  the  Federal  ag\ 

5  to  sustain  any  claim   that  such    information   map  be  so  ex- 

6  empted. 

7  EFFECTIVE  DATE 

Sec.  305.  This  Act  shall  become  effective  one  year  after 
9    the  date  of  enactment  except  that  the  provisions  of  title  I  of  this 

10  Act  shall  become  effective  on  the  date  of  enactment. 

11  AUTHORIZATION   OF  APPROPRIATIONS 

12  Sec.  306.  There  are  authorized  to  be  appropriated  such 

13  sums  as  map  be   necessary  to  carry  out   the  provisions  of 

14  this  Act. 

Amend  the  title  so  as  to  read:  "A  bill  to  establish  a 
Privacy  Protection  Commission,  to  provide  management 
systems  in  Federal  agencies  and  certain  other  organizations 
with  respect  to  the  gathering  and  disclosure  of  information 
concerning  individuals,  and  for  other  purposes." 
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September  2G,  1974. — Ordered  to  be  primed 


Mr.  Ervin,  from  the  Committee  on  Government  Operations, 
submitted  the  following 

REPORT 

[To  accompany  S.  3418] 

The  Committee  on  Government  Operations,  to  which  was  referred 
the  bill  (S.  3418)  to  establish  a  Federal  Privacy  Board  to  oversee  the 
gathering  and  disclosure  of  information  concerning  individuals,  to 
provide  management  systems  in  Federal  agencies,  State  and  local 
governments,  and  other  organizations  regarding  such  infoimation,  and 
for  other  purposes,  having  considered  the  same,  reports  favorably 
thereon  with  an  amendment  in  the  nature  of  a  substitute  and  an 
amended  title  and  recommends  that  the  bill  as  amended  do  pass. 

Purpose 

The  purpose  of  S.  3418,  as  amended,  is  to  promote  governmental 
respect  for  the  privacy  of  citizens  by  requiring  all  department-  and 
agencies  of  the  executive  branch  and  their  employees  to  observe  cer- 
tain constitutional  rules  m  the  computerization,  collection,  manage- 
ment, use,  and  disclosure  of  personal  information  aboul  individuals. 

It  is  to  promote  accountability,  responsibility,  legislative  oversight, 
and  open  government  with  respect  to  the  use  of  computer  technology 
in  the  personal  information  systems  and  data  hank-  of  the  Federal 
Government  and  with  respect  to  all  of  its  other  manual  or  mecha- 
nized files. 

It  is  designed  to  prevent  the  kind  of  illegal,  unwise,  overbroad, 
investigation  and  record  surveillance  of  law-abiding  citizen-  produced 
in  recent  years  from  actions  of  some  over-zealous  investigators,  and 
the  curiosity  of  some  government  administrators,  or  the  wrongful 
disclosure  and  use,  in  some  cases,  of  personal  files  held  by  Federal 
agencies. 

<  1 1 
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It  is  to  prevent  the  secret  gathering  of  information  on  people  or  the 
creation  of  secret  information  systems  or  data  banks  on  Americans 
by  employees  of  tin1  departments  and  agencies  of  the  executive  branch. 

It  is  designed  to  set  in  motion  for  long-overdue  evaluation  of  the 
needs  of  the  Federal  Government  to  acquire  and  retain  personal 
information  on  Americans,  by  requiring  stricter  review  within  agencies 
of  criteria  for  collection  and  retention. 

It  is  also  to  promote  observance  of  valued  principles  of  fairness  and 
individual  privacy  by  those  who  develop,  operate,  and  administer 
other  major  institutional  and  organizational  data  hanks  of  govern- 
ment and  society. 

S.  341S  Accomplishes  These  Purposes  in  Five  Major  Ways 

First,  it  requires  agencies  to  give  detailed  notice  of  the  nature  and 
uses  of  their  personal  data  hanks  and  information  systems  and  their 
computer  resources.  It  requires  a  new  Privacy  Commission  to  main- 
tain and  publish  an  information  directory  for  the  public,  to  examine 
executive  branch  proposals  for  new  personal  data  hanks  and  systems, 
and  to  report  to  Congress  and  the  President  if  they  adversely  affect 
privacy  and  individual  rights.  It  penalizes  those  who  keep  secret  such 
a  personal  information  system  or  data  hank. 

Second,  the  bill  establishes  certain  minimum  information-gathering 
standards  for  all  agencies  to  protect  the  privacy  and  due  process 
rights  of  the  individual  and  to  assure  that  surrender  of  personal  infor- 
mation i-  made  with  informed  con-cut  or  with  some  guarantees  of 
the  uses  ami  confidentiality  of  the  information.  To  this  end,  it  charges 
ageneie-: 

To  collect,  solicit  and  maintain  only  personal  information  that 
is  relevant  and  necessary  for  a  statutory  purpose  of  the  agency; 

To  prevent  hearsay  and  inaccuracies  by  collecting  informal  ion 
directly  from  the  person  involved  as  far  as  practicable; 

To  inform  people  requested  or  required  to  reveal  information 
about  themselves  whether  their  disclosure  i-  mandator}  or  volun- 
tary, what  uses  and  penalties  are  involved,  and  what  confiden- 
tiality guarantees  surround  tin4  data  once  government  acquires 
it ;  and 

To  establish  no  program  for  collecting  or  maintaining  infor- 
mation on  how  people  exercise  First  Amendment  right-  without 
a  strict  reviewing  process. 

Third,  the  hill  establishes  certain  minimum  standards  for  handling 
and  processing  personal  information  maintained  in  the  data  banks 
and  systems  of  the  executive  branch,  for  preserving  the  security  of 
the  computerized  or  manual  system,  and  for  safeguarding  the  con- 
fidentiality of  the  information.  To  tlii-  end,  it  requires  every  depart- 
ment and  agency  to  insure,  by  whatever  steps  the}   deem  ucccssan  : 

Thai  the  information  they  keep,  disclose,  or  circulate  aboul 
citizen-  i-   as   accurate,   complete,   timely,   and   relevant    to   the 

agency's  needs  a-  possible; 

Thai  they  refrain  from  disclosing  it  unless  necessary  lor  <  m- 
ployee  duties,  or  from   making  it   available  outride  the  agency 
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without  the  consent  of  the  individual  and  proper  guarantees, 
unless  pursuant  to  open  records  laws,  or  unless  it  is  for  certain 
law  enforcement  or  other  purposes; 

That  they  take  certain  administrative  action-  to  keep  account 
of  the  employees  and  people  and  organizations  who  have  access 
to  the  system  or  file,  and  to  keep  account  of  the  disclosures  and 
uses  made  of  the  information; 

That  they  establish  rules  of  conduct  with  regard  to  theiethical 
and  legal  obligations  in  developing  and  operating  a  computerized 

or  other  data  system  and  in  handling  personal  data,  and  take 
action  to  instruct  all  employees  of  such  duties; 

That  they  not  sell  or  rent  the  names  and  addresses  of  people 
whose  files  they  hold ;  and 

That  they  issue  appropriate  administrative  orders,  provide 
personnel  sanctions,  and  establish  appropriate  technical  and 
physical  safeguards  to  insure  the  security  of  the  information  sys- 
tem and  the  confidentiality  of  the  data. 

Fourth,  to  aid  in  the  enforcement  of  these  legislative  restraints,  the 
bill  provides  administrative  and  judicial  machinery  for  oversight  and 
for  civil  remedy  of  violations.  To  this  end,  the  bill: 

Gives  the  individual  the  right,  with  certain  exception-,  to  he 
told  upon  request  whether  or  not  there  is  a  government  record  on 
him  or  her,  to  have  access  to  it,  and  to  challenge  it  with  a  hearing 
upon  request,  and  with  judicial  review  in  Federal  Court; 

Establishes  an  independent  Privacy  Protection  Commission 
with  subpoena  power  and  authority  to  receive  and  investigate 
charge's  of  violations  of  the  Act  and  report  them  to  the  proper 
officials;  to  develop  model  guidelines  and  a-sist  agencies  in  imple- 
menting the  Act;  and  to  alert  the  President  and  Congress  to 
proposed  Federal  information  programs  and  data  hanks  which 
deviate  from  the  standards  and  requirements  of  the  Act;  and 

Judicial  remedies  allow  the  enforcement  of  the  act  through  the 
courts  by  individuals  and  organizations  in  civil  actions  challenging 
denial  of  access  to  personal  information  or  through  suits  by  the 
Attorney  General  or  any  aggrieved  person  to  enjoin  violation--  or 
threatened  violations  of  the  Act. 

Fifth,  the  bill  requires  the  Commission  to  make  a  study  of  the 
major  data  hanks  and  computerized  information  systems  of  other 
governmental  agencies  ami  of  private  organizations  ami  to  recommend 
any  needed  changes  in  the  law  governing  their  practices  or  the  ap- 
plication of  all  or  part  of  this  legislation  in  order  to  protect  the  privacy 
of  the  individual. 

Background 

The  Committee  on  Government  Operations'  ad  hoc  Subcommittee 

on  Privacy  and  Information  Systems  conducted  hearings  on  dune  18, 
19,  and  20,  L974,  to  consider  S.  3418,  cosponsored  by  Senators  Ervin, 
Percy,  Muskie,  and  Rubicon*.  The  bearings  were  held  jointly  with  the 
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Judiciary  ( Committee's  Subcommittee  on  Constitutional  Rights  which 
was  considering  the  following  Legislation  on  related  issues: 

S.  2810,  introduced  by  Senator  Goldwater,  to  protect  the  constitu- 
tional right  of  privacy  of  individuals  concerning  whom  identifying 
numbers  or  identifiable  information  is  recorded  by  enacting  principles 

of  information  practice  in   furtherance  of  amendments  I,  III,  IV.  X, 
and  XJY  of  the  U.S.  Constitution; 

S.  2542,  introduced  by  Senator  Bayh  to  protect  the  constitutional 
right  of  privacy  of  those  individuals  concerning  whom  records  are 
maintained  ;  and 

S.  31  16,  introduced  by  Senator  Hatfield,  to  protect  the  individual's 
right   to   privacy   by  prohibiting  the  sale  or  distribution   of  certain 

information. 

Committee  Oversight 

These  hearings  continued  the  oversight  by  the  Government  Opera- 
tions Committee  of  the  development  and  proper  management  of  auto- 
mated data  processing  in  the  Federal  Government  and  its  concern  for 
the  effect  on  Federal-State  relations  of  national  and  intergovernmental 
data  systems  involving  electronic  and  manual  transmission,  sharing, 
and  distribution  of  personal  information  about  citizens. 

Senator  Ervin  announced  the  joint  hearings  as  Chairman  of  both 
subcommittees,  in  a  Senate  speech  on  June  11  in  which  he  summarized 
the  issues  and  described  some  of  the  complaints  from  citizen-  which 
have  been  received  by  Members  of  Congress,  as  follows: 

It  is  a  rare  person  who  has  escaped  the  quest  of  modern 
government  for  information.  Complaints  which  have  come 
to  the  Constitutional  Rights  Subcommittee  and  to  Con- 
gress over  the  course  of  several  administrations  show  that 
this  is  a  bipartisan  issue  which  effects  people  in  all  walks  of 
life.  The  complaints  have  shown  that  despite  our  reverence 
for  the  constitutional  principles  of  limited  Government  and 
freedom  of  the  individual,  Government  is  in  danger  of  tilting 
the  scales  against  those  concepts  by  mean-  of  it-  information- 
gathering  tactics  and  its  technical  capacity  to  store  and  distrib- 
ute information.  When  this  quite  natural  tendency  of  Gov- 
ernment to  acquire  and  keep  and  share  information  about 
citizens  is  enhanced  by  computer  technology  and  when  it  is 
subjected  to  the  unrestrained  motives  of  countless  political 
administrators,  the  resulting  threat  to  individual  privacy 
make  it  necessary  for  Congress  to  reaffirm  the  principle  of 
limited,  responsive  Government  on  behalf  of  freedom. 

The  complaints  show  that  many  Americans  are  more  con- 
cerned than  ever  before  about  what  might  be  in  their  records 
because  Government  ha-  abused,  and  may  abuse,  it-  power  to 
investigate  and  store  information. 

They  are  concerned  about  the  transfer  of  information  from 
data  bank  to  data  bank  and  black  list  to  black  li-t  because 
they  have  seen  instances  of  it. 

They  are  concerned  about  intrusive  statistical  question- 
naires backed  by  the  sanctions  of  criminal  law  or  the  threat 
of  it  because  they  have  been  subject  to  these  practices  over  a 
number  of  years. 
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1?  1418  provides  an  "Information  Bill  of  Rights"  for  citizens  and  a 
"Code  of  fair  Information  Practices"  for  departments  and  agencies 
of  i  lie  cxecul  ivc  branch. 

Testimony  and  statements  were  rerci\  ed  from  Members  of  (  Congress 
who  have  sponsored  legislation  and  conducted  investigations  into 
complaints  from  citizens;  from  Federal,  State,  and  local  officials  includ- 
ing representatives  of  the  Administration  and  certain  departments 
and  agencies,  the  Domestic  Council  Committee  on  Right  to  Privacy, 
the  Commerce  Department,  Bureau  of  the  Census,  National  Bureau 

tandards,    the    Ge    »ral    Services    Administration,    the    (Ml 
Teleconummicatic.  ry;  the  National  Governors  Conference,  tine 

mal  Legislative  Conference,  the  National  Association  for  State 
Information  Systems,  and  the  Government  Management  Information 
Sciences.  Main  interested  organizations  and  individuals  with  expert 
ledge  of  the  subject  advised  the  Committee.  These  included  the 
former  Secretary  of  Health,  Education,  and  Welfare,  Elliot  Richard- 
>f  major  studies,  experts  in  computer  technology,  consti- 
tutional law,  and  public  administration,  the  American  Civil  Liberties 
I  i.  Liberty  Lobby,  the  National  Committee  for  Citizens  in 
Education,  the  American  Society  of  New -paper  Editors,  and  other-. 
The  provisions  of  the  bill  as  reported,  reflect  the  bill  as  introduced, 
with  revisions  based  on  testimony  of  witnesses  at  hearings,  consulta- 
tions with  experts  in  privacy,  computer  technology,  and  law,  repre- 
sentatives of  led,  i;:!  agencies  and  of  many  private  organizations  and 
businesses,  as  well  as  the  staffs  of  a  number  of  congressional  com- 
mit! c<  ed  in  investigations  related  to  privacy  and  governmental 
information  s\  steins. 

The  Committee  finds  that  the  need  for  enactment  of  these  provisions 
i-  supported  by  the  investigations  and  recommendations  of  numerous 
congressional    committees,    reports   of    bar   associations,    and    others 
organizations,  and  conclusions  of  governmental  study  commissions. 
To  cite  only  a  few,  i here  are: 

Earlier  studies  of  computers  and  information  technology  by  the 
Senate  Committee  on  Government  Operations  and  the  current 
hearings  and  studies  relating  lo  S.  341S; 

The  hearings  and  -indie-  on  computers,  data  banks  and  the  bill 
of  rights  and  other  investigations  of  privacy  violations  before  the 
Constitutional   Rights  Subcommittee; 

The  hearings  and  studies  of  computer  privacy  and  government 
information-gathering  before  the  Judiciary  Administrative  Prac- 
i ices  Subcommil  tee; 

The  hearings  on  insurance  industries  and  other  data  banks 
before  the  Judiciary  Antitrust  Subcommittee; 

The  hearings  on  abuses  in  the  credit  reporting  industries  and  on 
protection  of  bank  records  before  the  Senate  Banking,  Housing 
and  Urban  Affairs  ( 'ommittee; 

Investigations  over  man\  years  by  the  House  Government 
( )perations  ( 'ommittee:  and 

Finally,  there  are  many  revelations  during  the  hearings  before 
the  Selecl  Committee  on  Watergate  of  improper  access,  transfer 
and  disclosure  of  personal  files  and  (^  unconstitutional,  illegal  or 
improper  investigation  of  and  collection  of  personal  information 
on  individuals. 
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Particularly  supportive  of  the  principles  and  purposes  of  S.  3418  are 
the  following  reports  sponsored  by  Government  agencies: 

1.  "Legal  Aspects  of  Computerized  Information  Systems"  by  I  he 
Committee  on  Scientific  and  Technical  Information,  Federal 
Council  of  Science  and  Technology,  1972. 

2.  "Records,  Computers  and  the  Rights  of  Citizens",  Repoii  of 
the  Secretary's  Advisory  Committee  on  Automated  Personal 
Data  Systems,  Department  of  Health,  Education  and  Welfare, 
July  1973. 

3.  "Databanks  in  a  Free  Society,  Computers,  Record-Keeping 
and  Privacy",  of  the  Computer  Science  and  Engineering  Board, 
National  Academy  of  Sciences,  by  Alan  F.  Westin  and  Michael 

Baker. 

4.  Technical  Reports  by  Project  Search  Law  Enforcement 
Assistance  Administration,  Department  of  Justice. 

5.  A  draft  study  by  the  Administrative  Conference  of  the 
United  States  on  Interagency  Transfers  of  Information. 

6.  Report  by  the  National  Governors  Conference. 

7.  Reports  by  international  study  bodies. 

The  ad  hoc  subcommittee  has  initiated  two  surveys  of  the  Governors 
and  of  the  attorneys  general  of  the  States  which  are  producing  re- 
sponses supportive  of  congressional  legislation  on  privacy  and  Federal 
computers  and  information  technology.  They  also  reveal  strong  efforts 
in  State  and  local  governments  to  enact  similar  or  stronger  legislation 
to  protect  privacy. 

The  need  for  the  bill  is  also  evident  from  the  sample  of  legal  literature 
and  public  administration  articles  and  press  articles  reprinted  in  the 
appendix  of  the  subcommittee  hearings. 

Finally,  there  are  the  complaints  of  information  abuses  received  by 
many  Members  of  Congress  and  diligently  investigated  by  each  of 
them. 

Dr.  Alan  F.  Westin,  director  of  the  1072  National  Academy  of 
Sciences  Project,  reported  that  the  study  suggested  "six  major  areas 
of  priority  for  public  action:  laws  to  give  individuals  a  right  of  notice, 
access,  and  challenge  to  virtually  every  file  held  by  local,  State,  and 
national  government,  and  most  private  record  systems  a-  well;  pro- 
mulgation of  clearer  rules  for  data-sharing  and  data-restriction  than 
we  now  have  in  most  important  personal  data  files:  rules  to  limit  the' 
collection  of  unnecessary  and  overbroad  personal  data  by  any  or- 
ganization ; increased  work  by  the  computer  industry  and  professionals 
on  security  measures  to  make  it  possible  for  organizations  to  keep  t  heir 
promises  of  confidentiality  ;  limitations  on  the  current,  unregulated  use 
of  the  Social  Security  number;  and  the  development  of  independent, 
'information-trust'  agencies  to  hold  especially  sensitive  persona] 
data,  rather  than  allowing  these  data  to  be  held  automatically  by 
existing  agencies." 

Witnesses  cited  the  failure  of  legislation  and  judicial  decisions  to 
keep  pace  with  the  growing  efficiency  of  data  usage  by  promulgating 
clear  standards  for  data  collection,  data  exchange,  and  individual 
access  rights.  Similarly,  many  other  witnesses  before  Congress  agreed 
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with  his  judgment  that  the  iiii«l  —  1  *>T<>*—  is  precisely  the  moment  when 
such  standards  need  to  be  defined  find  installed  if  the  managers  of  large 
data  systems,  and  the  specialists  of  the  computer  industry  .  arc  to  have 
the  necessary  policy  guidelines  around  which  to  engineer  the  new  data 
systems  that  arc  being  designed  and  implemented. 

I  )r.  Westin  cautioned  : 

To  delay  congressional  action  in  1974  75,  therefore,  is  to 
assure  that  a  large  number  of  major  data  systems  will  be 
built,  and  other  existing  computerized  systems  expanded,  in 
ways  that  will  make  it  extremely  costly  to  alter  the  software, 
change  the  file  structures,  or  reorganize  the  data  How-  to 
respond  to  national  standards.  And  beyond  the  money,  such 
late  changes  threaten  to  jeopardize  many  operations  in  vital 
public  services  that  will  he  increasingly  based  on  compu- 
terized systems  national  health  insurance,  family  assistance 
plans,  national  criminal-offender  record-,  and  many  others. 
in  fact,  these  systems  may  become  so  large,  so  expensive, 
and  so  vital  to  so  many  Americans  that  public  opinion  will 
he  put  to  a  terrible  choice  serious  interruption  of  services 
or  installation  of  citizen-rights  measures. 

The  spread  of  the  data  bank  concept,  the  increasing  computerization 
of  sensitive   subject    area-  relating   to   people's    persona!   lives   and 

activities,  and  the  tendency  of  government  to  put  information  tech- 
nology to  uses  detrimental  to  individual  privacy  were  detailed  by 
Professor  Arthur  Miller.  He  stated: 

Americans  today  are  scrutinized,  measured,  watched, 
counted,  and  interrogated  by  more  governmental  agencies, 
law  enforcement  officials,  social  scientists  and  poll  takers 
than  at  amy  other  time  in  our  history,  Probably  in  no  Nation 
on  earth  i-  as  much  individualized  information  collected, 
recorded  and  disseminated  as  in  the  United  States. 

The  information  gathering  and  surveillance  activities  of 
the  Federal  Government  have  expanded  to  such  an  extent 
thai  they  are  becoming  a  threat  to  several  of  every  Ameri- 
can's basic  rights,  the  rights  of  privacy,  speech,  assem- 
bly, association,  and  petition  of  the  Government. 

*  *  #  *  *  *  * 

]  think  if  one  reads  Orwell  and  Huxley  carefully,  one 
realizes  that  "1984"  is  a  slate  of  mind.  In  the  past,  dictator- 
ships always  have  come  with  hobnailed  boots  and  tank-  and 
machineguns,  but  a  dictator-hip  of  dossiers,  a  dictatorship 
of  data  banks  can  be  just  as  repressive,  just  as  chilling  and 
just  as  debilitating  on  our  constitutional  protections.  1  think 
it  is  this  fear  that  presents  the  greatest  challenge  to  Con- 
gress right  now. 

Professor  Miller  characterized  the  reported  bill  as  "a  major  step 
in  developing  a  rationale  regulatory  scheme  for  achieving  an  effective 
balance  between  a  citizen  and  the  Government  in  the  important  field 
of  information  privacy.  The  creation  of  a  Privacy  Protection  Com- 
mission with  broad  power  of  investigation,  reporting,  and  suasion 
seems  to  me  to  be  an  effective  way  of  developing  policy  in  this  rapidly 
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changing  environment.  Also  worth}'  of  enthusiastic  support  is  Title  II 
of  the  proposed  legislation.  We  simply  cannol  allow  more  time  to  pass 
without   developing  standards  of  care  with   regard   to  the  gathering 
and  handling  of  personal  information.   In  thai   regard,  S.  3418 
a  long  way  to  establish  the  much  needed  information  bill  of  rights." 

The  four-year  survey  by  the  Constitutional  Rights  Subcommittee, 
intended  as  an  aid  to  Congress  in  evaluating  pending  legislation, 
demonstrates  the  need  for  requiring  the  following  Congressional 
action : 

Explicit  statutory  authority  for  the  creation  of  each  data  bank, 
as  well  as  prior  examination  and  legislative  approval  of  all 
decisions  to  computerize  Hies; 

Privacy  safeguards  built   into   the   increasingly  computerized 

government   files    as    they    are    developed,    rather  than    merely 

attempting     to     supplement      existing     systems  with   privacy 
protections; 

Notification  of  subjects  thai  personal  information  about  them 
i-  stored  in  a  Federal  data  bank  and  provision  of  realistic  op- 
portunities for  individual  subjects  to  review  and  correct  their 
own  records; 

Constraints  on  interagency  exchange  of  personal  data  about 
individuals  and  the  creation  of  interagency  data  bank  coopera- 
tives; 

The  implementation  of  strict  security  precautions  to  protect 
the  data  banks  and  the  information  they  contain  from  unauthor- 
ized or  illegal  access;  and 

Continued  legislative  control  over  the  purposes,  contents 
and  uses  of  government  data  systems. 

HEW  Report 

Another  report  reflecting  major  provisions  of  S.  341 8  is  that  rendered 
by  the  Secretary's  Advisory  Committee  on  Automated  Personal 
Data  Systems  to  the  Department  of  Health,  Education  and  Welfare 
Former  Secretary  Elliot  Richardson  described  their  findings  in  his 
testimony. 

The  report  found  that  "concern  about  computer-based  record 
keeping  usually  centers  on  its  implications  for  personal  privacy,  and 
understandably  so  if  privacy  is  considered  to  entail  control  by  an 
individual  over  the  uses  made  of  information  about  him.  In  many 
circumstances  in  modern  life,  an  individual  must  either  surrender 
some  of  that  control  or  forego  the  services  that  an  organization  pro- 
vide-. Although  there  is  nothing  inherently  unfair  in  trading  some 
measure  of  privacy  for  a  benefit,  both  parties  to  the  exchange  should 
participate  in  setting  the  teims." 

"Under  current  law,  a  person's  privacy  is  poorly  protected  against 
arbitrary  oi  abusive  record-keeping  practices."  For  this  reason,  as 
well  as  because  of  the  need  to  establish  standards  of  record -keeping 
practice  appiopriate  to  the  computer  age,  the  report  recommends  the 
enactment  of  a  Federal  "Code  of  Fair  Information  Practice"  for  all 
automated  personal  data  systems.  The  Code  rests  on  live  basic  prin- 
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ciplcs  thai  would  be  given  legal  effect   as  "safeguard  requirements" 
for  automated  personal  data  systems. 

There  musl  be  no  personal  data  record-keeping  systems  whose 
\rr\  existence  i>  secret . 

There  must  be  a  way  for  an  individual  to  find  out  what  informa- 
tion about  him  is  in  a  record  and  how  ii  i-  used. 

There  must  he  a  waj  for  an  individual  to  prevent  information 
about  him  that  was  obtained  foi  one  purpose  from  being  used 
or  made  available  for  other  purposes  wit  li<>nt  his  consent. 

There  musl  be  a  wa\  for  an  individual  to  correct  or  amend  a 
record  of  identifiable  information  about  him. 

Any  organization  creating,  maintaining,  u-inLr.  or  disseminating 
records  of  identifiable  personal  data  musl  assure  the  reliability 
of  the  data  for  their  intended  use  and  must  take  precautions  to 
prevent    misuse  of  the  data.* 

The  Advison  Committee  recommended  "the  enactment  o\  legis- 
lation establishing  a  ("ode  of  Fair  Information  Practice  for  all  auto- 
mated  personal  data   systems  as  follow-: 

'I'he  ( 'ode  should  define  "fair  information  practice"  a-  ad  lereneo 
to  specified  safeguard  requirements. 

The  ( 'ode  should  prohibil  violation  of  any  safeguard  requirement 
as  an  "unfair  informal  ion  practice." 

The  Code  should  provide  that  an  unfair  information  practice  be 
subjeel  to  both  civil  and  criminal  penalties. 

The  Code  should  provide  for  injunctions  to  prevent  violation  of 
an\    safeguard  requirement. 

The  Code  should  give  individuals  the  right  to  bring  suits  for  unfair 
information  practices  to  recover  actual,  liquidated,  and  punitive 
damages,  in  individual  or  class  action-.  It  should  also  provide  for 
recovery  of  reasonable  attorneys'  fees  and  other  costs  of  litiga- 
tion incurred  l>\   individuals  who  bring  successful  suits." 

Pending  the  enactment  of  a  code  of  fair  information  practice,  the 
Advisory  Committee  also  recommended  that  all  Federal  agencies 
apply  these  requirements  to  all  Federal  systems,  and  assure  through 
formal  rulemaking  that  they  arc  applied  to  all  other  systems  wnluu 
reach  of  the  Federal  government's  authority.  Beyond  the  Federal 
Government,  they  urged  that  state  and  local  governments,  the  institu- 
tions within  reach  of  their  authority,  and  all  private  Organ iza tioi  s 
adopt  the  safeguard  requirements  by  whatever  means  are  appropriate. 

Revolutionary  changes  in  data  collection,  storage  and  sharing 
were  described  by  Senator  Gol'd water,  who  was  one  of  many  wit- 
nesses who  called  for  enactment  of  the  recommendations  of  the  IIKW 
Advisory  Committee.  He  stated: 

( 'omputer  storage  devices  now  exist  which  make  it  entirely 
practicable  to  record  thousands  of  million-  of  characters  of 

information,  and  to  have  the  whole  of  this  alwavs  available 
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for  instant  retrieval  .  .  .  Distance  is  no  obstacle.  ( lommunica- 
tions  circuits,  telephone  lines,  radio  waves,  even  laster  beams, 
can  be  used  to  carry  information  in  hulk  at  speeds  which  can 
match  the  computer's  own.  Time-sharing  is  normal  .  .  .  we 
are  now  hearing  of  a  system  whereby  it  is  feasible  for  there 
to  be  several  thousands  of  simultaneous  users  or  terminal-. 
Details  of  our  health,  our  education,  our  employment,  our 
taxes,  our  telephone  calls,  our  insurance,  our  banking  and 
financial  transactions,  pension  contributions,  our  books 
borrowed,  our  airline  and  hotel  reservations,  our  professional 
societies,  our  family  relationships,  all  are  being  handled  by 
computers  right  now.  Unless  these  computers,  both  govern- 
mental and  private,  are  specifically  programmed  to  erase 
unwanted  history,  these  details  from  our  past  can  at  any  time 
be  reassembled  to  confront  us  .  .  .  We  must  program  the  pro- 
grammers while  there  is  still  some  personal  liberty  left. 

The  Committee  has  found  that  the  concern  for  privacy  is  a  bi- 
partisan issue  and  knows  no  political  boundaries.  President  Ford,  as 
Vice-President,  chaired  a  Dome-tic  Council  Committee  on  the  Right 
of  Privacy  which  was  established  by  President  Nixon  in  February 
1974.  In  recent  address  on  the  subject,  he  stated  : 

In  dealing  with  troublesome  privacy  problems,  let  us  not, 
however,  scapegoat  the  computer  itself  as  a   Frankenstein's 

monster.  But  let  us  he  aware  of  the  implications  posed  to  free- 
dom and  privacy  emerging  from  the  ways  we  use  computers 
to  collect  and  disseminate  personal  information.  A  concerned 
involvement  by  all  who  use  computers  is  the  only  way  to 
produce  standards  and  policies  that  will  do  the  job.  It 
is  up  to  us  to  assure  that  information  is  not  fed  into  the 
cemputer  unless  it  i.>  relevant. 

Even  if  it  is  relevant,  there  is  still  a  need  for  discretion. 
A  determination  must  he  made  if  the  social  harm  done  from 
some  data  outweighs  it--  usefullncss.  The  decision-making 
process  i-  activated  by  demands  of  people  on  the  government 
and  business  for  instant  credit  and  instant  services.  Com- 
puter technology  lias  made  privacy  an  issue  of  urgenl 
national  significance.  It  is  not  the  technology  that  concerns 
me  hut  it-  abuse.  1  am  also  confident  that  technology  capable 
of  designing  such  intricate  systems  can  also  design  measures 
to  assure  security  . 

FEDNET 

In  the  same  address,  'lie  Vice-President  called  attention  to  FED- 
NET and  problems  invoked  in  a  proposed  centralization  of  computer 
facilities  which  concerned  several  t  'ongressional  committees  and  which 
provisions  in  S.  :;ils  would  correct,  lie  stated: 

The  Government's  General  Services  Administration  lias 
distributed  specifications  for  bids  on  centers  throughout  the 
counin  for  a  massive  new  computer  network.  It  would  have 
the  potential  to  -lore  comprehensive  data  on  individuals  and 
m-ait  ut  ion-.  The  contemplated  system,  known  as  FEDXET, 
^ould  link  Federal  agencies  in  a  network  that   would  allow 
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GSA  to  obtain  personal  information  From  the  files  of  many 
Federal  departments,   h   i-  portrayed  as  the  largest  single 

ivernmental  purchase  of  civilian  data  communication 
in  history  . 

I  am  concerned  that  Federal  protection  of  individual 
privacy  is  not  yel  developed  to  the  degree  necessarj  to  pre- 
vent  FEDNET  from  being  used  to  probe  into  the  Uvea  of 
individuals.  Before  building  a  unclear  reactor,  we  design  the 
safeguards  for  its  use.  We  also  require  environmental  impact 
statements  specifying  the  anticipated  effect  of  the  reactor's 
operation  on  the  environment.  Prior  to  approving  a  vast 
computer  uetwork  affecting  personal  lives,  we  need  a  com- 
parable privacy  impact  statement.  We  must  also  consider 
the  fallout  hazards  of  FEDNET  to  traditional  freedoms. 

Examples 

The  revelations  before  the  Select  Committee  to  fnvestigate  Presi- 
dential Campaign  Activities  concerning  policies  and  practices  of 
promoting  the  illegal  gathering,  use  or  disclosure  of  information  on 
Americans  who  disagreed  with  governmental  policies  were  cited  by 
almost  all  witnesses  as  additional  reasons  for  immediate  congressional 
action  on  S.  3418  and  other  privacy  legislation.  The  representative  of 
the  American  Civil  Liberties  Union  stated: 

Watergate  ha-  thus  been  the  symbolic  catalyst  of  a  t  remen- 
dous  upsurge  of  interest  in  securing  the  right  of  privacy: 
wiretapping  and  bugging  political  opponents,  breaking  and 
entering,  enemies  lists,  the  Huston  plan,  national  security 
justifications  for  wiretapping  and  burglary,  misuse  of 
information  compiled  by  government  agencies  for  political 
purposes,  access  to  hotel,  telephone  and  hank  records;  all 
of  these  -how  what  government  can  do  if  its  action-  are 
shrouded  in  secrecy  and  it-  vasl  information  resources  are 
applied  and  manipulated  in  a  punitive,  -elective,  or  political 
fashion. 

Despite  such  current  concern,  Congressional  studies  and  complaints 
to  Congress  -how  that  the  threats  to  individual  privacy  from  the 
curiosity  of  administrators  and  salacious  inquiries  of  investigators 
predated  "Watergate"  by  many  years.  These  have  been  described  at 
length  in  the  hearing  record  on  S.  341S. 

For  example,  under  pain  of  civil  and  criminal  sanctions,  many 
people  have  been  -elected  and  told  to  re-pond  to  questions  on  statis- 
tical census  questionnaires  such  as  the  following: 

How  much  rent  do  yon  pay? 

Do  von  live  in  a  one-family  house? 

I !'  n  woman,  how  many  babies  have  yon  had?  Not  counting  still 

births. 
1  low  much  did  you  earn  in  1  907? 

1  f  married  more  than  once,  how  did  you r  first  marriage  end? 
Do  \  ou  have  a  clothe-;  dryer? 
i  )o  you  have  a  telephone,  if  so,  what  is  the  number? 
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Do  you  have  a  home  food  freezer? 
Do  you  own  a  second  home? 
Does  your  TV  sel  have  UHF? 
Do  you  have  a  flush  toilet  ? 
Do  you  have  a  bathtub  or  shower? 

The  studies  show  thai  thousands  of  questionnaires  arc  sent  out 
yearly  asking  personal  questions,  hut  people  are  not  told  then'  re- 
sponses are  voluntary;  many  think  criminal  penalties  attach  to  them; 
it  is  difficult  for  them  to  find  out  what  legal  penalties  attach  to  a  denial 
of  tin1  information  or  what  will  he  done  with  it.  If  they  do  not  re-pond, 
reports  show  that  they  are  subjected  to  telephone  calls,  certified 
follow-up  letters,  and  personal  visits.  Much  of  this  work  i-  done  by 
the  (  Vikii>  Bureau  under  contrail,  and  man}  people  believe  that 
whatever  agency  receives  the  responses,  their  answers  are  subject  to 
the  same  mandatory  provisions  and  confidentiality  rule-  a-  the 
decennial  census  replies.  A  Senate  survey  revealed  that  in  -l  years 
alone  the  (  Yi  sus  Bureau  had  provided  their  computer  services  at  the 
request  of  24  other  agencies  and  departments  for  conducting  voluntary 
surveys  covering  over  6  million,  people.  Other  independent  voluntary 
surveys  were  conducted  by  the  agencies  themselves  on  subjects 
ranging  from  bomb  shelters,  to  smoking  habits,  to  birth  control 
method-,  to  whether  people  who  had  died  had  slept  with  the  window 
open.  The  form  usually  asked  for  social  security  number,  address  and 
phone  number. 

One  such  survey  technique  came  to  light  through  complaint-  to 
( 'ongress  from  elderly,  disabled  or  retired  people  in  ail  walks  of  life  who 
were  pressured  to  answer  a  15-page  form  sent  out  by  the  Census 
Bureau  for  the  Department  of  Health.  Education  and  Welfare  which 
asked  : 

What  have  you  been  doing  in  the  hist  4  week-  to  find  work? 

Taking  things  all  together,  would  you  say  you  are  very  happy, 
pretty  happy,  or  not  too  happy  these  day-? 

Do  you  have  any  artificial  denture-'.' 

Do  you — or  your  spouse — see  or   telephone  your  parents  as 
often  as  once  a  week? 

What  is  the  total  number  of  gifts  that  you  give  to  individuals 
per  year? 

How    many    different    new-papers    do    you    receive    and    buy 
legulaily? 

About  how  often  do  you  go  to  a  barber  shop  or  beauty  salon? 

What  were  you  doing  most  of  last  week? 

Applicants  for  Federal  jobs  in  some  agencies,  and  employees  in 
certain  cases,  have  been  subjected  to  programs  requiring  them  to 
answer  form-  of  psychological  tests  which  contained  questions  such 

as  these:* 


'Senate  Report  93-724,  to  accompany  S.  1688  md  Rights  of  Federal  Employees." 

Tin-  repori  describes  other  similar  programs  for  soliciting,  collecting  or  u^ing  personal  information  from 
and  about  applicants  and  employees.  S.  1688  has  been  approved  bj  lh<    -  times. 
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I  am  very  seldom  troubled  by  constipation. 

M\  sex  life  i>  satisfactory  . 

At  times  I  feel  like  swearing. 

I  have  never  been  in  trouble  because  of  m\  sex  behavior. 

!  do  not  ;tlwa\  -  tell  the  truth. 

I  have  no  difficulty  in  starting  or  holding  my  bowel  movements 

1  am  very  strongU  attracted  by  members  of  my  own  sex. 

i  like  poetiy. 

I  go  to  church  almost  cwiy  week. 

I  believe  in  the  second  coming  of  Christ. 

i  believe  in  a  life  hereafter. 

My  mother  was  a  good  woman. 

I  believe  my  -in--  are  unpardonable. 

I  have  used  alcohol  excessively. 

I  loved  my  Mother. 

I  believe  there  i-  a  God. 

Many  of  my  dreams  arc  about  -ex  matters. 

At  periods  my  mind  seems  to  work  more  -lowly  than  usual. 

1  am  considered  a  liberal  "dreamer"  of  new  ways  rather  than 
a  practical  follower  of  well-tried  ways,  (a)  true,  (b)  uncertain, 
■  •■    false. 

When  telling  a  person  a  deliberate  lie.  I  have  to  look  awav, 
being  ashamed  to  look  him  in  the  eye.   (a)   true,  (b)  uncertain, 
c    false. 

First  Amendment  Programs;  th(  Army 

Section  201(b  (7)  prohibits  department-  and  agencies  from  under- 
taking programs  for  gathering  information  on  how  people  exercise 
their  First  Amendment  rights  unless  certain  standard-  are  observed. 
Section  201(a)  prevents  them  from  collecting  and  maintaining  infor- 
mation which  is  not  relevant  to  a  statutory  purpose. 

The  need  for  these  provisions  have  been  made  c\  ident  in  many  ways. 
In  addition  to  federal  programs  foi  asking  people  questions  such  as 
whether  they  "believe  in  the  second  coming  of  Christ,"  there  have 
been  numerous  othei   programs  affecting  First  Amendment  rights. 

One  of  the  mosl  pervasive  of  the  intrusive  information  programs 
which  have  concerned  the  Congress  and  the  public  in  recent  years 
involved  the  At  my  surveillance  of  civilian-,  through  it>  own  records 
and  those  of  other  federal  agencies.  The  d<  tails  of  these  practices  have 
been  documented  in  Congressional  hearings  and  reports  and  were 
summarized  l>\  Senator  Ervin  as  follows:* 


•//■:•  Judiciary  Committee,  4  Columbia 

.  .  .  1  '71. 
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Despite  First  Amendment  rights  of  Americans,  and  de- 
spite the  constitutional  division  of  power  between  the  federal 
and  state  governments,  despite  laws  and  decision-  denning 
the  Legal  role  and  duties  of  the  Army,  the  Army  was  given 
the  power  to  create  an  information  system  of  data  banks 
and  computer  programs  which  threatened  to  erode  these 
restrictions  on  governmental  power. 

Allegedly  for  the  purpose  of  predicting  and  preventing 
civil  disturbances  which  might  develop  beyond  the  control 
of  state  and  local  officials,  Army  agents  were  sent  throughout 
the  country  to  keep  surveillance  over  the  way  the  civilian 
population  expressed  their  sentiments  about  government 
policies.  In  churches,  on  campuses,  in  classrooms,  in  public 
meeting-,  they  took  notes,  taperecorded,  and  photographed 
people  who  dissented  in  thought,  word  or  dvvd.  r\  nis  included 
clergymen,  editors,  public  officials,  and  anyone  who  sym- 
pathized with  the  dissenters. 

With  very  few,  if  any,  directives  to  guide  their  activities, 
they  monitored  the  membership  and  policies  of  peaceful 
organizations  who  were  concerned  with  the  war  in  Southeasl 
Asia,  the  draft,  racial  and  labor  problems,  and  community 
welfare.  Out  of  this  surveillance  the  Army  created  blacklists 
of  organizations  and  personalities  which  were  circulated  to 
many  federal,  state  and  local  agencies,  who  were  all  requested 
to  supplement  the  data  provided.  Not  only  descriptions  of 
the  contents  of  speeches  and  political  comments  were  in- 
cluded, but  irrelevant  entries  about  personal  finances, 
such  as  the  fact  that  a  militant  leader's  credit  card  was 
withdrawn.  In  some  cases,  a  psychiatric  diagnosis  taken 
from  Army  or  other  medical  records  was  included. 

This  information  on  individuals  was  programmed  into  at 
least  lour  computers  according  to  their  political  beliefs,  or 
their  member-hips,  or  their  geographic  residence. 

The  Army  did  not  just  collect  and  share  this  information. 
Analysts  were  assigned  the  task  of  evaluating  and  labeling 
these  people  on  the  basis  of  reports  on  their  attitude-, 
remarks  and  activities.  They  were  then  coded  for  entry 
into  computer-,  or  microfilm  data  banks. 

General  Statement 

The  premise  underlying  this  legislal  ion  is  that  good  go>  eminent  ami 
efficient  management  require  that  basic  principles  of  privacy,  con- 
fidentiality and  due  process  must  apply  to  all  personal  information 
programs  and  practices  of  the  Federal  Government,  and  should  apply 
to  those  of  State  and  local  government  as  well  as  to  those  of  i  he  organi- 
zations, agencies  and  institutions  of  the  prn  ate  sector. 

The  need  for  such  a  general  legislative  formula  is  made  necessary  by 
the  haphazard  patterns  of  information  swapping  among  government 
agencies,  the  diversity  of  confidentiality  rules  and  the  unevenness  of 
their  application  within  and  among  agencies.  The  lack  of  self-restraint 
in  information-gathering  from  and  about  citizens  on  the  part  of  some 
agencies  has  demonstrated  the  potential  throughout  government  for 
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imposing  coercive  information  burdens  on  citizens  or  for  invading 
ureas  of  thought,  belief  or  persona]  life  which  should  be  beyond  the 
reach  of  tin.*  Federal  data  collector. 


The  myriad  rule-  and  regulations  reflecting  man}  years  of  ad  hoc 
polic}  decisions  to  meel  the  information  need-  of  ad  mini- 1  rators  facing 
problems  of  the  political  moment  will,  under  this  bill,  be  replaced  by  a 
rule  of  law.  The  ( 'ommittee  emphasizes  that  enactment  of  such  genera] 
legislation  in  no  way  precludes  specific  legislation  t  o  govern  records  for 
special  programs  in  such  area-  as  tax,  finance,  health,  welfare,  census, 
and  law  enforcement.  Furthermore,  it  should  not  be  construed  as  a 
final  statement  by  Congress  on  the  right  of  privacy  and  other  related 
rights  as  they  may  be  developed  or  interpreted  by  the  court-. 


The  Committee  affirms  that  the  present  statutory  division  of 
executive  branch  power  among  the  department-  and  agencies  and 
bureaus  promote-  accountability  and  i-  most  conducive  to  legislative 
oversight,  Presidential  management,  and  responsiveness  to  the  public 
will.  We  believe  that  the  creation  of  formal  or  de  facto  national  data 
bank-,  or  of  centralized  Federal  information  systems  without  certain 
statutory  guarantees  would  tend  to  defeat  these  purposes,  and  threaten 
the  observance  of  the  values  of  privacy  and  confidentiality  in  the 
administrative  process.  The  ( 'ommittee  therefore  intends  in  S.  :i41s 
to  require  strict  reporting  by  agencies  and  depart  ments  ami  meaningful 
congressional  and  executive  branch  review  of  any  proposed  use  of 
information  technology  which  might   tend  to  further  such  negative 

developments. 

*  *  * 

The  ('ommittee  recognizes  that  the  computer  is  an  instrument 
which  i-  absolutely  essential  to  the  proper  transaction  of  many  gov- 
ernment  programs,  and  that  the  collection  of  information  from  the 
individual  i-  absolutely  necessary  to  carry  out  those  programs. 

Also  necessary  to  modern  government  i-  the  science  of  management 
of  the  many  aspects  of  information  technology  and  its  related  pro- 
fessional personnel  which  have  been  incorporated  very  rapidly  into 
the  administrative  processes  of  the  Federal  Government. 

At  the  same  time,  however,  the  Committee  believes  that  in  tin4 
management  of  computer  S3'stems  and  all  oth<  r  aspects  of  information 
technology,  a  special  status  musl  be  accorded  to  the  issue  of  individual 
privacy,  thai  is,  the  right  of  an  individual  to  have  such  gathering 
of  personal  information  as  may  be  collected  by  the  Government  con- 
lined  to  that  for  which  there  is  a  legitimate  use,  and  then  secondly, 
after  it  is  gathered,  to  have  access  to  that  information  confined  to 
those  who  have  a  governmental  end  in  view  for  its  use,  and  thirdly, 
to  be  assured  by  government  that  there  is  as  little  leakage  as  possible 
to  unauthorized  persons. 

The  present  legislation  is  designed  to  foster  these  goals  in  the  ad- 
ministrative processes  of  the  executive  branch.  The  Committee 
believes  that  the  bill  strikes  a  balance  between  governmental  needs 
and  the  personal  freedoms  of  the  individual. 
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The  complexities  and  scale  of  modern  government  make  it  impossi- 
ble for  Congress  or  tin4  courts  to  monitor  every  derision  made  which 
involves  personal  information.  The  bill  therefore  depends  partly  for 
it-  enforcement  on  the  individual  data  subject  and  makes  that  person 
a   participant   in   government's  decision   to   exercise   its  information 

power  over  an  individual. 

*  *  * 

Tin"  Committee  is  convinced  that  legislation  cannot  and  should  not 
be  neutral  toward  the  information  technology  by  mean-  of  which  the 
Federal  Government  affects  individual  rights.  Certain  kind-  of  in- 
formation should  not  be  collected  or  maintained  or  disclosed  by 
government  agencies  because  to  do  so  i-  either  unconstitutional,  unfair, 
unwise,  or  -imply  bad  management  of  the  people's  business.  This 
mean-,  furthermore,  thai  certain  computer  hardware  and  software 
used  to  operate  the  information  systems  of  government  should  provide 
features  which  will  promote  the  necessary  security  of  any  part  of  the 
system    and    the    confidentiality   of    the    information    processed    and 

handled  by  means  of  it. 

*  *   * 

The  hill  doe-  not  rest  solely  on  the  findings  of  any  one  report  or 
study,  but  on  review  and  consideration  of  all  of  the  studies  cited  here. 

The  Committee  is  convinced  that  effective  legislation  must  provide 
standards  for  and  limitations  on  the  information  power  of  government. 
Providing  a  right  of  access  and  challenge  to  records,  while  important, 
is  not  sufficient  legislative  solution  to  threats  to  privacy.  Contrary  to 
the  views  of  Administration  spokesmen  it  is  not  enough  to  tell  agencies 
to  gather  and  keep  only  data  which  is  reliable  by  their  rights  for  what- 
ever they  determine  is  their  intended  use,  and  then  to  pit  the  indi- 
vidual against  government,  armed  only  with  a  power  to  inspect  his 
file,  and  a  right  to  challenge  it  in  court  if  he  has  the  resources  and  the 
will  to  do  so. 

To  leave  the  situation  there  is  to  shirk  the  duty  of  Congre--  to 
protect  freedom  from  the  incursions  by  the  arbitrary  exercise  of  the 
power  of  government  and  to  provide  for  the  fair  and  responsible  use  of 
that  power.  For  thi-  reason,  the  Committee  deems  especially  vital  the 
restrictions  in  section  201  which  deal  with  what  data  are  collected  and 
by  what  means.  For  this  reason,  the  establishment  of  the  Privacy  Com- 
mission is  essential  a-  an  aid  to  enforcement  and  oversight. 

Tin1  Committee  view-,  the  standards  of  statutory  relevance  lor 
data  gathering  as  minimum  and  as  paving  the  way  for  more  specific 
guarantee-  in  each  area.  The  Committee  rejects  in  part  and  supple- 
ment- the  position  of  the  White  [louse  representative,  the  Chairman 
of  the  Domestic  Council  Committee  on  Right  of  Privacy,  who  testified 
that  "the  Federal  Government  should  collect  from  individuals  only 
the  amount  and  types  of  information  that  are  reasonably  necessary 
for  public  protection."  He  stated  "I  do  not  think  it  i-  possible  to  de- 
velop a  standard  of  reasonableness  in  any  more  precise  way  than  to 
ask  people  to  exercise  their  very  best  judgment  and  to  exercise  the 
utmost  restraint  in  the  amount  of  information  they  collect." 

The  Committee  found  many  helpful  definitions  of  privacy  and  con- 
fidentiality m  seeking  to  define  the  concept-  and  principles  developed 
in  the  provisions  of  S.  o41S. 
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A  useful  statement  is  offered  by  the  reporl  on  Data  Banks  in  n  Krce 
Society  project  by  the  National  Academj  of  Sciences,  which  dis- 
tinguishes them  in  the  following  terms: 

/'  vacy  is  independent  of  technological  safeguards;  it  in- 
volves the  -'»'i;,|  policy  issues  of  what  information  should  be 
collected  at  ;i!l  and  how  much  information  should  be  as- 
sembled in  un\  one  information  system.  (For  purposes  of 
the  principles  implemented  In  this  hill  for  the  Federal  exec- 
utive branch,  tin1  Committee  means  this  t<>  include  consti- 
tutional ;in<l  statutory  prohibitions  or  restraints.) 

the  central  issue  for  which  technological 
safeguards  are  relevant.  Win  re  an  organization  ha*?  promised 
those  from  whom  it  collects  information  thai  unauthorized 
uses  will   not    be   made   by    persons   inside   or  outside   that 

encVj  mak  id  thai  promise  of  confidentiality  requires 

record  securitv  controls  in   both   manual  and  computerized 

files. 

"Privacy",  then,  is  a  shorthand  term  for  the  restraint  on  the  power 
of  government  to  investigate  individuals,  to  collect  information  about 
i  heir  personal  lives  and  activities  in  societ\  or  in  ways  which  are 
banned  by  the  Constitution,  or  for  reasons  which  liave  little  or  nothing 
to  do  with  the  purpose  of  government  or  of  the  agency  involved,  as 
their  powers  tire  defined   b\    the  Constitution  and  speciiic  statutes. 

Therefore,  the  Committee  believes  that  the  conclusions  of  study 
groups  set  up  in  the  executive  branch  to  study  computer  technology 
must  be  supplemented  by  the  complaints  from  citizens  anil  evidence 
gathered  l>\  numerous  congressional  committees  on  the  over-reach  of 
it-  information  power  by  the  Federal  executive  branch.  This  charac- 
teristic distinguishes  S.  .;!is  from  other  proposals  on  '"privacy." 

State  Laws 

S.  :'>\\\  is  further  needed  to  complement  State  and  minicipal  laws 
and  regulations  w  Inch  ha\  e  been  adopted  to  protect  indi\  [dual  privacy 
and  confidentiality  of  records,  and  \\  liich,  in  some  eases,  provide  more 
detailed  and  more  effective  protection-  than  S.  ."lis.  (.■  vernors  and 
other-  have  expressed  concern  that  despite  all  the  States  ma\  do  lo 
provide  guarantees,  t  lie;  are  not  i  fleet  ive  once  the  data  a'*c  integrated 
in  a  Federal  information  system  or  transferred  to  a  Federal  data 
bank.  S.  ::!h  will  safeguard  and  supplement  the  efforts  of  State 
legislat  ures. 

('overage:  Private,  State  \\i>  Local 

As  reported,  the  bill  applies  lo  Federal  personal  information  sys- 
tems, whether  automated  or  manual,  and  to  those  of  State,  local  and 
private  organizations  which  are  specifically  created  or  substantially 
altered  through  grant,  cqntracl  or  agreement  with  Federal  agencies, 
where  the  agency  causes  provisions  of  the  act  to  be  applied  to  such 
systems  or  files  or  relevant  portions. 

As  introduced,  S.  3418  applied  to  all  governmental  and  private 
organizations  which  maintained  a  personal  information  system,  under 
supervision  of  a  strong  regulatory  body,  with  provision  for  delegating 
power  to  Slate  inst  rument  alities. 
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The  Committee  has  cut  back  on  the  bill's  original  coverage  and 
ordered  the  Privacy  Commission  to  make  a  stud}  of  State,  local  and 
private  data  hanks  and  recommend  precise  application  of  the  Acl 
where  needed. 

The  original  coverage  reflected  the  recommendations  of  Lhe  HEW 
Secretary's  Committee  for  "enactment  of  its  code  of  fair  information 
practice  for  all  automated  personal  data  systems, "  but  which  noted 
that  it  would  "wisely  be  applied  to  all  personal  data  systems  whether 
automated  or  manual." 

Hearing  witnesses  and  other  commentators  advocated  nationwide 
application  of  the  Act  to  protect  individual  privacy  and  other  rights 
from  invasion  by  Government  and  the  institutions  and  organizations 
of  society. 

Total  coverage  was  advocated  by  the  representative  of  the  American 
Civil  Liberties  Union  citing  examples  of  cases  and  programs  to  -how 
that  information  collected  by  State,  local  and  private  institutions  can 
be  evevy  hit  as  harmful  to  the  individual.  These  included  the  reported 
need  for  additional  controls  over  the  retail  credit  industry,  whose  five 
largest  companies  maintain  files  on  54  million  people;  the  Medical 
Information  Bureau  in  Greenwich,  Connecticut,  a  major  source  of 
medical  information  on  13  million  Americans  for  life  insurance  com- 
panies; the  use  by  the  banking  industry  of  an  Electronic  Funds 
Transfer  System  to  centralize  an  individual's  charges  all  over  the 
community  and  automatically  deduct  them  from  the  individual's 
bank  account;  the  uncontrolled  access  to  customer  records  and  can- 
celled checks  afforded  by  financial  institutions  to  law  enforcement 
officials  and  other  investigators  in  the  absence  of  subpena  and  notice 
to  the  individual. 

Professor  Miller  testified  in  1971  on  behalf  of  a  regulatory  com- 
mission with  power  to  embrace  the  activities  of  ''non-Federal  informa- 
tion gatherers  that  might  adversely  affect  the  rights  we  are  trying 
to  protect.  The  regulators  should  he  particularly  attentive  to  the 
interlocking  relationships  that  have  begun  to  spring  up  between 
Federal  and  local  data  handlers  in  tin4  law  enforcement  field  and  the 
fact  that  many  of  the  Nation's  major  corporations  maintain  dossiers 
on  millions  of  Americans.  (  Hose  scrutiny  of  the  latter  category  of  data 
hanks  is  becoming  imperative  because  there  is  growing  reason  to 
believe  that  these  files  are  exchanged  both  within  the  private  sector 
and  with  law  enforcement  and  surveillance  groups  at  all  levels  of 
government.  In  short,  once  standards  are  established  for  Federal 
systems  I  believe  that  it  eventually  will  become  necessary  to  apply 
them  to  certain  non-Federal  systems." 

Similar  findings  of  interlinking  networks  for  the  governmental  and 
private  sectors  wen4  found  by  the  Academy  of  Science  project. 

Professor  Vern  ( Countryman,  in  an  article  submitted  for  the  hearing 
record,  has  detailed  cases,  congressional  hearings,  and  practices  in- 
volving privately  compiled  dossiers  by  commercial  compilers,  punitive 
compilers,  and  benevolent  compilers. 

Reports  filed  for  the  hearing  record  from  the  Freedom  of  [informa- 
tion ('enter  of  the  University  of  Missouri  School  of  Journalism, 
describe  investigative  practices  and  intrusive  data-gathering  technique 
in  the  private  sector. 
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Problems  of  privacy,  standards,  confidentiality  and  security  in 
medical  and  health  records  programs  were  described  I'm  thesub- 
oommittec  by   doctors  in  private  practice  and  in  Male  government. 

Extension  of  legislative  coverage  to  student  records  procedures  for 
gathering,  disclosure,  and  dire  process  in  educational  records  was 
jidvocatcd  hy  Senator  James  L.  Buckley  and  l>y  witnesses  for  the 
( 'ii  izens  ( 'ommittee  for  Education. 

( >ther  \\  itnesses  advocated  coverage  of  State  and  local  systems,  la  it 
>f  i  ha  private  sector. 

Despite  calls  by  these  and  other  witnesses  for  total  or  partial 
coverage,  the  Committee  ua-  persuaded  i«>  delay  a  decision  on  total 
application  by  considerations  of  nine  and  investigative  resources  for 
developing  a  full  hearing  record  and  for  drafting  the  needed  complex 
legislative  solution  for  information  abuses  in  the  private  sector,  be\  ond 
those  presently  covered  by  the  Fair  Credit  Reporting  Act  and  it> 
I  > <  •  i  m  1  i  1 1  l:  amendments. 

Former  Secret  ar}  of  Health,  Education,  and  Welfare  Elliot  Richard- 
son noted  the  lack  of  a  precise  hearing  record  and  suggested  legisla- 
tion "to  establish  authority  in  an  existing  Federal  agency  or  in  some 
new  instrumentality  established  in  part  for  that  purpose,  to  make 
inquiry,  hold  hearings,  and  report  to  Congress  if  it  finds  a  prima 
facii  showing  of  need  for  legislation  to  assure  fair  information  practice 
in  some  particular  industry  or  other  segment  of  the  nongovernmental 
organizations  of  America.  Congress  could  then  take  whatever  action 
toward  developing  additional  legislation  seemed  necessary." 

Mr.  Richardson  endorsed  coverage  of  State  and  local  activities 
'"substantially  affected  by  their  relationships  with  Federal  agencies, 
a-  a  consequence  of  (1)  Federal  fiscal  contributions,  (2)  Federal 
record-keeping  or  data-collection  and  reporting  requiiements,  or  c>i 
cooperative  arrangements  among  intergovernmental  personal  data 
system." 

Dr.  Westin,  while  endorsing  coverage  of  intergovernmental  com- 
puters systems,  opposed  the  total  coverage  of  the  original  bill,  citing 
"the  impracticaUty  and  dangers  involved  in  trying  to  regulate  and 
register  many  tens  or  hundred-  of  thousands  of  files  of  every  kind." 
He  recommended  "an  instrumentality  to  lead  private  organizations 
to  adopt  codes  of  fair  information  practice  a-  thier  voluntary  policies, 
and  proposed  creating  a  national  commission  on  private,  interstate 
personal  data  systems."  This  commission  should,  testified  l)r.  Westin, 
"examine  the  conduct  of  those  nationwide  personal  data  systems  that 
affect  the  rights,  opportunities,  and  benefits  of  Americans,  holding 
hearings  as  necessary  and  with  a  strong,  competent  staff  to  make  on- 
site  visits  and  study  the  real  practices  of  organizations,  not  just  their 
formal  policies. 

"The  creation  of  such  a  commission  should  provide  an  extremely 
valuable  force  acting  on  the  private  sector.  It  would  push  privacy, 
confidentiality,  and  due  process  issues  to  the  top  of  the  organizational 
agenda,  and  into  t  he  design,  testing,  and  operational  thinking  of  data- 
system  managers  and  their  -tali*-.  It  would  move  the  computer  in- 
dustry and  computer  professionals  into  high  gear,  as  consultant-  to 
the  user  organizations,  developers  of  new  techniques  and  materials, 
and  innovators  in  cost-effective  responses." 
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Numerous  representatives  of  private  organizations  and  of  business 
and  industry  opposed  the  total  coverage  of  the  bill,  citing  the  lack  of 
hearing  record,  the  existing  requirements  of  the  Fair  Credil  Reporting 

Act,  and  prohibitive  costs  of  implementing  S.  3418  in  tin-  private 
sector  without  pa-sing-  on  the  costs  in  consumer  services.  Most  indi- 
cated support  for  or  lack  of  opposition  to,  a  commission  study  of  pri- 
vacy invasions  by  the  private  sector. 

RIGHT  OF  ACCESS  AND  CHALLENGE 

The  Committee  believes  that  the  size  of  the  Federal  Government, 
the  sheer  number  of  personal  record-  it  musl  handle,  and  tic'  growing 
complexities  of  information  technology  require  that  the  full  protections 
against  abuses  of  the  power  of  government  to  affect  the  privacy  of  the 
individual  and  the  confidentiality  of  personal  information  must  depend 
in  part  upon  the  participation  of  the  individual  in  monitoring  the  main- 
tenance and  disclosure  of  hi-  own  file. 

To  tins  end,  we  agree  with  the  members  of  numerous  respected  study 
bodies  that  an  individual  should  have  the  right  to  discover  if  he  i-  the 
subject  of  a  government  file,  to  be  granted  access  to  it,  to  be  able  to 
assure  the  accuracy  of  it,  and  to  determine  whether  the  hie  lias  been 
abused  by  improper  disclosure. 

The  Committee  agrees  with  the  conclusion  of  one  government  study 
that  "In  the  majority  of  cases,  the  citizen's  right  of  access  to  informa- 
tion kept  on  him  by  the  Federal  Government  will  not  interfere  with  the 
ongoing  program  of  the  agency.  In  addition,  giving  the  individual  a 
right  of  access  often  will  be  a  desirable  adjunct  to  any  other  sjstem 
designed  to  insure  file  accuracy." 

Furthermore,  the  Committee  adopt-  the  timely  observation  of  one 
scholar  from  the  Council  on  Science  of  Technology  study  thai  "giving 
the  individual  maximum  ability  to  examine  what  the  Government 
know-  on  the  person  should  help  promote  citizen  confidence  in  ac- 
tivities of  the  Federal  Government  and  i-  essential  to  assure  that 
notions  of  due  process  are  employed  when  decisions  are  made  on  the 
basis  of  personal  information." 

So  important  does  the  Committee  consider  procedures  required  by 
the  bill  on  this  matter  that  it  i-  determined  that  any  exemptions  from 
such  provisions  sought  under  the  rule-making  -''heme  of  the  bill  must 
be  kept  to  an  absolute  minimum  and  rmis1  not  be  mad'- on  the  basis  of 
parochial  agency  concerns.  It  [\\\(\>  support  for  this  stand  in  the  con- 
clusion  of  the  report  of  the  HEW  Secretary's  Advisoiy  Committee  on 
Automated  Personal  Data  Systems  that: 

Xo  exemption  from  or  qualification  of  the  right  of  data 
subjects  to  have  full  access  to  their  record-  should  be  granted 
unless  there  is  a  clearly  paramount  and  strongly  justified 
societal  interest  in  such  exemption  or  qualification.  .  .  . 
The  instances  in  which  it  can  be  convincingly  demonstrated 
that  there  i>  a  paramount  -ociety  interest  in  depriving  an 
individual  of  access  to  data  about  himself  would  seem  to  be 
rare.  (pp.  61,  Report.) 

The  exemption-  allowed  from  observance  of  these  standard-  are 
for   three   purposes   only,   national   defense   and   foreign    policy    and 
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certain  law  pi  nt  investigative  and  intelligence  matters  where 

-  and  challenge  rights  are  found  to  damage  the  purpose  for  which 
1 1"'  h  >n  was  collet  ; 

'    unmittee  recognizes  thai   while  main    agencies  afford  such 
rights,  many  .  deny  them  with  respect  to  certain  files.  Allowing 

only  the  -■■  -  areas  for  exemption  may  well  promote  the  rca> 

menl  of  existing  practices  whereby  individuals  arc  deprived  of  full 
access  i<»  records  aboul   themselves,  and  -  tuies,  in  the  year 

before  the  Ad  take-  effect,  ma\  well  see  !ii  to  *eck  special  legisla- 
tion permitting  special  treatment  of  certain  files  they  hold.  Mean- 
while, the  Committee  is  persuaded  by  the  I.  of  the  HEW 
report : 

Man\  organizations  are  likely  to  argue  that  it  i^  not  in  the 
interest  of  their  data  subjects  to  have  full  access.  Others 
may  oppose  full  access  on  the  grounds  that  it  would  dis<  lo 
the  content  of  confidential  third-party  recommendations  or 
reveal  the  identity  of  their  sources.  Still  others  may  argue 
that  full  access  should  not  be  provided  because  the  records 
are  the  property  of  the  organization  maintaining  the  data 
system.  Such  objection-,  however,  are  inconsistent  with 
the  principle  of  mutuality  necessary  for  fair  information 
practice. 

The  relevance  of  the  rights  of  access  and  challenge  to  the  principle 
of  accountability  in  government,  to  efficient  achievement  of  manage- 
ment goals  ami  to  n  public  sense  of  social  justice  i-  recognized  in  a 
1970  report   made  by  the  Project   SEARCH  group  to  the  Justice 

Department.  That  report  called  for  a  citizen's  right  to  access  and 
challenge  to  certain  law  enforcement  records,  but  it  stated  the  follow- 
ing reasons  for  its  conclusions  which  the  committee  finds  worthy  of 
general  application : 

First,  an  important  cause  of  fear  and  distrust  of  com- 
puterized data  systems  has  been  the  feelings  of  powerlessn< 
they  -provoke  in  many  citizens.  The  computer  has  come  to 
symbolize  the  unresponsiveness  and  insensitivity  of  modern 
life.  Whatever  may  be  thought  of  these  reaction-,  it  i>  at 
least  clear  that  genuine  rights  of  access  and  challenge  would 
do  much  to  disarm  this  hostility. 

Second,  such  rights  promise  to  be  the  most  viable  of  all 
the  possible  methods  to  guarantee  the  accuracy  of  data 
systems.  I  nlike  more  complex  internal  mechanisms,  the\ 
arc  triggered  by  the  most  powerful  and  consistent  of  motive-. 
individual  self-interest. 

Finally,  it  should  now  be  plain  that  if  any  future  system 
i-  to  win  public  acceptance,  it  must  offer  persuasive  evidence 
that  it  is  quite  seriously  concerned  with  the  rights  and 
interests  of  those  whose  lives  it  will  record.  The  committee 
can  imagine  no  more  effective  evidence  than  authentic 
rights  of  access  and  challenge.1 
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Law  Enforcement  Fil 

Title  II  of  S.  3418  sets  general  standards  of  fair  records  keeping 
which  apply  to  practically  all  government  files,  including  those 
maintained  by  law  enforcement  agencies.  Although  various  com- 
mittees of  the  Congress  ]  have  been  considering  legislation  which 
specifically  addresses  confidentiality  of  law  enforcement  files,  the 
Committee  is  of  the  view  that  prospects  for  that  legislation  i^  suffi- 
ciently unclear  so  that  S.  3418  should  apply  in  its  general  terms  to 
such  files  until  such  time  as  the  law  enforcement  privacy  legislation 
is  enacted. 

Therefore  the  Committee  decided  that,  to  the  extent  feasible, 
S.  3418  should  apply  to  law  enforcement  files  bul  that  such  application 
should  not  be  inconsistent  with  the  two  major  criminal  justice  privacy 
bills,  introduced  early  this  year,  S.  2963  by  Senator  Ervin  and  >.  ; 
by  Senator  Hruska  on  behalf  of  the  administration.  S.  34  1  S  as  amended 
by  the  Committee  would  apply  the  general  standards  of  title  II. 
including  the  general  updating  and  accuracy  requirements  and 
provisions  affording  right  of  access  to  most  law  enforcement  files. 

The  Committee  recognizes,  however,  that  there  are  two  general 
classes  of  files  maintained  by  agencies  with  law  enforcement  functions, 
criminal  history  or  record  hie-  on  the  one  hand  and  intelligence  and 
investigative  file-  on  the  other.  The  first  class  of  information,  defined 
for  the  purposes  of  S.  3418  as  '•criminal  history  information"  includes 
routine  records  of  arrests  and  court  dispositions  sometimes  called 
rap  sheets.  As  a  general  principle  these  records  are  subject  to  nil 
the  requirements  of  title  II  including  the  right  of  access  provision. 
This  is  entirely  consistent  with  both  the  Ervin  and  administration 
criminal  justice  privacy  legislation.  Indeed,  Director  Kelly  of  the  FBI, 
in  testimony  before  the  Subcommittee  on  Constitutional  Right-. 
expressed  support  for  the  general  access  and  challenge  provisions  con- 
tained in  the  two  criminal  justice  privacy  bill-  and  replicated  in 
S.  :J418: 

These  bills  provide  for  an  individual  to  obtain  access  to 
his  own  criminal  offender  record,  and  also  provide  pro- 
cedures for  him  to  challenge  that  record.  I  support  these 
provisions.  Currently,  the  FBI   provides  copies  of  offender 

record  information   .    .    . 

As  for  the  other  general  provisions  of  title  I  \.  none  of  these  provisions 
are  inconsistent  with  the  criminal  justice  privacy  legislation  in  particu- 
lar as  they  apply  to  criminal  history  information.  Furthermore,  S.  3418 
permit-  each  agency  to  promulgate  it-  own  regulations  implementing 
the  Act  and  this  should  provide  sufficient  flexibility  so  that  the 
Attorney  General  will  no  1  undermine  good  law  enforcement  practice- in 
promulgating  regulations.  Indeed,  since  early  this  year  the  Justice 
Department  has  been  drafting  regulations  which  address  most  of  the 
basic  issues  raised  by  S.  3418.  Those  regulations  set  certain  standards 
for  the  operation  of  any  routine  exchange  of  criminal  history  informa- 
tion by  the  FBI  and  for  the  funding  of  criminal  histon  record  systems 
on  the  State  and  local  level  by  the  Law  Enforcement  Assistance 
Administration.   Although    the   .Justice   Department    might    have    to 

"The  Senate  Subcommittee  on  Constitutional  Rights  and  Hou  on  Civil  R  g 

Constitutional  Rights. 
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carefully  review  these  regulations,  if  this  legislation  is  passed,  their 
scope  and  thrust  are  essentially  what  would  be  required  of  the 
Department  of  Justice  by  this  legislation. 

The  second  class  of  Information  generally  maintained  by  law  en- 
forcement agencies  arc  intelligence,  or  investigative  files.  These  files 
contain  highly  sensitive  and  usually  confidential  information  collected 
by  law  enforcement  officers  in  anticipation  of  criminal  activity,  such 
a-  by  organized  crime  figures,  or  in  the  course  of  investigating  criminal 
activity  which  lias  already  occurred.  It  was  the  Committee's  judg- 
ment, shared  by  most  criminal  justice  privacy  experts  and  reflected  in 
the  pending  criminal  justice  privacy  legislation,  that  all  of  the  pro- 
visions of  title  II  of  S.  3418  could  not  he  applied  to  such  sensitive 
information.  In  particular,  it  would  not  be  appropriate  to  allow 
individuals  to  see  their  own  intelligence  or  investigative  files.  There- 
fore, tin1  bill  exempts  such  information  from  access  and  challenge 
requirements  of  title  II.  However,  most  of  the  other  general  accuracy 
and  updating  provisions  would  apply,  subject,  of  course,  to  the  rules 
and  regulations  issued  by  the  agency  head  in  the  course  of  implement- 
ing such  provisions. 

Obviously,  these  general  provisions  on  law  enforcement  records  are 
not  entirely  adequate.  The  two  criminal  justice  privacy  bills  address 
this  subject  in  considerable  detail  and  are  the  result  of  at  least  two 
years  of  careful  study  and  revision  by  the  Subcommittee  on  Constitu- 
tional Rights  and  the  .Justice  Department.  However,  the  Committee 
feels  that  general  privacy  legislation  must  assure  subjects  of  law  en- 
forcement files  at  least  these  minimal  rights  until  such  time  as  the 
more  comprehensive  criminal  justice  legislation  is  passed. 

Privacy  Protection  Commission 

It  is  clear  that  many  of  the  information  abuse-  over  the  last  decade 
could  have  been  avoided  with  the  help  of  an  independent  body  of 
experts  charged  with  protecting  individual  privacy  as  a  value  in 
government  and  society. 

Commentators  on  privacy  for  years  have  also  cited  the  need  for 
such  an  agency  to  help  deal  in  a  systematic  fashion  with  the  great 
range  of  administrative  and  technological  problems  throughout  the 
many  agencies  of  the  Federal   Government. 

Title  J  of  S.  3418,  as  amended,  establishes  a  Privacy  Protection 
Commission  composed  of  five  experts  in  law.  social  science,  computer 
technology,  and  civil  liberties,  business,  and  State  and  local  govern- 
ment  and  supported  by  a  professional  staff.  The  Commission  would 
be  empowered  to: 

Monitor  and  inspect  Federal  systems  and  data  bank>  containing 
information  about,  individuals; 

Compile  and  publish  an  animal  U.S.  Information  Directory  so 
that  citizens  and  Members  of  Congress  will  have  an  accurate 
source  of  up-to-date  information  about  the  personal  data- 
handling  practices  of  Federal  agencies  and  the  rights,  if  any, 
of  citizens  to  challenge  their  contents; 

Develop  model  guidelines  for  implementation  of  this  act  and 

assist   agencies  and  industries  in  the  voluntary  development  of 
fair  information  practices; 
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Investigate  and  hold  hearings  on  violations  of  the  Act,  and 
recommend  corrective  action  to  the  agencies,  Congress,  the 
President,  the  General  Accounting  Office,  and  the  Office  of 
Management  and  Budget; 

Investigate  and  hold  hearings  on  proposals  by  Federal  agencies 
to  create  new  personal  information  systems  or  modify  existing 
systems  for  the  purpose  of  assisting  the  agencies,  (  'ongress,  and  the 
President  in  their  effort  to  assure  that  the  values  of  privacy, 
confidentiality,  and  due  process  are  adequately  safeguarded;  and 

Make  a  study  of  the  state  of  the  law  governing  privacy- 
invading  practices  in  private  data,  banks  and  in  State  and  local 
and   multistate  data  systems. 

Need  for  a  Privacy  Protection  Unit 

There  is  an  urgent  need  for  a  permanent  staff  of  experts  within  the 
Federal  Government  to  inform  Congress  and  the  public  of  the  data- 
handling  practices  of  major  governmental  and  private  personal  infor- 
mation systems-  As  a  recent  study  by  the  Judiciary  Subcommittee  on 
Constitutional  Rights  graphically  demonstrates,  there  has  been  a 
proliferation  of  Federal  information  systems  and  data  banks  which, 
if  misused,  can  do  irreparable  harm  to  the  privacy  and  economic  well- 
being  of  millions  of  persons.  "Data  Banks  and  a  Free  Society,"  the 
study  done  for  the  National  Academy  of  Sciences  by  Professors  Alan 
F.  Westin  and  Michael  A.  Baker,  similarly  demonstrates  such  harm 
inherent  in  large  personal  information  systems  maintained  at  all  levels 
of  government  and  by  private  industry. 

Although  recent  attempts  to  turn  Federal  tax  records  into  weapons 
of  political  and  personal  revenge  have  come  to  light,  along  with  many 
other  record  abuses,  the  major  threat  to  most  Americans  lies  in  the 
inadvertent,  careless,  and  unthinking  collection,  distribution,  and 
storage  of  records  which  may  be  inaccurate,  incomplete,  or  irrelevant 
to  legitimate  governmental  needs.  This  tin-ear  has  grown  tremen- 
dously as  developments  in  telecommunications,  photocopying,  and 
computer  technology  have  accelerated  and  with  expanded  data- 
swapping  among  government  agencies  and  throughout  private 
industry. 

It  is  now  clear  that  Congress,  with  its  limited  technical  staff  and 
multitude  of  functions,  cannot  keep  track  of  these  developments  in 
every  Federal  agency  and  for  every  data  bank  with  the  depth  of  detail 
required  for  consistently  constructive  policy  analysis.  The  Constitu- 
tional Rights  Subcommittee  data  bank  study  and  other  agency-by- 
agency  studies  have  each  taken  years  to  complete,  and  have  docu- 
mented the  frustrations  of  agency  delays,  withholding  of  data,  and 
camouflage  of  governmental  activities.  Citizens  also  have  no  place  to 
turn  to  find  out  which  agencies  or  companies  maintain,  distribute,  and 
use  personal  information  about  them.  Agencies  and  businesses  would 
similarly  benefit  from  the  existence  of  an  authoritative  source  of  infor- 
mation about  their  record-keeping  practices  which  would  protect 
them  from  misinformed  and  inftamatory  criticism. 

In  addition,  there  is  an  urgent  need  for  a  staff  of  experts  somewhere 
in  government  which  is  sensitive  both  to  the  privacy  interests  of 
citizens  and  the  informational  needs  of  government  and  which  can 
furnish  expert  assistance  to  both  the  legislative  and  executive  branches. 
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In  recent  years,  controversies  over  privacy  and  government  data 
bank-  have  arisen  after  executive  branch  decisions  have  been  made. 
The  Commission  will  serve  the  important  purposes  of  raising  and 
resolving  privacy  questions  before  government  plan-  are  put  in 
operation.  Agencies  need  help  to  incorporate  newly-refined  concepts 
of  individual  liberty  into  their  current  procedures  without  unnecessary 
disruption  and  confusion.  Congress  and  the  President  nerd  help  in 
identifying  those  areas  in  which  privacy  safeguards  are  mosi  urgently 
needed  and  in  drafting  legislation  specifically  tailored  to  those  problem 
areas. 

There  are  now  over  inn  privacy  bills  before  Congress  Most  arc  of 
unquestionable  merit,  but  only  a  few  can  receive  the  kind  of  sustained 
attention  to  survive  the  legislative  gauntlet.  The  proposed  Commission 
would  help  Congress  deal  with  those  hills  in  two  ways.  First,  it  would 
obviate  the  necessity  of  enacting  many  of  them  into  law  by  inducing 
agencies  and  industries  to  adopt  their  own  fair  information  practices. 
Second,  the  Commission  would  help  Congress  and  the  President  by 
narrowing  down  the  range  of  legislative  options  and  drafting  hills 
designed  to  achieve  a  good  "tit"  between  privacy  values  and  other 
values  in  the  context  of  often  unique  data-keeping  activities. 

Jt  may  well  he  that  regulatory  functions  will  eventually  have  to  be 
added  to  the  Commission's  powers  in  order  to  assure  that  privacy. 
confidentiality,  and  ilur  process  become  an  integral  part  of  govern- 
mental and  private  data  systems.  However,  the  Committee  has 
decided  not  to  address  tins  area  in  the  legislation  pending  the  Com- 
mission's study. 

The  original  version  of  S.  :'>41X  would  have  created  a  Federal  policy 
board  with  regulatory  powers  to  investigate  and  issue  cease  and 
desist  orders  for  violations  of  the  Act.  The  Committee  believes  that  it 
does  not  have  sufficient  evidence  to  support  a  case  for  vesting  broad 
regulatory  powers  in  a  board  charged  with  administrating  the  Act. 
Rather,  a  much  more  effective  and  le^s  cumbersome  procedure  will 
permit  an  individual  to  seek  enforcement  of  his  rights  under  pro- 
cedures established  by  each  Federal  agency.  Ultimate  enforcement  of 
those  rights  and  challenges  to  agency  judgments  would  rest  with 
United  States  District  Court-.  By  taking  this  action,  the  Committee 
did  not  mean  to  preclude  a  future  decision  by  the  Congress  to  rest 
regulatory  functions  in  the  Commission  to  assure  that  privacy, 
confidentiality,  and  due  process  become  an  integral  part  of  govern- 
mental and  private  data  S3rstems. 

Public  administration  and  privacy  expert-  have  urged  a  cautious 
approach  to  regulation  on  two  ground-.  First,  there  i-  much  more 
that  privacy  advocates  need  to  know  about  infoi  mation  systems  before 
they  are  in  a  position  to  make  demonstrably  constructive  regulatory 
policy  proposals.  Second,  there  i>  substantial  evidence  that  agencies 
and  companies  are  not  inherently  hostile  to  letting  individuals  have 
more  of  a  say  in  what  the  files  say  about  them,  provided  that  the 
changes  can  be  made  in  an  orderly,  efficient,  and  economically  sound 
manner.  The  work  of  the  Secretary  of  Health,  Education,  and  Wel- 
fare's Advisory  Committee  on  Automated  Data  Systems,  Vice  Presi- 
dent Ford's  Domestic  Council  Committee  on  the  Right  of  Privacy, 
and  the  National  Academy  of  Sciences  Project  on  Computer  Data 
Banks,  clearly  demonstrate  that  the  right  of  privacy  has  its  advocates 
within  the  executive  branch.  Testimony  before  the  Committee   by 
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State  officials  was  nearly  unanimous  in  citing  a  need  for  higher  stand- 
ards and  better  regulation  of  privacy  practices  in  their  jurisdictions. 
Statements  by  private  industry  representatives  have  persuaded  the 
Committee  that  a  substantial  measure  of  industry  cooperation  can 
be  anticipated. 

Thus,  the  Committee  believes  that  it  would  be  a  mistake  for  the 
Privacy  Protection  Commission  to  begin  its  work  in  an  adversarial 
posture,  either  as  a  regulatory  or  ombudsman- type  agency.  Those 
roles  may  come  in  time,  but  they  should  be  the  product  of  specific 
legislation  and  come  only  after  effort--  to  achieve  voluntary  reforms 
have  failed.  Meanwhile,  awareness  that  the  Commission  might  be 
vested  by  ( Congress  with  regulatory  powers  at  some  future  time  should 
have  a  salutory  effect  on  those  agencies  which  may  be  tempted  to 
ignore  its  suggestions,  or  which  fail  to  give  its  model  guidelines  the 

deference  due  them. 

Locating  the  Privacy  Unit 

The  Committee  has  concluded  that  the  best  place  to  vest  these  new 
functions  would  be  in  an  independent  commission.  The  decision  was 
arrived  at  with  some  reluctance,  because  members  of  the  Committee 
share  the  unwillingness  of  many  Members  of  Congress  to  create  -till 
more  independent  commissions.  On  balance,  however,  the  commission 
route  seemed  the  best  solution  for  the  abuses  and  potential  threats 
which  have  been  documented. 

Having  concluded  that  an  expert  staff  and  an  independent  body  was 
needed  somewhere  in  the  Federal  Government  to  supply  information 
and  advice  and  conduct  investigations,  the  Committee  considered 
three  alternatives,  as  described  in  testimony  before  Committee  by 
Dr.  Christopher  H.  Pyle.  The  first  was  to  place  the  unit  in  the  General 
Accounting  Office,  modeled  on  the  Office  of  Federal  Flections.  The 
second  was  to  locate  it  in  the  Office  of  Management  and  Budget, 
much  like  the  Statistical  Policy  Division  which  polices  Federal  ques- 
tionnaires. The  third  alternative  was  to  create  an  independent 
commission. 

The  Committee  chose  not  to  recommend  vesting  the  investigatory 
and  advisory  functions  in  the,  GAO  because  it  would  be  unwise  to 
dilute  the  GAO's  important  auditing  function  with  this  kind  of  sub- 
stantive policy  assignment.  Except  in  rare  instances,  responsibility 
within  Congress  for  policy  development  should  rest  with  its  com- 
mittees. Also,  placing  the  investigative  role  in  the  GAO  might  limit 
the  unit's  ability  to  study  multi-state  and  commercial  information 
systems  not  dependent  upon  the  Federal  budget,  which  is  the  focus 
of  the  GAO's  attention. 

Similar  considerations  persuaded  the  (  \>mmit  tee  that  the  unit  could 
not  achieve  its  full  potential  as  part  of  the  Office4  of  Management  and 
Budget.  Moreover,  the  Committee  was  of  the  opinion  that  the  privacy 
protection  unit  should  be  available  to  congressional  committees  as 
well  as  executive  agencies  a  relationship  which  could  not  be  guar- 
anteed by  making  it  part  of  the  President's  staff.  On  the  other  hand. 
by  creating  the  unit-  as  a  commission,  its  reports  and  expertise  could 
be  available  to  both  the  GAO  and  OMB. 
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The  Committee  received  suggestions  that  creation  of  such  an  in- 
dependent commission  should  be  delayed  in  order  to  develop  legislation 
charging  it  with  the  fund  ion-  of  dealing  with  classification  and  freedom 
of  information  issues,  as  well  as  privacy  and  civil  liberties 

While  they  pose  significant  problems,  these  other  two  subject 
ureas  go  to  different  considerations  of  government.  Creation  of  a 
privacy  commission  i-  recognition  of  the  fact  that  the  ( 'ongress  intends 
to  afford  access  to  the  decision-making  center-  of  government  to  in- 
terests which  promote  the  privacy  of  individual  Americans  against 
overly-intrusive  or  arbitrary  government  information  policies.  To 
dilute  the  quality  of  that  access,  ;i-  institutionalized  in  the  structure 
by  the  Privacy  Commission,  would  defeat  the  purpose  of  the  legisla- 
tion. It  would  reduce  the  viability  of  privacy  asa  matter  of  concern  in 
the  Federal  Government.  By  thus  denying  itself  the  full  strength  of 
the  investigative  help  needed  to  protect  privacy  and  due  process  in 
the  year-  ahead.  Congress  would  dilute,  in  turn,  the  quality  of  protec- 
tion- which  it  and  the  other  branches  of  Government  might  otherwise 
afford  to  those  amendments  in  the  Bill  of  Rights  which  safeguard 
privacy. 

The  administration  has  opposed  the  creation  of  a  commission  partly 
for  reasons  of  cost.  It  i-  the  ( Committee's  belief,  however,  that  the  Com- 
mission l-  vitally  needed  to  promote  the  quality  of  legislative  and 
administrative  oversight  which  will  provide  a  privacy  bulwark  for 
Americans  in  the  years  ahead.  It  is  expected,  furthermore,  that  the 
savings  it  will  effect  in  the  Federal  Government"  will  far  outweigh  the 
immediate  cost. 

Enforcement 

The  Act  i-  enforceable  in  the  courts  with  the  aid  of  Congress  and 
the  Privacy  Commission. 

A-  Elliot  Richardson,  former  Secretary  of  three  executive  branch 
Departments,  informed  the  Committee: 

The  requirements  of  fair  information  practice  are  so  much 
in  the  interest  of  organizations,  as  well  as  of  the  individuals 
about  whom  records  are  maintained,  that  there  should  be 
little  difficulty  in  agencies  adhering  to  them  and  little  occasion 
for  court  enforcement  suits.  Enforcement  provisions  are 
needed,  however,  to  create  a  strong  and  reliable  incentive  to 
overcome  the  initial  bureaucratic  resistance  to  change  that 
might  otherwise  prove  to  be  a  crucial  obstacle  to  the  prompt 
and  full  achievement  of  fair  information  practice.  Frivolous 
suits,  no  doubt  a  matter  of  concern  to  some,  would  be 
promptly  subject  to  motions  for  summary  dismissal. 

Except  for  the  act  of  keeping  secret  data  banks  and  improper  dis- 
closure by  Commission  employees,  there  are  no  criminal  penalties  in 
the  Act.  A-  introduced,  the  original  bill  contained  strong  criminal 
penalties  for  employees  and  others  who  violated  or  contributed  to  the 
violation  of  the  Act.  These  penalties  were  deleted  in  Committee  for 
two  main  reasons:  the  difficulties  of  effective  enforcement  through  such 
criminal  prosecutions  and  the  possibility  that  the  threat  of  prosecution 
may  preclude  that  "Whist leblowing"  and  disclosure  of  wrongdoing  to 
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Congress  and  the  press  which  helps  to  promote  "open  government." 

Instead,  the  mandates  of  S.  3418  are  enforceable  through  the  civil 
challenges  of  the  Attorney  General  or  of  private  citizens  with  real  or 
suspected  grievances  or  claims  of  violations  of  the  Act.  Given  the  diffi- 
culties of  time  and  resources,  private  enforcement  through  litigation  is 
not  likely  to  affect  more  than  glaring  violations  of  the  Act.  Much  will 
depend  on  the  zeal  and  the  good  faith  of  the  Ai  torney  General  and  the 
President  in  enforcing  the  terms  of  the  new  law. 

As  al\va\-,  the  press  and  communications  media  will  contribute  to 
the  enforcement  of  the  Act  through  it>  investigation  and  exposure  of 
wrongdoing,  a  function  eased  by  the  requirements  in  S.  : 1 4 1  s  that 
decision-  be  made  on  the  open  record  by  responsible  officials  and  that 
precise  notice-  be  published  containing  the  detail-  of  government  policy 
where  it  affects  personal  privacy. 

Administratively,  the  agencies  may  he  called  to  account  by  ( 'ongress 
and  the  Presidenl  through  the  monitoring  and  investigative  activities 
of  the  Privacy  Commission  and  its  reporting  of  violation-. 

Despite  these  guarantees,  the  Committee  acknowledges  there  is 
no  way  that  the  Congress,  the  press,  or  the  public  can  assure  strict 
administrative  observance  of  the  exercise  of  the  power  of  the  Federal 
Government  pursuant  to  the  standards  of  the  Act.  There  will  no  doubt 
be  some  diversity  of  views  as  to  what  constitutes  compliance  within 
particular  agencies. 

Realistically,  therefore,  the  implementation  of  the  Act  rests, 
finally,  with  the  departments  and  agencies  of  the  executive  branch  and 
the  good  faith,  ethical  conduct  and  integrity  of  the  Federal  emploj-ces 
who  serve  in  them. 

SOCIAL  SECURITY  NUMBER  AND  IDENTIFIERS 

As  introduced,  S.  3418  made  it  unlawful  for  any  person  to  require  an 
individual  to  disclose  or  furnish  his  Social  Security  account  number  for 
any  purpose  in  connection  with  any  business  transaction  or  commercial 
or  other  activity,  or  to  refuse  to  extend  credit  or  make  a  loan  or  to 
enter  into  amy  other  business  transaction  or  commercial  relation-hip 
with  an  individual  because  of  refusal  to  disclose  or  furnish  the  number, 
unless  the  disclosure  or  furnishing  of  the  number  was  specifically 
required  by  Federal  law. 

The  Committee  considers  this  usage  of  the  number  of  a  government 
file  one  of  the  mo.-t  serious  manifestations  of  privacy  concerns  in  the 
Nation.  However,  it  received  conflicting-  evidence  about  the  effects  of 
this  section,  particularly  the  inordinate  costs  to  the  Federal  Govern- 
ment and  private  businesses  of  changing  to  another  identifier  and 
reprogramming  computers  or  reindexing  files. 

In  view  of  the  lack  of  ready  independent  data  about  the  probable 
costs  and  effect-  of  such  a  prohibition  and  in  view  of  stricter  limitations 
on  transfer  of  and  access  to  government  files,  the  section  was  deleted 
in  Committee  by  an  8  to  1  vote.  At  the  same  time,  the  issue  was 
designated  as  a  priority  issue  for  study  by  the  Privacy  Commission 
and  for  report  to  Congress  of  specific  legislative  recommendation-  to 
meet  the  serious  public  concerns  reflected  in  the  original  hill.  In  sub- 
section 106(b)(1)(C),  the  Commission  i-  required  to  examine  and 
analyze  "the  use  of  license  plat*1  numbers,  Social  Security  number-. 
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universal  identifiers,  and  other  symbols  to  identify  individuals  in  data 
banks  and  t<>  access,  integrate  or  centralize  information  -\-iem-  and 
files." 

The  Committee  realizes  thai  the  number  is  a  major  ("lenient  in  the 
national  debate  over  privacy  since  a  common  numerical  identifier  or 
symbol  to  designate  and  index  each  person  is  an  essential  feature 
national  data  bank,  or  indeed,  of  any  information  system  which  allows 
creation  of  an  instant  dossier  or  which  permits  quick  retrieval  of  all 
persona]  information  which  flows  through  thai  system  about  an 
individual. 

In  recent  years  the  Social  Security  number  has  been  the  identifier 
most  used  in  common  by  government  agencies  and  private  organiza- 
tions to  improve  efficiency  of  services,  aid  management  function-, 
prevent  fraud  and  reduce  error-  in  identification  of  people. 

Citizens'  complaint-  to  Congress  and  the  findings  of  several  expert 
study  groups  have  illustrated  a  common  belief  that  a  threat  to  indi- 
vidual privacy  and  confidentiality  of  information  i-  posed  by  such 
practices.  The  concern  goe<  both  to  the  development  of  one  common 
number  io  label  a  person  throughout  society  and  to  the  fact  that  the 
symbol  most  in  demand  is  the  Social  Security  number,  the  key  to  one 
government  dossier. 

Of  major  concern  is  the  possibility  that  the  number  may  become 
a  means  of  violating  civil  liberties  by  easing  the  way  for  intelligence 
and  surveillance  uses  of  the  number  for  indexing  or  locating  the 
person. 

In  this  connection,  a  Constitutional  Rights  Subcommittee  report 
on  the  intelligence-gathering  by  the  military  from  its  own  agents 
and  the  files  of  other  Government  agencies,  -how-  that  individuals 
were  often  indexed  in  the  Army  computers  by  their  Social  Security 
number-.  Complaints  to  the  Constitutional  Right-  Subcommittee 
al-o  -bowed  that  government  pressures  people  to  disclose  their 
Social  Security  number  on  administrative,  statistical,  and  research 
questionnaires  of  all  kind-,  including  income  tax  forms,  HEW  ques- 
tionnaires a-king  whether  elderly  people  buy  newspapers  and  wear 
false  teeth,  and  many  others. 

Every  serviceman  is  now  identified  by  hi-  Social  Security  number, 
a  development  of  intense  concern  to  some  groups  who  were  not  able 
to  persuade  congressional  committees  or  the  Pentagon  to  reverse  the 
course. 

A  cro — ection  of  such  complaints  appearing  in  the  subcommittee 
healing-  -how-  that  people  are  pressured  in  the  private  sector  to 
surrender  their  numbers  in  order  to  get  telephone-,  to  check  out  books 
in  university  libraries,  to  get  checks  cashed,  to  vote,  to  obtain  drivers' 
licenses,  to  be  considered  for  bank  loan-,  ami  many  other  benefits, 
rights  or  privilege-. 

In  many  cases  in  the  private  sector,  he  i-  informed  that  the  number 
i-  necessary  for  identification  purposes,  yet  on  its  lace,  the  Social 
Security  card  states  that  it  is  not  to  be  used  for  identification  purposes. 
This  proviso  was  initially  included  in  the  Social  Security  program  to 
prevent  reliance  on  the  card  for  identification  because  a  person  could 
acquire  several  of  them  under  several  identities  and  there  frequently 
was  no  agency  investigation  of  the  information  provided  in  order  to 
obtain  a  number. 
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A  list  of  the  Federal  Government's  uses  of  the  number,  authoriza- 
tions, and  tlif  texts  of  applicable  statute-,  Executive  order,  and  regu- 
lations appears  in  the  appendix  of  the  hearings  together  with  excerpts 
of  Government  reports  on  this  subject. 

The  HEW  Secretary's  committee  found  that  "the  Federal  Govern- 
ment itself  lias  been  in  the  forefront  of  expanding  the  use  of  the 
number,  that  its  actions  have  actively  promoted  the  tendency  to 
depend  more  and  more  upon  the  number  as  an  identifier  of  workers, 
taxpayers,  automobile  drivers,  -indent-,  welfare  beneficiaries,  civil 
servants,  servicemen,  veterans,  pensioners,  and  so  on.''  It  concluded: 
"If  use  of  the  SSN  as  an  identifier  continues  to  expand,  the  incentives 
to  link  records  and  to  broaden  access  to  them  are  likely  to  increase. 
Until  safeguards  such  as  we  have  recommended  .  .  .  have  been 
implemented,  and  demonstrated  to  be  effective,  there  can  he  no  as- 
surance that  the  consequences  for  individuals  of  such  linking  and 
accessibility  will  be  benign.  At  best,  individuals  may  be  frustrated 
and  annoyed  by  unwarranted  exchanges  of  information  about  them. 
At  worst,  they  may  "he  threatened  with  denial  of  statu-  and  benefits 
without  due  process,  since  af  the  presenl  time  record  linking  and 
access  are,  in  the  main,  accomplished  without  any  provision  for  the 
data  subject  to  protest,  interfere,  correct,  comment,  and  in  mosl 
instance-,  even  to  know  what  linking  of  which  records  i-  taking  place 
for  what  purposes." 

While  specific  laws  mandate1  or  have  been  interpreted  to  permit  the 
use  of  the  number  in  a  few  Federal  programs,  most  agencies  have  pro- 
ceeded to  use  it  by  regulation  or  directive.  Executive  Order  9397  of 
104:-)  found  it  "desirable  in  the  interest  of  economy  and  orderly  ad- 
ministration that  the  Federal  Government  move  toward-  the  use  of  a 
single  unduplicated  numerical  identification  system  of  account-", 
and  ordered  that  "any  Federal  department,  establishment  or  agency 
shall.  Whenever  the  head  thereof  finds  it  advisable  to  establish  a  new 
system  of  permanent  account  numbers  pertaining  to  individual  per- 
sons, utilize1  exclusively  the  Social  Security  account  numbers." 

While  some  have  cited  tin-  order  as  authority  for  the  Federal  usage, 
the  HEW  report  found  otherwise,  noting,  "It  has  been  suggested  that 
Executive  Order  9397  was  intended  to  apply  only  to  instances  when 
Federal  agencies  seek  to  number  records,  such  as  employment,  at- 
tendance, performance,  or  medical  record-.  .  .  .  To  interpret  the  order 
as  applying  to  ail  kind-  of  Federal  agency  record  s\  stems  i-  arguably 
beyond  the  meaning  of  it  -  language.  In  any  case,  it  appears  that  Fed- 
eral agencies  are  free  to  use  the  SSN  in  any  way  they  wish,  and  no 
instance  has  come  to  our  attention  in  which  the  order  lias  been  in- 
voked to  compel  or  limit  an  agency's  use  of  the  SSN."  (p.  117) 

The  HEW  Secretary's  committee  came  to  the  following  conclusions 
about  the  need  for  legislation  on  thi-  matter:  "If  the  SSJN  i-  to  be 
stopped  from  becoming  ;<  de  facto  Standard  Universal  [dentifier,  the 
individual  must  have  the  option  not  to  disclose  his  number  unless 
required  to  do  so  by  the  Federal  Government  for  legitimate  Federal 
program  purposes,  and  there  musl  be  legal  authority  for  his  refusal. 
Since  existing  law  offer-  no  such  clear  authority,  we  recommend 
specific,  preemptive,  Federal  legislation  providing  that  the  individual 
has  the  right  to  refuse  to  disclose  his  SSN  to  anv  person  or  organiza- 
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tion  thai  does  not  have  specific  authority  provided  by  Federal  statute 
to  request  it  .  .  .  and  the  right  to  redress  if  his  lawful  refusal  to  disclose 
his  SSN  results  in  the  denial  of  a  benefit ." 

The  report  contained  other  recommendations  about  the  need  for 
constraints  on  the  use  of  the  number  and  on  its  dissemination,  and  it, 
cited  tin1  need  for  congressional  review  of  all  present  Federal  require- 
ments for  use  of  the  number  to  determine  whether  they  should  be 
continued,  repealed,  or  modified. 

The  ( Jommittee  expects  the  Privacy  ( Commission  study  to  undertake 
such  a  study  for  the  public  and  private  sector. 

A  number  of  departments  and  agencies  opposed  the  provision  in 
S.  3418  limiting  the  use  of  the  Social  Security  number.  These  included 
the  Commerce  Department,  Civil  Service  Commission,  Defense 
Department  and  the  Securities  and  Exchange  Commission.  All  cited 
the  need  lor  use  of  the  number  as  an  identifier  to  achieve  administra- 
tive vi\(\<,  and  the  inordinate  and  prohibitive  costs  of  reprogramming 
with  an  alternative  number.  Numerous  private  business,  bank-  and 
industries  uniformly  opposed  this  section. 

Computer  and  data  professionals  from  State  and  local  government 
also  opposed  the  provision,  testifying  that  such  prohibitions  on  its  use 
"would  impose  a  tremendous  financial  burden  on  the  States  and  an 
alternate  identifier  would  have  to  be  developed." 

Mailing  Lists 

The  bill  now  prohibits  Federal  agencies  from  selling  or  renting 
mailing  lists  except  as  authorized  by  law,  but  does  not  require  names 
and  addresses  to  be  kept  confidential,  thus  allowing  inspection  where 
these  are  public  records.  It  requires  private  organizations  maintaining 
a  mailing  list  to  remove  the  individual's  name  upon  request. 

A  major  avenue  by  which  personal  privacy  and  confidentiality 
may  be  invaded  is  the  practice  of  the  Federal  Government  of  selling 
and  renting  names,  addresses  and  personal  data  in  their  files  for  use  in 
commercial  and  other  mailing  lists.  Such  practices  may  cause  a  viola- 
tion of  the  tacit  or  formal  agreement  by  which  the  agency  collected  or 
acquired  the  information  for  its  own  authorized  purposes.  Laws  pro- 
moting open  records  in  government  have  resulted  or  may  result  in 
administrative  contracts  on  agreements  to  sell  the  data  in  bulk,  either 
as  a  convenience  to  commercial  or  other  users,  or  to  publicize  and 
promote  the  purposes  of  the  agency. 

While  a  few  examples  might  be  found  in  which  the  -ale  or  rental  of 
mailing  lists  by  Federal  agencies  without  specific  statutory  authority 
servres  a  useful  purpose,  the  Committee  concludes  for  several  reasons 
thai  such  action  i-  totally  inconsistent  with  the  purposes  of  the  bill  as 
amended.  One  of  these  purposes  i-  to  entitle  an  individual  to  a  large 
measure  of  control  over  who.  outside  ol  a  Federal  agency  maintaining 
information  about  him,  has  access  to  hi-  personal  information.  Mailing 
lists  constitute  such  personal  information  when,  for  example,  they 
represent  a  group  of  individuals  possessing  a  certain  set  of  character- 
istics. The  disclosure  of  this  personal  information  can  be  damaging  to 
the  individual.  Therefore,  section  206(a)  of  the  bill,  as  amended,  pro- 
hibits the  sale  or  rental  of  lists  of  names  and  addresses  by  Federal 
agencies  unless  the  -ale  or  rental  i-  specifically  authorized  b\  law. 
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Legislation  on  this  subject  has  been  offered  for  a  number  of  year-. 
These  problems  are  addressed  in  S.  3116,  introduced  by  Senator 
Hatfield  and  pending  before  the  Constitutional  Rights  Subcommittee 

Senator  Hatfield  stated  "the  real  thrust  of  S.  3116  is  not  what  i> 
received  in  one's  mailbox  but  privacy  and  the  question  of  individuals' 
right  to  control  .what  is  known  about  them." 

He  eited  the  stockpiling  of  personal  information  in  the  busini 
who  compile  and  sell  lists  and  other  data  for  commercial  purp 
Primarily,  this  means  selling  or  renting  li-t-  to  the  direct  mail  industry. 

The  Committee  was  told  that  "lists  for  this  industry  are  compiled 
from  every  imaginable  source — telephone,  books,  magazine  sub- 
scription lists,  credit  card  lists,  church  rosters,  club  member-hip-, 
government  agencies,  new-paper,  announcement  of  birth,  death, 
graduation  and  from  seemingly,  inviolate  sources  such  as  doctor-, 
dentists,  and  schools.  This  flourishing  business  exists  largely  without 
the  knowledge  of  the  people  who  are  providing  the  profit,  the  people 
whose  names  and  personal  data  keep  this  wheel  turning." 

Testimony  from  the  Direct  Mail  Marketing  Association  show-  that 
it  is  their  recommended  practice  to  remove  a  person's  name  from  their 
list  if  requested  to  do  so.  However,  only  some  people  know  about  this 
service,  and  the  distribution  of  information  through  lists  is  so  wide- 
spread that  people  who  do  manage  to  get  off  lists  through  such  a 
service,  have  no  way  of  controlling  what  all  the  other  companies  do. 

The  bill  now  requires  no  more  of  the  private  sector  than  that  an 
organization  engaged  in  business  in  interstate  commerce  shall  remove 
the  individual's  name  from  a  mailing  list,  upon  request.  Where  li-t>  are 
maintained  by  private  companies,  the  Committee  believe^  that  the 
decision  as  to  who  should  be  allowed  to  rent  or  buy  them  is  a  decision 
best  left  up  to  each  individual  business.  However,  where  such  list-  are 
maintained  by  government  agencies,  or  where  names  and  addresses 
are  sold  or  rented,  the  Committee  firmly  believes  that  the  decision 
must  not  be  left  to  individual  agency  administrators. 

Subsection  206(b)  requires  all  persons  or  organizations  engaged  in 
interstate  commerce  to  comply  with  the  written  request  of  an  individ- 
ual who  wishes  to  have  his  name  and  address  removed  from  their  lists 
that  are  used  for  direct  mail  solicitation. 

This  provision  represents  a  sound  business  practice  which  i-  followed 
by  many  of  the  largest  and  most  respectable  direct  mailer-  in  the 
country.  The  Direct  Mail  Marketing  Association,  which  represents 
several  thousand  users  of  direct  mail  marketing  and  advertising  in 
America,  has  stated  in  writing  to  the  Senate  Government  Operations 
Committee  that  it-  Mail  Pr<  ference  Sendee  i-  specifically  designed  to 
permit  an  individual  to  have  his  name  removed  from  its  members' 
lists  upon  request. 

The  Committee  ha-  been  advised  by  representatives  of  the  Direcl 
Mail  Marketing  Association  and  l>v  numerous  prominent  direct 
mailers  that  this  practice  create-  more  profitable  lists  by  allowing  for 
the  removal  of  names  of  individuals  who  are  unlikely  to  purchase  goods 
or  services  from  the  soliciting  organization. 

The  purpose  of  tin-  provision  is  to  extend  this  practice  to  all  organi- 
zations and  to  expand  the  protection  to  all  individuals.  It  i-  consistent 
with  the  be>t  practice  in  American  industry  and  with  the  programs  and 
standards  of  the  Association  representing  those  companies  with  direct 
interest  in  this  problem. 
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The  Committee  believes  9uch  a  requirement  is  a  simple  and  fair  one 
which  will  not  necessitate  a  revision  of  private  business  procedures. 
Mail  order  businesses  may  continue  to  compile  mailing  lists  and  solicit 
through  the  mail.  The  widespread  sentiment  on  this  subject  for  action 
\\  as  noted  by  ( Congressman  Frank  1 1  on  on.  sponsor  of  I  louse  bill,  U.K. 
.  who  reported  65  Bouse  members  sponsoring  the  bill,  34  Repub- 
licans and  3 1  Democrats, 

A  survey  of  mailing  list  practices  of  Federal  departments  and 
agencies  made  by  the  Congressman  and  another  by  the  House  Gov- 
ernment Operations  Subcommittee  chaired  by  Congressman  Moor- 
head,  were  offered  by  Congressman'  Horton  for  the  hearing  record. 

The  threat  to  individual  privacy  from  the  selling  and  renting  of 
names  and  persona]  information  from  government  files  and  the  use 
of  mailing  lists  by  the  mailing  list  industry  was  found  to  be  an  appro- 
priate subject  for  privacy  legislation  by  the  National  Academy  of 
Sciences  Project  Report.  The  Committee  agrees  with  the  report  that 
the  standard  of  the  Direct  Mail  Marketing  Association,  mere  re- 
moval of  one'-  name,  i-  not  enough  for  Government  agencies.  As  the 
Academy  report  -tales,  "For  many  people,  this  does  not  resolve  the 
basic  privacy  issue:  when  individual-  give  information  about  them- 
selves to  government  agencies  for  one  purpose,  usually  under  legal 
compulsion  to  report,  should  their  names,  addresses,  and  data  about 
their  occupations,  ownership,  military  service,  or  other  activities  be 
made  available  to  organizations  that  would  use  the  information  for 
purposes  that  these  individuals  consider  intrusive? 

"in  time  of  major  problem-  of  housing,  education,  crime,  race* 
relations,  pollution,  and  peace,  it  ma\  seem  a  disturbingly  trivial 
matter  to  worry  about  government  records  leading  to  the  receipt  of 
mail  advertisements  that  some  individuals  do  not  want.  But  the  issue 
symbolizes  something  we  cannot  afford  to  ignore— how  do  we  make 
the  individual's  informed  consenl  a  more  respected  and  controlling 
feature  in  organizational  society?  Our  approach  to  this  problem  should 
not  be  to  make  matters  confidential  which  have  long  been  considered 
open  for  public  access;  rather,  it  should  be  to  find  a  way  to  accom- 
modate those  who  fee!  their  privacy  is  intruded  upon  by  Mich  direct 
mail  practices.  (Report,  p.  385)" 

S  ECTIO  N'-BY-SECTIO  X    A  NALTSIS 

TITLE  I— PRIVACY  PROTECTION  COMMISSION 

Section  10L 

ESTABLISHMENT    OF    COMMISSION 

Title  I  establishes  a  Federal  Privacy  Commission,  an  independent 
body  which  the  Committee  deems  absolutely  essential  to  aid  in  the 
administrative  and  enforcement  of  the  act,  and  to  conduct  a  study 
of  other  private  and  governmental  information  systems. 

Section  nil  provides  thai  the  five  full-time  members  of  the  Com- 
mission would  be  appointed  by  the  President  subject  to  confirmation 
by  the  Senate.  In  order  to  assure  the  kind  of  expertise  necessary  for 
dealing  with  the  legal,  political,  social  and  technological  aspects,  a 
commissioner  should  be  considered  for  selection  in  part  by  reason  of 
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his  knowledge  in  one  or  several  of  the  areas  of  civil  rights  and  liberties, 
law,  social  sciences,  computer  technology,  business,  and  State  and 
local  government.  Not  more  than  three  of  the  members  of  the  Com- 
mission shall  be  from  the  same  political  party.  Commissioners  shall 
serve  for  terms  of  three  years  and  for  no  more  than  two  terms.  The 
President  shall  select  the  Chairman  of  the  Commission  from  its 
members  and  he  shall  be  the  official  spokesman  of  the  Commission  in 
its  relations  with  Congress,  the  Federal  Government  and  the  g< 
public.  In  this  capacity,  the  Chairman  would  be  expressing  the  view 
of  the  entire  Commission.  Of  course,  this  would  not  prevent  any  other 
Commissioner  from  speaking  his  views,  testifying,  or  providing  in- 
formation to  Congress,  the  Executive  or  the  public.  In  all  other 
respects,  the  Chairman  shall  have  equal  responsibility  and  authority 
in  all  decisions  and  actions  of  the  Commission  with  other  members 
and  each  member  shall  have  one  vote  on  the  Commission. 

Section  102 

PERSONNEL  OF  THE  COMMISSION 

Section  102  authorize-  the  Commission  to  appoint  an  Executive 
Director  and  other  officers  and  employees  and  prescribe  their  functions 
and  duties.  The  Executive  Director  will  be  compensated  at  a  rate  not 
in  excess  of  the  maximum  for  a  GS-18  Federal  employee. 

In  addition  to  its  own  employees,  the  Commission  may  contract  for 
the  services  of  experts  and  consultants  to  carry  out  its  responsibilities. 
Where  these  are  technicians  charged  with  the  inspection  of  physical 
and  technical  security  of  arrangements,  computer  equipment  and 
systems,  they  should  be  bonded  in  case;,  where  this  is  found  appro- 
priate. 

Section  103 

FUNCTIONS    OF   THE    COMMISSION 

One  of  the  principal  reasons  for  establishing  a  Privacy  Protection 
Commission  was  to  fill  the  present  vacuum  in  the  administrative 
process  for  overseeing  establishment  of  governmental  data  banks  and 
personal  information  systems  and  examining  invasions  of  individual 
privacy. 

Subsection  103(a)(1).  Requires  the  Commission  to  publish,  and  sup- 
plement   annually,   a.    United   States  Director}"  of   Information   Sys- 
tems. Each  agency  i>  required  under  subsection  201(c)  to  notify  the 
Commission  of  the  existence  and  character  of  each  existing  system  or 
file  which  it  maintains  on  individuals,  or  any  significant    expansion 
or  modification  of  the  system.  The  Commission  is  directed  to  publish 
this  information  in  the   Directory  of  Information  Systems  together 
with  a   listing  of  all  statutes  which  require   tie   collection   of  such 
information   by  a    Federal   agency.   This  is  to  carry  out   one  of  the 
fundamental  principles  of  the  Act  that  the  existence  of  Federal  personal 
record-keeping  systems  should  not  be  kept  secret  from  the  Congress, 
the  press,  or  the  public.  In  particular,  it  is  designed  to  give  the  citizen 
one  set  of  accessible  documents  and  one  central  location  where  one 
may  reasonably  be  expected  to  find  out  just  what  agencies  are  likely 
to  have  a  file  on  one  and  what  they  are  likely  to  have  done  with  it. 
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It  also  provides  a  published  standard  for  testing  and  evaluating 
Federal  collection,  use  and  disclosure  of  personal  information  in  the 
hands  of  government.  The  Committee  considers  this  requirement 
a  substitute  for  the  original  requirement  of  notice  to  everyone  on 
whom  any  Federal  agency  maintains  a  file,  a  notice  ideally  designed  to 
promote  the  concept  of  substantive  due  process  throughout  govern- 
ment. However,  consideration  of  testimony  from  expert 
agency  objections  concerning  costs  and  administrative  feasibility  of 
such  a  requirement  resulted  in  its  deletion  and  replacement  by  the 
function  of  the  Commission  in  this  section. 

section  1  a  .  .  Authorizes  the  Commissioners  to  investigate 
and  hold  hearings  on  reports  received  <>f  violations  of  th>  \ 
adjudicatory  power-  are  vested  with  the  Commission  and  enforcement 
of  the  Act  rests  with  the  Federal  court-.  If  tiie  Commissioners  deter- 
mine that  a  violation  has  occurred,  they  may  report  that  violation  to 
the  President,  to  the  Attorney  General,  to  the  Congress,  to  the 
General  Services  Administration  where  the  duties  of  that  agency  are 
involved,  and  to  the  Comptroller  General  if  it  deems  il  appro- 
priate for  any  auditing  function-  of  that  agency.  S.  3418,  as  originally 
introduced,  would  have  given  the  ( Jommission  the  power  to  issue  cease 
and  desist  orders  to  -top  violation-  of  the  Act.  The  ( Jommittee  decided, 
however,  to  provide  for  general  enforcement  of  the  Act's  safeguards, 
and  for  the  implementation  of  the  exemption  provision-,  through  the 
administrative  channels  of  each  agency,  with  ultimate  review  of  any 
challenges  in  a  Tinted  States  District  Court. 

Subsection  103(a)(3).  Model  Guidelines.  The  Commission  has  not 
been  given  the  power  to  issue  rules  and  regulations  that  would  b 
binding  on  other  Federal  agencies.  However,  it  is  directed  to  develop 
model  guidelines  for  implementing  the  provisions  of  the  Act  with 
interagency  consultation  and  the  assistance  of  appropriate  experts 
in  special  subject  areas.  The  Committee  would  expect  that  other 
Federal  agencies  would  look  to  the>e  guidelines  before  adopting  their 
own  rules  and  their  procedures  by  which  individuals  could  exercise 
their  rights  under  this  legislation. 

The  Commission  is  further  directed  to  a-si<t  Federal  agencies  in 
preparing  regulations  to  meet  the  technical  and  administrative 
requirements  of  this  Act.  It  is  expected  that  the  Commission  will 
retain  or  contract  for  expert  assistance  in  information  management 
and  technology  and  other  fields  in  order  to  provide  resources  that 
may  not  be  available  to  each  agency. 

Subsection  103(b).  Require-  the  Commission  to  review,  and  report  on 
proposed  data  banks  and  substantial  alteration  of  existing  one-.  For 
this  reason,  subsection  201(g)  requires  that  Federal  agencies  report  to 
the  Commission  on  proposals  to  establish  data  bank-  and  personal 
information  systems,  to  significantly  expand  existing  data  bank-  and 
information  systems,  to  integrate  files  or  establish  programs  for 
record-  linkage  within  or  among  agencies,  or  to  centralize  re-ources 
and  facilities  for  data  processing. 

The  review   anticipated  here  is  for  several   purposes.   The   Com- 
mission is   directed    to  review   these  reports  in  order  to   assess   the 
potential  impact  of  any  such  proposal  on  the  privacy,  due  pro 
and  other  personal  or  property  rights  of  individuals  or  on  the  confi- 
dentiality of  personal  information.  This  would  include  the  physical, 
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technical  and  administrative  security  of  the  data  bank  or  computer- 
ized information  system.  The  Committee  acknowledges  that  there 
are  many  definitions  of  privacy  and  that   there   i  e  precise 

definition  as  it  relates  to  the  exercise  by  an  individual  of  rights  guar- 
anteed to  him  under  the  ('(institution  01  of  his  righl  to  own  and 
ss  property.  Each  amendment  to  the  Constitution  carries  with 
it  guarantees  againsl  governmental  invasions  iA'  a  particular  asp< 
individual  privacy.  Until  the  concept  of  privacy  can  be  defined  with 
more  precision,  the  Committee  believes  that  there  is  a  need  to  study 
any  threatened  invasion  of  a  broad  range  of  individual  rights  by 
Federal  information  activities  or  practices. 

In  testimony   before  the  Committee  on   Government  Operations 
and    before   other   committees   of   the   Senate,   questions   have 
raised    about    the  impact   of  Federal   inform,  at  ion   s}~stems  mi    - 
programs  and  powers  as  well  as  on  the  separation  of  powers  existing 
between  the  judicial,  executive  and  legislative  branches  of  the  Federal 
Government.  Any  proposal  to  establish  or  alter  an  information  - 
should   be  examined   in   light   of  its  potential   to  affect   the   Federal 
system:  to  take  power  or  responsibility  from  the  State-  or  to  arrant 
responsibilities  which   should   properly   be   carried   out    by   a.   Federal 
agency. 

Similarly,  any  major  proposal  to  expand  or  create  new  information- 
handling  technology  by  Federal  agencies  for  personal  data  should  pose 
questions  for  the  Commission  to  attempt  to  answer  regarding  the 
ability  of  the  three  branches  of  government  to  discharge  their  res] 
bilities  under  such  a  new  system.  It  is  for  all  of  these  reasons  that 
agencies  must  describe  in  their  notices  the  following  matter-,  under 
subsection  201(g) : 

(1)  the  effects  of  such  proposals  on  the  rights,  benefits,  and 
privileges  of  the  individuals  on  whom  personal  information  is 
maintained; 

(2)  the  software  and  hardware  features  which  would  be 
required  to  protect  security  of  the  system  or  file  and  con- 
fidentiality of  information; 

3  ;  the  step.-,  taken  by  the  agency  to  acquire  such  feature1-  in 
their  systems,  including  description  of  consultations  with 
representatives  of  the  National  Bureau  of  Standards  and 
other  computer  experts;  and 

(4)  a  description  of  changes  in  existing  interagency  or  inter- 
governmental relationships  in  matters  involving  the  collec- 
tion, processing,  sharing,  exchange,  and  dissemination  of 
personal  information. 

Based  upon  its  review  of  these  proposals,  the  Commission  should 
submit  any  findings  and  recommendations  regarding  the  need  for  new 
legislation  or  administrative  action  to  control  or  regulate  new  informa- 
tion-gathering techniques  and  technology  to  the  President,  the  Con- 
gress, and  the  General  Services  Administration. 

Subsection  103(c).  The  Commission  is  directed  to  report  to  the  I 
gress  the  failure  of  any  proposed  data  bank  or  information  3; 
comply  with  the  purposes,  standard-  and  safeguards  of  the  Act.  Jn 
most  eases,  a  review  by  the  Commission  of  proposal-  to  establis 
expand  information  systems  should  take  no  longer   than  sixt] 
days  and  should  afford  the  agency  sufficient  opportunity  to  alter  it- 
proposal  if  a  question  regarding  compliance  with  this  Act  is  raised. 
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This  estimate  of  time  is  predicated  on  the  full  and  prompt  disclosure 
to  ilni  Commission  of  agency  proposals  sufficiently  in  advance  of  a 
final  policy  decision  by  the  agency  to  proceed  with  the  proposal  to 
permit  adequate  review  by  the  Commission.  If  it  is  neeessan  for  the 
Commission  to  report  a  failure  t<>  comply  with  the  Act,  the  agency 
proposing  an  information  system  change  shall  not  proceed  with  this 
proposal  until  sixty  (60)  days  after  receiving  that  notification.  This 
i-  to  afford  the  Congress  and  responsible  executive  branch  officials 
an  opportunity  to  act  on  the  agency  proposal.  If  the  Commission  does 
not  make  a  determination  that  the  Act  has  not  been  violated  by  an 
agency  proposal,  this  should  not  constitute  an  endorsement  of  or 
approval  of  any  invasion  of  privacy  which  might  result  from  the 
implementation  of  the  newer  alternate  information  system. 

hi  carrying  out  it<  functions  under  the  Act,  the  Commission  is 
encouraged  to  consult  to  the  fullest  extent  practicable  the  heads  of 
departments,  agencies  and  instrumentalities  of  the  Federal  Govern- 
ment, of  State  and  local  governments  and  of  private  businesses  and 
other  organizations  which  may  be  affected  by  S.  :;4hs.  In  order  to 
carry  out  the  duties  assigned  by  the  Congress,  the  Commission  must  be 
provided  access  and  tin1  opportunity  to  personally  inspect  a  wide 
range  of  confidential  material,  information  maintained  by  public 
agencies  and  private  organizations  and  businesses.  In  performing  its 
function-  the  Commission  has  the  difficult  task  of  balancing  it-  need  for 
information  with  the  rights  of  privacy  of  citizens.  It  may,  for  example, 
be  necessary  for  it  to  examine  the  actual  contents  and  use  of  certain 
file-  held  by  agencies.  ( Obviously,  the  Commission  itself  i-  bound  by  the 
requirements  of  the  Act,  including  civil  and  criminal  liability  for  any 
improper  use  or  divulgence  of  information  it  receives  in  canning  out 
Us  responsibilities.  The  Committee  expects  the  Commission  to  perform 
it-  tasks  comprehensively,  but  has  guarded  against  the  creation  of  an 
Information  Czar.  The  Commission  is  not  intended  to  maintain  its 
own  files  on  individuals,  or  to  retain  any  such  personal  information  in 
it-  own  possession.  The  Committee  regards  this  legislation  as  a  means 
to  guard  against  the  integration  of  separate  files  on  citizens  into  com- 
plete do— ieis.  r\  ne  Commission's  poweis  should  not  be  used  to  frus- 
trate this  purpose.  In  addition,  there  is  no  intent  to  requhe  a  national 
depository  foi  the  technical  and  commercial,  and  trade4  documents, 
01  the  programming  secrets  of  government  organizations  and  the 
private  sector. 

Subsection  103  (d)(1).  Mutual  cooperation  will  be  important  to  the 
successful  completion  of  the  study  of  information  systems  and  the 
implementation  of  the  safeguards  by  the  agencies  covered  by  the  Act. 
With  regard  to  the  Federal  Government,  the  Commission  may  wish 
to  lorn!  nn  interagency  council  to  work  to  implement  the  provisions 
of  the  Act. 

Jt  i-  expected  that  the  Commission  will  also  serve  as  a  clearing- 
house for  various  Federal  agencies  and  other-  to  share  information  on 
method-  of  dealing  with  problems  in  administering  the  Act  as  well  as 
assisting  in  the  exchange  of  administrative  and  technological  material 
related  t<»  handling  of  personal  information. 

I  section  W8{d)(2).  It  is  probable  that  the  Commission  will  need  to 
stud\  and  initiate  research  projects  to  deteimine  the  best  procedures 
tor  .•  «j(  ncy  imple  mentation  and  (  nforci  m<  nt  of  this  Act .  Because  of  the 
highly   technical  nature  of  information   in  system  management.   re- 
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search  efforts  may  also  be  directed  toward  developing  procedures  for 
guarding  against  unauthorized   access   to  information   systems   and 

procedures  for  implementing  the  standards  and  safeguards  provided 
by  title  to  this  Act.  Where  these  have  already  been  undertaken  by  the 
National  Bureau  of  Standards  and  other  Federal  office-,  the  Commis- 
sion should  take  appropriate  advantage  of  those  resources  to  prevent 
duplication  of  efforts  and  to  aid  in  the  coordination  of  Federal  efforts 
in  this  area. 

S*.  bsection  108(d)(3).  The  Committee  added  to  the  functions  of  the 
Commission  the  duty  to  determine,  in  connection  with  its  research 
activities,  what  specific  categories  of  information  should  be  prohibited 
by  statute  from  collection  by  Federal  agencies  on  the  basis  that  the 
collection  of  such  information  would  violate  an  individual's  right  of 
privacy. 

Section  104 

CONFIDENTIALITY  OF  INFORMATION 

In  order  to  fulfill  its  obligations  properly  tinder  this  Act,  the  Com- 
mission must  have  access  to  all  data,  reports,  and  other  information 
requested  of  any  department,  agency  or  instrumentality  of  the 
executive  branch  as  well  as  of  any  independent  agency. 

Since  this  will  require  access  to  classified  documents  and  other 
highly  sensitive  personal  information,  the  Commission  may  accept 
identifiable  personal  data  only  if  it  is  necessary  to  carry  out  its  powers 
and  functions.  It  is  directed  to  establish  safeguards  to  insure  that  the 
confidentiality  of  the  information  is  maintained  and  upon  completion 
*of  the  purpose  for  which  the  information  is  required  it  must  be 
destroyed  or  returned  to  the  agency  or  person  from  whom  it  was 
received.  Because  of  the  strict  penalties  provided  for  the  unauthorized 
disclosure  of  information  entrusted  to  its  care,  the  Committee  believes 
it  would  be  appropriate  for  the  Commission  to  assure  that  its  tech- 
nicians and  any  other  employees  are  bonded  before  they  are  permitted 
access  to  sensitive  information.  In  addition  Commission  employees  or 
contractors  should  be  extended  the  same  privileges  and  be  subject  to 
the  same  requirements  for  security  clearances  under  the  Federal 
Security  Clearance  a<  employees  of  the  agency  who  have  access  to  the 
information  in  question.  Under  no  circumstances  should  the  Com- 
mission or  its  employees  be  used  by  another  agency  for  unlawfully 
obtaining  information  to  which  that  agency  would  not  be  otherwise 
entitled.  The  internal  rules  and  regulations  of  the  operation  of  the 
Commission  should  reflect  the  need  for  careful  handling  of  this 
information. 

Section  105 

POWERS    OF    THE    COMMISSION 

The  Committee  is  determined  thai  the  Privacy  Protection  Corn- 
mi— ion  musl  have  certain  powers  to  fully  implement  a  study  of 
personal  information  systems  and  to  conduct  oversight  of  the  proper 
implementation  of  the  Act  in  the  Federal  Government. 

in  order  to  investigate  reported  violations  of  the  Act,  the  Commis- 
sion may  find  it  necessary  to  hold  hearings  and  take  testimony  as 
well  as  receive  evidence  related  to  such  violations  before  making  any 
report  to  the  Congress  or  to  the  Attorney  General.  In  order  to  obtain 
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sufficient  information  for  these  hearings  or  to  assemble  material  for 
the  study  of  information  systems,  the  Commission  is  authorized  to 
require  by  subpoena  the  attendance  of  witnesses  and  the  production  of 
books,  records,  papers,  correspondence  and  documents  as  it  deems 
advisable. 

It  is  hoped  thai  the  Commission  would  be  able  to  work  out  volun- 
tary agreements  with  both  public  agencies  and  private  organizations 
for  obtaining  any  material  necessary  to  carry  out  its  statutory  responsi- 
bilities. Should  efforts  at  voluntary  cooperation  fail,  however,  the 
Committee  believes  that  the  role  of  the  Commission  is  important 
enough  to  merit  tin1  force  of  law  behind  its  requests.  Under  any  cir- 
cumstances, however,  no  subpoena  shall  be  issued  without  a  vote  of 
the  majority  of  the  Commission.  The  Commission  shall  appear  in 
court  in  its  own  name  to  enforce  subpoenas  issued  pursuant  to  this 
Act.  and  it   shall  be  represented   by  attorneys  of  its  own  choosing. 

Testimony  presented  before  this  and  other  committees,  as  well  as 
in  noncongressional  studies,  has  shown  the  need  and  value  of  the 
on  — ite  inspection  to  ensure  that  regulations  adopted  pursuant  to  the 
Act  are  in  fact  adhered  to  by  agencies  in  their  normal  day-to-day 
operations.  By  giving  the  Commission  the  power  to  take  such  other 
actions  as  may  be  necessary  to  implement  the  Act,  the  Committee 
has  adopted  tins  recommendation. 

While  criminal  penalties  for  the  violation  of  this  Act  are  limited  to 
the  failure  by  an  officer  or  employee  of  a  Federal  agency  to  disclose  the 
existence  of  an  information  system  or  the  unauthorized  disclosure  of 
certain  sensitive  personal  information  by  a  member  or  employee  of 
the  Commission,  the  Committee  felt  it  was  necessary  to  provide  im- 
munity  from  punishment  under  this  Act  pursuant  to  the  provisions 
of  Section  6001(1  I  of  Title  IS  of  the  U.S.  Code,  lids  "whistle-blowing 
section"  would  permit  the  Commission  to  recommend  to  the  Attorney 
General  that  a  person  not  be  prosecuted  under  this  Act.  And  this  sec. 
tion  is  designed  to  encourage  the  reporting  of  violations  in  order  to 
further  strengthen  the  reporting  of  violations  in  order  to  further 
strengthen  the  oversight  responsibility  of  the  Commission. 

The  section  would  authorize  the  Commission  to  adopt  inter- 
pretative rules  for  the  implementation  of  the  rights,  standards  and 
safeguards  provided  by  this  Act.  This  is  to  assuie  that  the  rulemaking 
authority  of  the  Commission  is  limited  to  the  promulgation  of  rules  and 
regulations  governing  its  own  operations,  organization  and  personnel. 
This  section  was  included  to  insure  that  the  courts  would  not  interpret 
these  model  guidelines  or  other  rules  which  the  Commission  is  author- 
ized to  issue  as  having  the  force  of  law  with  respect  to  any  other  Federal 
agency.  Rather,  such  guidelines  shall  offer  only  the  Commission's  best 
judgment  regarding  the  possible  implementation  of  its  safeguards 
under'  the  Act,  and  shall  serve  as  a  reference  only  for  other  Federal 
agencies  to  consider  in  adopting  their  own  rules  and  regulations. 

Section  106 

COMMISSION    STUDY      OF      OTHER      GOVERNMENTAL      AND      PRIVATE 
ORGANIZATION 

Section  106  requires  the  Privacy  Commission  to  make  and  report  on 
a  study  of  the  data  banks,  automated  data  processing  programs,  and 
information  systems  of  the  private  sector  as  well  as  of  regional  and 
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other  governmental  agencies.  As  discussed  in  this  report,  the  decision 
to  authorize  such  a  study  is  based  on  the  Committee  deferral  at  this 
time  of  legislation  for  abuses  of  privacy,  due  process,  and  confidential- 
ity in  the  private  sector,  a  need  particularly  urgent  with  the  growth  of 
national  data  banks,  application  of  computer  technology,  and  use  of 
new  information  managemenl  practices. 

The  lack  of  adequate  empirical  and  legal  research  to  support  needed 
legislation  is  expected  to  be  remedied  by  the  Commission  study  and  its 
specific  recommendations  as  to  application  of  the  principles  or  guaran- 
tees of  this  legislation  to  particular  sectors  or  subject  area-,  or  to  par- 
ticular information  linkages  between  private,  State,  and  Federal  data 
sj  stems.  It  is  further  authorized  to  make  such  other  legislative  recom- 
mendations as  it  may  determine  necessary  to  protect  individual 
privacy  while  meeting  the  legitimate  needs  of  government  and  society 
for  information.  Such  study  may,  on  the  ba>is  of  the  Commission's 
research,  take  into  account  the  testimony  on  the  original  bill  advocat- 
ing regulatory  oversight  by  the  Commission  or  some  other  Federal 
agency  of  all  major  data  banks  and  information  systems  affecting 
privacy. 

The  Committee  found  a  particular  need  for  examination  of  the  laws 
and  practices  governing  the  kinds  of  information  held  by  private 
information  collectors  which  the  Federal  Government  obtains  by 
various  means.  This  includes  bank,  health,  educational,  and  employ- 
ment records.  It  was  partly  for  this  reason  that  the  Committee  adopted 
an  amendment  authorizing  the  Commission  to  study  what  personal 
information  the  Federal  Government  should  colled.  Congressional 
studies  revealed  that  most  departments  and  agencies  had  little  cogent 
knowledge  on  the  extent  of  their  data  collection  from  the  private 
sector  and  how  their  demands  or  their  grants,  contracts  or  agreements 
ultimatelv  affected  the  privacy  of  the  individual. 

Despite  some  efforts  by  government  and  private  bodies  to  study 
certain  aspects  of  public  and  private  information  practices  and  com- 
puter technology,  no  Federal  body  has  yet  been  given  a  broad  mandate 
to  examine  the  status  of  privacy  in  both  the  public  and  private  sector 
and  to  recommend  specific  legislative  or  administrative  action  to 
enhance  its  protection.  Indeed,  the  President's  Domestic  Council 
Committees  on  Privacy,  established  in  early  1974,  immediately  per- 
ceived the  need  for  a  comprehensive  survey  and  analysis  of  existing 
and  planned  data  banks  and  of  the  laws  pertaining  to  privacy,  confi- 
dentiality and  security.  That  Committee  realized,  however,  that  such 
a  task  would  be  time-consuming  and  difficult.  It  relied,  therefore,  on  a 
recent  survey  of  Federal  data  banks  conducted  by  a  congressional 
committee.  The  Privacy  Committee  of  the  Secretary  of  Health, 
Education,  and  Welfare  had  a  similar  experience.  Similarly,  a  number 
of  Department  heads  in  recent  years  have  discovered  that  they  lacked 
concrete  and  comprehensive  information  about  their  own  agency's 
systems.  Since  existing  executive  offices  have1  neither  the  authority  nor 
the  practical  ability  and  resource-  to  perform  such  functions,  the  ( 'om- 
mittee  decided  that  it  was  necessary  to  create  the  Privacy  ( 'ommission 
and  charge  it  with  these  tasks.  In  doing  so,  the  ( Jommittee  has  adopted 
;)  recommendation  made  by  numerous  experts  and  study  panels  for 
almost  a  decade. 

The  Commission  is  directed  to  complete  the  privacy  study  not  later 
than  three  years  from  the  date  of  its  organization.  It  is  authorized  to 
make  periodic  reports  of  its  findings  to  the  President  and  to  the 
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( Congress,  which  will  allow  it  to  submit  reports  and  specific  recommen- 
dations on  subject  areas  as  they  are  completed,  and  not  all  at  once  at 
the  end  of  its  term. 

'I'll"  reports  shall  include  recommendations  for  applying  the  require- 
ments and  principles  of  the  act  to  the  information  practices  of  organi- 
zations under  study,  whether  by  legislation,  administrative  action  or 
by  voluntary  adoption  of  those  requirements  and  principles. 

Need  for  Study 

Governors  and  other  State  and  local  officials  have  cited  the  dearth 
of  information  about  the  practices  of  regional  or  national  data  banks 
which,  because  of  their  interstate  nature,  are  difficult  to  analyze  or 
control  by  State  privacy  laws  and  regulations.  It  i<  thus  expected  that 
the  Commission's  studies,  especially  those  aspects  analyzed  by  State-, 
will  a->ist  the  State-  in  their  own  efforts  to  piotect  personal  privacy. 

Representatives  of  private  industries,  businesses  and  organizations 
have  also  indicated  that  such  a  study  would  better  enable  them  to  meet 
their  ethical  and  legal  obligations  to  protect  individual  privacy  in  an 
information-rich  society  while  taking  full  advantage  of  the  benefits  of 
computer  technology. 

(! '/ id  dines  -for  Stuihj 

The  ( 'onmiit  tee  i-  aw  are  of  the  range  of  possible  areas  for  inve« 
tion  and  of  means  of  conducting  such  stud)  .  Therefore,  subsection  I  b) 
establishes  restraints,  limitation-  and  certain  research  guidelines  for 

the  Commission  study  so  that  the  final  product  in  each  case  ma\  be 
responsive  to  the  particular  legislative  and  administrative  needs  of 

Congress,  the  executive  branch  and  agencies  of  State  and  local  govern- 
ments. 

A^  a  specific  requirement,  the  Committee  is  to  examine  and  analyze 
the  int-erstate  transfer  of  information  about  individuals  whether  by 
manual  or  electronic  mean-.  A-  an  example,  interstate  corporations 
and  multi-state  governmental  units  and  private  regional  data  banks 
exchange  among  themselve-  a  wide  variety  of  information  about  people 
for  the  purpose  of  approving  credit  applications,  hiring  personnal, 
examining  claims  for  insurance,  and  other  transactions  affecting  de- 
cisions about  the  rights,  privileges  or  benefits  of  individuals.  A  second 
example  would  be  the  experimental  Electronic  Funds  Transfer  System 
now  being  developed  under  the  auspice-  of  the  Department  of  the 
Treasury  and  the  Social  Security  Administration  to  electronically 
transfer  social  security  benefits  and  other  welfare  payments  from 
government  to  bank. 

The  Commission  study  is  by  no  means  directed  (o  all  data  banks  on 
people  or  all  personal  information  systems.  Rather,  the  Commission  is 
charged  to  study  only  those  which  significantly  or  substantially  affect 
the  privacy  and  other  personal  and  property  right-  of  citizens.  The 
Committee  has  heard  and  reviewed  much  testimony  which  indicates 
that  interstate  and  national  information  networks  affect  the  lives  and 
substantive  rights  of  individuals  in  a  variety  of  ways.  The  Committee 
believes  that  the  Commission  should  focus  its  attention  on  the  affects 
of  the  collection,  use,  storage  and  transfer  of  information  on  the  rights 
of  individuals. 
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Social  Security  Numbers 

Particular  practices  and  subjects  which  the  Committee  lias  found 
are  of  special  concern  to  the  public  arc  designated  to  be  given  priority. 
The  Commission  is  required  to  study  the  use  of  social  security  numbers, 

license  plate  numbers,  universal  identifier-,  and  other  symbols  used  to 
identify  individuals  in  information  systems  and  to  gain  access  to 
integrate  or  centralize  systems  and  files.  One  of  the  most  important 
problems  that  has  arisen  in  the  Committee's  consideration  of  privacy 

legislation  is  the  built-in  potential  among  personal  information  systems 
for  the  creation  of  a  national  data  bank.  A  single  national  system 
utilizing  information  gathered  about  individuals  from  many  sources 
could  be  advanced  by  the  use  of  a  common  identifying  number  or 
symbol  unique  to  cadi  individual.  The  Committee  intends  that  the 
Commission  examine  the  use  of  social  security  numbers  and  other 
similar  identifying  symbols  or  codes  in  light  of  their  possible  use  as 
universal  identifiers,  or  as  indexing  tools  which  may  ease  the  breach  of 
confidentiality  or  make  government  record  surveillance  over  the  indi- 
vidual easier.  The  Commission  should  review  laws,  regulations  and 
decisions  affecting  these  matters  and,  in  particular,  examine  the  costs 
and  feasibility  of  halting  or  restraining  present  trends  in  such  practices 
and  developing  less  threatening  alternatives  in  the  interest  of  guaran- 
teeing individual  privacy  and  confidentiality  of  personal  information. 

Statistical  Data 

The  Commission  is  also  required  to  study  the  matching,  integration 
and  analysis  of  federally  produced  statistical  data  with  other  sources 
of  personal  information  to  reconstruct  individual  responses  to  statisti- 
cal questionnaires  for  uses  other  than  those  for  which  the  information 
was  collected.  The  Committee  was  presented  with  circumstantial 
evidence  in  Volume  II  of  the  1971  President's  Commission  on  Federal 
Statistics  which  indicates  that  it  is  possible,  through  sophisticated 
computerized  techniques  to  estimate  with  reasonable  accuracy  per- 
sonal information  relating  to  identifiable  individuals  using  multiple 
sources  of  statistical  and  nonstatistical  information  published  by 
Federal  and  State  agencies.  Such  information  yields  to  its  user  signifi- 
cant information  about  individuals  heretofore  held  in  confidence  and 
thus  violating  a  pledge  of  confidentiality  made  by  Federal  agencies 
collecting  the  information  for  statistical  purposes.  Commercial  firms 
are  rapidly  improving  this  technology,  thus  creating  the  need  for 
careful  attention  to  its  direction  and  ultimate  capability  and  its 
impact  on  privacy.  The  Committee  intends  that  particular  attention 
be  paid  to  such  developments  by  certain  direct  mail  marketer-,  and 
that  the  Commission  recommend  measures  to  preserve  the  guarantees 
of  confidentiality  provided  by  existing  census  statutes  and  regulations 
and  promised  by  organizations  conducting  statistical  surveys. 

The  Committee  believes  that  legislation  on  privacy  issues  should 
give  due  regard  to  the  preservation  of  the  Federal  system  and  sin 
allow  States  to  provide  stronger  controls  as  they  see  fit  or  to  experi- 
ment with  their  own  legislation  to  meet  problems  unique  in  those 
States.  At  the  same  time,  they  should  be  afforded  all  of  the  information 
which  such  a  national  study  can  make  available.  In  conducting  its 
study,  the  Commission  is  required  to  examine  the   law-,   Executive 
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orders,  regulations,  directives,  and  judicial  decisions  which  govern  the 
activities  under    tudy  by  the  Commission  and  determine  tin*  extent 
which   tlit;    are  consistent    with   the  rights  of  privacy  and   due 
process,  and  -  of  the  Constitution  which  this  Act  seeks 

to  promote.  The  '  'ommittee  is  cognizant  that  many  laws,  regulations 
and  judicial  decisi  >  is  affect  the  collection  of  information  about  indi- 
viduals and  the  rights  of  individual  privacy.  T<>  fully  exercise  its  study 
function,  the  Comi  ittee  feels  that  the  Privacy  Commission  should 
examine  these  and  take  them  into  account  as  necessary  in  making  its 
recommendations.    In   acquiring  such   information,   the  Commission 

k  the  advice  and  aid  of  governors,  attorneys  general,  judg 
mayors   and   others  with   unique  control   over  or  knowledge   of   the 
public  policy  and  law  on  privacy  mat!' 

•  Federal-State  Relations 

The  Commission  i-  directed  to  determine  the  extent  to  which  major 
prnmental  and  private  personal  information  systems  affect  Federal- 
State  relations  or  the  principle  of  separation  of  powers.  The  Com- 
mittee believes  that  many  of  the  persona]  information  systems  funded 
or  otherwise  sponsored  by  the  Federal  Government  subtlv  affect  the 
way-  thai  State  governments  are  able  to  operate  their  own  information 
systems  and  interact  with  the  Federal  Government.  For  one  example,  ,i 
Federal  information  program  that  solicits  certain  types  of  information 
about  individuals  from  State  governments  might  also  prompt  those 
State  governments  to  begin  collecting  the  same  type  of  information,  for 
their  own.  perhaps  undetermined,  uses,  without  appropriate  guaran- 
tees of  confidentiality.  On  the  other  hand,  a  Federal  program  may. 
because  of  its  unforeseen  results,  be  effectively  prohibiting  the  State 
from  adequately  promoting  the  privacy  of  its  citizens,  the  confiden- 
tiality of  data  about  them,  or  the  security  of  it-  automated  data  sys- 
tems. Where  necessary,  the  Committee  intends  that  the  Commission 
examine  the  often  unforeseen  results  of  Federal-State  infoimation- 
sharing  in  light  of  their  potential  affects  on  Federal-State  relation-. 

For  each  matter  under  -tudy.  the  Commission  is  to  consider  public 
policy  and  current  standards  and  criteria  governing  the  collection, 
soliciting,  processing,  use,  access,  integration,  dissemination,  and  trans- 
mission of  personal  information.  The  ('ommittee  heard  testimony  and 
lias  reviewed  much  material  indicating  that  many  information  users 
already  impost  strict  safeguards  and  confidentiality  requirements  on 
their  information  systems.  The  ('ommittee  wishes  the  Commission  to 
be  able  to  review  these  ride-  and  practices  in  order  to  determine  the 
-cope  of  their  use  and  their  effectiveness  a-  model-  under  particular 
legislative  schem 

The  Commission  is  also  specifically  directed  to  include  in  its  study 
certain  areas  which  "have  been  shown  to  be  of  concern  to  the  public 
and  to  legal  commentators  on  privacy  issues.  These  include  informa- 
tional activities  in  the  areas  of  medicine,  education,  insurance,  em- 
ploymenl  and  personnel,  credit,  banking  and  finance,  travel,  hotel  and 
entertainment  reservation-,  and  electronic  check  processing. 

In  addition  to  these,  the  Commission  is  authorized  to  -tudy  such 
other  information  activities  as  it  believes  are  necessary  to  carry  out 
the  congressional   policy  of  this  Act.  This  provision  is  included   to 
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assure  that  the  Commission  may  be  free  to  examine  new  developments 
in  means  of  sophisticated  surveillance  techniques  or  of  transmitting 
personal  information  by  satellite  and  other  electronic  mean-. 

Exceptions  to  Committee  Study 

An  exception  is  made  to  the  Commission's  study  power  for  informa- 
tion systems  maintained  by  religious  organizations,  in  order  to  pic- 
serve  tlie  principle  of  separation  of  church  and  state.  A  similar  exemp- 
tion for  charitable  and  political  organizations  was  deleted  from  the 
original  hill  by  Committee  amendment  to  assure  the  broadest  scope 
to  the  Commission's  study  for  the  protection  of  individual  privacy. 

This  section  requires  the  Commission,  to  the  extent  practicable, 
to  collect  ami  utilize  findings,  reports  and  research  studies  of  con- 
gressional and  State  committees,  other  government  agencies,  pri- 
vate organizations  and  individuals  which  pertain  to  the  problems 
under  study  by  the  Commission.  The  Committee  recognizes  that 
there  lias  been  much  written  and  said  about  the  issue  of  personal 
privacy,  due  process  and  confidentiality.  In  fulfilling  its  study  man- 
date, the  Commission  must  take  full  advantage  of  this  research  and 
information.  In  addition,  there  are  available  in  computerized  form 
the  texts  of  statutes  and  judicial  opinions. 

The  Committee  expects  by  this  requirement  to  have  incorporated 
within  the  Commission  study  the  most  valuable  aspects  of  previous 
research  efforts  and  thereby  reduce  the  administrative  costs  which  a 
nationwide  study  might  otherwise  involve. 

In  many  subject  areas,  the  Commission  may  need  to  do  no  more  to 
meet  its  obligations  on  some  aspect  of  the  study  than  develop  and 
draft  the  specific  language  for  legislative  recommendations  to  be 
submitted  to  Congress  and  the  President. 

The  Commission  is  also  authorized  to  receive  and  review  individual 
complaints  with  respect  to  any  matter  under  study.  This  is  to  assure 
that  wdierever  possible,  the  Commission's  empirical  research  shall 
include,  and  the  recommendations  address,  the  complaints  and 
concerns  expressed  by  individuals  or  organizations.  Frequently,  the 
economic  or  political  consequences  of  seeking  redress  from  or  com- 
plaining to  the  offending  agency  makes  it  difficult,  if  not  impossible, 
for  the  individual  to  obtain  remedies  for  invasions  of  privacy  or  for 
wrongs  suffered  by  inaccuracies  fed  into  computerized  data  systems-. 
The  Commission  should  not  have  to  rely  on  reports  of  complaints 
made  to  the  offending  organization. 

In  addition,  in  some  areas,  the  lack  of  sufficient  technical  and  legal 
resources  makes  it  difficult  for  Congress  to  investigate  individual 
cases  of  information  abuses  which  come  to  the  attention  of  members 
to  a  degree  sufficient  to  produce  a  record  for  complex  legislation. 

As  indicated,  the  Committee  does  not  intend  such  studies  to  he 
theoretical  and  speculative  but  to  be  based  on  legal  research,  review 
of  data  practices  and  particular  data  banks,  and  investigation  oi 
complaints  it  receives. 

Section  107 

REPORTS 

Section  107  provides  that  the  Commission  shall,  from  time  to  time, 
and  in  an  annual  report,  report  to  the  President  and  the  Congress 
on  its  activities  in  carrying  out  the  provisions  of  this  Act. 
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TITLE    II     STANDARDS    AND    MANAGEMENT    SYSTEMS 

VOK       HANDLING       INFORMATION       RELATING      TO 
INDIVIDUALS 

Section  201 

SAFEGUARD      REQUIREMENTS      FOR      ADMINISTRATIVE,      INTELLIGENCE, 
STATISTICAL-REPORTING,    AND    RESEARCH   PURPOSES 

Section  201    sets  forth  standard-  and   procedures   to  govern   all 
3  of  decision-making  for  and  operation  of  the  information  systems 
of  <-ach  department  and  agency  of  the  executive  branch. 

Subsection  201(a).  This  subsection  is  the  provision  of  the  bill 
specifically  directed  to  the  constitutional  and  legal  control  of  the  in- 
vasion of  individual  privacy  by  government.  It  reflects  the  intent  of 
the  Committee  to  follow  the  recommendations  of  the  report  of  the  Na- 
tional Academy  of  Sciences,  that  "in  terms  of  privacy  there  should 
be  a  general  policy  to  extend  the  zones  of  personal  and  group  freedom 
from  compulsory  data  collection  so  that  matters  that  ought  not  to 
be  considered  in  making  decisions  about  individuals  do  not  become 
part  of  the  formal  record  at  all." 

Beyond  that,  this  section,  together  with  subsection  201(b)(1)  and 
(7).  relleets  another  dimension  of  the  privacy  issue,  which  is  that,  under 
our  Constitution,  there  are,  or  may  be,  some  human  activities  of 
which  Government  should  not  take  note  for  any  purpose  at  all  because 
of  the  detrimental  effect  on  freedom,  and  that  this  is  true  whether  or 
not  the  information  i-  intended  to  be  used  to  make  decisions  about 
specific  individual-. 

This  section  reflects  the  Committee's  effort  to  insert  considerations 
of  privacy  in  the  decision-making  process  involving  management  of 
information  systems.  As  the  Academy  report  states,  privacy  is  "the 
primary  civil  liberties  issue,  since  both  confidentiality  and  due  process 
questions  disappear  if  the  data  are  not  gathered  in  the  first  place,  or 
once  they  are  destroyed." 

The  section  is  designed  to  insure  that  a  Federal  agency  weighs 
strongly  the  right-  of  personal  privacy  against  its  authority  and  need 
to  gather  personal  information  for  a  public  purpose.  Before  an  infor- 
mation-gathering program  may  be  implemented,  the  agency  must 
make  a  determination  that  its  action  i-  authorized  and  warranted  to 
cany  out  a  statutory  obligation.  This  provision  affirms  a  basic  prin- 
ciple of  good  management  in  public  administration  in  that  it  is 
designed  to  require  that  the  kind  of  information  about  individuals 
which  an  agency  seeks  to  gather  or  solicit,  and  the  criteria  for  programs 
to  investigate  individuals  will  be,  judged  by  an  official  at  the  highest 
policymaking  level  to  be  relevant  and  necessary  to  a  statutory  purpose 
of  the  agency. 

The  section  is  designed  to  implement  the  following  policy  judgments 
in  the  report : 

Not  only  should  the  need  for  and  relevance  of  specific  items 
of  personal  data  have  to  be  established  in  positive  terms  but 
senous  consideration  should  be  given  to  whether  some  entire 
record-keeping  programs  deserve  to  be  continued  at  all;  this 
was  the  basic  question  raised  about  the  Army's  domestic 
intelligence  watch  over  civilian  political  activity  in  the  late 
1960's.  A  further  consideration  where  need  for  collecting  data 
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is  at  issue  is  whether  records  should  be  retained  beyond  their 
period  of  likely  use  for  the  purposes  for  which  they  were 
originally  collected. 

A  related  but  more  complicated  question  concerns  the 
continued  existence  of  files  of  information  which  i-  no  longer 
supposed  to  be  used  for  making  decisions  about  individuals. 
Many  cumulative  records  about  individuals  in  various  sectors 
of  the  organizational  world  are  filled  with  facts  and  evalua- 
tions set  down  in  an  earlier  time,  under  a  different  socio- 
political ethos.  In  this  setting,  it  is  not  enough  to  say  "from 
now  on  we  will  not  .  .  .";  steps  need  to  be  taken  to  remove 
•  from  historical  records  in  high  schools,  colleges,  commercial 
reporting  agencies,  law-enforcement  files,  and  other  organiza- 
tions the  personal  information  previously  gathered  about 
political,  racial,  cultural,  and  sexual  matters  that  would  not 
be  put  in  the  files  under  present  rules.  To  the  extent  that 
evaluators  today  have  such  records  to  consult,  especially  for 
decisions  that  are  not  visible  to  the  individual,  the  presence  of 
such  information  represents  a  dead  (and  improper)  hand 
from  the  past. 

Most  of  these  provisions  contain  terminology  which  will  allow 
administrative  definitions  to  fit  particular  agency  needs  and  programs. 
They  are  intended  to  be  implemented  by  the  model  guidelines  devel- 
oped by  the  Commission  which  may  then  be  adopted  by  the  agencies 
or  altered  as  found  necessary.  This  will,  for  instance,  allow  for  devel- 
opment by  Commission  experts,  in  consultation  with  other  Federal 
officials,  of  careful,  workable  definitions  of  such  terms  as  "accurate," 
"timely,"  "complete,"  and  "relevant," 

Such  a  process  is  also  envisioned  for  determining  precise  details  of 
the  contents  of  the  notices  of  data  banks  required  to  be  filed  for  the 
Federal  Register  and  with  the  Commission.  These  can  be  discussed 
and  determined  with  the  assistance  of  the  Commission  in  accordance 
with  an  agency's  unique  problems  and  record-keeping  methods. 

Subsection  201  (a)  (1) .  Provides  that  each  Federal  agency  shall  collect, 
solicit  and  maintain  only  such  personal  information  as  is  relevant  and 
necessary  to  accomplish  a  statutory  purpose  of  the  agency. 

This  section,  therefore,  governs  the  first  phase  of  the  process  which 
is  the  gathering  of  the  information  in  the  first  place.  The  provision 
reaffirms  the  basic  principles  of  good  management  and  public  admin- 
istration by  assuring  that  the  kinds  of  information  about  people  which 
an  agency  seeks  to  gather  or  solicit  and  the  criteria  in  programs  ior 
investigating  people  are  judged  by  an  official  at  the  highest  level  to 
be  relevant  to  the  needs  of  the  agency  as  dictated  by  statute.  Second, 
it  requires  a  decision  that  the  collection  of  information  or  investiga- 
tion of  people  along  certain  information  lines  is  necessary  in  that  the 
needs  of  the  agency  and  goals  of  the  program  cannot  reasonably  be 
met  through  alternative  means. 

Where  there  are  difficulties  in  linking  a  personal  data  program  to 
statutory  authority,  it  is  to  be  expected  that  some  agencies  may  face 
hard  decisions  of  whether  or  not  to  seek  additional  authority,  to  reject 
certain  programs  entirely  or  to  alter  investigative  standards. 

A  third  element  in  this  decision  process  is  the  fact  that  the  infor- 
mation which  officials  propose  to  collect  must  be  maintained  and 
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integrated  into  (ho  agency  record-keeping  system.  Tims  the  decision 
i)ii  the  relevance  and  need  for  certain  gathering  of  information  and 
Investigating  of  citizens  requires  consideration  of  how  that  data  will 
overlap  or  conflict  with  existing  data  banks  and  information  programs 
of  the  agency. 

This  section  is  designed  to  assure  observance  of  basic  principles  of 
privacy  and  due  process  by  requiring  that  where  an  agency  delves 
into  an  area  of  personal  privacy  in  the  course  of  meeting  government's 
needs,  it-  actions  may  not  be  arbitrary,  but  rather,  must  be  author- 
ized, and  found  to  be  not  only  reasonable,  but  warranted  by  the 
overriding  needs  of  society  as  the  agency  is  re>ponsible  for  adminis- 
tering to  those  needs. 

The  provision  Ls  the  legislative  reflection  of  the  conclusion  of 
a  panel  of  the  Committee  on  Scientific  and  Technical  Information  of 
the  Federal  Science  Council  which  recommended  that  "an  agency 
should  formulate  as  precisely  as  possible  the  policy  objectives  to  be 
served  by  a  data-gathering  activity  before  it  is  undertaken.  Agencies 
are  encouraged  to  think  carefully  about  the  legitimacy  of  the  activity, 
the  significance  of  the  data  for  the  agency's  program,  the  potential 
burden  on  the  respondents  and  the  possible  availability  of  the  data 
from  some  other  source.  This  may  make  it  possible  to  achieve  a 
reduction  in  the  burden  being  put  on  citizens  and  to  harmonize  govern- 
mental questionnaires  and  surveys.  Great  care  should  be  exercised 
in  framing  information  requests  to  be  certain  that  the  desired  in- 
formation is  captured  initially  and  that  multiple  requests  for  informa- 
tion i-  captured  initially  and  that  multiple  requests  for  information 
are  avoided,  and  that  no  more  sensitive  personal  information  is 
collected    than    necessary." 

Subsection  201(a)(2).  Provides  that  each  Federal  agency  shall  collect 
information  to  the  greatest  extent  practicable  direct ly  from  the  subject 
where  the  information  may  result  in  adverse  determinations  about  the 
individual's  rights,  benefits,  and  privileges  under  Federal  programs. 

This  section,  as  originally  introduced,  had  no  qualifications,  but 
reflected  the  basic  principle  of  fairness  recommended  by  several 
reports,  that  where  government  investigates  a  person,  it  should  not 
depend  on  hearsay  or  "hide  under  the  eaves'',  but  inquire  directly 
of  the  individual  about  matters  personal  to  him  or  her. 

In  order  to  meet  agency  objections  about  the  needs  of  certain  civil 
and  criminal  law  enforcement  programs  requiring  intelligence  and 
investigative  information  to  be  collected  from  other  ><>urce>,  the 
section  was  limited  to  instances  where  the  information  -ought  could 
affect  a  person's  qualifications  to  be  considered  by  government  un- 
employment or  other  rights,  benefits  and  privileges.  This  i^  the 
minimum  standard  of  fair  procedure,  although  there  may  be  instances 
where  it  cannot  be  observed.  It  is  expected  however  that  these  will  be 
kept  to  a  minimum.  Cases  may  arise  for  instance,  where  it  i>  not 
practical  (1)  for  logistical  or  financial  reas<>n>,  or  (2)  for  reason  of 
conflicting,  more  restrictive,  statutory  requirements  which  cannot, 
after  consultation  with  the  Commission,  be  resolved,  or  (3)  where  the 
information  is  on  hand  from  other  disclosures  made  by  the  individual 
and  lie  has  specifically  consented  at  the  time  of  disclosure  or  latei  to 
have  it  used  for  other  or  related  purposes  within  the  agency  or  1>  \ 
anol  her  ugencv. 
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At  the  same  time  as  it  assures  accuracy  and  fairness  to  data  subjects 
by  this  provision,  the  Committee  does  not  wish  to  defeat  the  purposes 
of  t lie  Federal  Reports  Act  to  promote  the  efficient,  economical 
exchange  and  sharing  of  information;  nor  does  it  wish  to  impose  undue 
burdens  on  individuals  from  whom  information  is  solicited.  However 
when  the  cause  of  ordinary  efficiency  and  small  economies  is  weighed 
against  the  interest  of  personal  privacy  and  confidentiality  of  sensitive 
information,  the  Committee  expects  the  balance  would  tilt  in  favor  of 
the  latter.  However,  the  Act  looks  to  a  conscientious  weighing  of  the 
interests  by  administrators,  and  to  decisions  made  on  the  record 
pursuant  to  the  discretion  allowed  by  this  section. 

Even  where  information  is  acquired  from  other  sources,  an  agency 
should,  in  the  interest  of  the  standards  of  accuracy  and  efficiency  to  be 
promoted  under  subsection  201(b)  make  efforts  to  have  it  reviewed  by 
the  subject  individual.  For  example,  by  sending  him  a  copy  of  the 
information  and  affording  him  an  opportunity  to  affirm,  deny  or 
explain  it.  Such  review  may  constitute  compliance  with  subsection 
201(a)(2).  This  section  reflects  the  committee's  adoption  of  the 
conclusion  of  the  COSATI  panel  that  "Information  should  not  be 
collected  on  a  hearsay  basis  or  from  people  who  have  only  a  tenuous 
association  with  the  data  subject  and  therefore  are  not  in  a  position  to 
report  data  from  a  high  probability  that  it  will  be  accurate." 

Subsection  201  (a)  (3) .  Requires  that  each  Federal  agency  shall  inform 
any  individual  requested  to  disclose  personal  information  foi  any  pur- 
pose whether  that  disclosure  is  mandatory  or  voluntary,  by  what  stat- 
utory authority  it  is  solicited,  wiiat  uses  the  agency  will  make  of  it, 
what  penalties  and  specific  consequences  for  the  individual,  which  are 
known  to  the  agency,  will  result  from  the  nondisclosure,  and  what 
rules  of  confidentiality  will  govern  the  information. 

This  requirement,  in  various  forms,  has  been  universally  recom- 
mended by  commentators  and  government  and  private  groups,  the 
HEW  Report,  information  specialists,  congressional  witnesses  and 
other-,  as  basic  to  the  protection  of  the  individual  from  the  arbitrary 
information  power  of  the  Federal  Government. 

The  Committee  intends  it  to  remedy  the  many  documented  com- 
plaints from  citizens  that  they  were  pressured,  coerced,  or  induced  by 
deceptive  means  into  responding  to  governmental  questionnaires 
seeking  highly  personal  information  for  administrative  programs,  or 
for  census  and  other  statistical  and  research  purposes  of  the  Federal 
agencies;  that  they  were  not  told  and,  furthermore,  were  frequently 
unable  to  learn,  even  with  legal  assistance,  whether  compliance  was 
voluntary  or  mandatory,  what  statutes  authorized  it,  what  penalties 
attached  to  nonresponse,  or  exactly  why  the  Federal  Government 
wanted  the  information  in  the  first  place. 

The  section  anticipates  that  Federal  requests  or  requirements  for 
personal  information  henceforth  shall  be  accompanied  by  written  or 
oral  notices  presented  in  obvious  or  highly  visible  manner,  which  use 
the  specific  terms  "mandatory"  or  "voluntary"  in  describing  the 
nature  of  the  individual's  desired  response,  and  providing  the  other 
requisite  information  concerning  the  authority  of  the  agency  to  con- 
duct the  survey,  initiate  the  inquiry,  or,  in  the  <  a-e  of  administrative 
programs,  to  a>k  particular  questions  of  the  applicanl .  The  ( 'emmittee 
believes  that  an  agency  should  he  able  t<>  communicate  to  the  indi- 
vidual, without  intimidation,  whether  he  i-  required  to  comply  with 
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a  request  for  information  and  what  the  likely  consequences  arc  of  his 
refusal.  To  further  clearify  the  consequences  of  these  options,  the 
notices  should  also  include  an  explanation  of  the  limits  on  the  agency's 
ability  to  keep  information  confidential;  for  example,  under  com- 
pulsory legal  process. 

The  Committee  is  not  impressed  with  executive  branch  arguments 
and  those  of  -"in."  information  users  which  hold  that  such  candor  on 
the  pari  of  government  represents  "poor  psychology"  and  will  destroy 
the  integrity  of  statistical  surveys  and  other  data  programs,  or  thai 
it  will  discourage  cooperation  with  official  inquiries.  The  Committee 
believes,  rather,  thai  just  the  opposite  results  will  he  obtained.  Fur- 
thermore, the  spirit  of  constitutional  considerations  of  due  process 
and  self-incrimination  should  pervade  the  conducl  of  such  inquiries 
for  administrative,  regulatory,  or  other  such  governmental  data 
programs. 

in  defining  the  purposes  of  this  section,  the  ( Jommittee  endorses  the 
recommendations  of  the  HEW  report  that  "the  requirement  is  in- 
tended to  discourage  organizations  from  probing  unnecessarily  for 
details  of  people's  lives  under  circumstances  in  which  people  may  be 
reluctant  to  refuse  to  provide  the  requested  data.  It  is  also  intended 
to  discourage  coercive  collection  of  pei"Sonal  data  that  are  to  be  used 
exclusively  for  statistical  reporting  and  research." 

We  also  endorse  tin4  explanation  of  the  COSATI  panel  of  the  need 
for  such  protections  to  avoid  "the  use  of  coercion  or  intimidation 
in  the  course  of  gathering  information."  We  agree  with  the  Panel 
that  :  "unless  disclosure  has  been  made  mandatory  by  Act  of  ( 'ongress, 
personal  information  must  never  be  extracted  from  an  individual 
without  securing  his  informed,  express  consent  *  *  *  In  gathering 
information  from  individual  citizens,  Federal  agencies  have  an  obliga- 
tion to  disclose  to  them  the  purpose  for  which  the  information  is  being 
collected,  to  state  clearly  the  use  or  uses  to  which  it  will  be  put,  to 
identify  the  governmental  and  nongovernmental  individuals  and 
organizations  that  will  be  given  access  to  it,  and  to  indicate  whether 
the  individual's  name  will  be  associated,  either  directly  or  indirectly, 
with  the  information. 

"The  type  of  disclosure  is  particularly  important  when  the  indi- 
vidual's participation  in  a  data-gathering  activity  is  voluntary  in 
character,  and  is  one  way  of  assuring  that  the  voluntary  consent  of  the 
individual  is  meaningful.  It  enables  him  to  evaluate  the  risk  he  may  be 
assuming  by  revealing  personal  information,  and  in  some  cases,  per- 
mits him  to  weigh  that  risk  against  the  advantages  of  participating  in 
a  particular  governmental  program.  It  also  should  contribute  to  pre- 
venting alienation  and  should  encourage  participation  in  the  data- 
gathering  process.  For  the  same  reasons,  it  is  imperative  that  the 
agency's  understanding  with  the  individual  be  honored. 

"When  an  individual  is  required  to  furnish  information  by  act  of 
Congress  as  is  true  for  the  decennial  census,  informed  consent  of  the 
type  described  in  the  preceding  paragraph  i-  not  necessary.  None- 
theless, it  is  desirable  to  provide  individual  respondents  with  as  much 
information  concerning  the  data  activity  as  possible." 

Of  particular  concern  to  people  subjected  to  governmental  inquiries 
is  the  general  lack  of  precise  information  afforded  at  the  time  of  collec- 
tion about  the  penalties  for  and  consequences  of  nondisclosure.  Where 
compliance  is  mandatory  or  where  untrue  response  is  punishable,  with 
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penalties  ranging  from  $100  to  $500  to  $1,000  and  a  year  in  jail,  basic 
due  process  principles  require  that  the  individual  be  put  on  notice  of 
such  penalties.  The  same  constitutional  considerations  require  that 
where  such  penalties  accompany  demands  for  personal  data,  that 
demand  must  be  based  on  statutory  authorization. 

'Flic  Committee  considers  it  basic  fairness  that  any  agency  provide 
whatever  information  it  has  at  hand  about  the  immediate  consequence 
of  not  responding  to  an  inquiry  or  particular  question.  While  it  may 
usually  be  convenient  to  provide  this  warning  on  the  face  of  a  written 
inquiry  upon  initial  collection,  in  some  cases,  the  Committee  recog- 
nizes thai  it  may  l>e  more  practical  to  supply  such  information  prompt- 
ly at  a  later  time  upon  request  of  a  data  subject  who  may  voice  ob- 
jection or  concern  about  some  phase  of  a  written  or  ora.l  inquiry,  or 
to  some  particular  question.  Clearly,  the  agency  cannot  be  reasonably 
expected  to  tell  all  foreseeable  or  imaginable  consequences  of  nondis- 
closure or  disclosure.  It  can  however,  advise  when  nondisclosure  will 
preclude  any  consideration  of  an  applicant  for  employment,  or  for  a 
right,  benefit  or  privilege,  or  when  nonresponse  may  be  accorded  some 
weight  in  official  consideration  of  the  application. 

To  eite  one  example: 

A  Federal  employee  requested  to  complete  a  research  questionnaire 
stating  which  political  candidate  he  or  she  prefers  should  be  told  at 
the  outset  that  the  response  is  voluntary,  that  it  will  not  affect 
employment,  and  will  not  go  into  any  government  file.  However,  even 
such  notice  will  not  preclude  an  employee  electing  to  challenge  the 
inquiry  for  possible  violation  of  the  limitation  in  subsection  201  (b)(7) 
on  inquiries  on  first  amendment  activities. 

Similarly,  couples  applying  for  Federal  housing  loans  have  the  right 
to  know  if  they  have  to  answer  questions  on  whether  they  intend  to 
have  children  and  if  they  practice  birth  control,  why  the  agency 
requires  such  information  and  whether  or  not  they  lose  the  chance  for 
the  loan  if  they  don't  disclose  such  information. 

Subsection  201(b)(1).  Requires  each  Federal  agency  that  maintains 
an  information  system  or  tile  to  insure,  that  is  issue  any  requisite  regu- 
lations, and  take  affirmative  administrative  action  for  the  purpose  of 
assuring,  that  personal  information  maintained  in  the  system  or  file, 
or  disseminated  from  it,  is  to  the  maximum  extent  possible,  accurate, 
complete,  timely  and  relevant  to  the  needs  of  the  agency. 

This  requirement  complements  that  of  subsection  201(a)(1)  impos- 
ing such  a  duly  on  agencies  and  is  deemed  necessary  to  the  effective  ex- 
ercise of  any  right  of  the  individual  to  challenge  a  record,  or  a  data 
bank  on  these  grounds  through  the  agency  or  the  courts. 

The  standard  of  relevancy  is  that  statutory  basis  for  an  information 
program  required  by  subsection  201(a)(1).  The  scope  of  these  two 
sections  encompasses  all  phases  of  the  information  system.  The  stand- 
ards of  relevancy  here  relate  to  the  constitutionality  and  legality  of  the 
entire  information  program,  as  well  as,  the  reasonableness  of  mainte- 
nance or  any  particular  piece  of  personal  information,  given  the  stat- 
utory jursidiction  of  the  agency.  The  standards  of  accuracy, 
completeness,  and  timeliness,  as  well  as  televanc}  are  directed  to  the 
quality  of  the  information  in  an  individual's  own  file.  The  section  thus 
looks  to  a  double-pronged  consideration,  first  to  the  authorized  needs 
of  the  agency,  and  second,  to  the  scope  of  the  administrative  need  for 
information  in  order  to  make4  a  decision  on  that  individual. 
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The  condition  that  such  a  goal  be  pursued  to  the  "maximum  extent 

»sible"  is  attached  to  promote  an  extra  measure  of  caution  and 
/.cal  beyond  the  ordinary  standard  of  care  which  governs  all  other  in- 
formation handling:.  Bui  it  i-  also  designed  to  allow  thi  )  the 
freedom  to  determine  through  it-  own  regulations  and  directives,  as 
adapted  from  the  Commission  mode!  guidelines,  what  is  reasonably 
"possible"  within  the  limits  of  the  statutory  duties  placed  on  the 
y,  of  its  resources,  of  technological  feasibility,  and  of  adminis- 
trative practicality.  The  Committee  recognized,  for  instance,  that  it  is 
administratively  and  logistically  impossible  to  keep  current  and  timely 
statistical  information  maintained  for  historical  and  archival 
purposes.  Yet  an  agency  may  well  question  an  investigative  data 
bank  or  file  on  people  which  was  long  ago  outdated  and  i-  now  seldom 
used,  and  wlrich  services  no  program  or  one  which  is  maintained 
only  in  case  the  individuals  once  again  deal  with  the  agency.  It  is 
hoped  that  with  the  inclusion  of  such  a  broadly-termed  mandate 
linked  to  the  right  of  the  individual  to  challenge,  there  will  begin  a 
long-overdue  evaluation  of  agency  program  need-  for  stale,  irrelevant, 
and  untimely  information. 

When  combined  with  the  subsoction  201  (a  (1)  duty  to  confine  infor- 
mation gatheiing  to  only  personal  information  relevant  and  necessary 
to  accomplish  a  statutory  purpose,  the  Committee  has  provided 
agencies  and  the  court-  with  a  standard  against  which  the  individual 
may  challenge  information  in  a  file  or  data  bank. 

Subsection  201 (b)(2).  States  that  agencies  shall  require  employees  to 
refrain  from  disclosing  records  or  personal  data  in  them,  within  the 
agency  other  than  to  officers  or  employees  who  have  a  need  for  such 
record  or  data  in  the  performance  of  their  duties  for  the  agency 

This  section  is  designed  to  prevent  the  office  gossip,  interoffice  and 
interbureau  leaks  of  information  about  persons  of  interest  in  the  agency 
or  community,  or  such  actions  as  the  publicizing  of  information  of  a 
sensational  or  salacious  nature  or  of  that  detrimental  to  character  or 
reputation. 

This  would  cover  such  activities  as  reading  results  of  psychological 
tests,  reporting  personal  disclosures  contained  in  personnel  and 
medical  record-,  including  questionnaires  containing  personal  financial 
data  filed  under  the  ethical  conduct  programs  of  the  agency. 

It  is  designed  to  halt  the  internal  blacklisting  that  frequently  goes 
on  in  agencies  and  on  Federal  installations  on  persons  who  do  not 
comply  with  the  organizational  norm-  and  standards  for  some  reason, 
-uch  as  not  participating  in  savings  bond-  drive-  or  charity  campaign-; 
and  the  listing  of  result-  of  employee  tests  or  performances; 

It  i-  designed  to  help  prevent  the  easy  exchange  of  data  about 
the  same  individual  between  regional  managers  of  different  pro- 
gram- within  a  bureau  or  department  and  the  consequent  informal 
or  inadvertent  administrative  integration  of  data  for  purposes  of 
making  a  governmental  decision  about  that  person.  This  might  be 
true,  for  instance,  of  a  farmer  who  had  filed  information  or  been  the 
subject  of  official  inquiry  in  several  agricultural  programs  in  one 
county. 

The  section  envisions  that  if  an  employee  dealing  with  official 
information  about  a  person  is  requested  to  surrender  that  person's 
record  to  someone  who  clearly  has  no  need  for  it,  he  should  decline  or 
seek  to  define  t ho  purpose  of  the  requested   disclosure.   One  of  the 
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results  of  this  section  may  be  to  promote  a  sense  of  ethical  obligation 
on  the  part  of  Federal  officials  and  employees  to  ascertain  when 
improper  disclosure  of  informal  ion  within  the  agency  may  be  sought 
or  promoted  for  personal,  political  or  commercial  motives  unrelated 
to  ihe  agency's  administrative  mission. 

It  is  not  intended  to  conflict  with  other  statutes,  rules  and  regula- 
tions  governing  employee   conduct    or  information   practices    b 
meant  to  implement  and  reinforce  them.  The  standard  of  refraining 
from  certain  behavior  implies,  by  definition,  not  indulging  in  impulses 
to  engage  in  positive  behavior  to  the  contrary,  in  this  case,  in   i 
taking  positive  action  or  making  specific  administrative  or 
efforts  to  disclose  personal  information  acquired  in  the  course  of  onc'^ 
duties  when  such  disclosure  is  not  required. 

Svbsi  .  Requires  any  Federal  agency  that  maintain-  a 

p(  rsonal  information  SA^stcm  or  file  to  maintain  a  li-t  of  all  categories  of 
persons,  including  individuals  and  agencies  authorized  to  have  regular 
access  to  personal  information  in  the  system  or  file. 

The  original  bill  required  Federal  agencies  to  record  each  and  every 
-  to  any  information  system  or  tile.  By  requiring  instead  simply 
a  li-t  of  the  categories  of  employee-  and  of  other  agencies  and  persons 
who  on  a  regular  basis  ate  permitted  to  examine  file-  within  a  -\ 
of  personal  information,  the  bill  meets  the  objections  of  agencies  that 
a  strict  accounting  of  every  access  was  not  administratively  practi- 
cable or  feasible  in  view  of  the  accessary  routine  in  daily  access  to  a 
file  by  varous  identifiable  groups  of  people  and  by  many  employees 
for  purposes  of  entering  or  withdrawing  information.  The  problem 
of  requiring  identity  and  purpose  of  access  by  reporters  and  others  in 
the  public  exercising  inspection  rights  under  that  and  other  act-  made 
it  more  feasible  to  require  a  li-t  which  would  be  available  to  the 
public  and  to  individuals  who  are  subject-  of  the  tiles. 

Where  employees  are  concerned,  the  kind  of  list  envisioned  would 
make  it  possible  to  identify  for  any  particular  day  the  employees  oc- 
cupying a  portion  and  performing  duties  requiring  such  access  to  a 
particular  hie  or  authorized  to  have  such  access.  Sin  :e  this  is  deemed 
merely  good  management  and  responsible  personnel  practice  for  all 
Federal  systems  and  is  a  practice  observed  in  many  agencies  anyway, 
it  i-  not  expected  to  present  diflh  ulties  in  compliance. 

With  regard  to  the  definition  of  who  are  "regular"  users  beyond  the 
agency,  outside  of  the  public  and  press,  the  type  of  regular  us 
visioned  is  that  such  as  where,  by  statute  and  written  agreement  for 
information-sharing  among  agencies,  there  i-  access  by  terminal  for 
the  purpose  of  implementing  such  agreement.  The  Commission,  in  the 
course  of  developing  model  regulations  for  guidance  of  agencies  in 
implementing  the  Act,  will  a-sist  in  promoting  a  workable  definition  of 
stick  users  by  reference  to  the  specific  -it nation-  presently  authorized. 

Subsection  201(b)(4).  Requires  any  Federal  agency  that  maintain-  a 
personal  information  system  or  file  to  maintain  an  accurate  ac<  ounting 
of  the  date,  nature,  and  purpose  of  nonregular  access  granted  to 
the  system,  and  each  disclosure  of  personal  information  made  to 
person  outside  the  agency,  or  to  another  agency,  including  the  name 
and  address  of  the  person  or  other  agency  to  whom  disclosure  was 
made  or  access  was  granted.  An  exception  is  recognized  for  those 
accesses   and   disclosures  involved    in    public   inspection   or   copying 
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pursuant  to  law  or  regulation,  which  includes  the  Federal  and  State 
open  records  laws  and  regulations  implementing  them. 

This  section  is  included  as  an  essential  element  of  the  Code  of  Fair 
Information  Practice  and  the  "Infoimation  Bill  of  Rights"  in  order 
to  promote  the  full  implementation  of  t Ik*  right  to  seek  to  obtain  a 
meaningful  correction  of  inaccurate  records,  not  only  in  the  offering 
agency,  but  wherever  in  government  and  private  organizations  the 
inaccurate  information  may  have  been  transmitted. 

The  kind  of  audit  and  ''audit  trail"  envisioned  here  is  one  that 
makes  it  technically  and  administratively  possible  to  audit  and  inspect 
the  nature  and  pattern  of  transfer  of  personal  information  whether 
in  manual  or  computerized  foim  outside  the  agency  system,  to  be 
integrated  in  another  agency's  system,  or  to  other  persons  in  other 
agencies  of  government. 

Furthermore,  such  record  of  access  and  disclosure  helps  assure 
against  administrative  departure  from  the  stated  uses.  a<  cess  controls, 
and  users  required  to  be  filed  in  the  Federal  Register  and  with  the 
Privacy  Commission,  and  to  guard  against  illegal  seizures  of  infor- 
mation. Jt  is  designed  to  make  oversight  of  information  practices  of 
government  more  manageable  and  efficient. 

Subsection  201(b)(5).  Requires  a  Federal  agency  that  maintains  a 
personal  information  system  or  file  to  establish  rules  of  conduct  and 
notify  and  instruct  each  person  involved  in  the  design,  development, 
operation,  or  maintenance  of  the  system  or  file,  or  in  t  he  collection,  use, 
maintenance,  or  dissemination  of  information  about  an  individual,  of 
the  requirements  of  this  Act,  including  any  rules  and  procedures 
adopted  pursuant  to  this  Act  ami  the  penalties  for  noncompliance. 
This  notice  would  include  consultants,  contractors,  and  those  outride 
the  agency  involved  in  such  activities. 

This  section,  another  essential  (dement  in  the  Code  of  Fair  Informa- 
tion Practice,  merely  recognizes  principles  of  good  public  administra- 
tion that  the  most  effective  hierarchial  management  of  an  organization 
results  from  informing  employees  of  their  responsibilities  and  how  they 
relate  to  overall  agency  obligation  and  of  their  duties  regarding  the 
information  they  process  and  to  the  techniques,  equipment  and  instru- 
ments with  which  they  carry  out  their  assignments. 

While  most  agencies  may  have  ethical  conduct  rules  witli  respect  to 
the  information  under  the  control  of  civil  servants,  these  do  not  neces- 
sarily always  reflect  the  ever-expanding  information  needs  of  govern- 
ment or  the  increasing  mechanization  and  computerization  of  govern- 
ment records,  with  the  vast  numbers  of  specialists  and  technicians 
brought  rapidly  into  Federal  agencies  to  deal  with  them.  Xor  do  these 
code-  reflect  the  developing  professional  codes  of  ethical  conduct  for 
those  involved  in  application  of  computer  technology  and  sophisticated 
information-processing  techniques  in  the  public  and  private  sector-.  It 
i>  expected  that  the  Commission,  in  drafting  its  model  guidelines, 
would  incorporate  these  and  would  encourage  their  more  extensive 
adoption  by  agencies  in  their  rules  implementing  the  Act. 

This  section  thus  envisions  positive  action  by  the  agency,  beyond 
mere  publication  of  implementing  regulations,  to  notify  people 
administratively,  perhaps  by  a  handbook  for  which  each  person  is 
responsible,  and  by  a  special  session  instructing  them  on  changes  made 
in  existing  programs  by  the  new  Act.  It  is  expected  they  would  be  in- 
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formed  of  administrative  sanctions  and  other  penalties  applicable  by 
reason  of  statutes  and  regulations  governing  performanee  and  behavior 
of  Federal  personnel. 

Subsection  201  (b)(6).  Requires  any  Federal  agency  thai  maintains 
an  information  system  or  file  to  establish  appropriate  administrative 
and  physical  safeguards  to  insure  the  security  of  the  information  sys- 
tem and  confidentiality  of  personal  information  proc<  ssed  and  handled 
in  it  and  to  protect  against  any  reasonably  foreseeable  or  anticipated 
threats  or  hazards  to  their  security  or  integrity  which  could  remit  in 
substantial  harm,  embarassment,  inconvenience,  or  unfairness  to  any 
individual  on  whom  personal  information  i-  maintained.  [The  analysis 
of  this  subsection  is  supplemented  by  that  for  subsection  201(f).] 

Once  privacy,  confidentiality  and  due  process  policy  issues  have 
been  resolved,  the  administrative  measures  and  technical  features 
needed  to  implement  those  decisions  are  required  to  be  taken  by  the 
agency  under  this  section.  These  may  include,  for  example,  establish- 
ing and  enforcing  rules  of  access,  adding  computer  software  that  ap- 
propriately screens  requests  for  access  and  that  keeps  accurate  and 
complete  records  of  access  and  disclosure,  and  installing  lock--  and 
similar  security  devices.  Many  agencies  will  no  doubt  find  their 
present  measures  adequate  for  many  existing  systems  dwI  files.  Others 
may  need  supplementary  action.  All  must  make  such  considerations 
pari  of  their  decisions  to  create  new  systems  and  data  bank-. 

The  Committee  recognizes  the  variety  of  technical  security  needs  of 
the  many  different  agency  sj^stems  and  file-  containing  personal  infor- 
mation as  well  as  the  cost  and  range  of  possible  technological  methods 
of  meeting  those  needs.  The  Committee,  therefore,  has  not  required  in 
this  subsection  or  in  this  Act  a  general  set  of  specific  technical  stand- 
ards for  security  of  systems.  Rather,  the  agency  is  merely  required  to 
establish  those  administrative  and  technical  safeguards  which  it 
determines  appropriate  and  finds  technologically  feasible  for  the  ade- 
quate1 protection  of  the  confidentiality  of  the  particular  information  it 
keeps  against  purloining,  unauthorized  access,  and  political  pressures 
to  yield  the  information  improperly  to  persons  with  no  formal  need 
for  it.  Once  it  determines  the  need  for  certain  plvysical  and  technical 
features  for  the  computerized  or  mechanized  stages  of  their  systems, 
or  for  their  manual  files,  agencies  would  be  expected,  in  compliance 
with  the  Act ,  to  seek  such  features  where  necessary  through  the  budget 
process  or  a-  alternatives  to  existing  methods. 

The  Committee  i-  cognizanl  of  the  advice  of  the  Director  of  the 
National  Bureau  of  Standards  Institute  for  Computer  Sciences  and 
Technology,  and  intends  that  the  term  "appropriate  safeguards" 
should  incorporate  a  standard  of  reasonableness  and  "refer  to  those 
safeguards  which  represcnl  current  state-of-the-arl  procedures  al  any 
given  time,  despite  any  weaknesses  that  m.-.\  exisl  in  the  technology 
at  that  time."  However,  the  Committee  does  not  intend  to  discourage 
the  active  pursuit  of  new  and  more  useful  safeguards. 

While  this  interpretation  represents  a  retreat  from  the  absolute 
requirement  of  obtaining  such  technological  features,  the  Committee 
agrees  that  given  presenl  cosl  factors  and  considerations  oi  economy, 
such  an  approach  suggests  that  we  could  look  forward  to  increasingly 
higher  standards  of  'reasonableness'  as  new  technologies  are  further 
developed   to  make  our  systems   progressively   more   secure.    But   it 
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would  also  permit  the  immediate  application  of  all  of  these  techniques 
where  they  can  contribute  even  in  their  present  form  to  better 
protection  of  data  confidentiality  and  individual  privacy. 

The  Act  thus  provides  reasonable  leeway  for  agency  idiot  men  I  of 
resources  to  implement  this  subsection.  At  the  agency  level,  ii  allows 
for  :i  certain  amount  of  "risk  management"  whereby  administrators 
weigh  the  importance  and  likelihood  of  the  threat-  against  the  avail- 
ability of  security  measures  and  the  consideration  of  cost. 

The  Act  make- 1  he  w  isdom  and  Legality  of  these  decisions  reviewable 
by  the  Commission  and  Congress  where  they  involve  major  changes 
in  computerization  and  file  management  of  data  on  people.  It  thus 
makes  Congress,  with  the  advice  of  the  Commission,  the  anal  arbiter 
of  the  decision  weighing  cost,  economy,  technological  feasibility 
against  privacy  and  other  civil  liberties. 

The  Committee  is  furthermore  aware  of  the  problems  of  requiring 
computer-  dedicated  to  one  use  or  one  sensitive  category  of  informa- 
tion. Further,  it  agrees  with  the  National  Academy  of  Sciences  Report 
that  "it  would  hardly  advance  civil  liberties  in  this  country,  if  in  the 
name  of  protecting  confidential  files,  civilian  government  agencies 
and  private  organizations  were  to  adopt  the  authoritarian  environ- 
ments and  intrusive  personnel  policies  used  by  defense  and  intelli- 
gence agencies  to  safeguard  their  information  systems." 

The  Committee  was  persuaded  on  the  need  for  such  standards  by 
the  testimony  of  computer  experts  and  by  reported  cases  of  file  by  theft, 
tapped  transmissions  and  disclosure  problems  in  the  use  of  time- 
sharing facilities.  As  the  National  Academy  report  recommendation 
summarize-  numerous  expert  opinions: 

Both  managers  and  policymakers  should  be  aware  that 
the  payoff  in  sensitive  personal  information  to  be  obtained 
by  insiders  violating  confidentiality  rules  and  outsiders 
breaching  system  security  is  going  to  increase  in  the  coming 
year-.  More  comprehensive  information  about  people  will 
be  collected  in  the  kind  of  large-scale  record  systems  that 
are  growing  up,  such  as  the  omnibus  charge-card  systems 
and  national  welfare  assistance  programs.  Furthermore,  as 
more  organizations  make  use  of  the  low  cost  and  flexible 
services  that  are  available  in  commercial  time-sharing 
facilities,  more  high-payoff  targets  such  a-  the  membership 
and  contributor  !i-t-  of  various  kind-  of  organizations  will 
be  appearing  in  time-sharing  systems,  requiring  more  atten- 
tion to  the  security  problems  in  multiple-user  commercial 
facilities  than  this  area  lias  received  thus  far.    Report,  p.  39 

The  range  of  alternatives  available  to  agencies  to  promote  adequate 
systems  security  has  been  described  at  length  for  the  Committee 
<!  and  in  other  congressional  hearings.  1* or  convenience  and 
expertise,  the  National  Academy  of  Science  report  can  be  cited  here 
as  indicative  of  the  Committee  judgment  that  ii  i-  not  tying  the 
administrative  or  logistical  hand-  of  the  executive  branch  with  strict 
impossible  standards,  but  i-  leaving  it  for  the  agencies  and  the  federal 
Government  to  request  needed  specific  features  from  manufacturers 
in  the  course  of  the  Federal  procurement  process.  The  report  states: 
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What  seems  clear  is  that  adequate  computer  technologv 
already  exists  to  provide  both  the  hardware  and  software 
protections  thai  are  needed  to  afford  effective  levels  of  secu- 
rity for  personal  data  in  the  kinds  of  record  systems  we  have 
been  considering.  To  give  several  example-  of  particular 
relevance  to  civil  liberties  issues,  much  more  could  be  done 
by  computer  manufacturers  to  put  record-field  access  control 
features  into  the  software  operating  systems  of  computer 
systems,  so  that  users  could  exercise  greater  control  over  the 
authorization  table-  that  govern  access  to  the  data  base 
for  each  user.  Similarly,  much  more  could  be  done  by  soft- 
ware developers  to  provide  the  programs  for  real-time 
monitoring' against  unusual  volumes  of  use  or  unusually  low 
yield-  of  'hits,'  in  order  to  warn  systems  managers  about 
what  may  be  unauthorized  use-  or  improper  'browsing'  in 
sensitive  files.  (Report,  p.  395) 

The  Committee  does  not,  therefore,  mean  to  relieve  any  adminis- 
tration officials  of  responsibility  for  promoting:  the  purpose  of  this 
subsection.  We  are  aware  of  the  availability  of  administrative  and 
technological  means  of  promoting  this  purpose,  and  are  mindful,  in 
particular,  of  Justice  Department  technical  reports  by  the  Project 
SEARCH  Group  and  reforms  effected  by  law  in  the  computerized 
information  systems  of  the  States  of  Xew  York,  Massachusetts, 
Minnesota,  and  others. 

The  Committee  has  taken  note  of  laudable  activities  in  the  executive 
branch  to  foster  administrative  observance  of  standards  of  confi- 
dentiality of  information  and  systems  security.  Such  efforts  and 
management  guideline-  have  heretofore  been  dependent  upon  the  good 
will  of  officials  of  the  department  and  agencies  and  upon  their  zeal, 
time  and  discretion  in  use  of  resources.  This  Act  will  not  impede  these 
efforts,  but  will  provide  the  needed  legal  support  to  aid  in  their 
achievement. 

Subsection  201(b)(7).  Provides  that  no  Federal  agency  that  main- 
tains a  personal  information  system  or  file  shall  establish  any  program 
for  the  purpose  of  collecting  or  maintaining  information  describing 
how  individuals  exercise  rights  guaranteed  by  the  first  amendment 
unless  the  head  of  the  agency  specifically  determines  that  such  pro- 
gram is  required  for  the  administration  of  a  statute  which  the  agency 
is  charged  with  administering  or  implementing. 

This  section  combined  with  the  application  of  the  principle-  of 
relevancy  under  subsection  201(a),  reflects  the  preferred  status  which 
the  Committee  intends  managers  of  information  technology  to  accord 
to  information  touching  areas  protected  by  the  First  Amendment  of 
the  Constitution.  It  is  aimed  at  protecting  Americans  in  the  enjoy- 
ment of  the  privacy  of  their  thoughts,  habit-,  attitudes  and  belief-  in 
matters  having  nothing  to  do  with  the  requirements  of  their  dealings 
with  an  agency  seeking  information.  It  1-  designed  to  assure  that 
where  such  investigations  are  undertaken,  the  decision  is  made  by  a 
responsible  official  who  is  accountable  on  the  record  rather  than  by 
the  culminative  ad  hoc,  case-by-case  decisions  of  investigators  and 
drafters  of  questionnaires  which  can  ea-ily  become  the  common  law 
of  an  agency's  practice  in  lieu  of  agency-level  decisions. 
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Tins  section  i-  directed  to  the  planning  stage  of  any  executive 
branch  programs  being  designed  for  the  prim  ipal  purpose  of  identify- 
ing Americans  who  exercise  their  rights  under  the  First  Amendment 
and  of  taking  note  of  how  and  when  such  activities  arc  exercised.  It 
is  directed  al  programs  which  would  1 1  I  require  gal  uering  of  such  data 
from  other  agencies  or  (2)  would  require  questions  to  be  asked  of  the 
subject  individual  or  of  others  about  his  or  her  personal  political 
beliefs  and  philosophy,  about  legitimate  activities  of  the  individual 
in  participating  in  community  events,  in  religious  practices,  in  seeking 
redress  of  grievances  through  such  methods  as  signing  petitions  to  be 
sent  to  Government  agencies,  Members  of  Congress  or  Si  gisla- 

tures;  picketing  under  lawful  circumstances;  associating  with  others 
of  like  mind  for  the  purposes  of  exchanging  social,  economic  or  politi- 
cal views;  engaging  in  lawful  demonstrations  with  others  of  like  mind 
for  the  purpose  of  expressing  opinions  about  governmental,  social  or 
economic  policies ;  or  expressing  written  or  spoken  opinions  about  such 
matters  through  the  press,  including  letters  to  editor-  and  comments 
on  radio  and  television  programs. 

This  section's  restraint  is  aimed  particularly  at  preventing  collection 
of  protected  information  not  immediately  needed,  about  law-abiding 
Americans,  on  the  off-chance  that  Government  or  the  particular  agency 
might  possibly  have  to  deal  with  them  in  the  future.  This,  of  course, 
applies  not  only  to  the  agency's  own  programs,  but  also  to  its  partici- 
pation in  such  programs  undertaken  by  other  agencies. 

It  is  directed  to  overly-broad  inquiries  made  in  the  course  of 
administering  programs  requiring  judgments  on  individuals  for  de- 
termining employment  and  other  rights,  qualifications,  benefits,  or 
privileges  under  Federal  statutes. 

Next,  the  section  is  directed  to  inquiries  made  for  research  or 
statistical  purposes  which,  even  though  they  may  be  accompanied  by 
sincere  pledges  of  confidentiality  are,  by  the  very  fact  that  govern- 
ment make  the  inquiry,  infringing  on  /ones  of  personal  privacy  which 
should  be  exempted  from  unwarranted  Federal  inquiry. 

The  initiatives  for  such  program-  can  be  highly  visible  within  an 
agency.  They  have  come  to  the  attention  of  Congress  in  formal  regu- 
lation.-, in  draft  regulations,  in  informal  directives  and  order-  establish- 
ing programs  or  specifying  certain  criteria  for  gathering  information 
deemed  helpful  to  an  agency.  The  requirements  of  this  section,  then, 
impose  a  duty  on  administrators  to  review  such  sensitive  information 
programs  at  the  earliesl  possible  stage  for  their  possible  reception  by 
the  public  and  the  subject  individual-  as  threats  to  first  amendment 
principles. 

Since  agency  heads  and  administrators  who  may  doubt  their  au- 
thority will  consult  their  general  counsels  and  the  Attorney  General 
as  chief  legal  officer  of  the  Government,  it  is  expected  that  this  section 
will  impose  no  onerous  burden  on  decision-makers.  Jt  i>  further 
expected,  however,  that  not  only  the  rigid  letter,  but  the  spirit  of  the 
Bill  of  Rights  will  prevail  in  their  decisions  and  that  where  there  is 
dispute  about  whether  to  solicit  or  try  to  collect  the  information,  the 
scale  will  tilt  toward  observing  the  privacy  of  citizens  and  toward 
seeking  alternative  methods  of  fulfilling  the  administrative  goals  of 
the  Federal  Government. 


57 


211 


The  Committee  docs  not  expect  that  compliance  will  be  met  by  a 
one-time  administrative  finding  that  an  agency  requires  such  informa- 
tion. Instead,  there  are  expected  to  he  specific  determinations  for  new 
programs  or  alterations  in  existing  ones,  for  directives  on  investigative 

standards,  and  for  specific  inquiries  to  he  included  on  questionnaires 
sent  for  administrative,  statistical,  or  research  purposes. 

The  standards  are  applicable  whether  the  information  is  soughl  for 
another  agency's  li>t,  or  by  means  of  investigative  questionnaire,  lie- 
detector,  oath,  personality  test,  or  any  other  similar  technique. 

Such  determination  will  of  necessity  require  reference  to  require- 
ments of  authorizing  program  statutes,  "housekeeping  statutes"  of 
the  departments  and  agencies,  and  pertinent,  judicial  decisions.  At 
a  minimum,  it  expects  that  compliance  will  begin  with  creation  of  a 
special  reviewing  process  for  such  matters  at  the  highest  level  in  each 
agency  and  that  efforts  would  he  made  to  seek  to  learn  reaction  to 
similar  programs  by  Congress,  the  press  and  public. 

Where  authority  is  found  to  he  lacking  to  make  such  inquiries  as 
are  deemed  necessary  for  a  statutory  purpose,  nothing  prevents  a 
department  or  agency  from  proposing  to  the  President  and  from 
seeking  of  Congress  legislation  granting  the  requisite  authority. 

In  drawing  the  particular  restrictions  on  data  gathering  set  forth  in 
this  section,  the  Committee  does  not  intend  to  preclude  future  deci- 
sions that  other  types  of  personal  information  shall  not  be  collected  by 
Federal  agencies. 

Notices 

Subsection  201(c).  Provides  for  the  notices  describing  the  personal 
information  systems  and  data  banks  maintained  by  the  departments 
and  agencies  of  the  executive  branch. 

The  provision  incorporates  the  recommended  language  contained 
in  the  draft  administration  bill,  and  specific  recommendations  of  the 
HEW  privacy  committee.  The  duties  herein  are  required  to  enable  the 
privacy  commission  to  carry  out  its  duties,  as  discussed  above,  pur- 
suant to  subsection  103(a),  of  publishing  the  Federal  directory  of 
personal  information  systems  and  data  banks. 

It  is  the  Committee's  intent  to  specify  separately  each  matter  to 
be  included  or  considered  for  inclusion  in  such  notices.  The  categories, 
however,  are  broadly  stated  to  allow  agencies  to  adapt  their  statements 
to  fit  their  particular  systems  and  files. 

The  Committee  intends  that  no  agency  should  he  exempt  from  the 
requirement  to  develop  such  information  needed  for  the  required 
notices  and  to  send  it  to  the  Commission.  In  addition,  agencies  are 
required  to  provide  such  information  for  publication  in  the  Federal 
Register  simultaneously  when  the  Act  becomes  effective.  Annually 
thereafter,  they  are  to  supplement  such  notice  or,  if  there  has  been 
no  change  in  their  personal  information  systems  or  data  banks,  they 
should  either  state  this  or  reissue  their  previous  statement.  While 
such  simultaneous  action  may  cause  an  initial  logistics  problem,  the 
Committee  believes  it  i-  necessary  if  the  public  notice  function  and  the 
exercise  of  the  rights  which  it  serves  are  to  he  meaningful.  Congress 
has  received  complaints  about  tin1  difficulty  which  organization-  and 
individuals  have  in  keeping  track  of  the  scattered,  obscurely-worded 
public  notices  filed  by  agencies  which  may  affect  privacy  and  civil 
liberties.    In   addition,   citizens  have   complained    that    regional   and 

58 


212 


local  employees  of  the  agencies  do  not  have  available  in  bheir  offices 
sufficient  information  ahoul  other  data  banks,  investigative  or  data- 
collection  programs,  or  information  practices  of  their  departments  or 
agencies. 

Since  the  Federal  Register  is  not  always  available  to  the  average 
citizen  and  since  the  urgency  of  a  problem  might  preclude  his  seeking 
information  from  the  Commission's  guide  to  data  banks,  the  Com- 
mittee intends  that  notices  with  the  requisite  information  should  be 
available  for  distribution  upon  request. 

It  i-  expected  that  the  contents  of  notice-  filed  with  the  commission 
would  of  uecessity  be  more  detailed  and  elaborate  than  that  provided 
for  such  agency  distribution.  Such  a  document  might  be  abbreviated 
with  an  indication  of  where  the  individual  may  seek  additional 
information. 

The  notice  to  the  ( Commission  should  contain  a  listing  of  all  statutes 
which  require  the  collection  of  such  personal  information  by  the 
agency.  This  is  to  enable  the  ( 'ommission  to  carry  out  it-  function  pur- 
suant to  subsection  103(a)  to  publish  Mich  list  for  each  data  bank  and 
personal  information  system.  This  requirement  was  included  by 
Committee  amendment  so  that  Congress  and  the  public  may  know 
whether  or  not  the  agencies  are  collecting  the  information  at  the 
discretion  or  whim  of  administrators  or  if  there  is  some  statutory  basis 
for  it.  This  requirement  to  provide  such  legal  data  on  a  systematic 
basis  will  enable  Congress,  if  it  so  desires,  to  reexamine  or  modify  such 
statutory  authority.  Such  information  on  hand  will  also  assist  the 
Commission  in  its  investigation  of  the  complaints  of  violation-  of  the 
Act,  and  in  its  study  of  the  practices  of  State  and  local  and  private 
sector  organization  in  which  it  i-  to  review  the  statutes  and  legal 
authorities  for  data  programs. 

Subsection  Wl{d).  States  the  basic  right  of  the  individual  to  inspect 
and  correct  the  personal  information  which  the  Government  has  on 
record  about  that  person.  Its  provisions  are  minimum  standards  and 
are  not  intended  to  preempt  or  preclude  laws  and  regulations  providing 
even  stronger  protections  for  such  rights. 

These  provisions  reflect  the  cumulative  recommendations  of  many 
experts  in  constitutional  law  and  of  governmental  and  private  groups 
studying  the  issues  of  privacy  and  due  process  over  many  years.  They 
also  take  into  account  experience  with  access  and  challenge  provisions 
of  the  Fair  Credit  Reporting  Act,  as  well  as  the  many  recommenda- 
tion- from  the  Federal  Trade  Commission,  the  public,  and  Members  of 
Congress  for  strengthening  and  clarifying  that  Act. 

As  originally  introduced,  the  bill  provided  that  each  agency  notify 
all  individuals  about  whom  personal  information  is  kept  in  the  orga- 
nization's files.  This  provision  would  most  clearly  have  guaranteed 
that  each  individual  would  know  what  files  of  personal  information 
are  being  kept,  and  ly  whom,  and  for  what  purposes.  However,  the 
Committee  recognizes  the  merit  of  the  objection  raised  by  Federal 
agencies  that  individual  notification  would  be  unjustifiably  costly. 
The  Committee  relit4-  instead  on  the  initiative  of  concerned  individuals 
to  learn  whether  they  are  the  subject  of  government  iiles.  Using  the 
Directory  of  Information  Systems  as  a  guide,  any  individual  that 
write-  a  letter  to  any  department  or  agency  or  official  of  the  Federal 
Government  asking  to  know  what  files  exist  on  him  shall  receive  a  full 
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accounting,  on  behalf  of  the  addressed  department  or  agency  and 
all  of  it-  subsidairy  governmental  organizations,  grantees  and  con- 
tractors, of  precisely  what  files  do  exist. 

Subsection  201  (d)(1).  Requires  each  Federal  agency  which  maintains 
an  information  system  or  file  to  assure  that  an  individual  who  requests 
them  may  exercise  rights  set  forth  under  this  subsection.  This  re- 
quirement of  "assurance"  means  no  morn  nor  less  than  that  an  agency 
must  (1)  issue  appropriate  implementing  regulations  and 
affirmative  actions  to  apply  them. 

First,  the  person  has  the  right  to  be  informed  of  the  existence  ol 
personal  infoi  mation  on  him  or  her,  to  know  whether  or  not  t  lie  agency 
even  has  a  separate  file. 

In  addition,  full  access  to  that  file  is  to  be  afforded  and  the  right  to 
inspect  it  in  a  form  which  is  comprehensible.  This  mean-  that,  unlike 
the  existing  practice  in  some  agencies  and  under  the  Fair  Credit 
Reporting  Act,  a  person  does  not  have  to  rely  on  a  clerk's  review  of 
the  file  and  a  summary  of  what  is  in  it.  In  addition,  an  agenc\  may  not 
just  present  a  punched  card  or  a  collection  of  symbols  on  a  print-out 
from  a  computerized  system,  or  shorthand  note-,  hut  rather,  mu- 
that  the  information  is  presented  in  a  form  which  the  layman  may 
reasonably  understand. 

The  Committee  agrees  with  the  definition  of  "inspection''  provided 
by  numerous  report-  on  privacy  and  summarized  by  the  Academy  of 
Science-  Report  in  the  following  term-: 

.  .  .  where  government  files  are  concerned,  we  think 
inspection  should  mean  the  right  of  the  individual  to  see  a 
copy  or  display  of  the  actual  record  in  full,  and  to  obtain 
an  official  copy  of  it  for  a  nominal  fee.  Having  an  official 
describe  the  contents  of  the  record  to  the  individual  but  not 
let  him  examine  it  himself  does  not  meet  the  test  of  open- 
ness or  provide  the  psychological  sense  of  having  satisfied 
oneself  about  what  i>  really  there.   (Report,  p.  370) 

The  person  is  entitled  to  know  the  name-  of  all  recipient-  of  personal 
information  about  such  individual,  including  the  recipient  organiza- 
tions and  their  formal  or  informal  relationship  to  the  system  or  file, 
and  the  purpose  and  date  when  the  information  was  given  out.  This 
requirement  would  not  apply,  of  course,  where  the  accounting  of 
access  and  disclosure  under  subsection  201(b)(4)  need  not  be  main- 
tained because  of  the  exemptions  provided  in  subsection  202(b).  It 
would  involve  allowing  the  individual  to  examine  whatever  access  log 
is  maintained  for  the  file,  together  with  a  li-t  of  organization-  exempted 
from  entry  in  any  log. 

The  individual  also  has  the  right  to  know  the  source^  of  the  per- 
sonal information,  if  such  source  is  required  to  be  kept  confidential 
by  statute,  then  the  individual  may  be  informed  only  of  the  nature  of 
the  sources. 

The  data  subject  may  be  accompanied  by  someone  of  his  choice, 
in  order  to  have  the  support  or  advice  of  a  friend,  relative,  or  attorney, 
in  inspecting  and  evaluating  the  information  and  making  hi-  way 
through  what  may  amount  to  a  paper  maze.  The  Committee  believes 
this  i-  necessary  for  effective  exercise  of  rights  under  tin1  Act.  In  some 
cases,  the  data  may  be  so  derogatory  or  otherwise  sensitive  from  a 
privacy    standpoint    that    the   individual   may   be    asked    to   furnish 
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written  permission  authorizing  discussion  of  the  file  in  that  person's 
presence. 

The  person  has  the  right  to  obtain  the  disclosures  and  access  re- 
quired io  he  given  under  the  Act  in  person  with  proper  identification, 
or  hv  mail  upon  written  request.  An  agency  m;.\  set  reasonable 
stan  I  irtl  i  h  irgcs  for  document  duplication. 

This  section  provides  the  further  right  to  be  completely  informed 
about  the  uses  and  disclosure  the  agency  has  made  of  the  information 
so  that  the  individual  may  trace  and  correct  the  further  uses  of  anv 
formation,  or  take  any  necessary  action  to  retrieve  it 
from  improper  -:i-<  losure.  The  degree  of  "completeness,"  of  course, 
would  depend  on  what  information  the  operative  official  has  to  Ins 
knowledge,  ore  m  reasonably  obtain,  fn  addition,  the  handling  of  such 
would  be  governed  by  the  agency  regulations  defining  what  i> 
deemed  complete,  timely  and  relevant  to  the  agency  needs  in  using  the 
information  for  anv  purpose. 

Subsection  201  {d)\  2 I.  Describes  the  actions  required  of  an  agency  as  a 
minimum  response  to  a  person  who  lets  the  agency  know  in  some  oral 
or  written  fashion  that  he  or  she  wishes  to  challenge,  correct  or  explain 
personal  information  about  that  person  contained  in  a  system  or  file. 
Some  statutory  requirements  or  regulations  may  provide  greater 
rights.  These  procedural  rights  are  recognized  as  minimum  in  the 
recommendations  of  major  commentators  and  studies.  All  of  them  ore 
directed  to  implementing  the  basic  principles  of  privacy  and  due 
process;  that  a  Government  agency  should  not  take  note  of  personal 
matters  at  all.  and  that  it  should,  on  the  other  hand,  have  information 
which  i-  accurate  and  relevant  as  needed  to  make  fair  administrative 
decisions. 

Subsection  201(d)  i  A  .  The  agency  is  to  investigate  the  alleged 
inaccuracy  by  any  reasonable  means  available  and  to  record  the 
current  status  of  the  personal  information.  Such  investigation  may 
require  no  more  than  a  telephone  call  to  another  agency  to  ask  them 
to  verify  the  data.  \\  may  require  no  more  than  a  review  and  re- 
cording of  documentation,  affidavits,  authoritative  materials,  or 
records  supplied  by  the  individual.  It  may  mean  no  more  than  check- 
ing other  records  and  questioning  investigators  of  the  agency  to  clarify 
valine  reports  or  correct  inaccuracies.  It  may  mean  no  more  than 
reviewing  the  actions  of  a  computer  programmer  who  deleted  or 
reduced  to  a  minor  role  relevant  information  necessary  to  present  a 
complete  and  fair  account  of  a  situation. 

The  agency  regulations,  with  the  guidance  of  the  Commission's 
guidelines  will  provide  standards  for  this  and  other  actions  of  the 
reviewing  official.  The  subsection  i-  not  intended  to  require  an  agency 
to  extend  it-  investigative  powers  beyond  its  statutory  jurisdiction  or 
beyond  the  reach  of  it-  fiscal  and  administrative  resources.  Rather, 
one  of  the  purposes  i-  to  provide  fairness  to  the  agency  by  assuring 
that  administrative  mean-  are  afforded  which  allow  the  agencv  to 
protect  itself  from  charges  of  inaccuracy  and  untimeliness  by  taking 
the  necessary  action  to  verify  and  update  the  challenged  information. 

Subsection  201{d){2)(B).  Requires  the  agency  to  correct  or  eliminate 
any  challenged  information  that  its  investigation  shows  to  be  incom- 
plete, inaccurate,  not  relevant  to  it>  statutory  needs,  not  timely  or 
necessary  to  be  retained,  or  which  can  no  longer  be  verified. 
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The  finding  of  a  need  for  retention  <  an  include  the  uses  required  by 
the  agency's  needs  for  meeting  administrative,  research  or  statistical 
obligations.  The  deciding  officer  should  be  able  to  do  more  than  cite 
a  presumed  need;  rather,  the  officer  should  be  able  to  cite  a  statutory 
of  other  legal   requirement   supporting  the  decision. 

Subsection  20l(d)(2  (  i.  If  the  investigation  does  not  resolve  the 
dispute,  the  agency,  under  this  subsection  is  to  accept  and  include 
in  the  record  of  such  information,  a  statement  of  reasonable  length 
provided  by  the  data  subject  setting  forth  his  or  her  position  on  the 
dispute. 

Wherever  possible,  such  supplemental  information  is  to  be  included 
or  entered  in  the  original  file.  In  some  cases,  where  computer  pro- 
gramming already  undertaken  prevents  the  entry  of  such  disputed 
information,  it  may  be  necessary  to  -tore  it  in  a  separate  file,  with  an 
appropriate  entry  in  the  formal  record  of  the  existence  elsewhere  of 
relevant  informal  ion. 

Subsection  201(d)(2)(D).  Requires  the  agency  to  report  the  chal- 
lenged information  and  to  supply  the  supplemental  statement  in  any 
subsequent  dissemination  or  use  of  the  disputed  information. 

Following  correction  or  elimination  of  challenged  data,  the  agency 
shall,  at  the  request  of  the  individual,  inform  previous  recipients  of 
it-  elimination  or  correction.  This  requirement  is  not  considered  an 
unreasonable  one  since  the  data  is  conditioned  and  limited  by  the 
informed  request  of  the  individual  who  will  have  some  knowledge  of 
previous  recipients  and  present  users  from  exercising  his  right  to 
know  such  matters  under  subsection  (d)(1),  and  from  inspecting 
whatever  monitoring  the  agency  i-  required  to  maintain  under  subsec- 
tion 201(b)  (3)  and  (4).  In  addition,  the  responsible  agency  officials  will 
have  discussed  with  the  person  the  uses  to  which  the  data  ha-  been 
put,  to  their  knowledge,  and  given  him  reliable  advice  on  the  need  for 
pursuing  the  corrections  with  another  agency  or  person.  The  provision 
is  intended  further  to  reduce  the  time  and  resources  the  individual 
must  expend  in  correcting  his  records  with  each  user,  office,  bureau  or 
agency  which  may  have  received  it.  It  will  prevent  the  repetition  of 
the  access  and  challenge  efforts  for  the  same  purpose. 

Xo  time  limit  was  set  on  the  provision,  since  it  may  he  important 
to  learn  if  one  user  received  the  data  under  some  joint  program  ten 
years  previous,  while  those  disclosures  made  in  the  two  years  previous 
may  he  of  no  consequence.  The  deciding  official  should  make  -one 
effort  within  an  agency  to  trace  formal  or  informal  programs  for 
exchanging  or  sharing  data  which  would  reasonably  involve  dis- 
closures from  the  individual'-  file  for  any  purpose. 

Where  Mich  information  would  not  be  required  to  be  kept  before 
this  Act  or  would  not  he  kept  under  the  exemptions  of  this  Act.  it 
would  recognizably  be  impassible  or  difficult  to  comply  with  such 
requirements.  In  such  cases,  what  i-  envisioned  i-  a  good  faith  effort 
to  a— i-t  the  individual. 

Subsection  201(d)(2)(F).  Establishes  machinery  for  appealing  and 
reviewing  the  failure  to  resolve  a  dispute  or  the  decision  of  an  official 
to  deny  a  request  to  correct  or  supplement  information. 

Many  scholarly  proposals  to  afford  the  right  of  access  and  challenge 
of  records  have  incorporated  such  a  right  within  an  administrative 
scheme  giving  the  individual  the  right  to  appeal  to  an  independent 
regulatory  body.  This  wa-  the  intent   of  the  original  bill  which  gave 
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the  individual  the  right  to  file  a  statement  and  provided  appeal  rights 
to  the  Federal  Privacy  Board,  which  had  cease  and  desist  powers. 

Tlif  Committee,  after  considering  testimony  on  the  wisdom  of 
alternative  methods  of  regulation,  decided  against  making  the  new 
Commission  a  Federal  "ombudsman"  complaint  body,  although  it 
mav  n<>\\  receive  complaints  illustrating  patterns  of  violations  of  the 
Act. 

Instead,  the  individual  may  seek  review  within  the  agency  and 
direct  judicial  review  by  the  Federal  District  Court  in  the  event  the 
agency  reject-  the  challenge  to  its  records. 

Al  the  request  of  the  individual,  the  agency  must  provide  a  hearing 
within  30  days  of  the  request  and  the  individual  may  appear  with 
counsel,  present  evidence  and  examine  and  cross-examine  witn< 

If.  after  such  a  hearing,  the  challenged  record  is  found  inadequate 
under  201  (d  (2)  t  hen  the  agency  must  purge  it  from  the  file  and  from 
the  agency  system,  or  modify  it  as  found  appropriate. 

The  actions  or  inactions  of  any  agency  on  a  request  to  review  and 
challenge  personal  data  in  its  possession  is  made  reviewable  by  the 
appropriate   United  State-  District   Court    by  subsection  201 
F)(iii). 

The  language  of  this  subsection  reflects  that  in  an  administration- 
sponsored  omnibus  criminal  justice  bill  and  was  recommended  by 
several  witnesses  and  legal  experts. 

It  is  the  Committee  intent  to  substitute  for  regulatory  agency 
review,  a  responsive  speed}r,  agency  process  for  resolving  citizen's 
complaints  about  improper,  illegal,  or  careless  information  practices 
of  the  Federal  Government.  Where  many  agencies  may  provide  a 
review  process  after  a  harmful  decision  is  made  with  the  information, 
t  his  section  anticipates  special  initiative  by  agencies  to  extend  existing 
processes,  or  to  establish  new  procedures  to  encompass  requests  for 
access  and  challenge  at  an  earlier  stage  in  the  management  of  the 
information. 

As  discussed  previously,  the  Committee  deems  such  access  and 
challenge  rights  essential  to  enforcement  of  the  Act,  and  as  an  aid  to 
monitoring  the  system,  and  to  promoting  the  reduction  in  the  bulk  of 
outdated,  irrelevant  files  which  agencies  keep: 

While  agencies  may  exempt  themselves  through  a  rulemaking 
process,  in  certain  areas,  and  with  respect  to  particular  records,  the 
Committee  does  not  consider  the  grant  of  such  discretion  a  mandate 
to  exercise  it  to  the  limit,  but  rather,  to  exercise  it  sparingly,  with  due 
regard  for  the  principle  of  democratic  government  and  the  recognized 
right  of  all  citizens  to  knowledge  about  the  activities  of  government,  a 
righl  more  precious  when  the  activities  relate  to  information  uniquely 
pertaining  to  the  citizen. 

Subsection  201((  i.  Provides  for  the  coverage  of  the  Act  to  apply  to 
certain  information  systems  or  files  of  contractors  and  grantees  or 
other-  when  a  Federal  agency  provides  by  a  contract,  grant  or  agree- 
ment for  the  specific  creation  or  substantial  alteration  of  such  infor- 
mation system  when  the  primary  purpose  of  the  grant,  contract  or 
agreement  i>  the  creation  or  substantial  alteration  of  such  an  infor- 
mation system. 

When  such  conditions  apply,  the  agency  shall,  consistent  with  its 
authority,  cause  the  requirements  of  subsections  20]  (a),  (b),  (c),  or 
(d)  to  be  applied  to  such  system  and  then,  only  to  the  relevant  portions 
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of  siR'li  systems  or  data  banks  as  are  specifiealfy' created  or  substantially 
altered  by  such  grant,  contracl  or  agreement. 

In  cases  when  contractors  and  grantees  or  parties  to  an  agreement 
arc  public  agencies  of  State  and  !<  cal  governments,  the  requirements 
of  subsections  (a  .  b),  c  and  d  shall  be  deemed  to  have  been  met 
if  the  Federal  agency  determines  that  thi  r  political  subdh  i 

of  the  *v      •  adopted  legislation  or  regulations  which  impose 

similar  or  stronger  requirements  for  the  security  oi  information  sys- 
tems and  identiality  of  personal  information  contained  therein. 
and  for  the  individual's  right  to  have  access  to  records  and  to  chal- 
lenge their  accuracy. 

Subi  .        ■'  (1).  This  subsection  is  intended  to  assure  ki^  ledge 

b\  Congress,  the  executive  branch,  and  interested  group-  of  new 
Federal  data  hank-  and  pooling  of  informational  and  computer 
resources  to  constitute  centralized  data  systems  not  foreseen  by 
(  longress.  It  is  to  prevent  a  de  facto  national  data  banks  on  individual- 
free  of  the  restraints  on  Federal  power  established  by  Constitution 
and  statutes. 

It  is  intended  further  to  prevent  creation  of  data  banks  and  new 
personal  information  systems  without  statutory  authorization  from 
Congress  and  without  proper  regard  for  privacy  of  the  individual, 
confidentiality  of  data,  and  security  of  the  system. 

The  section  therefore  requires  any  Federal  agency  to  report  to  the 
Commission,  the  General  Services  Administration,  and  to  Congress 
on  proposed  personal  data  bank-  and  information  systems  or  files,  on 
proposed  significant  expansion  of  existing  ones,  on  integration  of 
major  files,  on  program-  for  significant  record-  linkage  within  or 
among  agencies,  or  for  centralization  of  resources  and  facilities  for 
automated  data  processing. 

Explanation  of  this  subsection  should  be  supplemented  by  refereni  e 
to  the  analysis  of  subsections   103(c)  and  201(b    6  . 

■Such  notices  s  sail  also  describe  the  agency'-  judgment,  positive  or 
negative,  of  any  effect  ii  perceives  that  such  proposal  might  have  on 
the  rights,  benefits,  and  privileges  under  Government  programs  of 
the  people  who  are  the  subjects  of  information  involved  in  the  ch: 
For  instance,  does  it  mean  that  another  agency  which  makes  decisions 
on  other  right-  of  a  person  will  now  have  terminal  access  to  data  of 
an  agency  for  purposes  of  making  its  decisions  and  thus  raise  due 
process  issues  of  relevancy?  Will  it  allow  creation  of  a  data  hank  for 
investigative  or  intelligence,  or  research  purposes  which  might,  by 
it-  very  existence,  have  an  intimidating  effect  and  raise  first  amend- 
ment questions  of  records  surveillance?  Will  common  storage  facilities 
by  agencies  enable  common  usage  not  envisioned  by  the  data  subject 
or  facilitate  theft  or  improper  access?  On  the  other  hand  will  the 
changes  promote  more  effective  exercise  of  individual  right-,  and 
fairness  in  decisions  about   the  person? 

What  i-  anticipated  i-  a  check-off  by  the  agency  on  the  possible 
enhancement  of  or  threat  to  the  civil  liberties  and  civil  right-  of 
citizens,  including  due  process  rights,  from  such  changes. 

The  notice  shall  also  state  what  administrative  and  technological 
feature-  and  measures  are  deemed  necessary  to  protect  the  security 
of  the  information  system  or  data  bank  and  the  confidentiality  of  the 
information.  Such  a  statement  should  represent  the  ideal  situation 
given   the  kinds  of  personal   information   and   the   promise  of  confi- 
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dentialit>  accorded  it  l>\  law  or  by  understanding  with  the  subject 
individual.  The  report  would  then  include  tin*  agency's  best  judgment 
on  how  best  to  achieve  these  goals  within  the  limits  of  available  tech- 
nology, resources,  and  legislative  authority*.  The  subsection  requires 
a  description  ol  the  formal  and  informal  actions,  negotiations,  and 
representations  and  their  outcome,  undei taken  to  obtain  nece  san 
features.  This  should  include  accounting  of  an\  consultation  with 
computer  and  system  experts,  including  the  agency's  own  staff  mem- 
bers and  those  employed  by  the  National  Bureau  of  Standard:-,  l he 
General  Services  Administration,  b>  computer  manufacturer?*,  and 
professional  organizations  on  computer  ami  information  te  huolog>  . 
and  an}  others  within  and  without  the  executive  branch,  null  as 
specialists  in  public  administration  and  constitutional  law. 

The  Committee  recognizes  that  no  level  of  securit3  can  be  specified 
as  absolutely  adequate  and  that  this  often  depends  on  what  is  a\  ailablc 
to  promote  the  \\  pe  of  security  needed  for  certain  types  of  informal  ion. 

It  i->  expected  that  a  set  of  criteria  on  the  degree  of  sensitivity  of 
persona]  data  in  the  system  would  be  developed  on  the  basis  of  the 
historical  breaches  of  confidentiality  of  that  type  of  information. 
It  is  dear  from  the  various  public  records  and  studies  that  there  art4 
some  information  systems  in  which  there  have  been  breaches  for 
personal  gain  or  political  motives  or  other  unauthorized  purposes- 
There  is  clearly  a  iwvd  to  safeguard  these  files  as  a  first  priority.  The 
report  to  be  filed  with  the  Commission  would  detail  the  agency  plan, 
given  the  historical  threats  or  the  likelihood  of  them.  L'lcarlv,  the 
files  in  the  Social  Security  Administration,  while  sensitive,  miglit  not 
have  the  same  level  of  possible  security  breaches  as  the  Passport 
Office  Lookout  File  or  the  ('ivil  Service  Commission  Investigative 
Index.  Attached  to  that  report  would  be  the  description  of  the  agency's 
consultations  with  t lie  National  Bureau  of  Standards  including  any 
recommendations  made  by  Bureau  officials  and  other  computer 
experts  on  desirable  standards  for  safeguarding  information. 

Some  unnecessary  concern  has  been  expressed  by  certain  agencies 
a-  to  how  soon  they  would  have  to  install  such  safeguards  and  whether 
they  would  be  able  to  function  at  all  after  enactment  <  f  the  bill  until 
they  obtained  such  features  in  their  sj'stems.  For  some  files  or  systems, 
it  would  be  appropriate  to  define  stages  and  goals  to  achieve  the  full 
level  of  security.  Good-faith  compliance  can  be  done  in  a  stage  process 
where  necessary,  but  it  is  expected  that  there  would  be  a  program  of 
steady  and  consistent  effort-  to  attain  the  desired  standards. 

From  the  available  studies,  and  from  the  reports  of  unauthorized 
access,  it  i-  apparent  that  lew  Federal  data  banks  and  information 
systems  are  living  up  to  existing  standards.  Testimony  to  the  Com- 
mittee, the  National  Academy  report  and  others  have  shown  that 
there  are  well-known  techniques  for  controlling  authorization  of  people 
to  use  data,  to  monitor  inquiries  into  the  data  system,  to  do  current 
monitoring  of  the  level  of  use  of  any  participant  to  detect  unusual  and 
possibly  unauthorized  activity,  and  other  audit-trail  techniques.  These 
are  all  available  methods  of  providing  security  of  systems  for  adminis- 
trative, technical,  and  physical  purposes.  These  and  many  other 
techniques  are  what  agencies  should  be  expected  to  apply  to  their 
own  situations,  within  the  framework  of  the  Commission  model 
guidelines. 
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Many  of  the  techniques  involved  in  administrative  and  physical 
security  would  apply  to  tape  central  records  rooms  such  as  the  card 
index  of  the  Civil  Service  Commission,  the  manual  fingerprint  file 
of  the  FBI,  and  the  U.S.  Army  Records  Center. 

However,  computer  systems  pose  special  problems  because  of  on- 
line terminal  communications.  Therefore,  the  growth  useful  standards 
and  procedure  could  be  nourished. 

The  notice  should  include  a  description  of  changes  in  existing  inter- 
agency or  intergovernmental  informational  relationships,  whether 
these  are  pursuant  to  Executive  order,  statute,  agreement,  or  custom. 
This  is  to  afford  the  Commission,  interested  groups,  and  the  Congress 
an  opportunity  to  evaluate  the  impact  of  such  computerization  or 
changes  in  information  systems  on  the  observance  or  principles  of 
separation  of  powers  and  of  federalism  including  their  impact  on 
powers  and  authority  of  State  and  local  governments. 

It  is  expected  that  precise  details  to  be  included  in  such  reports 
may  be  arranged  with  the  Privacy  Commission,  pursuant  to  considera- 
tion of  logistical  and  administrative  feasibility. 

The  Committee  intends,  by  requiring  the  filing  of  such  notices 
and  the  Commission  review  of  them,  to  assure  to  the  extent  possible 
under  this  Act  the  promotion  of  the  public  policy  reflected  in  the 
National  Academy  of  Sciences  report  that:  "All  aspects  of  important 
new  record  systems  should  be  subject  to  examination  as  to  their  civil 
liberties  implications  and  as  to  citizen  reaction  to  their  various 
features.  As  with  computerization  itself,  the  process  of  establishing 
new  record  systems  or  changing  old  ones  in  executive  agencies  ought 
to  become  more  visible  and  deliberate  *  *  *"  {Report,  p.  399). 

Subsection  201(f)(2).  Provides  that  the  agency  must  delay  the  pro- 
posal for  60  days  if  the  Commission,  after  reviewing  the  agency's  notice 
and  investigating  its  implications  under  the  terms  of  the  Act  and  the 
mandate  to  the  agency  under  subsection  201(b)  (6),  as  discussed  above, 
notifies  the  agency  that  the  proposal  does  not  comply  with  the 
standards  for  privacy,  confidentiality,  and  system  security  established 
under  the  Act  or  by  regulation  pursuant  to  it. 

This  allows  the  Commission  time  to  file  any  investigative  reports 
on  the  matter  as  required  pursuant  to  title  I.  Nothing  in  this  Act 
then  prevents  agency  officials  from  proceeding  with  this  proposal,  nor, 
on  the  other  hand,  does  anything  in  the  Act  require  them  to  proceed 
with  it.  This  subsection  merely  provides  for  a  moratorium  of  60  days 
where  the  Commission,  under  its  mandate,  finds  a  proposal  so  fraught 
with  actual  or  potential  constitutional,  legal,  or  administrative  diffi- 
culties that  it  ought  to  be  specifically  examined  or  authorized  by 
Congress,  or  ought  to  receive  the  further  attention  of  appropriate 
high  level  executive  branch  officials. 

Subsection  201(g).  Provides  that  each  Federal  agency  covered  by  this 
Act  which  maintains  a  personal  information  system  or  file  shall 
make  reasonable  efforts  to  serve  advance  notice  on  the  subject  of 
information  before  it  disseminates  or  makes  available  a  file  or  any 
data  on  that  person  pursuant  to  compulsory  legal  process.  The 
purpose  of  this  section  is  to  permit  an  individual  advance  notice  so 
that  he  may  take  appropriate  legal  steps  to  suppress  a  subpoena 
for  his  personal  data.  When  it  undertakes  itself  to  notify  the  individual, 
it  may  require  that  the  cost  burden  of  such  efforts  must  be  borne  by 
the  requesting  agency  or  person. 
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The  committee  intends  subsection  (g)  to  impose  stricter  require- 
ments upon  the  disclosure  of  information  to  protect  it  from  the 
searches  of  random  investigators  who  may  obtain  information  from 
friendly  employees  or  who  may  -imply  flash  a  badge  or  use  influence 
to  obtain  such  information.  However,  the  subsection  is  not  intended 
to  require  compulsory  legal  process  where  it  is  not  presently  required. 
Nor  i-  it  intended  to  loosen  any  present  restrictions  imposed  In- 
stance or  regulation  whereby  information  may  only  he  obtained 
through  court  order  or  other  legal  process.  This  subsection  reflects 
the  Committee's  agreement  with  the  HEW  report  recommendation 
which  was  found  necessan  "to  assure  that  an  individual  will  know 
that  data  are  being  sought  by  subpena,  summons,  or  other  compulsory 
legal  process,  so  as  to  enable  the  person  to  assert  whatever  rights  are 
available  to  prevent  disclosure  of  the  data  if  such  actions 
desirable. 

This  section  i>  intended  to  apply  to  all  personal  information  held 
by  an  agency,  including  administrative,  statistical  and  research 
data.  It  i-  intended  to  he  a  separate  safeguard  independent  of  any 
other  exemptions  in  the  Act  in  order  to  curry  out  the  principle  that 
an  individual  should  be  put  on  notice  whenever  any  agency  official 
i-  under  judicial  compulsion  to  surrender  data,  and  to  know  whenever 
personal  data  will  be  put  to  uses  unknown  to  the  individual  and  not 
specified  by  the  agency  in  it-  published  notices.  In  summary,  it  is 
designed  to  assure  that  the  person  will  be  able  to  exercise  rights  under 
this  Act  to  check  the  data  for  accuracy  or  to  monitor  its  further  use 
and  redisclosure  by  the  requesting  agency  or  person.  Since  it  i-  not 
intended  to  subtract  from  existing  legal  safeguards  covering  such 
information  demand-,  it  is  also  intended  to  allow  the  individual  to 
exercise  any  existing  rights  under  Federal  and  State  law-  and  regula- 
tions to  challenge  the  issuance  of  administrative  or  judicial  orders. 

Subsection  201(h).  Provides  that  no  person  may  condition  the  grant- 
ing or  withholding  of  any  right,  privilege,  or  benefit,  or  make  as  a  con- 
dition of  employment  the  securing  by  any  individual  of  any  informa- 
tion which  may  be  obtained  through  the  exercise  of  any  right  secured 
under  the  provisions  of  section  201.  It  reflect-  the  committee's  inten- 
tion to  protect  the  data  subject  from  coercion  by  Government  agencies 
or  private  businesses  and  organizations  who  may  condition  right-, 
privileges,  benefits  or  considerations  otherwise  due  the  person  equally 
with  all  other  citizens  upon  the  obtaining  of  a  personal  file  or  data. 
'Phi-  subsection  reflects  the  concerns  of  administration  and  agency 
spokesmen  who  feared  that  opening  up  the  individual's  personal  files 
which  have  been  protected  from  disclosure  to  that  person  or  to  others 
in  society  would  subject  the  person  to  all  kind-  of  demands  for  medi- 
cal and  other  personal  record-.  Since  the  committee's  intent  is  to  make 
certain  inroad-  into  the  well-meaning  paternalism  of  Federal  agencies 
so  that  an  individual  may  be  advised  what  information  the  agency  is 
collecting  or  holding,  this  subsection  provide-  a  right  against  such 
coercion  which  is  enforceable  in  the  Federal  District  Court  in  a  civil 
action  pursuant  to  section  303(c).  This  subsection  i-  not  intended  to 
prevent  an  individual  from  seeking  ami  obtaining  rights  under  section 
201,  but  i>  designed  to  provide  a  legal  remedy  for  what  are  believed  to 
be  unreasonable  and  coercive  pressures  on  that  person  sufficient  to 
state  a  cause  of  action  before  a  Federal  judge. 
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Section  202 


DISCLOSURE  OF  INFORMATION 


Subsection  202{a).  Provides  that  no  Federal  agency  shall  disclose, 
transfer  or  disseminate  personal  files  and  information  to  any  person, 
agency  or  private  organization  unless  certain  conditions  are  met.  In 
conjunction  with  subsection  201(a)(3),  this  section  is  intended  to  pro- 
mote the  informed  consent  of  the  individual  to  the  uses  to  which 
government  puts  the  personal  data  it  collects  or  creates.  It  is  thus 
expected  to  exert  some  check  on  excessive  or  illegal  reach  of  govern- 
mental power  over  the  individual,  and  on  illegal  or  inadvertent  central- 
ization of  investigative  programs  and  linkage  of  data  Federal  banks 
with  those  in  the  State  and  local  governments  and  the  private  sector. 
By  allowing  the  individual  to  know  where  the  data  is  flowing,  the 
provision  should  also  assist  in  preventing  the  illegal  or  improper  use 
of  data  by  agency  officials  and  employees  who  have  no  business  with 
the  file  or  information. 

Subsection  202(a)  (1).  Requires  the  agency  to  make  written  request  to 
the  individual  and  obtain  his  or  her  written  consent.  Compliance  with 
this  safeguard  may  be  at  the  time  of  initial  collection. 

Subsection  202(a)(2).  Requires  the  agency  to  make  no  such  dis- 
semination unless  the  recipient  of  the  information  has  adopted 
rules  in  conformity  with  the  Act  for  maintaining  the  security  of  its 
information  systems  and  files  and  the  confidentiality  of  the  informa- 
tion. This  mandate,  similar  to  recommendations  of  several  reports  and 
commentators,  is  to  assure  continuance  upon  transfer  to  another 
agency  or  to  a  governmental  or  private  organization  for  a  Federal 
purpose,  of  the  protection  to  which  the  information  is  entitled  be- 
cause of  the  original  understanding  with  the  citizen  or  the  origi- 
nating agency  or  organization.  It  is  intended  to  apply  to  transfer  of 
a  particular  file  of  any  individual  as  well  as  to  the  transfer  of  mass 
data  from  one  automated  information  system  to  another,  and  to  the 
linkage  of  information  systems.  If  the"  formal  or  informal  security 
procedures  of  the  receiving  agency  clearly  or  impliedly  would  allow 
the  data  to  be  used  in  ways  not  intended  by  the  individual  and  not 
advanced  by  the  agency  in  its  dealings  with  the  person,  then  no 
transfer  could  be  made.  This  would  also  apply  to  intergovernmental 
data-sharing  such  as  transfer  of  internal  revenue  files  to  State  and 
local  governments  without  assuring  proper  protection  for  the  con- 
fidentiality of  the  data. 

While  the  original  bill  and  the  HEW  Report  envisioned  an  agency's 
determining  "substantial"  assurance  of  observance  by  the  other  agency 
of  such  protections,  the  Committee  was  told  by  computer  experts  and 
agency  representatives  that  it  would  be  difficult  for  one  agency  to  en- 
force such  conditions  within  another  agency.  Thus,  the  subsection 
requires  the  agency  to  look  to  published  rules  for  its  judgment  on  the 
wisdom  of  transfer,  but  anticipates  that  compliance  with  the  subsection 
would  usually  result  in  creation  of  interagency  negotiations  and  a 
record  of  formal  agreement  for  the  conditions  of  transfer  and  for  pro- 
tection of  the  data  in  the  receiving  agency. 

Subsection  202(a)  (3) .  Prohibits  dissemination  unless  the  information 
is  to  be  used  only  for  the  pui poses  set  forth  by  the  sender  or  by  the 
recipient  pursuant  to  the  requirements  for  notice  under  subsection 
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201  i  .  Again,  the  same  considerations  of  enforcement  and  privacy 
guarantees  applicable  to  the  previous  subsection  apply  to  this  om  . 
The  agency  transferring  is  expected,  at  the  minimum,  to  protect  the 

individual  and  the  public  interest  by  assuring  thai  the  uses  for  which 
the  new  agency  or  user  states  that  it  wishes  the  data  arc  consistent 
with  those  for  which  formal  notice  has  been  given  by  either  the 
transferring  agency  or  the  receiving  agency  or  user.  Additional 
guarantees  beyond  those  of  this  section  may  be  pursued,  and,  indeed, 
are  encouraged.  The  Committee  recognizes  that  some  agencies  take 
such  further  precautions  a>  a  matter  of  course  for  transfer  of  persona] 
information.  This  is  particularly  true  of  data  transferred  pursuant  to 
the  Federal  personnel  security  program  and  Executive  orders  dealing 
with  classified  information.  Nothing  in  this  section  is  intended  to 
reduce  the  strength  of  those  administrative  protections  for  guarantees 
of  privacy  and  confidentiality. 

Executive  branch  spokesmen  and  others  have  advocated  that  these 
conditions  for  interagency  and  other  types  of  disclosure  should  be  in 
the  alternative.  They  believe  that  mere  consent  of  the  individual  may 
be  enough,  or  that  notice  to  the  public  at  large  of  the  agency's  intended 
use,  or  mere  requirement  of  administrative  and  technical  protections 
for  the  information,  would  each  alone  be  sufficient  as  the  general  rule 
governing  transfer  of  personal  data.  The  Committee  has  disagreed 
with  this  approach  in  the  belief  that  there  may  be  an  aura  of  compul- 
sion or  possible  threat  of  intimidation,  or  an  apparent  unfair  induce- 
ment of  the  individual  attached  to  a  request  or  requirement  to  sur- 
render personal  information  for  one  governmental  purpose.  This  may 
amount  to  improper  Federal  pressure  to  consent  to  any  and  all  us 
which  the  agency  may  put  the  data,  including  that  attendant  upon 
interagency  or  intergovernmental  transfer.  The  best  way  of  guarding 
against  this  kind  of  implicit  governmental  pressure  and  affording  the 
individual  adequate  protection  is  to  require  all  three  conditions.  In 
addition,  this  prevent-  an  agency  from  merely  citing  a  notice  of  in- 
tended "use"  as  a  routine  and  easy  means  of  justifying  transfer  or 
release  of  information.  Administration  spokesmen  were  concerned  that 
this  might  expand  interagency  data-swapping.  By  allowing  the  agency 
to  cite  a  "use"  disclosed  by  it>  published  notice,  the  bill  is  not  intended 
to  broaden  dissemination  and  interagency  transfer  where  they  musl  be 
pursuant  to  or  are  required  or  Limited  by  over  !.">()  Federal  statutes. 
Since  subsection  201  (a)  requires  that  personal  information  collected  or 
maintained  by  the  agency  be  relevant  to  a  statutory  purpose,  the 
notice  of  use  and  purpose  tiled  with  the  Commission  for  the  particular 
information  system  or  data  bank  will,  of  necessity,  incorporate  those 
statutory  uses,  and  reliance  on  that  notice  for  transfer  authority  would 
represent  compliance  with  subsection  202  (a 

The  Committee  therefore  recognizes  the  great  variety  of  uncoordi- 
nated ad  hoc,  and  sometimes  poorly  authorized  patterns  of  data 
transfer  among  agencies.  This  section  does  not  require  such  transfers 
and  sharing  among  agencies,  nor  does  it  preclude  the  additional  re- 
quirement of  other  guarantees  for  safeguarding  the  individual  as  well 
as  the  originating  agency.  It  i>  designed  to  assure,  in  the  future,  that 
one  government  agency  does  not  use  the  personal  information  given 
by  the  individual  or  by  third  parties  to  another  agency  to  make  what 
might  be  a  detrimental  decision  affecting  qualifications,  rights,  bene- 
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fits,  privileges  or  status,  without  provision  for  notice  of  the  existence 
of  the  information  and  obtaining  consent,  thereby  allowing  an  op- 
portunity to  challenge  its  accuracy  and  reliability. 

Where  the  information  to  be  transferred  to  another  agency  was 
obtained  by  compulsion  through  criminal  or  civil  laws,  the  safeguards 
of  this  section  seem  particularly  necessary  in  some  cases  in  order  to 
protect  the  individual's  rights  under  the  5th  amendment  to  due 
process  in  the  administrative  process  and  before  the  courts. 

Where  the  disclosure,  transfer  or  dissemination  cannot  be  made  due 
to  noncompliance  with  these  standards,  there  is  nothing  preventing 
the  requesting  agency  or  the  potential  user  from  using  whatever  legal 
authority  it  has  to  obtain  the  information  from  the  individual  in  its 
own  right. 

The  Securities  and  Exchange  Commission  and  several  regulatory 
agencies  objected  to  this  section  under  the  impression  that  it  would 
prevent  them  from  obtaining  and  publishing  information  which  they 
are  required  to  obtain  from  people  and  to  publish  for  the  protection  of 
the  public.  To  correct  this  impression,  the  Committee  adopted  an 
amendment  to  section  205  as  subsection  (b)  to  provide  that  nc thing 
in  the  Act  shall  be  construed  to  permit  the  withholding  by  an  agency 
or  individual  of  any  personal  information  which  is  otherwise  required 
to  be  disclosed  by  lawr  or  by  regulation  adopted  pursuant  to  such  law. 

Disclosure  Exceptions 

Subsection  202(b),  (c),  (d),  (e)  and  (J).  Establish  certain  exceptions  to 
these  disclosure  safeguards  on  the  recommendation  of  agency  and 
other  administration  spokesmen  that  they  would  otherwise  be  un- 
workable or  unfair  in  certain  situations,  or  that  they  are  not  necessary 
in  view  of  other  statutory  guarantees. 

Subsection  202(b)  {1).  Provides  that  the  notice  and  consent  require- 
ments of  subsection  202(a)  and  the  accounting  of  disclosures  and 
accesses  of  subsection  201(b)(4)  are  not  applicable  when  the  dis- 
closure would  be  to  officers  and  employees  of  the  agency  who  have  a 
need  for  the  information  in  the  ordinary  course  of  the  performance  of 
their  duties.  Determinations  of  such  employees  and  of  their  assign- 
ments would  be  consistent  with  those  designated  in  the  list  to  be  kept 
by  the  agenc\>-  under  subsection  201(b)(3)  for  purposes  of  accounting 
of  access  to  information.  This  provision  is  included  to  prevent  the 
logistics  involved  in  compliance  with  the  subsection  from  impeding 
the  day-to-day  internal  operation  of  the  agency  and  its  offices  through- 
out the  country. 

Subsection  202(b)(2).  Provides  that  these  same  subsections  do  not 
apply  to  the  Bureau  of  the  Census  and  its  officers  and  employees  when 
the  purpose  of  the  disclosure  or  transfer  is  for  the  purpose  of  planning 
or  carrying  out  a  census  or  survey  pursuant  to  the  provisions  of  title  13, 
United  States  Code,  containing  the  statutes  governing  census  surveys. 
Those  laws  prohibit  publication  of  data  gathered  by  the  Bureau  in 
identifiable  form  and  strictly  govern  confidentiality. 

Subsection  202(b)(3).  Provides  that  those  two  subsections  do  not  ap- 
ply when  the  agency  determines  that  the  recipient  agency  has  provided 
advance  adequate  written  assurance  that  the  information  will  be  used 
solely  as  a  statistical  research  or  reporting  record,  and  is  to  be  trans- 
ferred in  a  form  that  is  not  individually  identifiable.  This  does  not 
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mean  that  administrative  data  in  their  identifiable  form  which  may  be 
intended  for  statistical  research  and  reporting  uses  in  the  agenci  or 
elsewhere  is  exempt  from  the  requirements  of  this  section  or  ol  the  rest 
of  the  Act. 

Pending  additional  hearings,  the  Committee  lias  not  attempted  to 
deal  with  all  of  the  reported  possibilities  of  improper  or  illegal  dis- 
closure and  use  of  statistical  data  when  they  still  have  identifiable 
characteristics  or  may  be  linked  to  the  individual. 

However,  the  Committee  found  no  reason  why  such  statistical  re- 
search or  reporting  data  should  not  be  subjec.1  to  the  appropriate 
requirements  of  confidentiality  and  security  in  the  receiving  agency  as 
they  were  in  the  sending  agency;  nor  was  there  reason  for  exempting 
such  transfer  from  the  requirement  that  the  agency  should  determine 
that  the  information  will  be  used  for  the  purpose  set  forth  in  public 
notice. 

Subsection  208(b)(4).  This  subsection  is  designed  to  protect  an 
employee  or  agency  from  being  in  technical  violation  of  the  law  when 
they  disclose  personal  information  about  a  person  to  save  the  life  or 
protect  the  safety  of  that  individual  in  a  unique  emergency  situation. 
The  subsection  requires  a  showing,  which  should  be  documented,  of 
compelling  circumstances  affecting  the  health  or  safety  of  the  person, 
or  enabling  identification  for  purposes  of  aiding  a  doctor  to  save  such 
person's  life.  The  discretion  authorized  here  is  intended  to  be  used 
rarely  and  a  precise  record  of  the  reasons  for  the  disclosures  must  be 
made,  including  a  description  of  the  actions  taken  to  notify  the 
individual  at  the  lasl  known  address. 

Subsection  202(c).  Provides  that  the  prohibitions  on  disclosure  in  this 
section  and  the  requirement  in  subsection  201(b)(4)  of  an  accounting  of 
the  disclosure  do  not  apply  when  the  disclosure  would  be  required  or 
permitted  by  the  Freedom  of  Information  Act  of  1966.  This  provision 
was  included  to  meet  the  objections  of  press  and  media  representatives 
that  the  statutory  right  of  access  to  public  records  and  the  right  to 
disclosure  of  government  information  might  be  defeated  if  such 
restrictions  were  to  be  placed  on  the  public  and  press.  The  Committee 
believed  it  would  be  unreasonable  and  contrary  to  the  spirit  of  the 
Freedom  of  Information  Act  to  attempt  to  keep  an  accounting  of 
the  nature  and  purpose  of  access  and  disclosures  involving  the  press 
and  public  or  to  impose  guarantees  of  security  and  confidentiality  on 
the  (lata  they  acquire. 

While  the  Committee  intends  in  tin--  legislation  to  implement  the 
guarantees  of  individual  privacy,  it  also  intends  to  make  available  to 
the  press  and  public  all  possible  information  concerning  the  operations 
of  the  Federal  Government  in  order  to  prevent  secrel  data  banks  and 
unauthorized  investigative  programs  on  Americans. 

The  Committee  does  not  intend  agencies  to  use  the  Freedom  of 
Information  Act  as  an  excuse  to  avoid  their  obligations  under  this 
section  to  obtain  informed  consent  and  to  assure  to  the  extent  possible 
the  lawful  use  and  proper  treatment  of  information  transferred  to 
other  agencies  when  it  may  be  used  to  make  a  decision  about  the 
individual. 

Subsection  202(d).  Assures  that  any  access  to  information  which 
the  General  Accounting  Office  employees  may  obtain  or  any  dis- 
closures made  to  them  in  the  course  of  their  duties  which  are  presently 
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afforded  under  existing  laws  and  practices  will  not  be  affected  by 
any  provisions  of  this  Act.  It  assures  that  the  General  Accounting 
Office  as  an  arm  of  Congress  will  be  able  to  continue  to  meet  its 
information  needs  for  auditing  and  inspecting  agency  programs  as 
required  by  the  Budgeting  and  Accounting  Act  and  other  statutes. 
This  subsection  therefore  provides  that  the  accounting  of  access 
and  disclosure  required  in  subsection  201(b)(4)  and  the  conditions 
which  subsection  202(a)  attaches  to  disclosure  to  other  persons 
and  to  inter-agency  transfer  shall  not  be  applied  when  disclosure  would 
be  to  the  Comptroller  General  or  any  of  his  authorized  representatives 
in  the  course  of  the  performance  of  the  duties  of  the  General  Account- 
ing Office.  It  affirms  that  nothing  in  this  Act  shall  impair  access  by 
the  Comptroller  General  or  his  representatives  to  records  maintained 
by  an  agency,  including  records  of  personal  information,  in  the  course 
of  performance  of  their  duties.  This  subsection  reflects  the  advice  of 
the  Comptroller  General  that  such  a  provision  is  needed  to  protect 
the  existing  powers  which  he  exercises  on  behalf  of  Congress,  but  that 
it  will  not  enhance  or  detract  from  such  powers. 

Subsection  202(e).  This  subsection  is  designed  to  provide  a  general 
guide  for  construing  the  duty  imposed  on  agencies  by  this  section  and 
those  imposed  by  the  Federal  Reports  Act  and  other  statutes  to  pro- 
mote efficiency  and  economy  by  combining  data  requests  and  sharing 
the  results  and  thus  reduce  repetitive  demands  on  citizens.  It  is  to 
reflect  the  Committee's  intent  that  the  requirements  of  this  section  are 
to  be  interpreted  as  a  mandate  to  continue  enforcement  of  the  duties 
imposed  by  other  statutes,  and  that  they  should  not  prevent  agencies 
from  taking  whatever  management  steps  are  needed  to  implement  the 
two  goals  in  drafting  their  questionnaires  and  in  planning  and  carrying 
out  their  information  programs.  In  addition,  it  has  been  included  to 
meet  the  concerns  of  Administration  spokesmen  that  the  minimum 
safeguards  for  interagency  disclosure  under  this  section  might  be 
interpreted  by  agencies  as  an  indication  that  they  could  relax  their 
efforts  to  comply  with  the  present  restrictions  placed  on  some  ex- 
changes of  information  between  agencies  for  the  purpose  of  promoting 
confidentiality  of  certain  kinds  of  records. 

The  Committee  believes  that  there  are  a  number  of  administrative 
devices  for  assuring  observance  of  the  two  sets  of  values  in  Federal 
information  programs,  but  wTe  have  not  attempted  to  close  all  of  the 
administrative  loopholes  which  allow  violation  of  confidentiality. 

Subsection  202(f).  Provides  an  exemption  from  the  written  request 
to  the  individual  prerequisite  for  disclosure  with  respect  to  requests 
by  law  enforcement  agencies.  Obv  ously  it  would  be  inappropriate  to 
require  a  law  enforcement  agency  to  get  permission  of  the  subject 
of  a  criminal  history  record  prior  to  obtaining  a  copy  from  another 
law  enforcement  agency.  Such  a  requirement  would  in  effect  prohibit 
the  routine  exchange  of  records  through  the  FBI's  Identification 
Division  or  the  National  Crime  Information  Center  (NCIC).  Like- 
wise, it  might  frustrate  legitimate  criminal  investigations  if  a  law 
enforcement  agency  were  required  to  get  permission  from  the  subject 
of  a  file  maintained  by  a  non-law  enforcement  agency  before  the 
former  agency  could  gain  access,  (e.g.  FBI  access  to  a  tax  return). 
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section  W2(f).  Recognizes  both  tvpos  of  law  enforcement,  dis- 
closure, or  access  to  files  by  distinguishing  between  routine  and  non- 
pout  ine  exchanges  of  information  with  law  enforcement  agencies.  The 
Committee  assumes  thai  most  routine  exchanges  with  law  enforcement 
agencies  involve  law  enforcement  records  such  ;i-  rap  sheets  or  criminal 
histories  and  i-  between  two  law-  enforcement  agencies;  and  that  the 
less  routine  disclosure  to  a  l;iw  enforcement  agency  involves  a  law 
enforcement  agency  request  of  a  non-law  enforcement  agency.  There- 
fore Rubsection  (e)  permits  law  enforcement  disclosure  in  the  former 
circumstance,  where  there  i-  a  program  of  routine  exchange,  if  there  is 
a  formal  agreement  between  the  two  agencies  respecting  such  ex- 
change. The  subsection  permits  law  enforcement  access  in  tie'  second 
circumstance,  non-routine  requests  onh  where  written  requests  and 
permission  are  given  on  a  case-by-case  basis  by  t  he  agency  maintaining 
the  record.  The  Committee  is  of  the  view  that  the  aiene\  which 
maintain-  the  records  sho  ild  assure,  via  the  written  permission  or  the 
formal  agreement  that  the  recipient  has  complied  with  subsection 
202  a  (2)  and  adopted  rule-  on  security,  confidentiality,  and  privacy. 

[f  the  exchange  is  on  a  routine  basis,  the  two  agencies  should  adopt  a 
formal  agreement  between  themselves  setting  out  which  records  will 
be  exchanged,  how  the  records  may  be  used  and  the  privacy,  confiden- 
tiality, and  security  regulations  which  the  recipient  agency  has 
adopted.  The  sanction  for  failure  to  comply  with  the  agreement  should 
be  interruption  of  routine  exchange  by  the  maintaining  agency.  This 
forma!  agreement  concept  i-  based  upon  the  terminal  users  agreement 
now  w<(>(\  by  NCIC  and  by  state  and  local  law  enforcement  agencies 
which  operate  data  hank-.  The  (  'ommission  and  the  Attorney  General 
would,  of  course,  have  to  determine  whether  an  existing  terminal 
agreement  adequately  meets  the  requirements  of  this  subsection  once 
this  bill  is  enacted  and  how  that  concept  will  he  applied  to  manual 
files.  Any  such  agreements  would  in  effect  be  public  documents  since 
they  would  be  incorporated  into  the  public  notice  given  on  the  infor- 
mation systems  as  required  by  subsection  201(c). 

Although  the  Committee  believes  that  public  notice  and  exposure 
of  such  routine  exchange  will  act  as  a  check  on  abuses  of  such  arrange- 
ments, the  committee  hopes  that  routine  exchange  will  be  restricted 
to  essential  law  enforcement  records  Mich  as  rap  sheets  and  that  those 
records  will  only  be  exchanged  by  such  agreement  between  law  en- 
forcement agencies.  All  other  types  of  access  should  be  via  the  written 
request  according  to  the  agency  procedure.  In  requiring  that  the 
agency  rule  on  each  request  on  a  case-by-case  basis,  it  is  hoped  that 
secret  law  enforcement  access,  that  is  disclosure  without  notification 
to  the  subject  of  the  file,  will  only  be  permitted  in  the  most  exigent 
and  essential  circumstances.  In  each  such  case,  the  agency  must  find 
that  such  circumstances  exist  and  that  the  law  enforcement  agency 
has  described  the  information  requested  in  sufficient  particularly  to 
meet  the  requirements  of  the  subsection.  The  subsection  specifically 
requires  that  the  law  enforcement  agency  set  out  in  its  written  request 
of  the  agency  "the  particular  portion  of  the  information  desired  and 
the  law  enforcement    activity  for  which   the  information  is  sought." 
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Section  203 
exemptions 

Subsection  203(a).  The  Committee  believes  that  it  is  fundamental  to 
the  implementation  of  any  privacy  legislation  that  no  system  of  per- 
son al  information  be  operated  or  maintained  in  secret  by  a  Federal 
agency.  The  existence  and  certain  characteristics  of  each  system  should 
be  a  matter  of  public  record,  and  testimony  before  the  Committee  has 
indicated  that  this  information  can  be  made  public  without  compro- 
mising critical  information  used  by  agencies  responsible  for  the  na- 
tional defense  or  foreign  policy  of  the  country. 

The  potential  for  serious  damage  to  the  national  defense  or  foreign 
policy  could  arise  if  the  notice  describing  any  information  system 
included  categories  or  sources  of  information  required  by  subsection 
201(c)(3)(E)  or  provided  individuals  access  to  files  maintained  about 
them  as  required  by  subsection  201(A). 

The  Committee  does  not  by  this  legislation  intend  to  jeopardize 
the  collection  of  intelligence  information  related  to  national  defense 
or  foreign  policy,  or  open  to  inspection  information  classified  pursuant 
to  Executive  Order  11652  to  persons  who  do  not  have  an  appropriate 
security  clearance  or  need  to  know. 

This  section  is  not  intended  to  provide  a  blanket  exemption  to  all 
information  systems  or  files  maintained  by  an  agency  which  deal  with 
national  defense  and  foreign  policy  information.  Many  personnel  files 
and  other  systems  may  not  be  subject  to  security  classification  or 
may  not  cause  damage  to  the  national  defense  or  foreign  policy 
simply  by  permitting  the  subjects  of  such  files  to  inspect  them  and 
seek  changes  in  their  contents  under  this  Act.  In  order  to  obtain  an 
exemption  from  subsection  201(c)(3)(E)  or  201(d),  it  must  be  shown 
that  the  application  of  those  subsections  would  damage  or  impede  the 
purpose  for  which  the  information  is  maintained. 

Subsection  203(b).  Exempts  from. full  compliance  with  the  access 
and  challenge  provisions  of  section  201  and  the  disclosure  provisions  of 
section  202,  that  information  which  an  agency  head  determines  is  in- 
vestigative information  or  law  enforcement  intelligence  information. 
Both  terms  are  precisely  defined  in  the  definitions  section  of  the  bill 
contained  in  Title  III.  All  of  these  definitions  are  based  in  large  part  on 
the  criminal  justice  privacy  bills  (S.  2963  and  S.  2964)  discussed  earlier 
in  the  section  of  the  report  dealing  with  law  enforcement. 

The  effect  of  this  subsection  is  to  require  the  agency  head  to  de- 
termine first  what  portion  of  files  maintained  in  any  information 
system  in  his  agency  or  which  his  agency  might  fund  on  the  State  or 
local  level  contains  information  which  falls  within  the  definitions — 
"Investigative  information"  or  "law  enforcement  intelligence  informa- 
tion." Investigative  information  might  include  information  in  a  file 
maintained  by  a  legitimate  law  enforcement  agenc}~,  defined  as  an 
agency  which  can  make  an  arrest  for  violation  of  a  Federal  or  State 
statute.  Investigative  information  might  also  be  maintained  by  an 
agency  which  is  not  a  law  enforcement  agency  but  which  is  gathering 
the  information  in  the  course  of  investigating  activity  which  falls 
within  its  regulatory  jurisdiction.  For  example,  this  section  would 
permit  the  Chairman  of  the  SEC  to  exempt  from  access  and  challenge 
tiles  maintained  by  his  agency  on  individuals  whom  it  is  investigating 
for  violation  of  the  SEC  laws. 
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The  exemption  for  intelligence  information  i-  restricted  for  the  most 
part  to  law  enforcement  agencies.  It  was  the  Committee's  view  that 
there  were  no  regulatory  or  non-law  enforcement  agencies  which  had  a 
legitimate  right  to  maintain  intelligence  files  and  thai  therefore  none 
of  their  investigative  files  should  be  exempt  from  the  access,  challenge 
and  disclosure  provisions  via  reliance  on  exemptions  for  intelligence 
information. 

Once  the  agency  head  determines  that  he  has  information  legiti- 
mately in  one  of  his  informal  ion  s\'stems  which  falls  within  these 
definitions  then  he  must,  via  the  rulemaking  process,  determine  that 
application  of  the  challenge,  access  and  disclosure  provisions  would 
"seriously  damage  or  impede  the  purpose  for  which  the  information  is 
maintained".  The  Committee  intends  that  this  public  rulemaking 
process  would  involve  candid  discussion  of  the  general  type  of  informa- 
tion that  the  agency  maintains  which  it  feels  falls  within  these  defini- 
tions and  the  reasons  why  access,  challenge  or  disclosure  would 
"seriously  damage"  the  purpose  of  the  maintenance  of  the  information. 
The  Committee  hastens  to  point  out  that  even  if  the  agency  head  can 
legitimately  make  such  a  finding  he  can  only  exempt  the  information 
itself  or  classes  of  such  information  (e.g.  all  wiretap  transcripts  main- 
tained at  FBI)  and  not  a  whole  filing  system  -imply  because  intelli- 
gence or  investigative  information  is  commingled  with  information 
and  files  which  should  be  legitimately  subject  to  the  access,  challenge 
and  disclosure  provisions. 

The  subsection  203  (b)  qualifies  the  exemption  from  access  and 
disclosure  for  investigative  information  in  two  important  respects. 
First,  investigative  information  may  not  be  exempted  under  thi<  sec- 
tion where  tin1  information  is  maintained  longer  than  i-  necessary  to 
commence  criminal  prosecution.  This  qualification  recognize-  the 
amendments  to  the  Freedom  of  Information  Act  recently  adopted  by 
the  Senate  (the  so-called  Hart  amendment).  Second,  the  subsection 
states  that  the  Act  i<  not  intended  to  disturb  the  rule-  of  criminal  and 
civil  disco  very  of  investigative  files  presently  permitted  by  the  Federal 
Rules  of  Criminal  and  Civil  Discovery  and.  other  State  ^\-  Federal 
court  rule-,  administrative  regulations  or  statutes  such  a-  the  so-called 
"Jencks"  statute  (IS  USC  3500). 

Sub  .  The  head  of  any  agency  may  determine  that 

an  information  -y-tem  file  or  personal  information  maintained  by  that 
agency  qualities  for  an  exemption  under  subsection  (a)  <>r  (b)  of  this 
section.  To  secure  the  exemption,  a  notice  of  proposed  rule-making 
must  be  published  in  the  Federal  Register  at  lcasl  :'.()  day-  prior  to 
holding  rule-making  proceeding-  and  provide  a  copy  of  that  notice  to 
the  Privacy  Protection  Commission  to  afford  the  Commission  the 
opportunity  to  comment.  Where  possible,  agencies  arc1  encouraged  to 
provide  up  to  on  day-'  notice  of  hearing-  to  afiord  all  interested  parties 
an  opportunity  to  comment  or  appear. 

The  notice  of  the  proposed  rule-making  shall  conform  to  the  re- 
quirements of  sections  553  b  .  (c)  and  (c) ;  550,  and  557  of  Title  ">. 
United  States  ("ode  and  -hall  include  ;i  specification  of  the  nature 
and  purpose  of  the  system  file  or  information  to  he  »  tempted  a-  pro- 
vided by  subsection  201  (c)  of  this  Act . 

After  the  period  of  notice,  the  agency  -hall  give  interested  persons 
an  opportunity  to  participate  in  the  rule-making  through  submission 
of  written  arguments  or  through  oral  presentation  at  a  public  hearing. 
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After  consideration  of  the  relevant  matter  presented,  the  agency  shall 
incorporate  in  the  rules  adopted  a  concise  general  statement  of  their 
basis  and  purpose. 

Section  204 

archival  records 

Subsection  204(a).  Provides  for  certain  applications  of  the  Act  to 
archival  records.  Federal  agency  records  which  arc  deposited  and 
accepted  by  the  Administrator  of  General  Services  for  storage,  proc- 
essing and  servicing  in  accordance  with  section  3103  of  title  44  of 
the  United  States  Code  are  to  be  considered  as  though  maintained  by 
the  agency  which  deposited  the  records  and  subject  to  all  of  the 
provisions  of  this  Act,  where  they  apply  to  such  agency  records. 
The  Administrator  of  General  Services  is  prohibited  from  disclosing 
such  records  or  any  information  in  them,  except  to  the  agency  which 
maintains  the  records  or  pursuant  to  the  rules  established  by  that 
agency. 

Subsection  204(b).  Provides  that  Federal  agency  records  pertaining 
to  identifiable  individuals  which  were  transferred  to  the  National 
Archives  of  the  United  States  as  records  which  have  sufficient  histor- 
ical or  other  value  to  warrant  their  continued  preservation  by  the 
Federal  Government  are  to  be  considered  to  be  maintained  by  the 
National  Archives  for  the  purposes  of  this  Act.  Except  for  the  required 
annual  public  notice  set  forth  in  subsection  201(c),  the  only  provisions, 
for  the  act  which  shall  apply  to  such  records  are  subsections  201(b)(5), 
requiring  the  establishment  of  rules  of  conduct  and  appropriate  train- 
ing for  employees  and  201(b)(6),  requiring  the  establishment  of 
appropriate  administrative,  technical  and  physical  safeguards  to  pro- 
tect the  confidentiality  of  personal  information.  These  provisions  are. 
to  a  large  extent,  already  a  part  of  existing  rules  of  the  National 
Archives  and  hence  should  pose  no  unwarranted  administrative  bur- 
den. The  Committee  finds  no  reason  why  the  Administrator  should 
not  establish  rules  of  conduct  and  notify  the  employees  and  other- 
involved  in  any  phase  of  the  information  system  or  file  of  the  require- 
ments of  the  Act  concerning  the  need  for  respect  for  the  needs  of 
privacy,  confidentiality  and  for  security  of  the  system.  In  addition, 
there  is  no  valid  reason  why  the  Archives  should  be  exempt  from 
the  requirement  to  establish  the  appropriate  safeguards  to  insure  the 
security  of  the  system. 

Along  with  all  other  agencies,  the  National  Archives  is  subject  to  the 
notice  requirements  of  the  bill. 

Subsection  204(c).  Provides  that  the  National  Archives  shall  notify 
the  Commission  and  give  public  notice  of  the  existence  and  character 
of  the  personal  information  systems  and  files  which  it  maintains  for  its 
own  internal  uses  and  for  other  purposes  and  cause  such  notice  to  be 
published  in  the  Federal  Register.  While  it  realizes  the  difficulties  of 
describing  these  precisely,  the  Committee  intends  such  notice  to  in- 
clude at  least  the  information  specified  by  subsection  201(c)(3)  (G),. 
(I)  and  (J).. 

The  Administrator  of  the  General  Services  Administration  testified 
against  application  of  the  bill  to  records  under  GSA  control  or  to 
those  in  the  National  Archives.  This  is  particularly  true  of  the  Archives 
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records  which  are  general!}'  over  50  years  old  and  are  not  well  orga- 
iii  ed.  The  Committee  consulted  with  GSA  staff  and  has  learned  that 
records  at  the  Archives  are  inadequately  indexed  and  involve  large 
volumes  of  data  in  more  than  20,000  separate  filing  systems;  hence  the 
Committee  believes  that  the  administrative  cost  of  compliance  hy  the 
Archive-  would  far  outweigh  any  potential  benefits,  particularly  since 
records  cannot  be  disclosed  by  the  Archives  unless  they  are  at  least  50 
years  old.  1  fowever,  the  Committee  intends  that  the  Administrator  of 
General  Services  take  special  precautions  to  ensure  that  records  older 
than  50  years  not  be  disclosed  when  disclosure  is  likely  to  cause  dis- 
ation  or  injury  to  ;in  elderly  individual  or  the  living  relatives  of 
deceased  individuals.  In  the  case  of  Bureau  of  the  Census  records 
assembled  subsequent  to  the  year  ]  i  losurc  ought  Lo  be  subject 

to  the  approval  of  the  Secretary  of  Commerce. 

The  Committee  believes  that  this  section  adequately  meets  the 
problems  he  described  in  his  testimony.  It  is  designed  to  further  the 
interest  of  historians  and  others  in  preserving  the  integrity  of  historical 
records  and  in  promoting  access  to  them,  within  the  constraints  of  the 
needs  for  individual  privacy,  for  confidentiality  and  due  process  of 
law. 

Section  205 

r.x<  i;pi  [oxs 

Section  205  provides  certain  general  exceptions  and  clarifies  legisla- 
tive intent . 

on  205 (a).  Shows  the  Committee's  intent  that  the  exemptions 
provided  in  the  freedom  of  Information  Act  to  the  required  dis- 
closure of  Federal  information  on  certain  subjects,  and  that  permitted 
for  protection  of  personal  privacy  may  not  be  used  as  authority  to 
deny  an  individual  personal  information  otherwise  available  under 
tin-  Act. 

Subsecth  .  Reflects  the  Committee's  intent  that  the  Act  does 

not  affect  existing  requirements  to  disclose,  disseminate,  or  publish  in- 
formation which  an  agency  is  required  to  collect  for  the  purpose  of 
making  such  disclosure.  This  subsection  was  included  at  the  reqw  St  of 
the  Securities  and  Exchange  ( 'ommission  and  other  regulatory  agencies 
to  assure  that  this  Act  will  not  effect  their  statutory  duties  to  publish 
information. 

.  Exempts  from  the  access  and  challenge  provisions 
information  collected,  furnished  or  used  by  the  Census  Bureau  for 
statistical  purposes  or  as  authorized  by  the  Federal  Census  statutes'. 
While  statistical  records  are  subject  to  other  safeguards  and  require- 
ments of  the  Act,  the  Committee  believes  that  the  complex  statutory 
and  administrative  -'heme  presently  governing  census  and  statistical 
information  needs  careful  legislative  review  before  attempting  to 
apph  the  provisions  for  access,  challenge  and  review  of  such  records. 
The  Director  of  the  Census  Bureau  referred  lo  the  millions  of  statistical 
recoid-.  now  in  existence  and  the  very  specific  procedures  and  rigorous 
safeguards  applied  to  them.  The  Census  Bureau  records  are  not  used 
to  make  decisions  about  individual-  but  are  w^cd  to  furnish  to  those 
individuals  extract-  of  otherwise  confidential  information  about  them- 
selves, and  i  heir  immediate  families. 
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Section  20G 

MAILING    LISTS 

Subsection  206(a).  Prohibits,  unless  specifically  authorized  by  law, 
the  practice  b}T  Federal  departments  and  agencies  of  selling  or  renting 
names  and  addresses  which  they  acquire  during  their  transactions 
with  individuals  or  which  they  obtain  through  their  dealings  with 
other  agencies.  The  Committee  believes  this  provision  is  consistent 
with  the  intent  of  the  bill  to  prevent  disclosures  of  personal  information 
without  consent  or  specific  authority.  As  discussed  in  this  report 
the  clear  difficulty  in  obtaining  consent  free  of  the  appearance  of 
intimidation  and  the  impossibility  of  assuring  limited  use  once  the 
data  is  sold  or  rented,  makes  it  advisable  to  require  specific  approval 
by  Congress  when  the  agency  undertakes  to  sell  or  rent  this  data  in 
bulk. 

This  stipulation  should  not  be  construed  to  require  an  agency  to 
withhold  from  the  public  names  and  addresses  which  are  otherwise 
permitted  to  be  made  public. 

The  provision  is  not  intended  to  affect  the  protection  already 
afforded  and  the  authorized  uses  now  designated  for  the  names  and 
addresses  of  individual  postal  customers  maintained  by  the  Postal 
Service  to  facilitate  mail  delivery,  mail  forwarding,  and  address  and 
mailing  list  correction  services.  Present  law  prohibits  the  Postal 
Service  from  making  available  to  the  public  any  mailing  or  other  list 
of  names    and    addresses,    except    as   specifically   provided    by    law. 

Subsection  206(b).  Deals  with  the  disclosure  and  use  of  names  and 
addresses  by  any  person,  including  businesses  and  organizations, 
engaged  in  interstate  commerce,  who  maintains  a  mailing  list.  It 
requires  removal  of  the  individual's  name  and  address  from  such  list, 
upon  written  request  of  that  individual.  The  bill  thus  provides  a  right 
to  individuals  which  heretofore  has  been  granted  by  some  organiza- 
tions, and  which  has  been  recognized  by  the  Direct  Mail  Marketing 
Association  as  a  desirable  standard  for  organizations  which  use  mailing 
lists.  This  provision  does  not  attempt  to  regulate  the  maintenance  of 
files  and  personal  records  of  State  and  local  governments,  or  of  organi- 
zations or  their  use  of  names  and  address  for  communicating  with 
customers,  clients  and  others  with  whom  they  have  commercial 
transactions  or  official  business. 

TITLE  III— MISCELLANEOUS 
Section  301 

DEFINITIONS 

Section  301  contains  the  definitions  applicable  to  the  bill. 

The  Committee  has  used  the  term  u  personal  information"  through- 
out the  bill  to  mean  any  information  about  the  individual  that 
identifies  or  describes  any  characteristic  including  but  not  limited  to 
education,  financial  transactions,  medical  history,  criminal  or  em- 
ployment record,  or  any  personal  information  that  afford-  a  ba>is 
for  inferring  personal  characteristics  such  as  finger  and  voice  prints, 
photographs,  or  things  done  by  or  to  such  individual.  Such  definition 
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include-  the  record  or  present  registration,  or  membership  in  an 
organization  or  activity,  or  admission  to  an  institution.  It  is  intended 
to  include  within  these  term-  any  symbol,  number,  such  as  a  social 
security  number  or  character,  address,  by  which  the  individual  is 
indexed  in  a  file  or  retrievable  from  it. 

The  reference  to  personal  characteristics  doe-  not  exclude  a  file  that 
contains  only  names  and  i-  headed  by  a  general  label  for  a  cat' 
of  records.  If  the  heading  or  the  nat  lire  of  I  lie  file  represents  a  judgment 
on  the  individual  or  a  subjective  view,  then  that  file  would  he  subject 
to  the  hill.  A  file  headed  "security  risks"  or  one  labeled  "malingerers," 
or  one  coded  for  people  to  he  dismissed  at  the  earliest  opportunity, 
even  if  the  file  only  contained  name-,  would  be  covered.  This  could, 
for  instance,  include  a  li-t  of  people  who  do  not  buy  bonds,  or  do  not 
contribute  to  charitable  causes.  Thus  it  could  cover  a  li-i  which 
contained  name-  only  hut  which,  by  its  nature,  conveyed  something 
detrimental  or  threatening  to  the  reputation,  rights,  benefits  or  priv- 
g  or  qualification  of  the  individual  -imply  by  reason  of  being 
listed  on  it.  There  are  many  data  banks  and  file-  with  name-  main- 
tained strictly  for  housekeeping  purposes,  and  it  i-  expected  that  the 
Commission  model  guidelines  will  make  some  distinctions  for  the 
degrees  of  sensitivity  of  such  file--,  and  will  allow  for  the  development 
of  special  treatment  for  fih1-  where  the  potential  for  abuse  i<n(\  harm 
i-  very  great,  and  those  for  housekeeping  purposes  such  as  who  work- 
on  a  holiday  or  who  ha-  a  parking  space. 

Idie  term  "individual"  mean-  a  citizen  of  the  United  Stale-  or  an 
alien  lawfully  admitted  throng!)  permanent  residence.  This  term  is 
w-c(\  instead  of  the  term  "person"  throughout  the  bill  in  order  to 
distinguish  between  the  rights  which  are  given  to  the  citizen  a-  an 
individual  under  this  Act  and  the  rights  of  proprietorships,  businesses 
and  corporations  which  are  not  intended  to  be  covered  by  this  Act. 
Tin-  distinction  was  to  insure  that  the  hill  leave-  untouched  the 
Federal  Government's  information  activities  for  such  purposes  as 
economic  regulations.  Tin-  definition  was  also  included  to  exempl  the 
coverage  of  the  hill  intelligence  files  and  data  hank-  devoted  solely 
to  foreign  national-  or  maintained  by  the  State1  Department,  the 
Centra]  Intelligence  Agency  and  other  agencies  for  the  purpose  of 
dealing  with  nonresident  alien-  and  people  in  other  countries. 

The  term  "information  system"  was  adopted  to  indicate  the  applica- 
tion of  the  hill  to  all  of  the  component-  and  operation-,  whether 
automated  or  manual  or  otherwise  maintained,  by  which  personal 
information,  including  the  name  or  identifier,  i-  collet  ted.  stored, 
processed,  handled  or  disseminated  by  an  agency. 

Rather  than  focus  on  a  single  record  or  subjeel  file,  the  Committee 
ha-  adopted  an  approach  focused  on  the  total  information  system 
which,  includes  all  phases  of  information  collection,  storage,  handling, 
processing,  dessimination  and  transfer.  It  include-  records  which  are 
computerized,  mechanized,  microfilmed  and  photographed.  The  hill 
thus  i-  directed  to  the  overall  programs  and  policies  of  executive 
branch  department-  and  agencies  including  tin1  design,  development, 
and  management  of  an  information  system,  as  well  as  to  the  mainte- 
nance of  one  particular  file  on  an  individual,  or  the  gathering  of  informa- 
tion on  one  data  subject.  With  such  ;i  definition,  the  duties  and 
responsibilities  imposed  by  the  bill  apply  to  administrators,  computer 
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programmers  and  all  manner  of  employees  including  technicians 
clerks,  guards.  Given  the  broad  scope  of  the  bill,  an  alternative  use  of 
the  term  "system  of  record"  would  create  confusion  as  to  its  possible 
application  to  such  things  as  inventories  and  extraneous  matters. 

The  use  of  the  terms  "information  system"  and  "files"  allow-  for 
distinctions  where  needed  for  the  application  of  certain  standards  to 
an  entire  information  system  of  an  agency,  department,  or  establish- 
ment, including  its  bureaus,  offices,  employees,  and  equipment,  and 
for  the  application  of  them  to  a  particular  file,  that  is,  a  series  of 
records,  on  a  particular  subject. 

The  terms  "file"  and  "data  bank"  in  public  usage  are  frequently 
interchangeable. 

Under  this  bill,  "file"  may  mean  an  individual  record  or  a  series 
of  records  containing  personal  information  about  individuals  which 
may  be  maintained  within  an  information  system.  "Data  bank"  means 
a  collection  of  files  pertaining  to  individuals.  Used  in  the  bill,  it 
connotes  a  recognizable  entity  for  management  purposes,  specifically 
located  within  an  agency  or  organization  or  to  one  of  its  component-; 
it  means  a  collection  of  files  usually  contributed  to  by  different  users 
and  available  to  them  according  to  a  plan  of  access. 

The  term  "Federal  agency"  means  any  department,  agency,  instru- 
mentality, or  establishment  in  the  executive  branch  of  the  Govern- 
ment of  the  United  States.  The  definition  includes  any  officer  or 
employee  of  an  agency.  In  addition  to  the  general  purpose  of  this 
provision  to  define  the  application  of  the  Act,  it  is  also  intended  that 
the  definition  assist  in  placing  the  responsibility  for  intra-agency 
handling  of  information  on  the  head  of  the  department  or  agency. 

The  teim  "investigative  information"  has  a  special  and  narrow  mean- 
ing under  this  bill.  It  has  been  discussed  at  length  in  the  section  of 
the  repoit  entitled  "Law  Enforcement  Files".  It  means  information 
associated  with  an  identifiable  individual  compiled  by — 

(1)  an  agency  in  the  course  of  conducting  a  criminal  investi- 
gation of  a  specific  criminal  act  where  such  investigation  is 
pursuant  to  a  statutory  function  of  the  agency.  Such  information 
may  pertain  to  that  criminal  act  and  be  derived  from  reports  of 
informants  and  investigators,  or  from  any  type  of  surveillance. 
The  term  does  not  include  criminal  history  information  nor  does 
it  include  initial  reports  filed  by  a  law  enforcement  agency  de- 
scribing a  specific  incident,  indexed  chronologically  and  expressly 
required  by  State  or  Federal  statute  to  be  made  public;  and 

(2)  by  an  agency  with  regulatory  jurisdiction  which  is  not  a 
law  enforcement  agency  in  the  course  of  conducting  an  investi- 
gation of  specific  activity  which  falls  within  the  agency's  regula- 
tory jurisdiction.  For  the  purposes  of  this  paragraph,  an  "agency 
with  regulatory  jurisdiction"  is  an  agency  which  is  empowered  to 
enforce  any  Federal  statute  or  regulation,  the  violation  of  which 
subjects  the  violator  to  criminal  or  civil  penalties. 

The  term  "law  enforcement  intelligence  information"  means  infor- 
mation associated  with  an  identifiable  individual  compiled  by  a  law 
enforcement  agency  in  the  course  of  conducting  an  investigation  of  an 
individual  in  anticipation  that  he  may  commit  a  specific  criminal  act, 
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including  information  derived  from  reports  of  informants,  iuw 
tors,  or  from  any  type  of  surveillance.  The  term  does  not  include 
criminal  history  information  nor  does  it  include  initial  reports  filed  by 
a  law  enforcement  agency  describing  a  specific  incident,  indexed 
chronologically  by  incident  and  expressly  required  b)  State  or  Federal 
statute  io  be  made  public. 

Tlic  term  "criminal  history  informai ion"  means  information  on  an 
individual  consisting  of  notation-  of  arrests,  detention-,  indictments, 
information-,  or  other  formal  criminal  charges  and  any  disposition 
arising  from  those  arrests,  detention-,  indictment-,  informations,  or 
charges.  The  term  -hall  not  include  an  original  hook  of  entry  or  police 
blotter  maintained  by  a  law  enforcement  agency  at  the  place  of  an 
original  arrest  or  place  of  detention,  indexed  chronologically  ami 
required  to  he  made  public,  nor  -hall  it  include  court  record-  of  public 
criminal  proceedings  indexed  chronologically. 

The  term  "law  enforcement  agency"  means  an  agency  whose  em- 
ployees or  aLT'int>  are  empowered  by  State  or  Federal  law  to  make 
arrests  for  violations  of  State  or  Federal  law. 

Section  302 

C'RI  Ml  NAT.    PENALTY 

Section  302  provides  for  criminal  penalties  for  willful  violation-  of 
the  Act  in  two  respects.  One  i-  for  the  secret  creation  of  data  banks  in 
violation  of  the  requirement  that  all  such  decisions  be  made  public. 
Any  officer  or  employee  of  any  Federal  agency  who  willfully  keep-  an 
information  system  without  meeting  the  notice  requirements  of  this 
Act  -et  forth  in  subsection  201  (c)  -hall  he  fined  not  more  than  $10,000 
in  each  instance  or  imprisoned  not  more  than  five  years,  or  both. 

The  other  violation  subjects  an  officer  or  employee  of  the  Com- 
mission to  criminal  penalty  for  the  unlawful  disclosure  or  transfer  of 
personal  information  about  any  individual  obtained  in  the  course  of 
such  officer  or  employee's  duties  in  an\  manner  or  for  any  purpose  not 
specifically  authorized  by  law  and  provides  that  such  person  be  lined 
not  more  than  $10,000  or  imprisoned  not  more  than  five  years,  or 
both. 

These  arc"  the  only  violation-  of  the  Ad  subject  to  criminal  -auction. 
The  Committee  has  decided  to  provide  criminal  sanctions  for  these 
two  violations  because  they  are  key  to  any  effective  protection  for 
privacy  and  confidentiality.  The  public  policy  requires  that  all  data 
bank-  be  subject  to  a  visible  public  policy  decision.  'The  on t in  Act 
would  be  frustrated  if  secret  data  bank-  could  be  created  and  operated 
with  impunity.  The  Committee  has  underlined  this  judgment  by  not 
permit  t  inn  an  exclusion  from  this  requirement  even  for  those  highly 
sensitive  data  bank-  in  the  area-  of  national  defense,  foreign  policy  or 
law  enforcement.  A  strongly-enforced  requirement  of  publicity  in  the 
creation  of  data  bank-  i-  necessary  for  administrative  oversight, 
legislative  oversight,  and   judicial  review. 

Equally  fundamental  is  the  need  to  guard  against  unlawful  dissem- 
ination, disclosure  or  transfers  of  personal  information  acquired  by 
the  Commission  consultants  and  employees  in  the  course  of  their 
duties. 
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While  Commission  employees  are  also  subject  to  the  same  Federal 
criminal  laws  and  government-wide  regulations  penalizing  all  other 
Federal  employees  who  disclose  information,  this  section  creates 
sanctions  uniquely  applicable  to  them.  This  is  deemed  necessary  since 
in  exercise  of  its  powers  and  performance  of  investigative  duties,  the 
Commission  may  obtain  or  examine  all  kinds  of  administrative  docu- 
ments and  data  relative  to  executive  branch  implementation  and 
enforcement  of  the  Act,  as  well  as  information  on  individuals  needed 
to  determine  violations  of  the  Act.  In  addition,  for  purposes  of  its 
research  and  studies,  it  may  engage  in  similar  activities  with  respect 
to  certain  data  banks  and  systems  of  the  private  sector  and  in  State 
and  local  governments. 

In  light  of  such  special  auditing,  inspection  and  study  functions, 
strong  penalties  were  deemed  necessary  to  reassure  government 
agencies  and  citizens  that  the  deterrents  to  improper  disclosure  are  so 
severe  that  they  need  not  worry  about  improper  or  illegal  disclosures. 

Section  303 
civil  remedies 

Section  303  provides  for  civil  judicial  enforcement  of  the  Act  by 
persons  affected  by  violations  of  the  Act.  In  keeping  with  general 
legislative  practice,  this  bill  not  only  establishes  certain  administra- 
tive requirements  and  grants  certain  rights  to  citizens,  but  gives 
authority  to  the  citizen  to  defend  his  rights  by  taking  the  initiative  of 
court  action.  Such  a  right  is  doubly  important  since  the  revised  bill 
gives  no  enforcement  authority  to  the  Commission. 

Subsection  303(a).  Gives  a  cause  of  action  to  a  citizen  aggrieved  by  a 
denial  of  access  to  his  own  file.  Since  access  to  a  file  is  the  key  to  in- 
suring the  citizen's  right  of  accuracy,  completeness,  and  relevancy,  a 
denial  of  access  affords  the  citizen  the  right  to  raise  these  issues  in 
court.  This  would  be  the  means  by  which  a  citizen  could  challenge  any 
exemption  from  the  requirements  of  sections  201  and  202  made 
pursuant  to  the  procedures  outlined  in  section  203.  A  person  seeking 
access  to  a  file  which  he  has  reason  to  believe  is  being  maintained  on 
him  for  the  purposes  of  determining  its  accuracy  and  completeness,  for 
example,  or  to  take  advantage  of  the  rights  afforded  him  under 
section  201,  could  raise  the  question  of  the  propriety  of  the  exemption 
which  denies  him  access  to  his  files.  In  deciding  whether  the  citizen 
has  a  right  to  see  his  file  or  to  learn  whether  the  agency  has  a  file 
on  him,  the  court  would  of  necessity  have  to  decide  the  legitimacy 
of  the  agency's  reasons  for  the  denial  of  access,  or  refusal  of  an 
answer.  The  Committee  intends  that  any  citizen  who  is  denied  a 
right  of  access  under  the  Act  may  have  a  cause  of  action,  without 
the  necessity  of  having  to  show  that  a  decision  has  been  made  on 
the  basis  of  it,  and  without  having  to  show  some  further  injury, 
such  as  loss  of  job  or  other  benefit,  that  might  stem  from  the 
denial  of  access.  Since  it  is  often  exceedingly  difficult  for  a  citizen  to 
learn  of  such  consequences,  or  if  he  knows,  to  establish  a  "cause  and 
effect"  relationship  between  the  information  in  his  file  and  some  sub- 
sequent damage  to  him,  the  Committee  has  decided  that  it  would  frus- 
trate an  individual's  ability  to  assert  his  rights  if  he  had  to  allege  and 
prove  use  or  such  consequential  harm.  In  order  to  state  a  cause  of 
action,  it  should  be  enough  that  he  be  able  to  assert  that  the  presump- 
tive right  of  access  granted  him  by  the  Act  has  been  denied  him. 
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Subsection  SOS  b).  Affords  the  Attorney  General  and  any  aggrieved 
person  authority  to  enforce  the  Act  as  against  existing  or  threatened 

violation-  of  the  Art  by  seeking  a  Federal  District  Court  injunction 
against  such  acts  or  practices.  This  subsection  has  a  two-fold  purpose. 
First,  it  gives  the  Attorney  Genera]  the  obligation  to  challenge  in  court 

any  violation  of  the  Act  which  might  affect  the  public  at  large,  but 
which  doe-  not  yet  affect  any  particular  citizen  sufficiently  to  rive  him 
constitutional  standing  to  sue,  or  which  may  not  be  such  as  to  indi 
private  person  to  endure  the  practical  difficulties  of  Litigation. 

Second,  the  grant  of  a  cause  of  action  to  any  "aggrieved  person"  is 
designed  to  encourage  the  widest  possible  citizen  enforcement  through 
the  judicial  process.  This  i^  necessary,  as  mentioned,  since  the  A  | 
dor-  no;  give  any  administrative  body  authority  to  ensure  compliance 
with  the  Act.  The  Committee  intends  the  use  of  the  term  "aggrieved 
person"  to  afford  the  widest  possible  standing  consistent  with  the  con- 
stitutional requirement  of  "case  or  controversy"  in  Article  III,  Si 
of  the  Constitution.  In  this  respect,  the  provision  is  designed,  among 
other  things,  to  supply  certain  deficiencies  in  standing  and  ripeness 
which  the  courts  found  in  the  Environmental  Protection  Agency  v. 
Mink,  41D  U.S.  7:;  1973),  Laird  v.  Tatum  (408  U.S.  1(1972),  and 
Stark  v.  Schultz,  42  U.S.L.W.  44sl  (Apr.  1,  1974)  >. 

Subsection  80S  c  .  Provide-  that  any  person  found  to  have  violated 
provisions  of  the  Act  or  any  rule,  regulation,  or  order  issued  under  it 
shall  be  liable  to  the  aggrieved  person  for  actual  damages  sustained 
by  the  individual,  punitive  damages  where  appropriate,  and  in  case 
•ossful  action,  the  cost  of  tin1  action,  with  reasonable  attorney's 
fee-  to  be  determined  by  the  court. 

In  addition  to  damage-,  the  aggrieved  person  would  receive  the 
benefit  of  any  other  appropriate  remedies,  including  injunctive  or 
mandatory  relief,  which  the  court  deems  appropriate. 

The  final  subsection  make-  clear  that  the  Federal  courts  will  have 
jurisdiction  regardless  of  the  fact  that  the  amount  claimed  is  los^  than 
$10,000. 

Section  304 

jurisdiction  of  district  courts 

^section  304  a  ■  Gives  jurisdiction  to  the  Federal  courts  to  hear 
cases  brought  under  section  303  and  to  examine  information  in  camera 
to  determine  whether  the  information  or  any  part  of  it  may  be  withheld 
under  any  of  the  exemptions  in  section  203  of  the  Act.  The  agency 
has  lie  burden  of  sustaining  the  legality  of  it-  action-.  Venue  would 
mosi  likely  be  either  in  the  plaintiff's  jurisdiction,  or  in  Washington, 
!).('..  although  other  venue  i-  possible.  The  section  also- ensuras  that 
the  court  will  have  the  power  to  examine  in  camera  any  contested 
information  necessary  to  a  determination  of  the  litigation,  thus 
among  other  things,  remedying  the  lack  of  reviewing  power  which  the 
Supreme  ( 'ourt  found  in  the  Mink  case.  Since  the  burden  of  justifying 
the  withholding  of  information  i-  di  the  agency,  \\\i<  will  enable  the 
court  to  make  a  full  </<  novo  determination  of  the  propriety  of  the 
grounds  asserted  by  the  government  for  keeping  the  information  from 
tie1  plaintiff.  Such  a  provision  i^  necessary  in  order  to  provide  a  full 
and  complete  hearing  to  the  issues  being  litigated  and  to  provide 
justice  to  the  aggrieved  individual. 

HI) 
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Subsection  804(b).  Provides  that  in  any  action  to  obtain  judicial 
review  of  a  decision  to  exempt  any  personal  information  from  any 
provision  of  this  Act,  the  Court  may  examine  such  information  in 
camera  to  determine  if  all,  or  any  part  of  it,  is  properly  classified  with 
respect  to  national  defense,  foreign  policy,  or  law  enforcement  intelli- 
gence or  investigative  information  and  may  be  exempted  from  any 
provision  of  this  Act.  The  burden  is  on  the  Federal  agency  to  sustain 
any  claim  that  such  information  may  be  so  exempted. 

Section  305 

effective  date 

Provides  that  the  Act  shall  become  effective  one  year  after  Ihe 
date  of  enactment,  except  that  the  provisions  of  title  I  shall  become 
effective  on  the  date  of  enactment. 

This  provision  is  designed  to  allow  the  agencies  lead  time  to  develop 
their  regulations  and  to  seek  such  additional  resources  or  assistance 
as  they  may  need  to  meet  their  obligations  under  the  Act.  By  allowing 
the (  immediate  implementation  of  the  provisions  establishing  the 
Commission,  the  Committee  intends  to  permit  the  Commission  time 
to  develop  its  model  guidelines,  establish  any  needed  interagency 
councils,  and  generally  to  prepare  for  full  implementation  of  the  Act. 

Section  306 

authorization  of  appropriations 

Authorizes  appropriation  of  such  sums  as  may  be  necessary  to 
carry  out  the  provisions  of  the  Act. 

New  Title 
The  title  is  amended  so  as  to  read : 

"A  bill  to  establish  a  Privacy  Protection  Commission,  to  provide 
management  systems  in  Federal  agencies  and  certain  other  organiza- 
tions with  respect  to  the  gathering  and  disclosure  of  information 
concerning  individuals,  and  for  other  purposes." 

Estimated  Cost  of  the  Legislation 

The  Committee  has  received  a  broad  variety  of  generalized  -i  aug- 
ments of  the  estimated  costs  of  implementing  the  safeguards  and 
guarantees  provided  in  this  legislation.  No  precise  estimate  of  costs 
can  be  established  until  the  Commission  develops  model  guidelines 
and  until  the  Act  is  applied  to  specific  information  programs  and 
administrators  have1  reviewed  their  resources  for  implementing  it  in 
accordance  with  their  own  rules.  The  Committee  believes  that  good 
faith  enforcement  of  the  standards  and  procedures  for  review  will 
result  in  substantial  savings  to  Federal  agencies.  We  are  mindful,  for 
instance,  of  testimony  describing  the  Navy's  destruction  of  15  tons  o^ 
records  upon  review  of  its  program  needs  for  retention  of  record-. 
Similar  patterns  showed  up  in  the  review  by  the  Army  of  the  relevance 
to  its  statutory  programs  to  the  personal  information  it  collected  and 
maintained  on  individuals  who  had  no  dealings  with  the  armed 
services. 
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Since  a  number  <>f  agencies  already  apply  some  of  the  safeguards  to 
ceriain  of  their  files,  and  since  the  Act  will  require  little  or  no  further 
effort  on  their  part  for  those  file<.  tins  certainly  will  affect  the  cost  of 
implementation.  Furthermore,  experience  under  the  practices  of  those 
agencies  and  with  provision-  which  are  somewhat  similar  in  the  Fair 
Credit  Reporting  Act  and  other  statutes  shows  that  the  workload  is 
not  unreasonable  and,  in  some  cases  under  those  laws,  did  not  meet 
expectations.  The  very  existence  of  the  statutory  guarantees  ap- 
parently tended  to  reassure  citizens  that  government  and  organizations 
were  following  certain  guidelines  pursuant  to  administrative  and 
legislative  oversight. 

The  HEW  report  addressed  the  problem  of  costs  and  the  Committee 
agrees  with  the  commonsense  observations  there: 

The  safeguards  we  recommend  will  not  be  without  costs, 

which  will  vary  from  system  to  system.  The  personal  data 
record-keeping  practices  of  some  organizations  already  meet 
main-  of  the  standards  (ailed  for  by  the  safeguards.  .  .  .  We 
believe  that  the  cost  to  most  organizations  of  changing  their 
customary  practices  in  order  to  assure  adherence  to  our 
recommended  safeguards  will  be  higher  in  management  atten- 
tion and  psychic  energy  than  in  dollars.  These  costs  can  be 
regarded  in  part  as  deferred  costs  that  should  already  have 
been  incurred  to  protect  personal  privacy,  and  in  part  as 
insurance  against  future  problems  that  ma\  result  from 
adverse  effects  of  automated  personal  data  systems.  From  a 
practical  point  of  view,  we  can  expect  to  reap  the  full 
advantages  of  these  systems  only  if  active  public  antipathy 
to  their  use  is  not  provoked.  (Report,  p.  44,  45) 
The  Office  of  Management  and  Budget  has  been  unable  to  provide 
an  accurate  cost  estimate. 

ROLLCALL  VOTE  ON  FINAL  PASSAGE 

In  compliance  with  section  133  of  the  Legislative  Reorganization  Act 
of  194f>,  as  amended,  rollcall  votes  taken  during  Committee  consider- 
ation of  this  legislation  are  as  follows: 

Final  Passage:  Ordered  reported:  9  yeas     0  nays 

Yeas:  Nays: 

Jackson  None 

Muskie 
Chiles 
Xunn 
Huddles  ton 

Percy 
Roth 
Brock 
Ervin 

(Proxy) 
Ribicofi 

davits. 
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IX  THE  HOUSE  OF  REPRESENTATIVES 

August  12,1974 

Mr.  Mooriiead  of  Pennsylvania  (for  himself,  Ms.  Abzug,  Mr.  Alexander,  Mr. 
Broomiteld,  Mr.  Erlenborn,  Mr.  Fascell,  Mr.  Goldwater,  Mr.  Gude,  Mr. 
Koch,  Mr.  Litton.  Mr.  MoCloskey,  Mr.  Moss,  Mr.  Thone,  aiui  Mr. 
Wright)  introduced  the  following  bill;  which  was  referred  to  the  Com- 
mittee on  Government  Operations 


A  BILL 

To  amend  title  5.  United  States  Code,  by  adding  a  section  552a 
to  safeguard  individual  privacy  from  the  misuse  of  Federal 
records  and  to  provide  that  individuals  be  granted  access 
to  records  concerning  them  which  are  maintained  by  Federal 
agencies. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  lives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  this  Act  may  be  cited  as  the  "Privacy  Act  of  1974". 

4  Sec.  2.  (a)  The  Congress  finds  that— 

5  ( 1 )  the  privacy  of  an  individual  is  directly  affected 

6  by  the  collection,  maintenance,  use,  and  dissemination 

7  of  personal  information  by  Federal  agencies ; 

1 
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1  (2)    the  increasing  use  of  computers  and  BOphlS- 

2  ticated  Information  technology  has  greatly  magnified  the 

3  harm  that  can  occur  from  any  collection,  maintenance, 

4  use,  and  dissemination  of  personal  information; 

5  (3)    the   opportunities   for  an   individual   to   secure 

6  employment,  insurance,  and  credit,  and  his  right  to  due 

7  process,  and  other  legal  protections  are  endangered  by 

8  the  misuse  of  certain  information  systems ; 

9  (4)    the  right  to  privacy  is  a  personal  and  funda- 

10  mental  right  protected  by  the  Constitution  of  the  United 

11  States;  and 

12  (5)    in  order  to  protect  the  privacy  of  individuals 

13  identified  in  information  systems  maintained  by  Federal 

14  agencies,  it  is  necessary  and  proper. for  the  Congress 
*5  to  regulate  the  collection,  maintenance,  use,  and  dis- 
1"  semination  of  information  by  such  agencies. 

17  (h)   The  purpose  of  this  Act  is  to  provide  certain  safe  • 

■*"  guards   for  an   individual   against   an   invasion    of  personal 

19  privacy  by  requiring  each  Federal  agency  to — 

( 1 )  permit  an  individual  to  determine  what  records 
pertaining  to  him  are  collected,  maintained,  used,  and 

99 

disseminated  by  each  such  agency; 

(2)  permit  an  individual  to  prevent  records  pertain- 
ing to  him  obtained  by  each  such  agency  for  a  particular 
purpose  from  being  used  or  made  available  for  another 

9fJ 

purpose  without  his  consent; 
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1  (3)    permit  an  individual  to  gain  access  to  certain 

2  Federal  agency  records  pertaining  to  him,  to  have  a 

3  copy  made  of  all  or  any  portion  thereof,  and  to  correct 

4  or  amend  such  records; 

5  (4)  collect,  maintain,  use,  or  disseminate  any  record 
G  of   identifiable  personal   information   in  a   manner  that 

7  assures  that  such  action  is  for  a  necessary  and  lawful 

8  purpose,  that  the  information  is  current  and  accurate  lor 

9  its  intended  use,  and  that  adequate  safeguards  are  pro- 

10  vided  to  prevent  misuse  of  such  information; 

11  (5)   permit  exemptions  from  the  requirements  with 

12  respect  to  records  provided  in  this  Act  only  in  those 

13  cases  where  there  is  an  important  public  policy  need  for 

14  such  exemption  as  has  been  determined  by  specific  statu- 

15  lory  authority;  and 

16  (6)   be  subject  to  civil  suit  for  any  damages  which 

17  occur  as  a  result  of  willful  or  negligent  action  which 

18  violates  any  individual's  rights  under  this  Act. 

19  Sec.  3.  Title  5,  United  States  Code,   is  amended  by 

20  adding  after  section  552  the  following  new  section; 

21  "§  552a.  Records  maintained  on  individuals 

22  "(a)    Definitions. — For  purposes  of  this  section — . 

23  "(1)    th°  term  'agency'  means  agency  as  defined 

24  in  section  552(e)    of  this  title; 

25  "(2)    the  term  'individual'  means  a  citizen  of  the 
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1  United  States  <>r  an  alien  lawfully  admitted  for  perma- 

2  nent  residence; 

3  "(3)    the  term  'maintain'  includes  maintain,  col- 

4  lect,  use.  or  disseminate; 

5  "  (4)     the    term    'record'    means   any    collection    or 

6  grouping  of  data  about  an  individual  that  is  maintained 

7  by  an  agency  and  that  contains  his  name,  identifying 

8  number,  symbol,  or  other  identifying  particular  assigned 

9  to  each  such  individual; 

10  "  (5.)    the  term  'system  of  records'  means  a  group 

11  of  any  records  under  the  control  of  any  agency  from 

12  which  information  is  retrieved  by  the  name  of  the  in- 

13  dividual   or   by   some   identifying   Dumber,   symbol,   or 

14  other  identifying  particular  assigned  to  each  such  in- 

15  dividual ;  and 

l(j  "  (0)   the  term  'statistical  research  or  reporting  rec- 

17  ord'  means  a  record  in  a  system  of  records  assembled 

18  or  maintained  for  statistical  research  or  reporting  pur- 

19  poses  only  and  not  used  in  whole  or  in  part  in  making 

20  toy  determination  about  an  identifiable  individual,  e\- 
2i  cept  as  provided  by  section  8  of  title  13,  United  States 

22  Code. 

23  "(b)   Conditions  of  Disclostke—  No  agency  shall 

24  disclose   any   record  to  any   person,  or  to  another  agency. 

25  except  pursuant  to  a  written  request  by,  or  with  the  prior 
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1  written  consent  of,  the  individual  to  whom  the  record  per- 

2  tains,  unless  disclosure  would  be — 

3  "  (1)   to  those  officers  and  employees  of  that  agency 

4  who  have  a  need  for  such  record  in  the  performance  of 

5  their  duties; 

6  "(2)   required  pursuant  to  section  552  of  this  title 

7  or  any  other  Federal  statute ; 

8  "  (3)  for  a  routine  use  described  in  any  rule  promul- 

9  gated  pursuant  to  subsection  (e)  (4)  ; 

10  "(4)   to  the  Bureau  of  the  Census  for  purposes  of 

11  planning  or  carrying  out  a  census  or  survey  pursuant  to 

12  the  provisions  of  title  13,  United  States  Code; 

13  "(5)   where  the  agency  determines  that  the  recipi- 

14  ent  of  such  record  has  provided  advance  adequate  writ- 

15  ten  assurance  that  the  record  will  be  used  solely  as  a 

16  statistical  research  or  reporting  record,   and  is  to   be 

17  transferred  in  a  form  that  is  not  individually  identi- 

18  fiable; 

19  "(6)  when  transferred  to  the  National  Archives  of 

20  the  United  States  as  a  record  which  has  sufficient  his- 

21  torical  or  other  value  to  warrant  its  continued  preser- 

22  vation  by  the  United  States  Government,  or  for  evalua- 

23  tion  by  the  Administrator  of  General  Services  or  his 

24  designee   to   determine   whether   the   record   has    such 

25  value ; 
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1  "(?)    to  another  agency  or  to  an  instrumentality 

2  of  any  governmental  jurisdiction   within   or  under   the 

3  control  of  the  United   States  for  a   law   enforcement 

4  activity  if  such  activity  is  authorized  by  statute  and  if 

5  the  head  of  such  agency  or  instrumentality  has  made 

6  a  written  request  to  the  agency  which  maintains  the 

7  record  specifying  the  particular  portion  desired  and  the 

8  law  enforcement  activity  for  which  the  record  is  sought ; 

9  or 

10  "(8)    pursuant  to  a  showing   of   compelling   cir- 

11  cumstances  affecting  the  health,   safety,   or   identifica- 

12  tion  of  an  individual,  if  upon  such  disclosure  notification 

13  is    transmitted    to    the    last    known    address    of    such 

14  individual. 

15  "(c)  Accounting  of  Certain  Disclosures.— Each 

16  agency,  with  respect  to  each  system  of  records  under  its 

17  control,  shall — 

18  "(1)   keep  an  accurate  accounting  of — 

19  "(A)    the  date,  nature,  and  purpose  of  each 

20  disclosure  of  a  record  to  any  person  or  to  another 

21  agency,  except  for  disclosures  made  pursuant  to  sub- 

22  section  (b)    (1)  through  (6)  ;  and 

23  "(B)    the  name  and  address  of  the  person  or 

24  agency  to  whom  such  disclosure  is  made; 
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1  "  (2)  retain  the  accounting  made  pursuant  to  para- 

2  graph    (1)    for  at  least  five  years  after  the  disclosure 

3  for  which  such  accounting  is  made ; 

4  "(3)   except  for  disclosures  made  pursuant  to  sub- 

5  section    (b)  (7),  make  the  accounting  available  to  the 

6  individual  named  therein  at  his  request ;  and 

7  "  (4)  inform  any  person  or  other  agency  about  any 

8  correction  or  notation  of  dispute  made  by  the  agency 

9  in  accordance  with  subsection  (d)  of  any  record  that  has 

10  been  disclosed  to  such  person  or  agency  within  two  years 

11  preceding  the  making  of  such  correction  of  the  indi- 

12  vidual's  record,   except   that  this  paragraph  shall  not 

13  apply  to  any  record  that  was  disclosed  prior  to  the 

14  effective  date  of  this  section  and  for  which  there  is  no 

15  accounting  of  such  disclosure. 

16  "(d)   Access  to  Records. — Each  agency  that  main- 

17  tains  a  system  of  records  shall — 

18  "  (1)  upon  request  by  any  individual  to  gain  access 

19  to  any  record  pertaining  to  him  which  is  contained  in 

20  any   particular   system   of   records   maintained   by   the 

21  agency,  permit  him  to  gain  access  to  such  record  and 

22  have  a  copy  made  of  all  or  any  portion  thereof  in  a  form 

23  comprehensible  to  him ; 

24  "(2)  permit  such  individual  to  request  amendment 

25  of  a  record  pertaining  to  him  and  either— 

63-619   O  -  76  -  17 
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1  "  ( A )  make  *ny  correction  of  any  portion  thcre- 

2  of  which   the  individual   believes  is  not  accurate, 

3  relevant,  timely,  or  complete;  or 

4  "(fy    promptly  inform  such  individual  of  its 

5  refusal  to  amend  such  record  in  accordance  with  his 

6  request,  the  reason  f(«*  such  refusal,  the  procedures 

7  established  by  the  agency  for  the  individual  to  re- 

8  quest  a  review  by  the  agency  of  that  refusal,  and  the 

9  name  and  business  address  of  the  official  within  the 

10  agency  to  whom  the  request  for  review  may  be 

11  taken ; 

12  "(3)    permit   any   such  individual   who   disagrees 

13  with  the  agency's  refusal  to  amend  his  record  to  request 

14  review  of  such  refusal  by  the  official  named  in  accordance 

15  with  paragraph  (2)  (B)  ;  and  if,  after  such  review,  that 

16  official  also  refuses  to  amend  the  record  in  accordance 

17  with  the  request,  permit  the  individual  to  file  with  the 

18  agency  a  concise  statement  setting  forth  the  reasons  for 

19  his  disagreement  with  the  agency's  refusal;  and 

20  "(4)  in  any  disclosure  relevant  to  such  individual's 

21  disagreement  occurring  after  the  filing  of  the  statement 

22  under  paragraph   (3),  clearly  note  any  portion  of  such 

23  record  which  is  disputed  and  provide  copies  of  such 

24  statement  and,  if  the  agency  deems  it  appropriate,  cop- 

25  ies  of  a  concise  statement  of  the  agency's  reasons  for 
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1  not  making  the  amendments  requested,  to  persons  or 

2  other  agencies  to  whom  the  disputed  record  has  been 

3  disclosed. 

4  "(e)   Agency  Rules. — In  order  to  carry  out  the  pro- 

5  visions  of  this  section,  each  agency  that  maintains  a  system 

6  of  records  shall  promulgate  rules  in  accordance  with   the 

7  requirements,  including  that  of  general  notice,  of  section  553 

8  of  this  title.  Such  rules  shall — 

9  "(1)   include  a  notice  of  the  existence  and  charac- 

10  ter  of  each  system  of  records  which  the  agency  main- 

11  tains,  which  notice  shall  consist  of — 

12  "(A)    the   name   and   location   of   each   such 

13  system ; 

14  "  (B)    the  categories  of  individuals  on  whom 

15  records  are  maintained  in  such  system; 

16  "(0)   the#categories  of  information  maintained 

17  in  such  system;  and 

18  "(D)    the   title  and   business   address   of   the 

19  agency  official  or  employee  who  is  responsible  for 

20  such  system ; 

21  "(2)    establish  procedures  whereby  an  individual 

22  from  whom  information  pertaining  to  him  is  being  re- 

23  quested  is  apprised  of  the  general  purposes  for  which 

24  such  information  will  be  used ; 

25  "(3)    describe   the   policies   and   practices   of   the 
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1  agency  regarding  storage,  retrievabilhy,  access  controls, 

2  retention,  and  disposal  of  the  records; 

3  "(4)    describe  for  each   system   of  records,   each 

4  routine  purpose  for  which  the  records  contained  in  such 

5  system  are  used  or  intended  to  be  used,  including  the 

6  categories  of  users  of  the  records  for  each  such  purpose ; 

7  "  (5)  provide  that  any  record  which  is  used  by  the 

8  agency  in  making  any  determination  about  any  indi- 

9  vidual    is    maintained    with    such    accuracy,    relevance, 

10  timeliness,  and  completeness  as  is  necessary  to  assure 

11  fairness  to  the  individual  in  such  determination; 

12  "(6)    establish  procedures  whereby  an  individual 

13  can  be  notified  in  response  to  his  request  if  any  particu- 
^  lar  system  of  records  contains  a  record  pertaining  to  him; 
15  "(7)  define  reasonable  items,  places,  and  require- 
!6  ments  for  identifying  individuals  who  request  records 

17  pertaining  to  themselves  before  the  agency  shall  make 

18  such  records  available  to  such  individuals;' 

!9  "(8)    establish  procedures  for  the  disclosure  to  an 
individual  upon  his  request  of  records  pertaining  to  him, 

21  including  special  procedure,   if  deemed  necessary,   for 

22  the  disclosure  to  an  individual  of  medical  records,  includ- 

23  ing  psychological  records,  pertaining  to  him ; 

24  '"(9)  establish  procedures  for  reviewing  requests 
2^  from  individuals  concerning  the  amendment  of  records 
26  pertaining  to  such  individuals,  for  making  a  determina- 
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1  tion  on  such  requests,  for  appeals  within  the  agency  of 

2  initial  adverse  agency  determinations,  and  for  whatever 

3  additional  means   the  head  of  the  agency  may   deem 

4  necessary  for  each  individual  to  be  able  to  exercise  fully 

5  his  rights  under  this  section ;  and 

6  "  (10)   establish  fees  to  be  charged,  if  any,  to  indi- 

7  vi duals  for  making  copies  of  their  records,  excluding  the 

8  cost  of  any  search  for  such  records  and  review  of  them. 

9  "(f)(1)    Civil    Remedies. — Whenever   any   agency 

10  (A)    refuses  to  comply  with  an  individual  request  under 

11  subsection  (d)  (1)  of  this  section,  (B)  fails  to  maintain  any 

12  record  concerning  any  individual  with  such  accuracy,  rele- 

13  vance,  timeliness,  and  completeness  as  is  necessary  to  assure 

14  fairness  in  any  determination  relating  to  such  individual's 

15  qualifications,    character,    rights,    opportunities,    or   benefits 

16  that  may  be  made  on  the  basis  of  such  records  and  conse- 

17  quently  makes  such  a  determination  which  is  adverse  to  the 

18  individual,  or   (C)   fails  to  comply  with  any  other  provision 

19  of  this  section,  or  any  rule  promulgated  thereunder,  in  such 

20  a  way  as  to  have  an  adverse  effect  on  an  individual,  such 

21  individual  may  bring  a  civil  action  against  such  agency,  and 

22  the  district  courts   of   the   United   States   shall  have  juris- 

23  diction   in   such   matters   as   provided   by   paragraph    (4) 

24  of  this  subsection. 

25  "  (2)  (A)  In  any  suit  brought  pursuant  to  the  provisions 
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1  of  subsection  (f)  (1),  the  court  may  enjoin  the  agency  from 

2  withholding   the  records  and  order  the   production   to  the 

3  complainant  of   any   agency   records   improperly   withheld 

4  from  him.   In  such  a  case  the  court  shall  determine   the 

5  matter  de   novo,   and   may   examine   the   contents   of  any 

6  agency  records  in  camera  to  determine  whether  such  rec- 

7  ords  or  any  portion   thereof  may   be  withheld  under  any 

8  of  the   exemptions  set  forth  in  subsection    (i)    or    (j)    of 

9  this  section,  and  the  burden  is  on  the  agency  to  sustain  its 

10  action. 

11  "(B)   The  court  may  assess  against  the  United  States 

12  reasonable  attorney  fees  and  other  litigation  costs  reasonably 

13  incurred  in  any  case  under  this  paragraph  in  which   the 

14  complainant  has  substantially  prevailed. 

15  "(3)   In  any  suit  brought  pursuant  to  the  provisions  of 

16  subsection  (f)  (1)  in  which  the  court  determines — 

17  "(A)   that  the  agency's  refusal  or  failure  has  been 

18  willful,  the  agency  shall  be  liable  to  the  individual  in 

19  an  amount  equal  to  the  sum  of — 
"  (i)  actual  damages  sustained  by  the  individual 


20 


21  as  a  result  of  such  refusal  or  failure ; 


22 


"(ii)   punitive  damages  allowed  by  the  court; 


23  ^d 


24 
25 


"  (hi)    the  costs  of  the  action  together  with  rea- 
sonable attorney's  fees  as  determined  by  the  court; 


or 
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1  "(B)   that  the  agency's  refusal  or  failure  has  been 

2  negligent,  the  agency  shall  be  liable  to  the  individual  in 

3  an  amount  equal  to  the  pum  of — 

4  "(i)    any  actual  damages  sustained  by  the  in- 

5  dividual  as  a  result  of  such  refusal  or  failure;  and 

6  "  (ii)   tne  costs  °f tue  action  together  with  rea- 

7  sonable  attorney's  fees  as  determined  by  the  court. 

8  "(4)   An  action  to  enforce  any  liability  created  under 

9  this  section  may  be  brought  in   the   district  court  of  the 

10  United  States  in  the  district  in  which  the  complainant  resides, 

11  or  has  his  principal  place  of  business,  or  in  which  the  agency 

12  records  are  situated,  or  in  the  District  of  Columbia,  without 

13  regard  to  the  amount  in  controversy,  within  two  years  from 

14  the  date  on  which  the  cause  of  action  arises,  except  that 

15  where  an  agency  has  materially  and  willfully  misrepresented 

16  any  information  required  under  this  section  to  be  disclosed 

17  to  an  individual  and  the  information  so  misrepresented  is 

18  material  to  the  establishment  of  the  agency's  liability  to 

19  that  individual  under  this  section,  the  action  may  be  brought 

20  at  any  time  within  two  years  after  discovery  by  the  individual 

21  of  the  misrepresentation. 

22  "(g)  Rights  of  Legal  Guardians.— For  the  pur- 

23  poses  of  subsections   (b),   (d),  and   (f)   of  this  section,  the 

24  legal  guardian  of  any  individual  who  has  been  declared  to 

25  be  incompetent  due  to  physical  or  mental  incapacity  or  age 
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1  by  a  court  of  competent  jurisdiction  may  act  on  behalf  of 

2  such  individual. 

3  "(h)  (1)   Criminal  Penalties.— Any  officer  or  em- 

4  ployee  of  the  United  States,  who  by  virtue  of  his  employ- 

5  ment   or  official  position,  has  possession  of,   or  access   to, 

6  agency  records  which  contain  individually  identifiable   in- 

7  formation,  the  disclosure  of  which  is  prohibited  by  this  sec- 

8  tion  or  by  rules  or  regulations  established  pursuant  thereto, 

9  and  who  knowing  that  disclosure  of  such  specific  material 

10  is   so  prohibited,   willfully   discloses   such  material   in   any 

11  manner  to  any  person  or  agency  not  entitled  to  receive  it, 

12  shall  be  fined  not  more  than  $5,000. 

13  "(2)   Any  person  who  knowingly  and  willfully  requests 

14  or  obtains   any  record  concerning  an   individual  from   an 

15  agency  under  false  pretenses  shall  be  fined  not  more  than 

16  $5,000. 

17  "(i)   General  Exemptions.— Except  for  subsections 

18  (e)  (1)    and    (e)  (3),  the  provisions  of  this  section  shall 

19  not  apply  to  any  record  or  system  of  records  which  is — 

20  u  (1)   maintained  by  any  agency  to  the  extent  that 

21  the  President   determines  by  Executive   order,   on   an 

22  annual  basis,  that  providing  access  by  an  individual  to 

23  his  records  would  cause  serious  damage  to  the  national 

24  defense  or  foreign  policy ; 

25  "(2)     maintained    by    the    Central    Intelligence 

26  Agency;  or 
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1  "(3)     maintained    by    an    agency    or    component 

2  thereof  which  performs  as  its  principal  function   any 

3  activity  pertaining  to  the  enforcement  of  criminal  laws, 

4  including'  police  efforts  to  prevent,   control,   or  reduce 

5  crime  or  to  apprehend  criminals,  and  the  activities  of 

6  prosecutors,  courts,  correctional,  probation,  pardon,  or 

7  parole  authorities,  and  which  consists  of    (a)    informa- 

8  tion  compiled  for  the  purpose  of  identifying  individual 

9  criminal  offenders  and  alleged  offenders  and  consisting 

10  only  of  identifying  data  and  notations  of  arrests,   the 

11  nature  and  disposition  of  criminal  charges,  sentencing, 

12  confinement,  release,  and  parole  and  probation  status; 

13  (b)    information  compiled  for  the  purpose  of  a  crim- 

14  inal  investigation,  including  reports  of  informants  and 

15  investigators,  and  associated  with  an  identifiable   indi- 

16  vidual;  or  (c)  reports  identifiable  to  an  individual  com- 

17  piled  at  any  stage  of  the  process  of  enforcement  of  the 

18  criminal  laws  from  arrest  or  indictment  through  release 

19  from  supervision. 

20  "(j)    Specific  Exemptions.— Subsections    (b),    (c) 

21  (3),    (d),    (e)(2),  and   (e)     (6)    through    (10)    shall  not 

22  apply  to  any  record  or  system  of  records  which  is — 

23  "(1)    subject  to  the  provisions  of  section  552(b) 

24  (l)   of  this  title; 

25  "(2)    investigatory  material  compiled  for  law  en- 
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1  forcement   purposes,   except    to   the   extent    that    such 

2  material  is  within  the  scope  of  paragraph   (i)  (3)   or  is 

3  open  to  public  inspection  under  the  provisions  of  section 

4  552  (I))  (7)   of  this  title; 

5  "(3)   maintained  in  connection  with  providing  pro- 

6  tective  services  to  the  President  of  the   Tinted   States 

7  or  other  individuals  pursuant  to  section  3056  of  title  18, 

8  United  States  Code; 

9  "  (4)  investigatory  material- maintained  for  the  pur- 

10  pose  of  determining  initial  or  continuing  eligibility  or 

11  qualification  for  Federal  employment,  military  service. 

12  Federal  contracts,   or  access   to   classified   information; 

13  "(5)   material  used  for  appointment,  employment, 
1**            or  promotion  in  the  Federal  service;  or 

-15  "  (6)  required  by  statute  to  be  maintained  and  used 

!"  solely  as  statistical  research  or  reporting  records. 

17  "(k)  (1)  Archival  Records.— Agency  records  which 

1°     are  accepted  by  the  Administrator  of  General  Services  for 

19  storage,  processing,  and  servicing  in  accordance  with  section 

20  3103  of  title  44,  United  States  Code,  shall,  for  the  purposes 
of  this  section,  be  considered  to  be  maintained  by  the  agency 
which  deposited  the  records  and  shall  be  subject  to  the  pro- 

**  visions  of  this  section.  .The  Administrator  of  General  Services 
shall  not  disclose  such  records,  or  any  information  therein, 

*"'J  except  to  the  agency  which  maintains  the  records  or  pur- 
suant to  rules  established  by  that  agency.  „  „ 
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1  "(2)    Agency   records   pertaining  to   identifiable   indi- 

2  vidiuals  which  were  transferred  to  the  National  Archives  of 

3  the  United  States  as  records  which  have  sufficient  historical 

4  or  other  value  to  warrant   their  continued  preservation  by 

5  the  United  States  Government,  prior  to  the  effective  date  of 
q  this  section,  shall,  for  the  purposes  of  this  section,  be  con- 
7  sidered  to  be  maintained  by  the  National  Archives  and  shall 
g  not  be  subject  to  the  provisions  of  this  section. 

9  ''(3)    Agency   records  pertaining  to   identifiable   indi- 

40  viduals  which  are  transferred  to  the  National  Archives  of 

44  the  United  States  as  records  which  have  sufficient  historical 

42  or  other  value  to  warrant  their  continued  preservation  by 

j3  the  United  States  Government,  on  or  after  the  effective  date 

44  of  this  section,  shall,  for  the  purposes  of  this  section,  be  con- 

15  sidered  to  be  maintained  by  the  National  Archives  and  shall 

4(3  be  subject  to  all  provisions  of  this  section  except  subsection 

17  (c)  (4)  ;  (d)    (2),   (3),  "and  (4)  ;  (e)    (2),  (5),  and  (9)  ; 

18  (f)  (1)    (B)   and   (C);and   (f)  (3). 

19  "  (1)    Annual  Repokt.— The   President  shall  submit 

20  to  the  Speaker  of  the  House  and  the  President  of  the  Senate, 

24  by  June  30  of  each  calendar  year,  a  consolidated  report, 

22  separately  listing  for  each  Federal  agency  the  number  of 

23  records  contained  in  any  system  of  records  which  were  ex- 
04  empted  from  the  application  of  this  section  pursuant  to  the 

25  provisions  of  subsections   (i)   and    (j)   of  this  section  during 
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1  the  preceding  calendar  year,  and  the  reasons  for  such  ex- 

2  emptions,  and  such  other  information  as  indicates  efforts  to 

3  administer  fully  this  section." 

4  Sec.  4.  The  chapter  analysis  of  chapter  5  of  title  5, 

5  United  States  Code,  is  amended  by  inserting: 

"552a.  Records  about  individuals." 

6  immediately  below: 

"552.  Public    information;    agency    rules,    opinions,    orders,    and    pro- 
ceedings." 

7  Sec.  5.  (a)  Title  44,  United  States  Code,  is  amended 
g  by  adding  after  section  3506  the  following  new  section: 
9    "§  3506a.  Information   concerning  political  and   religious 

10  beliefs  and  activities 

H  "No  Federal  agency  shall  maintain  any  record  concem- 

12  ing  the  political  or  religious  belief  or  activity  of  any  individ- 

13  ual,  unless  expressly  authorized  by  statute  or  by  the  individ- 

14  ual  about  whom  the  record  is  maintained." 

15  (b)    The  chapter  analysis  of  chapter  35  of  title  44, 

16  United  States  Code,  is  amended  by  inserting: 

"3506a.  Information  concerning  political  and  religious  beliefs  and  activi- 
ties." 

17  immediately  below : 

"3506.  Determination  of  necessity  for  information ;  hearing." 

18 

Sec.  6.  The  amendments  made  by  this  Act  shall  become 
19 

effective  on  the  one  hundred  and  eightieth  dav  following  the 
20 

date  of  enactment  of  this  Act,  except  that  the  amendments 
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1  made  with  respect  to  section  552a  (e)    of  title  5,  United 

2  States  Code,  shall  become  effective  on  the  date  of  enactment 

3  of  this  Act. 
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93d  congress 

2d  Session 


Union  Calendar  No.  682 

H.  R.  16373 

[Report  No.  93-1416] 


IN  THE  HOUSE  OF  REPRESENTATIVES 

October  2. 1!»74 

Mr.  Moorhead  of  Pennsylvania  (for  himself,  Ms.  Abzuo,  Mr.  Alexander,  Mr. 
Broomfield.  Mr.  Erlenborn,  Mr.  Fascell,  Mr.  Goldwater,  Mr.  Gude,  Mr. 
Koch,  Mr.  Litton,  Mr.  McCloskey,  Mr.  Moss,  Mr.  Thone,  and  Mr. 
Wright)  introduced  the  following  bill;  which  was  referred  to  the  Com- 
mittee on  Government  Operations 

October  -l.  1974 

Reported  with  an  amendment,  committed  to  the  Committee  of  the  "Whole  House 
on  the  State  of  the  Union,  and  ordered  to  be  printed 

[Strike  out  all  after  the  enacting  clause  and  insert  the  part  printed  in  italic] 


A  BILL 

To  amend  title  5,  United  States  Code,  by  adding  a  section  552a 
to  safeguard  individual  privacy  from  the  misuse  of  Federal 
records  and  to  provide  that  individuals  be  granted  access 
to  records  concerning  them  which  are  maintained  by  Federal 
agencies. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  this  Aet  may  be  e4te<l  as  the  "Privacy  Aet  el  W^4^ 

4  <^tt^    9     (n\   TVip  Prmfrrroo  finrh  t.hni. 

5  -(4)-  the  privacy  el  ae  individual  is  directly  affected 

6  ey  the  collection,  maintenance,  ueej  aed  disoemination 

l  r\(    -r*  /-,  -»»n  r\  r\  r\  1     *  ■»-»  ( /~nov-»  nfiA^     Ktt     Ti   TTl  f>T*f>  I 

•  XTT    LK  I  InillUli   llll%Jl  llllhllXJll   IJ  V    i^CtrCTTTr 
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1  (2)    the  increasing  use  of  computers  and  oophio 

2  ticatcd  information  technology  hag  greatly  magnified  tbo 

3  harm  that  con  occur  from  any  oollootion,  maintenance, 

4  uflo,  and  dissemination  of  pergonal  information ; 

5  (3)    the  opportunities  for  an  individual  to  soouro 

6  employment,  insurance,  and  credit,  and  his  right  to  duo 

7  process,  and  other  legal  protootiono  are  ondangorod  by 

8  the  mieuso  of  certain  information  oyotoms ; 

9  (4)   the  right  to  privacy  is  a  pergonal  and  funda 

10  .mental  right  protected  by  the  Constitution  of  the  United 

11  States ;  and 

12  (5)   in  order  to  protect  the  privacy  of  individuals) 

13  identified  in  information  systems  maintained  by  Federal 
1*  agencies,  it  is  necessary  and  proper  for  the  Congress 

15  to  regulate  the  collection,  maintenance,  use,  and  din 

16  semination  of  information  by  ouch  agonoiost 

*"  (b)  The  purpose  of  this  Act  is  to  provide  certain  safo- 
*°  guards  for  an  individual  against  an  invasion  of  personal 
19    privacy  by  requiring  each  Federal  agency  to — 

™  ( 1 )  permit  an  individual  to  determine  what  records 
pertaining  to  him  arc  collected,  maintained,  used,  and 

on 

disseminated  by  each  such  agency ; 

no 

(2)  permit  an  individual  to  prevent  records  pertain 
ing  to  him  obtained  by  each  such  agency  for  a  particular 

purpose  from  being  used  or  made  available  for  another 

26 

purpose  without  hie  consent; 
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1  (8)    permit  nn  individual  to  gain  access  to  certain 

2  Federal  agency  records  pertaining  to  him,  to  have  ft 

3  copy  made  of  all  or  any  portion  thereof,  and  to  correct 

4  or  amend  such  records ] 

5  ( 1)  collect,  maintain,  use,  or  disseminate  any  record 

6  of   identifiable  personal   information  in  a  manner  that 

7  assures  that  r.nch  action  is  for  a  neoefisary  and  lawful 

8  purpose,  that  the  information  is  current  and  accurate  for 

9  ito  intended  use,  and  that  adequate  safeguards  arc  pro 

10  vided  to  prevent  mkuso  of  ouch  information; 

11  (5)   permit  exemptions  from  the  requirements  with 

12  respect  to  rooorde  provided  in  this  Act  only  in  those 

13  eases  where  there  is  an  important  public  policy  need  for 

14  such  exemption  as  hafl  been  determined  by  specific  statu- 

15  tory  authority;  find 

16  (6)   be  subject  to  civil  suit  for  any  damages  which 

17  occur  as  a  result  of  willful  or  negligent  action  which 

18  violates  any  individual's  righto  under  this  Act. 

19  Sec.  3.  Title  5,  United  States  Code,  is  amended  by 

20  adding  after  sootion  552  tho  following  new  section: 
2i     "§552a.  Records  maintained  on  individuals 

22  -  (a)    Definitions. — For  purposes  of  this  section — 

23  "(1)    the  term  'agency'  means  agency  as  defined 

24  in  section  552(c)    of  thin  title; 

25  "  (2) — the  term  'individual5  means  a  citizen  of  the 
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1  United  States  or  an  alien  lawfully  admitted  for  porma 

2  nont  residence; 

3  "(3)    the  term  'maintain'  includes  maintain,   col 

4  loot,  une,  or  disseminate; 

5  "  ( 1) — the   term   'record'   moans  any  collection  or 

6  grouping  of  data  about  an  individual  that  is  maintained 

7  by  an  agency  and  that  contains  his  name,  identifying 

8  number,  symbol,  or  other  identifying  particular  assigned 

9  to  eo-ch  such  individual ; 

10  "(5)   the  term  'system  of  records'  moans  a  group 

11  of  any  records  under  the  control  of  any  agency  from 

12  which  information  is  retrieved  by  tho  name  of  the  in- 

13  dividual   or  by   some   identifying  number,   symbol,   or 

14  other  identifying  particular  assigned  to  each  such  in- 

15  dividual;  and 

16  "  (0)  the  term  'statistical  research  or  reporting  roc 

17  ord'  means  a  record  in  a  system  of  records  assembled 

18  or  maintained  for  statistical  research  or  reporting  pur 

19  poses  only  and  not  used  in  whole  or  in  part  in  making 

20  any  determination  about  an  identifiable  individual,  ex 

21  oopt  as  provided  by  scotion  8  of  title  13,  United  States 

22  Code. 

23  "(b)   Conditions  of  Disclosure. — Xo  agency  shall 

24  disclose  an)T  record  to  any  person,  or  to  another  ageno3r, 

25  except  pursuant  to  a  written  request  by,  or  with  the  prior 

63-619   O  -  76  -  18 
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1  written  consent  of,  tho  individual  to  whom  tho  record  por 

2  tains,  unless  disclosure  would  he — 

3  "  ( 1 )  to  those  officer*,  and  omployoof.  of  thot  agency 

4  who  have  a  need  for  such  record  in  the  performance  of 

5  their  duties; 

6  "(2)   required  pursuant  to  section  552  of  thin  title 

7  or  any  other  Fodoral  statute; 

8  "  (3)  for  a  routine  we  described  in  any  rule  promul 

9  gated  pursuant  to  subsection  (c)  (1)  ; 

10  "(d)   to  tho  Bureau  of  the  Census  for  purposes  of 

11  planning  or  carrying  out  a  census  or  survey  pursuant  to 

12  tho  provisions  of  title  18,  United  States  Code; 

13  "(5)   whore  the  agency  determines  that  the  roeipi 

14  ent  of  such  record  has  provided  advance  adequate  writ- 

15  ton  assurance  that  tho  record  will  bo  used  solely  as  ft 

16  statistical  research  or  reporting  record,   and   is  to   be 
1?  transferred  in  a  form   that  is  not  individually  idonti 

18  fiablo; 

19  "(6)  when  transferred  to  the  National  Archives  of 

20  tho  United  Statoe  as  a  record  which  has  sufficient  his- 

21  torieal  or  other  value  to  warrant  its  continued  prosor 

22  vation  by  tho  United  States  Government,  or  for  ovahia 

23  tion  by  the  Administrator  of  General  Sorvioos  or  hi6 

24  designee    to    determine    whether   tho   record    has    suoh 

25  value ; 
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1  "  (7) — to  another  agonoy  or  to  an  instrumentality 

2  of  any  governmental  jurisdiction  within  or  under  the 

3  control  of  the  United  States  for  a  law   enforcement 

4  aotivity  if  ouch  activity  is  authorized  by  statute  and  if 

5  the  head  of  such  agency  or  instrumentality  has  made 

6  a  written  roqucsfc-io  the  agency  -^which  maintains  the 

7  record  specifying  the  partieular— portion  desired  and  the 

8  law  enforcement  aotivity  for  which  the  reoor4  is  sought ; 

9  -or — 

10  "  (8) — pursuant  to  a  showing   of   compelling   cir- 

11  oumstanoos .  affecting  the  health,   safety,   or  identifica 

12  tion  of  an  individual,  if  upon  such  disclosure  notification 

13  is    transmitted    to    the    last    known    address — of    such 

14  individual. 

15  "(c)  Accounting  of  Certain  Disclosures. — Each 

16  agency,  with  respect  to  each  system  of  rooords  under  ite 

17  control,  shall — 

18  "(1)  keep  an  accurate  accounting  of — 

19  "  (A) — the  date,  nature,  and  purpose  of  each 

20  disclosure  of  a  record  to  any  person  or  to  another 

21  ,        agenoy,  except  for  disclosures  mado  pursuant  to  sub 

22  F,  section  (h)    (1)  through  (6)  ;  and 

23  "(B)    tho  name  and  address  of  the  person  or 

24  agency  to  whom  such  disclosure  ie  made; 
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1  -  (2)  retain  tho  aooounting  mado  pursuant  to  para- 

2  graph    (1)    for  at  least  fivo  yoare  aftor  tho  disclosure 

3  for  which  such  aooounting  is  mado ; 

4  "(8)   except  for  disclosures  made  purauant  to  sub 

5  ecotion    (b)  (7),  make  the  aooounting  available  to  the 

6  individual  named  therein  at  his  request ;  and 

7  "  ( 4 )  inform  any  person  or  other  agency  about  any 

8  oorrcotion  or  notation  of  dispute  made  by  tho  agency 

9  in  accordance  with  subsection  (d)  of  any  record  that  hoe 

10  boon  disclosed  to  such  person  or  agenoy  within  two  years 

11  preceding  the  making  of  such  correction  of  tho  indi- 

12  viduaTs  record,  except  that  this  paragraph  shall  not 

13  apply  to  any  record  that  was  disclosed  prior  to  the 

14  effective  date  of  this  section  and  for  which  there  is  no 

15  accounting  of  such  disclosure, 

16  "(d)   Access  to  Records. — Each  agency  that  mob- 

17  tains  a  system  of  rooords  shall — 

18  "  (1)  upon  roquoot  by  any  individual  to  gain  accofle 

19  to  any  record  pertaining  to  him  which  is  contained  in 

20  any  particular  system   of  rooords  maintained   by   tho 

21  agency,  permit  him  to  gain  access  to  such  record  and 

22  have  a  copy  made  of  all  or  any  portion  thereof  in  a  form 

23  comprehensible  to  him ; 

24  "  (2)   permit  such  individual  to  requost  amendment 

25  of  a  record  pertaining  to  him  and  oithor — 
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1  "  (A)  make  any  eorreetion -of  any  portion  there 

2  of  which   the  individual -believes-  is  not  accuracy 

3  relevant,  timely,  or  complete ;  or 

4  "(B)    promptly  inform  such  individual  of  its 

5  refusal  to  amend  ouch  record  in  accordance  with  his 

6  request,  the  reason  for  sach  -refusaV^he  procedures 

7  established  by  the  agency  for  tho  individual  to  ro 

8  quest  a  review  by  the  agonoy  of  that  rofusal,  and  tho 

9  name  and  business  address  of  the  official  within  tho 

10  agonoy  to  whom  the  request  for  review  may  be 

11  taken; 

12  t  (3) — permit  any  such  individual  who   disagroos 

13  with  tho  agency's  refusal  to  amend  his  record  to  request 

14  reviow  of  suoh  rofusal  by  the  official  named  in  accordance 

15  with  paragraph  (2)  (B)  ;  and  if,  aft  or  suoh  review,  that 

16  official  also  refuses  to  amend  tho  rooord  in  accordance 

17  with  the  request,  permit  the  individual  to  file  with  the- 

18  agency  a  concise  statement  setting  forth  the  reasons  for 

19  his  disagreement  with  the  agency's  refusal;  and 

20  ^-(4)  4n  any  disclosure  relevant  to  such  individual's 

21  disagrccment-oeeufrmf-after  the  filing  of  the  statement 

22  under  paragraph   (3) ,  clearly  note  any  portion  of  such 

23  record  which  is  disputed  and  provide— copies   of  such 

24  8tatomoht  and,  if  the  agency  deems  it  appropriate,  cop- 

25  •    ios  of  a  concise  ^tatemen^of-the~  agency's  reasons  for 
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1  not   making  the*  amendments   n^iuv4ed.   to   persons   op' 

L>  otlior  agencies  towlmm  the  disputed  roeon!  ,bas  beon 

3  disclosed.  •• 

4  "(e)    Agency  RrLite.—In  order  to  cany-out  the  pro. 

5  viwionf.  of  this  section-,  each  ageney^tto  ma.inkuH*;  a  system 

6  of  records  shall  promulgate  'fiikv.  in- flccuidoncse,  with    tUo 

7  reqiiirenifflitfv  including  thai  of  general  notion,  of  section  >")."><; 

8  of  this  title;  Such  rules  shall — 

9  "(1)   include  a  notice  of  the  existence  and  chanua 

10  tor  of  each  system  of -records  which  the  agency  main- 

11  tains,  which  notice  sliall  consist  of — r- 

12  "  (A) — the  namO'  and   location   of    each    such 

13  '  system ; 

14  "(B)    the  categories  of  individuals:  on   whom 
15-  records  aro  maintained  in  such  system: 

16  "(C)    the  categories  of  information  .maintained 

17  in  Mich  system;  and  ,a             »■ 

18  "  (D) — the    title   and   business,  address   of   the 

19  agency  official  or .  employee  who  is- responsible  for 

20  such  system ; 

2i  "  (2) — establish  procedures  whereby  an   individual 

22  from  whom  information  pertaining  to  him  is  being  re- 

23  quested  is  apprised  of  the  general  purposes  for  which 

24  such  information  will  be  used;  ;   • 

25  "  (3) — dosoribo    tho   polioiofl    and   praotices    of    tke 
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1  agency  regarding  3 forage,  rctricvability,  access  controls, 

2  retention,  and  disposal  of  the  records ; 

3  "(4) — describe  for   each   systom   of  rooordo,    each 

4  routine  purpoao  for  which  tho  rooordo  oontainod  in  ouoh 

5  3ygtcm  arc  used  or  intended  to  be  used,  including  the 

6  categories  of  uscre  of  the  records  for  each  ouch  purpoao; 

7  "  (5)  provide  that  any  record  which  io  uood  by  tho 

8  agency  in  making  any  determination  about  any  indi- 

9  vtdual   is   maintained   with   such   accuracy,    rclovnnoc, 

10  timclincgg,  and  completeness  as  is  nooosoary  to  assure 

11  fairness  to  the  individual  in  such  determination; 

12  <Lffi) — establish  proccdurcg  whereby  an  individual- 

13  ean  be  notified  in  response  to  his  roquost  if  any  partiou 
W  lar  system  of  records  contains  a  record  portaming  to  him ; 

15  "(7)   define  reasonable  items,  places,  and  rcquiro 

16  ments  for  identifying  individuals  who  roquost  records 

17  pertaining  to  themselves  before  the  agency  shall  make 

18  stuL'h  records  available  to  such  individuals; 

19  "  (8)    establish  procedures  for  tho  disclosuro  to  an 

20  individual  upon  his  request  of  records  pertaining  to  him, 

21  including-  spocial  procoduro,   if  doomed  nooossary,   for 
the  disclosure  to  an  individual  of  medical  records,  includ- 

23  mg  psychological  records,  portaining  to  him; 

24  "(9)  estftblvsh-proocduros  for  reviewing  requests 
2J  from  individuals  concerning  the  amendment  of  records 
2"  pertatmng  to  such  individuals,  for  making  a  dctcrmina- 
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1  tion  on  such  requests,  for  appeal."  within  the  agency  of 

2  initial  adverse  agency  determinations,  and  for  whatever 

3  additional   means   the   head   of   the   agency   may   deem 

4  necessary  for  each  individual  to  he  ahle  to  exercise  fully 

5  hi?  rights  under  this  section ;  and 

6  "(10)   establish  fees  to  he  charged,  if  any,  to  indi 

7  viduals  for  making  copies  of  their  records,  excluding  the 

8  cost  of  any  search  for  such  records  and  review  of  thorn. 

9  "  ftH^^^*^  ^^e^EO.     Whenever    any    agency 

10  fAr) — refuses  to   comply   with   an   individual   request  under 

11  subsection  (d)  (1)  of  this  section,   (B)  fails  to  maintain  any 

12  record  concerning  any  individual  with  such  accuracy,  relc 

13  vanoe,  timelLncaa,  and  completeness  as  is  necessary  to  assure 

14  fairness  in  any  determination  relating  to  such  individual^ 

15  qualification!),    character^-   rights,    opportunities,    or   benefits 

16  -that  may  be  made  on  the  basis  of  such  records  and  consc 

17  quently  makes  such  a  determination  which  is  adverse  to  the 

18  individual,  or   (C)   fails  to  comply  with  any  other  provision 

19  of  this  section,  or  any  rule  promulgated  thereunder,  in  such 

20  a  wray  ao  to  have  an  adverse  effect  on  an  individual,  such 

21  individual  may  bring  a  civil  action  against  such  agency,  and 

22  the   district  courts   of   the    United   States   shall   have   juris 

23  diction    in    such    mattero    as    provided    by    paragraph — (4} 

24  of  this  subsection. 

25  "  (2)  (A)  In  any  writ  brought  pursuant  to  the  provisions 
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1  ef-stibseetion  (f}  (4 ) ,  the  courfmay  enjoin  tho  ngonoy  fa»m- 

2  withholding  the  records  and  order  the   produetion   to   the 

3  complainant   of  any   agency   records   improperly   withhold 

4  from  him.   In  such  a  case   the  court  shall  determine   the 

5  matter  dc   novo,   and   may   examine   the   contents   of  any 

6  agency  records  in  camera  to  determine  whether  guch  rcc- 

7  ords  or  any  portion  thereof  may  he  withheld  under  any 

8  of  the   exemptions   set  forth  in  subsection — (i-) — or — {j) — of 

9  ^fchis  section,  and  the  burden  is  on  the  agene}r  to  sustain  ifo- 

10  action, 

11  "(B)   The  L'uuit  limy  assess  against  the  United  States 

12  reasonable  attorney  foeo  and  other  litigation  costs  reasonably 

13  incurred  in  any  case  under  this  paragraph  in  which   the 
"  complainant  ha3  substantially  prevailed. 

15  "  ( 3 )   In  any  3uit  brought  pursuant  to  the  provisions  of 

16  subsection  (f)  (1)  in  which  the  court  determines — 

17  "(A)   that  the  agency's  refusal  or  failure  has  been 
1®           willful,  the  agency  3hall  be  liable  to  the  individual  in 

19  an  amount  equal  to  tho  sum  of — 

20  "-(i)  actual  damages  sustained  by  the  individual 
03  a  result  of  such  refusal  or  failure ; 

"(ii)    punitive  damages  allowed  by  the  court; 


22 


23  -an*      '■ 

24  "  (iii)    the  costs  of  the  action  together  with  rca 

25  gonable  attorney's  fees  as  determined  by  the  court; 

26  or 
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1  ''(IS)    th.U  the  agency's  refusal  or  failure  linn  been 

2  negligent,  the  agency  :-hall  bo  liable  to  tho  individual  in 

3  an  amount  equal  to  the  sum  of — 

4  "(t) — any  actual  damages  sustained  by  the  in 

5  dividual  as  a  result  of  such  refusal  or  failure;  and 

6  "  (ii)    the  costs  of  the  action  together  with  reav 

7  sonablo  attorney's  foeij  ao  determined  by  tho  court. 

8  "(1)    An  action  to  enforce  any  liability  created  under 

9  this  section  may  be   brought,  in   tho   district   court   of  the 

10  United  States  in  the  district  in  which  the  complainant  resides, 

11  or  has  his  principal  place  of  business  or  in  which  tho  agenoy 

12  records  arc  situated,  or  in  the  District  of  Columbia,  without 

13  regard  to  the  amount  in  controvoroy,  within  two  yours  from 

14  the  date  on  which  the  cause  of  action  arises,  except  that 

15  where  an  agency  has  materially  and  willfully  misrepresented 

16  any  information  required  under  this  section  to  be  disclosed 

17  to  an  individual  and  the  information  so  misrepresented  is 

18  material  to  the  establishment   of  the   agency's   liability   to 

19  that  individual  under  this  section,  the  action  may  bo  brought 

20  at  any  time  within  two  ycaro  after  diooovory  by  tho  individual 

21  of  the  miorcprooontation. 

22  "  (g)   Rights  of  Legal  Guabdianb. — For  the  pur 

23  poses  of  subsections   (b),    (d),  and   (f)    of  thin  oootion,  the 

24  legal  guardian  of  any  individual  who  has  been  declared  to 

25  be  incompetent  due  to  physical  or  mental  incapacity  or  ago 


271 


14 

1  by  a  court  of  competent  jurisdiction  may  act  on  behalf  of 

2  ouch  individual. 

3  "(h)  (1)   Criminal  Penalties. — Any  officer  or  em 

4  ployec  of  the  United  States,  who  by  virtue  of  his  employ- 

5  ment   or  official  position,   has  possession  of,   or  access   to, 

6  agency  records  which  contain  individually  identifiable   in 

7  formation,  the  disclosure  of  which  is  prohibited  by  this  sec 

8  &on-  or  by  rules  or  regulations  established  pursuant  thereto, 

9  and  who  knowing  that  disclosure  of  such  specific  material 

10  is   so   prohibited,   willfully   discloses   such   material   in   any 

11  manner  to  any  person  or  agoncy  not  entitled  to  receive  it, 

12  shall  be  fined  not  more  than  $0,000: 

13  "  (2)    Any  person  who  knowingly  and  willfully  requests 

14  or  obtains   any  record   concerning  an   individual  from   an 

15  agoncy  under  false  pretenses  shall  bo  fined  not  more  than 

16  $5,000. 

17  "(i)   General  Exemptions. — Except  for  subsections 

18  (c)  (1) — ftiwl — (c)  (3),  the  provisions  of  this  section  shall 

19  not  apply  to  anyrocord  or  system  of  records  which  is — 

20  "  ( 1 )   maintained  by  any  agency  to  the  extent  that 

21  -the   President   determines   by  Executive   order,   on   an 

22  annual  basis,  that  providing  aocc99  by  an  individual  to 

23  his  records  wTould  cause  serious  damage  to  the  national 

24  defense  or  foreign  policy; 

25  "-(-£} — maintained — by — the — Central — Intelligence 

26  Agency;  or 


15 

1  ''f^") — maintained — by — tm — agency — or — component 

2  thereof   which   perforins   as   its   principal   function   any 

3  activity  pertaining  to  the  enforcement  of  criminal  laws, 

4  including  police   efforts   to  prevent,   control,   or  reduce 

5  crime  or  to  apprehend  criminal*,  and  the  activities  of 

6  prosecutors,  courts,  correctional,  probation,  pardon,  or 

7  parole  authorities,  and  which  consists  of    (a) — informa- 

8  tion  compiled  for  the  purpose  of  identifying  individual 

9  criminal  offenders  and  alleged  offenders  and  consisting 

10  only  of  identifying  data  and  notations  of  arrests,   the 

11  nature  and  disposition  of  criminal  charges,  sentencing, 

12  confinement,  release,  and  parole  and  probation  status; 

13  (b)    information  compiled  for  the  purpose  of  a  crim 

14  inal  investigation,  including  reports  of  informants  and 

15  investigators,  and  associated  with  an  identifiable  mdi 

16  vidual;  or  (c)  reports  identifiable  to  an  individual  com- 

17  piled  at  any  stage  of  the  process  of  enforcement  of  the 

18  criminal  laws  from  arrest  or  indictment  through  release 

19  from  supervision. 

20  "(j)    BrEOiFic  Exemptions. — Subsections — fb^ — (^ 

21  (3),    (d),    (c)(2),  and   (c)     (6)    through    (10)    shall  not 

22  apply  to  any  record  or  system  of  records  which  in — 

23  "{1)    subject  to  the  provisions  of  section  558(b) 

24  (1)    of  this  title; 

25  u(2)    investigatory  material  compiled  for  law  on 
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1  foroomont   purposes,    except    to    the    extent    that    such 

2  material  is  within  the  scope  of  paragraph   (i)  (3)    or  is 

3  open  to  public  inspection  under  the  provisions  of  section 

4  5D2(b)  (7)   of  this  title; 

5  "  (8)  maintained  in  connection  with  providing  pro 

6  tcctivc  scrvicc3  to  the  President  of  the  United  Stateo 

7  or  other  individuals  pursuant  to  section  3056  of  title  18, 

8  United  States  Code; 

9  "(d)  investigatory  material  maintained  for  the  pur 

10  pose  of  determining  initial  or  continuing  eligibility  or 

11  qualification  for  Federal  employment,  military  oervioo, 

12  Federal  contracts,  or  access  to  classified  information; 

13  "(5)   material  used  for  appointment,  employment, 
!4            or  promotion  in  the  Federal  service;  or 

15  "(C)  required  by  statute  to  be  maintained  and  used 

*®  solely  as  statistical  research  or  reporting  records. 

17  "(k)  (1)  Archival  Records.    Agency  records  which 

1°    are  accepted  by  the  Administrator  of  General  Services  for 

19  storage,  processing,  and  servicing  in  accordance  with  section 

20  3103  of  title  44,  United  States  Code,  shall,  for  the  purposes 
of  this  section,  be  considered  to  be  maintained  by  the  agency 

,  which  deposited  the  records  and  shall  be  subject  to  the  pro 
visions  of  this  section.  The  Administrator  of  General  Services 
shall  not  disclose  such  records,  or  any  information  therein, 
0     except  to  tho  agency  which  maintains  the  records  or  pur 
suant  to  rules  established  by  that  agency. 
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1  "  f&) — Ageaey    record.*   pertaining   to   identifiable   indi 

2  vidiuaki  which  were  tian;<lcrrcd  to  the  National  Archive*  of 

3  the  United  States  an  records  whieh  have  -.mffioiont  historical 

4  or  other  value   to  warrant  their  continued  preservation  by 
g  the  United  Slate.*  (iovcinmcnt,  prior  to  the  offootivo  date  of 
(;  thin  section,  idmll,  for  the  pwppeaes  of  thi*  section,  be  eon 
7  Adored  to  he  maintained  by  the  National  Archives  nnd  oho  11 
g  *K>t  be  subject  to  the  provisions  of  this  section. 

9  "~(*H — Agency   records   pertaining   to   identifiable   indi 

10  viduals  whieh  are  transferred  to  the  National  Archives  of 

11  the  United  States  as  records  whieh  have  sufficient  historical 
Y2  or  other  value  to  warrant  their  continued  preservation  by 

13  the  United  States  Government,  on  or  after  the  effective  date 

14  *4-this  section,  shall,  for  the  purposes  of  this  flection,  be  con 

15  sidcrcd  to  he  maintained  by  the  National  Archives  and  shall 
1(3  he  -subject  to  all  provisions  of  this  f.oction  except  subsection 

17  {*•)(!);  (d)    (3),  (3),nnd  (1);  (c)    (3),  (5), and  (9); 

18  (0(1)    (B)  and   (C);and   (f)  (ij). 

19  "(1)    Annual  EnronT. — The   President  shall  submit 

20  to-the  Speaker  of  the  House  and  the  President  of  the  Senate, 
2i  by  June  30  of  each  calendar  year,  a  consolidated  report, 

22  separately  listing  for  each  Federal  agency  the  number  of 

23  records  contained  in  any  system  of  rocords  which  were  ex- 

24  tempted  from  the  application  of  thio  section  pursuant  to  the 

25  provisions  of  subjections   (i)    and    (j)   of  this  section  during 
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1  the  preceding  calendar  year,  and  the  reasons  for  such  ex 

2  emptions,  and  such  other  information  as  indicates  efforts  to 

3  adminiotor  fully  thi6  section." 

4  Seo.  4.  The  chapter  analysis  of  chapter  5  of  title  5, 

5  United  States  Code,  is  amended  by  inserting: 

"552ft.  Hecorda  about  individuals.'7 

6  immediately  below: 

"552.  Public    information; — agency — rules, — opinions,   orders, — and — pro- 
ceedings.-77 

7  Sec.  5.  (a)  Title  44,  United  States  Code,  is  amended 
g  by  adding  after  section  8506  the  following  nc*w  section: 
9    "§  3506a.  Information  concerning  political   and   religious 

10  beliefs  and  activities 

11  "No  Federal  agency  shall  maintain  any  record  concern 

12  ing  the  political  or  religious  belief  or  activity  of  any  individ- 

13  uttl,  unless  expressly  authorised  by  statute  or  by  the  individ- 

14  ual  about  whom  the  record  is  mainftaincd." 

15  (b)    The  chapter  analysis  of- chapter  35  of  title  44, 

16  United  States  Code,  is  amended  by  inserting: 

^OfrOfia.  Information  concerning  political  and  roligiouo  boliofo  <wid  a-otivi 
tico.77 

17  immediately  below : 

"3506.  Determination  of  necoooity  fop  information ;  hooping.'7 

18 

Sec.  0.  The  amendments  made  by  this  Act  shall  become 
19 

effective  on  the  one  hundred  and  oightioth  day  following  tho 
20 

date  of  onaotmont  of  this  Act,  oxeopt  that  tho  amendments 
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1  made  with  respect  te  section  552a  (e)  -el  title  -&-,  United 

2  State  Code,  skaH  become  effective  en  tbe  date  el  enactment 

4  TViaf  this  Act  may  be  cited  as  the  "Privacy  Act  of  1974". 

5  Sec.  2.  (a)  The  Congress  finds  that — 

6  (1)    the  privacy  of  an   individual  is  directly  af- 

7  fected  by  the  collection,  maintenance,  use,  and  dissemina- 

8  Hon  of  personal  information  by  Federal  agencies; 

9  (2)  the  increasing  use  of  computers  and  sophisti- 

10  cated    information    technology,    while    essential    to    the 

11  efficient  operations  of  the  Government,  has  greatly  mag- 

12  nified  the  harm  to  individual  privacy  that  can  occur 

13  from  any  collection,  maintenance,  use,  or  dissemination 
M  of  personal  information; 

15  (3)   the  opportunities  for  an  individual  to  secure 

*"  employment,  insurance,  and  credit,  and  his  right  to  due 

1'  process,  and  other  legal  protections  are  endangered  by 

1°  the  misuse  of  certain  information  systems; 

19  (4)  the  right  to  privacy  is  a  personal  and  funda- 

20  mental  right  protected  by  the  Constitution  of  the  United 

21  States;  and 

22  (5)  in  order  to  protect  the  privacy  of  individuals 

23  identified  in  information  systems  maintained  by  Fed- 

24  eral  agencies,  it  is  necessary  and  proper  for  the  Con- 
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1  gress  to  regulate  the  collection,  maintenance,  use,  and 

2  dissemination  of  information  by  such  agencies. 

3  (b)  The  purpose  of  this  Act  is  to  provide  certain  safe- 

4  guards  for  an  individual  against  an  invasion  of  personal 

5  privacy  by  requiring  Federal  agencies,  except  as  otherwise 

6  provided  by  law,  to — 

7  (1)   permit  an  individual  to  determine  what  rec- 

8  ords  pertaining  to  him  are  collected,  maintained,  used, 

9  or  disseminated  by  such  agencies; 

10  (2)   permit  an  individual  to  prevent  records  per- 
il taining  to  him  obtained  by  such  agencies  for  a  particu- 

12  lar  purpose  from  being  used  or  made  available  for  an- 

13  other  purpose  without  his  consent; 

14  (3)  permit  an  individual  to  gain  access  to  informa- 

15  tion  pertaining  to  him  in  Federal  agency  records,   to 

16  have  a  copy  made  of  all  or  any  portion  thereof,  and 

17  to  correct  or  amend  such  records; 

18  (4)  collect,  maintain,  use,  or  disseminate  any  rec- 

19  ord  of  identifiable  personal  information  in  a  manner 

20  that  assures  that  such  action  is  for  a  necessary  and  law- 

21  ful  purpose,  that  the  information  is  current  and  accu- 

22  rate  for  its  intended  use,  and  that  adequate  safeguards 

23  are  provided  to  prevent  misuse  of  such  information; 

24  (5)  permit  exemptions  from  the  requirements  with 

25  respect  to  records  provided  in  this  Act  only  in  those  cases 

63-619   O  -  76  -  19 
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1  where  there  is  an  important  public  policy  need  for  such 

2  exemption  as  has  been  determined  by  specific  statutory 

3  authority;  and 

4  (6)  be  subject  to  civil  suit  for  any  damages  which 

5  occur  as  a   result  of  willful,   arbitrary,   or  capricious 

6  action  which  violates  any  individual' s  rights  under  this 

7  Act, 

8  Sec.  3.   Title  5,   United  States  Code,  is  amended  by 

9  adding  after  section  552  the  following  new  section: 

10  "§  552a.  Records  maintained  on  individuals 

11  "(a)  Definitions. — For  purposes  of  this  section — 

12  "(1)  the  term  'agency1  means  agency  as  defined  in 

13  section  552(e)  of  this  title; 

14  "(2)   the  term  'individual!  means  a  citizen  of  the 

15  United  States  or  an  alien  lawfully  admitted  for  perma- 

16  nent  residence; 

17  *    "(3)  the  term  'maintain'  includes  maintain,  collect, 

18  use,  or  disseminate; 

19  "(4)    the   term    'record1    means   any   collection   or 

20  grouping  of  information   about  an  individual  that  is 

21  maintained  by  an  agency  and  that  contains  his  name, 

22  or  the  identifying  number,  symbol,  or  other  identifying 

23  particular  assigned  to  the  individual; 

24  "(5)  the  term  'system  of  records1  means  a  group  of 

25  any  records  under  the  control  of  any  agency  from  which 
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1  information  is  retrieved  by  the  name  of  the  individual  or 

2  by  some  identifying  number,  symbol,  or  other  identifying 

3  particular  assigned  to  the  individual;  and 

4  "(6)    the    term    'statistical    research    or    reporting 

5  record'  means  a  record  in  a  system  of  records  maintained 

6  for  statistical  research  or  reporting  purposes  only  and 

7  not  used  in  whole  or  in  part  in  making  any  determination 

8  about  an  identifiable  individual,  except  as  provided  by 

9  section  8  of  title  13. 

10  "(b)  Conditions  of  Disclosure. — No  agency  shall 

11  disclose  any  record  which  is  contained  in  a  system  of  records 

12  by  any  means  of  communication  to  any  person,  or  to  an- 

13  other  agency,  except  pursuant  to  a  written  request  by,  or 

14  with  the  prior  written  consent  of,  the  individual  to  whom 

15  the  record  pertains,  unless  disclosure  of  the  record  would  be — 

16  "(1)  to  those  officers  and  employees  of  the  agency 

17  which  maintains  the  record  who  have  a  need  for  the 

18  record  in  the  performance  of  their  duties; 

19  "(%)  for  a  routine  use  described  in  any  rule  pro- 

20  mulgated    under  subsection  (e)  (2)  (D)  of  this  section; 

21  "(3)  to  the  Bureau  of  the  Census  for  purposes  of 

22  planning  or  carrying  out  a  census  or  survey  or  related 

23  activity  pursuant  to  the  provisions  of  title  13; 

24  "(4)   to  a  recipient  who  has  provided  the  agency 

25  with  advance  adequate  written  assurance  that  the  record 
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1  will  be  used  solely  as  a  statistical  research  or  reporting 

j  record,  and  the  record  is  to  be  transferred  in  a  form  that 

3  is  not  individually  identifiable; 

4  "(5)  to  the  National  Archives  of  the  United  States 

5  as  a  record  which  has  sufficient  historical  or  other  value 
g  to  warrant  its  continued  preservation  bi/  the  United 
rj  States  Government,  or  for  evaluation  by  the  Adminis- 
g  trator  of  General  Services  or  his  designee  to  determine 
9  whether  the  record  has  such  value; 

10  u(6)  to  another  agency  or  to  an  instrumentality  of 

H  any  governmental  jurisdiction  within  or  under  the  con- 

12  trol  of  the  United  States  for  a  law  enforcement  activity 

13  if  the  activity  is  authorized  by  law,   and  if  the   head 

14  of  the  agency  or  instrumentality  has  made  a  written  re- 

15  quest  to  the  agency  which  maintains  the  record  specif y- 

16  ing  the  particular  portion  desired  and  the  law  enforce- 

17  ment  activity  for  which  the  record  is  sought; 

18  "(7)  pursuant  to  a  showing  of  compelling  circum- 

19  stances  affecting  the  health  or  safety  of  an  individual,  if 

20  upon   the   disclosure   notification   is   transmitted   to    the 

21  last  known  address  of  the  individual;  or 

22  "(8)  to  either  House  of  Congress,  or,  to  the  extent  of 

23  matter  within  its  jurisdiction,  any  committee  or  subcom- 

24  mittee  thereof,  or  any  joint  committee  of  Congress  or 

25  subcommittee  of  any  such  joint  committee. 
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1  "(c)  Accounting  of  Certain  Disclosures. — Each 

2  agency,   with  respect  to  each  system  of  records  under  its 

3  control,  shall — 

4  "(1)   except  for  disclosures  made  under  subsection 

5  (b)  (1)  of  this  section  or  disclosures  to  the  public  from 

6  records  which  by  law  or  regulation  are  open  to  public 

7  inspection  or  copying,  keep  an  accurate  accounting  of — 

8  "(A)    the  date,   nature,   and  purpose  of  each 

9  disclosure   of   a    record   to   any  person    or   to    an- 

10  other  agency  made  under  subsection  (b)  of  this  sec- 

11  tion;  and 

12  "(B)   the  name  and  address  of  the  person  or 

13  agency  to  whom  the  disclosure  is  made; 

14  "(2)  retain  the  accounting  made  under  paragraph 

15  (1)   of  this  subsection  for  at  least  five  years  after  the 

16  disclosure  for  which  the  accounting  is  made; 

17  "(3)   except  for  disclosures  made  under  subsection 

18  (b)(6)  of  this  section,  make  the  accounting  made  under 

19  paragraph   (1)   of  this  subsection  available  to  the  indi- 

20  vidual  named  in  the  record  at  his  request;  and 

21  "(4)  inform  any  person  or  other  agency  about  any 

22  correction  or  notation  of  dispute  made  by  the  agency  in 

23  accordance  with  subsection   (d)   of  this  section  of  any 

24  record  that  has  been  disclosed  to  the  person  or  agency 

25  within  two  years  preceding  the  making  of  the  correction 
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1  of  the  record  of  the  individual,  except  that  this  paragrdph 

2  shall  not  apply  to  any  record  that  was  disclosed  prior  to 

3  the  effective  dole  of  this  section  or  for  which  no  account- 

4  ing  of  the  disclosure  is  required. 

5  "(d)  Access  to  Records. — Each  agency  that  main- 

6  tains  a  system  of  records  shall — 

7  "(1)  upon  request  by  any  individual  to  gain  access  to 

8  his   record   or   to    any   information   pertaining   to    him 

9  which  is  contained  in  the  system,  permit  him  to  review 

10  the  record  and  hare  a  copy  made  of  all  or  any  portion 

11  thereof  in  a  form  comprehensible  to  him ; 

12  "(2)  permit  the  individual  to  request  amendment  of 

13  a  record  pertaining  to  him  and  either — 

14  "(A)  make  any  correction  of  any  portion  there- 

15  of  which  the  individual  believes  is  not  accurate,  re- 

16  levant,  timely,  or  complete;  or 

17  "(B)  promptly  inform  the  individual  of  its  rc- 

18  fusal  to  amend  the  record  in  accordance  with  his  re- 

19  quest,    the    reason   for   the   refusal,    the   procedures 

20  established  by  the  agency  for  the  individual  to  request 

21  a  review  by  the  agency  of  that  refusal,  and  the  name 

22  and  business  address  of  the  official  within  the  agency 

23  fo  whom  the  request  for  review  may  be  taken; 

24  "(3)  permit  any  individual  who  disagrees  with  the 

25  refusal  of  the  agency  to  amend  his  record  to  request  re- 
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1  view  of  the  refusal  by  the  official  named  in  accordance 

2  with  paragraph  (2)  (B)  of  this  subsection;  and  if,  after 

3  the  review,  that  official  also  refuses  to  amend  the  record 

4  in  accordance  with  the  request,  permit  the  individual  to 

5  file  with  the  agency  a  concise  statement  setting  forth  the 

6  reasons  for  his   disagreement  with   the   refusal   of   the 

7  agency;  and 

8  "(4)    in    any    disclosure,    containing    information 

9  about  which  the  individual  has  filed  a  statement  of  dis- 

10  agreement,   occurring  after  the  filing  of   the   statement 

11  under  paragraph  (3)  of  this  subsection,  clearly  note  any 

12  portion  of  the  record  ichich  is  disputed  and.   upon  re- 

13  quest,  provide  copies  of  the  statement  and,  if  tin   agency 

14  deems  it  appropriate,  copies  of  a  concise  statement  of  the 

15  reasons  of  the  agency  for  not  making  the  amendments 

16  requested,  to  persons  or  other  agencies  to  whom  the  dis- 

17  puted  record  has  been  disclosed. 

18  "(e)    Agency    Requirements. — Each    agency    that 

19  maintains  a  system  of  records  shall — 

20  "(1)  inform  each  individual  whom  it  asks  to  supply 

21  information,  on  the  form  which  it  uses  to  collect  the  in- 

22  formation  or  on  a  separate  form  that  can  be  retained 

23  by  the  individual — 

24  "(A)   which  Federal  statute  or  regulation,   if 

25  any,  requires  disclosure  of  the  information; 
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1  "(B)    the  principal  purpose   or  purposes  for 

2  which  the  information  is  intended  to  be  used; 

3  "(C)  other  purposes  for  which  the  information 

4  may  be  used,  as  published  pursuant  to  paragraph 

5  (2)  (D)  of  this  subsection;  and 

6  "(D)  the  effects  on  him,  if  any,  of  not  provid- 

7  ing  all  or  any  pari  of  the  requested  information ; 

8  "(2)  publish  in  the  Federal  Register  at  least  an- 

9  nually  a  notice  of  the  existence  and  character  of  the 

10  system  of  records,  which  notice  shall  include — 

11  "(A)  the  name  and  location  of  the  system; 

12  "(B)    the  categories  of  individuals  on   whom 

13  records  are  maintained  in  the  system; 

14  "(C)   the  categories  of  records  maintained  in 

15  the  system; 

16  "(D)  each  routine  purpose  for  which  the  records 

17  contained  in  the  system  are  used  or  intended  to  be 

18  used,  including  the  categories  of  users  of  the  records 

19  for  each  such  purpose; 

20  "(E)  the  policies  and  practices  of  the  agency  re- 

21  yarding  storage,  retriev ability,  access  controls,  reten- 

22  tion,  and  disposal  of  the  records; 

23  "(F)  the  title  and  business  address  of  the  agency 

24  official  who  is  responsible  for  the  system  of  records; 

25  "(G)    the  agency  procedures  whereby  an  in- 
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1  dividual  can  be  notified  at  his  request  if  the  system  of 

2  records  contains  a  record  pertaining  to  him;  and 

3  "(H)    the  agency  procedures  whereby  an  in- 

4  dividual  can  be  notified  at  his  request  how  he  can 

5  gain  access  to  any  record  pertaining  to  him  con- 

6  tained  in  the  system  of  records,  and  how  he  can 

7  contest  its  content; 

8  "(3)  maintain  all  records  which  are  used  by  the 

9  agency  in  making  any  determination  about  any  indi- 

10  vidual  with  such   accuracy,   relevance,    timeliness,    and 

11  completeness  as  is  reasonably  necessary  to  assure  fair- 

12  ness  to  the  individual  in  the  determination;  and 

13  "(4)  maintain  no  record  concerning  the  political  or 

14  religious  belief  or  activity  of  any  individual,  unless  ex- 

15  pressly  authorized  by  statute  or  by  the  individual  about 

16  whom  the  record  is  maintained. 

17  "(f)  Agency  Rules.— In  order  to  carry  out  the  provi- 

18  sions  of  this  section,  each  agency  that  maintains  a  system 

19  of  records  shall  promulgate  rules,  in  accordance  with  the  re- 

20  quirements  (including  general  notice)  of  section  553  of  this 

21  title,  ivhich  shall — 

22  "(1)    establish  procedures  whereby   an   individual 

23  can  be  notified  in  response  to  his  request  if  any  system 

24  of  records  named  by  the  individual  contains  a   record 

25  pertaining  to  him; 
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1  "(2)   defvm    reasonable  times,  places,  and  require- 

2  ments  for  identifying  an  individual  who  requests  his  rec- 

3  ord  or  information  pertaining  to  him  before  the  agency 

4  shall  make  the  record  or  information  available  to  the 

5  individual; 

g  "(3)  establish  procedures  for  the  disclosure  to  an 

7  individual  upon  his  request  of  his  record  or  information 

8  pertaining    to    him,    including    special    procedure,    if 

9  deemed  necessary,  for  the  disclosure  to  an  individual 
10  of  medical  records,  including  psychological  records,  per- 
il taining  to  him; 

12  "(4:)   establish  procedures  for  reviewing  a  request 

13  from  an  individual  concerning  the  amendment  of  any 

14  record  or  information  pertaining  to  the  individual,  for 

15  making  a  determination  on  the  request,  for  an  appeal 

16  within  the  agency  of  an  initial  adverse  agency  determi- 

17  nation,  and  for  whatever  additional  means  the  head  of 

18  the  agency  may  deem  necessary  for  each  individual  to 

19  be  able  to  exercise  fully  his  rights  under  this  section;  and 

20  "(5)  establish  fees  to  be  charged,  if  any,  to  any  in- 

21  dividual  for  making  copies  of  his  record,  excluding  the 

22  cost  of  any  search  for  and  review  of  the  record. 

23  The  Office  of  the  Federal  Register  shall  annually  compile  and 

24  publish  the  rules  promulgated  under  this  subsection  in  a  form 

25  available  to  the  public  at  low  cost. 
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1  "(g)(1)    Civil    Remedies. — Whenever    any    agency 

2  (A)  refuses  to  comply  with  an  individual  request  under  sub- 

3  section  (d)  (1)  of  this  section,  (B)  fails  to  maintain  any  rec- 

4  ord  concerning  any  individual  ivith  such  accuracy,  relevance, 

5  timeliness,  and  completeness  as  is  necessary  to  assure  fairness 

6  in  any  determination  relating  to  the  qualifications,  character, 

7  rights,  or  opportunities  of,  or  benefits  to  the  individual  that 

8  may  be  made  on  the  basis  of  records  and  consequently  a 

9  determination  is  made  which  is  adverse  to  the  individual, 

10  or   (C)   fails  to  comply  with  any  other  provision  of  this 

11  section,    or   any   rule   promulgated   thereunder,    in   such    a 

12  way  as  to  have  an  adverse  effect  on  an  individual,  the  individ- 

13  ual  may  bring  a  civil  action  against  the  agency,   and  the 

14  district  courts  of  the  United  States  shall  have  jurisdiction  in 

15  the  matters  under  the  provisions  of  this  subsection. 

16  "(2)  (A)  In  any  suit  brought  under  the  provisions  of 

17  subsection  (g)(1)(A)  of  this  section,  the  court  may  enjoin 

18  the  agency  from  withholding  the  records  and  order  the  pro- 

19  duction  to  the  complainant  of  any  agency  records  improperly 

20  withheld  from  him.  In  such  a  case  the  court  shall  determine 

21  the  matter  de  novo,  and  may  examine  the  contents  of  any 

22  agency  records  in  camera  to  determine  whether  the  records  or 

23  any  portion  thereof  may  be  withheld  under  any  of  the  ex- 

24  emptions  set  forth   in  subsection   (j)   or   (k)   of  this  section, 

25  and  the  burden  is  on  the  ageney  to  sustain  its  action. 
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1  "(B)    The  court  may  assess  against,  the  United  States 

2  reasonabli  attorney  fees  and  other  litigation  costs  reasonably 
:;  incurred  in  any  ease  under  this  paragraph  in  which  the  com- 

4  plainani  has  substantially  prevailed. 

5  "(3)  In  any  suit  brought  under  tin  provisions  of  sub- 

g  section    (g)(1)     (B)    or    ((')    of   this   section    in    irhich    the 

7  court  determines  that   the  agency  acted  in   a   manner  which 

8  was  willful,  arbitrary^  or  capricious,  the  United  States  shod 

9  be  liable  to  the  individual  in  an  amount  equal  to  the  sum  of — 

10  "(A)  actual  damages  sustained  by  the  individual  as 

11  a  result  of  the  refusal  or  failure;  and 

12  "(B)  the  costs  of  the  action  together  with  reasonable 

13  attorney  fees  as  determined  by  the  court. 

14  "(4)  An  action  to  enforce  any  liability  created  under 

15  this  section  may  be  brought  in  the  district  court  of  the  United 

16  States  in  the  district  in  which  the  complainant  resides,   or 
IT  has  his  principal  place  of  business,  or  in  which  the  agency 

18  records  are  situated,  or  in  the  District  of  Columbia,  without 

19  regard  to  the  amount  in  controversy,  within  two  years  from 

20  the  date  on  which  the  cause  of  action  arises,  except  that  where 

21  an  agency  has  materially  and  willfully  misrepresented  any 

22  information  required  under  this  section  to  be  disclosed  to  an 
2'.l  individual  and  the  information  so  misrepresented  is  material 

24  to  the  establishment  of  the  liability  of  the  agency  to  the  indi- 

25  vidua!  under  this  section,  the  action  may  be  brought  at  any 
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1  time  within  two  years  after  discovery  by  the  individual  of 

2  the  misrepresentation. 

3  "-(h)  Rkhits  of  Legal  Guardians.— For  the  pur- 

4  poses  of  this  section,  the  parent  of  any  minor,  or  the  legal 

5  guardian  of  any  individual  who  has  been  declared  to  be  in- 

6  competent  due  to  physical  or  mental  incapacity  or  age  by  a 

7  court  of  competent  jurisdiction,   may  act  on  behalf  of  the 

8  individual. 

9  "(i)(l)   Criminal  Penalties. — Any     officer  or  em- 

10  ployee  of  the  United  States,  who  by  virtue  of  his  employment 

11  or  official  position,  has  possession  of,  or  access  to,  agency 

12  records  which  contain  individually  identifiable  information 

13  the  disclosure  of  which  is  prohibited  by  this  section  or  by  rules 

14  or  regulations  established  thereunder,  and  who  knowing  that 

15  disclosure  of  the  specific  material  is  so  prohibited,   willfully 

16  discloses  the  material  in  any  manner  to  any  person  or  agency 
1~  not  entitled  to  receivce  it,  shall  be  fined  not  more  than  85,000. 

18  "(2)  Any  person  who  hnowmgly  and  willfully  requests 

19  or  obtains  any  record  concerning   an    individual   from    <in 

20  agency  under  false  pretenses  shall  be  fined  not  more   than 

21  $5,000. 

22  "(j)  General  Exemptions. — The  head  of  any  agency 

23  may  promulgate  rules,  in  accordance  with  the  requirements 

24  (including  general   notice)    of  section    553   of  this   title,    to 

25  exempt  any  system  of  records  within  ///<    agency  from  any 
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1  part  of  this  section  except  subsections   (b)  and  (e)(2)(A) 

2  through  (F)  if  the  system  of  records  is — 

3  "(1)  maintained  by  the  Central  Intelligence  Agency; 

4  or 

5  "(2)  maintained  by  an  agency  or  component  there- 

6  of  which  performs  as  its  principal  function  any  activity 

7  pertaining  to  the  enforcement  of  criminal  laws,  includ- 

8  ing  police  efforts  to  prevent,  control,   or  reduce  crime 

9  or  to  apprehend  criminals,  and  the  activities  of  prosecu- 

10  tors,  courts,  correctional,  probation,  pardon,  or  parole 

11  authorities,  and  which  consists  of  (A)  information  com- 

12  piled  for  the  purpose  of  identifying  individual  criminal 

13  offenders  and  alleged  offenders  and  consisting  only  of 

14  identifying  data  and  notations  of  arrests,  the  nature  and 

15  disposition  of  criminal  charges,  sentencing,  confinement, 

16  release,  and  parole  and  probation  status;   (B)    infor- 

17  mation  compiled  for  the  purpose  of  a  criminal  investi- 

18  gation,  including  reports  of  informants  and  investiga- 

19  tors,  and  associated  irith  an  identifiable  individual;  or 

20  (C)    reports  identifiable   to   an   individual  compiled  at 

21  any  stage  of  the  process  of  enforcement  of  the  criminal 

22  /f//r.s  from    arrest   or  indictment    through    release    from 

23  supervision. 

24  "(k)  Specific  Exemptions.— The  head  of  any  agency 

25  may  promulgate  rules,  in  accordance  with  the  requirements 
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1  (including  general  notice)    of  section  553  of  this  title,   to 

2  exempt    any   system    of    records    within    the    agency    from 

3  subsections  (c)(3),  (d),  (e)(1),  (e)(2)  (G)  and(H),  and 

4  (f)  of  this  section  if  the  system  of  records  is — 

5  "(1)  subject  to  the  provisions  of  section  552(b)(1) 

6  of  this  title; 

7  "(2)   investigatory  material  compiled  for  law  en- 

8  forcement  purposes,   except  to   the  extent  that   the  ma- 

9  terial  is  within  the  scope  of  subsection   (j)  (2)    of  this 

10  section  or  is  open  to  public  inspection  under  the  pro- 

11  visions  of  section  552(b)  (7)  of  this  title; 

12  "(3)  maintained  in  connection  with  providing  pro- 

13  tective  services  to  the  President  of  the  United  States  or 

14  other  individuals  pursuant  to  section  3056  of  title  18;  or 

15  "(4)  required  by  statute  to  be  maintained  and  used 

16  solely  as  statistical  research  or  reporting  records. 

17  "(l)(l)   Archival  Records. — Each  agency  record 

18  which  is  accepted  by  the  Administrator  of  General  Services 

19  for  storage,  processing,  and  servicing  in  accordance  with  sec- 

20  (ion  3103  of  title  44  shall,  for  the  purposes  of  this  section, 

21  be  considered  to  be  maintained  by  the  agency  tvhich  deposited 

22  the  record  and  shall  be  subject  to  the  provisions  of  this  sec- 
2;*  lion.  The  Administrator  of  General  Services  shall  not  dis- 
24  close  the  record  except  to  the  agency  which    maintains  the 
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1  record,  or  under  rules  established  by  that  agency  which   ore 

2  not  inconsistent  with  On  fin, visions  of  this  section. 

3  "(2)  Each  agency  record  pertaining  to  an  identifiable 

4  individual  which  was  transferred  to  the  National  Archives 

5  of  the  United  States  as  a  record,  which  has  sufficient  historical 
(5  or  other  value  to  warrant  its  continued  preservation  by  the 

7  United  States  Government,  prior  to  the  effective  date  of  this 

8  section,  shall,  for  the  purposes  of  this  section,  be  considered 

9  to  be  maintained  by  the  National  Archives  and  shall  not  be 

10  subject  to  the  provisions  of  this  section. 

11  "(3)  Each  agency  record  pertaining  to  an  identifiable 

12  individual  which  is  transferred  to  the  National  Archives  of 

13  the  United  States  as  a  record  which  has  sufficient  historical  or 

14  other  value  to   warrant  its   continued  preservation    by   the 

15  United  States  Government,  on  or  after  the  effective  date  of 

16  this  section,  shall,  for  the  purposes  of  this  section,  be  con- 
1«  sidered  to  be  maintained  by  the  National  Archives  and  shall 

18  be  subject  to  all  provisions  of  this  section  except  subsections 

19  (c)(4);  (d)    (2),   (3),  and  (4);  (e)    (1),   (2)(H)   and 

20  (3);  (f)  (4);  (g)  (1)  (B)  and  (C),  and  (3). 

21  "(m)  Annual  Report. — The  President  shall  submit  to 

22  the  Speaker  of  the  House  and  the  President  of  the  Senate, 

23  by  June  30  of  each  calendar  year,  a  consolidated  report,  sep- 

24  arately  listing  for  each  Federal  agency  the  number  of  records 
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1  contained  in  any  system  of  records  which  were  exempted 

2  from  the  application  of  this  section  under  the  provisions  of 

3  subsections  (j)  and  (k)  of  this  section  during  the  preceding 

4  calendar   year,    and   the   reasons   for   the   exemptions,    and 

5  such  other  information  as  indicates  efforts  to  administer  fully 

6  this  section.''. 

7  Sec.  4.  The  chapter  analysis  of  chapter  5  of  title  5, 

8  United  States  Code,  is  amended  by  inserting: 

"552a.  Records  about  individuals." 

9  i m  m  ediately  below : 

"552.  Public  information;  agency  rules,  opinions,  orders,  and  proceed- 
ings.''. 

10  Sec.  5.  The  amendments  made  by  this  Act  shall  become 

11  effective  on  the  one  hundred  and  eightieth  day  following  the 

12  date  of  enactment  of  this  Act. 


63-619   O  -  76  -  20 
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PRIVACY  ACT  OF   1974 


.;      Committed  to  the  Committee  of  the  Whole  House  on  the  Stati 
of  the  I'nion  uiul  ordered  to  be  printed 


Mr.  Mooriiead  of  Pennsylvania,  from  the  Committee  on  Government 
Operations,  submitted  the  following 

REPORT 

together  with 
ADDITIONAL  VIEWS 

[To  accompany  U.K.  16373] 

The  Committee  on  Government  Operations,  to  whom  was  referred 
the  bill  ( ILK.  16373)  to  amend  title  5,  United  States  Code,  by  adding 
a  section  552a  to  safeguard  individual  privacy  from  the  misuse  of 
Federal  records  and  to  provide  that  individuals  be  granted  access  to 
records  concerning  them  which  are  maintained  by  Federal  agencies, 
having  considered  the  same,  report  favorably  thereon  with  an  amend- 
ment and  recommend  that  the  bill  as  amended  do  pass. 

The  amendment  to  the  text  of  the  bill  strikes  out  all  after  the  enact- 
ing clause  and  inserts  a  substitute  text  which  appears  in  italic  type  in 
the  reported  bill. 

Divisions  of  the  Report 

Summary  and  purpose. 

Background. 

( Jommittee  action  and  vote. 

I  discussion : 

Definitions. 

Conditions  of  disclosure. 

Accounting  of  certain  disclosures. 

Access  to  records. 

Agency  requirements. 

Agency  rules. 

( Jivil  remedies. 

Rights  of  le<zal  guardians. 

Criminal  penalties. 

General  exemptions. 

38-006 
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Specific  exemptions. 

Archival  records. 

Annual  report. 

Technical  changes. 

Effective  date. 
Cost  estimate. 
Agency  views. 
Section-by-section  analysis. 

Changes  in  existing  lawmade  by  the  bill,  as  reported. 
Appendix :  Correspondence  regarding  cost  estimate. 
Additional  views. 

Summary  and  Purpose 

H.R.  16373  prescribes  legislative  guidelines  within  the  framework 
of  the  Freedom  of  Information  Act  (5  U.S.C.  552)  to  protect  the 
privacy  of  individuals  by  regulating  the  Federal  Government's  collec- 
tion,  maintenance,  use,  or  dissemination  of  personal,  identifiable 
information. 

In  summary,  the  bill : 

1.  Permits  an  individual  to  have  access  to  records  containing 
personal  information  on  him  kept  by  Federal  agencies  for  pur- 
poses of  inspection,  copying,  supplementation  and  corrertion 
(with  certain  exceptions,  including  law  enforcement  and  national 
security  records) . 

2.  Allows  an  individual  to  control  the  transfer  of  personal 
information  about  him  from  one  Federal  agency  to  another  for 
non-routine  purposes  by  requiring  his  prior  written  consent. 

3.  Makes  known  to  the  American  public  the  existence  and 
characteristics  of  all  personal  information  systems  kept  by  every 
Federal  agency. 

4.  Prohibits  the  maintenance  by  Federal  agencies  of  any  records 
concerning  the  political  and  religious  beliefs  of  individuals  unless 
expressly  authorized  by  law  or  an  individual  himself. 

5.  Limits  availability  of  records  containing  personal  informa- 
tion to  agency  employees  who  need  access  to  them  in  the  perform- 
ance of  their  duties. 

6.  Requires  agencies  to  keep  an  accurate  accounting  of  transfers 
of  personal  records  to  other  agencies  and  outsiders  and  make 
such  an  accounting  available,  with  certain  exceptions  to  the  in- 
dividual upon  his  request. 

7.  Requires  agencies,  through  formal  rulemaking,  to  list  and 
describe  routine  transfers  and  establish  procedures  for  access  by 
individuals  to  records  about  themselves,  amending  records,  han- 
dling medical  information,  and  charging  fees  for  copies  of 
documents. 

8.  Makes  it  incumbent  upon  an  agency  to  keep  records  with  such 
accuracy,  relevance,  timeliness  and  completeness  as  is  reasonably 
necessary  to  assure  fairness  to  the  individual  in  making  determina- 
tions about  him. 

0.  Provides  a  civil  remedy  by  individuals  who  have  been  denied 
access  to  their  records  or  whose  records  have  been  kept  or  used 
in  contravention  of  the  requirements  of  the  act.  The  complainant 
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may  recover  actual  damages  and  costs  and  attorney  fees  if  the 
agency's  infraction  was  willful,  arbitrary,  or  capricious. 

10.  Makes  unlawful  possession  of  or  disclosure  of  individually 
identifiable  information  by  a  government  employee  punishable 
by  a  tine  not  to  exceed  $5,000. 

11.  Provides  that  any  person  who  requests  or  obtains  sueh  a 
record  by  false  pretenses  is  subject  to  a  tine  of  not  to  exceed 
$5,000. 

12.  Sets  forth  statutory  provisions  relating  to  archival  records; 
requires  annual  report  from  President  on  agency  uses  of  exemp- 
tions: and  provides  that  the  law  would  become  effective  180  days 
following  enactment. 

Hearings  and  investigations  by  subcommittees  of  the  House  Gov- 
ernment Operations  Committee  over  the  past  decade  have  revealed 
major  violations  of  the  privacy  of  individual  American  citizens  by 
the  Federal  Government  in  its  growing  collection  and  use  of  personal 
data  furnished  by  citizens  for  specific  governmental  purposes.  Accel- 
erated data  sharing  of  such  personally  identifiable  information  among 
increasing  numbers  of  Federal  agencies  through  sophisticated  auto- 
mated systems,  coupled  with  the  recent  disclosures  of  serious  abuses 
of  governmental  authority  represented  by  the  collection  of  personal 
dossiers,  illegal  wiretapping,  surveillance  of  innocent  citizens,  misuse 
of  income  tax  data,  and  similar  types  of  abuses,  have  helped  to  create 
a  growing  distrust,  or  even  fear  of  their  Government  in  the  minds  of 
millions  of  Americans. 

H.R.  16373  provides  a  series  of  basic  safeguards  for  the  individual 
to  help  remedy  the  misuse  of  personal  information  by  the  Federal 
Government  and  reassert  the  fundamental  rights  of  personal  privacy 
of  all  Americans  that  are  derived  from  the  Constitution  of  the  United 
States.  At  the  same  time,  it  recognizes  the  legitimate  need  of  the  Fed- 
eral Government  to  collect,  store,  use,  and  share  among  various  agen- 
cies certain  types  of  personal  data.  This  information  includes  income 
tax  returns.  Social  Security  records,  veterans'  medical  and  service 
records,  civil  service  records,  census  data,  economic  statistics,  govern- 
mental payroll  records,  lawT  enforcement  records,  and  other  similar 
tvpes  of  personally  identifiable  information  about  many  millions  of 
individuals. 

H.R.  16373  provides  that  each  agency  covered  by  it  administer  its 
provisions  independently,  subject  to  the  guidelines  created  by  law  and 
agency  regulations  implementing  each  operative  part.  Regulations  are 
subject  to  standard  rulemaking  requirements  of  the  Administrative 
Procedure  Act  (title  5.  section  553.  United  States  Code). 

Like  the  Freedom  of  Information  Act,  H.R.  16373  also  recognizes 
that  certain  areas  of  Federal  records  are  of  such  a  highly  sensitive 
nature  that  they  must  be  exempted  from  its  provisions.  The  measure 
provides  a  general  exemption  from  most  of  the  bill's  operative  provi- 
sions to  systems  of  records  maintained  by  the  Central  Intelligence 
Agency  and  those  used  for  criminal  justice  purposes  such  as  computer- 
ized systems  of  the  National  Crime  Information  Center  (XCIC), 
maintained  bv  the  Federal  Bureau  of  Investigation,  and  other  Fed- 
eral criminal* history  file  systems.  Other  committees  of  the  Congress 
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have  been  studying  this  aspect  of  the  privacy  issue  and  currently  have 
pending  separate  bills  to  provide  safeguards  in  the  criminal  justice 
information  area. 

H.K.  16373  also  permits  the  head  of  an  agency  to  exempt  certain 
other  types  of  record  systems,  subject  to  his  written  determination 
of  the  reasons  to  be  published  in  the  Fedi  ml  Register.  These  include 
systems  of  records  that — (1)  are  subject  to  withholding  under  section 
552(b)  (1)  of  the  Freedom  of  Information  Act,  relating  to  classified 
national  defense  or  foreign  policy  information;  ('2)  consist  of  certain 
types  of  investigatory  material  compiled  for  law  enforcement  pur- 
poses; (3)  relate  to  protective  services  rendered  the  President  of  the 
I  nited  States  and  others,  such  as  those  records  maintained  by  the 
Secret  Service;  and  (4)  are  required  by  other  statutes  to  be  main- 
tained and  used  solely  as  statistical  reporting  or  research  records. 

Under  the  provisions  of  this  legislation,  however,  Federal  agencies 
(even  those  to  which  these  exemptions  apply)  would  be  required  to 
publish  annually  in  the  Federal  Register  certain  identifying  char- 
acteristics about  virtually  all  systems  of  records  under  their  control 
from  which  personally  identifiable  information  could  be  retrieved. 
The  objective  of  the  bill  is  that  there  be  no  "secret"  government  system 
of  records  containing  personal  information  about  individuals. 

Also  like  the  Freedom  of  Information  Act,  H.R.  16373  provides  for 
the  exercise  of  civil  remedies  by  individuals  against  the  Federal  Gov- 
ernment through  the  Federal  courts  to  enforce  their  rights,  with  the 
burden  of  proof  resting  on  the  government.  Provision  is  made  for  the 
collection  of  actual  damages  by  the  individual  against  the  govern- 
ment if  the  infraction  was  willful,  arbitrary,  or  capricious,  and  the 
court  may  award  the  complainant  court  costs  and  attorney  fees  in  its 
discretion.  Penalties  are  also  provided  for  the  unauthorized  knowing 
and  willful  disclosure  of  individually  identifiable  material  by  a  govern- 
ment officer  or  employee  by  a  fine  of  not  more  than  $5,000.  Criminal 
penalties  and  fines  would  be  imposed  on  persons  requesting  or  obtain- 
ing any  such  individually  identifiable  record  under  false  pretenses. 

H.  R.  16373  attempts  to  strike  that  delicate  balance  between  two 
fundamental  and  conflicting  needs — on  the  one  hand,  that  of  the 
individual  American  for  a  maximum  degree  of  privacy  over  personal 
information  he  furnishes  his  government,  and  on  the  other,  that  of 
the  government  for  information  about  the  individual  which  it  finds 
necessary  to  carry  out  its  legitimate  functions. 

Background 

Public  and  Congressional  concern  over  an  increasing  trend  within 
our  government  to  snoop  into  virtually  every  segment  of  our  society  is 
not  new. 

George  Orwell's  famous  book  198 J^  published  a  generation  ago, 
focused  public  attention  on  the  fictional  fishbowl  existence  of  human 
life  in  the  "Big  Brother"  era  and  the  potential  threats  to  any  free 
system  posed  by  some  political-technical -social  innovations. 

During  the  "cold  war"  period  of  the  late  1940s  and  1950s,  wide- 
spread abuses  engulfed  various  governmental  and  private  efforts  to 
ferret  out  alleged  "subversives."  Intellectual  dissent  was  driven  some- 
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what  into  hiding.  Tonus  such  as  "security  risk."  "loyalty  oaths." 
"pinko,"  and  "guilt  by  association"  came  into  common  usage  during 
what  later  became  known  as  the  "McCarthy  era"  of  the  early  half  of 
the  1950s.  Manv  Americans  were  required  to  defend  publicly  their 
loyalty  during  "star-chamber"  proceedings,  often  despite  years  of 
service  to  our  Nation  during  war  and  peacetime.  Indiscriminate  use 
of  dubious  "informers."  wiretapping,  surveillance,  neighborhood 
snooping,  and  other  flagrant  invasions  of  personal  privacy  were 
more  and  more. 

In  the  1960s  the  former  Special  Subcommittee  on  Government  In- 
formation of  this  committee  launched  extensive  investigations  into 
the  practice  of  telephone  monitoring  and  the  use  of  so-called  "lie  de- 
tectors" by  Federal  agencies.  Hearings,  studies  and  reports  based  on 
these  investigations  revealed  numerous  examples  of  privacy  invasion 
affecting  Federal  employees  and  the  public  in  their  dealings  witli 
Federal  agencies.1 

Late  in  1964,  the  chairman  of  the  Government  Operations  Commit- 
tee created  a  Special  Subcommittee  on  Invasion  of  Privacy,  which 
began  inquiries  into  Federal  agency  investigative  activities,  t\w  pro- 
posed establishment  of  a  National  Data  Bank  by  the  government,  com- 
puterized personal  recordkeeping,  and  related  privacy  matters.  Hear- 
ings were  held  during  1965  and  1966  into  such  issues  and  a  report, 
concentrating  on  the  National  Data  Bank  concept  was  issued  by  the 
Committee  in  1068. 2  The  Special  Subcommittee  also  held  hearings  in 
1968  on  the  privacy  abuses  inherent  in  the  operation  of  private  com- 
mercial credit  reporting  organizations.3  The  Foreign  Operations  and 
Government  Information  Subcommittee  of  this  Committee  in  1970 
updated  the  earlier  studies  and  reports  on  Federal  agency  telephone 
monitoring  practices.4 

Increasing  concern  over  invasion  of  privacy  during  the  1960s  re- 
sulted in  Congressional  efforts  to  deal  with  aspects  of  the  problem  on 
a  piecemeal  basis.  The  enactment  of  the  Fair  Credit  Reporting  Act 
of  1970  was  directed  at  many  of  the  privacy  abuses  uncovered  by  the 
Special  Subcommittee  on  Invasion  of  Privacy  two  years  earlier.5  The 
investigation  of  military  surveillance  over  American  political  dis- 
sidents by  the  Senate  Subcommittee  on  Constitutional  Rights  headed 
by  Senator  Ervin  revealed  yet  another  dimension  of  abuses  during  the 
late  1960's  involving  intelligence  gathering  activities  that  violated 

1  II.  Kept.  121;"),  87th  Cong.,  1st  soss.  "Availability  of  Information  from  Federal  Depart- 
ments and  Agencies  (Telephone  Monitoring)."  Sent.  19.  1901.  II.  Kept.  1R08.  87th  Cong., 
2d  sess.  "Availability  of  Information  from  Federal  Departments  and  Atrcncies  (Telephone 
Monitoring — Second  Review),"  June  22,  1902.  "Use  of  Polygraphs  by  the  Federal  Govern- 
ment i  Preliminary  Study)."  Committee  Print,  88th  Cong.,  2d  se-s.,  Apr.,  J9G4.  Hearings, 
Forelpn  Operations  and  Government  Information  Subcommittee,  ssth  Cong.,  2d  sess.. 
"I'se  of  Polygraphs  as  'Lie  Detectors'  bv  the  Federal  Government."  Parts  1-4.  Apr.  and 
May.  H)<;4.  Parts  5-6,  May  and  Aim..  1965.  II.  Rept.  198,  89th  Cong..  1st  sess.  "Use  of 
Polygraphs  as  'Lie  Detectors'  bv  the  Federal  Government."  part  1.  Mar.  22.  1905  :  II. 
Rept.  20S1.  «9th  Cong.,  2d  sess!.  "Use  of  Polygraphs  as  'Lie  Detectors'  by  the  Federal 
Government,"  part  2,  Sept.  26,  I960. 

-'Hearings,  Special  Subcommittee  on  Invasion  of  Privacy.  "Special  Innuiry  on  Invasion 
of  Privacy."  nart  1.  June  and  September  1965;  part  2  May  I960.  "The  Computer  and 
Invasion  of  Privacy."  Julv  1900.  II.  Rept.  1S42,  90th  Cong.,  2d  sess.,  "Privacy  and  the 
National  Data  Hank  Concept,"  Aug.  2,  1908. 

n  Hearings.  Special  Subcommittee  on  Invasion  of  Privacy.  90th  Cong..  2d  sess..  "Com- 
mercial  Credit   Bureaus."   March   1968,  hearings,   "Retail   Credit  Co.  of  Atlanta,  Georgia." 

*  "Availability    of    Information    from    Federal    Departments    and    Agencies     (Telephone 
Monitoring— Third   Review)"  Committee  Print.  91st  Cong..  2d  sess..  December  1970. 
5  Public  Law  91-508  ;  15  U.S.C.  1001  et  seq. 
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basic  privacy  rights.6  Such  actions  were  prompted  by  the  rash  of  civil 
disturbances  and  racial  and  political  unrest  on  college  camp 

A  survey  and  hearings  by  the  Subcommittee  on  Administrative 
Practice  and  Procedure  of  the  Senate  Judiciary  Committee  in  1965, 
19G6,  and  1967  had  already  explored  such  areas  as  electronic  eaves- 
dropping, wiretapping,  the  Federal  Government's  collection  of  per- 
sonal data,  lie  detectors,  surveillance  activities,  and  other  privacy  is- 
sues. In  a  November.  1967,  publication  entitled  "Government  Dossiers 
(Survey  of  Information  Contained  in  Government  Files)"  that  sub- 
committee reported  the  results  of  a  survey  of  Federal  agencies  as  to  the 
types  of  information  collected  and  maintained  by  government  on 
individuals.  The  results  of  this  survey  were  important  in  identifying 
data  systems  that  could  be  subject  to  regulation  and  in  the  subsequent 
drafting  of  legislation  to  curb  governmental  privacy  abuses.7 

Also  during  this  same  period,  legislation  was  first  considered  to 
protect  the  Constitutional  rights  to  privacy  of  Federal  employees. 
The  Ervin  bill  has  been  passed  by  the  Senate  during  each  of  the  past 
several  Congresses,  but  it  has  never  been  acted  upon  in  the  House.8 

Much  of  the  Congressional  investigative  and  legislative  activity  in 
recent  years  to  deal  with  the  rising  tide  of  privacy-related  abuses  in 
the  public  and  private  sectors  has  been  spear-headed  by  the  Senate 
Constitutional  Rights  Subcommittee.  However,  other  types  of  legisla- 
tion to  assure  individual  safeguards  against  the  misuse  of  personal 
data  held  by  Federal  agencies  was  being  introduced  in  the  House  by 
Representative  Koch  and  many  other  Members.  Hearings  were  held  in 
June  1972  on  such  legislation  (H.R.  9527)  by  the  Foreign  Operations 
and  Government  Information  Subcommittee  of  this  committee,  but 
no  further  action  was  taken  before  adjournment  of  the  92nd  Congress. 
The  bill  was  the  forerunner  of  revised  and  separate  versions  intro- 
duced by  many  other  Members  of  the  House  in  1973  and  197-t,  on 
which  H.R.  16-373  is  based.9 

A  study  by  the  National  Academy  of  Sciences  Project  on  Computer 
Databanks  was  also  published  in  1972.  Entitled  "Databanks  in  a  Free 
Society,"  this  study  outlined  what  the  use  of  computers  is  actually 
doing  to  record-keeping  processes  in  the  United  States,  and  what  the 
growth  of  large-scale  databanks — both  manual  and  automated — im- 
plies for  the  individuals'  constitutional  right  to  privacy  and  due 
process.10 


6  For  a  detailed  summary  of  Army  surveillance  and  intelligence  activities  over  civilians, 
see  article  by  Christopher  H.  Pyle,  "CONTJS  Revisited  :  The  Army  Covers  Dp"  in  a  collec- 
tion of  materials  compiled  and  published  as  a  Committee  Print  by  the  Congressional 
Research  Service,  Library  of  Congress  relating  to  the  1971-1972  Intercollegiate  debate 
topic,  "Resolved  :  That  More  Stringent  Control  Should  be  Imposed  Upon  Government 
Agencies  Gathering  Information  About  United  States  Citizens."  H.  Doc.  92-167,  pp. 
207-218. 

7  Ibid.,  "Survey  of  Information  Contained  in  Government  Files,"  pp.  33-30. 

H  Ibid.  The  Congressional  Research  Service  compilation  included  a  legislative  history 
of  Congressional  action  involving  various  Ervin  bills  :  see  pp.  101-115.  "S.  782 — A  Rill  to 
Protect  the  Constitutional  Right  to  Privacy  of  Federal  Employees."  by  Robert  M.  Foley 
and  Harold  P.  Coxson  :  originally  copyrighted  and  published  in  the  American  University 
Law  Review,   vol.    19.   June-August  1970.  pp.   532-549. 

9  Hearings,  Foreign  Operations  and  Government  Information  Subcommittee.  "Records 
Maintained  bv  Government  Agencies,"  on  H.R.  9527  and  related  bills;  92d  Cong.,  2d  Bess., 
June  1973:  "Access  to  Records."  on  H.R.  12206  and  related  bills;  93d  Cong.,  2d  sess.. 
Februarv,  April,  and  Mav  1974. 

10  Alan  F.  Westin  and  Michael  A.  Baker.  Databank  in  a  Free  Soeiety,  report  of  the 
Project  on  Computer  Databanks,  Computer  Science  and  Engineering  Board.  National 
Academy  of  Sciences.  New  York  :  Quadrangle  Books,  1972.  For  a  summary  of  the  report, 
see  Hearings,  Foreign  Operations  and  Government  Information  Subcommittee,  "Federal 
Information  Systems  and  Plans — Implications  and  Issues,"  part  3.  93d  Cong.,  2d  Bess., 
January  and  February  1974.  Pp.  1190-1196. 
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During  this  same  period,  Elliott  Richardson,  then  Secretary  of 
Health,  Education  and  Welfare,  named  an  Advisory  Committee  on 
Automated  Personal  Data  Systems  to  make  an  intensive  study  of  the 
impact  of  computer  data  banks  on  individual  privacy.  Its  detailed  re- 
port. "Records,  Computers,  and  the  Rights  of  Citizens,"  was  published 
m  1 5 > T -* >  and  recommended  the  enactment  of  Federal  legislation  guar- 
anteeing to  all  Americans  a  "code  of  fair  information  practices.'' ll 
If.K.  16373  embodies  the  major  principles  of  these  recommendations 
as  they  apply  to  an  individual's  access  to  records  in  the  Federal 
Government. 

Late  in  1972,  meanwhile,  the  Foreign  Operations  and  Government 
Information  Subcommittee  of  this  committee  began  an  investigation 
of  a  comprehensive  report  the  President's  Domestic  Council  proposing 
a  nationwide  system  of  computer  and  communications  technology  to 
create  "wired  cities''  and  a  "wired  Nation."  The  report,  entitled  u(  !om- 
munications  for  Social  Needs;  Technological  Opportunities,"  was  pre- 
pared in  1971.  Although  the  report  was  formally  rejected,  according 
to  a  White  House  spokesman,  the  "Big  Brother"  implications  were 
another  ominous  indication  of  the  possible  threats  to  individual 
privacy  in  America.  This  investigation  led  to  broad  investigative 
hearings  by  the  Subcommittee  into  advanced  information  technology 
and  the  use  of  information  systems  by  the  Federal  Government.  These 
hearings  began  in  April  1973,  and  concluded  early  in  1974.  They  were 
a  useful  adjunct  to  the  legislative  hearings  on  H.R.  16373  and  its  leg- 
islative forerunners,  which  they  closely  paralleled.12 

Another  related  investigation  affecting  individual  privacy  was  also 
conducted  by  the  Subcommittee  during  this  same  period.  It  involved 
the  issuance  of  a  Presidential  Executive  order  in  January  1973  to 
permit  the  Agriculture  Department  to  inspect  some  3  million  income 
tax  returns  of  persons  having  farming  operations  for  the  purpose  of 
compiling  special  mailing  lists  to  make  statistical  surveys.  Hearings 
were  held  in  May  and  August  1973.  The  order  aroused  widespread 
public  concern  and  opposition  and  was  strongly  criticized  in  the  sub- 
sequent unanimous  report  issued  by  the  Committee  in  October  1973.13 
In  the  interim,  the  Internal  Revenue  Service  had  postponed  imple- 
mentation of  the  order  and  it  was  finallv  rescinded  in  the  spring  of 
1974.14 

The  growing  concern  of  Americans  of  all  walks  of  life  to  the  threat 
of  a  uBig  Brother"  society  well  in  advance  of  1984  has  been  reflected 
in  the  Congress.  During  the  last  two  years,  more  than  100  Members 
of  Congress  of  both  parties  and  of  all  shades  of  political  ideology  have 

11  "Records.  Computers,  and  the  Rights  of  Citizens."  a  report  of  the  Secretary's  Advisory 
Committee  on  Automated  Personal  Data  Systems.  U.S.  Department  of  Health.  Education, 
and  Welfare,  July  1973.  DHEW  Publication  No.  (OS) 73-94.  See  "Summary  and  Recom- 
mendations," p.  xxiii. 

12  Hearings,  Foreign  Operations  and  Government  Information  Subcommittee,  93d  Cong., 
1st  and  2d  sess.,  "Federal  Information  Systems  and  Plans — Federal  L*9e  and  Develop- 
ment of  Advanced  Information  Technology"  (Part  1,  April  1973)  ;  (part  2,  June  and 
July  1973)  :  "Federal  Information  Systems  and  Plans — Implications  and  Issues"  (part  3, 
January  and  February  1974). 

13  Hearings,  Foreign  Operations  and  Government  Information  Subcommittee,  93d  Cong., 
1st  soss.,  "Executive  Orders  11697  and  11709  Permitting  Inspection  by  the  Department  of 
Agriculture  of  Farmers'  Income  Tax  Returns,"  May  and  August  197*3  :  H.  Rept.  93^598. 
93d  Cong..  1st  sess.,  "Information  from  Farmers'  Income  Tax  Returns  and  Invasion  of 
Privacy,"  Oct.  18.  1973. 

14 F.R.  1974:  additional  attention  on  invasion  of  privacy  aspects  of  the 

Executive  orders  was  focused  by  the  Domestic  Council  Committee  on  the  Right  of  Privacy, 
headed  by  then  Vice  President  Ford. 
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introduced  or  co-sponsored  legislation  to  impose  effective  safeguards 
on  both  government  and  business  in  their  collection  and  use  of  per- 
sonal data. 

In  June  1974,  the  Foreign  Operations  and  Government  Informa- 
tion Subcommittee  of  this  committee  held  extensive  hearings  on  the 
Federal  Government's  telephone  monitoring  practices  and  the  use  of 
"lie  detectors"  and  other  similar  newer  devices,  thus  updating  the 
earlier  Subcommittee  studies  in  these  areas  during  the  1960s.15  These 
hearings  also  paralleled  consideration  of  H.R.  16873  during  its  markup 
stages. 

Former  President  Nixon's  State  of  the  Union  Message  to  Congress 
on  January  30,  1974.  also  took  note  of  the  need  to  protect  individual 
privacy.  He  said : 1G 

One  of  the  basic  rights  we  cherish  most  in  America  is  the 
right  of  privacy.  With  the  advance  of  technology,  that  right 
has  been  increasingly  threatened.  The  problem  is  not  simply 
one  of  setting  effective  curbs  on  invasions  of  privacy,  but  even 
more  fundamentally  one  of  limiting  the  uses  to  which  essen- 
tially private  information  is  put,  and  of  recognizing  the  basic 
proprietary  rights  each  individual  has  in  information  con- 
cerning himself. 

Privacy,  of  course,  is  not  absolute;  it  may  conflict,  for 
example,  with  the  need  to  pursue  justice.  But  where  conflicts 
occur,  an  intelligent  balance  must  be  struck. 

One  part  of  the  current  problem  is  that  as  technology  has 
increased  the  ability  of  government  and  private  organizations 
to  gather  and  disseminate  information  about  individuals,  the 
safeguards  needed  to  protect  the  privacy  of  individuals  and 
communications  have  not  kept  pace.  Another  part  of  the 
problem  is  that  clear  definitions  and  standards  concerning 
the  right  of  privacy  have  not  been  developed  and  agreed  upon. 

To  carry  forward  these  efforts  he  established  on  February  23,  1974, 
a  cabinent-level  "Committee  on  the  Right  of  Privacy"  within  the 
White  House's  Domestic  Council  headed  by  then  Vice  President  Gerald 
R.  Ford.  At  its  July  10, 1974,  meeting,  that  committee  urged  the  enact- 
ment of  privacy  legislation  embodying  the  principles  contained  in 
H.R,  16373,  along  with  a  number  of  other  important  "privacy  initia- 
tive" measures.17 

Additional  impetus  in  Congress  to  enact  privacy  safeguards  into 
law  has  resulted  from  recent  revelations  connected  with  Watergate- 
related  investigations,  indictments,  trials,  and  convictions.  They  in- 
cluded such  activities  as  the  break-in  at  the  Democratic  National  Com- 
mittee's headquarters  in  June  1972,  the  slowly  emerging  series  of 
revelations  of  "White  House  enemies'  lists,"  the  break-in  of  the  office 
of  Daniel  Ellsberg's  psychiatrist,  the  misuse  of  CIA-produced  "per- 
sonality profiles"  on  Ellsberg,  the  wiretapping  of  the  phones  of  gov- 
ernment employees  and  news  reporters,  and  surreptitious  taping  of 

15  Hearings,  Foreign  Operations  and  Government  Information  Subcommittee,  93d  Cong., 
2d  sess.,  "The  Use  of  Polygraphs  and  Similar  Devices  by  Federal  Agencies,"  June  1974  ; 
'"Telephone  Monitoring  Practices  by  Federal  Agencies,"  June  1974. 

36  Congressional  Record,  Jan.  30,  1974  (dally  edition),  p.  H372. 

17  Domestic  Council  Committee  on  the  Right  of  Privacy,  "Fact  Sheet  on  Meeting  of 
Committee,  issued  July  10,  1974,  see  "Proposed  Initiative  No.  9,"  p.  4. 
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persona]  conversations  within  the  Ova]  Office  of  the  White  House  as 
well  as  polit  ical  surveillance,  spying,  and  "mail  covers." 

Other  important  support  for  prompt  action  to  preserve  the  indi- 
vidual's right  to  privacy  from  further  erosion  has  come  from  individ- 
ual computer  companies  and  trade  associations  representing  every 
segment  of  the  American  computer  industry.  These  experts  presented 
testimony  stressing  the  importance  of  privacy  and  the  safeguarding 
of  the  integrity  of  stored  data  on  individuals  during  the  Foreign 
Operations  and  Government  Information  Subcommittee's  hearings  on 
information  technology  early  in  1974.18  A  recent  nationwide  IBM  in- 
stitutional advertisement,  entitled  "Four  Principles  of  Privacy,"  en- 
dorsed-these  bask  purposes  as  "sound  public  policy"  cornerstones:19 

1.  Individuals  should  have  access  to  information  about 
themselves  in  record-keeping  systems.  And  there  should  be 
some  procedure  for  individuals  to  find  out  how  this  informa- 
tion  is  being  used. 

*2.  There  should  be  some  way  for  an  individual  to  correct 
or  amend  an  inaccurate  record. 

'■).  An  individual  should  be  able  to  prevent  information 
from  being  improperly  disclosed  or  used  for  other  than  au- 
thorized purposes  without  his  or  her  consent,  unless  required 
by  law. 

4.  The  custodian  of  data  files  containing  sensitive  informa- 
tion should  take  reasonable  precautions  to  be  sure  that  the 
data  are  reliable  and  not  misused. 

As  they  apply  to  record-keeping  activities  of  the  Federal  Govern- 
ment, these  are  also  among  the  basic  principles  of  privacy  protection 
that  are  contained  in  H.R.  16373. 

The  broad  principles  involved  in  what  is  conveniently  called  "the 
individual  right  of  privacy"  are  deeply  rooted  in  our  history  and  de- 
rived from  the  Bill  of  Rights  of  the  United  States  Constitution.  The 
fourth  amendment  to  the  Constitution  was  written  as  the  result  of 
the  American  Colonial  experience  with  warrants  and  writs  issued  un- 
der King  George  III  of  England  which  often  gave  his  officers  an 
excuse  to  search  anyone,  anywhere,  any  time.  Even  then  an  English 
Chief  Justice — Pratt,  later  Lord  Camden  — in  commenting  upon  such 
a  search  conducted  against  John  Wilkes,  said :  -° 

To  enter  a  man's  house  by  virtue  of  a  nameless  warrant, 
in  order  to  procure  evidences,  is  worse  than  the  Spanish  In- 
quisition— a  law  under  which  no  Englishman  would  wish 
to  live  an  hour. 
In  their  famous  1890  Harvard  Lair  ];<  ,-h  w  article  "The  Right  to 
Privacy,"  Samuel  Warren  and  Louis  I).  Brandeis  concluded:21 

It  would  doubtless  be  desirable  that  the  privacy  of  the 
individual  should  receive  the  added  protection  of  the  crim- 
inal Jaw,  but  for  this,  legislation  would  be  required  .  .  .  The 


«■  Sep  Hearings.   "Federal   Information   Systems  and  Plans,"  op.  cit,  part  3,  testimony 
from  technical  experts  in  information  system  industry. 

19  "IBM    Reports — Four    Principles    of    Privacy,"    full    page    advertisement,    yetcaiceek, 

'    ^Hearings,  Special   Subcommittee  on  Invasion  of  Privacy,  •'Special  Inquiry  on  Invasion 
ot   Privacy.''  op.  cit..  p.  4. 

-    4  Harvard  Laic  Review  193  (1890). 
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common  law  lias  always  recognized  a  man's  house  as  his 
castle,  impregnable,  often,  even  to  its  own  officers  engaged  in 
the  execution  of  its  commands.  Shall  the  courts  thus  close 
the  front  entrance  to  constituted  authority,  and  open  wide 
the  back  door  to  idle  or  prurient  (curiosity  ? 

Almost  40  years  later.  Justice  Brandeis.  in  his  famous  dissent  in 
the  case  of  Olmstead  v.  United  States,  set  forth  the  basic  Constitu- 
tutional  principles  of  individual  privacy  :  '■'-- 

The  makers  of  our  Constitution  undertook  to  secure  con- 
ditions favorable  to  the  pursuit  of  happiness.  They  recog- 
nized the  significance  of  man's  spiritual  nature,  of  his  feel- 
ings and  of  his  intellect  *  *  *.  They  conferred,  as  against 
the  Government,  the  right  to  be  let  alone — the  most  compre- 
hensive of  rights  and  the  right  most  valued  by  civilized  men. 
To  protect  that  right,  every  unjustifiable  instrusion  by  the 
Government  upon  the  privacy  of  the  individual,  whatever 
the  means  employed  must  be  deemed  a  violation  of  the  fourth 
amendment. 

He  went  on  to  say  further  in  his  dissent,  even  more  relevant  in  these 
days  of  wholesale  abuses  of  governmental  power  in  our  modern  com- 
puterized society : 

Experience  should  teach  us  to  be  most  on  our  guard  to 
protect  liberty  when  the  government's  purposes  are  beneficent. 
Men  born  to  freedom  are  naturally  alert  to  repel  invasions 
to  their  liberty  by  evil-minded  rulers.  The  greatest  dangers  to 
liberty  lurk  in  insidious  encroachment  by  men  of  zeal,  well- 
meaning,  but  without  understanding. 

While  there  can  be  no  right  of  absolute  privacy  in  our  complex 
civilization,  there  is  an  urgent  need  today  to  assert  the  fundamental 
right  of  privacy  for  all  Americans  to  the  maximum  extent  consistent 
with  the  overall  welfare  of  our  Xation.  The  Federal  Government  can 
and  must  take  the  lead  to  achieve  this  important  objective.  Congress 
has  the  opportunity  to  mandate  such  action  by  acting  promptlv  to 
enact  U.K.  16373  into  law. 

On  August  12.  1974.  in  his  first  address  to  the  Congress  as  Chief 
Executive.  President  Ford  pledged  his  personal  and  official  dedication 
to  the  individual  right  of  privacy.  He  declared,  "There  will  be  hot 
pursuit  of  tough  laws  to  prevent  illegal  invasion  of  privacy  in  both 
government  and  private  activities."  The  Committee  offers  H.R.  16373 
as  the  first  step  in  that  pursuit. 

Committee  Action  and  Vote 

As  noted  above,  the  issues  involved  in  the  safeguarding  of  indi- 
vidual privacy  have  been  the  subject  of  numerous  investigatory  hear- 
ings by  the  Foreign  Operations  and  Government  Information  Sub- 
committee of  this  committee  during  the  past  several  years. 


«* Olmstead  v.  United  States,  277  U.S.  43S  (1928);  quoted  in  Hearings.  Special  Sub- 
committee on  Invasion  of  Privacy,  "Special  Inquiry  on  Invasion  of  Privacy,"  op,  cit., 
pp.  3-4. 
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Public  hearings  on  specific  legislative  proposals  related  to  II. R. 
16373  were  held  by  the  Subcommittee  in  June  197-!.  and  in  February. 
April,  and  May  1974,  on  a  number  of  revised  privacy  measure? — H.R. 
12206,  ILK.  12207,  H.R.  13303,  H.R.  13304,  H.R.  13872,  U.K.  14493, 
etc. 

Subcommittee  markup  sessions  were  held  in  May.  June,  and  July 
to  draft  effective  and  workable  language  to  reach  a  balance  between 
the  individual's  rights  to  privacy  and  the  government's  need  for  per- 
sonal information.  During  this  period,  much  of  the  technical  detail 
of  ILK.  16373  was  worked  out  in  informal  meetings  among  the  Sub- 
committee's staff,  the  assistant  minority  counsel  for  the  Committee, 
officials  of  the  Office  of  Management  and  Budget,  and  representatives 
of  the  Vice  President's  Committee  on  the  Right  of  Privacy. 

After  airieement  in  principle  was  reached  by  the  Subcommittee  on 
most  of  the  specific  language,  a  clean  bill — H.R.  1G373 — was  intro- 
duced by  Subcommittee  Chairman  Moorhead  on  August  1*2.  1974.  co- 
sponsored  by  13  Members,  including  several  leading  sponsors  of  pri- 
vacy protection  legislation  in  the  House.  The  bill  was  subsequently 
reported  favorably  by  the  Subcommittee  on  September  12, 1974,  with- 
out a  dissenting  vote. 

The  Government  Operations  Committee  considered  H.R.  16373  on 
September  19.  1974.  and  favorably  reported  it  to  the  House  on  Sep- 
tember 24.  1974.  by  a  roll  call  vote  of  39  to  0. 

Discussion 

Because  of  the  complex  interrelationships  of  the  major  provisions 
of  this  legislation,  each  of  its  subsections  is  explained  in  detail  in  this 
part  of  the  report. 

DEFINITIONS 

Section  3  of  LLR.  16373  sets  forth  the  new  privacy  protection  sec- 
tion 552a  of  title  5.  L"nited  States  Code,  and  in  section  (a)  provides 
six  definitions  of  terms  used  in  the  new  section : 

Section  (a)  (1)  defines  the  term  "agency." 

Section  (a)(2)  defines  the  term  "individual"  as  affected  by  this 
measure  as  a  "citizen  of  the  LTnited  States  or  an  alien  lawfully  ad- 
mitted for  permanent  residence''  in  the  Ignited  States;  thus,  it  would 
not  affect  any  other  foreign  nationals. 

Section  (a)  (3)  defines  the  term  "maintain"  with  respect  to  agency 
records  to  include  the  other  terms  "collect,  use.  or  disseminate:". 

Section  (a)(4)  defines  the  term  "record"  as  "any  collection  or 
grouping  of  information  about  an  individual  that  is  maintained  by  an 
agency  and  that  contains  his  name  or  identifying  number,  symbol,  or 
other  identifying  particular  assigned  to  such  individual.''  This  encom- 
passes records  contained  in  either  manual  files  or  automated  or  com- 
puterized forms. 

Section  (a)(5)  defines  the  term  "system  of  records"  as  "a  group 
of  any  records  under  the  control  of  any  agency  from  which  informa- 
tion is  retrieved  by  the  name  of  the  individual  or  by  some  other  iden- 
tifying number,  symbol,  or  other  identifying  particular  assigned  to 
each  such  individual :". 
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Section  (a)(6)  defines  the  term  "statistical  reporting  or  research 
record"  as  "a  record  in  a  system  of  records  maintained  for  statistical 
research  or  reporting  purposes  only  and  not  used  in  whole  or  in  part 
in  making  any  determination  about  an  identifiable  individual,  except 
as  provided  by  section  8  of  title  13,  United  States  Code.*'  This  latter 
provision  permits  the  Census  Bureau  to  furnish  transcripts  of  census 
records  for  genealogical  and  other  proper  purposes  and  to  make  spe- 
cial statistical  surveys  from  census  data  for  a  fee  upon  request. 

CONDITIONS   OF  DISCLOSURE 

Section  552a  (b)  provides  that  no  Federal  agency  shall  disclose  any 
record  containing  personal  information  about  an  individual  without 
his  approval  to  any  person  not  employed  by  that  agency  or  to  another 
agency  except  under  certain  special  conditions. 

The  consent  requirement  may  well  be  one  of  the  most  important, 
if  not  the  most  important,  provisions  of  the  bill.  Xo  such  transfer  could 
be  made  unless  it  was  pursuant  to  a  written  request  by  the  individual  or 
by  his  prior  written  consent.  This  requirement  would  apply  to  all  so- 
called  "non-routine"  transfers  of  information.  It  is  not  the  Commit- 
tee's intent  to  impede  the  orderly  conduct  of  government  or  delay  serv- 
ices performed  in  the  interests  of  the  individual.  Under  the  condi- 
tional disclosure  provisions  of  the  bill,  ''routine"  transfers  will  be 
permitted  without  the  necessity  of  prior  written  consent.  A  "non- 
routine"  transfer  is  generally  one  in  which  the  personal  information 
on  an  individual  is  used  for  a  purpose  other  than  originally  intended. 

Agencies  will  be  required  to  publish  annually  in  the  Federal  Reg- 
ister a  description  of  each  "routine"  purpose  for  which  personal  in- 
formation records  are  used  or  intended  to  be  used.  The  Committee 
intends  to  exercise  a  vigorous  oversight  check  on  agencies  to  make 
certain  as  much  as  possible  that  no  "non-routine"  transfers  of  records 
of  the  type  requiring  prior  written  consent  are  either  hidden  or 
blanketed  in  under  the  "routine"  category  to  nullify  the  basic  pro- 
tections of  the  law  to  individuals. 

Another  exception  to  the  consent  requirement  is  where  a  personal 
information  record  is  transferred  to  another  agency,  including  state 
and  local  instrumentalities,  for  a  law  enforcement  activity  if  such 
activity  is  authorized  by  law  and  if  the  head  of  the  agency  seeking  the 
information  has  made  a  written  request  specifying  the  particular  por- 
tion desired  and  the  criminal  or  civil  law  enforcement  activity  for 
which  the  record  is  sought. 

A  record  cannot  be  transferred  to  another  agency  for  statistical  re- 
porting or  research  purposes  unless  it  is  in  a  form  that  is  not  individ- 
ually identifiable.  This,  for  example,  would  prohibit  such  things  as  the 
transfer  of  personal  financial  information  on  income  tax  returns  of 
farmers  to  the  Department  of  Agriculture  without  the  prior  written 
consent  of  farmers. 

An  exception  to  this  requirement  would  be  made  for  the  transfer  of 
records  to  the  Bureau  of  the  Census  for  purposes  of  planning  or  car- 
rying out  a  census,  survey,  or  related  activity.  Laws  relating  to  the 
Bureau  of  the  Census  are  very  strict,  limiting  access  to  such  records 
only  to  Census  employees  and  prohibiting  their  removal  from  the 
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premises  and  control  of  the  Bureau.  Even  the  Federal  Bureau  of  In- 
vestigation is  not  permitted  to  examine  individual  Census  records. 

The  Committee  believes  the  privacy  rights  of  individuals  already  are 

adequately  protected'in  the  case  of  Census  records  and  the  Bureau  of 
the  Census  is  not  involved  in  making  individual  program  determina- 
tions comparable  to  other  agencies. 

The  Committee  is  of  the  view  that  special  consideration  must  be 
given  to  valid  emergency  sit  nations,  such  as  an  airline  crash  or  epidem- 
ic, where  consent  cannot  be  obtained  because  of  time  and  distance  and 
instant  action  is  required,  perhaps  as  a  matter  of  life  or  death.  The  hill 
provides  that  in  these  situations  record  transfers  can  be  made  without 
the  usual  prior  written  consent  if.  on  such  disclosure,  notification  is 
transmitted  to  the  individual's  last  known  address.  This  provision  is 
necessary  so  that  government  doctors  and  other  Federal  employees  are 
not  in  the  position  of  being  technically  in  violation  of  the  law. 

The  legislation  also  waives  the  consent  provision  when  personal  in- 
formation is  transferred  to  the  National  Archives  as  a  record  which 
has  sufficient  historical  or  other  value  to  warrant  its  continued  preser- 
vation by  the  government.  In  any  case,  the  archival  record  protections 
contained  in  (1)  ( 1)  would  apply  to  such  records. 

The  final  exception  in  the  disclosure  section  relates  to  persona]  in- 
formation needed  by  the  Congress  and  its  committees  and  subcommit- 
tees. Occasionally,  it  is  necessary  to  inquire  into  such  subjects  for  leg- 
islative and  investigative  reasons. 

This  legislation  would  have  an  effect  on  subsection  (b)  (6)  of  the 
Freedom  of  Information  Act  (5  U.S.C.  section  552),  which  states 
that  the  provisions  regarding  disclosure  of  information  to  the  public 
shall  not  apply  to  material  '"the  disclosure  of  which  would  constitute 
a  clearly  unwarranted  invasion  of  personal  privacy."  U.K.  16373 
would  make  all  individually-identifiable  information  in  Government 
tiles  exempt  from  public  disclosure.  Such  information  could  be  made 
available  to  the  public  only  pursuant  to  rules  published  by  agencies 
in  the  Federal  Register  permitting  the  transfer  of  particular  data  to 
persons  other  than  the  individuals  to  whom  they  pertain. 

The  Committee  does  not  desire  that  agencies  cease  making  individ- 
ually-identifiable records  open  to  the  public,  including  the  press,  for 
inspection  and  copying.  On  the  contrary,  it  believes  that  the  nublic  in- 
terest requires  the  disclosure1  of  some  personal  information.  Examples 
of  such  information  are  certain  data  about  government  licensees,  and 
the  names,  titles,  salaries,  and  duty  stations  of  most  Federal  employ- 
ees. The  Committee  merely  intends  that  agencies  consider  the  dis- 
closure of  this  type  of  information  on  a  category-by-category  basis 
and  allow  by  published  rule  only  those  disclosures  which  would  not 
violate  the  spirit  of  the  Freedom  of  Information  Act  by  constituting 
"clearly  unwarranted  invasions  of  personal  privacy." 

Last,  the  Committee  is  cognizant  of  the  fact  that  the  Federal  Re- 
ports Act  (chapter  .'55  of  title  44,  United  States  Code)  also  restricts 
conditions  of  disclosure  of  personal  information  by  government  agen- 
cies. The  purpose,  scope,  and  administration  of  that  act  are  different 
from  similar  aspects  of  II.IJ.  16373.  Some  records  would  be  subject  to 
the  provisions  of  both  the  Federal  Reports  Act  and  this  legislation, 
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however.  The  Committee  intends  that  restrictions  on  the  transfer  of 
individually-identifiable  data  be  as  strong  as  they  can  be  without  im- 
pairing the  ability  of  government  agencies  to  perform  their  duties. 
It  believes  that  the  restrictions  contained  in  this  bill  are  stronger  than 
the  ones  contained  in  section  3508(b)  of  title  44,  U.S.C.,  and  that  they 
should  consequently  be  followed  with  respect  to  the  disclosure  of  per- 
sonal information.  Insofar  as  the  restrictions  of  44  U.S.C.  section  3508 
(b)  may  be  stronger,  however,  the  Committee  intends  that  they  should 
be  followed. 

ACCOUNTING   OF  CERTAIN   DISCLOSURES 

H.R.  16373  also  provides  in  section  552a (c)  that  each  agency  shall 
keep  an  accurate  accounting  of  the  date,  nature  and  purpose  of  each 
disclosure  of  a  record  to  any  person  or  to  another  agency,  including 
the  name  and  address  of  the  person  or  agency  to  whom  such  disclosure 
is  made.  Exceptions  to  this  would  be  when  the  record  is  used  by  em- 
ployees of  the  same  agency  who  need  it  in  the  performance  of  their 
duties  and  when  disclosures  are  made  to  the  public  from  records  which 
by  law  or  regulation  are  open  to  public  inspection  or  copying. 

The  Committee  has  used  the  term  "accounting,"  rather  than  "rec- 
ord," to  indicate  that  an  agency  need  not  make  a  notation  on  a  single 
document  of  every  disclosure  of  a  particular  record.  The  agency  may 
use  any  system  it  desires  for  keeping  notations  of  disclosures,  provided 
that  it  can  construct  from  its  system  a  document  listing  of  all  dis- 
closures. 

The  agency  must  retain  the  accounting  for  at  least  five  years  and 
make  it  available  to  the  individual  concerned  at  his  request,  except  for 
the  part  dealing  with  transfers  for  civil  and  criminal  law  enforcement 
purposes. 

Under  the  provisions  of  section  552a (d),  which  are  described  below, 
an  agency  may  correct  an  individual's  record  or  note  that  a  portion 
of  the  record  is  in  dispute.  Section  (c)  requires  the  agency  to  inform 
any  person  or  other  agency  to  whom  it  disclosed  a  record  within  two 
years  preceding  the  making  of  the  correction  or  notation  of  dispute 
about  this  amendment  to  the  record. 

Corrections  or  notations  of  dispute  made  to  records  disclosed  prior 
to  the  effective  date  of  the  legislation  or  for  which  no  accounting  of  a 
disclosure  is  required  would  be  exempt  from  this  requirement. 

ACCESS    TO    RECORDS 

Section  552a (d)  grants  each  individual  access  to  records  pertaining 
to  him  which  are  maintained  by  government  agencies  and  permits  him 
to  request  amendment  of  his  records.  Each  agency  must  under  this 
provision  make  any  correction  of  the  documents  which  the  individual 
requests  or  inform  that  person  why  it  refuses  to  make  the  change  and 
allow  him  to  appeal  the  refusal  within  the  agency. 

Whenever  an  agency  determines  on  appeal  not  to  alter  a  record,  it 
must  permit  the  individual  to  file  a  concise  statement  of  his  reasons  for 
disagreement.  Additionally,  it  must  make  copies  of  that  statement 
available  to  persons  or  agencies  to  whom  it  later  transfers  the  disputed 
portion  of  the  record. 
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The  Committee  believes  that  this  provision  is  essentia]  to  achieve  an 
important  objective  of  the  legislation  :  Ensuring  that  individuals  know 
what  Federal  records  arc  maintained  al>out  them  and  have  the  oppor- 
tunity to  correct  those  records.  The  provision  should  also  encourage 
fulfillment  of  another  important  objective:  maintaining  government 
records  about  individuals  with  such  accuracy,  relevance)  timeliness, 
and  completeness  as  is  reasonably  necessary  to  assure  fairness  to  indi- 
viduals in  making  determinations  about  them.  The  constant  vigilance 
of  individual  citizens  backed  by  legal  redress  is  the  best  means,  in  the 
Committee's  opinion,  of  making  certain  that  government  treats  people 
fairly. 

AGENCY    REQUIREMENTS 

Section  552a (e)  is  intended  to  ensure  that  all  individuals  may  know 
the  administrative  structure  of  all  systems  of  records;  the  uses  to 
which  such  records  will  be  put;  and  the  procedures  by  which  access. 
if  mandated,  may  be  had  and  inaccurate  records  contested.  The  sec- 
tion also  requires  that  any  record  used  to  make  a  determination  about 
an  individual  be  maintained  in  an  accurate,  timely,  and  relevant  fash- 
ion. By  the  term  "determination"  the  Committee  means  any  decision 
affecting  the  individual  which  is  in  whole  or  in  part  based  on  informa- 
tion contained  in  the  record  and  which  is  made  by  any  person  or  any 
agency. 

Section  (e)  (1)  requirements  relate  only  to  those  records  which  are 
compiled  from  information  received  directly  from  the  concerned  indi- 
vidual. The  purpose  of  these  requirements  is  to  ensure  that  individuals 
supplying  information  for  a  record  system  are  fully  aware  of  what  the 
record  will  be  used  for  and  whether  or  not  a  response  to  the  request 
is  mandatory  or  voluntary. 

Under  section  (e)  (1)  (D)  the  individual  must  be  informed  of  the 
consequences  of  not  providing  any  or  all  of  the  requested  information. 
If  the  requested  information  is  required  to  be  provided  by  statute, 
the  notification  to  the  individual  should  indicate  the  statutory  provi- 
sion and  its  reach.  If  failure  to  provide  the  information  could  subject 
the  individual  to  loss  of  a  government  benefit,  the  extent  of  such  loss 
should  be  indicated.  If  there  is  no  adverse  effect  on  the  individual  for 
failure  to  comply  with  any  or  all  of  the  request,  that  information 
should  also  be  noted. 

Section  (e)  (2)  encompasses  the  public  notice  required  to  be  made 
by  each  agency.  The  intent  of  this  section  is  to  ensure  that  the  essen- 
tial characteristics  of  all  information  systems  covered  by  this  Act  are 
known  to  the  public.  The  existence  and  character  of  each  system, 
whether  or  not  exempt  from  other  requirements  of  this  Act,  must  be 
published  in  the  Federal  Register  as  required  by  this  section. 

Under  section  (e)  (2)  (A)  the  name  and  location  of  each  system  must 
be  published.  If  a  system  is  located  in  more  than  one  place,  each  loca- 
tion must  be  listed.' Under  section  (e)(2)(B)  the  categories  of  indi- 
viduals whose  records  are  maintained  in  the  system  must  be  listed.  The 
purpose  of  this  requirement  is  to  enable  an  individual  to  determine 
if  information  on  him  might  be  in  such  system.  The  description  of  the 
categories  should  therefore  be  clearly  stated  in  non-technical  terms 
understandable  to  individuals  unfamiliar  with  data  collection 
techniques. 
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Under  section  (e)  (2)  (C)  the  categories  of  records  maintained 
should  be  listed  in  a  manner  similar  to  that  of  (e)  (2)  (B)  so  as  ade- 
quately to  inform  individuals  unfamiliar  with  data  collection  as  to 
the  kinds  of  records  held  in  the  system.  The  listing  of  "routine  pur- 
poses" under  (e)  (2)  (D)  should  include  all  uses  to  which  the  records 
will  be  put  in  the  normal  course  of  business.  Transfer  of  a  record  for 
any  use  which  is  not  published  under  this  subsection  will  require  a 
request  by  or  prior  written  consent  of  the  individual  to  whom  the 
record  pertains  as  provided  under  552a  (b) . 

Section  (e)  (2)  (E)  and  (F)  requires  the  agencies  adequately  to  in- 
form the  public  as  to  the  policies  governing  the  physical  custody  and 
protection  of  the  record  systems  and  to  advise  the  public  of  the  agency 
official  who  is  responsible  for  the  maintenance  of  the  system. 

The  provisions  of  section  (e)(2)  (G)  and  (H)  may  be  satisfied  by 
publication  of  the  applicable  rules  made  under  552a (f). 

In  reference  to  the  requirement  in  (e)  (3)  relating  to  "timeliness," 
the  Committee  intends  this  word  to  mean  that  a  record  was  timely  at 
the  point  when  the  determination  by  the  agency  about  the  individual 
was  actually  made. 

Section  (e)  (4)  prohibits  the  maintenance  of  any  record  under  this 
Act  which  concerns  the  political  or  religious  beliefs  or  activities  of  any 
individual  as  defined  by  this  Act  unless  the  individual  authorizes  the 
maintenance  of  such  record  or  unless  the  maintenance  of  such  record 
is  expressly  authorized  by  statute. 

AGEXCY   RULES 

Under  section  552a (f)  each  agency  must  establish  rules  by  which 
individuals  may  be  apprised  of  information  about  them  in  record  sys- 
tems and  by  which  such  individuals  may  challenge  inaccuracies  in 
those  records. 

The  rules  required  under  (f )  (1)  through  (5)  must  be  promulgated 
in  accordance  with  the  provisions  of  5  U.S.C.  section  553. 

Under  section  (f )  (1)  the  agency  is  required  to  establish  procedures 
whereby  upon  the  request  of  an  individual,  the  agency  must  notify  him 
if  the  system  which  he  names  does  or  does  not  contain  a  record  per- 
taining to  him. 

Under  section  (f )  (2)  each  agency  must  promulgate  rules  by  which 
an  individual  seeking  access  to  his  records  can  sufficiently  identify 
himself  as  the  individual  named  in  the  record.  Such  identification 
should  if  possible  be  made  in  person  by  the  individual  seeking  access 
to  his  record.  However,  agencies  should  make  efforts  to  ensure  that 
individuals  who  are  unable  to  appear  at  a  designated  location  can 
satisfy  identification  requirements  by  other  means. 

Under  (f)  (3)  each  agency  must  establish  procedures  for  disclosing 
pertinent  records  or  information  to  individuals  upon  request.  If  a 
record  contains  information  about  more  than  one  individual  or  con- 
tains other  data  not  pertaining  to  the  individual  requesting  the  record, 
only  the  information  pertaining  to  the  requesting  individual  must  be 
disclosed. 

If,  in  the  judgment  of  the  agency,  the  transmission  of  medical  in- 
formation directly  to  a  requesting  individual  could  have  an  adverse 
effect  upon  such  individual,  the  rules  which  the  agency  promulgates 
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should  provide  means  whereby  an  individual  who  would  be  adversely 

affected  by  receipt  of  such  data  may  be  apprised  of  it  in  a  manner 
which  would  not  cause  BUCll  adverse  effects.  An  example  of  a  rule 
serving  such  purpose  would  he  transmission  to  a  doctor  named  by  the 
requesting  individual. 

Under  section  (f)(4)  each  agency  must  establish  rules  by  which 
an  individual  seeking  to  amend  his  record  may  have  the  request  re- 
viewed and  if  denied  an  initial  review  may  appeal  such  denial. 

This  section  additionally  authorizes  agency  heads  to  promulgate 
such  other  rules  as  will  enable  individuals  to  enforce  fully  their  rights 
under  this  Act. 

Section  (f)(5)  authorizes  the  establishment  of  copying  fees  at  tin' 
discretion  of  the  agency.  However,  an  agency  may  not  charge  the  in- 
dividual for  time  spent  in  searching  for  requested  records  or  for  time 
spent  in  reviewing  records  to  determine  if  they  fall  within  the  dis- 
closure requirements  of  the  Act. 

Finally,  section  (f)  requires  the  publication  of  an  annual  compila- 
tion of  all  regulations  promulgated  by  all  agencies  pursuant  to  this 
section. 

The  Office  of  the  Federal  Register  is  responsible  for  publication  of 
this  compilation  and  is  directed  to  publish  it  in  a  form  readily  avail- 
able to  the  public  at  low  cost. 

CIVIL   REMEDIES 

The  section  authorizing  civil  actions  by  individuals  is  designed  to 
assure  that  any  individual  who  lias  been  refused  lawful  access  to  his 
record  or  information  about  him  in  a  record,  or  has  otherwise  been 
injured  by  an  agency  action  which  was  based  upon  an  improperly 
constituted  record,  will  have  a  remedy  in  the  Federal  District  courts. 

Actions  may  be  brought  if  the  agency  refuses  lawful  access  upon 
request  of  an  individual.  An  action  also  lies  if  the  agency  makes  an 
adverse  determination  based  upon  a  record  which  is  inaccurate,  un- 
timely, or  incomplete.  However,  in  order  to  sustain  such  action,  the 
individual  must  demonstrate  the  causal  relationship  between  the  ad- 
verse determination  and  the  incompleteness,  inaccuracy,  irrelevance  or 
untimeliness  of  the  record.  Additionally,  an  action  will  lie  for  the  fail- 
ure of  the  agency  to  comply  with  any  other  section  of  this  law  when 
such  non-compliance  has  an  adverse  effect  upon  the  aggrieved 
individual. 

The  court  may  enjoin  an  agency  from  withholding  records  which  do 
not  fall  within  the  exemptions  set  forth  in  sections  552a (j)  or  (k). 
The  court  is  required  to  determine  such  matters  de  novo  and  the  bur- 
den of  proof  is  upon  the  agency  to  sustain  the  exemption. 

Reasonable  attorney  fees  and  costs  may  be  assessed  against  the  gov- 
ernment in  any  case  where  the  plaintiff  substantially  prevails.  It  is 
intended  that  such  award  of  fees  not  be  automatic,  but  rather,  that  the 
courts  consider  the  criteria  as  delineated  in  the  existing  body  of  law 
governing  the  award  of  fees.  However,  when  an  action  is  brought 
under  section  (g)(1)(B)  or  (C)  and  when  the  agency  has  been  ad- 
judged to  have  acted  in  a  manner  which  was  willful,  arbitrary,  or 
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capricious,  the  government  shall  be  liable  for  reasonable  attorney  fees 
and  costs. 

In  addition  to  the  award  of  fees  and  costs,  the  United  States  is  liable 
for  actual  damages  resulting  from  the  willful,  arbitrary,  or  capricious 
action  of  an  agency  in  a  suit  brought  under  section  (g)  ( 1 )  (B)  or  ( ( ! ) . 

Venue  lies  in  the  district  where  the  complainant  resides  or  has  his 
place  of  business,  where  the  agency  records  are  situated,  or  in  the  Dis- 
trict of  Columbia.  The  statute  of  limitations  is  two  years  from  the  date 
upon  which  the  cause  of  action  arises,  except  for  cases  in  which  the 
agency  has  materially  or  willfully  misrepresented  any  information  re- 
quired to  be  disclosed  and  when  such  misrepresentation  is  material  to 
the  liability  of  the  agency.  In  such  cases  the  statute  of  limitations  is 
two  years  from  the  date  of  discovery  by  the  indicidual  of  the  mis- 
representation. 

RIGHTS    OF    LEGAL    GUARDIANS 

Section  (h)  provides  that  the  parent  of  any  minor,  or  the  legal 
guardian  of  any  individual  who  has  been  declared  to  be  incompetent 
due  to  physical  or  mental  incapacity  or  age  by  a  court  of  competent 
jurisdiction  may  act  on  behalf  of  such  individual  with  respect  to  his 
rights  under  this  law. 

CRIMINAL    PENALTIES 

Any  officer  or  employee  of  the  United  States  who  has  access  to  or 
possession  of  a  record  the  disclosure  of  which  is  prohibited  by  the  Act 
or  by  the  rules  made  pursuant  to  this  act  and  who  knowingly  discloses 
such  information  to  a  person  or  agency  not  entitled  to  receive  such  in- 
formation is  liable  for  a  fine  of  not  more  than  $5,000. 

Any  person  who  knowingly  and  willfully  obtains  a  record  concern- 
ing an  individual  from  any  agency  under  false  pretenses  is  liable  for  a 
fine  of  not  more  than  $5,000. 

GENERAL    EXEMPTIONS 

Section  552a(j)  would  permit  the  head  of  any  agency  to  exempt 
certain  systems  of  records  within  his  agency  from  virtually  all  the 
requirements  of  the  legislation.  Only  records  maintained  by  the  Cen- 
tral Intelligence  Agency  and  criminal  justice  records  could  be  so  ex- 
empted. Even  they  would  be  subject  to  the  requirements  relating  to 
conditions  of  disclosure  (section  .^52a(b))  and  publication  of  notice 
of  the  existence  and  character  of  each  svstem  of  records  (section  552a 
(e)(2)(A)  through  (F)). 

The  Committee  believes  that  such  a  broad  examination  is  permissible 
for  these  two  types  of  records  because  they  contain  particularly  sensi- 
tive information.  C.I.A.  files  may  include  the  most  delicate  informa- 
tion regarding  national  security.  Criminal  justice  records  are  so 
different  in  use  from  other  kinds  of  records  that  their  disclosure  should 
be  governed  by  separate  legislation. 

The  Committee  has  made  certain,  however,  that  a  notice  of  the  exist- 
ence and  character  of  these  systems  of  records  must  be  published  at 
least  annually  in  the  Federal  Register.  We  believe  that  the  government 
should  maintain  no  secret  system  of  records  about  its  own  citizens.  We 
have  also  made  sure  that  systems  may  be  exempted  from  certain  re- 
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quirenients  of  the  bill  only  after  the  head  of  an  agency  promulgates 
rules  which  are  open  to  public  comment  before  they  become  effective. 
By  this  means,  people  will  he  afforded  an  opportunity  to  make  their 
views  on  proposed  exemptions  known  to  the  appropriate  agencies,  and 
agencies  will  be  able  to  modify  their  decisions  taking  those  views  into 
account. 

The  Committee  also  wishes  to  stress  that  this  section  is  not  intended 
to  require  the  C.I. A.  and  criminal  justice  agencies  to  withhold  all  their 
persona]  records  from  the  individuals  to  whom  they  pertain.  We  urge 
those  agencies  to  keep  open  whatever  files  are  presently  open  and  to 
make  available  in  the  future  whatever  files  can  be  made  available  with- 
out clearly  infringing  on  the  ability  of  the  agencies  to  fulfill  their 
missions. 

SPECIFIC    KXKMI'TIONS 

Section  552a (k)  would  permit  the  head  of  any  agency  to  exempt 
certain  systems  of  records  within  his  agency  from  some  of  the  require- 
ments of  the  legislation.  The  requirements  from  which  these  systems 
could  be  exempted  are  primarily  those  dealing  with  access  by  indi- 
viduals to  records  about  themselves.  Only  four  categories  of  systems  of 
records  could  be  so  excluded: 

1.  Information  classified  in  the  interest  of  national  defense  or 
foreign  policy; 

2.  Investigatory  material  compiled  for  law  enforcement  purposes. 
except  for  information  that  is  contained  in  criminal  justice  records 
(which  are  subject  to  section  552a(j))  and  information  that  is  open 
to  public  inspection  under  section  5,V2  of  this  title,  (the  Freedom  of 
Information  Act)  ; 

3.  Secret  Service  files  maintained  in  connection  with  providing  pro- 
tective services  to  the  President  or  other  individuals;  and 

4.  Records  required  by  statute  to  be  maintained  and  used  solely  as 
statistical  research  or  reporting  records. 

Sound  reasons  of  public  policy  justify  exempting  each  of  these 
groups  of  records  from  individual  access. 

1.  In  some  cases,  disclosure  of  classified  information,  even  to  the 
person  to  whom  it  pertains,  could  damage  the  national  defense  or 
foreign  policy,  for  the  information  would  no  longer  be  subject  to  all 
the  security  controls  it  is  properly  subject  to  as  classified  matter. 

2.  Individual  access  to  certain  law  enforcement  files  could  impair 
investigations,  particularly  those  which  involve  complex  and  con- 
tinuing patterns  of  behavior.  It  could  alert  subjects  of  investigations 
that  their  activities  are  being  scrutinized,  and  thus  allow  them  time 
to  take  measures  to  prevent  detection  of  illegal  action  or  escape 
prosecution. 

3.  Access  to  Secret  Service  intelligence  files  on  certain  individuals 
would  vitiate  a  critical  part  of  Secret  Service  work  which  was  specif- 
ically recommended  by  the  Warren  Commission  that  investigated  the 
assassination  of  President  Kennedy  and  funded  by  Congress. 

4.  Disclosure  of  statistical  records  in  most  instances  would  not  pro- 
vide any  benefit  to  anyone,  for  these  records  do  not  have  a  direct 
effect  on  any  given  individual ;  it  would,  however,  interfere  with  a 
legitimate.  Congressionally-sanctioned  activity. 
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As  with  systems  of  records  which  are  exempted  from  virtually  all 
requirements  of  the  legislation  by  section  552a  (j),  the  systems  of 
records  described  in  section  (k)  may  be  exempted  from  requirements 
only  after  the  head  of  an  agency  promulgates  rules  which  are  open 
to  public  comment  before  they  become  effective.  Also  as  with  section 
(j)  records,  the  Committee  urges  agencies  maintaining  section  (k) 
records  to  open  those  documents  to  the  individuals  named  in  them  inso- 
far as  such  action  would  not  impair  the  proper  functioning  of  the 
agencies. 

ARCHIVAL   RECORDS 

Section  552a (1)  prescribes  special  provisions  for  records  which 
are  under  the  custody  or  control  of  the  National  Archives  and  Records 
Service,  a  constituent  agency  of  the  General  Services  Administration. 

Paragraph  (1)  of  this  section  deals  with  agency  records  accepted 
by  the  Administrator  of  General  Services  for  storage,  processing,  and 
servicing  which  are  now  being  provided  by  Federal  Records  Centers. 
These  records  are  under  the  control  of  the  agencies  which  deposited 
them;  the  National  Archives  and  Records  Service  merely  has  custody 
of  them  while  it  is  providing  storage  in  Records  Centers.  Consequently, 
the  paragraph  states  that  these  records  shall,  for  the  purposes  of  this 
section,  be  considered  to  be  maintained  by  the  agency  which  deposited 
them  and  shall  be  subject  to  the  provisions  of  this  section.  The  Admin- 
istrator of  General  Services  shall  not  disclose  any  of  these  records 
except  to  the  agency  which  maintains  them  or  pursuant  to  rules 
established  by  that  agency. 

Paragraphs  (2)  and  (3)  deal  with  agency  records  pertaining  to 
identifiable  individuals  which  are  transferred  to  the  National  Archives 
itself  as  records  which  have  sufficient  historical  or  other  ATalue  to  war- 
rant their  continued  preservation  by  the  United  States  Government. 
These  records  are  under  the  actual  control  of  the  Archives:  conse- 
quently, they  shall,  for  the  purposes  of  this  section,  be  considered  to 
be  maintained  by  that  agency. 

Under  paragraph  (2).  records  which  were  transferred  to  the 
Archives  prior  to  the  effective  date  of  this  section  shall  not  be  subject 
to  the  provisions  of  the  legislation.  The  Committee  has  written  this 
exclusionary  statement  into  the  bill  because  it  feels  that  requiring  the 
Archives  to  reorganize  large  quantities  of  documents  which  are  being 
used  only  for  historical  purposes  would  be  expensive  and  would  aid 
no  one. 

Under  paragraph  (3),  records  which  are  transferred  to  the  Archives 
after  the  effective  date  shall  be  subject  to  most  of  the  provisions  of  the 
bill.  Since  the  records  would  already  have  been  organized  in  con- 
formity with  the  requirements  of  this  section  by  the  agency  transfer- 
ring them  to  the  Archives,  maintaining  them  in  continued  conformity 
wif1^  this  law  would  not  require  any  special  effort.  Permitting  access 
to  the  records  by  individuals  named  in  them  would  also  be  reason- 
able if  access  had  been  permitted  by  the  agency  which  transferred  the 
records  to  the  Archives.  (Insofar  as  a  record  could  have  been  exempted 
from  access  under  section  552a  (j)  or  (k)  before  its  transfer  to  the 
Archives,  it  could  of  course  be  similarly  exempted  after  transfer  by 
the  Archivist  of  the  United  States.) 


20 


314 


Records  under  the  control  of  the  Archives  would  not,  however)  be 
subject  to  the  provisions  of  this  law  which  permit  changes  in  docu- 
ment.- at  the  request  of  the  individual  named  in  them.  A  basic  ar- 
chival rule  holds  that  archivists  may  not  remove  or  amend  informa- 
tion in  any  records  placed  in  their  custody.  The  principle  of  main- 
taining the  integrity  of  records  is  considered  one  of  the  most  important 
rules  of  professional  conduct.  It  is  important  because  historians  quite 
properly  want  to  learn  the  true  condition  of  past  government  records 
when  doing  research;  they  frequently  find  the  fact  that  a  record  was 
inaccurate  is  at  least  as  important  as  the  fact  that  a  record  was  ac- 
curate. 

The  Committee  believes  that  this  rule  is  eminently  reasonable  and 
should  not  be  breached  even  in  the  case  of  individually  identifiable 
records.  Once  those  documents  are  given  to  the  Archives,  they  are 
no  longer  used  to  make  any  determination  about  any  individual,  so 
amendment  of  them  would  not  aid  anyone.  Furthermore,  the  Archives 
has  no  way  of  knowing  the  true  state  of  contested  information,  since 
it  does  not  administer  the  program  for  which  the  data  was  collected; 
it  cannot  make  judgments  as  to  whether  records  should  be  altered. 

ANNUAL    REPORT 

Section  (m)  provides  that  the  President  shall  submit  to  the  Speaker 
of  the  House  of  Representatives  and  the  President  of  the  Senate,  by 
June  30  of  each  calendar  year,  a  consolidated  report,  separately  list- 
ing for  each  Federal  agency  the  number  of  records  contained  in  any 
system  of  records  that  were  exempted  from  the  operative  provisions 
of  this  law  under  the  terms  of  section  (j)  or  (k).  Also  to  be  included 
in  the  annual  report  would  be  the  reasons  for  such  exemptions  and 
other  information  indicating  efforts  to  comply  with  the  law.  It  is 
hoped  that  all  such  information  would  be  made  public.  If,  however, 
the  nature  of  any  such  exemption  requires  a  security  classification 
marking,  it  should  be  placed  in  a  separate  part  of  the  report  so  as  not 
to  affect  the  remainder  of  the  annual  report. 

TECHNICAL    CHANGES 

Section  4  of  the  bill  makes  necessary  revisions  of  the  chapter  listing 
of  chapter  5.  title  5.  United  States  Code  to  add  this  new  section  552a 
— "Records  about  individuals". 

EFFECTIVE    DATE 

Section  5  of  the  bill  provides  that  it  become  effective  on  the  180th 
day  following  the  date  of  enactment. 

Cost  Estimate 

In  compliance  with  clause  7  of  rule  XIII  of  the  House  of  Repre- 
sentatives, the  following  statement  is  made  relative  to  the  cost  which 
might  be  incurred  in  implementing  this  bill. 

The  Office  of  Management  and  Budget  (OMB)  estimates  the  annual 
cost  of  implementing  this  bill  as  between  $200  million  to  $300  million 
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a  year,  with  a  one-time  "start-up''  cost  of  $100  million.  Thus,  the  five- 
year  estimate  would  range  from  $1.1  billion  to  $1 .6  billion. 

However,  OMB  made  it  clear  that  its  estimates  cannot  have  a  higher 
degree  of  precision  because  of  many  imponderables,  including  possible 
savings  off-sets.  These  problems  were  described  in  a  letter  from  Mr. 
Robert  H.  Marik,  Associate  Director  of  OMB  for  Management  and 
Operations,  a  copy  of  which  may  be  found  in  the  appendix  of  this 
report. 

In  the  circumstances,  the  Committee  concurs  in  the  estimate  of  the 
Office  of  Management  and  Budget.  The  Committee  also  notes  the 
Administration  has  circulated  a  proposed  Executive  order  in  the 
various  agencies  of  the  Government  to  carry  out  the  objectives  of  this 
legislation.  That  Executive  order  was  designed  to  be  issued  in  the  event 
Congress  does  not  act.  It  is  patterned  very  much  after  the  House  bill, 
H.R.  16373,  now  before  you.  The  Office  of  Management  and  Budget 
has  stated  the  cost  of  implementing  this  proposed  Executive  order 
would  be  approximately  the  same  as  the  House  bill.  So  the  cost  factor 
appears  to  be  virtually  academic.  Our  Government,  subject  to  the 
President's  final  approval,  intends  to  spend  this  money  for  this  purpose 
whether  we  act  or  not.  However,  this  is  a  congressional  responsibility. 

AGENCY   VIEWS 

See  letter  from  OMB  and  Civil  Service  Commission,  dated  Septem- 
ber 18, 1974,  to  Chairman  Holifield. 

Executive  Office  of  the  President, 

Office  of  Management  and  Budget, 

Washington,  D.C.,  October  2. 197 %. 
Hon.  William  S.  Moorhead. 

Chairman,  Foreign  Operations  and  Government  Information   Suit- 
committee,  Committee  on  Government  Operations,  House  of  Rep- 
resentatives, Washington,  D.C. 
Dear  Mr.  Chairman:  This  letter  is  intended  to  summarize  our 
views  with  respect  to  H.R.  16373  which  was  recently  ordered  to  be 
reported  by  the  Committee  on  Government  Operations. 

Since  time  does  not  permit  us  to  seek  the  view  of  all  agencies  con- 
cerned we  are  unable  to  speak  for  them.  However,  we  have  noted  that 
this  bill  is  in  most  respects  consistent  with  earlier  legislative  proposals 
which  were  reviewed  with  those  agencies. 

We  remain  concerned,  however,  that  the  bill  does  not  exempt  from 
certain  of  its  operative  provisions,  personnel  testing  and  examination 
material  and  other  personnel  security  and  evaluation  files,  especially 
those  containing  information  gathered  under  a  pledge  of  confiden- 
tiality. Permitting  unrestricted  individual  access  to  such  records 
would  seriously  hamper  agencies  in  evaluating  the  qualifications  and 
reliability  of  Federal  civilian,  military,  and  contractor  personnel. 

With  the  exception  of  these  provisions,  we  find  the  bill  to  be  gen- 
erally consistent  with  our  views  on  this  subject. 
Sincerely. 

Robert  H.  Marik, 
Associate  Director  for  Manage  mint  and  Operation*. 
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U.S.  Crvu  Service  Commission, 
Washington,  D.C.,  September  18,  I 

Hon.  OuKT  IIoi.iFiKi.n, 

Chairman,  Committee  on  Government  Operations,  House  of  Repre- 
s,  ntatives,  Washington,  D.( '. 
Dear  Mr.  Chairman  :  The  Civil  Service  Commission  strongly  urges' 
that  the  Committee  restore  to  U.K.  L6373  exemptions  which  will  en- 
able  the  Commission  to  continue  efficiently  to  carry  out  its  responsi- 
bilities with  respect  to  Federal  employee  management.  The  exemptions 
were  in  paragraphs  (4)  and  (5)  of  the  proposed  section  552a(j)  to 
title  :».  United  States  Code,  as  added  by  section  3  of  U.K.  16373.  Aj3 
introduced,  these  provisions  would  have  exempted  from  the  disclosure 
and  access-to-records  provisions  of  the  legislation: 

(4)  Investigatory  materia]  maintained  for  the  purpose  of  de- 
termining initial  or  continued  eligibility  or  qualification  for  Fed- 
eral employment,  military  service.  Federal  contracts,  or  access  to 
classified  information ;  or 

(5)  Material  used  for  appointment,  employment,  or  promotion 
in  the  Federal  service. 

The  latter  item  while  very  broad  was  intended  principally  to  pro- 
tect materials  used  in  civil  service  examinations. 

With  respect  to  investigative  material,  the  Commission  is  authorized 
and  directed,  pursuant  to  5  U.S.C.  3301  and  3302,  to  examine  into  the 
character  and  fitness  of  civil  service  applicants  in  order  to  determine 
their  relative  suitability  for  employment.  These  suitability  determi- 
nations arc  essential  to  the  maintenance  of  a  high-caliber  work  force 
because  they  insure  that  from  the  standpoint  of  character  and  in- 
tegrity, as  well  as  of  qualifications,  we  select  the  very  best  applicants 
for  Government  employment. 

Our  long  experience  in  investigations  indicates  that  those  who  give 
witness  to  the  qualifications  and  integrity  of  others  are  ordinarily 
far  more  candid  when  the  information  is  given  under  pledge  of  confi- 
dence than  they  are  when  they  presumably  are  speaking  for  publica- 
tion. And  this  experience  is  borne  out  whether  the  person  who  reports 
to  us  is  a  former  employer,  an  associate,  or  a  neighbor.  Without  an 
exemption  similar  to  that  stated  in  subsection  (4)  quoted  above,  we 
could  not  maintain  the  confidentiality  of  the  information  we  receive  or 
of  its  sources,  with  the  result  that  we  could  not  effectively  perform  the 
full  reach  of  our  statutory  functions.  In  a  word,  we  could  not  give 
adequate  assurance  that  persons  employed  were  in  fact  qualified  from 
the  standpoint  of  either  competence  or  integrity. 

With  respect  to  examining  material,  the  Commission  must  maintain 
the  integrity  of  the  competitive  process  which  plays  such  an  impor- 
tant part  in  the  staffing  of  the  competitive  service.  Obviously,  in  de- 
termining the  relative  ability  of  competitors  for  Federal  positions,  the 
Commission  must  use  an  examining  process  which  is  scrupulously  fair 
to  all  who  are  concerned.  If  test  questions  and  rating  information  is 
made  available  to  the  persons  to  whom  they  pertain,  the*  Commission 
will  be  unable  to  control  the  dissemination  of  such  information  to 
others.  Applicants,  by  learning  the  correct  answers  to  the  questions, 
could  use  the  information  to  compromise  the  fairness  of  the  entire  test- 
ing system,  and  reduce  to  a  shambles  the  open  competitive  examining 
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system  we  have  worked  so  hard  to  establish.  In  order  to  protect  our  ex- 
aminations from  compromise,  particularly  when  we  use  written  tests, 
we  currently  follow  procedures  in  which  we  compose  tests  of  differing 
series  of  similar  questions  and  this  scrambling  technique  barely  keeps 
us  ahead  of  those  who  would  exploit  our  tests  for  personal  or  com- 
mercial gain.  Without  an  exemption  for  materials  used  in  the  examin- 
ing process,  we  could  not  defend  our  tests  against  compromise.  In  addi- 
tion, if  the  names  and  ratings  of  other  applicants  must  be  revealed  to 
any  requesting  applicant,  questions  arise  as  to  whether  or  not  the 
rights  of  privacy  of  these  other  applicants  have  been  violated. 

We  also  believe  that  medical  records  of  employees  and  applicants 
should  not  be  generally  available,  even  to  the  applicant  or  employee, 
when  this  information  could  be  harmful  to  him.  Our  regulations  pro- 
vide for  release  of  this  information  to  the  person  requesting  it  only 
through  a  doctor  of  his  choice.  We  believe  that  this  procedure  should 
be  maintained. 

Time  has  permitted  only  a  brief  discussion  of  the  problems  we  an- 
ticipate if  Commission  operations,  particularly  those  discussed  above, 
are  not  exempted  from  the  provisions  of  the  bill.  We  strongly  urge 
that  the  Committee  consider  the  impact  of  the  inclusion  of  all  the 
records  maintained  by  the  Civil  Service  Commission  in  the  disclosure 
and  access  provisions  of  this  bill.  We  recommend  that  the  Committee 
restore  exemptions  for  the  Commission,  and  for  the  military  depart- 
ments, which  we  understand  have  similar  problems.  We  offer  the 
following  language  to  provide  minimum  protections  for  our 
operations : 

"(4)  investigatory  and  examining  material  maintained  for  the 
purpose  of  determining  initial  or  continued  eligibility  or  quali- 
fication for 

"(A)   Federal  employment, 
"(B)   military  service, 
"(C)   employment  under  Federal  contracts, 
"(D)   access  to  classified  information ;  or 
"(5)  medical  information  concerning  a  mental  or  other  condi- 
tion of  a  Federal  employee  or  applicant  for  Federal  employment 
of  such  a  nature  that  a  prudent  physician  would  hesitate  to  inform 
the  person  suffering  from  the  condition  of  its  exact  nature  and 
probable  outcome,  except  that  this  information  will  be  disclosed 
to  a  licensed  physician  designated  in  writing  by  the  individual 
for  that  purpose." 
We  believe  that  exemptions  such  as  those  stated  immediately  above 
will  enable  the  Commission  to  continue  to  carry  out  its  responsibilities 
for  maintaining  a  superior  Federal  work  force.  We  recognize  our  ob- 
ligation to  furnish  to  Federal  employees  and  applicants  for  employ- 
ment all  information  possible  concerning  them  consistent  with  these 
responsibilities. 

By  Direction  of  the  Commission  : 
Sincerely  yours, 

Robert  E.  Hampton, 

Chairman. 
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Skctiox-by-Section  Analysis 

The  findings  of  the  bill  state  that  individual  privacy  is  affected  by 
the  collection,  maintenance  and  use  of  individually  identifiable  data 
by  the  Federal  Government  and  that  control  of  such  systems  of  data 
is  necessary  to  insure  privacy. 

The  purpose  of  the  act  is  to  provide  safeguards  for  the  collection 
and  use  of  such  records,  identify  record  systems,  provide  reasonable 
access  by  individuals  to  their  records,  and  provide  civil  remedies  for 
violations  of  its  provisions. 

Section  (a)  defines  various  terms  used  for  the  purposes  of  this  act. 

Section  (b)  prohibits  dissemination  of  records  outside  the  agency 
except  when  requested  or  permitted  with  prior  written  consent  by  the 
affected  individual.  Other  exceptions  are  when  it  is  used  for  a  legiti- 
mate routine  purpose  defined  under  formal  rulemaking;  submitted  to 
another  governmental  unit  for  a  law  enforcement  activity  authorized 
by  statute  upon  written  request;  to  the  Census  Bureau  for  activities 
pursuant  to  title  13,  U.S.C.;  for  statistical  use  when  provided  in  a 
non-individually  identifiable  form;  pursuant  to  a  showing  of  a  com- 
pelling circumstance  affecting  the  individual's  health  or  safety  and 
then  only  upon  transmittal  of  notice  to  the  individual;  when  trans- 
ferred to  the  National  Archives  or  provided  to  Congress. 

Section  (c)  requires  an  accurate  accounting  of  the  fact  and  nature 
of  any  dissemination  of  a  record,  which  accounting  shall  be  retained 
for  five  years  and  be  made  available  upon  request  to  the  affected  indi- 
vidual. This  section  also  requires  that  an  agency  inform  others  about 
any  correction  or  notation  of  dispute  disclosed  to  another  agency 
within  two  years  preceding  the  making  of  such  correction  on  a  record. 

Section  (d)  requires  an  agency  to  grant  access  by  an  individual  to 
his  records  for  inspection  and/or  copying;  permits  individuals  to  re- 
quest correction  of  records,  and  provides  for  an  interagency  review 
of  refusals  to  correct  upon  request.  This  section  also  permits  an  indi- 
vidual to  file  a  concise  statement  setting  forth  his  reasons  for  disagree- 
ing with  an  agency's  refusal  to  amend  the  record,  requires  the  agency 
to  clearly  note  the  disputed  portion  of  the  record,  and  permits  the 
agency  to  include  a  rebuttal  statement. 

Section  (e)  enumerates  agency  requirements  to  inform  individuals 
of  their  rights  when  supplying  information  and  also  requires  annual 
publication  in  the  Federal  Register  by  each  agency  which  maintains 
a  record  system  the  name  and  location  of  each  system;  the  category 
of  persons  and  records  maintained  in  each  system;  use  policies  of 
each  agency  and  the  title  and  business  address  of  the  person  respon- 
sible for  such  system. 

It  also  prohibits  any  Federal  agency  from  maintaining  any  record 
concerning  the  political  or  religious  belief  or  activity  on  any  indi- 
vidual unless  expressly  authorized  by  statute  or  the  individual  himself. 

Section  (f)  also  states  that  each  agency  shall  under  the  Adminis- 
trative Procedure  Act  set  rules  providing  for  access  to  requested  rec- 
ords; describe  routine  uses  of  maintained  records;  establish  proce- 
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"thires  for  amending  records  and  keeping  them  in  a  timely,  relevant 
and  accurate  fashion:  establish  procedures  for  disclosing  medical 
records  to  individuals;  and  may  set  fees  for  providing  copies  of  re- 
quested records  except  that  no  fees  shall  be  charged  for  search  or 
review  of  records. 

Section  (g)  provides  a  civil  remedy  for  individuals  who  have  been 
denied  access  to  their  records,  or  whose  records  have  been  kept  or  used 
in  contravention  of  the  requirements  of  the  act  and  an  adverse  effect 
results.  Suit  may  be  brought  in  a  district  where  the  complainant  re- 
sides, does  business,  where  the  records  are  located,  or  in  the  District 
of  Columbia.  The  complainant  may  recover  actual  damages  and  costs 
and  attorney  fees  if  the  agencies'  infraction  was  willful,  arbitrary,  or 
capricious. 

Section  (h)  provides  that  for  the  purposes  of  subsections  relating 
to  disclosure,  access  or  civil  remedies,  a  minor  or  an  adjudged  incom- 
petent may  be  represented  by  his  legal  guardian. 

Section  (i)  makes  unlawful  possession  of  or  disclosure  of  individ- 
ually identifiable  information  by  a  government  employee  punishable 
by  a  fine  not  to  exceed  $5,000  and  also  provides  that  any  person  who 
requests  or  obtains  such  a  record  by  false  pretenses  is  subject  to  a  fine 
not  to  exceed  $5,000. 

Section  (j)  states  that  except  as  to  certain  agency  conditions  of  dis- 
closure and  requirements,  records  determined  under  formal  rule- 
making maintained  by  the  CIA  and  records  maintained  for  law  en- 
forcement purposes  are  exempt  from  the  provisions  of  the  act. 

Section  (k)  permits  an  agency  head  to  exempt  any  record  or  system 
of  records  through  formal  rulemaking  from  the  provisions  of  sub- 
sections relating  to  disclosure,  accounting  availability,  access  avail- 
ability, and  certain  agency  rules;  records  which  are  classified:  are 
maintained  for  Secret  Service  protective  purposes;  or  required  by 
statute  to  be  maintained  solely  for  statistical  reporting  or  research 
purposes. 

Section  (1)  provides,  among  other  things,  that  records  accepted  by 
the  National  Archives  under  section  3103  of  title  44,  U.S.C.  shall  be 
considered  for  the  purposes  of  this  act  to  be  maintained  by  the  deposit- 
ing agency. 

Section  (m)  provides  for  an  annual  report  by  the  President  listing 
the  number  of  records  contained  in  any  system  of  records  exempted 
under  sections  (i)  and  (j)  and  reasons  for  such  exemptions. 

Section  6  sets  the  effective  date  of  the  act  at  180  days  after  enact- 
ment except  for  section  (f),  which  becomes  effective  on  the  date  of 
enactment. 

Changes  in  Existing  Law  Made  by  the  Bill,  as  Reported 

In  compliance  with  clause  3  of  Rule  XIII  of  the  Rules  of  the  House 
of  Representatives,  changes  in  existing  law  made  by  the  bill,  as  re- 
ported, are  shown  as  follows  (existing  law  proposed  to  be  omitted 
is  enclosed  in  black  brackets,  new  matter  is  printed  in  italics,  existing 
law  in  which  no  change  is  proposed  is  shown  in  roman)  : 
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TITLE  :>,  UNITED  STATES  CODE 

******* 

Chapter  5     Administrative  Procedure 

SUBCHAPTER  I — GENERAL  PROVISIONS 

Ski". 

500.  Administrative  practice ;  general  provisions. 

501.  Advertising  practice  :  restrictions. 

502.  Administrative  practice;   Reserves  and  National  Guardsmen. 

503.  Witness  fees  and  allowances. 

subchapter  ii — administrative  procedure 
Seo. 

551.  Definitions. 

552.  Public     information ;     agency     rules,     opinions,     orders,     records,     and 

proceedings. 
552a.  Records  about  individuals. 

553.  Rule  making. 

554.  Adjudications. 

555.  Ancillary  matters. 

556.  Hearings ;   presiding   employees ;    powers   and   duties ;    burden   of  proof ; 

evidence ;  record  as  basis  of  decision. 

557.  Initial    decisions ;    conclusiveness ;    review    by    agency ;    submissions    by 

parties  ;  contents  of  decisions  ;  record. 

558.  Imposition  of  sanctions ;  determination  of  applications  for  licenses ;  sus- 

pension, revocation,  and  expiration  of  licenses. 

559.  Effect  on  other  laws  ;  effect  of  subsequent  statute. 

subchapter  iii — administrative  conference  of  the  united  states 
Sec 

571.  Purpose. 

572.  Definitions. 

573.  Administrative  Conference  of  the  United  States. 

574.  Powers  and  duties  of  the  Conference. 

575.  Organization  of  the  Conference. 

576.  Appropriations. 

Subchapter  I — General  Provisions 
******* 

Subchapter  II — Administrative  Procedure 
******* 

§  552a.  Records  maintained  on  individuals 

(a)  Definitions. — For  purposes  oj  this  section — 

(1)  the  term  "agency"  means  agency  as  defined  in  section  552  (e) 
of  this  title; 

(2)  the  term  "individual''''  means  a  citizen  of  the  United  States 
or  an  alien  lawfully  admitted,  for  permanent  residence; 

(3)  the  term  "maintain"  includes  maintain,  collect ,  use,  or 
disseminate; 

(4-)  the  term  "record"  means  any  collection  or  grouping  of  in- 
formation about  an  individual  that  is  maintained  by  an  agency 
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and  that  contains  his  nam*.  .  or  the  identifying  number,  symbol,  or 
other  identifying  particular  assigned  to  the  indioidual; 

(5)  the  term  ^system  of  records"  means  a  group  of  any  records 
under  the  control  of  any  agency  from  which  information  is  re- 
trieved by  the  name  of  the  individual  or  by  some  identifying 
number,  symbol,  or  other  identifying  particular  assigned,  to  the 
individual;  and 

(6)  the  term  "statistical  research  or  reporting  record''  means  a 
record  in  a  system  of  records  maintained  for  statistical  research 
or  reporting  purposes  only  and  not  used  in  whole  or  in  part  in 
making  any  determination  about  an  identifiable  individual,  ex- 
cept as  provided  by  section  8  of  title  13. 

(b)  Conditions  of  Disclosure. — No  agency  shall  disclose  any  record 
which  is  contained  in  a  system  of  records  by  any  means  of  communi- 
cation to  any  person,  or  to  another  agency,  except  pursuant  to  a  writ- 
ten request  by,  or  with  the  prior  written  consent  of.  the  individual  to 
a:hom  the  record  pertain*,  unless  disclosure  of  the  record  would  be — 

(7)  to  those  officers  and  employees  of  the  agency  which  main- 
tains the  record  who  have  a  need  for  the  record  in  the  performance 
of  their  duties; 

(£)  for  a  routine  use  described  in  any  rule  promulgated  under 
subsection  (e)  {2)  (D)  of  this  section  : 

(3)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or 
carrying  out  a  census  or  survey  or  related  activity  pursuant  to  the 
provisions  of  title  13; 

(It)  to  a  recipient  who  has  provided  the  agency  with  adv 
adequate  written  assurance  that  the  record  will  be  used  solely  as  a 
statistical  research  or  reporting  record,  and  the  record  is  to  be 
transferred  in  a  form  that  is  not  individually  identifiable  ; 

(5)  to  the  National  Archives  of  the  United  States  as  a  record 
which  has  sufficient  historical  or  other  value  to  warrant  its  con- 
tinued preservation  by  the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of  General  Services  or  his  desig- 
nee to  determine  whether  the  record  has  such  value; 

(6)  to  another  agency  or  to  an  instrumentality  of  any  govern- 
mental jurisdiction  within  or  under  the  control  of  the  United 
States  for  a  law  enforcement  activity  if  the  activity  is  authorized 
by  law,  and  if  the  head  of  the  agency  or  instrumentality  has  made 
a  written  request  to  the  agency  which  maintain*  the  record r  specify- 
ing the  particular  portion  desired  and  the  law  enforcement 
activity  for  which  the  record  is  sought; 

(7)  pursuant  to  a  showing  of  compelling  r  ircumstances  affecting 
the  health  or  safety  of  an  individual,  if  upon  the  disclosure  noti- 
fication is  transmitted  to  the  last  known  address  of  the  individ- 
ual; or 

(S)  to  either  House  of  Congress .  or.  to  the  extent  of  matter 
within  its  jurisdiction,  any  committee  or  subcommittee  thereof. 
or  any  joint  committee  of  Congress  or  subcommittee  of  any  such 
joint  committee. 

(c)  Accounting  of  Certain  Disclosures. — Each  agency,  with 
respect  to  each  system  of  records  under  its  control,  shall — 
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(J)  exct pt  for  disclosures  made  under  subsection  (b)(1)  of 
this  section,  or  disclosures  to  the  public  from  records  whdcn  by 
law  or  f\  gulatian  ere  open  to  public  inspection  or  copying,  keep 
an  accurate  accounting  of — 

(.4)   the  date,  nature,  and  purpose  of  each  disclosure  of  a 
ord  to  any  person,  or  to  another  agency  made  under  sub- 
Si  ction  (b)  of  this  section;  and 

(/> )  the  name  and  address  of  the  person  or  agency  to  whom 
the  disclosure  is  made: 
i  J)    retain  the  accounting  made  under  paragraph   (1)  of  this 
subsection  for  at  least  five  years  after  the  disclosure  for  which 
the  accounting  is  made; 

(3)  except  for  disclosures  made  under  subsection  (b)  (6)  of 
this  section^  make  the  accounting  made  under  paragraph  (1)  of 
this  subsection  available  to  the  individual  named  in  the  record 
at  his  request;  and 

(4.)  inform,  any  person  or  other  agency  about  any  collection 
or  notation  of  disp'ute  made  by  the  agency  in  accordance  with 
subsection  (d)  of  this  section  of  any  record  that  has  been  dis- 
closed to  the  person  or  agency  within  two  years  preceding  the 
making  of  the  correction  of  the  record  of  the  individual,  except 
that  this  paragraph  shall  not  apply  to  any  record  that  was  dis- 
closed prior  to  the  effective  date  of  this  section  or  for  which  no 
accounting  of  the  disclosure  is  required. 
(d)  Access  to  Records. — Each  agency  that  maintains  a  system  oj 
records  shall — 

(1)  upon  request  by  any  individual  to  gain  access  to  his  record 
or  to  any  information  pertaining  to  him  which  is  contained  in  the 
system,  permit  him  to  review  the  record  and  have  a  copy  made 
of  all  or  any  portion  thereof  in  a  form  comprehensible  to  him  ; 

(2)  pennit  the  individual  to  request  amendment  of  a  record 
pertaining  to  him  and  either — 

(.4)  make  any  correction  of  any  portion  thereof  which  the 
in  dividual  believes  is  not  accurate,  relevant,  timely,  or  com- 
plete;  or 

( B )  prom ptly  inform  th e  indi vidua!  of  its  refusal  to  amend 
the  record,  in  accordance  with  his  request,  the  reason  for  the 
refusal,  the  procedures  established  by  the  agency  for  the  in- 
dividual to  request,  a  review  by  the  agency  of  that  refusal,  and, 
the  name  and  business  address  of  the  official  within  the  agency 
to  whom  the  request  for  review  may  be  taken ; 

(3)  permit  any  individual  who  disagrees  with  the  refusal  of 
the  agency  to  amend'  his  record,  to  request  review  of  the  refusal 
by  the  official  named  in  accordance  with  paragraph  (2)  (B)  of 
this  subsection :  and  if.  after  the  review,  that  official  also  refuses  to 
amend  the  record  in  accordance  with  the  request,  permit  the  in- 
dividual to  file  with  the  agency  a  concise  statement  setting  forth 
the  reasons  for  his  disagreement  with  the  refusal  of  the  agency; 
and 

(Jf)  in  any  disclosure,  containing  information  about  which  the 
individual  has  filed  a  statement  of  disagreement,  occurring  after 
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the  filing  of  the  statement  under  paragraph  (3)  of  this  subst  ction, 

clearly  note  any  portion  of  the  record  which  is  disputed  and.  upon 
request,  provide  copies  of  the  statement  and.  if  the  agency  deems 
it  appropriate,  copies  of  a  concise  statement  of  the  reasons  of  the 
agency  for  not  making  the  amendments  requested,  to  persons  01 
other  agencies  to  whom  the  disputed  record  has  been  disclosed. 
(e)  Agency  Requirements. — Each  agency  that  maintains  a  system 
of  records  shall — 

(  /  )  in  form  each  individual  whom  it  axles  to  supply  information. 
on  the  form  which  it  uses  to  collect  the  information  or on  a  separatt 
form  that  can  be  retained  by  the  individual — 

(.4)  which  Federal  statute  or  regulation,  if  any.  requires 
disclosure  of  the  information  ; 

(B)  the  principal  purpose  or  purposes  for  which  the  in- 
formation is  intended  to  be  used; 

(C)  other  prur poses  for  which  the  information  may  fa 
used,  as  published  pursuant  to  paragraph  (2)  (D)  of  this 
subsection  •  and 

(D)  the  effects  on  him.  if  any.  of  not  providing  all  or  any 
part  of  the  requested  infoi*motie>n; 

(2)  publish  in  the  Federal  Register  at  least  annually  a  notice 
of  the  existence  and  character  of  the  system  of  records,  which 
notice  shall  include — 

(A)  the  name  and  location  of  the  system; 

(B)  the  categories  of  individuals  on  whom  records  are 
maintained  iit  the  system; 

(C)  the  categories  of  records  maintained  in  the  system; 

(D)  each  routine  purpose  for  which  the  records  contained 
in  the  system  are  used  or  intended  to  be  used,  including  the 
categories  of  users  of  the  records  for  each  such  purpose ; 

{E)  the  policies  mid  practices  of  the  agency  regarding 
storage,  retriev ability,  access  controls,  retention,  and  disposal 
of  the  records; 

(F)  the  title  and  business  address  of  the  agency  official 
who  is  responsible  for  the  system  of  records; 

(G)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  if  the  system  of  records  contains  a 
record  pertaining  to  him;  and 

(H)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  how  he  can  gain  access  to  any  record 
pertaining  to  him  contained  in  the  system  of  records,  and 
how  he  can  contest  its  content; 

(3)  maintain  all  records  which  are  used  by  the  agency  in  mak- 
ing any  determination  about  any  individual  with  such  accuracy. 
relevance,  timeliness,  and  completeness  as  is  reasonably  necessary 
to  assure  fairness  to  the  individual  in  the  determination;  and 

(Jf,)  maintain  no  record  concerning  the  political  or  religious  be- 
lief or  activity  of  any  individual,  unless  expressly  authorized  by 
statute  or  by  the  individual  about  whom  the  r<  cord  is  maintains  d. 
(J)  Agency  Rules. — In  order  to  carry  out  the  provisions  oj  this 
section,  each  agency  that  maintains  a  system  of  records  shall  promul- 
gate rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  section  653  of  this  title,  which  shall — 
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(/)  establish  procedures  xchsreby  an  individual  can  be  notified 
in  response  to  //As-  request  if  any  system  of  records  named  by  the 
individual  contains  a  record  pertaining  to  him,' 

reasonable  times,  places,  and  requirements  for 
identifying  an  individual  who  requests  his  record  or  information 
pertaining  to  him  before  the  agency  shall  make  the  record  or 

formation  available  to  the  individual} 

(3)  establish  procedures  for  the  disclosure  to  an  individual 
upon  his  request  of  his  record  or  information  pertaining  to  him, 
including  special  procedure,  if  d>  t  med  necessary,  for  the  dis- 
closure  to  an  individual  of  medical  records,  including  psychologi- 
cal records,  pertaining  to  him; 

(4)  establish  procedures  for  reviewing  a  request  from  an  in- 
diridual concerning  the  amendment  of  any  record  or  information 
pertaining  to  the  individual,  for  making  a  determination  on  the 
request,  for  an  appeal  within  the  agency  of  an  initial  adverse 
agency  determination,  and  for  whatever  additional  means  the 
head  of  the  agency  may  deem  necessary  for  each  individual  to 
he  able  to  exercise  fully  his  rights  wider  this  section;  and 

(5)  establish  fees  to  be  charged,  if  any,  to  any  individual  for 
making  copies  of  his  record,  excluding  the  cost  of  any  search  for 
and  review  of  the  record. 

The  Office  of  the  Federal  Register  shall  annually  compile  and  publish 
the  rules  promulgated  under  this  subsection  in  a  form  available  to  the 
public  at  low  cost. 

(g)(1)  Civil  Remedies. — Whenever  any  agency  (A)  refuses  to  comply 
with  an  individual  request  under  subsection  (d)(1)  of  this  section. 
(B)  fails  to  maintain  any  record  concerning  any  individual  with  such 
accuracy,  relevance,  timeliness,  and  completeness  as  is  necessary  to 
assure  fairness  in  any  determination  relating  to  the  qualifications. 
character,  rights,  or  opportunities  of,  or  benefits  to  the  individual 
that  may  be  made  on  the  basis  of  the  record  and  consequently  a  deter- 
mination is  made  which-  is  adverse  to  the  individual,  or  (C)  fails  to 
comply  with  any  other  provision  of  this  section,  or  any  rule  promul- 
gated thereunder,  in  such  a  way  as  to  have  an  adverse  effect  on  an 
indiridual,  the  individual  may  bring  a  civil  action  against  the  agency. 
and.  the  district  courts  of  the  United  States  shall  have  jurisdiction  in 
the  matters  under  the  provisions  of  this  subsection. 

(2)  (A)  In  any  suit  brought  under  the  provisions  of  subsection  (g) 
(1)  (A)  of  this  section,  the  court  may  enjoin  the  agency  from  with- 
holding the  records  and  order  the  production  to  the  complainant  of 
a,,y  agency  records  improperly  withheld  from  him.  In  such  a  case  the 
court  shall  determine  the  matter  de  novo,  and  may  examine  the  con- 
tents of  any  agency  records  in  camera  to  determine  whether  the  records 
or  <>ny  portion  thereof  may  he  withheld  under  any  of  the  exemptions 
set  forth  in  subsection  ( j)  or  (k)  of.  this  section,  and  the  burden  is  on 
the  agency  to  sustain  its  action. 

{II)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in  any 
case  under  this  paragraph  in  which  the  complainant  lias  substantially 
prevailed. 

(-?)  In  any  suit  brought  under  the  provisions  of  subsection  (g)  (1) 
(B)  and  (C)  of  this  section  in  which  the  court  determines  that  the 
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agency  acted  in  a  manner  which  was  willful,  arbitrary,  or  capricious, 
the  United  States  shall  be  liable  to  the  individual  in  an  amount  t  qual 
to  the  sum  of — 

(A)  actual  damages  sustained  by  the  individual  as  a  result  of 
the  refusal  or  failure;  and 

(B)  the  costs  of  the  action  together  icith  reasonable  attorney 
fees  as  di  U  rmined  by  the  court. 

(4.)  An  action  to  enforce  any  liability  created  under  this  section 
may  be  brought  in  the  district  court  of  the  United  States  in  the  district 
in  which  the  complainant  resides,  or  has  his  principal  place  ofbusim  88, 
or  in  which  the  agency  records  are  situated,  or  in  the  District  of  Co- 
lumbia, without  regard  to  the  amount  in  controversy,  within  tico  years 
from  the  date  on.  which  the  cause  of  action  arises,  except  that  where 
an  agency  has  materially  unci  willfully  misrepresented  any  informa- 
tion required  under  this  section  to<  be  disclosed  to  an  individual  and 
the  information  so  misrepresented  is  material  to  the  establishm(  nt  of 
the  liability  of  the  agency  to  the  individual  under  this  section,  the 
action  may  be  brought  at  any  time  within  two  years  after  discovery 
by  the  individual  of  the  misre  presentation. 

(/?)  Eights  of  Legal  Guardians. — For  the  purposes  oj  this  section, 
the  parent  of  any  minor,  or  the  legal  guardian  of  any  individual  who 
has  been  declared  to  be  incompetent  due  to  physical  or  mental  in- 
capacity or  age  by  a-  court  of  competent  jurisdiction,  may  act  on  be- 
half of  the  individual. 

{i)(l)  Criminal  Penalties. — Any  officer  or  employee  oj  the  United 
States,  who  by  virtue  of  his  employment  of  official  position,  has  posses- 
sion, of,  or  access  to.  agency  records  which  contain  individually  identi- 
fiable information  the  disclosure  of  tohich  is  prohibited  by  this  section 
or  by  rules  or  regulations  established  thereunder,  and  icho  knowing 
that  disclosure  of  the  specific  material  is  so  prohibited,  willfully  dis- 
closes the  material  in  any  manner  to  any  person  or  agency  not  entitled 
to  receive  it.  shall  be  fined  not  more  than  $5,000. 

(2)  Any  person  who  knowingly  and  willfully  requests  or  obtains 
any  record  cona  rning  an  individual  from  an  agency  under  false  pre- 
t(  uses  shall  be  fined  not  more  than  $5,000. 

(j)  General  Exemptions. —  The  head  of  any  agency  may  promulgate 
rules,  in  accordance  with  the  requirements  {including  general  notice) 
of  section.  553  of  this  title,  to  exempt  any  system  of  records  within  the 
agency  from  any  part  of  this  section  except  subsections  (b)  and 
(e)  (2)  {A)  through  (F)  if  the  system  of  records  is — 

( / )  maintained  by  the  Central  Intelligence  Ag<  ncy;  or 
(2)  maintained  by  an  agency  or  component  thereof  which  per- 
forms as  its  principal  function  any  activity  pertaining  to  the  en- 
forcement of  criminal  laws,  including  police  efforts  to  pre  rent. 
control,  or  r>  dud  crimp  or  to  apprehend  criminals,  and  the  activ- 
ities of  prosecutors,  courts,  correctional,  probation,  pardon,  or 
parole  authorities,  and  which  consists  of  {A)  information  com- 
piled for  tin  purpose  of  identifying  individual  criminal  offt  riders 
and  alleged  offenders  ami  consisting  only  of  identifying  data  a/at 
notations  of  arrests,  the  nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  reha.se.  and  paroli  and  proba- 
tion status;  (B)  information  compiled  for  tht  purpos<  of  a  crimi- 
nal investigation,  including  reports  of  informants  and  investiga- 
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tors,  and  ■■  d  with  cm  identijiabh   individual;  or  (C)  re- 

ports  i  ■il>   to  an  individual  compiled  at  any  stage  of  the 

process  of  enforcement  of  the  criminal  laws  from  arrest  or  in- 

dictmt  nt  through  n  least  from  supt  rvision. 

Specific  Exemptions. — The  head  of  any  agency  may  promulgate 

rules,  in  accordance  with  the  requirements  (including  general  notice) 

of  8t  ction  653  of  this  title,  to  exi  mpt  any  system  of  n  cords  within  the 

agency  from  subsections  (c)(3),  (d),  (e)(7),  (e)  (2  (G)  and  (H), 

and  (  f)  of  this  section  if  the  system  of  records  is — 

( / )  subject  to  the  provisions  of  8i  ction  552 { f>)  (1)  of  this  title ; 
(£)   investigating  material  compiled  for  law  enforcement 
posi  8,  i  xa  pt  to  the  extent  that  the  matt  rial  is  within  the  scopi  of 
subsection  (./')(-)  of  this  section  or  is  open  to  public  >'• 
under  the  provisions  of  section  552(b)(7)  of  this  title; 

(3)  maintained  in  connection  with  providing  protective  serv- 
s  to  the  President  of  the  United  States  or  other  individuals 

pursuant  to  section  3056  of  title  18;  or 

(4)  required  by  statute  to  be  maintained  and  used  soldi/  as 
statisticcd  research  or  reporting  records. 

(l)(l)  Archival  Records. — Each  agency  record  which  is  accepted 
by  the  Administrator  of  General  Services  for  storage,  processing,  and 
Si  rricing  in  accordance  with  section  3103  of  title  4-4-  shall,  for  the 
pa i- poses  of  this  section,  he  considered  to  be  maintained  by  the  agency 
which  deposited  the  record  and  shall  be  subject  to  the  provisions  of 
this  section.  The  Administrator  of  General  Services  shall  not  disclose 
the  record  except  to  the  agency  which  maintains  the  record,  under 
rules  established  by  that  agency  which  are  not  inconsistent  icith  the 
prov is io n s  of  th  is  section. 

(2)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  was  transferred  to  the  National  Archives  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value  to  warrant  its 
continued  preservation  by  the  United  States  Government,  prior  to 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section. 
be  considered  to  be  maintained  by  the  National  Archives  a?id  shall  not 
be  subject  to  the  provisions  of  this  section. 

(3)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  is  transferred  to  the  National  Archives  of  the  United  States  as 
a  i'  cord  which  has  sufficient  historical  or  other  value  to  warrant  its 
continued  preservation  by  the  United  States  Government,  on  or  after 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section, 
he  considered  to  be  maintained  by  the  National  Archives  and  shall  be 
subject  to  all  provisions  of  this  section  except  subsections  (c)  (4-)  :  (d) 
(2),  (8),  and  tf);  (e)  (1),  (2)(H)  and  (3);  (f)(4);  (g)(1)(B) 
and  (C),and  (3). 

(m)  Annual  Report. — The  President  shall  submit  to  the  Speaker  of 
the  House  and  the  President  of  the  Senate,  by  June  30  of  each  calendar 
yt  '//■.  a  consolidated'  report,  separately  listing  for  each  Federal  agency 
the  number  of  records  contained  in  any  system  of  records  which  were 
exempted  from  the  application  of  this  section  under  the  provisions  of 
subsections  ())  and  (k)  of  this  section  during  the  preceding  calendar 
y<  '// .  and  the  reasons  for  the  exemptions,  and  such  other  information 
as  indicates  efforts  to  administer  fully  this  section. 
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Correspondence  Regarding  Cost  Estimate 

Executive  Office  of  the  President, 

Office  of  Management  and  Budget, 
Washington,  D.C.,  September  19,  197  Jf. 
Hon.  William  S.  Moorhead, 

Chairman*  Foreign  Operations  and  Government  Information  Sub- 
committee, Committee  on  Government  Operations,  House  of  Rep- 
resentatives, Washington,  D.C. 
Dear  Mr.  Chairman  :  This  letter  is  to  confirm  the  essence  of  our 
discussions  last  evening  in  regard  to  the  costs  of  implementing  H.R. 
16373.  consistent  with  the  amendments  which  we  have  proposed. 

I  would  like  to  reiterate  that  it  is  extremely  difficult  to  develop  any 
reliable  estimate  of  the  cost  of  this  legislation,  because  it  plows  new 
ground  in  areas  where  we  have  virtually  no  operating  experience,  and 
there  are  so  many  interdependent  variables  of  unknown  magnitude. 
We  have  been  working  with  the  Executive  Departments  and  Agen- 
cies since  May  to  develop  cost  estimates  in  connection  with  the  privacy 
provisions  transmitted  to  you  in  our  letter  of  June  19,  1974.  Those 
efforts  have  not  yielded  firm  estimates,  but  rather  have  underscored 
the  difficulty  which  operating  organizations  are  experiencing  in  at- 
tempting to  quantify  the  costs  involved.  Some  of  the  major  imponder- 
ables we  have  encountered  are : 

There  is  considerable  uncertainty,  as  confirmed  by  Senator 
Ervin's  study,  about  the  total  number  and  magnitude  of  personal 
data  systems  currently  being  maintained  by  various  government 
agencies. 

The  disincentives  to  collecting  personal  data  inherent  in  this 
legislation  will  probably  result  in  a  reduction  in  the  amount  of 
data  collected  and  stored  in  various  agency  systems,  and  possibly 
the  elimination  of  some  existing  systems.  However,  the  disincen- 
tives to  transferring  personal  data  between  agencies  will  have  the 
countere fleet  of  stimulating  more  systems  to  meet  the  unique  needs 
of  a  given  agency.  There  is  considerable  uncertainty  about  the  off- 
setting effects  of  these  two  factors. 

It  is  difficult  to  predict  the  extent  to  which  individuals  will 
exercise  the  rights  afforded  to  them  by  this  bill.  For  example, 
how  many  people  will  inquire  whether  they  are  included  in  spe- 
cific agency  systems  and  how  many  will  request  copies  of  their 
data  or  modifications  of  the  data  maintained  about  them. 

There  is  uncertainty  about  the  extent  to  which  reduced  effi- 
ciencies in  computer  utilization  resulting  from  the  introduction 
of  safeguards  will  be  offset  by  technological  improvements  being 
developed  by  industry. 

(35) 


328 


For  the  foregoing  reasons,  our  estimate  cannot  have  a  high  degree  of 
precision.  Within  those  limitations,  we  believe  the  costs  of  implement- 
ing U.K.  L6373  will  be  on  the  order  of  $200  to  $300  million  per  year 
over  the  next  four  to  live  years,  with  an  additional  one-time  start-up 
cost  of  about  $100  million,  which  would  be  expended  within  the  first 
two  years.  As  previously  indicated,  there  are  some  possible  offsetting 
factors  which  could  reduce  the  actual  cost.  However,  we  believe  that  a 
year's  operating  experience  will  be  necessary  before  greater  precision 
in  the  cost  estimates  can  be  achieved. 

There  is  no  doubt  that  privacy  safeguards  of  the  type  envisioned 
in  this  bill  will  result  in  added  costs  of  operations.  We  have  appre- 
ciated the  concern  of  the  Subcommittee  about  costs,  and  their  con- 
tinued ell'orts  to  minimize  the  cost  impact  as  the  bill  has  evolved.  Our 
estimate  of  the  costs  associated  with  the  current  draft  are  less  than 
half  of  the  costs  which  we  had  estimated  for  earlier  drafts  which  were 
under  consideration. 
Sincerely, 

Robert  H.  Marik, 
Associate  Director  for  Management  and  Operations. 
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ADDITIONAL  VIEWS  OF  HON.  BELLA  S.  ABZUG  (CON- 
(TRRED  IN  BY  HON.  JOHN  E.  MOSS,  HON.  DANTE  B. 
FASCELL,  HON.  BENJAMIN  S.  ROSENTHAL,  HON.  JOHN 
C.  CULVER,  HON.  JOHN  CONYERS,  JR.,  HON.  JAMES  V. 
STANTON,  HON.  CARDISS  COLLINS,  HON.  JOHN  L.  BUR- 
TON, AND  HON.  GILBERT  GUDE) 

H.R.  16373  is  the  product  of  many  months  of  hard  work  by  the 
members  and  staff  of  the  Foreign  Operations  and  Government  Infor- 
mation Subcommittee.  During  the  course  of  these  months,  all  of  us 
who  have  been  involved  in  the  process  of  writing  this  legislation  have 
learned  a  great  deal  about  the  complex  concept  of  "privacy".  Fortu- 
nately, as  a  result  of  this  learning  experience,  instigated  by  the  intro- 
duction of  several  excellent  privacy  bills,  the  bill  which  the  full  Gov- 
ernment Operations  Committee  reported  out  on  September  24th  repre- 
sents an  improvement  in  a  number  of  ways,  both  organizationally  and 
substantively,  over  earlier  drafts  of  this  bill.  There  is  still  room  for 
much  improvement,  however.  We  feel  that  there  are  several  additions 
and  changes  which  must  be  made  to  strengthen  the  bill.  In  view  of  the 
difficulty  of  maintaining  a  quorum  and  the  pressure  of  time,  these 
could  not  be  effectively  considered  at  the  full  committee  meeting,  but 
will  be  presented  when  the  bill  reaches  the  floor. 

There  are  three  basic  weaknesses  in  the  bill :  the  numerous  and  un- 
justified exemption  provisions,  the  failure  to  provide  either  liquidated 
or  punitive  damages,  and  the  lack  of  any  administrative  mechanism  to 
oversee  the  implementation  of  the  bill. 

EXEMPTIONS 

We  start  with  the  premise  that  exemptions  from  the  provisions  of 
this  bill  and  of  any  bill  designed  to  protect  individual  rights  of  pri- 
vacy are  justified  only  in  the  face  of  overwhelming  societal  interests. 
Never  should  economy  or  efficiency  or  administrative  convenience  be 
used  to  justify  the  exemption  from  or  modification  of  any  of  the  safe- 
guard requirements  set  forth  in  this  bill.  Moreover,  when  exemptions 
must  be  made,  they  must  be  defined  in  very  specific  terms. 

The  Committee  bill  sets  forth  six  categories  in  which  exemptions 
may  be  made:  (1)  records  maintained  by  the  C.I.A.,  (2)  certain  rec- 
ords maintained  by  criminal  law  enforcement  agencies,  (3)  informa- 
tion affecting  national  security  within  the  scope  of  Section  552(b)  (1) 
of  Title  5,  U.S.  Code,  (4)  investigatory  material  compiled  for  law  en- 
forcement purposes,  both  criminal  and  civil,  (5)  records  maintained 
in  connection  with  certain  protective  services,  and  (6)  records  re- 
quired by  statute  to  be  maintained  and  used  solely  for  statistical  re- 
search or  operating.  Within  any  of  these  categories  the  bill  delegates 
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to  the  heads  of  the  various  Federal  agencies  the  task  of  balancing  indi- 
\  idual  rights  against  societal  interests  and  of  deciding  which  is  para- 
mount. Im>\v  guidelines  have  been  set  forth,  however,  to  enable  agency 
heads  to  perform  this  rather  delicate  task. 

We  feel  that  there  are,  at  most,  only  three  areas  where  societal  in- 
terest can  be  paramount  to  the  individual  rights  provided  by  this  bill  : 
(1)  where  granting  an  individual  access  to  his  or  her  records  would 
seriously  damage  national  defense  or  foreign  policy;  (2)  where  such 
access  would  interfere  with  an  active  criminal  prosecution;  and  (3) 
where  records  are  required  by  law  to  be  maintained  for  statistical  re- 
search or  reporting  purposes  and  are  not.  in  fact  used  to  make  deter- 
minations about  identifiable  individuals.  By  narrowing  the  exemption 
categories  and  defining  them  in  specific  terms  related  to  the  use  of  rec- 
ords rather  than  to  the  agency  maintaining  them,  Congress  could  pro- 
vide agency  heads  with  standards  to  meet  in  exercising  their  rule- 
making authority  to  grant  exemptions.  Only  in  this  way  can  we  be 
assured  that  the  constitutional  rights  of  individuals  will  be  protected 
and  will  not  be  sacrificed  to  administrative  discretion,  expediency  or 
whim. 

DAMAGES 

The  bill  in  its  present  form  contains  provisions  for  the  assessment  of 
actual  damages,  court  costs,  and  attorneys'  fees  in  cases  where  an 
agency  is  found  to  be  in  violation  of  the  law.  A  provision  allowing 
court  assessment  of  punitive  damages,  which  is  contained  in  the  Senate 
bill  (S.  34ls).  was  stricken  in  full  committee.  We  feel  strongly  that 
this  provision  should  be  restored  to  the  bill.  Actual  damages  resulting 
from  an  agency's  misconduct  will,  in  most  cases,  be  difficult  to  prove 
and  this  will  often  effectively  preclude  an  adequate  remedy  at  law. 
Moreover,  if  we  are  concerned  with  effectively  deterring  the  willful, 
arbitrary,  or  capricious  disclosure  or  transfer  of  protected  records  a 
provision  permitting  a  court  to  assess  punitive  damages  or,  at  the 
very  least,  liquidated  damages  is  essential. 

THE    NEED    FOR    AX    ADMINISTRATIVE    AGENCY 

Unlike  the  Senate  bill.  H.R.  16373  contains  no  provision  for  the  es- 
tablishment of  an  administrative  body  to  oversee  the  implementation 
of  this  legislation.  We  recognize  the  fact  that  some  of  our  colleagues 
feel  it  is  wiser  to  wait  and  see  how  Federal  agencies  respond  to  privacy 
legislation  before  establishing  any  oversight  mechanism.  No  one,  how- 
ever, wants  to  repeat  the  experience  of  the  Freedom  of  Information 
Act  in  holding  out  rights  to  individuals  but  providing  them  only  with 
the  costly  and  cumbersome  mechanism  of  a  judicial  remedy.  Therefore, 
we  would  amend  the  bill  to  provide  for  the  establishment  of  an  admin- 
istrative body  to  mediate  conflicts  between  agencies  and  individuals, 
to  investigate  complaints,  hold  hearings,  and  make  findings  of  fact. 

We  would  be  more  than  naive  if  we  failed  to  recognize  that  individ- 
ual Federal  agencies  cannot  be  expected  to  take  an  aggressive  role  in 
enforcing  privacy  legislation.  Enforcement  of  the  provisions  of  this 
bill  will  be  secondary  to  each  agency's  legislative  mandate  and  will,  of 
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necessity,  cause  additional  expense  and  administrative  inconvenience. 
Only  by  providing  a  separate  administrative  agency  with  authority 
for  implementing  this  legislation  and  coordinating  the  privacy  pro- 
grams of  the  various  Federal  agencies  can  we  !>e  assured  of  uniform, 
effective  enforcement  of  the  rights  guaranteed  by  this  bill. 

Bella  S.  Abzug, 

John  E.  Moss, 
James  V.  Stanton, 
Gilbert  Gude, 
John  Burton, 
Dante  B.  Fascell, 
John  Culver, 
Cardiss  Collins, 
Benjamin  Rosenthal, 
John  Conyers,  Jr., 
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ADDITIONAL  VIEWS  OF  HOX.  JOHN  X.  ERLENBORN 
(CONCURRED  IX  BY  HOX.  PAUL  X.  McCLOSKEY,  JR., 
HON.  SAM  STEIGER,  HON.  CHARLES  THONE,  AND  HON. 
ROBERT  P.  HANRAHAN) 

The  Committee  states  in  this  report,  "H.R.  16373  attempts  to  strike 
that  delicate  balance  between  two  fundamental  and  conflicting  needs — 
on  the  one  hand,  that  of  the  individual  American  for  a  maximum 
degree  of  privacy  over  personal  information  he  furnishes  his  govern- 
ment, and  on  the  other,  that  of  the  government  for  information  about 
individual  citizens  which  it  finds  necessary  to  carry  out  its  legitimate 
function^"* 

We  commend  the  members  of  the  Committee  for  keeping  this  objec- 
tive in  mind  when  writing  the  bill.  We  believe  that  they  have  failed  to 
follow  it,  however,  with  regard  to  two  important  kinds  of  informa- 
tion. Should  the  bill  reach  the  Floor  of  the  House,  we  shall  therefore 
oiler  an  amendment  to  add  these  two  kinds  of  information  to  the 
categories  which  may  be  exempted  from  the  provisions  of  the  bill 
which  permit  individuals  to  have  access  to  records  maintained  about 
them.  The  two,  which  we  urge  should  be  made  items  (5)  and  (6)  in 
subsection  552a (k),  are : 

— investigatory  material  compiled  solely  for  the  purpose  of  deter- 
mining initial  or  continuing  eligibility  or  qualification  for  Federal 
employment,  military  service,  Federal  contracts,  or  access  to  classi- 
fied information;  and 

— testing  or  examination  material  used  for  appointment,  employ- 
ment, or  promotion  in  the  Federal  service. 

With  regard  to  these  types  of  records,  individual  access  would  im- 
pair the  carrying  out  of  legitimate  functions  of  government.  Those 
functions  are  so  important  that  the  principle  of  access  to  records 
should  be  put  aside  here. 

INVESTIGATORY    MATERIAL 

Government  agencies  must  be  able  to  choose  the  best  applicants 
for  employment  and  military  service  if  they  are  to  fulfill  their  missions 
most  effectively.  They  must  be  able  to  select  the  best  contractors  to 
perform  additional  necessary  work.  They  must  be  especially  careful  in 
certifying  which  individuals  may  view  information  the  disclosure  of 
which  could  damage,  in  some  cases  severely,  the  national  defense  or 
foreign  policy  of  the  United  States. 

To  have  the  ability  to  make  these  important  judgments,  agencies 
need  honest  opinions  about  the  people  they  are  investigating.  The 
Civil  Service  Commission,  speaking  for  all  agencies,  has  testified  that 
"Our  long  experience  in  investigations  indicates  that  those  who  give 
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witness  to  the  qualifications  and  integrity  of  others  are  ordinarily  far 
more  candid  when  the  information  is  given  under  pledge  of  confidence 
than  they  are  when  they  presumably  are  speakng  for  publication."' 
If  the  information  were  to  be  available  to  the  individuals  to  wThom  it 
pertains,  the  government  could  not  make  a  pledge  of  confidence  to  the 
people  whom  it  solicits  for  personal  opinions.  Future  information 
would  not  be  forthcoming.  Past  information  would  be  revealed,  violat- 
ing the  privacy  of  the  people  who  gave  it.  This  would  be  a  most  unfor- 
tunate result. 

TESTING   MATERIAL 

The  military  services  and  the  Civil  Service  Commission  test 
applicants  to  determine  eligibility  and  ratings  for  military  placement 
and  on  merit  system  schedules.  Individuals  are  informed  of  their 
scores  on  these  tests  and  hov»  the  scores  compare  with  those  of  other 
people  who  took  the  same  examinations.  Revealing  the  test  questions 
and  answers  in  addition  would  not  help  the  individuals  in  any  way ; 
it  certainly  would  not  protect  their  privacy.  This  disclosure  would 
have  only  one  result :  the  examination  material  would  be  made  public. 
As  a  result,  to  make  all  tests  fair,  examining  agencies  would  have  to 
develop  a  new  version  of  each  test  for  each  occasion  on  which  it  would 
be  given.  This  would  be  a  needless  expense. 

In  short,  we  seek  not  the  invasion  of  privacy  but  the  furtherance  of 
important  government  objectives  in  areas  where  privacy  considera- 
tions do  not  weigh  heavily.  We  support  most  emphatically  the  pro- 
tection of  personal  privacy,  and  offer  this  amendment  only  to  improve 
a  bill  which  is  directed  toward  that  end. 

John  N.  Erlenborn, 
Paul  N.  McCloskey,  Jr., 
Sam  Steiger, 
Charles  Thone, 
Robert  P.  Hanrahan. 
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93d  CONGRESS 
2d  Session 


S.  3418 


AN  ACT 

To  establish  a  Privacy  Protection  Commission,  to  provide  man- 
agement systems  in  Federal  agencies  and  certain  other 
organizations  with  respect  to  the  gathering  and  disclosure 
of  information  concerning  individuals,  and  for  other  purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

'  2     tives  of  the  United  States  of  America  in  Congress  assembled, 

3  TITLE  I— PRIVACY  PROTECTION  COMMISSION 

4  ESTABLISHMENT  OF  COMMISSION 

5  Sec.  101.    (a)   There  is  established  as  an  independent 

6  agency   of   the   executive   branch   of   the   Government   the 

7  Privacy  Protection  Commission. 

8  (b)  (1)    The  Commission  shall   be  composed   of  five 

9  members  who  shall  be  appointed  by  the  President,  by  and 
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1  with  the  advice  and  consent  of  the   Senate,   from  among 

2  members  of  the  public  at  large  who,   by  reason  of   their 

3  knowledge  and   expertise  in  any  of  the  following  areas:  civil 

4  rights  and  liberties,  law,  social  sciences,  and  computer  tech- 

5  nology,  business,  and  State  and  local  government,  are  well 

6  qualified  for  service  on  the  Commission  and  who  are  not 

7  otherwise  officers  or  employees  of  the  United  States.  Not 

8  more  than  three  of  the  members  of  the  Commission  shall  be 

9  adherents  of  the  same  political  party. 

10  (2)  One  of  the  Commissioners  shall  be  appointed  Chair- 

11  man  by  the  President. 

12  (3)  A  Commissioner  appointed  as  Chairman  shall  serve 

13  as  Chairman  until  the  expiration  of  his  term  as  a  Commis- 

14  sioner  of  the  Commission    (except  that  he  may  continue  to 

15  serve  as  Chairman  for  so  long  as  he  remains  a  Commissioner 

16  and  his  successor  as  Chairman  has  not  taken  office) .  An  in- 

17  dividual  may  be  appointed  as  a  Commissioner  at  the  same 

18  time  he  is  appointed  Chairman. 

19  (c)    The  Chairman  shall  preside  at  all  meetings  of  the 

20  Commission  and  a  quorum  for  the  transaction  of  business 

21  shall  consist  of  at  least  three  members  present  (but  the  Chair- 

22  man  may  designate  an  Acting  Chairman  who  may  preside  in 

23  the  absence  of  the  Chairman).  Each  member  of  the  Com- 

24  mission,  including  the  Chairman,  shall  have  equal  respon- 
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1  >il»ility    and    authority    in    all    decisions    and    actions    of    the 

2  Commission,  shall  have  full  access  to  all  information  relating 
:;  to  the  performance  of  his  duties  or  responsibilities,  and  shall 

4  have  one  vote.  Action  of  the  Commission  shall  lie  determined 

5  by  a  majority  vote  of  the  members  present.  The  Chairman 
C)  (or  Acting  Chairman)  shall  ho  the  official  spokesman  of  the 

7  Commission  in  it<  relations  with  the  Congress,  Government 

8  agencies,  persons,  or  the  public,  and,  on  behalf  of  the  Com- 

9  mission,  shall  see  to  the  faithful  execution  of  the  policies  and 

10  decisions  of  the  Commission,  and  shall  report  thereon  to  the 

11  Commission  from   time  to  time  or  as  the  Commission   may 

12  direct. 

13  (d)    Each   Commissioner  shall   be  compensated  at   the 

14  rate  provided  for  under  section  5314  of  title  5  of  the  United 

15  States  Code,  relating  to  level  IV  of  the  Executive  Schedule. 

16  (e)    Commissioners  shall  serve  for  terms  of  three  year-. 

17  No  Commissioner  may  serve  more  than  two  terms.  Vacan- 

18  cies  in  the  membership  of  the  Commission  shall  be  filled  in 

19  the  same   manner  in   which   the   original  appointment   was 

20  made. 

21  (f)    Vacancies  in   the  member-hip  of  the  Commission, 

22  as  long  as  then4  are  three  Commissioners  in  office,  shall  not 

23  impair  the  power  of  the  Commission  to  execute  the  functions 

24  and  powers  of  the  Commission. 
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1  (g)    The  members  of  the  Commission  shall  nol  engage 

2  in  any  oilier  employment   during  their  tenure  as  members 

3  of  the  Commission. 

4  (h)  (1)   Whenever  the  Commission  submits  any  budget 

5  estimate  or  request  to  the  President  or  the  Office  of  Manage- 

6  ment  and  Budget,  it  shall  concurrently  transmit  a  copy  of 

7  that  request  to  Congress. 

8  (2)   Whenever  the  Commission  submits  any  legislative 

9  recomendations,  or  testimony,  or  comments  on  legislation  to 

10  the  President  or  Office  of  Management  and  Budget,  it  shall 

11  concurrently  transmit  a  copy  thereof  to  the  Congress.  Xo 

12  officer  or  agency  of  the  United  States  shall  have  any  au- 

13  thority  to  require  the  Commission  to  submit  its  legislative 

14  recommendations,  or  testimony,  or  comments  on  legislation, 

15  to  any  officer  or  agency  of  the  United  States  for  approval, 

16  comments,  or  review,  prior  to  the  submission  of  such  reconci- 
le mendations,  testimony,  or  comments  to  the  Congress. 

18  PERSONNEL  OE  THE   COMMISSION 

19  Sec.    1.02.    (a)  (1)    The  Commission  shall   appoint  an 

20  Executive   Director  who   shall   perforin   such    duties   as   the 

21  Commission  may  determine.  Such  appointment  may  be  made 

22  without  regard   to  the  provisions  of  title   5,   United  States 

23  Code. 

24  (2)   The  Executive  Director  shall  he  compensated  at  a 
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1  rate  not  in  excess  of  maximum  rate  for  GS-1S  of  the  General 

2  Schedule  under  section  5332  of  title  5,  United  State-  Code. 

3  (b)    The  Commission  is  authorized  to  appoint  and  fix 

4  the  compensation  of  such  officers  and  employees,  and  pre- 

5  scribe  their  functions  and  duties,   as   may  be  necessary  to 

6  carry  out  the  provisions  of  this  Act. 

7  (c)  The  Commission  may  obtain  the  services  of  experts 

8  and  consultants  in  accordance  with  the  provisions  of  section 

9  3109  of  title  5,  United  States  Code. 

10  FUNCTIONS   OF   THE  COMMISSION 

11  Sec.  103.  (a)  The  Commission  shall— 

12  (1)   publish  annually  a  United  States  Directory  of 

13  Information  Systems  containing  the  information  speci- 

14  fled  to  provide  notice  under  section  201  (c)  (3)    of  this 

15  Act  for  each  information  system  subject  to  the  provisions 
1(3  of  this  Act  and  a  listing  of  all  statutes  which  require 
1"  the  collection  of  such  information  by  a  Federal  agency; 

18  (2)  investigate,  determine,  and  report  any  violation 

19  of  any  provision  of  this  Act   (or  any  regulation  adopted 

20  pursuant  thereto)  to  the  President,  the  Attorney  General, 

21  the  Congress,  and  the  General  Services  Administration 

22  where  the  duties  of  that  agency  are  involved,  and  to 

23  the  Comptroller  General  when  it  deems  appropriate;  and 

24  (3)  develop  model  guidelines  for  the  implementation 
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1  of  this  Act  and  assist   Federal   agencies   in   preparing 

2  regulations   and   meeting   technical   and   administrative 

3  requirements  of  this  Act. 

4  (b)    Upon  receipt  of  any  report  required  of  a  Federal 

5  agency  describing   ( 1 )   any  proposed  information  system  or 

6  data  bank,  or   (2)   any  significant  expansion  of  an  existing 

7  information  system  or  data  bank,  integration  of  files,  pro- 

8  grams  for  records  linkage  within  or  among  agencies,  or  cen- 

9  tralization  of  resources  and  facilities  for  data  processing,  the 

10  Commission  shall — 

11  (A)  review  such  report  to  determine   (i)   the  prob- 

12  able  or  potential  effect  of  such  proposal  on  the  privacy 

13  and  other  personal  or  property  rights  of  individual-  or 

14  the  confidentiality  of  information  relating  to  such  indi- 

15  viduals,  and  (ii)  its  effect  on  the  preservation  of  the  con- 

16  stitutional   principles    of   federalism    and    separation    of 

17  powers:  and 

18  (B)  submit  findings  and  make  recommendations  to 

19  the  President,  Congress,  and  the  General  Services  Ad- 

20  ministration  concerning  the  need  for  legislative  authori- 

21  zation  and  administrative  action  relative   to  any   such 

22  proposed  activity  in  order  to  meet  the  purposes   and 

23  requirements  of  this  Act. 

24  (c)   After  receipt  of  any  report  required  under  subsec- 

25  tion    (b).  if  the  Commission  determines  and  reports  to  the 
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1  Congress  thai  a  proposal  to  establish  or  modify  a  data  bank 

2  or  information  system  does  not  comply  with  the  standards 

3  established  by  or  pursuant  to  this  Act,  the  Federal  agency 

4  submitting  such   report   shall   not  proceed   to  establish  or 

5  modify  any  such  data  hank  or  information  system  for  a  period 

6  <>t  sixty  days  from  the  date  of  receipt  of  notice  from  the  (\>in- 

7  mission  that  such  data  hank  or  system  does  not  comply  with 

8  such  >tandards. 

9  (d)    In  addition  to  its  other  functions  the  Commission 

10  shall — 

11  (1)    to  the  fullest  extent   practicable,  consult  with 

12  the  heads  of  appropriate  departments,  agencies,  and  in- 

13  strumentalities  of  the  Federal  Government,  of  State  and 

14  local  governments,  and  other  persons  in  carrying  out 
1.")  the  provisions  of  this  Act  and  in  conducting  the  study 
1(3  required  by  section  106  of  this  Act : 

IT  (2)  perfonn  or  cause  to  he  performed  such  research 

18  activities  as  may  he  necessary  to  implement  title  II  of 

19  this  Act.  and  to  a-si>t   Federal  agencies  in  complying 

20  with  the  requirements  of  such  title; 

21  (:))    determine  what  specific  categories  of  informa- 

22  tion  should  he  prohibited  by  statute  from  collection  by 

23  Federal  agencies  on  the  hasi>  that  the  collection  of  Mich 

24  information   would   violate  an   individual's   light  of   pri- 

25  vacv;and 
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1  (4)    prepare  model  legislation  for  use  by  State  and 

2  local  governments  in  establishing  procedures  for  han- 

3  dling,  maintaining,  and  disseminating  personal  informa- 

4  tion  at  the  State  and  local  level  and  provide  such  techni- 

5  cal  assistance  to  State  and  local  governments  as  they 

6  may  require  in  the  preparation  and  implementation  of 

7  such  legislation. 

8  CONFIDENTIALITY   OF    INFORMATION 

9  Sec.  104.  (a)  Each  department,  agency,  and  instrumen- 

10  tality  of  the  executive  branch  of  the  Government,  including 

11  each  independent  agency,  shall  furnish  to  the  Commission, 

12  upon  request  made  by  the  Chairman,  such  data,  reports,  and 
33  other  information  as   the  Commission  deems  necessary   to 

14  earry  out  its  functions  under  this  Act. 

15  (b)    In  carrying  out  its   functions   and   exercising  its 

16  powers  under  this  Act,  the  Commission  may  accept  from 

17  any  Federal  agency  or  other  person  any  identifiable  personal 

18  data  if  such  data  is  necessary  to  carry  out  such  powers  and 

19  functions.  In  any  case  in  which  the  Commission  accepts  any 

20  such  information,  it  shall  provide  appropriate  safeguards  to 

21  insure  that  the  confidentiality  of  such  information  is  main- 

22  tained  and  that  upon  completion  of  the  purpose  for  which 

23  such  information  is  required  it  is  destroyed  or  returned  to 

24  the    agency    or    person    from    which    it    is    obtained,    as 

25  appropriate. 
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1  TOWERS   OF    THE   COM  mission 

2  Sec.   lo.~>.    (a)  (l)    The  Commission  may,  in  carrying 
.■'»  out  its  functions  under  this  Act,  conduct  such  inspections, 

4  sit  and  acl  at  such  times  and  place-,  hold  such  hearings,  take 

5  such  testimony,  require  by  subpena  the  attendance  of  such 

6  witnesses  and  the  production  of  such  books,  records,  {tapers. 

7  correspondence,  and  documents,  administer  such  oaths,  have 

8  such  printing  and  binding  done,  and  make  such  expenditures 

9  as  the  Commission  deem-  advisable.  A  subpena  shall  he  issued 

10  only  upon  an  affirmative  vote  of  a  majority  of  all  members 

11  of  the  Commission.  Subpenas  shall  be  issued  under  the  sijr- 

12  nature  of  the  Chairman  or  any  member  of  the  Commission 

13  designated  by  the  Chairman  and  shall  be  served  by  any 

14  person  designated  by  the  Chairman  or  any  such  member. 

15  Any  member  of  the  Commission  may  administer  oaths  or 

16  affirmations  to  witnesses  appearing  before  the  Commission. 
IT  (2)  In  case  of  disobedience  to  a  subpena  issued  under 
is  paragraph    (1)    of   this   subsection,    the   Commission   may 

19  invoke  ihe  aid  of  any  district  court  of  the  United  States  in 

20  requiring  compliance  with  such  subpena.  Any  district  court 

21  of  the  United  States  within  the  jurisdiction  where  such  per- 

22  son  is  found  or  transacts  business  may.  in  case  of  contumacy 

23  or  refusal  to  obey  a  subpena  issued  by  the  Commission,  issue 

24  an   order  requiring  such   person   to  appear  and   testify,   to 

25  produce  such   hooks,   records,   papers,   correspondence,   and 
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1  documents,  and  any  failure  to  obey  the  order  of  the  court 

2  shall  be  punished  by  the  court  as  a  contempt  thereof. 

3  (3)    Appearances  by  the  Commission  under  this   A.ct 

4  shall  be  in  its  own  name.  The  Commission  shall  be  repre- 

5  sented  by  attorneys  designated  by  it. 

6  (4)   Section  6001(1)   of  title  L8,  United  States  Code, 

7  is  amended  bv  inserting  immediately  after  "Securities  and 

8  Exchange  Commission,"  the  following:  "the  Privacy  Protec- 

9  tion  Commission,". 

10  (b)    The  Commission  may  delegate  any  of  its  functions 

11  to  such  officers  and  employees  of  the  Commission  as  the 

12  Commission  may  designate  and  may  authorize  such  succes- 

13  sive  redelegations  of  such  functions  as  it  may  deem  desirable. 

14  (c)  In  order  to  carry  out  the  provisions  of  this  Act.  the 

15  Commission  is  authorized — 

16  ( 1 )    to  adopt,  amend,  and  repeal  rules  and  regula- 

17  tions  governing  the  manner  of  its  operations,  organiza- 

18  tion,  and  personnel; 

19  (2)  to  adopt,  amend,  and  repeal  interpretative  rules 

20  for   the   implementation   of   the   rights,    standards,    and 

21  safeguards  provided  under  this  Act; 

22  (3)  to  enter  into  contracts  or  other  arrangements  or 

23  modifications  thereof,  with  any  government,  any  agency 

24  or  department  of  the  United  States  or  with  any  person, 

25  firm,  association,  or  corporation,  and  such  contracts  or 
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1  oilier  arrangements,   or  modifications   thereof,   may  he 

2  entered  into  without  legal  consideration,  without  per- 
il formanee  or  other  bonds,  and  without  regard  to  section 
\  3709  of  the  Revised  Statutes,  as  amended   (41   IT.S.C. 

5)  : 

6  (4)  to  make  advance,  progress,  and  other  payments 

7  which  the  Commission  deems  necessary  under  this  Act 
without  regard  to  the  provisions  of  section  3648  of  the 

!)  Revised  Statutes,  as  amended    (31   ILS.C.  &29)  ; 

10  (5)   receive  complaints  of  violations  of  this  Act  and 

11  '    regulations  adopted  pursuant  thereto;  and 

12  (<>)   to  take  such  other  action  as  may  be  necessary 

13  to  carry  out  the  provisions  of  this  Act. 

14  COMMISSION   STUDY  OF  OTITER  GOVERNMENTAL   AND 

15  PRIVATE   ORGANIZATIONS 

16  Sec.  106.   (a)  (1)  The  Commission  shall  make  ;i  study 

17  of  the  data  banks,  automated  data  processing  programs,  and 

18  information  systems  of  governmental,  regional,  and  private 
in  organizations,  in  order  to  determine  the  standards  and  pro-1 

20  cedures  in  force  for  the  protection  of  personal  information. 

21  and  to  determine  the  extent   to  which  those  standards  and 

22  procedures  achieve  the  purposes  of  this  Act. 

2:}  (2)   The  Commission  periodically  shall  report  its  find- 

24  ings  to  the  President  and  the  Congress  and  shall  complete 
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1  the  study  required  by  this  section  not  later  than  three  years 

2  from  the  date  this  Aei  becomes  effective. 

3  (3)    The  Commission  shall  recommend  to  the  President 

4  and  the  Congress  the  extent,  it  any,  to  which  the  require- 

5  ments  and  principles  of  this  Act   should  he  applied  to  the 
(>  information  practices  of  those  organizations  by  legislation, 

7  administrative  action,  or  by  voluntary  adoption  of  such  re- 

8  quirements  and  principles.  In  addition,  it  shall  submit  such 

9  other  legislative  recommendations  as  it  may  determine   to 

10  be  necessary  to  protect  the  privacy  of  individuals  while  meet- 

11  ing   the   legitimate    needs    of   government   and    society    for 

12  information. 

13  (h)  (1)    In  the  course  of  such  study  and  in  its  report-. 
11  the  Commission  shall  examine  and  analyze — 

15  (A)    interstate   transfer   of  information   about   in- 

16  dividuals   which   is   being   undertaken   through   manual 

17  files  or  by  computer  or  other  electronic  or  telecommuni- 

18  cations  means: 

19  (B)     data    banks    and    information    programs    and 

20  systems   the   operation   of   which   significantly   or   sub- 

21  Manually  affect  the  enjoyment  of  the  privacy  and  other 

22  personal  and  property  rights  of  individual-: 

23  ((')  the  use  of  social  security  numbers,  license  plate 
21  numbers,   universal    identifiers,    and    other   symbols    to 
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1  identify  individuals  in  data  hanks  and  to  gain  access  to, 

2  Integrate,  or  centralize  information  systems  and   files; 

3  and 

•i  (D)    the  matching  and  analysis  of  statistical  data, 

5  such  as  Federal  census  data,  with  other  sources  of  per- 

6  sonal  data,  such  as  automobile  registries  and  telephone 

7  directories,  in  order  to  reconstruct  individual  responses 

8  to  statistical  questionnaires  lor  commercial  or  other  pur- 

9  ])o>es,  in  a  way  which  results  in  a  violation  of  the  implied 

10  or  explicitly  recognized  confidentiality  of  such  informa- 

11  tion. 

12  (2)    The  Commission  shall   include  in   its  examination 

13  information  activities  in  the  following  areas:  medical,  insur- 
^  ance,  education,  employment  and  personnel,  credit,  banking 
lf)  and  financial  institutions,  credit  bureaus,  the  commercial 
1()  reporting  industry,  cable  television  and  other  telccommuniea- 
*■'  tions  media,  travel,  hotel,  and  entertainment  reservations, 
llS  and  electronic  check  processing.  The  Commission  may  study 
1f)  such  other  information  activities  necessary  to  carry  out  the 
-()  congressional  policy  embodied  in  this  Act.  except  that  the 
21  Commission  shall  not  investigate  information  systems  main- 
--  tained  by  religious  organizations. 

-'  (3)    In  conducting  the  study,  the  Commission  shall — 

~*  (A)    determine  what  laws.  Executive  orders,  regu- 
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1  lations,  directives,  and  judicial  decisions  govern  the  ac- 

2  tivities  under  study  and  the  extent   to  which   they  arc 

3  consistent  with  the  rights  of  privacy,  due  process  of  law, 

4  and  other  guarantees  in  the  Constitution: 

5  (B)   determine  to  what  extent  governmental   and 

6  private  information  systems  affect  Federal-State  relations 

7  or  the  principle  of  separation  of  powers; 

8  (C)   conduct  a  thorough  examination  of  standards 

9  and  criteria  governing  programs,  policies,  and  practices 

10  relating    to    the    collection,    soliciting,    processing,    use, 

11  access,   integration,   dissemination,   and   transmission   of 

12  personal  information; 

13  (D)  to  the  maximum  extent  practicable,  collect  and 

14  utilize  findings,  reports,  and  recommendations  of  major 

15  governmental,  legislative  and  private  bodies,  institutions, 

16  organizations,    and    individuals    which    pertain    to    the 
IT  problems  under  study  by  the  Commission;  and 

18  (E)   receive  and  review  complaints  with  respect  to 

19  any  matter  under  study  hy  the  Commission  which  may 

20  be  submitted  by  any  person. 

21  REPORTS 

22  Sec.    107.  The  Commission  shall,   from   time  to  time, 

23  and  in  an  annual  report,  report    to   the  President  and  the 

24  Congress  on  its  activities  in  carrying  out  the  provisions  of 

25  this  Act, 
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1  TITLE     II— STANDARDS      AND      MANAGEMENT 

2  SYSTEMS     FOB     HANDLING     INFORMATION 

3  RELATING   TO    [NDIVIDUALS 

4  SAFEGUARD     REQUIREMENTS     FOB     ADMINISTRATIVE,     IN- 

5  TELLIGEKCE,  STATISTICAL-REPORTING,  AND  RESBAR4  II 
G  PURPOSES 

7  Sec.  201.   (a)   Each  Federal  agency  shall— 

8  ( 1 )  collect,  solicit,  and  maintain  only  such  personal 

9  information  as  is  relevant  and  necessary  to  accomplish  a 

10  statutory  purpose  of  the  agency : 

11  (2)   collect  information  to  the  greatest  extent  prac- 
1-  ticable  directly  from  the  subject  individual  when  the  in- 

13  formation  may  result  in  adverse  determinations  about  an 

14  individual's  rights,  benefits,  and  privileges  under  Fed- 
1°  eral  programs:  and 

16  (3)  inform  any  individual  requested  to  disclose  per- 

1(  sonal  information  whether  that  disclosure  is  mandatory 

18  or  voluntary,  by  what  statutory  authority  it  is  solicited, 

19  what  uses  the  agency  will  make  of  it.  what  penalties  and 

20  specific  consequences  for  the  individual,  which  are  known 

21  to  the  agency,  will  result  from  nondisclosure,  and  what 

22  rules  of  confidentiality  will  govern   the  information. 

-':'•  (b)    Each  Federal  agency  that  maintains  an  information 

24  system  or  file  shall,  with  respect  to  each  such  system  or  file — 

25  (1)   insure  that  persona]  information  maintained  in 
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1  the  system  or  file  is  accurate,  complete,   timely,  and 

2  relevant  to  the  purpose  for  which  it  is  collected  or  main- 

3  tained  by  the  agency  at  the  time  any  access  is  granted 

4  to  the  file,  material  is  added  to  or  taken  from  the  file, 

5  or  at  any  time  it  is  used  to  make  a  determination  afi'ect- 
(>  ing  the  subject  of  the  file; 

7  (2)    refrain  from  disclosing  any  such  personal 

8  formation  within  the  agency  other  than  to  officers 

9  employees  who  have  a  need  for  such  personal  informa- 

10  tion  in  the  performance  of  their  duties  for  the  agency; 

11  (3)    maintain  a   list   of  all   categories   of  persons 


12 


m- 
or 


(3)    maintain   a   list   of  all   categories   of  pers< 
authorized  to  have  regular  access  to  personal  informa- 

13  tion  in  the  system  or  file ; 

14  (4)    maintain  an  accurate  accounting  of  the  date, 

15  nature,  and  purpose  of  all  other  access  granted  to  the 

16  system  or  file,  and  all  other  disclosures  of  personal  in- 

17  formation  made  to  any  person  outside  the  agency,  or  to 

18  another  agency,  including  the  name  and  address  of  the 

19  person  or  other  agency  to  whom  disclosure  was  made  or 

20  access  was  granted,  except  as  provided  by  section  202 

21  (b)    of  this  Act; 

22  (5)     establish  rules  of  conduct  and  notify  and  in- 

23  struct  each  person  involved  in  the  design,  development. 

24  operation,  or  maintenance  of  the  system  or  file,  or  the 
2-5  collection,  use,  maintenance,   or  dissemination   of  infor- 
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1  niation  about  an  individual,  of  the  requirements  of  this 

2  Act.  including  any  rules  and  procedures  adopted  pursuant 

3  to  this  Act  and  the  penalties  for  noncompliance; 

4  (6)   establish  appropriate  administrative^  technical 

5  and  physical  safeguards  to  insure  the  security  of  the  in- 

6  formation  system  and  confidentiality  of  personal  infor- 

7  mation  and  to  protect  against  any  anticipated  threats  or 

8  hazards  to  their  security  or  integrity  which  could  result 

9  in  substantial  harm,  embarrassment,  inconvenience,  or 

10  unfairness  to  any  individual  on  whom  personal  informa- 

11  tion  is  maintained;  and 

12  (7)   establish  no  program  for  the  purpose  of  collect- 

13  ing  or  maintaining  information  describing  how  individ- 

14  uals  exercise  rights  guaranteed  by  the  first  amendment 

15  unless  the  head  of  the  agency  specifically  determines  that 

16  such  information  is  relevant  and  necessary  to  carry  out 

17  a  statutory  purpose  of  the  agency. 

18  (c)   Any  Federal  agency  that  maintains  an  information 

19  system  or  file  shall — 

20  ( 1 )  make  available  for  distribution  upon  the  request 

21  of  any  person  a  statement  of  the  existence  and  character 

22  of  each  such  system  or  file ; 

23  (2)  on  the  date  on  which  this  Act  becomes  effective 

24  and  annually  thereafter,  notify  the  Commission  and  give 

25  public  notice  of  the  existence  and  character  of  each  ex- 
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1  isting  system  or  file  simultaneously,  and  cause  such  notice 

2  to  be  published  in  the  Federal  Register;  and 

3  (3)    include  in  such  notices  at  least  the  following 

4  information : 

5  (A)  name  and  location  of  the  system  or  file; 

6  (B)  nature  and  purposes  of  the  system  or  file; 

7  (C)  categories  of  individuals  on  whom  personal 

8  information  is  maintained  and  categories  of  personal 

9  information  generally  maintained  in  the  system  or 

10  file,  including  the  nature  of  the  information  and  the 

11  approximate  number  of  individuals  on  whom  infor- 

12  mation  is  maintained; 

13  (D)    the  confidentiality  requirements  and  the 

14  extent  to  which  access  controls  apply  to  such  in- 

15  formation ; 

16  (E)  categories  of  sources  of  such  personal  infor- 

17  mation ; 

18  (F)   the  Federal  agency's  policies  and  practices 

19  regarding  implementation  of  sections  201  and  202 

20  of  this  Act,  information  storage,  duration  of  reten- 

21  tion  of  information,  and  elimination  of  such  informa- 

22  tion  from  the  system  or  file ; 

23  (G)   uses  made  by  the  agency  of  the  personal 

24  information  contained  in  the  system  or  file; 

25  (H)  identity  of  other  agencies  and  categories  of 
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1  persons  to  whom  disclosures  of  personal  information 

l'  are  made,  or  to  whom  access  to  the  system  or  file 

3  may  he  granted,  together  with  the  purposes  there- 

4  for  and  the  administrative  constraints,  if  any,   on 

5  such  disclosures  and  access,  including  any  such  con- 

6  straints  on  redisclosure ; 

7  (T)   procedures  whereby  an  individual  can   (i) 

8  be  informed  if  the  system  or  file  contains  personal 

9  information   pertaining  to  himself  or  herself,    (ii) 

10  gain  access  to  such  information,  and    (iii)    contest 

11  the   accuracy,    completeness,    timeliness,   relevance, 

12  and  necessity  for  retention  of  the  personal  informa- 

13  tion;  and 

14  (J)    name,  title,  official  address,  and  telephone 

15  number  of  the  officer  immediately  responsihle  for  the 

16  system  or  file. 

17  (d)  (1)    Eaeh  Federal  agency   that  maintains   an   in- 

18  formation  system  or  file  shall  assure  to  an  individual  upon 

19  request  the  following  rights: 

20  (A)  to  he  informed  of  the  existence  of  any  personal 

21  information  pertaining  to  that  individual; 

22  (B)   to  have  full  access  to  and  right  to  inspect  the 

23  personal  information  in  a  form  comprehensihle  to  the 

24  individual; 

25  (C)  to  know  the  names  of  all  recipients  of  informa- 
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1  tion  about  such  individual  including  the  recipient  orga- 

2  nization  and  its  relation-hip  to  the  system  or  file,,  and  the 

3  purpose  and  date  when  distributed,  unless  such  informa- 

4  tion  is  not  required  to  be  maintained  pursuant  to  this 

5  Act; 

6  (D)   to  know  the  sources  of  personal  information 

7  (i)   unless  the  confidentiality  of  any  such  source  is  re- 

8  quired  by  statute,  then  the  right  to  know  the  nature  of 

9  such  source;  or   (ii)   unless  investigative  material  used 

10  to  determine  the  suitability,  eligibility,  or  qualifications 

11  for  Federal  civilian  employment,  military  service,  Fed- 

12  eral  contracts,  or  access  to  classified  information,  is  com- 

13  piled  by  a  Federal  agency  iu  pursuit  of  an  authorized 

14  investigative  responsibility,  and  in  the  course  of  eompil- 

15  ing  such  materials,  information  prejudicial  to  the  subject 

16  of  the  investigation  is  revealed  through  a  source  who 

17  furnishes  such  information  to  the  Government  under  the 

18  express  provision  that  the  identity  of  the  source  will  be 

19  held  in  confidence,  and  where  the  disclosure  of  such  in- 

20  formation  would  identify  and  be  prejudicial  to  the  rights 

21  of  the  confidential  source,  then  the  right  to  know  the 

22  nature  of  such  information  and  to  examine  that  informa- 

23  tion  if  it  is  found  to  be  material  or  relevant  to  an  admin- 

24  istrative  or  judicial  proceeding  by  a  Federal  judge  or 

25  Federal  administrative  officer:  Provided,  That  investi- 
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1  gative  materia]  shall  no!  be  made  available  to  promotion 

2  boards  whicb  are  empowered  to  promote  or  advance  in- 

3  dividuals  in  Federal  employment,  exec])!  when  the  ap- 

4  pointment  would  )m«  from  a  noneritical  to  a  critical  secu- 

5  rity  position : 

(J  (E)  to  be  accompanied  by  a  person  chosen  by  the 

7  individual   inspecting  the   information,   except    that   an 

8  agency  or  other  person  may  require  the  individual  to 

9  furnish  a  written  statement  authorizing  discussion  of  that 

10  individual's  file  in  the  person's  presence : 

11  (F)  to  receive  such  required  disclosures  and  at 
l-  reasonable  standard  charges  for  document  duplication. 

13  in  person   or  by   mail,    if   upon    written   request,    with 

14  proper  identification ;  and 

15  ((J)  to  he  completely  informed  about  the  u>es  and 
lo'  disclosures  made  of  any  such  information  contained  in 
IT  any  such  system  or  file  except  those  uses  and  disclosures 

18  made  pursuant  to  law  or  regulation  permitting  public 

19  inspection  or  copying. 

20  (2)   Upon  receiving  notice  that  an  individual  wishes  to 

21  challenge,  correct,  or  explain  any  personal  information  about 

22  him  in  a  system  or  file,  such  Federal  agency  -hall  comply 

23  promptly  with  the  following  minimum  requirements: 

24  (A)  investigate  and  record  the  current  status  of  the 

25  personal  information: 
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1  (B)    correct  or  eliminate  any  information   that   is 

2  found  to  be  incomplete,  inaccurate,  not  relevant  to  a 

3  statutory  purpose  of  the  agency,  not  timely  or  necessary 

4  to  be  retained,  or  which  can  no  longer  be  verified; 

5  (C)    accept  and  include  in  the  record  of  such  in- 

6  formation,  if  the  investigation  does  not  resolve  the  dis- 

7  pute,  any  statement  of  reasonable  length  provided  by  the 

8  individual    setting   forth   his   position   on    the    disputed 

9  information ; 

10  (D)   in  any  subsequent  dissemination  or  use  of  the 

11  disputed  information,  clearly  report  the  challenge  and 

12  supply   any   supplemental   statement   filed   by   the   in- 

13  dividual ; 

14  (E)  at  the  request  of  such  individual,  following  any 

15  correction  or  elimination  of  challenged  information,  in- 

16  form  past  recipients   of  its   elimination   or   correction; 

17  and 

IS  (F)  not  later  than  sixty  days  after  receipt  of  notice 

19  from  an  individual  making  a  request  concerning  personal 

20  information,  make  a  determination  with  respect  to  such 

21  request  and  notify  the  individual  of  the  determination  and 

22  of  the  individual's  right  to  a  hearing  before  an  official  of 

23  the  agency  which  shall  if  requested  by  the  individual,  be 

24  conducted  as  follows : 

25  (i)   such  hearing  shall  be  conducted  in  an  ex- 
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1  peditious  manner  to  resolve  the  dispute  promptly 

l!  and  shall  be  held  within  thirty  days  of  the  request 

:*>  and,  unless  the  individual  requests  a  formal  hearing, 

4  shall  be  conducted  on  an  informal  basis,  except  that 

.")  the  individual  may  appear  with  counsel,  present  cvi- 

i)  dence,  and  examine  and  cross-examine  witnesses; 

7  (ii)    any  record  bund  alter  such  a  hearing  to 

8  he  incomplete,  inaccurate,  not  relevant,  not  timely 
!)  nor  necessary  to  be  retained,  or  which  can  no  longer 

10  he  verified,  shall  within  thirty  days  of  the  dale  of 

11  such  findings  be  appropriately  modified  or  purged^ 

12  and 

13  (iii)    the  action  or  inaction  of  any  agency  on 

14  a  request  to  review  and  challenge  personal  data  in 

15  its  possession  as  provided  by  this  section  shall  be 

16  reviewable    de   novo   by    the    appropriate    United 

17  States  district  court. 

18  An  agency  may,  for  good  cause,  extend  the  time  for 

19  making  a  determination  under  this  subparagraph.   The 

20  individual  affected  by  such  an  extension  shall  he  given 

21  notice   of  the   extension   and    the   reason    therefore. 

22  (e)    When  a   Federal  agency  provides  by  a   contract, 
2;*  errant  or  agreement  for.  and  the  specific  creation  or  sub- 

24  stantial  alteration,  or  the  operation  by  or  on  behalf  of  the 

25  agency   of  an   information   system   or   file   and    the    primary 
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1  purpose  of  the  grant,  contract,  or  agrcemenl  is  the  creation, 

2  substantial  alteration,  or  the  operation  by  or  on  behalf  of  the 

3  agency  of  such  an  information  system  or  file,  the  agencj 

4  shall,  consistent  with  its  authority,  cause  the  requirements  of 

5  subsections   (a),    (b),    (c) ,  and   (d)   to  be  applied  to  such 

6  system  or  file.  In  cases  when  contractors  and  grantees  or 

7  parties  to  an  agreement  are  public  agencies  of  States  or  the 

8  District  of  Columbia  or  public  agencies  of  political  subdivi- 

9  sions  of  States,  the  requirements  of  subsections    (a),    (b), 

10  (c) ,  and  (d)  shall  be  deemed  to  have  been  met  if  the  Fed- 

11  eral  agency  determines  that  the  State  or  the  District  of  Co- 

12  lumbia  or  public  agencies  of  political  subdivisions  of  the  State 

13  have  adopted  legislation  or  regulations  which  impose  similar 

14  requirements. 

15  (f)  (1)   Any  Federal  agency  maintaining  or  proposing 

16  to  establish  a  personal  information  system  or  file  shall  pre- 

17  pare  and  submit  a  report  to  the  Commission,   the  General 

18  Services  Administration,  and  to  the  Congress  on  proposed 

19  data  banks  and  information  systems  or  files,  the  proposed 

20  significant  expansion  of  existing  data  banks  and  information 

21  systems  or  files,  integration  of  files,  programs  for  records  link- 

22  age  within  or  among  agencies,  or  centralization  of  resources 

23  and   facilities   for   data   processing,    which    report    shall    in- 

24  elude — 

25  (A)    the  effects  of  such  proposals   on   the   rights, 
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1  benefits,  and  privileges  of  the  individuals  on  whom  per- 

2  Bona]  information  is  maintained; 

3  (B)  a  statement  of  the  software  and  hardware  fea- 

4  tures  which  would  he  required  to  protect  security  of  the 

5  system  or  file  and  confidentiality  of  information; 

6  (C)  the  steps  taken  hy  the  agency  to  acquire  such 

7  features  in  their  systems,  including  description  of  con- 

8  sulfations  with  representatives  of  the  National  Bureau 

9  of  Standards;  and 

10  (D)  a  description  of  changes  in  existing  interagency 

11  or  intergovernmental  relationships  in  matters  involving 

12  the  collection,  processing,  sharing,  exchange,  and  dis- 

13  semination  of  personal  information. 

14  (2)  The  Federal  agency  shall  not  proceed  to  implement 

15  such  proposal  for  a  period  of  sixty  days  from  date  of  receipt 

16  of  notice  from  the  Commission  that  the  proposal  does  not 

17  comply  with  the  standards  established  under  or  pursuant  to 

18  this  Act. 

19  (g)    Each  Federal  agency  covered  by  this  Act  which 

20  maintains  an  information  system  or  file  shall  make  reasonable 

21  efforts  to  serve  advance  notice  on  an  individual  before  any 

22  personal  information  on  such  individual  is  made  available 

23  to  any  person  under  compulsory  legal  process. 

24  (h)    No  person  may  condition  the  granting  or  with- 

25  holding  of  any  right,  privilege,  or  benefit,  or  make  as  a  con- 
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1  dition  of  employment  the  securing  by  any  individual  of  any 

2  information  which  such  individual  may  obtain  through  the 

3  exercise  of  any  right  secured  under  the  provisions  of  this 

4  section. 

5  DISCLOSURE   OF   INFORMATION 

6  Sec.   202.    (a)    No  Federal  agency   shall   disseminate 

7  personal  information  unless — 

8  ( 1 )   it  has  made  written  request  to  the  individual 

9  who  is  the  subject  of  the  information  and  obtained  his 

10  written  consent ; 

11  (2)    the  recipient  of  the  personal  information  has 

12  adopted  rules  in  conformity  with  this  Act  for  maintain- 

13  ing  the  security  of  its  information  system  and  files  and 

14  the    confidentiality    of   personal    information    contained 

15  therein ;  and 

16  (3)  the  information  is  to  be  used  only  for  the  pur* 

17  poses  set  forth  by  the  sender  pursuant  to  the  require- 

18  ments  for  notice  under  this  Act. 

19  (b)  Section  202  (a)  (1)  shall  not  apply  when  disclosure 

20  would  be— 

21  ( 1 )   to  those  officers  and  employees  of  that  agency 

22  who  have  a  need  for  such  information  in  ordinary  course 

23  of  the  performance  of  their  duties : 

24  (2)    to  the  Bureau  of  the  Census  for  purposes  of 

25  planning  or  carrying  out  a  census  or  survey  pursuant 
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l  to  the  provisions  of  title  13,  United  States  Code:  Pro- 

-  vided,  That  such  personal  information  is  transferred  or 

disseminated  in  a  form  not  individually  identifiable. 

4  (3)  where  the  agency  determines  that  the  recipient 
'»!  Mich  information  has  provided  advance  adequate  writ- 
ten assurance  that  the  information  will  be  used  solely  as 

7  a  statistical  reporting  or  research  record,  and  is  to  be 

8  transferred   in   a   form    that    is   not    individually    identi- 
{)  liable;  or 

1»»  (4)    pursuant  to  a  showing  of  compelling  circum- 

11  stances   affecting  health   or  safety   of  an   individual,   if 

12  upon  such  disclosure  notification  is  transmitted  to  the 

13  last  known  address  of  such  individual. 

14  (c)  Section  201  (b)  (4)  and  paragraphs   (1),   (2),  and 

15  (3)    of  subsection    (a)   of  this  section  shall  not  apply  when 

16  disclosure  would  be  to  the  Comptroller  General,  or  any  of 
1"  his  authorized  representatives,  in  the  course  of  the  perform- 

18  ance  of  the  duties  of  the  General  Accounting  Office.  Nothing 

19  in  this  Act  shall  impair  access  by  the  Comptroller  General,  or 

20  any  of  his  authorized  representatives,  to  records  maintained 

21  by  an  agency,  including  records  of  personal  information,  in 

22  the  course  of  performance  of  such  duties. 

23  (d)  ( 1 )  Nothing  in  this  section  shall  he  construed  to  limit 

24  the  efforts  of  the  Government  pursuant  t..  the  provisions  of 

25  chapter  35,  title  44  of  the  United  States  Code    (commonly 
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1  known  as  the  Federal  Reports  Act)  or  any  other  statute,  to 

2  reduce  the  hurden  on  citizens  of  collecting  information  by 

3  means   of   combining   or   eliminating   unnecessary   reports, 

4  questionnaires,  or  requests  for  information. 

5  (2)  Nothing  in  this  section  shall  be  construed  to  affect 

6  restrictions  on  the  exchange  of  information  between  agencies 

7  as  required  by  chapter  35,  title  44  of  the  United  States  Code 

8  (commonly  known  as  the  Federal  Reports  Act) . 

9  (e)   Subsection   (a)  (1)   of  this  section  shall  not  apply 

10  when  disclosure  would  be  to  another  agency  or  to  an  instru- 

11  mentality  of  any  governmental  jurisdiction  for  a  law  enforce- 

12  ment  activity  if  such  activity  is  authorized  by  statute  and  if 

13  the  head  of  such  agency  or  instrumentality  has  made  a  writ- 

14  ten  request  to  or  has  an  agreement  with  the  agency  which 

15  maintains  the  system  or  file  specifying  the  particular  portion 
1^  of  the  information  desired  and  the  law  enforcement  activity 

17  for  which  the  information  is  sought. 

18  %  EXEMPTIONS 

19  Sec.  203.    (a)    The  provisions  of  section  201(c)  (3) 

20  (E) ,  (d) ,  and  section  202,  shall  not  apply  to  any  personal 

21  information   contained   in  any   information   system   or   file 

22  if  the  head  of  the  Federal  agency  determines,  in  accord- 

23  ance  with  the  provisions  of  this  section,  that  the  applica- 

24  tion  of  the  provisions  of  any  of  such  sections  would  seriously 

25  damage  national  defense  or  foreign  policy  or  where  the  appli- 
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1  cation  of  any  of  such  provisions  would  seriously  damage  or 

2  impede  the  purpose  for  which  (he  information  is  maintained. 

3  (1>)    The    provisions   of   section    201(d)    and   section 

4  202  shall  not  apply  to  law  enforcement  intelligence  informa- 

5  tion  or  investigative  information  if  die  head  of  the  Federal 
(i  agency  determines,  in  accordance  with  the  provisions  of  any 

7  of  such  sections  would  seriously  damage  or  impede  the  pur- 

8  pose  for  which   the   information   is   maintained:    Prodded, 

9  That  investigatory  records  shall   be  exempted  only   to  the 

10  extent  that  the  production  of  such  records  would   (A)   inter- 

11  fere  with  enforcement  proceedings,   (T>)   deprive  a  person  of 

12  n  right  to  a  fair  trail  or  an  impartial  adjudication.    (C)    dis- 

13  close  the  identity  of  a  confidential  source,  and  in  the  rase 

14  of  a  record  compiled  by  a  criminal  law  enforcement  authority 

15  in  the  course  <>t'  a  criminal  investigation,  or  by  an  agency 

16  conducting  a  lawful  national  security  intelligence  investiga- 

17  tion.  confidential  information  furnished  only  by  the  confiden- 
1>  tial  source,  (E)  disclose  confidential  investigative  tech- 
-j()  niqucs  and  procedures  which  are  not   otherwise  generally 

20  known  outside  the  agency,  or    (F)    endangers  the  life  or 

21  physical  safety  of  law  enforcement  personnel:  Provided  fur- 
•_)•_>  ther,  That  investigative  information  may  not  he  exempted 
23  under  this  section  where  such  information  ha-  been  maintained 
04  for  a  period  longer  than  i-  necessary  to  commence  criminal 
25  prosecution.  Nothing  in  this  Ad  -hall  prohibit  the  disclosure  of 
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1  such  investigative  information  to  a  party  in  litigation  where 

2  required  by  statute  or  court  rule. 

3  (c)  (1)    A  determination  to  exempt  any  such  eastern, 

4  file,  or  information  may  be  made  by  the  head  of  any  such 

5  agency  in  accordance  with  the  requirements  of  notice',  puhli- 
G  cation,  and  hearing  contained  in  sections  553    (b).    (<•)  .  and 

7  (e)  .  «").")("),  and  557  of  title  5.  United  States  Code.  In  giviug 

8  notice  of  an  intent  to  exempt  any  such  system,   file,  or  in- 

9  formation,  the  head  of  such  agency  shall  specify  the  nature 

10  and    purpose    of    the    system,    file,    or    information    to    he 

11  exempted. 

12  (2)    Whenever  any  Federal  agency  undertakes  to  ex- 

13  empt  any  information  system,  file,  or  information  from  the 
1-4  provisions  of  this  Act,  the  head  of  such  Federal  agency  shall 

15  promptly  notify  the  Commission  of  its  intent  and  afford  the 

16  Commission  opportunity  to  comment. 

17  (3)   The  exception  contained  in  section  553  (d)    of  title 

18  5,    United    States    Code     (allowing   less    than    thirty    day-' 

19  notice),  shall  not  apply  in  any  determination  made  or  any 

20  proceeding  conducted  under  this  section. 

21  AKCHIVAL    RECOBDS 

22  Sec.  204.    (a)    Federal  agency  records   which   arc  ac- 

23  cepted  by  the  Administrator  of  General  Service-  for  storage, 

24  processing,  and  servicing  in  accordance  with  section  3103  of 

25  title  44,  United  States  Code,  shall,  lor  the  purposes  of  this 
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1  section,  be  considered  to  be  maintained  by  the  agency  which 

2  deposited  the  records  and  shall  be  subjeel  to  the  provisions  of 

3  this  Act.  The  Administrator  of  Genera]  Services  shall  not  <li>- 

4  close  such  records,  or  any  information  therein,  excepl  to  the 

5  agency  which  maintains  the  record-  or  pursuant  to  rules  es- 

6  tablished  by  thai  agency. 

7  (h)   Federal  agency  records  pertaining  to  identifiable  in- 

8  dividual-  which  were  transferred  to  the  National  Archives  of 

9  the  United  States  as  records  which  have  sufficient  historical 

10  or  other  value  to  warrant  their  continued  preservation  by  the 

11  United  States  Government   shall  for  the  purposes  of  this 
1-  Act,  he  considered  to  he  maintained  by  the  National  Archives 

13  and  shall  not  he  subject  to  the  provisions  of  this  Act  except 

14  section  201  (l>)     (5)    and    (6). 

l°  (c)   The  National  Archives  shall,  on  the  date  on  which 

1()  this  Act   becomes  effective  and  annually  thereafter,   notify 

1 '  the  Commission  and  give  public  notice  of  the  existence  and 

'^  character  of  the  information  systems  and  files  which  it  main- 

19  tains,  and  cause  such  notice  to  he  published  in  the  Federal 

20  Register.  Such  notice*  shall  include  at  least  the  information 

21  specified  under  section  201(c)  {3)    (A),   (B),   (D),   (E), 

22  (F),   ((J).   (I). and  (J). 

~:>  EXCEPTIONS 

-^  Sec.  205.   (a)    Xo  officer  or  employee  of  the  executive 

~'}  branch  of  the  Government  shall  rely  on  any  exemption  in 
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1  subchapter  II  of  chapter  5  of  title  5  of  the  lTnited  States 

2  (Axle    (commonly  known  as  the   Freedom   of    Information 

3  Act)  to  withhold  information  relating  to  an  individual  other- 

4  wise  accessible  to  an  individual  under  this  Act. 

5  (b)    Nothing  in  this  Act  shall  be  construed  to  permit 

6  the  withholding  of  any  personal  information  which  is  other- 

7  wise   required   to   be   disclosed   by   law   or   any    regulation 

8  thereunder. 

9  (c)    The  provisions  of  section  201  (d)  (1)    of  this  Act 

10  shall  not  apply  to  records  collected  or  furnished  and  used 

11  by  the  Bureau  of  the  Census  solely  for  statistical  purposes 
1-  or  as  authorized  by  section  8  of  title  13  of  the  United  States 

13  ( lode :   Provided,   That  such  personal  information   is   trans- 

14  ferred  or  disseminated  in  a  form  not  individually  identifiable. 

15  (d)    The  provisions  of  this  Act  shall  not  require   the 

16  disclosure  of  testing  or  examination  material  used  solely  to 

17  determine  individual  qualifications  for  appointment  or  promo- 

18  tion  in  the  Federal  service  if  the  disclosure  of  such  material 

19  would  compromise  the  objectivity  or  fairness  of  the  testing 

20  or  examination  process. 

21  (e)    The  provisions  of  this  Act,  with  the  exception  of 

22  sections  201(a)  (2),  201(h)     (2),    (3),    (4).    (5),    (6), 

23  and    (7),  201(c)  (2),  201(c)  (3)     (A),    (B),    (l)),and 

24  (F),  and  202(a)    (2)   and    (3)    shall  not  apply  to  foreign 

25  intelligence  information  systems  or  to  systems  of  personal 
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1  information  involving  intelligence  sources  and  methods  dc- 

2  signed  for  protection  from  unauthorized  disclosure  pursuant 

3  to50  U.S.C.A.403. 

4  MAILING    LISTS 

.")  SEC.  i}0().    (a)    An  individual's  name  and  address  may 

6  not  be  sold  or  rented  by  a  Federal  agency  unless  such  action 

7  is  specifically  authorized  by  law.  This  provision  shall  not  be 

8  construed   to  require  the  confidentiality  of  names  and  ad- 

9  dresses  otherwise  permitted  to  he  made  public. 

10  (h)   Upon  written  request  of  any  individual,  any  person 

11  engaged  in  interstate  commerce  who  maintains  a  mailing  list 

12  shall  remove  the  individual's  name  and  address  from  such 

13  list. 

14  REGULATIONS 

15  Sec.  207.  Each  Federal  agency  subject  to  the  provisions 

16  of  this  Act  shall,  not  later  than  six  months  after  the  date  on 

17  which  this  Act  becomes  effective,  promulgate  regulations  to 

18  implement    the   standards,    safeguards,    and   access   require- 

19  ments  of  this  title  and  such  other  regulations  as  may  he  nec- 

20  essary  to  implement  the  requirements  of  this  Act. 
2i  TITLE  III— MISCELLANEOUS 

22  DEFINITIONS 

23  SEC.  301.  As  used  in  this  Act — 

24  (1)    the   term   "Commission"   means  the   Privacy 

25  Protection  Commission; 
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1  ('2)    the  term   "personal   information'1   means   any 

2  information  that  identifies  or  describes  any  characteristic 

3  of  an  individual,  including*,  but  not  limited  to,  his  educa- 

4  tion,    financial    transactions,    medical    history,    criminal 

5  or  employment  record,  or  that  affords  a  basis  for  infer- 
G  rintr  personal  characteristics,   such   as  finger  and  voice 

7  prints,  photographs,  or  things  done  by  or  to  such  in- 

8  dividual;  and  the  record  of  his  presence,  registration,  or 

9  membership  in  an  organization  or  activity,  or  admission 
10  to  an  institution; 

H  (3)    the  term  "individual''  means  a  citizen  of  the 

12  United  States  or  an  alien  lawfully  admitted   through 

13  permanent  residence; 

14  (4)   the  term  "information  system"  means  the  total 

15  components  and  operations,  whether  automated  or  man- 

16  ual,  by  which  personal  information,  including  name  or 

17  identifier,  is  collected,  stored,  processed,  handled,  or  dis- 

18  seminated  by  an  agency; 

19  (5)   the  term  "file"  means  a  record  or  series  of  rec- 

20  ords  containing  personal  information  about  individuals 

21  which  may  be  maintained  within  an  information  system : 

22  (6)   the  term  "data  bank''  means  a  file  or  series  of 

23  files  pertaining  to  individuals; 

24  (?)  the  term  "Federal  agency"  means  any  depart- 

25  ment,  agency,  instrumentality,  or  establishment  in  the 


1  executive  branch  ol  the  Government  ol  the  United  States 

2  and  includes  any  officer  or  employee   thereof; 

3  3     thf  term  "investigative  information"  means  in- 

4  formation   associated    with    an    identifiable    individual 
compiled  by — 

b  (A)   an  agency  in  the  course  of  conducting  a 

7  criminal    investigation    of   a    specific    criminal    act 

8  where  such  investigation  i>  pursuant  to  a  statutory 
!)  function  of  the  agency.  Such  information  may  petf- 

10  tain  to   that   criminal  act   and   he   derived   from   re- 

11  ports  of  informants  and  investigators,  or  from  any 

12  type   of   surveillance.    The    term   does   not    include 

13  criminal    history    information    nor    does    it    include 

14  initial  reports  filed  by  a  law  enforcement  agency 
1-)  describing  a  specific  incident,  indexed  chronologi- 
lh  cally  and  expressly  required  by  Si  ate  or  Federal 
1  '  Statute  to  he  made  puhlic;  or 

]v  (B)    by  an  agency  with  regulatory  jurisdiction 

13  which  is  riot  a  law  enforcement  agency  in  the  course 

20  ,,f  conducting  an   investigation   of   specific  activity 

21  which    hills    within    the    agency's    regulatory    juris- 

22  diction.    For   the   purposes   of   this   paragraph,    an 

incy  with  regulatory  jurisdiction"  is  an  agency 

24  which  is  empowered  t<»  enforce  any  Federal  statute 
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1  or  regulation,   the  violation  of  which  subjects  the 

2  violator  to  criminal  or  civil  penalties; 

3  (i))    the  term  "law  enforcement  intelligence  infor- 

4  Diation"  menus  information  associated  with  an  identifi- 

5  able  individual  compiled  by  a  law  enforcement  agency 
6'            in   the    course    of   conducting   an    investigation    of   an 

7  individual    in    anticipation    that    lie    may    commit    a 

8  specific    criminal    act,    including    information    derived 

9  from    reports    of    informants,    investigators,    or    from 
0  any   type   of   surveillance.   The   term   does   not  include 


criminal  history  information  nor  does  it  include  initial 
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reports  tiled  by  a  law  enforcement  agency  describing  a 
specific  incident,  indexed  chronologically  by  incident 
and  expressly  required  by  State  or  Federal  statute  to 
be  made  public ; 

(10)  the  term  "criminal  history  information"  means 
information  on  an  individual  consisting-  of  notations  of 
arrests,  detentions,  indictments,  informations,  or  other 
formal  criminal  charges  and  any  disposition  arising  from 
those  arrests,  detentions,  indictments,  informations,  or 
charges.  The  term  shall  not  include  an  original  book  of 
entry  or  police  blotter  maintained  by  a  law  enforcement 
agency  at  the  place  of  an  original  arrest  or  place  of 
detention,    indexed    chronologically    and    required    to 
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i  be  made  public,  nor  shall  it  include  court  records  of 

2  public   criminal    proceedings    indexed    chronologically; 

3  and 

4  (11)  the  term  "law  enforcement  agency"  mean-  an 

5  agency  whose  employees  or  agents  are  empowered  by 
(i  State  or  Federal  law  to  make  arrests  for  violations  of 

7  State  or  Federal  law. 

8  CRIMINAL   PENALTY 

(j  Sec.  302.    (a)    An  officer  or  employee  of  any  Federal 

In  agency  who  willfully  keeps  an  information  system  without 

11  meeting  the  notice  requirements  of  this  Act  set  forth  in  sec- 

12  tion  201  (c)    shall  be  fined  not  more  than  $2,000  in  each 

13  instance  or  imprisoned  not  more  than  two  years,  or  both. 

14  (b)  Whoever,  being  an  officer  or  employee  of  the  Com- 

15  mission,  shall  disseminate  any  personal  information  about 
1(»  any  individual  obtained  in  the  course  of  such  officer  or  em- 
1~  ployee's    duties    in    any    manner    or   for    any    purpose    not 

18  specifically  authorized  by  law  shall  be  fined  not  more  than 

19  $10,000.  or  imprisoned  not  more  than  five  years,  or  both. 

20  CIVIL  REMEDIES 

21  Sec.  303.    (a)   Any  individual  who  is  denied  access  to 

22  information  required  to  be  disclosed  under  the  provisions  of 

23  this  Act  may  bring  a  civil  action  in  the  appropriate   dis- 

24  trict  court  of  the  United  States  for  damages  or  other  ap- 
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1  propria  te   relief  against  the   Federal  agency   which   denied 

2  access  to  such  information. 

3  (b)  The  Attorney  General  of  the  United  Slates,  or  any 

4  aggrieved  person,  may  bring  an  action  in  the  appropriate 

5  United  States  district  court  against  any  person  who  is  en- 
()  gaged  or  is  about  to  engage  in  any  acts  or  practices  in 
7  violation  of  the  provisions  of  this  Act,  to  enjoin  such  acts  or 
S  practices. 

9  (c)   The  United  States  shall  be  liable  for  the  actions  or 

10  omissions  of  any  officer  or  employee   of  the   Government 

11  who  violates  the  provisions  of  this  Act.  or  any  rule,  rcgula- 

12  tion,  or  order  issued  thereunder  in  the  same  manner  and  to 

13  the  same  extent  as  a  private  individual  under  like  circum- 

14  stances  to  any  person  aggrieved  thereby  in  an  amount  equal 

15  to  the  sum  of — 

16  (1)   any  actual  and  general  damages  sustained  by 

17  any  person   hut  in  no   case   shall   a   person   entitled   to 

18  recovery  receive  less  than  the  sum  of  $1,000;  and 

19  (2)   in  the  case  of  any  successful  action  to  enforce 

20  any  liability  under  this  section,  the  costs  of  the  action 

21  together  with  reasonable  attorney's  fees  as  determined  by 

22  the  court. 

23  (d)   The  United  States  consents  to  be  sued  under  this 

24  section  without  limitation  on  the  amount  in  contrever>y.   A 

25  civil  action  against  the  United  States  under  subsection    (c) 
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1  of  this  section  shall  be  the  exclusive  remedy  for  the  wrongful 

2  action  or  omission  of  any  officer  or  employe  i . 

3  JURISDICTION   OF   DISTRICT    COURTS 

4  Sec.  304.   (a)  The  district  courts  of  the  United  9 

5  have  jurisdiction  to  hear  and  determine  civil  actions  brought 
b'  under  section  303  of  this  Act  and  may  examine  the  informa- 
1  tion  in  camera  to  determine  whether  such   information  or 

8  any  part  thereof  may  he  withheld  under  any  of  the  exemp- 

9  tions  in  section  203  of  this  Act.  The  burden  is  on  the  Federal 
11 '  agency  to  sustain  such  action. 

11  (h)    In  any  action  to  obtain  judicial  review  of  a  de- 

12  cision  to  exempt  any  personal  information  from  any  pro- 

13  vision  of  this  Act.  the  court  may  examine  such  information 
^  in  camera  to  determine  whether  such  information  or  any  part 
1-)  thereof  is  properly  classified  with  respect  to  national  defense. 
1()  foreign  policy  or  law  enforcement  intelligence  information 
"  or  investigative  information  and  may  be  exempted  from  any 
I8  provision  of  this  Act.  The  burden  is  on  the  Federal  agency 
IP  to  sustain  any  claim  that  such  information  may  be  so  ex- 

20  erupted. 

21  EFFECTIVE    DATE 

22  Sec.  305.  This  Act  shall  become  effective  one  year  after 

23  the  date  of  enactment  except  that  the  provisions  of  title  I  of 

24  this  Act  shall  become  effective  on  the  date  of  enactment. 
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1  AUTHORIZATION  OF  APPROPRIATIONS 

2  Sec.  306.  There  are  authorized  to  be  appropriated  such 

3  sums  as  may  be  necessary  to  carry  out  the  provisions  of 

4  this  Act. 

5  MORATORIUM    ON    USE    OF    SOCIAL    SECURITY    NUMBERS 

6  Sec.  307.  (a)  It  shall  be  unlawful  for— 

7  ( 1 )  any  Federal.  State,  or  local  government  agency 

8  to  deny  to  any  individual  any  right,  benefit,  or  privilege 

9  provided  by  law  because  of  such  individual's  refusal  to 

10  disclose  his  social  security  account  number,  or 

11  (2)    any  person  to  discriminate  against  any  indi- 

12  vidual  in  the  course  of  any  business  or  commercial  trans- 

13  action  or  activity  because  of  such  individual's  refusal  to 

14  disclose  his  social  security  account  number. 

15  (b)    The  provisions  of  subsection    (a)    shall  not  apply 
16'  with  respect  to — 

17  (1)    any  disclosure  which  is  required  by  Federal 

18  law,  or 

19  (2)    any  information  system  in  existence  and  op- 

20  era  ting  before  January  1,  1975. 

21  (c)    Any  Federal,  State,  or  local  government  agency 

22  which  requests  an  individual  to  disclose  his  social  security 

23  account  number,  and  any  person  who  requests,  in  the  course 

24  of  any  business  or  commercial   transaction   or  activity,   an 

25  individual  to  disclose  his   social   security  account  number, 

63-619   O  -  76  -  25 
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1  shall  inform  that  individual  whether  that  disclosure  is  man- 

2  datory  or  voluntary,  by  wha!  statutory   or  other  authority 
such  number  is  solicited,  what  uses  will  be  made  of  it,  and 

■*     what  rules  of  confidentiality  will  govern  it. 
Passed  the  Senate  November  21,  1H74. 
Attest: 


Secretary. 
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93d  CONGRESS 

2d  Session 


H.  R.  16373 


IN  THE  SENATE  OF  THE  UNITED  STATES 

November  22, 1974  r. 

Received;  read  twice,  considered,  amended,  read  the  third  time,  and  passed 

[Insert  the  part  printed  in  italic] 


AN  ACT 

To  amend  title  5,  United  States  Code,  by  adding  a  section  552a 
to  safeguard  individual  privacy  from  the  misuse  of  Federal 
records  and  to  provide  that  individuals  be  granted  access 
to  records  concerning  them  which  are  maintained  by  Federal 
agencies. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  this  Act  may  be  cited  as  the  "Privacy  Act  of  1971". 

4  Sec.  2.    (a)    Tho  Congress  finds  that — 

5  (4) — the  privacy  of  an  individual  is   directly   af- 

6  fectod  by  the  collection,  maintenance,  use,  and  dissomi 

7  nation  of  personal  information  by  Federal  agencies ; 

8  (2)   tho  increasing  use  of  computers  and  sophisti- 
II— O 
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1  cated    information-  -  technology,    while    essential    to    the 

2  efficient  operations  of  the  Uoveinment,  has  greatly  mag- 

3  nifiod  the  harm  to  individual- privacy  that   can  occur 

4  from  any  collection,  maintenance,  use,  or -dissemination 

0  TTi      i*TTI  Hvillct'i      iiiiTrr  xlrti'Uivfli  « 

6  {&) — the  opportunities  for  an  individual  to  secure 

7  employment,  insurance,  and  credit,  and  his  right  to  duo 

8  process,  and  other  legal  protections  are  endangered  hy 

9  the  misuse  of  certain  information  systemsj- 

10  (4)    the  right  to  privacy  is  a  personal  and  funda- 

11  mental  right  protected  by  the  Constitution  of  the  United 

12  States;  and 

13  (5)   in  order  to  protect  the  privacy  of  individuals 

14  identified  in  information  systems  maintained  by  Fed 

15  eral  agencies,  it  is  necessary  and  proper  for  the  Con- 

16  gross  to  regulate  the  collection,  maintenance,  use,  and 

17  dissemination  of  information  by  such  agencies. 

18  (b)   The  purpose  of  this  Act  is  to  provide  certain  safe 

19  guards  for  an   individual   against  an   invasion   of  personal 

20  privacy  by  requiring  Federal  agencies,  except  as  otherwise 

21  provided  by  law,  to 

22  (1)    permit  an  individual  to  determine  what  rcc- 

23  ords  pertaining  to  him  are  collected,  maintained,  used, 

24  or  disseminated  by  such  agencies; 

25  (2)  permit  an  individual  to  prevent  reoords  pertain- 
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1  ing  to  him  obtained  by  such  agencies  for  a  particular 

2  purpose  from  being  used  or  made  available  for  another 

3  purpose  without  his  consent; 

4  (3)   permit  an  individual  to  gain  access  to  infornm 

5  tion  pertaining-  to  him— in— F-ederal— agency  records,   to 

6  have  a  copy  made  of  all  or-  any  portion-  thereof,  and 

7  to  correct  or  amend  such  records; 

8  (4)    collect,  maintain,  use,  or  disseminate  any  rec- 

9jii-/l       ,.j        i/l  /i)  i  1  i  1 1  •■  I  i    1 1       ;wir,  niiii  i  j  1 1  , ,i  )*i  1 1  n  j  i  /  lj  i        ill        i>        iiiiiiium 

Ul  11      trt       111  I'll  llllll  UlU       ptl  BU11U1 1111U1 11111 lllfll 111      XX      rlllllllH,  1 

10  that  assures  that  such  action  is  for  a  necessary  and  law  ■ 

11  ful  purpose,- --that-  the  information  k-ettrrcnt  and  accurate 

12  for  its  intended  use,  and  that  adequate  safeguards  arc 

13  provided  to  prevent  misuse  of  such  informaton; 

14  (5)  permit  exemptions  from  the  requirements  with 
i5  respect  to  records  provided  in  this  Act  only -in  those  cases-' 

16  where  there  is  an  important  public  policy  need  for  such 

17  exemption  as  has  been  determined  by  spooifio  statutory 

18  authority;  and 

19  (.6)  be  subject  to  civil  suit  for  any  damages  which 

20  occur  as  a  result  of  willful,  arbitrary,  or  capricious  action- 

21  which  violates  any  individual's  eights  under  this  Act. 

22  Seo.  3.  Title  5,  United  States  Code,  is  amended  by 

23  adding  after  section  552  the  following  new  section: 

24  "§552a.  Records  maintained  on  individuals 

25  "  (a)  Definitions. — For  purposes  of  this  section — 
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1  <J~(~H  the  term  'agency1  neafts  ftgeacy  as  defiaed  m 

3  •'  (2)  -the  iri'm  'individual'  Baeuu 

4  United  Suites -or  an  alien -kwlullv  admitted  for- 

5  iKHit  -Fesideaeei 

\  o  J tin    ill  Hi     niuiiituiii ml rtiuirr  iTtctnttzt in«  ttjiit"  t, 

7  ur.t».  or  disseminate; 

8  "  (1) — the   term    'record'   means   any   collection   or 

9  grouping  -of   iirfttfrnaiten-— abettt— an    individual -that    is 

H 

10  maintained  by  an  agency  and  that  contains  bis  name, 

.1 

11  or  the  identifying  number,  symbol,  or  other  identifying 

12  particular  assigned  to  the  individual; 

13  "  (5)   the  term  'system  of  records'  means  a  group  of- 

14  any  records  under  the  control  of  any  agency -fetftn-  which 

i 

15  information  is  retrieved  by  the  name  of  the  individual  or 

L6  by  some  identifying  number,  symbol,  or  other  identifying 

! 
17  particular  assigned  to  the  individual;  and 

'i 

19  record*  means  a  rccord-4n-a- system  of  records  maintained 

i<- 

20  for  statistical  research  or  reporting  purposes  only  and 

21  not  used  in  whole  or  in  part  in  making  any  determination 

22  about  an  identifiable  individual,  except  as  provided  by 

23  section    8  of  title  13. 

24  "(b)   Conditions  of  Disclosure. — Xo  agency  shall 

25  disclose  any  record  which  is  contained  in  a  system  of  records 
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1  by  any  means  of  communication  to  any  person,  or  to  an- 

2  othor  agency,  except  pursuant  to  a  written  request  by,  or 

3  with  the  prior  written  consent  of,  tbc  individual  to  whom 

4  the  record  pertains,  unless  disclosure  of  the  record  would  bo 

5  "  ( 1 )  to  those  officers  and  employeos  of  the  agency 

6  which  maintains  the  record- who  have  a  need  for  the 

7  record  in  the  performance  of  their  dutios ; 

8  "(2)    for  a  routine  use  described  under  subsection 

9  ,.       (c)  (2)  (D)  of  this  section; 

10  "(3)   to  the  Bureau  of  the  Census  for  purposes  of 

11  planning  or  carrying  out  a  census  or  survey  or  related 

12  activity  pursuant  to  the  provisions  of  title  13; 

13  "(1)   to  a  recipient  who  has  provided  the  agency 

14  with  advance  adequate  written  assurance  that  the  record 

15  will  be  used  solely  as  a  statistical  research  or  reporting 

16  record,  and  the  record  is  to  be  transferred  in  a  form  that 

17  is  not  individually  identifiable ; 

18  "  (5)  to  the  National  Archives  of  the  United  States 

19  as  a  record  which  has  sufficient  historical  or  other  valuo 

20  to  warrant  its  continued  preservation  by  the   United 

21  States  Government,  or  for  evaluation  by  the  Admini3 

22  trator  of  General  Services  or  his  designee  to  determine 

23  whethor  the  record  has  suoh  valuo ; 

24  "(6)  to  another  agency  or  to  an  instrumentality  of 

25  any  governmental  jurisdiction  within  or  under  tho  con- 
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1  trol  of  the  United  States  for  a  law  enforcement  activity 

2  -if  the  activity  is  authorized   by  law,   and   if  the  hood 

3  of  the  agency   or  instrumentality  has   made   a   written 

4  request  to  the  agency  which  maintains  the  record  spoii 

5  fying  the  particular  portion  desired  and  the  law-  enforce 

6  ment  activity  for  which  the  record  is  sought ; 

7  "  (7)  to  a  person  who  is  actively  engaged  in- saving 

8  the  life  of  such  individual,  if  upon  such  disclosure  noti 

9  fication  is  transmitted  to  the  last  known  address  of  such 

10  individual ; 

11  "  (8)   to  cither  House  of  Congress,  or,  to  the  extent 
1 1  of  matter  within  its  jurisdiction,  any  committee  or  sub 

13  committee  thereof,  or  any  joint  committee  of  Congress 

14  or  subcommittee  of  any  such  joint  committee:  or 

15  "  (9)  pursuant  to  the  order  of  a  court  of  competent 

16  jurisdiction: 

17  "(c)   AccorxTiyo  of  Certain-  Disclosures. — Eaek 

18  agency,  with  respect  to  each  system  of  records  under  its 

19  control,  shall — 

20  "(1)   except  for  disclosures  made  under  subsection 

21  (b)  (1)   of  this  section  or  disclosures  to  the  public  from 

22  records  w-hich  by  law  or  regulation  are  open  to  public 

23  inspection  or  copying,  keep  an  accurate  accounting  of — 

24  "  (A) — the  date,  nature,  and  purpose  of  each 

25  disclosure   of   a    record    to   any   person    or    to   an 
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1  -other  ngoncy  mado  under  oubsootion  (b)  of  this  soc- 

2  tion;  and 

3  "(B)    tho  namo  and  address  of  the  person  or 

4  agency  to  whom  tho  disclosure  is  mado; 

5  "(2)   retain  the  accounting  made  undor  paragraph 

6  (1)    of  this  subsection  for  at  least  five  years  after  tho 

7  disclosure  for  which  the  accounting  is  mado; 

8  "(3)   except  for  disclosures  made  under  subsection 

9  (b)  (6)  of  this  section,  make  the  accounting  made  under 

10  paragraph   (1)   of  this  subsection  availa.blo  to  tho  in4i- 

11  vidual  named  in  the  record  at  his  request;  and 

12  "  (1)  inform  any  person  or  other  agency  about  any 

13  correction  or  notation  of  dispute  madc-by  the  agency  in 

14  accordance  with  subsection    (d)    of  this  section  of  any 

15  record  that  has  been  disclosed  to  tho  person  or  agency 

16  within  two  years  preceding  the  making  of  the  correction 

17  of  the  record  of  the  individual,  except  that  this  paragraph 

18  shall  not  apply  to  any  record  that  was  disclosed  prior  to 

19  the  offoctivo  date  of  this  soction  or  for  which  no  account- 

20  ing  of  the  disclosure  is  required. 

21  "(d)   Access  to  Records. — Each  agency  that  main 

22  tains  a  system  of  records  3hall — 

23  "  (1)  upon  request  by  any  individual  to  gain  accoss 

24  to  his  record  or  to  any  information  pertaining  to  him 

25  which  is  contained  in  the  system,  permit  him  to  review 
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1  the  record  and  have  a  copy  made  of  all  or  any  portion 

2  thoroof  id  ft-tena  oomprehonsible  to  h 

3  '*  (2)  permit  the  individual  to  request  amendment  of 

4  a-  record -pertaining  to  him  and  either — 

5  -"  (A)  make  any  correction  of  any  portion  there 

6  o£  which   the   individual   believes   is   not  accurate, 

7  relevant,  timely,  or  complete;  or  7 

8  "(B)  promptly  inform  the  individual  of  its  tfc- 

9  fusal  to  amend  the  record  in  accordance,  with  his  to 

10  -quest,   the  reason  for  the  refusal,   the   proecduhte 

11  tdished  by  the  agency  for  the  individual  to  rc- 

12  quest  a  review  by  the  agency  of  that  refusal,  and  flic 

13  name  and  business  address  of  the  official  within  the 

14  agency  to  whom  the  request  for  review  may  :bc 

15  taken ; 

16  -  (3)  permit  any  individual  who  disagrees  with  the 

17  refusal  of  the  agency  to  amend  his  record  to  request  rc- 

18  view  of  the  refusal  by  the  official  named  in  accordance 

19  with  paragraph  (2)  (B)  of  this  subsection;  and  if,  after 

20  the  review,  that  official  also  refuses  to  amend  the  record 

21  in  accordance  with  the  request,  permit  the  individual 'to 

22  file  with  the  agency  a  concise  statement  setting  forth  the 

23  reasons  for  his   disagreement  with   the   refusal   of   the 

24  agency ;  *  - 

u  (4) — in    any    disclosure, — containing    information 
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1  about  which  tho  individual  has  filed  a  statement  of  dis- 

2  agreement,  occurring  after  the  filing  of  tho  statomont 

3  under  paragraph  (o)  of  this  subsection,  clearly  note  any 

4  portion  of  tho  record  which  is  disputed  and,  upon  re- 

5  quest,  provide  copies  of  the  statement  and,  if  the  agency 

6  deems  it  appropriate,  copies  of  a  concise  statomont  of  the 

7  reasons  of  tho  agency  for  not  making  the  amendments 

8  requested,  to  persons  or  other  agencies  to  whom  the  dia 

9  -putod  record  has  been  disclosed;  and 

10  --(5)    nothing  in  this  section  shall  allow  an  indi- 

11  vidual  access  to  any  information  compiled  in  reasonable 

12  anticipation  of  a  civil  action  or  proceeding. 

13  "(g) — Agency    Requirements. — Each    agency    that 

14  maintains  a  system  of  records  shall — 

15  •"  ( 1 )  'inform  each  individual  whom  it  asks  to  supply 

16  information,  on  the  form  which  it  uses  to  collect  the  in- 
1?  formation  or  on  a  separate  form  that  can  be  retained 
18  by  the  individual — 

39  •    "(A)    which  Federal  statute  or  regulation,  if 

20  any,  requires  disclosure  of  the  information-; 

21  "  (B) — the   principal   purpose   or  purposes   for 

22  which  the  information  is  intended  to  be  used; 

23  "  (C)  other  purposes  for  which  the  information 

24  inay  be  used,  as  published  pursuant  to  paragraph 
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1  (2)  (D)   of  this  arosection;  and                                I 

*>  ^*'(D)  the  effects  on  him,  if  any,  of  not  provid 

3  ■    ing  iP  o¥  any  part  of  the  requested  information;.: 

4  ''    ^(8)    subject  to  the  provisions  of  paragraph    (9) 

5  of  this  subsection,  publish  in  tho  Federal  Register  at  least 
>6  annually  a  notice  of  tho  existence  and  charaotcr  of  tfro 

7  system  of  records,  which  notice  shall  include —  ? 

8  M(A)   the  name  and  location  of  tho  system;-? 

9  "(B)    the  categories  of  individuals  on  whom 

10  rooordfi  are  maintained  in  the  systemf  ()} 

11  .  "(C)    the  eategoriofl  of  records  maintained -» 

12  tho  syBtomf  £j 

13  ■  *    M(D)    eaohroutino    purpooo    for    which    tkn 

14  rooordfl  contained  in  tho  system  arc  used  or  intended 

15  to  be  used,  including  the  categories  of  users  of  the 
16'  records  for  caeh  sneh  purpose;                                o\ 

17  l:     "(E)   the  policies  and  practices  of  tho  agonffl 

18  regarding   storago,    rotrievabUkty,    access    controbj 

19  retention,  and  disposal  of  tho  records;  pj 
2T>  '■•■-••■•  "  (F) — the  4Me  and  business  >  address  of  frg 
2i  agonoy  official  who  is  responsible  for  the  system  pi 
22-  "■'■■  recorda;  .»                                                     ;            & 

23  -  "(G)    the-  agency  procedures  whereby  an  in* 

24  dividual  can  be  notified  at  his  roqgost  if  tho  system 

25  h     1-      of  records  contains  a  rooord  pertaining  to  him  ;-ami 
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1  "(H)    the  agency  procedures  whoroby  on  in 

2  ...  dividual  con  be  notified  at  big  request  how  be  can 

3  gain  ooooss  to  any  record  pertaining  to  him  con 

4  taincd  in  the  syatom  of  rocorcb,  ond  how  he  can 

5  contest  ito  contend — 

6  "(8)   maintain  all  records  which  arc  used  by  the 

7  agency  in  making  any  determination  about  any  indi 

8  vidual  with  such  accuracy,   relevance,   timeliness,   and 

9  completeness  as  is  reasonably  necessary  to  assure  fair 

10  ness  to  the  individual  in  the  determination; 

11  "  (4)  maintain  no  record  concerning  the  political  or 

12  religious  boliof  or  activity  of  any  individual^  unless  ex 

13  prcssly  authorized  by  statute  or  by  the  individual  about 

14  whom  the  record  is  maintained :  Provided^  however,  That 

15  the  provisions  of  this  paragraph  shall  not  be  deemed  to 

16  prohibit  the  maintenance  of  any  record  of  activity  which 

17  is  pertinent  to  and  within  die  scope  of  a  duly  authorized 

18  law  enforcement  activity;  and 

19  "(5)    at  least  30  days  prior  to  publication  of  in 

20  formation  under  paragraph   (2)  (D)   of  this  subsection 

21  published  in  the  Federal  Register  notice  of  Ac  me  or 

22  intended  use  of  the  information  in  the  system,  and  pro 

23  vide  an  opportunity  for  interested  persona  to  submit 

24  written  data,  views,  or  arguments  to  the  agency. 

25  -  (f)  Aqbkoy  Rulbb. — In  of  dor  to  carry  —I  the  provi 


\i 

1  -tkHte  (4  Ink  Beetles?  eaeh  «ge&ey  tWt-  maintains  a  -y 

2  -of  records  -'hull  pn minima W  rules,  in  accordance  with  the  re 
g  quirenlcnta   (including  general  notice)   of  section  55:)  of  this 
4  -4i4er  which  shall' — 

g  "  (1) — establish   procedures   whereby   an   individual 

fi  can  he  notified  in  response  to  hit*  request  it'  any  >v-icm 

7  of  records  named  by  the  individual  contains  a  record 

g  pertaining  to  him; 

9  "(3)    define  reasonable  time*,  places,  and  require 

10  -incuts  for  identifying  an  individual  who  requests  Ii'im  reo 

11  ord  Or  information  pertaining  to  him  before  the  agency 

12  shall  make  the  record  or  inforniation  available  to  ihjc 
i;»  individual;                                                                            i 

14  "(3)    establish  procedures  for  the  disclosure  to  aii 

15  individual  upon  hia  request  of  his  record  or  information 

16  pertaining — te — km* — including — special — procedure, — & 

17  deemed  ncccaanry,  for  the   diwclomirc  to  an   individual! 

18  of  medical  records,  including  psychological  records,  pen 

19  taming  to  him; 

20  "(1)  establish  procedures  tor  reviewing  a  request 
2i  from  an  individual  concerning  the  amendment  of  any 
22  rceoix!  or  information  pertaining  to  the  individual  for 
2;^  making  a  determination  on  the  request,  for  an  appeal 
24  within  the  agency  of  an  initial  adverse  agency  dctcnnL 
2d  nation,  and  for  whatever  additional  means  the  head  o£ 
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1  the  agency  may  deem  ncccnnary  for  each  individual  to 

2  "be  able  to  exorcise  fully  his  rights  mid  or  this  section;  and 

3  "  (5)   establish  fees  to  be  charged,  if  any,  to  any  in 

4  dividual  for  making  copies  of  bin  record,  excluding  the 

5  cost  of  any  search  for  and  review  of  the  record. 

6  The  Office  of  the  Federal  Register  shall  annually  compile  and 

7  publish   the   rules   promulgated   under   this   subsection   and 

8  agency  notices  published  under  subsection — (o)  (2) — of  this 

9  section  in  a  form  available  to  the  public  at  low  coat. 

10  "  (g)  (1) — Civil    Remedies. — Whenever   any    agency 

11  (A)  refuses  to  comply  with  an  individual  request  under  sub 

12  section  (d)  (1)  of  this  section,  (B)  fails  to  maintain  any  roc- 

13  ord  concerning  any  individual  with  such  accuracy,  relevance, 

14  timeliness,  and  completeness  as  is  necessary  to  assure  fairness 

15  in  any  determination  relating  to  the  qualifications,  character, 

16  rights,  or  opportunities  of,  or  benefits  to  the  individual  that 

17  may  be  made  on  the  basis  of  records  and  consequently  a 

18  determination  is  made  which  is  adverse  to  the  individual, 

19  -or — (44 — fails  to  comply  with  any  other  provision   of  this 

20  section,    or   any   rule   promulgated   thereunder, — in    such    a 

21  way  as  to  have  an  adverse  ofToot  on  an  individual,  the  individ- 

22  ual  may  bring  a  civil  action  against  the  agency,  and  the 

23  district  courts  of  the  United  States  shall  have  jurisdiction  in 

24  the  matters  under  the  provisions  of  this  subsection. 

25  "(2)  (A)   In  any  suit  brought  under  the  provisions  of 
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1  Bubsootion  (g)  (1)  (A)  of  this  section,  tho  oourt  may  enjoin 

2  the  agonoy  from  withholding  tho  rooordn  ftnd  ordor  tho  pro 

3  duotion  to  the  complainant  of  any  agonoy  records  improperly 

4  withheld  from  him.  In  such  a  ease  the  cotirt  shall  determine 

5  the  matter  do  novo,  and  may  examine  the  oontonto  of  any 

6  agency  records  in  camera  to  determine  whether  the  records  or 

7  any  portion  thereof  may  bo  withheld  under  any  of  the  ex 

8  eruptions  set  forth  in  subsection   (k)  of  this  section,  and  the 

9  burden  is  on  tho  agonoy  to  sustain  its  action. 

10  "(B)   The  oourt  may  assess  against  the  United  Statci 

11  reasonable  attorney  fees  and  other  litigation  coots  reasonably 

12  incurred  in  any  case  under  this  paragraph  in  which  the  com* 

13  plainont  hag  substantially  prevailed.  1 

14  "(3)   In  any  suit  brought  under  tho  provisions  of  sub! 

15  section   (g)  (1) — (B)    or   (C)   of  this  section  in'  which  the* 

16  oourt  determines  that  tho  agonoy  acted  in  a  manner  which1 
1^  woe  willful,  arbitrary,  or  capricious,  the  United  States  shall 
1®  bo  liable  to  the  individual  in  an  amount  equal  to  the  sum  of— - 

19  "  (A)  actual  damages  sustained  by  the  individual  a'J 

20  a  rosult  of  tho  refusal  or  failure ;  and  - 

21  "(B)   the  costs  of  the  action  together  with  reason  - 

22  able  attorney  fooc  ac  dotorminod  by  tho  court. 

23  "  ( 4 )  An  action  to  onforco  any  liability  created  under 
2^  this  section  may  be  brought  in  the  district  court  of  the  Uhitccr 
25  States  in  the  district  in  whioh  tho  complainant  resides,  or" 
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1  4ttfl  hifl  principal  placo  of  businoss,  or  in  which  the  agency 

2  rooords  arc  situated,  or  in  tho  District  of  Columbia,  without 

3  '  regard  to  tho  amount  in  controversy,  within  two  years  from 

4  tho  date  on  which  tho  oauoo  of  action  arises,  eaoopt  that  where 

5  on  agency  haa  materially  and  willfully  misrepresented  any 

6  information  required  under  this  section  to  bo  disclosod  to  an 

7  individual  and  the  information  so  misrepresented  is  material 

8  to  tho  establishment  of  tho  liability  of  the  agency  to  the  indi 

9  vidual  under  this  section,  the  action  may  bo  brought  at  any 

10  time  within  two  years  after  discovery  by  the  individual  of 

11  the  misrepresentation. 

12  "(h)   RianTB  op  Legal  Guardians. — For  the  pur 

13  poses  of  this  sootion,  tho  parent  of  any  minor,  or  the  legal 

14  guardian  of  any  individual  who  has  boon  declared  to  be  in- 

15  competent  due  to  physical  or  mental  incapacity  or  ago  by  a 

16  court  of  competent  jurisdiction,  may  act  on  behalf  of  ^e- 
1?  individual. 

18  "  (i)  (1)    CteraiyAL  Penalt«& — Any  offioer  or  om- 

19  ployoo  of  tho  United  Statos>  who  by  virtue  of  hts  employment 

20  or  official  position,  has  possession  of >  or  access  to,  agency 

21  records  which  contain  individually  identifiable  information 

22  the  disclosure  of  whrth  is  prohibited  by;  &isr  section  or  by 

23  rules  or  regulations  established  thereunder,  and  who  knowing 

24  that  disclosure  of  the  specific  material  is  so  prohibited,  will 

25  fully  discloses  tho  material  in  any  manner  to  any  porson  of 
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1  agency  not  entitled  to  receive  it,  shall  lie  lined  hoi  m<>ie  than 

2  $5,000. 

3  "(2)  Any  person  who  knowingly  and  willfully  requests 

4  or   obtains   any   record   conecrning   an    individual   from   an 

5  agency  under  false  pretenses  ahull  be  fined  nttt  more  than 

6  $5,000. 

7  "  (j)  General  Exemptions. — The  head  of  any  agency 

8  may  promulgate  rule.?,  in  accordance  with  the  requirements 

9  (including  general  notice) — of  section  553  of  this  title,  to 

10  exempt  any  system  of  record?;  within  the  agency  from  any 

11  part  of  this  section  except  subsections   (b)  and  (e)  (2)  (A) 

12  through  (F)  and  (i)  if  the  system  of  records  id — 

13  '■'  ( 1 ) — maintained — by — (he — Central — Intelligence 

14  Agency ;  or 

15  "(2)  maintained  by  an  agency  or  component  therc- 
16*  of  which  performs  as  its  principal  function  any  activity 

17  pertaining  to  the  enforcement  of  criminal  laws,  includ- 

18  uag  polioe  effort*  to  prevent,  control,  or  reduce  crime 

19  or  to  apprehend  criminals,  and  the  activities  of  prosccu- 

20  tors,  oourta,  correctional,  probation,  pardon,  or  parole 

21  authorities,  and  which  consists  of  (A)  information  com, 

22  piled  for  the  purpose  of  identifying  individual  criminal 

23  offenderp  and  alleged  offenders  and  consisting  only  of 

24  identifying  data  and  notations  of  arrests,  the  nature  and 

25  disposition  of  criminal  charges,  sentencing,  confinement, 
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1  release,  and  parolo  and  probation  status; — (-&) — infor- 

2  mation  compiled  for  the  purpose  of  a  criminal  investi- 

3  gation,  including  reports  of  informants  and  investiga- 

4  tors,  and  associated  with  an  identifiable  individual;  or 

5  (C)    reports  identifiable  to  an  individual  compiled  at 

6  any  stago  of  tho  process  of  enforcement  of  the  criminal 

7  laws  from  arrest  or  indictmont  through  release  from 

9  "  (k)  Specific  Exemptions. — Tho  head  of  any  agency 

10  may  promulgate  rules,  in  accordance  with  tho  requirements 

H  (including  general  notice)    of  section  553  of  this  title,  to 

12  exempt  any  system  of-  records  within  tho  agenc}'  from  sub- 

13  sections  (c)  (3),  (d),  (e)  (1),  (e)  (2)    (G)  and  (H),and 

14  (f)  of  this  scotion  if  the  system  of  records  is — 

15  "(1)    subject  to  tho  provisions  of  section  552(b) 

16  ( 1 )  of  this  title ; 

17  "  (2)    investigatory  material  compiled  for  law  en- 
15  ■forcement    purposes,    other   than    material   within    the 

19  scope  of  subsection    (j)  (2)    of  this  sootion:  Provided, 

20  however.  That  if  any  individual  is  denied  any  right,  priv- 
2i  ilegc,  or  benefit  that  ho  would  otherwise  be  entitled  by 

22  Federal  law,  or  for  which  he  would  otherwise  be  eligible, 

23  as  a  result  of  the  maintenance  of  such  material,  such  ma- 

24  terial  shall  bo  provided  to  such  individual,  except  to  the 

25  extent  that  the  disclosure  of  such  material  would  reveal 
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1  the  identity  of  a  source  who  furnished  information  to  the 

2  Government  undor  an  express  promise  that  the  identity 

3  of  the  source  would  be  held  in  confidence,  or,  prior  to  the 

4  effective  dato  of  this  section,  under  an  implied  promiso 

5  that    the    identity    of    the    source    would    bo    held    in 

6  confidence; 

7  "(3)  maintained  in  connection  with  providing  pro 

8  teotivo  services  to  the  President  of  tho  United  States  or 

9  I       other  individuals  pursuant  to  section  3050  of  title  18  j 

10  "  (4)  required  by  statute  to  be  maintained  and  used 

11  solely  as  statistical  research  or  reporting  records; 

12  "  (5)  investigatory  material  compiled  solely  for  the 

13  purpose  of  determining  suitability,  eligibility,  or  qualify 

14  cations  for  Foderal  civilian  employment,  military  service, 

15  Federal  contracts,  or  access  to  classified  information,  but 

16  only  to  tho  extent  that  tho  disclosure  of  ouch  material 

17  would  reveal  tho  identity  of  a  source  who  furnished  in1 

18  formation  to  tho  Government  undor  an  express  promise 

19  that  tho  identity  of  tho  source  wrould  bo  held  in  oonfi1 

20  denco,   or,  prior  to  tho  effective  date  of  this   section, 

21  under  an  implied  promise  that  the  identity  of  the  source 

22  would  bo  held  in  confidence; 

23  "  (6) — testing  or  examination  material  uced  solely 

24  to  determine  individual  qualifications  for  appointment  or 

25  promotion  in  the  Federal  service  the  disclosure  of  which 
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1  would  compromise)  tho  objectivity  or  fairness  of  tho  toot 

2  ing  or  examination  proooos ;  or 

3  <r(7)   evaluation  material  used  to  dotermino  poton 

4  tial  for  promotion  in  tho  armed  services,  but  only  to  tho 

5  oxtent  that  tho  disclosure  of  such  material  would  rovpal 

6  tho  identity  of  a  sourco  who  furnished  information  to  tho 

7  Government  under  an  express  promise  that  the  identity 

8  of  tho  soureo  would  ho  hold  in  confidence,  or,  prior  to 

9  tho  effective  daio  of  this  section,  under  an  implied  prom- 

10  iso  that  tho  identity  of  tho  sourco  would  ho  held  in 

11  confidence; 

12  "  (1)  (1) — Archival   Records. — Each   agency  record 

13  which  is  accepted  by  the  Administrator  of  General  Services 

14  for  storage,  processing,  and  servicing  in  accordanco  with  soo- 

15  -tion  3103  of  title  44  shall,  for  the  purposos  of  this  section, 

16  be  considered  to  be  maintained  by  the  agency  which  deposited 

17  the  record  and  shall  be  subject  to  the  provisions  of  this  sec 

18  tion.  The  Administrator  of  General  Services  shall  not  dk- 

19  close  tho  rooord  except  to  the  agency  which  maintains  the 

20  record,  or  under  rules  established  by  that  agency  which  are- 

21  not  inconsistent  with  tho  provisions  of  this  section. 

22  "(2)  Eaeh  agency  record  pertaining  to  an  identifiable 

23  individual  which  wag  transferred  to  the  National  Archives 

24  of  the  United  States  as  a  record  which  has  sufficiont  historical 

25  or  other  value  to  warrant  its  continued  preservation  by  the 
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1  United  Sum's  (.iovornnicnt,  prior  to  the  effective  date  of  this 

2  ►•tu-tioii,  chall,  tor  the  purposes  of  this  section,  he  considered 

3  to  1)0  maintained  by  the  National  Archive:*  nnd  :  ltnll  not  bo 

4  subject  to  the  provisions  of  this  section. 

5  "(3)    Each  agency  record  pertaining  to  an  identifiable 

6  individual  which  is  transferred  to  the  National  Archives  of 

7  the  United  States  as  a  record  which  has  sufficient  historical  or 

8  other  value  to  warrant  ito  continued  preservation   by  the 

9  United  States  Government,  on  or  after  the  effective  date  of 

10  this  section,  shall,  for  the  purposes  of  this  section,  be  con 

11  sidered  to  bo  maintained  by  the  National  Archives  and  shall 

I 

12  be  subject  to  all  provisions  of  this  section  except  subsections 

13  (c)  (4);   (d)    (2),   (3),  and   (4);   (e)    (1),   (2)  (H)  and 

14  (3);    (f)  (1);    (g)  (1)     (B)    and    (C),  and    (3). 

15  "(m)  (1)  Moratorium  on  the  Use  of  the  Social 

[ 

16  Security  Account  Ncmber. — No  Federal  agency,  or  any 

17  State  or  local  government  acting  in  compliance  with  any  Fed 

18  eral  law  or  federally  agisted  program,  shall  deny  any  indi- 

19  vidual  any  right,  benefit,  or  privilege  provided  by  law  by 

20  reason  of  such  individual's  refusal  to  disclose  his  social  so 

21  curity  account  number. 

22  "  (2)  This  subsection  shall  not  apply — 

23  "  (A)   with  rospcot  to  any  ay  atom  of  roeorda  iii  ex 

24  istence  and  operating  prior  to  January   1,    1B75;  and 
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1  '"'(B)    when  disclosure  of  a  social  security  account 

2  number  is  required  by  Fodoral  law. 

3  ''(3)  No  Federal  agency,  or  any  State  or  local  govcra- 

4  mont  acting  in  compliance  with  any  Federal  law  or  federally 

5  assisted  program,  shall  use  the  social  security  account  number 

6  for  an}r  purpose  other  than  for  verification  of  the  identity  of 

7  an  individual  unless  snob,  other  purpose  is  specifically  author- 

8  izod  by  Federal  law. 

9  "  (n)  Annual  Report. — Tho  President  shall  submit  to 

10  the  Speaker  of  the  House  and  tho  President  of  the  Senate, 

11  by  Juno  30  of  each  calendar  year,  a  consolidated  report,  scp- 

12  arately  listing  for  each  Federal  agency  tho  number  of  records 

13  contained  in  any  system  of  records  which  woro  exempted 

14  from  the  application  of  this  section  under  the  provisions  of 

15  subsections  (j)  and  (k)  of  this  section  during  the  preceding 

16  calendar  year,   and   the  reasons  for   the   exemptions,    and 

17  such  other  information  as  indicates  efforts  to  administor  fully 

18  this  section.". 

19  Sec.   1.  Tho  chapter  analysis  of  chapter  5  of  title  5, 
20 ' '  United  States  Code,  is  amendod  by  inserting: 

"552a.  Records  about  individual." 

21  -im-mediatety  below : 

"55^.  PubHo  information  j  agancy  rules,  opinions,  ordoro,  and  proceed- 

nigs.    . 
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1  Sec.  5.  Tho  amendments  made-by  -t-kis- 

2  effective  on  tho  odo  hundred  and  ftightiotb-(ky-followiiig-the 

3  dato  of  cnaotmont  of  this  Act. 

4  TITLE  1— PRIVACY  PROTECTION  COMMISSION 

5  ESTABLISHMENT  OF  COMMISSION 

6  Sec.  101.   (a)    There  is  established  as  an  independent 

7  agency  of  the  executive  branch  of  the  Government  the  Privacy 

8  Protection  Commission. 

9  (b)  (1 )  The  Commission  shall  be  composed  of  five  mem- 

10  bers  who  shall  be  appointed  by  the  President,  by  and  with 

11  the  advice  and  consent  of  the  Senate,  from  among  members 

12  of  the  public  at  large  who,  by  reason  of  their  knowledge  and 

13  expertise  in  any  of  the  following  areas:  civil  rights  and  liber- 
ie ties,  law,  social  sciences,  and  computer  technology,  business, 

15  and  State  and  local  government,  are  well  qualified  for  service 

16  on  the  Commission  and  who  are  not  otherwise  officers  or 

17  employees  of  the  United  States.  Not  more  than  three  of  the 

18  members  of  the  Commission  shall  be  adherents  of  the  same 

19  political  party. 

20  (2)  One  of  the  Commissioners  shall  be  appointed  Chair- 

21  man  by  the  President. 
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1  (3)  A  Commissioner  appointed  as  Chairman  shall  serve 

2  as  Chairman  until  the  expiration  of  his  term  as  a  Commis- 

3  sioner  of  the  Commission  (except  that  he  may  continue  to 

4  serve  as  Chairman  for  so  long  as  he  remains  a  Commissioner 

5  and  his  successor  as  Chairman  has  not  taken  office).  An  in- 

6  dividual  may  be  appointed  as  a  Commissioner  at  the  same 

7  time  he  is  appointed  Chairman. 

8  (c)  The  Chairman  shall  preside  at  all  meetings  of  the 

9  Commission  and  a  quorum  for  the  transaction  of  business 

10  shall  consist  of  at  least  three  members  present  (but  the  Chair- 

11  man  may  designate  an  Acting  Chairman  who  may  preside  in 

12  the  absence  of  the  Chairman).  Each  member  of  the  Com- 

13  mission,  including  the  Chairman,  shall  have  equal  respon- 

14  sibility  and  authority  in  all  decisions  and  actions  of  the  Com- 

15  mission,   shall  have  full  access  to  all  information   relating 

16  to  the  performance  of  his  duties  or  responsibilities,  and  shall 

17  have  one  vote.  Action  of  the  Commission  shall  be  determined 

18  by  a  majority  vote  of  the  members  present.   The  Chairman 

19  (or  Acting  Chairman)  shall  be  the  official  spokesman  of  the 

20  Commission  in  its  relations  with  the  Congress,  Government 

21  agencies,  persons,  or  the  public,  and,  on  behalf  of  the  Com- 

22  mission,  shall  see  to  the  faithful  execution  of  the  policies  and 
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1  decisions  of  the  Commission,  and  shall  report  thereon  to  the 

2  Commission  from   time  to  time  or  as  the   Commission   ma?/ 

3  direct. 

4  (d)  Each  Commissioner  shall  be  compensated  at  the  rate 

5  provided  for  under  section  5314  of  title  .5  of  the  J'nited  States 

6  Code,  relating  to  level  IV  of  the  Executive  Schedule. 

7  (e)  Commissioners  shall  serve  for  terms  of  three  years. 

8  No  Commissioner  may  serve  more  than  tiro  terms.  Vacancies 

9  in  the  membership  of  the  Commission  shall  be  filled  in   the 

10  same  manner  in  which  the  original  appointment  was  made. 

11  (f)  Vacancies  in  the  membership  of  the  Commission,  as 

12  long  as  there  are  three   Commissioners   in   office,   shall  not 

13  impair  the  power  of  the  Commission  to  execute  the  functions 

14  and  powers  of  the  Commission. 

15  (g)    The  members  of  the  Commission  shall  not  engage 

16  in  any  other  employment  during  their  tenure  as  members  of 

17  the  Commission. 

18  (h)(1)   Whenever  the  Commission  submits  any  budget 

19  estimate  or  request  to  the  President  or  the  Office  of  Manage- 

20  mvnt  and  Budget,  it  shall  concurrently  transmit  a  copy  of 

21  that   request  to   Congress. 

22  (2)    Whenever  the  Commission  submits  any  legislative 
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1  recommendations,    or    testimony,    or    comments    on    legisla- 

2  Hon     to     the    President    or    Office     of    Management     and 

3  Budget,  it  shall  concurrently  transmit  a  cop;/  thereof  to  the 

4  Congress.  Xo  officer  or  agency  of  the   United  States  shall 

5  have  any  authority  to  require  the  Commission  to  submit  its 

6  legislative  recommendations,   or  testimony,   or  comments  on 

7  legislation,  to  any  officer  or  agency  of  the  United  States  for 

8  approval,  comments,  or  review,  prior  to  the  submission  of 
"  such     recommendations,     testimony,     or     comments     to     the 

10  Congress. 

11  PERSONNEL  OF  THE  COMMISSION 

12  Sec.   102.    (a)(1)    The  Commission  shall  appoint   an 

13  Executive  Director  who  shall  perform  such  duties  as   the 

14  Commission  may  determine.  Such  appointment  may  be  made 

15  without   regard  to  the  provisions  of  title  5,    United  States 

16  Code. 

17  (2)   The  Executive  Director  shall  be  compensated  at  a 

18  rate  not  in  excess  of  the  maximum  rate  for  GS-18  of  the 

19  General  Schedule  under  section  5332  of  title  5,  United  States 

20  Code. 

21  (b )   The  Commission  is  authorized  to  appoint  and  fix 

22  the  compensation  of  such  officers  and  employees,  and  prescribe 

23  their  functions  and  duties,  as  may  be  necessary  to  carry  out 

24  the  provisions  of  this  Act. 

25  (c)  The  Commission  may  obtain  the  services  of  experts 
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1  and  consultants  in  accordance  with  the  provisions  of  section 

2  3109  of  tith  5,  I  ~mtt<i  States  Code. 

3  FUNCTIONS  OF  THE  <  0MMI88WN 

4  Sec.  103.  (a)  The  Commission  shall— 

5  (1)  publish  annually  a  United  States  Directory  of 

6  Information  Systems  containing  the  information  speci- 

7  fied  to  provide  notice  under  section  201(c)(3)   of  this 

8  Act  for  each  information  system  subject  to  the  provisions 

9  of  this  Act  and  a  listing  of  all  statutes  which  require 

10  the  collection  of  such  information  by  a  Federal  agency; 

11  (2)  investigate,  determine,  and  report  any  violation 

12  of  any  provision  of  this  Act  (or  any  regulation  adopted 

13  pursuant  thereto)  to  the  President,  the  Attorney  General, 

14  the  Congress,  and  the  General  Services  Administration 

15  where  the  duties  of  that  agency  are  involved,  and  to  the 

16  Comptroller  General  when  it  deems  appropriate;  and 

17  (3)  develop  model  guidelines  for  the  implementation 

18  of  this  Act  and  assist  Federal  agencies  in  preparing 

19  regulations   and   meeting   technical   and   administrative 

20  requirements  of  this  Act. 

21  (b)    Upon  receipt  of  any  report  required  of  a  Federal 

22  agency  describing  (1)   any  proposed  information  system  or 

23  data  bank,  or  (2)  any  significant  expansion  of  an  existing 

24  information  system  or  data  bank,   integration  of  files,  pro- 

25  grams  for  records  linkage  within  or  among  agencies,  or  cen- 
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1  tralization  of  resources  and  facilities  for  data  processing,  the 

2  Commission  shall — 

3  (A)   review  such  report  to  determine  (i)  the  prob- 

4  able  or  potential  effect  of  such  proposal  on  the  privacy 

5  and  other  personal  or  property  rights  of  individuals  or 

6  the  confidentiality  of  information   relating  to  such  indi- 

7  viduals,   and   (ii)    its  effect  on   the  preservation   of  the 

8  constitutional  principles  of  federalism  and  separation  of 

9  powers;  and 

10  (B)  submit  findings  and  make  recommendations  to 

11  the  President,  Congress,  and  the  General  Services  Ad- 

12  ministration  concerning  the  need  for  legislative  authori- 

13  zation   and  administrative  action    relative   to   any  such 

14  proposed  activity  in  order  to  meet  the  purposes  and  re- 

15  quirements  of  this  Act. 

16  (c)  After  receipt  of  any  report  required  under  subsec- 

17  tion    (b),  if  the  Commission  determines  and  reports  to  the 

18  Congress  that  a  proposal  to  establish  or  modify  a  data  bank 

19  or  information  system  does  not  comply  with   the  standards 

20  established  by  or  pursuant  to  this  Act,  the  Federal  agency 

21  submitting  such  report  shall  not  proceed  to  establish  or  modify 

22  any  such  data  bank  or  information  sj/stem  for  a  period  of 

23  sixty  days  from  the  date  of  receipt  of  notice  from  the  Com- 

24  mission  that  such  data  bank  or  system  does  not  comply  with 

25  such  standards. 
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1  (d)  In  addition  to  Us  other  functions  the  Commission 

2  shall— 

3  (1)    to   the  fullest  extent   practicable,    consult    with 

4  the   heads   of    appropriate    departments,    agencies,    and 

5  instrumentalities  of  the  Federal   Government,   of  State 

6  and  local  governments,   and  other  persons  in   carrying 

7  out  the  provisions  of  this  Act  and  in  conducting  the  study 

8  required  by  section  106  of  this  Act; 

9  (2)  perform  or  cause  to  be  performed  such  research 

10  activities  as  may  be  necessary  to  implement  title  II  of 

11  this  Act,  and  to  assist  Federal  agencies  in  complying 

12  with  the  requirements  of  such  title; 

13  (3)   determine  what  specific  categories  of  informa- 

14  tion  should  be  prohibited  by  statute  from  collection  by 

15  Federal  agencies  on  the  basis  that  the  collection  of  such 

16  information    would    violate    an    individual's     right    of 

17  privacy;  and 

18  (4)  prepare  model  legislation  for  use  by  State  and 

19  local  governments   in    establishing   procedures   for   han- 

20  dling,  maintaining,  and  disseminating  personal  informa- 

21  tion  at  the  State  and  local  level  and  provide  such  technical 

22  assistance  to  State  and  local  governments  as  they  may 

23  require  in  the  preparation  and  implementation  of  such 

24  legislation. 
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1  CONFIDENTIALITY  OF  INFORMATION 

2  Sec.  104.   (a)  Each  department,  agency,  and  instru- 

3  mentality  of  the  executive  branch  of  the  Government,  includ- 

4  ing  each  independent  agency,  shall  furnish  to  the  Commission, 

5  upon  request  made  by  the  Chairman,  such  data,  reports,  and 

6  other  information    as   the    Commission   deems   necessary    to 

7  carry  out  its  functions  under  this  Act. 

8  (b)    In   carrying  out  its  functions   and  exercising   its 

9  powers  under  this  Act,  the  Commission  may  accept  from  any 

10  Federal  agency  or  other  person  any  identifiable  personal  data 

11  if  such  data  is  necessary  to  carry  out  such  powers  and  func- 

12  tions.  In  any  case  in  which  the  Commission  accepts  any  such 

13  information,  it  shall  provide  appropriate  safeguards  to  insure 

14  that  the  confidentiality  of  such  information  is  maintained  and 

15  that  upon  completion  of  the  purpose  for  which  such  informa- 

16  tion  is  required  it  is  destroyed  or  returned  to  the  agency  or 

17  person  from  which  it  is  obtained,  as  appropriate. 

18  POWERS  OF  THE  COMMISSION 

19  Sec.  105.   (a)  (1)   The  Commission  may,  in  candying 

20  out  its  functions  under  this  Act,  conduct  such  inspections, 

21  sit  and  act  at  such  times  and  places,  hold  such  hearings,  take 

22  such  testimony,  require  by  subpena  the  attendance  of  such 

23  witnesses  and  the  production  of  such  books,  records,  papers, 

24  correspondence,  and  documents,  administer  such  oaths,  have 

25  such  printing  and  binding  done,  and  make  such  expenditures 
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1  as  the  Commission  flams  advisable.  A  subpena  shall  h, 

2  mod  only  upon  an  affirmative  voU  of  a  majority  of  all  mem- 

3  bers  of  the  Commission.  Subpenas  shall  he  issuer!  under  the 

4  signature  of  the  Chairman  or  any  member  of  the  Commission 

5  designated  by  the  Chairman  and  shall  be  served  by  any  per- 

6  son  designated  by  the  Chairman  or  any  such  member.  Any 

7  member  of  the  Commission   may  administer  oaths  or  affir- 

8  mations  to  witnesses  appearing  before  the  Commission. 

9  (2)  In  case  of  disobedience  to  a  subpena  issued  under 

10  paragraph  (1)  of  this  subsection,  the  Commission  may  invoke 

11  the  aid  of  any  district  court  of  the  United  States  in  requiring 

12  compliance   with   such   subpena.   Any   district   court   of   the 

13  United  States  within  the  jurisdiction  where  such  person  is 

14  found  or  transacts  business  may,  in  case  of  contumacy  or  re- 
lb  fusal  to  obey  a  subpena  issued  by  the  Commission,  issue  an 

16  order  requiring  such  person  to  appear  and  testify,  to  produce 

17  such  books,  records,  papers,  correspondence,  and  documents, 

18  and  any  failure  to  obey  the  order  of  the  court  shall  be  pun- 

19  ished  by  the  court  as  a  contempt  thereof. 

20  (S)  Appearances  by  the  Commission  under  this  Act  shall 

21  be  in  its  own  name.  The  Commission  shall  be  represented  by 

22  attorneys  designated  by  it. 

23  (4)  Section  6001(1)  of  title  18,   United  States  Code, 

24  is  amended  by  inserting  immediately  after  "Securities  and 
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1  Exchange  Commission"  the  following:  "the  Privacy  Protec- 

2  tion  Commission,". 

3  (b)  The  Commission  may  delegate  any  of  its  functions 

4  to  such  officers  and  employees  of  the  Commission  as  the  Com- 

5  mission  may  designate  and  may  authorize  such  successive 

6  redelegations  of  such  functions  as  it  may  deem  desirable. 

7  (c)  In  order  to  carry  out  the  provisions  of  this  Act,  the 

8  Commission  is  authorized — 

9  (1)  to  adopt,  amend,  and  repeal  rules  and  regula- 

10  tions  governing  the  manner  of  its  operations,  organiza- 

11  tion,  and  personnel; 

12  (2)  to  adopt,  amend,  and  repeal  interpretative  rules 

13  for  the  implementation  of  the  rights,  standards,  and  safe- 
ly guards  provided  under  this  Act; 

15  (3)  to  enter  into  contracts  or  other  arrangements  or 

16  modifications  thereof,  ivith  any  government,  any  agency 

17  or  department  of  the  United  States,  or  with  any  person, 

18  firm,  association,  or  corporation,  and  such  contracts  or 

19  other  arrangements,   or   modifications   thereof,   may   be 

20  entered  into  without  legal  consideration,  without  perform- 

21  ance  or  other  bonds,  and  without  regard  to  section  3709 

22  of  the  Revised  Statutes,  as  amended  (41  U.S.C.  5) ; 

23  (4)  to  make  advance,  progress,  and  other  payments 

24  which  the  Commission  deems  necessary  under  this  Act 
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1  without  regard  to  'he  provisions  of  section  3648  of  the 

2  Revised  Statutes,  as  amended  (31  U.S.C.  529); 

3  (5)  receive  complaints  of  violations  of  this  Act  and 

4  regulations  adopted  pursuant  thereto;  and    i 

5  (6)  to  take  such  other  action  as  may  be  necessary 

6  to  carry  out  the  provisions  of  this  Act. 

7  COMMISSION  STUDY  OF  OTHER  GOVERNMENTAL  AND 

8  PRIVATE  ORGANIZATIONS 

9  Sec.  106.  (a)(1)  The  Commission  shall  make  a  study 

10  of   the   data   banks,    automated   data   processing   programs, 

11  and   information   systems   of  governmental,    regional,    and 

12  private  organizations,  in  order  to  determine  the  standards 

13  and  procedures  in  force  for  the  protection  of  personal  infor- 

14  motion,  and  to  determine  the  extent  to  which  those  standards 

15  and  procedures  achieve  the  purposes  of  this  Act. 

16  (2)  The  Commission  peiiodically  shall  report  its  find- 

17  ings  to  the  President  and  the  Congress  and  shall  complete  the 

18  study  required  by  this  section  not  later  than   three  years 

19  from  the  date  this  Act  becomes  effective. 

20  (3)  The  Commission  shall  recommend  to  the  President 

21  and  the  Congress  the  extent,  if  any,  to  which  the  requirements 

22  and  principles  of  this  Act  should  be  applied  to  the  information 

23  practices  of  those  organizations  by  legislation,  administrative 

24  action,  or  by  voluntary  adoption  of  such  requirements  and 
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1  principles.  In  addition,  it  shall  submit  such  other  legislative 

2  recommendations  as   it  may  determine   to   be  necessary   to 

3  protect  the  privacy  of  individuals  while  meeting  the  legitimate 

4  needs  of  government  and  society  for  information. 

5  (b)  (1)  In  the  course  of  such  study  and  in  its  reports, 

6  the  Commission  shall  examine  and  analyze — 

7  (A)    interstate   transfer   of  information   about  in- 

8  dividuals  which  is  being  undertaken   through   manual 

9  files  or  by  computer  or  other  electronic  or  telecommuni- 

10  ■    cations  means; 

11  (B)    data    banks   and   information   programs    and 

12  systems   the    operation    of   which    significantly    or    sub- 

13  stantially  affect  the  enjoyment  of  the  privacy  and  other 

14  personal  and  property  rights  of  individuals; 

15  (C)  the  use  of  social  security  numbers,  license  plate 

16  numbers,    universal   identifiers,    and   other   symbols    to 

17  identify  individuals  in  data  banks  and  to  gain  access  to, 

18  integrate,  or  centralize  information  systems  and  files;  and 

19  (D)  the  matching  and  analysis  of  statistical  data, 

20  such  as  Federal  census  data,  with  other  sources  of  per- 

21  sonal  data,  such  as  automobile  registries  and  telephone 

22  directories,  in  order  to  reconstruct  individual  responses 

23  to  statistical  questionnaires  for  commercial  or  other  pur- 

24  poses,  in  a  way  which  results  in  a  violation  of  the  im- 
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1  plied   or   explicit!//    recognized   confidentiality    of   such 

2  information. 

3  (2)    The  Commission  shall  include  in  its  examination 

4  information  activities  in  the  following  areas:  medical,   in- 

5  surance,     education,     employment     and    personnel,     credit, 

6  banking  and  financial  institutions,  credit  bureaus,  the  com- 

7  mercial  reporting  industry,  cable  television,  and  other  tele- 

8  communications  media,  travel,  hotel,  and  entertainment  res- 

9  ervations,  and  electronic  check  processing.  The  Commission 

10  may  study  such   other  information    activities  necessary   to 

11  carry  out  the  congressional  policy  embodied  in  this  Act,  ex- 

12  cept  that  the  Commission  shall  not  investigate  information 

13  systems  maintained  by  religious  organizations. 

14  (3)  In  conducting  the  study,   the  Commission  shall — 

15  (A)  determine  what  laws,  Executive  orders,  regula- 

16  tions,  directives,  and  judicial  decisions  govern  the  activi- 

17  ties  under  study  and  the  extent  to  which  they  are  con- 

18  sistent  with  the  rights  of  privacy,  due  process  of  law, 

19  and  other  guarantees  in  the  Constitution; 

20  (B)    determine   to  what   extent  governmental   and 

21  private  information  systems  affect  Federal-State   rela- 

22  tions  or  the  principle  of  separation  of  powers; 

23  (C)  conduct  a  thorough  examination  of  standards 

24  and  criteria  governing  programs,  policies,  and  practices 
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1  relating    to    the    collection,    soliciting,    processing,    use, 

2  access,   integration,   dissemination,   and  transmission   of 

3  personal  information; 

4  (D)  to  the  maximum  extent  practicable,  collect  and 

5  utilize  findings,  reports,  and  recommendations  of  major 

6  governmental,  legislative  and  private  bodies,  institutions, 

7  organizations,  and  individuals  which  pertain  to  the  prob- 

8  I  ems  under  study  by  the  Commission;  and 

9  (E)  receive  and  review  complaints  with  respect  to 

10  any  matter  under  study  by  the  Commission  which  may  be 

11  submitted  by  any  person. 

12  REPORTS 

13  Sec.  107.  The  Commission  shall,  from  time  to  time,  and 

14  in  an  annual  report,  report  to  the  President  and  the  Congress 

15  on  its  activities  in  carrying  out  the  provisions  of  this  Act. 

16  TITLE    II— STANDARDS    AND     MANAGEMENT 

17  SYSTEMS  FOR  HANDLING   INFORMATION 

18  RELATING  TO  INDIVIDUALS 

19  SAFEGUARD  REQUIREMENTS  FOR  ADMINISTRATIVE,  INTEL- 

20  LIGENCE,     STATISTICAL-REPORTING,     AND    RESEARCH 

21  PURPOSES 

22  Sec.  201.  (a)  Each  Federal  agency  shall— 

23  (1)  collect,  solicit,  and  maintain  only  such  personal 

24  information  as  is  relevant  and  necessary  to  accomplish  a 

25  statutory  purpose  of  the  agency; 
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1  (2)  collect  information  to  the  greatest  extent  prac- 

2  ticable  directly  from  the  subject  individual  irhen  the  in- 

3  formation  may  result  in  adverse  determinations  about  an 

4  individuaVs  rights,  benefits,  and  privileges  under  Federal 

5  programs;  and 

6  (3)  inform  any  individual  requested  to  disclose  per- 
'  sonal  information  whether  that  disclosure  is  mandatory 

or  voluntary,  by  what  statutory  authority  it  is  solici,ted, 

what  uses  the  agency  will  make  of  it,  what  penalties  and 

1^  specific  consequences  for  the  individual,  which  are  known 

11  to  the  agency,  will  result  from  nondisclosure,  and  what 

12  rules  of  confidentiality  will  govern  the  information. 

13  (b)  Each  Federal  agency  that  maintains  an  information 

14  system  or  file  shall,  with  respect  to  each  such  system  or  file — 
1^  (1)  insure  that  personal  information  maintained  in 
1^  the  system  or  file   is   accurate,    complete,    timely,    and 

17  relevant  to  the  purpose  for  which  it  is  collected  or  main- 

18  tained  by  the  agency  at  the  time  any  access  is  granted  to 

19  the  file,  material  is  added  to  or  taken  from  the  file,  or  at 

20  any  time  it  is  used  to  make  a  determination  affecting  the 

21  subject  of  the  file; 

22  (2)  refrain  from  disclosing  any  such  personal  in- 

23  formation  within  the  agency  other  than   to  officers  or 

24  employees  who  have  a  need  for  such  personal  informa- 

25  tion  in  the  performance  of  their  duties  for  the  agency; 
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1  (3)    maintain   a   list   of  all   categories  of   persons 

2  authorized  to  have  regular  access  to  personal  informa- 

3  Hon  in  the  system  or  file; 

4  (4)  maintain  an  accurate  accounting  of  the  date, 

5  nature,  and  purpose  of  all  other  access  granted  to  the 

6  system   or  file,    and   all   other   disclosures   of   personal 

7  information  made  to  any  person  outside  the  agency,  or 

8  to  another  agency,  including  the  name  and  address  of 

9  the  person  or  other  agency  to  whom  disclosure  was  made 

10  or  access  was  granted,  except  as  provided  by  section  202 

11  (b)   of  this  Act; 

12  (5)  establish  rules  of  conduct  and  notify  and  in- 

13  struct  each  person  involved  in  the  design,  development, 

14  operation,  or  maintenance  of  the  system  or  file,  or  the 

15  collection,  use,  maintenance,  or  dissemination  of  informa- 

16  Hon  about  an  individual,  of  the  requirements  of  this  Act, 

17  including  any  rules  and  procedures  adopted  pursuant 

18  to  this  Act  and  the  penalties  for  noncompliance; 

19  (6)   establish  appropriate  administrative,   technical 

20  and  physical  safeguards  to  insure  the  security  of   the 

21  information  system  and  confidentiality  of  personal  infov- 

22  motion  and  to  protect  against  any  anticipated  threats 

23  or  hazards  to   their  security  or   integrity   which    could 

24  result  in  substantial  harm,  embarrassment,  inconvenience, 
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1  or  unfairness  to  any  individual  on   whom  personal  in- 

2  formation  is  maintained;  and 

3  (7)  establish  no  program  for  the  purpose  of  collect- 
•4  ing  or  maintaining  information  describing  hoir  individ- 

5  uals  exercise  rights  guaranteed  by  the  first  amendment 

6  unless  the  head  of  the  agency  specifically  determines  that 

7  such  information  is  relevant  and  necessary  to  carry  out 

8  a  statutory  purpose  of  the  agency. 

9  (c)  Any  Federal  agency  that  maintains  an  information 

10  system  or  file  shall — 

11  (1)  make  available  for  distribution  upon  the  request 

12  of  any  person  a  statement  of  the  existence  and  character 

13  of  each  such  system  or  file; 

14  (2)  on  the  date  on  which  this  Act  becomes  effective 

15  and  annually  thereafter,  notify  the  Commission  and  give 

16  public  notice  of  the  existence  and  character  of  each  ex- 

17  isting  system  or  file  simultaneously,  and  cause  such  notice 

18  to  be  published  in  the  Federal  Register;  and 

19  (3)   include  in  such  notices  at  least  the  following 

20  information; 

21  (A)  name  and  location  of  the  system  or  file; 

22  (B)  nature  and  purposes  of  the  system  or  file; 

23  (C)  categories  of  individuals  on  whom  personal 

24  information  is  maintained  and  categories  of  personal 
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1  information  generally  maintained  in  the  system  or 

2  file,  including  the  nature  of  the  information  and  the 

3  approximate  number   of   individuals   on    whom   in- 

4  formation  is  maintained ; 

5  (D)    the   confidentiality    requirements   and   the 

6  extent  to  which   access  controls  apply   to   such   in- 

7  formation; 

8  (E)  categories  of  sources  of  such  personal  in- 

9  formation; 

10  (F  )  the  Federal  agency  s  policies  and  practices 

11  regarding  implementation  of  sections  201  and  202  of 

12  this  Act,  information  storage,  duration  of  retention 

13  of  information,  and  elimination  of  such  information 

14  from  the  system  or  file; 

15  (G)  uses  made  by  the  agency  of  the  personal 

16  information  contained  in  the  system  or  file; 

17  (H)   identity  of  other  agencies  and  categories 

18  of  persons  to  whom  disclosures  of  personal  informa- 

19  tion  are  made,  or  to  whom  access  to  the  system  or 

20  file  may  be  granted,  together  with  the  purposes  there- 

21  for  and  the  administrative  constraints,   if  any,   on 

22  such  disclosures  and  access,  including  any  such  con- 

23  straints  on  redisclosure; 

24  (I)  procedures  whereby  an  individual  can   (i) 

25  be  informed  if  the  system  or  file  contains  personal 
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1  information   pertaining  to   himself  or  herself,    (ii) 

2  gain   access  to  such   information,   and    (Hi)    contest 

3  the  accuracy,  completeness,  timeliness,  relevance, 

4  necessity  for  retention  of  the  personal  information; 

5  and 

6  (J)  name,  title,  official  address,  and  telephone 

7  number  of  the  officer   immediately   responsible  for 

8  the  system  or  file. 

9  (d)(1)  Each  Federal  agency  that  maintains  an  infor- 

10  motion  system  or  file  shall  assure   to   an    individual   upon 

11  request  the  following  rights: 

12  (A)  to  be  informed  of  the  existence  of  any  personal 

13  information  pertaining  to  that  individual; 

14  (B)   to  have  full  access  to  and  right  to  inspect  the 

15  personal  information  in  a  form  comprehensible  to  the 

16  individual; 

17  (C)  to  know  the  names  of  all  recipients  of  informa- 

18  Hon  about  such  individual  including  the  recipient  orga- 

19  nization  and  its  relationship  to  the  system  or  file,  and  the 

20  purpose  and  date  when  distributed,  unless  such  informa- 

21  tion  is  not  required  to  be  maintained  pursuant  to  this 

22  Act; 

23  (D)  to  know  the  sources  of  personal  information  (i) 

24  unless  the  confidentiality  of  any  such  source  is  required 

25  by  statute,   then  the  right  to  know  the  nature  of  such 
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1  source;   or    (ii)    unless   investigative   material   used   to 

2  determine  the  suitability,  eligibility,  or  qualifications  for 

3  Federal    civilian  employment,  military  service,  Federal 

4  contracts,  or  access  to  classified  information,  is  compiled 

5  by  a  Federal  agency  in  pursuit  of  an  authorized  investi- 

6  gative  responsibility,  and  in  the  course  of  compiling  such 

7  materials,  information  prejudicial  to  the  subject  of  the 

8  investigation  is  revealed  through  a  source  who  furnishes 

9  such  information  to  the  Government  under  the  express 

10  provision  that  the  identity  of  the  source  will  be  held  in 

11  confidence,  and  where  the  disclosure  of  such  information 

12  would  identify  and  be  prejudicial  to  the  rights  of  the  con- 

13  fidential  source,  then  the  right  to  know  the  nature  of  such 

14  information  and  to   examine   that   information  if  it  is 

15  found  to  be  material  or  relevant  to  an  administrative  or 

16  judicial  proceeding  by  a  Federal  judge  or  Federal  ad- 

17  ministrative  officer:  Provided,   That  investigative  mate- 

18  rial  shall  not  be  made  available  to  promotion  boards 

19  which  are  empowered  to  promote  or  advance  individuals 

20  in  Federal  employment,  except  when  the  appointment 

21  would  be  from  a  noncritical  to  a  critical  security  position; 

22  (E)  to  be  accompanied  by  a  person  chosen  by  the 

23  individual   inspecting   the    information,    except    that    an 

24  agency  or  other  person  may  require  the  individual  to 
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1  furnish  a  written  statement  authorizing  discussion  of  that 

2  individual's  file  in  the  person's  presence;    ■ 

3  (F)  to  receive  such  required  disclosures  and  at  rea- 

4  SOnable  standard  charges  for  document   duplication,   in 

5  person  or  by  mail,  if  upon  trritten  request,  with  proper 

6  identification;  and 

7  (G)  to  be  completely  informed  about  the  uses  and 

8  disclosures  made  of  any  such  information  contained  in 

9  any  such  system  or  file  except  those  uses  and  disclosures 

10  made  pursuant  io  law  or  regulation  permitting  public 

11  inspection  or  copying. 

12  (2)   Upon  receiving  notice  that  an  individual  wishes  to 

13  challenge,  correct,  or  explain  any  personal  information  about 

14  him  in  a  system  or  file,  such  Federal  agency  shall  comply 

15  promptly  with  the  following  minimum  requirements: 

16  (A)  investigate  and  record  the  current  status  of  the 

17  personal  information.; 

18  (B)  correct  or  eliminate   any   information   that   is 

19  found  to  be  incomplete,  inaccurate,  not  relevant  to  a  stat- 

20  utory  purpose  of  the  agency,  not  timeh/  or  necessary  to 

21  be  retained,  or  ivhich  can  no  longer  be  verified; 

22  (C)   accept  and  include  in  the  record  of  such   in- 

23  formation,  if  the  investigation  does  not  resolve  the  dis- 

24  pute,  any  statement  of  reasonable  length  provided  by  the 
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1  individual   setting   forth    his    position    on    the    disputed 

2  information; 

3  (D)  in  any  subsequent  dissemination  or  use  of  the 

4  disputed  information,   clearly  report  the  challenge  and 

5  supply    any    supplemental    statement    filed    by    the    in- 
to dividual; 

7  (E)  at  the  request  of  such  individual,  following  any 

8  correction  or  elimination  of  challenged  information,  in- 

9  form  past  recipients  of  its  elimination  or  correction;  and 

10  (F)  not  later  than  sixty  days  after  receipt  of  notice 

11  from  an  individual  making  a   request  concerning  per- 

12  sonal  information,    make   a  determination   with   respect 

13  to  such  request  and  notify  the  individual  of  the  deter- 

14  mination  and  of  the  individual's  right  to  a  hearing  before 

15  an  official  of  the  agency  which  shall  if  requested  by  the 

16  individual,  be  conducted  as  follows: 

17  (i)  such  hearing  shall  be  conducted  in  an  expe- 

18  ditious  manner  to  resolve  the  dispute  promptly  and 

19  shall  be  held  within  thirty  days  of  the  request  and, 

20  unless    the    individual    requests    a    formal    hearing. 

21  shall   be   conducted   on    an    informal   basis,    except 

22  that  the  individual  may  appear  with  counsel,  present 

23  evidence,  and  examine  and  cross-examine  ivitnesses; 

24  (U)  any  record  found  after  such  a  hearing  to 

25  be  incomplete,  inaccurate,  not  relevant,   not  timely. 
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1  nor  necessary  to  be  retained,  or  which  can  no  longer 

2  be  verified  shall  within  thirty  days  of  the  date  of 

3  such  findings  be  appropriately  modified  or  purged; 

4  and 

5  (Hi)   the  action  or  inaction  of  any  agency  on 

6  a  request  to  review  and  challenge  personal  data  in 

7  its  possession   as  provided  by  this  section  shall  be 

8  reviewable  de  novo  by  the  appropriate  United  States 

9  district  court 

10  An  agency  may,  for  good  cause,  extend  the  time  for 

11  making  a  determination  under  this  subparagraph.  The 

12  individual  affected  by  such  an  extension  shall  be  given 

13  notice  of  the  extension  and  the  reason  therefore. 

14  (e)    When  a  Federal  agency  provides  by  a  contract, 

15  grant,  or  agreement  for,   and  the  specific  creation  or  sub- 

16  stantial  alteration,  or  the  operation  by  or  on  behalf  of  the 

17  agency  of  an  information  system  or  file  and  the  primary 

18  purpose  of  the  grant,  contract,  or  agreement  is  the  creation, 

19  substantial  alteration,  or  the  operation  by  or  on   behalf  of 

20  the  agency  of  such  an  information  system  or  file,  the  agency 

21  shall,  consistent  with  its  authority,  cause  the  requirements  of 

22  subsections   (a),    (b),    (c),  and   (d)   to  be  applied  to  such 

23  system  or  file.  In   cases  when   contractors  and  grantees  or 

24  parties  to  an  agreement  are  public  agencies  of  States  or  the 

25  District  of  Columbia  or  public  agencies  of  political  subdivi- 
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1  si07is  of  States,  the  requirements  of  subsections  (a) ,  (b) ,  (c) , 

2  and  (d)   shall  be  deemed  to  have  been  met  if  the  Federal 

3  agency  determines  that  the  State  or  the  District  of  Columbia 

4  or  public  agencies  of  political  subdivisions  of  the  State  have 

5  adopted    legislation    or    regulations    which    impose    similar 

6  requirements. 

7  (f)(1)  Any  Federal  agency  maintaining  or  proposing 

8  to  establish  a  personal  information  system  or  file  shall  pre- 

9  pare  and  submit  a  report  to  the  Commission,   the  General 

10  Services  Administration,  and  to  the  Congress  on  proposed 

11  data  banks  and  information  systems  or  files,   the  proposed 

12  significant  expansion  of  existing  data  banks  and  information 

13  systems  or  files,  integration  of  files,  programs  for  records  link- 

14  age  within  or  among  agencies,  or  centralization  of  resources 

15  and  facilities   for  data   processing,    which    report   shall    in- 

16  elude — 

17  (A)  the  effects  of  such  proposals  on  the  rights,  bene- 

18  fits,  and  privileges  of  the  individuals  on  whom  personal 

19  information  is  maintained; 

20  (B)  a  statement  of  the  software  and  hardware  fea- 

21  tures  which  would  be  required  to  protect  security  of  the 

22  system  or  file  and  confidentiality  of  information  : 

23  (C)   the  steps  taken  by  the  agency  to  acquire  such 

24  features  in  their  systems,   including  description   of  con- 
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1  sulfations  with  representatives  of  the  National  Bureau 

2  of  Standards;  and 

3  (D)  a  description  of  changes  in  existing  interagency 

4  or  intergovernmental  relationships  in  matters  involving 

5  the  collection,  processing,  sharing,  exchange,  and  dissemi- 

6  nation  of  personal  information. 

7  (2)  The  Federal  agency  shv.U  not  proceed  to  implement 

8  such  proposal  for  a  period  of  sixty  days  from  date  of  receipt 

9  of  notice  from  the  Commission   that  the  proposal  does  not 

10  comply  ivith  the  standards  established  under  or  pursuant  to 

11  this  Act. 

12  (g)  Each  Federal  agency  covered  by  this  Act  which 

13  maintains  an  information  system  or  file  shall  make  reasonable 

14  efforts  to  serve  advance  notice  on  an  individual  before  any 

15  personal  information  on  such  individual  is  made  available  to 

16  any  person  under  compulsory  legal  process. 

17  (h)  No  person  may  condition  the  granting  or  withhold- 

18  ing  of  any  right,  privilege,  or  benefit,  or  make  as  a  condition 

19  of  employment  the  securing  by  any  individual  of  any  infor- 

20  mation  which  such  individual  may  obtain  through  the  exercise 

21  of  any  right  secured  under  the  provisions  of  this  section. 

22  DISCLOSURE  OF  INFORMATION 

23  Sec.  202.    (a)    Xo  Federal  agency  shall  disseminate 

24  personal  information  unless — 
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1  (1)  it  has  made  written  request  to  the  individual 

2  who  is  the  subject  of  the  information  and  obtained  his 

3  written  consent; 

4  (2)  the  recipient  of  the  personal  information  has 

5  adopted  rules  in  conformity  with  this  Act  for  maintain- 

6  ing  the  security  of  its  information  system  and  files  and 

7  the    confidentiality    of    personal    information    contained 

8  therein;  and 

9  (3)  the  information  is  to  be  used  only  for  the  pur- 

10  poses  set  forth  by  the  sender  pursuant  to  the  requirements 

11  for  notice  under  this  Act. 

12  (b)  Section  202(a)(1)  shall  not  apply  when  disclosure 

13  would  be — 

14  (1)  to  those  officers  and  employees  of  that  agency 

15  who  have  a  need  for  such  information  in  ordinary  course 

16  of  the  performance  of  their  duties; 

17  (2)   to  the  Bureau  of  the  Census  for  purposes  of 

18  planning  or  carrying  out  a  census  or  survey  pursuant 

19  to  the  provisions  of  title  13,  United  States  Code:  Pro- 

20  vided,  that  such  personal  information  is  transferred  or 

21  disseminated  in  a  form  not  individually  identifiable. 

22  (3)  where  the  agency  determines  that  the  recipient 

23  of  such  information  has  provided  advance  adequate  writ- 

24  ten  assurance  that  the  information  will  be  used  solely  as 

25  a  statistical  reporting  or  research  record,   and  is  to  be 

63-619   O  -  76  -  28 
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1  transferred  in  a  form  that  is  not  individually  identi- 

2  i    or 

3  (4)   pursuant  to  a  showing  of  compelling  circum- 

4  stances  affecting  health  or  safety  of  an  individual  if  upon 

5  such    disclosure    notification    is    transmitted    to    the    last 

6  known  address  of  such  individual. 

(c)  Section  201(b)(4)  and  paragraphs  (1),   (2),  and 

8  (3)  of  subsection  (a)  of  this  section  shall  not  apply  when  dis- 

9  closure  would  be  to  the  Comptroller  General,  or  any  of  his 

10  authorized  representatives,  in  the  course  of  the  performance  of 

11  the  duties  of  the  General  Accounting  Office.  Nothing  in  this 

12  Act  shall  impair  access  by  the  Comptroller  General,  or  any 

13  of  his  authorized  representatives,  to  records  maintained  by 

14  an  agency,    including   records  of  personal  information,    in 

15  the  course  of  performance  of  such  duties. 

16  (d)  (1)  Nothing  in  this  section  shall  be  construed  to  limit 

17  the  efforts  of  the  Govern  mod  pursuant  to  the  provisions  of 

18  chapter  35,   title  44  of  the   United  States  Code   (commonly 

19  known  as  the  Wederal  Reports  Act)  or  any  other  statute,  to 

20  reduct    the  burden   on   citizens  of  collecting   information    by 
~1  means    of   combining    or    eliminating    unnecessary    reports, 

22  questionnaires,  or  requests  for  information. 

23  (2)  Nothing  in  this  section  shall  be  construed  to  affect 

24  restrictions  on  the  exchange  of  information  between  agencies 
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1  as  required  by  chapter  35,  title  44  of  the  United  States  Code 

2  (commonly  known  as  the  Federal  Reports  Act) . 

3  (e)   Subsection   (a)(1)   of  this  section  shall  not  apply 

4  when  disclosure  would  be  to  another  agency  or  to  an  instru- 

5  mentality  of  any  governmental  jurisdiction  for  a  law  enforce- 

6  ment  activity  if  such  activity  is  authorized  by  statute  and  if 

7  the  head  of  such  agency  or  instrumentality  has  made  a  written 

8  request  to  or  has  an  agreement  with  the  ageucy  which  main- 

9  tains  the  system  or  file  specifying  the  particular  portion  of  the 

10  information  desired  and  the   law   enforcement   activity  for 

11  which  the  information  is  sought. 

12  EXEMPTIONS 

13  Sec.  203.    (a)    The  provisions  of  section  201(c)(3) 

14  (E),  (d),  and  section  202,  shall  not  apply  to  any  personal 

15  information  contained  in  any  information  system  or  file  if 

16  the  head  of  the  Federal  agency  determines,   in  accordance 

17  with  the  provisions  of  this  section,   that   the   application  of 

18  the  provisions  of  any  such  sections  would  seriously  damage 

19  national  defense  or  foreign  policy  or  where  the  application 

20  of  any  such  provisions  would  seriously  damage  or  impede 

21  the  purpose  for  whwh  the  information  is  maintained. 

22  (b)   The  provisions  of  section   201(d)   and  section 

23  shall  not  apply  to  law  enforcement  intelligence  information 

24  or  investigative  information  if  the  land  of  tin  Federal  agency 

25  determines,  in  accordance  with  the  provisions  <>!  any  of  such 
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1  sections  would  seriously  damage  or  impede  the  purpose  for 

2  which  the  information  is  maintained:  Provided,  That  investi- 

3  gatory  records  shall  be  exempted  only  to  the  extent  that  the 

4  production  of  such  records  would  (A)  interfere  with  enforce- 

5  merit  proceedings,  (B)  deprive  a  person  of  a  right  to  a  fair 

6  trial  or  an  impartial  adjudication,  (C)  disclose  the  identity 

7  of  a  confidential  source,  and  in  the  case  of  a  record  compiled 

8  by  a  criminal  law  enforcement  authority  in  the  course  of  a 

9  criminal  investigation,  or  by  an  agency  conducting  a  lawful 

10  national  security  intelligence  investigation,  confidential  infor- 

11  mation  furnished  only  by  the  confidential  source,  (E)  disclose 

12  confidential  investigative  techniques  and  procedures  which 

13  are  not  otherwise  generally  known  outside  the  agency,  or  (F) 

14  endangers  the  life  or  physical  safety  of  law   enforcement 

15  personnel:  Provided,  That  investigative  information  may  not 

16  be  exempted  under  this  section  where  such  information  has 

17  been  maintained  for  a  period  longer  than  is  necessary  to 

18  commence  criminal  prosecution.  Nothing  in  this  Act  shall 

19  prohibit  the  disclosure  of  such  investigative  information  to  a 

20  party  in  litigation  where  required  by  statute  or  court  rule. 

21  (c)  (1)  A  determination  to  exempt  any  such  system,  file, 

22  or  information  may  be  made  by  the  head  of  any  such  agency 

23  in  accordance  with  the  requirements  of  notice,  publication, 

24  and  hearing  contained  in  sections  553  (b),   (c),  and  (e), 

25  556,  and  557  of  title  5,  United  States  Code.  In  giving  notice 
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1  of  an  intent  to  exempt  any  such  system,  file,  or  information, 

2  the  head  of  such  agency  shall  specify  the  nature  and  purpose 

3  of  the  system,  file,  or  information  to  be  exempted. 

4  (2)  Whenever  any  Federal  agency  undertakes  to  exempt 

5  any  information  system,  file,  or  information  from  the  provi- 

6  sions  of  this  Act,   the  head  of  such'  Federal  agency  shall 

7  promptly  notify  the  Commission  of  its  intent  and  afford  the 

8  Commission  opportunity  to  comment. 

9  (3)  The  exception  contained  in  section  553(d)  of  title 

10  5,    United  States   Code    (allowing  less   than   thirty   days' 

11  notice),  shall  not  apply  in  any  determination  made  or  any 

12  proceeding  conducted  under  this  section. 

13  ARCHIVAL  RECORDS 

14  Sec.   204.    (a)    Federal   agency    records    which    are 

15  accepted  by  the  Administrator  of  General  Services  for  stor- 

16  age,  processing,   and  servicing  in  accordance  with  section 

17  3103  of  tide  44,  United  States  Code,  shall,  for  the  purposes 

18  of  this  section,  be  considered  to  be  maintained  by  the  agency 

19  which  deposited  the  records  and  shall  be  subject  to  the  pro- 

20  visions  of  this  Act.  The  Administrator  of  General  Services 

21  shall  not  disclose  such  records,  or  any  information  therein, 

22  except  to  the  agency  which  maintains  the  records  or  pursuant 

23  to  rules  established  by  that  agency. 

24  (b)   Federal  agency  records  pertaining  to  identifiable 

25  individuals  which  were  transferred  to  the  National  Archives 
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1  of  the  United  States  as  records  which  hare  sufficient  historical 

2  or  other  value  to  warrant  their  continued  preservation  by 

3  the  United  States  Government  shall  for  the  purposes  of  this 

4  Act,  he  considered  to  be  maintained  by  the  National  Archives 

5  and  shall  not  be  subject  to  the  provisions  of  this  Act  except 

6  section  201(b)   (5)  and  (6). 

7  (c)  The  National  Archives  shall,  on  the  date  on  which 

8  this  Act  becomes  effective   and   annually   thereafter,    notify 

9  the  Commission  and  give  public  notice  of  the  existence  and 

10  character  of  the  information  systems  and  files  which  it  main- 

11  tains,  and  cause  such  notice  to  be  published  in  the  Federal 

12  Register.  Such  notice  shall  include  at  least  the  information 

13  specified  under  section  201(c)(3)    (A),    (B),    (D),    (E), 

14  (F),  (G),  (I),  and  (J). 

15  EXCEPTIONS 

16  Sec.  205.   (a)  No  officer  or  employee  of  the  executive 

17  branch  of  the  Government  shall  rely  on  any  exemption  in 

18  subchapter  II  of  chapter  5  of  title  5  of  the  United  States 

19  Code    commonly    known    as    the    Freedom    of    Information 

20  Act)  to  withhold  information  relating  to  an  individual  other- 

21  wise  accessible  to  an  individual  under  this  Act. 

22  (b)   Nothing  in   this  Act  shall  be  construed  to  permit 

23  the  withholding  of  any  personal  information  which  is  other- 

24  wise    required    to    be    disclosed   by    law    or    any    regulation 

25  thereunder. 
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1  (c)   The  provisions  of  section  201(d)(1)   of  this  Act 

2  shall  not  apply  to  records  collected  or  furnished  and  used 

3  by  the  Bureau  of  the  Census  solely  for  statistical  purposes 

4  or  as  authorized  by  section  8  of  title  13  of  the  United  States 

5  Code:  Provided,  That  such  personal  information  is  trans- 

6  f erred  or  disseminated  in  a  form  not  individually  identifiable. 

7  (d)  The  provisions  of  this  Act  shall  not  require  the  dis- 

8  closure  of  testing  or   examination   material  used  solely   to 

9  determine  individual  qualifications  for  appointment  or  pro- 

10  motion  in  the  Federal  service  if  the  disclosure  of  such  material 

11  would  compromise  the  objectivity  or  fairness  of  the  testing  or 

12  examination  process. 

13  (e)   The  provisions  of  this  Act,  with  the  exception  of 

14  sections  201(a)(2),  201(b)   (2),  (3),  (4),  (5),  (6),  and 

15  (7),  201(c)(2),  201(c)(3)    (A),    (B),    (D),   and   (F), 

16  and  202  (a)   (2)  and  (3)  shall  not  apply  to  foreign  intel- 

17  ligence  information  systems  or  to  systems  of  personal  infor- 

18  mation  involving  intelligence  sources  and  methods  designed 

19  for  protection  from  unauthorized  disclosure  pursuant  to  50 

20  U.S.C.403. 

21  MAILING  LISTS 

22  Sec.  206.  (a)  An  individual^  name  and  address  may 

23  not  be  sold  or  rented  by  a  Federal  agency  unless  such  action 

24  is  specifically  authorized  by  law.  This  provision  shall  not  be 
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1  construed  to  require  the  confidentiality  of  names  and  ad- 

2  dresses  otherwise  permitted  to  be  made  public. 

3  ( b)   Upon  written  request  of  any  individual,  any  person 

4  engaged  in  interstate  commerce  who  maintains  a  mailing  list 

5  shall  remove  the  individual's  name  and  address  from  such 

6  list. 

7  REGULATIONS 

8  Sec.  207.  Each  Federal  agency  subject  to  the  provisions 

9  of  this  Act  shall,  not  later  than  six  months  after  the  date  on 

10  which  this  Act  becomes  effective,  promulgate  regulations  to 

11  implement  the  standards,  safeguards,  and  access  requirements 

12  of  this  title  and  such  other  regulations  as  may  be  necessary 

13  to  implement  the  requirements  of  this  Act. 

14  TITLE  III— MISCELLANEOUS 

15  DEFINITIONS  ; 

16  Sec.  301.  As  used  in  this  Act— 

17  (1)  the  term  il Commission'1  means  the  Privacy  Pro- 

18  tection  Commission; 

19  (2)  the  term  "personal  information"  means  any  in- 

20  formation  that  identifies  or  describes  any  characteristic 

21  of  an  individual,  including,  but  not  limited  to,  his  edu- 

22  cation,  financial  transactions,  medical  history,  criminal 

23  or  employment  record,  or  that  affords  a  basis  for  infer- 

24  ring  personal  characteristics,  such  as  finger  and  voice 
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1  prints,  photographs,  or  things  done  by  or  to  such  indi- 

2  vidual;  and  the  record  of  his  presence,  registration,  or 

3  membership  in  an  organization  or  activity,  or  admission 

4  to  an  institution; 

5  (3)  the  term  "individual?'  means  a  citizen  of  the 

6  United  States  or  an  alien  lawfully  admitted  through  per- 

7  manent  residence; 

8  (4)  the  term  "information  system"  means  the  total 

9  components  and  operations,  whether  automated  or  man- 

10  ual,  by  which  personal  information,  including  name  or 

11  identifier,  is  collected,  stored,  processed,  handled,  or  dis- 

12  seminated  by  an  agency; 

13  (5)  the  term  "file"  means  a  record  or  series  of  rec- 

14  ords  containing  personal  information  about  individuals 

15  which  may  be  maintained  within  an  information  system; 

16  (6)  the  term  "data  bank"  means  a  file  or  series  of 

17  files  pertaining  to  individuals; 

18  (7)  the  term  "Federal  agency'  means  any  depart- 

19  ment,   agency,  instrumentality,   or  establishment  in  the 

20  executive  branch  of  the  Government  of  the  United  States 

21  and  includes  any  officer  or  employee  thereof; 

22  (8)  the  term  "investigative  information'  means  in- 

23  formation    associated    with    an    identifiable    individual 

24  compiled  by — 

25  (A)  an  agency  in  the  course  of  conducting  a 
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1  criminal   investigation    of   a   specific   criminal    aid 

2  where  such  investigation  is  pursuant  to  a  statu tory 

3  function  of  the  agency.  Such  information  may  per- 

4  tain   to  that  criminal  act   and  be  derived  from  re- 

5  ports  of  informants  and  investigators,  or  from  any 

6  type    of   surveillance.    The    term    does    not    include 
criminal   history    information    nor   does    it    include 


7 


initial   reports  filed  by  a  law   enforcement   agency 

q  V 

describing  a  specific  incident,  indexed  chronologically 

I"  and  expressly  required  by  State  or  Federal  statute  to 

11  be  made  public;  or 

12  (B)  by  an  agency  with  regulatory  jurisdiction 

13  trhich  is  not  a  law  enforcement  agency  in  the  course 

14  of  conducting  an    investigation  of  specific  activity 

15  which   falls   within    the   agency's    regulatory   juris- 

16  diction.   For  the   purposes  of   this   paragraph,    an 

17  ^agency  with  regulatory  jurisdiction"  is  an  agency 

18  which  is  empowered  to  enforce  any  Federal  statute 

19  or   regulation,    the  violation   of   which   subjects   the 

20  violator  to  criminal  or  civil  penalties; 

21  (9)    the  term   ulaw  enforcement  intelligence   infor- 

22  mation'  means  information  associated  with  an   identifi- 

23  able  individual  compiled  by  a  law  enforcement  agency 

24  in    the    course    of    conducting    an    investigation    of    an 

25  individual    in    anticipation    that    he    may    commit    a 
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1  specific    criminal    act,     including    information    derived 

2  from    reports    of    informants,    investigators,     or    from 

3  any   type   of  surveillance.    The   term   does   not   include 

4  criminal  history  information  nor  does  it  include  initial 

5  reports  filed  by  a   law   enforcement   agency   describing 

6  a  specific  incident,   indexed  chronologically  by  incident 

7  and  expressly  required  by  State  or  Federal  statute  to 

8  be  made  public; 

9  (10)  the  term  "criminal  history  information"  means 

10  information  on  an  individual  consisting  of  notations  of 

11  arrests,   detentions,   indictments,   informations,    or   other 

12  formal  criminal  charges  and  any  disposition  arising  from 

13  those   arrests,   detentions,    indictments,    informations,    or 

14  charges.  The  term  shall  not  include  an  original  book  of 

15  entry  or  police  blotter  maintained  by  a  law  enforcement 

16  agency  at  the  place  of  an   original  arrest  or  place  of 

17  detention,     indexed    chronologically     and     required     to 

18  be  made  public,   nor  shall  it  include  court   records  of 

19  public    criminal    proceedings    indexed    chronologically; 

20  and 

21  (H)  the  term  "law  enforcement  agency'  means  an 

22  agency   whose   employees   or   agents   are   empowered   by 

23  State  or  Federal  law  to  make  arrests  for  violations  of 

24  State  or  Federal  lair. 
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1  CRIMINAL   PENALTY 

2  SEC.  302.   (a)  Any  officer  or  empJot/ee  of  ant/  Federal 

3  (i<n  ncy  who   willfully  keeps  an    information   system    without 

4  meeting  the  notice  requirements  of  this  Act  set  forth  in  sec- 

5  Hon   201(c)   shall  be  fined  not  more   than   $2,000   in   each 

6  instance  or  imprisoned  not  more  than   two  years,   or  both. 

7  (b)   Whoever.  bein</  an  officer  or  employee  of  the  Com- 

8  mission,   shall  disseminate  any  personal   information    about 

9  any  individual  obtained  in  the  course  of  such  officer  or  em- 

10  ployees   duties   in    any   manner    or    for    any    purpose    not 

11  specifically  authorized  by  law  shall  be  fined  not  more  than 

12  $10,000,  or  imprisoned  not  more  than  five  years,  or  both. 

13  CIVIL  REMEDIES 

14  Sec.  303.  (a)  Any  individual  who  is  denied  access  to 

15  information  required  to  be  disclosed  under  the  provisions  of 

16  this  Act  may  bring  a  civil  action   in   the  appropriate  dis- 

17  trict  court  of  the  United  States  for  damages  or  other  ap- 

18  propriate   relief  against   the  Federal   agency   which   denied 

19  access  to  such  information. 

20  (b)  The  Attorney  General  of  the  United  States,  or  any 

21  aggrieved  person,  may  bring  an  action   in   the  appropriate 

22  Ignited   States   district    court    against    any    person    who    is 

23  engaged  or  is  about  to  engage  in  any  acts  or  practices  in 
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1  violation  of  the  provisions  of  this  Act,  to  enjoin  such  acts  or 

2  practices. 

3  (c)  The  United  States  shall  be  liable  for  the  actions  or 

4  omissions  of  any  officer  or  employee  of  the  Government  who 

5  violates  the  provisions  of  this  Act,  or  any  rule,  regulation,  or 

6  order  issued  thereunder  in  the  same  manner  and  to  the  same 

7  extent  as  a  private  individual  under  like  circumstances  to 

8  any  person  aggrieved  thereby  in  an  amount  equal  to  the  sum 

9  of— 

10  ,  (1)  any  actual  and  general  damages  sustained  by 

11  any  person  but  in  no  case  shall  a  person  entitled  to 

12  recovery  receive  less  than  the  sum  of  $1,000;  and 

13  (2)  in  the  case  of  any  successful  action  to  enforce 

14  any  liability  under  this  section,  the  costs  of  the  action 

15  together  with  reasonable  attorneys  fees  as  determined  by 

16  the  court. 

17  (d)   The  United  States  consents  to  be  sued  under  this 

18  section  without  limitation  on  the  amount  in  controversy.  A 

19  civil  action  against  the  United  States  under  subsection   (c) 

20  of  this  section  shall  be  the  exclusive  remedy  for  the  wrongful 

21  action  or  omission  of  any  officer  or  employee. 

22  JURISDICTION  OF  DISTRICT  COURTS 

23  Sec.  304.  (a)  The  district  courts  of  the  United  States 

24  have  jurisdiction  to  hear  and  determine  civil  actions  brought 
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1  under  section  30.3  of  this  Act  and  may  examine  the  informa- 

2  tum   in  camera  to  determine  whether  such   information   or 

3  dm/  port  thereof  may  be  withheld  under  any  of  the  exemp- 

4  tions  in  section  203  of  this  Act.  The  burden  is  on  the  Federal 

5  agency  to  sustain  mch  action. 

6  (b)   In  any  action  to  obtain  judicial  review  of  a  deci- 

7  sion  to  exempt  any  personal  information  from  any  provision 

8  of   this  Act,   the   court   may   examine   such    information   in 

9  camera  to  determine  whether  such  information  or  any  part 

10  thereof  is  properly  classified  with  respect  to  national  defense, 

11  foreign  policy  or  law  enforcement  intelligence  information 

12  or  investigative  information  and  may  be  exempted  from  any 

13  provision  of  this  Act.  The  burden  is  on  the  Federal  agency 

14  to    sustain    any    claim    that    such    information    may    be    so 

15  exempted. 

16  EFFECTIVE  DATE 

17  Sec.  305.  This  Act  shall  become  effective  one  year  after 

18  the  date  of  enactment  except  that  the  provisions  of  title  I  of 

19  this  Act  shall  become  effective  on  the  date  of  enactment. 

20  AUTHORIZATION  OF  APPROPRIATIONS 

21  SEC.  SOfL  There  are  authorized  to  be  appropriated  such 

22  sums  as  may  be  necessary  to  carry  out  the  provisions  of 

23  this  Act. 
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1  MORATORIUM    ON    USE    OF    SOCIAL    SECURITY    NUMBERS 

2  Sec.  307.  (a)  It  shall  be  unlawful  for— 

3  (1)  any  Federal,  State,  or  local  government  agency 

4  to  deny  to  any  individual  any  right,  benefit,  or  privilege 

5  provided  by  law  because  of  such  individuals  refusal  to 

6  disclose  his  social  security  account  number,  or 

7  (2)  any  person  to  discriminate  against  any  individ- 

8  ual  in  the  course  of  any  business  or  commercial  trans- 

9  action  or  activity  because  of  such  individual's  refusal 

10  to  disclose  his  social  security  account  number. 

11  (b)   The  provisions  of  subsection    (a)   shall  not  apply 

12  with  respect  to — 

13  (1)  any  disclosure  which  is  required  by  Federal 

14  law,  or 

15  (2)  any  information  system  in  existence  and  oper- 

16  ating  before  January  1,  1975. 

17  (c)  Any  Federal,   State,   or  local  government   agency 

18  which  requests  an  individual  to  disclose  his  social  security 

19  account  number,  and  any  person  who  requests,  in  the  course 

20  of  any  business  or  commercial  transaction   or  activity,   an 

21  individual  to  disclose  his  social  security  account  number,  shall 
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1      inform  that  individual  whether  that  disclosure  is  mandatory 
-     or   voluntary,   by   what  statutory  or  other   authority  such 

3  number  is  solicited,  what  uses  will  be  made  of  it,  on, I  what 

4  rules  of  confidentiality  (rill  govern  it. 

Passed  the  House  of  Representatives  November  21,  1974. 

Attest:  W.  PAT  JENNINGS, 

Clerk. 

Passed  the  Senate  November  22,  1974. 

Attest:  FRANCIS  R.  VALEO, 

Secretary. 
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In  the  House  of  Representatives,  U.  S., 

December  11,  1974. 

Resolved,  That  the  bill  from  the  Senate    (S.  3418)    en- 
titled "An  Act  to  establish  a  Privacy  Protection  Commission, 

to  provide  management  systems  in  Federal  agencies  and  certain 
other  organizations  with  respect  to  the  gathering  and  disclosure 
of  information  concerning  individuals,  and  for  other  purposes", 
do  pass  with  the  following 


AMENDMENTS: 

Strike   out  all   after   the  enacting  clause,    and   insert: 
That  this  Act  may  be  cited  as  the  "Privacy  Act  of  1974". 
Sec.  2.  (a)  The  Congress  finds  that — 

(1)  the  privacy  of  an  individual  is  directly  af- 
fected by  the  collection,  maintenance,  use,  and  dissemi- 
nation of  personal  information  by  Federal  agencies; 

(2)  the  increasing  use  of  computers  and  sophisti- 
cated information  technology,  while  essential  to  the 
efficient  operations  of  the  Government,  has  greatly  mag- 
nified the  harm  to  individual  privacy  that  can  occur 
from  any  collection,  maintenance,  use,  or  dissemination 
of  personal  information; 

(3)  the  opportunities  for  an   individual  to  secure 
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employment,  insurance,  and  credit,  and  his  right  to  due 
and  other  legal  protections  an   endangered  by 
the  misuse  of  certain   information  systems; 

(4)  th<  right  to  privacy  is  a  personal  and  funda- 
mental right  protected  by  th<  Constitution  of  tin  United 
States;  and 

(■'>)  in  order  to  protect  the  privacy  of  individuals 
identified  in   information  systems  maintained  by  Fed- 
eral agencies,  it  is  necessary  owl  proper  for  tin    Con- 
gress to   regulate  the   collection,    maintenance,    use,   and 
dissemination  of  information  by  such  agencies. 
(b)  The  purpose  of  this  Act  is  to  provide  detain  safe- 
guards for  an  individual  against  an   invasion  of  personal 
privacy  by  requiring  Volenti  agencies,  except  as  otherwise 
provided  by  hue,  to — 

(1)  permit  an  individual  to  determine  what  rec- 
ords pertaining  to  him  are  collected,  maintained,  used, 
or  disseminaU  d  by  such  agencies; 

(?)  permit  an  individual  to  prevent  records  pertain- 
ing to  him  obtained  by  such  agencies  for  ,a  particular 
purpose  from  being  used  or  made  available  for  anotlicr 
purpose  without  his  consent ; 

(3)  permit  an  individual  to  gain  access  to  informa- 
tion pertaining  to  him   in   Wedt  ral  agency  records,  to 
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have  a  copy  made  of  all  or  any  portion  thereof,  and  to 
correct  or  amend  such  records; 

(4)  collect,  main t ain,  use,  or  disseminate  any  rec- 
ord of  identifiable  /»  rsonal  information  in  a  manner  that 
assures  that  such  action  is  for  a  necessary  and  lawful 
purpose,  that  the  information  is  current  and  accurate  for 
its  intended  use,  and  that  adequate  safeguards  are  pro- 
vided to  prevent  misuse  of  such  information; 

(5)  permit  exemptions  from  the  requirements  with 
respect  to  records  provided  in  this  Act  only  in  thosi  cases 
where  there  is  an  important  public  policy  need  for  such 
exemption  as  has  been  determined  by  specific  statutory 
authority;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which 
occur  as  a  result  of  willful,  arbitrary,  or  capricious 
action  which  violates  any  individual's  rights  under  this 
Act. 

Sec.  3.  Title  5,  United  States  Code,  is  amended  by  add- 
ing after  section  552  the  following  new  section: 
"§  552a.  Records  maintained  on  individuals 

u(a)   Definitions. — For  purposes  of  this  section — 
"(1)  the  term  'agency   means  agency  as  defined  in 

section  552(e)  of  this  title; 

"(2)   the  term   'individual'   means  a  citizen  of  the 
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United  Stales  or  an  alien  lawfully  admitted  for  perma- 
nent residence ; 

"(3)  I  In  term  'maintain'  includes  maintain,  collect, 
use,  or  disseminate; 

"(I)  tin  term  'record!  means  any  collection  or 
grouping  of  information  about  an  individual  that  is 
maintained  by  an  agency  and  thai  contains  his  noun. 
or  the  identifying  number,  symbol,  or  other  identifying 
particular  assigned  to  the  individual; 

"(5)  the  term  'system  of  records'  means  a  group  of 


any  records  under  the  control  of  any  agency  from  which 
information  is  retrieved  by  the  name  of  the  individual  or 
by  some  identifying  number,  symbol,  or  other  identifying 
particular  assigned  to  the  individual;  and 

"(6)  the  term  lstatisical  research  or  reporting 
record'  mean*  a  record  in  a  system  of  records  maintained 
for  statisical  research  or  reporting  purposes  only  and 
..  not  vxed  in  whole  or  in  part  in  making  any  determination 
about  an  identifiable  individual,  except  as  provided  by 
section  8  of  title  IS. 

"(b)  Conditions  of  Disclosure. — No  agency  shall 

disclose  any  record  which  is  contained-  in  a  system  of  records 
by  any  means  of  communication  to  any  pa-son,  or  to  another 
agency,  except  pursuant  io  a  written  request  by,  or  with  the 
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prior  written  consent  of,  the  individual  to  whom  the  record 
pertains,  unless  disclosure  of  the  record  would  be — 

"(1)  to  those  officers  and  employees  of  the  agency 
which  maintains  the  record  who  have  a  need  for  the  rec- 
ord in  the  performance  of  their  duties; 

"(2)  for  a  routine  use  described  under  subsection 
(e)  (2)  (D)  of  this  section; 

"(3)  to  the  Bureau  of  the  Census  for  purposes  of 
planning  or  carrying  out  a  census  or  survey  or  related 
activity  pursuant  to  the  provisions  of  title  IS; 

"(4)  to  a  recipient  who  has  provided  the  agency 
with  advance  adequate  written  assurance  that  the  record 
will  be  used  solely  as  a  statistical  research  or  reporting 
record,  and  the  record  is  to  be  transferred  in  a  form  that 
is  not  individually  identifiable; 

"(5)  to  the  National  Archives  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value 
to  warrant  its  continued  preservation  by  the  United 
States  Government,  or  for  evaluation  by  the  Adminis- 
trator of  General  Services  or  his  designee  to  determine 
whether  the  record  has  such  value; 

"(6)  to  another  agency  or  to  an  instrumentality  of 
any  governmental  jurisdiction  within  or  under  the  con- 
trol of  the  United  States  for  a  luw  enforcement  activity 
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if  ilu  activity  is  authorized  by  law,  and  if  the  head  of 
tin  agency  or  instrumentality  has  made  a  written  request 
to  tin  agency  which  maintains  the  record  specifying  the 
particular  purl  ion  desired  and  the  law  <  nforcemeni  activ- 
ity for  which  the  record  is  sought; 

"(7)  to  a  person  who  is  actively  engaged  in  taring 
ilu  lift  of  such  individual,  if  upon  sucli  disclosun  noti- 
fication is  transmitted  to  the  last  known  address  of  such 
individual; 

"(S)  to  either  House  of  Congress,  or,  to  the  extent 
of  matter  within  its  jurisdiction,  any  committee  or  sub- 
committee thereof,  or  any  joint  committee  of  Congress  or 
subcommittee  of  any  such  joint  committee;  or 

"(9)  pursuant  to  the  order  of  a  court  of  competent 
jurisdiction. 
"(c)  Accounting  of  Certain  Disclosures.— Each 

agency,    with   respect   to   each  system   of   records   under   its 
control,  shall — 

"(1)   except  for  disclosures  made  under  subsection 

(b)(1)   of  this  section  or  disclosures  to  the  public  from 

records  which  by  law  or  regulation  are  open  to  public 

inspection  or  copying,  keep  an  accurate  accounting  of — 

"(A)   the  date,    nature,    and  purpose   of  each 

disclosure   of   a    record   to   any   person    or   to    an- 
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other  agency  made  under  subsection  (b)  of  this  sec- 
tion; and 

"(B)   the  name  and  address  of  the  person  or 

agency  to  whom  the  disclosure  is  made; 

"(2)  retain  the  accounting  made  under  paragraph 
(1)  of  this  subsection  for  at  least  five  years  after  the 
disclosure  for  which  the  accounting  is  made; 

"(3)  except  for  disclosures  made  under  subsection 
(b)(6)  of  this  section,  make  the  accounting  made  under 
paragraph  (1)  of  this  subsection  available  to  the  indi- 
vidual named  in  the  record  at  his  request;  and 

"(4)  inform  any  person  or  other  agency  about  any 
correction  or  notation  of  dispute  made  by  the  agency  in 
accordance  with  subsection  (d)  of  this  section  of  any 
record  that  has  been  disclosed  to  the  person  or  agency 
within  two  years  preceding  the  making  of  the  correction 
of  the  record  of  the  individual,  except  that  this  para- 
graph shall  not  apply  to  any  record  that  was  disclosed 
prior  to  the  effective  date  of  this  section  or  for  -which  no 
accounting  of  the  disclosure  is  required. 
li(d)  Access  to  Records. — Each  agency  that  main- 
tains a  system  of  records  shall — 

"(1)  upon  request  by  any  individual  to  gain  access 
to  his  record  or  to  any  information  pertaining  to  him 
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which  is  contained  in  the  system,  permit  him  to  review 

the  record  and  hare  a  cop//  made  of  all  or  any  portion 

thereof  in  a  form  comprehensible  to  him; 

"(2)  permit  the  individual  to  request  amendment  of 
a  record  pertaining  to  him  and  either — 

"(A)  make  any  correction  of  any  portion  there- 
of which  the  individual  believes  is  not  accurate, 
relevant,  timely,  or  complete;  or 

"(B)  promptly  inform  the  individual  of  its  re- 
fusal to  amend  the  record  in  accordance  with  his  re- 
quest,   the    reason    for   the   refusal,    the   procedures 
established  by  the  agency  for  the  individual  to  re- 
quest a  renew  by  the  agency  of  that  refusal,  and  the 
name  and  business  address  of  the  official  within  tJie 
agency  to  whom  the  request  for  review  may  be  taken; 
u(3)  permit  any  individual  who  disagrees  with  the 
refusal  of  the  agency  to  amend  his  record  to  request  re- 
view of  the  refusal  Iry  the  official  named  in  accordance 
tcith  paragraph  (2)(B)  of  this  subsection;  and  if,  after 
the  review,  that  official  also  refuses  to  amend  the  record 
in  accordance  with  the  request,  permit  the  individual  to 
file  with  the  agency  a  concise  statement  setting  forth  the 
reasmts   for   his   disagreement   with    the   refused   of   the 
agency; 

"(4)    in     any    disclosure,    containing    information 
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about  which  the  individual  has  filed  a  statement  of  dis- 
agreement, occurring  after  the  filing  of  the  statement 
under  paragraph  (3)  of  this  subsection,  clearly  note  any 
portion  of  the  record  which  is  disputed  and,  upon  re- 
quest, provide  copies  of  the  statement  and,  if  the  agency 
deems  it  appropriate,  copies  of  a  concise  statement  of  the 
reasons  of  the  agency  for  not  making  the  amendments 
requested,  to  persons  or  other  agencies  to  whom  the  dis- 
puted record  has  been  disclosed;  and 

"(5)  nothing  in  this  section  shall  allow  an  indi- 
vidual access  to  any  information  compiled  in  reasonable 
anticipation  of  a  civil  action  or  proceeding. 
"(e)    Agency    Requirements. — Each    agency   that 
maintains  a  system  of  records  shall — 

"(1)  inform  each  individual  whom  it  asks  to  supply 
information,  on  the  form  which  it  uses  to  collect  the  in- 
formation or  on  a  separate  form  that  can  be  retained 
by  the  individual — 

"(A)   which  Federal  statute  or  regulation,  if 
any,  requires  disclosure  of  the  information; 

"(B)    the  principal  purpose   or  purposes  for 
which  the  information  is  intended  to  be  used; 

"(C)  other  purposes  for  which  the  information 
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may  In   used,  as  published  pursuant  t<>  paragraph 
( 2)  ( l> )  of  this  subsection :  and 

"(I))  the  effects  on  him,  if  any,  of  not  providing 

all  or  any  part  of  the  requested  information; 

"(2)  subject  to  the  provisions  of  paragraph  (5)  of 

this  subsection,  publish  in  (hi   Federal  Register  ut  least 

annually  a  notice  of  the  existence  and  character  of  the 

system  of  records,  which  notice  shall  include — 

"(A)  the  name  and  location  of  the  system; 
"(B)  the  catejories  of  individuals  on  trho-m  rec- 
ords are  maintained  in  the  system; 

"(G)  the  categories  of  record*  maintained  in  the 


"(D)  each  routine  purpose  for  which  tlie  rec- 
ords contained  in  the  system  are  used  ov  intended  to 
be  used,  including  the  categories  of  users  of  the  rec- 
ords for  each  such  purpose; 

"(E)    th    policies  and  practices  of  the  agency 
regarding  storage,  retrii  vftbifaty,  access  controls 
n,  and  disposal  of  the  records; 

"(F)  the  title  and  business  address  of  the  agency 
official  who  is  responsible  for  the  system  &f  records; 

"(Cr)  the  agency  procedures  whereby  an  in- 
dividual can  be  notified  at  his  request  if  the  system 
of  records  contains  a  record  pertaining  to  him;  <and 
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"(II)  the  agency  procedures  whereby  an  in- 
dividual can  be  notified  at  his  request  how  he  can 
gain  access  to  any  record  pertaining  to  him  con- 
tained  in  the  system  of  records,  and  how  he  can 
contest  its  content; 

"(3)  maintain  all  records  which  are  used  by  the 
agency  in  making  any  determination  about  any  indi- 
vidual with  such  accuracy,  relevance,  timeliness,  and 
completeness  as  is  reasonably  necessary  to  assure  fair- 
ness to  the  individual  in  the  determination; 

"(4)  maintain  no  record,  concerning  the  political  or 
religious  belief  or  activity  of  any  individual,  unless  ex- 
pressly authorized  by  statute  or  by  the  individual  about 
whom  the  record  is  maintained :  Provided,  however,  That 
the  provisions  of  this  paragraph  shall  not  be  deemed  to 
prohibit  the  maintenance  of  any  record  of  activity  which 
is  pertinent  to  and  within  the  scope  of  a  duly  authorized 
law  enforcement  activity;  and 

"(5)  at  least  30  days  prior  to  publication  of  in- 
formation under  paragraph  (2)  (D)  of  this  subsection 
published  in  the  Federal  Register  notice  of  the  use  or 
intended  use  of  the  information  in  the  system,  and  pro- 
Vide  an  opportunity  for  interested  persons  to  submit 
written  data,  views,  or  arguments  to  the  agency. 
"(f)  Agency  Rules. — In  order  to  carry  out  the  provi- 
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sions  of  this  section,  each  agency  that  maintains  a  system 
of  records  shall  promuIgaU  rules,  iii  accordance  with  (h<  re- 
quirements (including  general  notia  )  of  section  553  of  this 
title,  which  shall — 

"(1)  establish  procedures  whereby  an  individual 
can  be  noli  rial  in  response  to  his  request  if  any  system 
of  records  named  by  the  individual  contains  a  record 
pertaining  to  him; 

"(2)  define  reasonable  times,  plans,  and  require- 
ments for  identifying  an  individual  who  requests  his  rec- 
ord or  information  pertaining  to  him  before  the  agency 
shall  make  the  record  or  information  available  to  the 
individual  ; 

"(3)  establish  procedures  for  the  disclosure  to  an 
individual  upon  his  request  of  his  record  or  information 
pertaining  to  him,  including  special  procedure,  if 
deemed  necessary,  for  the  disclosure  to  an  individual 
of  medical  records,  including  psychological  records,  per- 
taining to  him; 

"(4)  establish  procedures  for  reviewing  a  request 
from  an  individual  concerning  the  amendment  of  any 
record  or  information  pertaining  to  the  individual,  for 
making  a  determination  on  the  request,  for  an  appeal 
within  the  agency  of  an  initial  adverse  agency  determi- 
nation, awl  for  whatever  additional  means  the  head  of 
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the  agency  may  deem  necessary  for  each  individual  to 
be  able  to  exercise  fully  his  riyhts  under  this  section;  and 
"(5)  establish  fees  to  be  charged,  if  any,  to  any  in- 
dividual for  making  copies  of  his  record,  excluding  the 
cost  of  any  search  for  and  review  of  the  record. 
The  Office  of  the  Federal  Register  shall  annually  compile  and 
publish    the   rules   promulgated   under   this   subsection    and 
agency  notices  published  under  subsection    (e)  (2)    of   this 
section  in  a  form  available  to  the  public  at  low  cost. 

"(g)(1)  Civil  Remedies. — Whenever  any  agency 
(A)  refuses  to  comply  with  an  individual  request  under  sub- 
section (d)  (1)  of  this  section,  (B)  fails  to  maintain  any  rec- 
ord concerning  any  individual  with  such  accuracy,  relevance, 
timeliness,  and  completeness  as  is  necessary  to  assure  fairness 
in  any  determination  relating  to  the  qualifications,  character, 
rights,  or  opportunities  of,  or  benefits  to  the  individual  that 
may  be  made  on  the  basis  of  records  and  consequently  a 
determination  is  made  which  is  adverse  to  the  individual, 
or  (C)  fails  to  comply  with  any  other  provision  of  this 
section,  or  any  rule  promulgated  thereunder,  in  such  a 
way  as  to  have  an  adverse  effect  on  an  individual,  the  individ- 
ual may  bring  a  civil  action  against  the  agency,  and  the 
district  courts  of  the  United  States  shall  have  juiisdiction  in 
the  matters  under  the  provisions  of  this  subsection. 

"(2)  (A)  In  any  suit  brought  under  the  provisions  of 
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sufoeetio*  (g)(1)(A)  of  this  section,  the  court  may  enjoin 
the  agency  from  withholding  the  records  and  order  the  pro- 
duction to  the  complainant  of  any  agency  records  improperly 
withheld  from  him.  In  such  a  case  the  court  shall  determine 
the  matter  <ic  iuwo)  and  may  examine  the  content*  of  any 
agency  records  m  camera  to  determine  whether  the  records  or 
<inji  portion  thereof  may  be  withheld  under  any  of  the  exemp- 
tions set  forth  in  subsection  (k)  of  this  section,  and  the  burden 
is  on  the  agency  to  sustain  it*  action. 

''(B)  The  court  may  assess  against  the  United  States 
reasonable  attorney  fees  and  other  litigation  costs  reasonably 
incurred  in  any  cast  under  this  paragraph  in  which  the  com- 
plainant has  substantially  prevailed, 

"(3)  In  any  suit  brought  under  the  provisions  of  sub- 
section (g)(1)  (B)  or  (C)  of  this  section  in  which  the 
court  determines  that  the  agency  acted  in  a  manner  which 
was  willful^  arbitrary,  or  capricious,  the  United  States  shall 
be  liable  to  the  individual  in  an  amount  equal  to  the  sum  of — 
"  (A)  actual  damages  sustained  by  the  individual  as 
a  result  of  the  refusal  or  failure;  and 

"(B)  the  costs  of  the  actum  together  with  reason- 
able attorney  fees  as  determined  by  the  court. 
"(4)  An  action  to  enforce  any  liability  created  under 
this  section  may  be  brought  in  tin  district  court  of  the  United 

States  in  the  district  in  which  the  complainant  resides,  or 
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has  his  principal  place  of  business,  or  in  which  the  agency 

records  are  situated,  or  in  the  hist  rid  of  Columbia,  without 
regard  to  the  amount  in  controversy,  within  two  years  from 
the  date  on  which  the  cause  of  action  arises,  e&c&pt  that  where 
au  agency  has  materially  and  willfully  misrepresented  any 
information  required  under  this  section  to  be  disclosed  to  an 
individual  and  the  information  so  misrepresented  is  material 
to  the  establishment  of  the  liability  of  the  agency  to  the  indi- 
vidual under  this  section,  the  action  may  be  bought  at  any 
time  within  two  years  after  discovery  by  the  individual  of 
the  misrepresentation. 

"(h)  Rights  of  Legal  Guar&ians* — For  the  pur- 
poses of  this  section,  the  parent  of  any  minor,  or  the  legal 
guardian  of  any  individual  who  has  been  declared  to  be  in- 
competent due  to  physical  or  mental  incapacity  or  age  by  a 
court  of  competent  jurisdiction,  may  act  on  behalf  of  the 
individual. 

li{i)(l)  Criminal  Penalties.— Any  officer  or  em- 
jdoyec  of  the  United  States,  who  by  virtue  of  kin  employment 
or  official  position,  h.w$  possession  of,  or  access  to,  agency 
record's  which  contain  individually  identifiable  information 
the  disclosure  of  which  is  prohibited  by  this  section  or  by 
rides  or  regulations  estaMisked  thereunder,  and  who  knowing 
that  discloHvr*  -o/  the  specific  material  is  SO  prohibited,  will- 
fully discloses  the  material  in  «wr/  manner  to  <my  person  or 
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agency  not  entitled  to  receive  it,  shall  he  fined  not  more  than 
$5,000. 

"(2)  Any  person  who  knowingly  and  willfully  requests 

or  obtains  any  record  concerning  an  individual  from  an 
agency    under  false   pretenses   shall   he   fined    not    more   than 

$5,000, 

"(j)  General  Exemptions.— The  head  of  any  agency 

may  promulgate  rules,  in  accordance  with  the  requirements 
(including  general  notice)  of  section  >")53  of  this  title,  to 
exempt  any  system  of  records  within  the  agency  from  any 
part  of  this  section  except  subsections  (b)  and  (e)(2)(A) 
through  (F )  and  (i)  if  the  system  of  records  is — 

"(1)  maintained  by  the  Central  Intelligence  Agen- 
cy; or 

"(2)  maintained  by  an  agency  or  component  there- 
of which  performs  as  its  principal  function  any  activity 
pertaining  to  the  enforcement  of  criminal  laws,  includ- 
ing police  efforts  to  prevent,  control,  or  reduce  crime 
or  to  apprehend  criminals,  and  the  activities  of  prosecu- 
tors, courts,  correctional,  probation,  pardon,  or  parole 
authorities,  and  which  consists  of  (A)  information  com- 
piled for  the  purpose  of  identifying  individual  criminal 
offenders  and  alleged  offenders  and  consisting  only  of 
identifying  data  and  notations  of  arrests,  the  nature  and 
disposition  of  criminal  charges,  sentencing,  confinement, 
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release,  and  parole  and  probation  status;  f li)  informa- 
tion compiled  for  the  purpose  of  a  criminal  investigation, 
including  reports  of  informants  and  investigators,  and 
associated  with  an  identifiable  individual;  or  (C)  reports 
identifiable  to  an  individual  compiled  at  any  stage  of  the 
process  of  enforcement  of  the  criminal  laics  from  arrest 
or  indictment  through  release  from  supervision. 
"(k)  Specific  Exemptions. — The  head  of  any  agency 
may  promulgate  rules,  in  erccordance  with  the  requirements 
(including  general  notice)    of  section  553  of  thus  title,   to 
exempt  any  system  of  records  within  the  agency  from  sub- 
sections (c)(3),   (d),   (e)(1),   (e)(2)    (G)  and  (II),  and 
(f)  of  this  section  if  the  system  of  records  is — 

"(1)  subject  to  the  provisions  of  section  552(b)(1) 
of  this  title; 

"(2)  investigatory  material  compiled  for  law  en- 
forcement purposes,  other  than  material  trithin  the  scope 
of  subsection  (j)(2)  of  this  section:  Provided,  however, 
Thai  if  any  individual  is  denied  any  right,  privilege. 
or  benefit  that  he  mould  otherwise  be  entitled  by  Federal 
law,  or  for  which  he  would  otherwise  be  eligible,  as 
a  result  of  the  maintenance  of  such  material,  such  ma- 
terial shall  be  provided  to  such  individual,  except  to  the 
extent  that  the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  information  to  the 
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Government  under  an  express  promise  that  the  identify 
of  tin  source  would  be  laid  in  confidence,  or,  prior  to  the 

tivi  daU  of  this  section,  under  an  implied  promise 
that  tht  identity  of  t/u  source  would  be  lu  Id  in  confident  : 

"(■))  maintained  in  connection  with  providing  pro- 
tective services  to  tin  President  of  the  United  States  or 
other  individuals  pursuant  to  section  3056  of  title  18; 

"(4)  required  by  statute  to  be  maintained  and  used 
sole!//  as  statistical  research  or  reporting  records; 

"(o)  investigatory  material  compiled  solely  for  the 
purpose  of  determining  suitability,  eligibility,  or  qualifi- 
cations for  Federal  civilian  employment,  military  service, 
Federal  contracts,  or  access  to  classified  information,  but 
only  to  the  extent  that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  soura  who  furnished  in- 
formation to  the  Government  under  an  express  promise 
that  the  identity  of  the  source  would  be  held  in  confi- 
dence, or,  prior  to  the  effective  date  of  this  section,  under 
an  implied  promise  that  the  identity  of  the  source  would 
be  held  in  confidence; 

"(6)  testing  or  examination  material  used  solely 
to  determine  individual  qualifications  for  appointment  or 
promotion  in  the  Federal  service  the  disclosure  of  which 
would  compromise  th<  objectivity  or  fairness  of  the  test- 
ing or  examination  process;  or 
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"(7)  evaluation  material  used  to  determine  poten- 
tial for  promotion  in  the  armed  services,  but  only  to  the 
extent  that  tJie  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  information  to  the 
Government  under  an  express  promise  that  the  identity 
of  the  source  /could  be  held  in  confidence,  or,  prior  to 
the  effective  date  of  this  section,  under  an  implied  prom- 
ise that  the  identity  of  the  source  would  be  held  in 
confidence. 

"(l)(l)  Archival  Records.— Each  agency  record 
which  is  accepted  by  the  Administrator  of  General  Services 
for  storage,  processing,  and  servicing  in  accordance  with 
section  3103  of  title  44  shall,  for  the  purposes  of  this  section, 
be  considered  to  be  maintained  by  the  agency  which  deposited 
the  record  and  shall  be  subject  to  the  provisions  of  this  sec- 
tion. The  Administrator  of  General  Services  shall  not  dis- 
close the  record  except  to  the  agency  which  maintains  the 
record,  or  under  rules  established  by  that  agency  which  are 
not  inconsistent  with  the  provisions  of  this  section. 

"(2)  Each  agency  record  pertaining  to  an  identifiable 
individual  which  was  transferred  to  the  National  Archives 
of  the  United  States  as  a  record  which  ha*  sufficient  historical 
or  other  value  to  warrant  its  continued  preservation  by  the 
United  States  Government,  prior  to  the  effective  date  of  this 
section,  shall,  for  the  purposes  of  this  section,  be  considers! 
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to  be  maintained  by  ike  National  Archives  and  shall  not  be 
subject  to  the  provisions  of  this  section. 

"(3)  Each  agency  record  pertaining  to  an  identifiable 
individual  which  is  transferred  to  the  National  A  rehires  of 
the  United  Stales  OS  a  record  which  has  sufficient  historical  or 
other  value  to  warrant  its  continued  preservation  by  the 
United  States  Government,  on  or  after  the  effective  date  of 
this  section,  shall,  for  the  purposes  of  this  section,  he  con- 
sidered to  be  maintained  by  the  National  A  rehires  and  shall 
be  subject  to  all  provisions  of  this  section  except  subsections 
(c)(4);  (d)  (2),  (3),  and  (4);  (e)  (1),  (2)(11)  and 
(3);  (f)(4);  (g)(1)   (B)  and  (('),  and  (3). 

"(m)(l)  Moratorium  ox  the  Use  of  the  Social 
Security  Account  Number. — No  Federal  agency,  or  any 
State  or  local  government  acting  in  compliance  with  any  Fed- 
eral laic  or  federally  assisted  program,  shall  deny  any  indi- 
vidual any  right,  benefit,  or  privilege  prodded  by  law  by 
reason  of  such  individual's  refusal  to  disclose  his  social  se- 
curity account  number. 

"(2)   This  subsection  shaU  not  apply— 

"(A)  with  respect  to  any  system  of  records  in  ex- 
istence and  operating  prior  to  January  1,  1975;  and 
"(B)   when  disclosure  of  a  social  security  account 
number  is  required  by  Federal  law. 
"(3)  No  Federal  agency,  or  any  State  or  local  govern- 
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ment  acting  in  compliance  with  any  Federal  law  or  federally 
assisted  program,  shall  use  the  social  security  account  number 
for  any  purpose  other  than  for  verification  of  the  Identity  of 
an  individual  unless  such  other  purpose  is  specifically  author- 
ized l)i)  Federal  law. 

"(n)  Annual  Report— The  President  shall  submit  to 
the  Speaker  of  the  House  and  the  President  of  the  Senate, 
by  June  SO  of  each  calendar  year,  a  consolidated  report,  sep- 
arately listing  for  each  Federal  agency  the  number  of  records 
contained  in  any  system  of  records  which  mere  exempted 
from  the  application  of  this  section  under  the  provisions  of 
subsections  (j)  and  (k)  of  this  section  during  the  preceding 
calendar  year,  and  the  reasons  for  the  exemptions,  and  such 
other  information  as  indicates  efforts  to  administer  fully 
this  section." . 

Sec  4.   The  chapter  analysis  of  chapter  5  of  title  5, 

United  States  Code,  is  amended  by  inserting: 
u552a.  Records  about  individuals." 

immediately  below: 

"552.  Public  into, filiation ;  agency  rules,  opinions,  orders,  and  proceed- 
ings.". 
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Sec.  5.  Tin  amendments  made  by  this  Act  shall  become 

'•«  on  tin  one  hundred  and  eightieth  day  following  the 

daU  of  enactnu  nt  <>}'  this  Act. 

Amend  the  title  so  as  to  read:  "An  Act  to  amend  title 
5,  United  States  Code,  by  adding  a  section  552a  to  safeguard 
individual  privacy  from  the  misuse  of  Federal  records  and 
to  provide  that  individuals  he  granted  access  to  records  con- 
cerning them  which  are  maintained  by  Federal  agencies." 

Attest: 


Clerk 
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In  the  Senate  of  the  United  States, 

December  17,  1974. 

Resolved,  That  the  Senate  agree  to  the  amendments  of 
the  House  of  Representatives  to  the  bill  (S.  3418)  entitled  "An 
Act  to  establish  a  Privacy  Protection  Commission,  to  provide 
management  systems  in  Federal  agencies  and  certain  other  or- 
ganizations with  respect  to  the  gathering  and  disclosure  of  in- 
formation concerning  individuals,  and  for  other  purposes",  with 
the  following 

SENATE  AMENDMENTS  TO  HOUSE  AMENDMENTS: 

In  lieu  of  the  matter  proposed  to  be  inserted  by  the 
House  engrossed  amendment  to  the  text  of  the  bill,  insert: 
That  tliis  Act  may  be  cited  as  the  "Privacy  Act  of  1974". 

Sec.  2.  (a)  The  Congress  finds  that — 

(1)  the  privacy  of  an  individual  is  directly  af- 
fected by  the  collection,  maintenance,  use,  and  dissemi- 
nation of  personal  information  by  Federal  agencies; 

(2)  the  increasing  use  of  computers  and  sophisti- 
cated information  technology,  while  essenticd  to  the 
efficient  operations  of  the  Government,  has  greatly  mag- 
nified the  harm  to  individual  privacy  that  can  occur 
from  any  collection,  maintenance,  use,  or  dissemination 
of  personal  information; 
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(3)  the  opportunities  for  an  Individual  to  secun 
employment,  insurance,  and  credit,  and  his  right  to  due 

process,   and  other  legal  protections  are  endangered  by 
the  misuse  of  certain    information   systems; 

(4)  the  right  to  privacy  is  a  personal  and  funda- 
mental right  protected  by  the  Constitution  of  the  United 

States;  and 

(5)  in  order  to  protect  the  privacy  of  individuals 
identified  in  information  systems  maintained  by  Fed- 
eral agencies,  it  is  necessary  and  proper  for  the  Con- 
gress to  regulate  the  collection,  maintenance,  use,  and 
dissemination  of  information  by  such  agencies. 

(b)  The  purpose  of  this  Act  is  to  provide  certain  safe- 
guards for  an  individual  against  an  invasion  of  personal 
privacy  by  requiring  Federal  agencies,  except  as  other/vise 
provided  by  law,  to — 

(1)  permit  an  individual  to  determine  what  rec- 
ords pertaining  to  him  are  collected,  maintained,  used, 
or  disseminated  by  such  agencies; 

(2)  permit  an  individual  to  prevent  records  pertain- 
ing to  him  obtained  by  such  agencies  for  a  jiarticular 
purpose  from  being  used  or  made  available  for  another 
purpose  ivithout  his  consent; 

(3)  permit  an  individual  to  gain  access  to  informa- 
tion pertaining  to  him    in   Federal  agency   records,   to 


461 


3 
have  a  copy  made  of  all  or  any  portion  thereof,  and  to 
correct  or  amend  such  records; 

(4)  collect,  maintain,  use,  or  disseminate  any  rec- 
ord of  identifiable  personal  information  in  a  manner  that 
assures  that  such  action  is  for  a  necessary  and  lawful 
purpose,  that  the  information  is  current  and  accurate  for 
its  intended  use,  and  that  adequate  safeguards  are  pro- 
vided to  prevent  misuse  of  such  information; 

(5)  permit  exemptions  from  the  requirements  with 
respect  to  records  provided  in  this  Act  only  in  those  cases 
where  there  is  an  important  public  policy  need  for  such 
exemption  as  has  been  determined  by  specific  statutory 
authority;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which 
occur  as  a  result  of  willful  or  intentional  action  which 
violates  any  individual's  rights  under  this  Act. 

Sec.  3.  Title  5,  United  States  Code,  is  amended  by  add- 
ing after  section  552  the  following  new  section  : 
"§  552a.  Records  maintained  on  individuals 

"(a)    Definitions. — For  purposes   of   this   section — 
"(1)  the  term  'agency'  means  agency  as  defined  in 
section  552(e)  of  this  title; 

11  (2)  the  term  'individual'  moms  a  citizen  of  the 
United  States  or  an  alien  lawfully  admitted  for  perma- 
nent residence; 
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1  \3)  the  term  'maintain  includes  maintain,  collect, 
use,  or  disseminate; 

"(\)  tin  term  'record  means  any  item,  collection, 
or  grouping  of  information  about  an  individual  thai 
is  maintained  by  an  agency,  including,  but  not  limited 
to,  his  education,  financial  transaction*,  medical  history, 
and  criminal  or  employment  history  and  that  contains 
his  name,  or  the  identifying  number,  symbol,  or  other 
identifying  particular  assigned  to  the  individual,  such 
as  a  finger  or  voice  print  or  a  photograph; 

"(5)  the  term  'system  of  records'  means  a  group  of 
any  records  under  the  control  of  any  agency  from  which 
information  is  retrieved  by  the  name  of  the  individual  or 
by  some  identifying  number,  symbol,  or  other  identifying 
particular  assigned  to  tht  individual ; 

"(b)  the  term  'statistical  record  means  a  record  in 
a  .system  of  records  maintained  for  statistical  research  or 
reporting  purposes  only  and  not  used  in  whole  or  in  part 
in  making  any  determination  about  an  identifiable  in- 
dividual, except  as  provided  by  section  8  of  title  13;  and 

"(7)  the  term  'routine  use*  means,  with  respect  to 
the   disclosun    of   a    record,    tin    use   of  such    record   for 
a  purpose  which  is  compatible  with  tin  purpose  for  which 
it  was  collected. 
"(b)  Conditions  of  Disclosure. — No  agency  shall 
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disclose  any  record  which  is  contained  in  a  system  of  records 
by  any  means  of  communication  to  any  person,  or  to  another 
agency,  except  pursuant  to  a  written  request  by,  or  with  the 
prior  written  consent  of,  the  individual  to  whom  the  record 
pertains,  unless  disclosure  of  the  record  would  be — 

"(1)  to  those  officers  and  employees  of  the  agency 
which  maintains  the  record,  who  have  a  need  for  the  rec- 
ord in  the  performance  of  their  duties; 

"(2)  required  under  section  552  of  this  title; 
"(3)    for   a    routine    use   as   defined   in   subsection 
(a)(7)   of  this  section  and  described  under  subsection 
(e)  (A)  (D)  of  this  section; 

"(4)  to  the  Bureau  of  the  Census  for  purposes  of 
planning  or  carrying  out  a  census  or  survey  or  related 
activity  pursuant  to  the  provisions  of  title  13; 

"(5)  to  a  recipient  who  has  provided  the  agency 
with  advance  adequate  written  assurance  that  the  record 
will  be  used  solely  as  a  statistical  research  or  reporting 
record,  and  the  record  is  to  be  transferred  in  a  form  that 
is  not  individually  identifiable ; 

"(6)  to  the  National  Archins  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value 
to  warrant  its  continued  preservation  by  the  United 
States  Government,  or  for  evaluation   by  the  Adminis- 
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trator  of  General  Services  or  his  designee  to  determine 
whether  flit  neon!  has  such  value; 

"(7)  to  another  agency  or  to  an  instrumentality  of 
any  governmental  jurisdiction  within  or  under  the  con- 
trol of  the  f  int*<l  Staf<s  for  a  civil  or  criminal  hue  en- 
forcement activity  if  the  activity  is  authorized  by  law, 
and  if  the  head  of  the  agency  or  instrumentality  has  made 
a  written  request  to  the  agency  which  maintains  th<  rec- 
ord specifying  the  particular  portion  desired  and  the  law 
enforcement  activity  for  which  the  record  is  sought; 

"(8)  to  a  person  pursuant  to  a  showing  of  compelling 
circumstances  affecting  the  health  or  safety  of  an  indi- 
vidual if  upon  such  disclosure  notification  is  transmitted 
to  the  last  known  address  of  such  individual; 

"(9)  to  either  House  of  Congress,  or,  to  the  extent 
of  matter  within  its  jurisdiction,  any  committee  or  sub- 
committee thereof,  any  joint  committee  of  Congress  or 
subcommittee  of  any  such  joint  committee; 

"(10)  to  the  Comptroller  General,  or  any  of  his 
authorized  representatives,  in  the  course  of  the  perform- 
ance of  the  duties  of  the  (lateral  Accounting  Officii  or 

"(11 )  pursuant  to  the  order  of  a  court  of  competent 
jurisdiction. 
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"(c)  Account  is  a  of  Certain  Disclosures.— Each 
agency,    with    respect   to   each   system  of  records   under   its 
control,  shall — 

"(1)  except  for  disclosures  made  under  subsections 
(b)(1)  or  (b)(2)  of  tlm  section,  keep  an  accurate 
accounting  of — 

"(A)  the  date,  nature,  and  purpose  of  each 
disclosure  of  a  record  to  any  person  or  to  an- 
other agency  made  under  subsection  (b)  of  this  sec- 
tion; and 

"(B)   the  name  and  address  of  the  person  or 

agency  to  whom  the  disclosure  is  made; 

"(2)  retain  the  accounting  made  under  paragraph 

(1 )  of  this  subsection  for  at  least  five  years  or  the  life 

of  the  record,  whichever  is  longer,  after  the  disclosure 

for  which  the  accounting  is  made; 

"(3)  except  for  disclosures  made  under  subsection 
(b)  (7)  of  this  section,  make  the  accounting  made  under 
paragraph  (1)  of  this  subsection  available  to  the  indi- 
vidual named  in  the  record  at  his  request;  and 

"(4)  inform  any  person  or  other  agency  about  any 
correction  or  notation  of  dispute  made  by  the  agency  in 
accordance  with  subsection  (d)  of  this  section  of  any 
record  that  has  been  discolsed  to  the  person  or  agency 
if  an  accounting  of  the  disclosure  was  made. 
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"(d)  Access  to  Records. — Each  agency  thai  main- 
tains a  system  of  records  shall — 

" (1)  upon  request  by  any  individual  to  gain  access 

to  his  record  or  to  any  information  'pertaining  to  him 
which  is  contained  in  the  system,  permit  him  and  upon 
his  request,  a  person  of  his  own  choosing  to  accompany 

him,  to  review  the  record  and  hare  a  cop;/  made  of  all 
or  any  portion  thereof  in  a  form  comprehensible  to  him, 
except  that  the  agency  may  require  the  individual  to 
furnish  a  written  statement  authorizing  discussion  of 
that  individual's  record  in  the  accompanying  person's 
presence; 

"(2)   permit   the  individual  to   request   amendment 
of  a  record  pertaining  to  him  and — 

"(A)  not  later  than  10  days  (excluding  Sat- 
urdays, Sundays,  and  legal  public  holidays)  after 
the  date  of  receipt  of  such  request,  acknowledge  in 
writing  such  receipt;  and 

"(B)  promptly,  either — 

"(i)  make  any  correction  of  any  portion 
thereof  which  the  individual  believes  is  not  ac- 
curate, relevant,  timely,  or  compleU  ;  or 

"(u)  inform  the  individual  of  its  refusal 
to  amend  the  record  in  accordance  with  his  re- 
quest, the  reason  for  the  refusal,  the  procedures 
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established  by  the  agency  for  the  individual  to 
request  a  review  of  that  refusal  by  the  head  of 
the  agency  or  an  officer  designated  by  the  head 
of  tlie  agency,  and  the  name  and  business  ad- 
dress of  that  official; 
"(3)  permit  the  Individual  who  disagrees  with  the 
refusal  of  the  agency  to  amend  his  record  to  request  a 
review  of  such  refusal,  and  not  later  than  30  days  (ex- 
cluding Saturdays,  Sundays,  and  legal  public  holidays) 
from  the  date  on  which  the  individual  requests  such  re- 
view, complete  such  review  and  make  a  final  determina- 
tion unless,  for  good  cause  shown,  the  head  of  the  agency 
extends  such  30-day  period;  and  if,  after  the  review,  the 
reviewing  official  also   refuses  to  amend  the  record  in 
accordance   with   the   request,   permit   the   individual  to 
file  with  the  agency  a  concise  statement  setting  forth  the 
reasons  for  his  disagreement   with   the   refusal   of   the 
agency,  and  notify  the  individual  of  the  provisions  for 
judicial  review  of  the  reviewing  officials  determination 
under  subsection  (g)(1)(A)  of  this  section; 

"(4)  in  any  disclosure,  containing  information 
about  which  the  individual  has  filed  a  statement  of  dis- 
agreement, occurring  after  the  filing  of  the  statement 
under  paragraph  (3)  of  this  subsection,  clearly  note  any 
portion  of   the   record   which    is   disputed   and   provide 
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copies  of  the  statement  and,  if  tin  agency  deems  it  appro- 
priate, copies  of  a  concise  statement  of  tin  reasons  <>/' 
the  agency  for  not  making  the  amendments  requested,  to 
persons  or  other  agencies  to  whom  the  disputed  record 
has  been  disclosed;  and 

"(■'))    nothing  in   this  section   shall  allow   an    indi- 
vidual access  to  any  information  compiled  in  reasonable 
anticipation  of  a  civil  action  or  proceeding. 
"(e)  Agency    Requirements.— Each    agency    thai 

maintains  a  system  of  records  shall — 

"(1)  maintain  in  its  records  only  such  information 
about  an  individual  as  is  relevant  and  necessary  to 
accomplish  a  purpose  of  the  agency  required  to  be  ac- 
complished by  statute  or  by  executive  order  of  the  Pres- 
ident; 

"(2)  collect  information  to  the  greatest  extent  prac- 
ticable directly  from  the  subject  individual  when  the  in- 
formation may  result  in  adverse  determinations  about  an 
individual's  rights,  benefits,  and  privileges  under  Federal 
programs; 

"(3)  inform  each  individual  whom  it  asks  to  supply 
information,  on  the  form  which  it  uses  to  collect  the  in- 
formation or  on  a  separate  form  that  can  be  retained 
by  the  individual — 

"(A)   the  authority   (whether  granted  by  stat- 
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ute,  or  by  executive  ord^r  of  the  President)  which 
authorizes  the  solicitation  of  the  information  and 
whether  disclosure  of  such  information  is  mandator!/ 
or  voluntary; 

"(B)  the  principal  purpose  or  purposes  for 
which  the  information  is  intended  to  be  used; 

"(C)  the  routine  uses  which  may  be  made  of  the 
information,  as  published  pursuant  to  paragraph 
(4)  (D)  of  this  subsection;  and 

"(D)  the  effects  on  him,  if  any,  of  not  providing 

all  or  any  part  of  the  requested  information; 

"(4)  subject  to  the  provisions  of  paragraph  (11)  of 

this  subsection,  publish  in  the  Federal  Register  at  least 

annually  a  notice  of  the  existence  and  character  of  the 

system  of  records,  which  notice  shall  include — 

"(A)  the  name  and  location  of  the  system; 

"(B)  the  categories  of  individuals  on  whom 
records  are  maintained  in  the  system; 

"(C)  the  categories  of  records  maintained  in  the 
system; 

"(D)  each  routine  use  of  the  records  contained 
in  the  system,  including  the  categories  of  users  and 
the  purpose  of  such  use; 
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"(E)  the  policies  and  practices  of  the  agency 
regarding  storage,  retrievabUity,  access  controls,  /•<-- 

tendon,  and  disposal  of  the  records; 

"(F)  the  tide  and  business  address  of  the  agency 
official  who  is  responsible  for  the  system  of  records; 
U(G)    the  agency  procedures   whereby   an    in- 
dividual can  be  notified  at  his  request  if  the  system 
of  records  contains  a  record  pertaining  to  him; 

"(H)  the  agency  procedures  whereby  an  in- 
dividual can  be  notified  at  his  request  how  he  can 
gain  access  to  any  record  pertaining  to  him  con- 
tained in  the  system  of  records,  and  how  he  can 
contest  its  content;  and 

"(I)  the  categories  of  sources  of  records  in  the 
system; 

"(5)  maintain  all  records  which  are  used  by  the 
agency  in  making  any  determination  about  any  indi- 
vidual with  such  accuracy,  relevance,  timeliness,  and 
completeness  as  is  reasonably  necessary  to  assure  fair- 
ness to  the  individual  in  the  determination; 

"(6)  prior  to  disseminating  any  record  about  an 
individual  to  any  person  other  titan  an  agency,  make 
reasonable  efforts  to  assure  that  such  records  are  ac- 
curate, complete,  timely,  and  relevant; 

"(7)  maintain  no  record  describing  how  any  indi- 


471 


13 
vidual  exercises  rights  guaranteed  by  the  first  amendment 
unless  expressly  authorized  by  statute  or  by  the  individual 
about  who  the  record  is  maintained  or  unless  pertinent 
to  and  within  the  scope  of  an  authorized  law  enforce- 
ment activity; 

"(8)  make  reasonable  efforts  to  serve  notice  on  an 
individual  when  any  record  on  such  individual  is  made 
available  to  any  person  under  compulsory  legal  process 
when  snch  process  becomes  a  matter  of  public  record ; 

"(9)  establish  rides  of  conduct  for  persons  involved 
in  the  design,  development,  operation,  or  maintenance 
of  any  system  of  records,  or  in  maintaining  any  record, 
and  instruct  each  such  person  with  respect  to  such  rules 
and  the  requirements  of  this  section,  including  any  other 
rules  and  procedures  adopted  pursuant  to  this  section 
and  the  penalties  for  noncompliance; 

"(10)  establish  appropriate  administrative,  technical, 
and  physical  safeguards  to  insure  the  security  and  con- 
fidentiality of  records  and  to  protect  against  any  antici- 
pated threats  or  hazards  to  their  security  or  integrity 
which  could  remit  in  substantial  harm,  cmbarassment, 
inconvenience,  or  unfairness  to  any  individual  on  whom 
information  is  maintained;  and 

"(11)  at  least  30  days  prior  to  publication  of  in- 
formation under  paragraph  (4)(D)  of  this  subsection, 


172 


14 
publish  in  the  Federal  Register  notice  of  any  new  ua 

intended  use  of  the  information  in  the  system,  and  pro- 
vide an   opportunity  for   interested  persons   to  submit 
written  data,  views,  or  arguments  to  the  agency. 
"(f)  AGENCY  RULE8.—  In  order  to  carry  out  the  provi- 
sions of  this  section,  each  agency  that  maintains  a  system 
of  records  shall  promulgate  rules,  in  accordance  with  the  re- 
quirements (including  general  notice)  of  section  553  of  this 
title,  which  shall — 

"(1)  establish  procedures  whereby  an  individual 
can  be  notified  in  response  to  his  request  if  any  system 
of  records  named  by  the  individual  contains  a  record 
pertaining  to  him; 

"(2)  define  reasonable  times,  places,  and  require- 
ments for  identifying  an  individual  who  requests  his  rec- 
ord or  information  pertaining  to  him  before  the  agency 
shall  make  the  record  or  information  available  to  the 
individual; 

"(3)  establish  procedures  for  the  disclosure  to  an 
individual  upon  his  request  of  his  record  or  information 
pertaining  to  him,  including  special  procedure,  if 
deemed  necessary,  for  the  disclosure  to  an  individual 
of  medical  records,  including  psychological  records,  per- 
taining to  him; 
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"(4)  establish  procedures  for  reviewing  a  request 
from  an  individual  concerning  the  amendment  of  any 
record  or  information  'pertaining  to  the  individual,  for 
making  a  determination  on  the  request,  for  an  appeal 
within  the  agency  of  an  initial  adverse  agency  determi- 
nation, and  for  whatever  additional  means  may  be  nec- 
essary for  each  individual  to  be  able  to  exercise  fully  his 
rights  under  this  section;  and 

"(5)  establish  fees  to  be  charged,  if  any,  to  any  in- 
dividual for  making  copies  of  his  record,  excluding  the 
cost  of  any  search  for  and  review  of  the  record. 
The  Office  of  the  Federal  Register  shall  annually  compile  and 
publish  the  rules  promulgated  under  this  subsection  and 
agency  notices  published  under  subsection  (e)(4)  of  this 
section  in  a  form  available  to  the  public  at  loir  cost 

"(g)(1)  Civil  Remedies. — Whenever  any  agency — 
"(A)  makes  a  determination  under  subsection  (d) 
(3)  of  this  section  not  to  amend  an  individual's  record 
in  accordance  with  his  request,  or  fails  to  make  such 
review  in  conformity  with  that  subsection: 

"(B)  refuses  to  comply  with  an  individual  request 
under  subsection  (d)  (1)  of  this  section; 

"(C)  fails  to  maintain  any  record  concerning  any 
■individual  with  such  accuracy,  relevance,  timeliness,  and 
completeness  as  is  necessary  to  assure  fairness  in   any 
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determination  relating  to  the  qualifications,  character, 
rights,  or  opportunities  of,  or  benefits  to  the  individual 
that  may  be  madi  on  such  record,  and  consequently  a 
determination  is  madi  which  is  adverse  to  the  individ- 
ual; or 

"(D)  fails  to  comply  with  any  other  provision  of 
this  section,  or  any  rule  promulgated  thereunder,  in  such 
a  fray  as  to  hare  an  adverse  effect  on  an  individual, 
tin   individual  may  bring  a  civil  action  against  the  agency, 
and  tJie  district  courts  of  the  United  States  shall  have  jurisdic- 
tion in  the  matters  under  the  provisions  of  this  subsection. 

"(2)  (A)  In  any  suit  brought  under  the  prorisions  of 
subsection  (g)  ( 1)  (A)  of  this  section,  the  court  may  order  the 
agency  to  amend  the  individual's  record  in  accordance  with 
his  request  or  in  such  other  way  as  the  court  may  direct.  In 
such  a  case  the  court  shall  determine  the  matter  de  novo. 

"(B)  The  court  may  assess  against  the  United  States 
reasonable  attorney  fees  and  other  litigation  costs  reasonably 
incurred  in  any  case  under  this  paragraph  in  which  the  com- 
plainant has  substantially  prevailed, 

"(3)(A)  In  any  suit  brought  under  the  provisions  of 
subsection  (g)(1)(B)  of  this  section,  the  court  may  enjoin 
tin  agency  from  withholding  thi  records  and  order  the  pro- 
duction to  the  complainant  of  any  agency  records  improperly 
withheld  from  him,  In  such  a  case  the  court  shall  determine 
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the  matte)-  de  novo,  and  may  examine  the  contents  of  any 
agency  records  in  camera  to  determine  whether  the  records  or 
any  portion  thereof  may  be  withheld  under  any  of  the  exemp- 
tions set  forth  in  subsection  (k)  of  this  section,  and  the  burden 
is  on  the  agency  to  sustain  its  action. 

"(B)  The  court  may  assess  against  the  United  States 
reasonable  attorney  fees  and  other  litigation  costs  reasonably 
incurred  in  any  case  under  this  paragraph  in  which  the  com- 
plainant has  substantially  prevailed. 

"(4)  In  any  suit  brought  under  the  provisions  of  subsec- 
tion (g)(1)  (C)  or  (D)  of  this  section  in  which  the  court 
determines  that  the  agency  acted  in  a  manner  which  was  inten- 
tional or  willful,  the  United  States  shall  be  liable  to  the  indi- 
vidual in  an  amount  equal  to  the  sum  of — 

"(A)   actual  damages  sustained  by  the  individual 

as  a  result  of  the  refusal  or  failure,  but  in  no  case  shall 

a  person  entitled  to  recovery  receive  less  than  the  sum  of 

■$1,000;  and 

"(B)  the  costs  of  the  action  together  with  reasonable 

attorney  fees  as  determined  by  the  court. 

"(5)  An  action  to  enforce  any  liability  created  under 
this  section  may  be  brought  in  the  district  court  of  the  United 
States  in  the  district  in  which  the  complainant  resides,  or 
has  his  principal  place  of  business,  or  in  which  the  agency 
records  are  situated,  or  in  the  District  of  Columbia,  without 
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regard  to  the  amount  in  controversy,  within  two  years  from 

the  date  on  which  the  cause  of  actum  arises,  except  that  when 
an  agency  has  materially  and  willfully  misrepresented  any 
information  required  under  this  section  to  be  disclosed  to  an 
individual  and  the  information  so  misrepresented  is  material 
to  the  establishment  of  the  liability  of  tin  agency  to  tin  indi- 
vidual under  this  section,  the  action  may  be  bought  at  any 
time  within  two  years  after  discover?/  by  the  individual  of 
the  misrepresentation.  Nothing  in  this  section  shall  be  con- 
strued to  authorize  any  civil  action  by  reason  of  any  injury 
sustained  as  the  result  of  a  disclosure  of  a  record  prior  to 
the  effective  date  of  this  section. 

"(h)  Rights  of  Legal  Guardians. — For  the  pur- 
poses of  this  section,  the  parent  of  any  minor,  or  the  legal 
guardian  of  any  individual  who  has  been  declared  to  be  in- 
competent due  to  physical  or  mental  incapacity  or  aye  by  a 
court  of  competent  jurisdiction,  may  act  on  behalf  of  the 
individual. 

''(i)(l)  Criminal  Penalties.— Any  officer  or  em- 
ployee of  an  agency,  who  by  virtue  of  his  employment  or 
official  position,  lias  possession  of,  or  access  to.  agency  rec- 
ords which  contain  individually  identifiable  information  the 
disclosure  of  which  is  prohibited  by  this  section  or  by  rules  or 
regulations  established  thereunder,  and  who  knowing  that 
disclosure  of  the  specific  material  is  so  prohibited,  willfully 
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disclose*  the  material  in  any  manner  to  any  person  or  agency 
not  entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and 
fined  not  more  than  $5,000. 

"(2)  Any  officer  or  employee  of  any  agency  mho  will- 
fully maintains  a  system  of  records  without  meeting  the 
notice  requirements  of  subsection  (e)(4)  of  this  section  shad 
be  guilty  of  a  misdemeanor  and  fined  not  more  than  #5,000. 
u(3)  Any  person  mho  knowingly  and  mill  fully  requests 
or  obtains  any  record  concerning  an  individual  from  an 
agency  under  false  pretenses  shall  be  guilty  of  a  misdemeanor 
and  fined  not  more  than  -$5,000. 

"(j)  General  Exemptions.— The  head  of  any  agency 
may  promulgate  rules,  in  accordance  with  the  requirements 
(including  general  notice)  of  sections  553(b)  (1),  (2),  and 
(3),  (c) ,  and  (e)  of  this  title,  to  exempt  any  system  of  records 
within  the  agency  from  any  part  of  this  section  except  subsec- 
tions (b),  (c),  (1),  (2),  and  (4),  (e)(4)(A)  through 
(F)  (e)  (6),  (7),  (9),  (10),  and  (11),  and  (i)  if  the  sys- 
tem of  records  is — 

"(1)  maintained  by  the  Central  Intelligence  Agen- 
cy ;  or 

"(2)  maintained  by  an  agency  or  component  there- 
of which  performs  as  its  principal  function  any  activity 
pertaining  to  the  enforcement  of  criminal  laws  includ- 
ing police  efforts  to  prevent,   control,   or  reduce   crime 
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or  to  apprehend  criminals,  and  the  activities  of  prosecu- 
tors, courts,  correctional,  probation,  pardon,   or  parole 
authorities,  and  which  consists  of  (A)   information  com- 
piled for  the  purpose  of  identifying  individual  criminal 
offenders  and  alleged  offenders  and  consisting  only  of 
identifying  data  and  notations  of  arrests,  the  nature  and 
disposition  of  criminal  charges,  sentencing,  confinement, 
release,  and  parole  and  probation  status;  (B)  informa- 
tion compiled  for  the  purpose  of  a  criminal  investigation, 
including  reports  of  informants  and  investigators,   and 
associated  with  an  identifiable  individual;  or  (C)  reports 
identifiable  to  an  individual  compiled  at  any  stage  of  the 
process  of  enforcement  of  the  criminal  laws  from  arrest 
or   indictment   through   release  from   supervision. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency 
shall  include  in  the  statement  required  under  section  553(c) 
of  this  title  the  reasons  why  the  system  of  records  is  to  be 
exempted  from  a  provision  of  this  section. 

"(k)  Specific  Exemptions. — The  head  of  any  agency 
may  promulgate  rules,  in  accordance  with  the  requirements 
(including  general  notice)  of  sections  553(b)  (1 ) ,  (2),  and 
(3) ,  (c),  and  (e)  of  this  title,  to  exempt  any  system  of  records 
within  the  agency  from  subsections  (c)(3),  (d),  (e)(1), 
(c)(4)  (G),  (H),  and  (I),  and  (f)  of  this  section  if  the 
system  of  records  is — 


479 


21 

"(1)  subject  to  the  provisions  of  section  552(b)(1) 
of  this  title; 

"(2)  investigatory  material  compiled  for  law  en- 
forcement purposes,  other  than  material  within  the  scope 
of  subsection  (j)(2)  of  this  section:  Provided,  however, 
That  if  any  individual  is  denied  any  right,  privilege, 
or  benefit  that  he  would  otherwise  be  entitled  by  Federal 
law,  or  for  which  he  would  otherwise  be  eligible,  as 
a  result  of  the  maintenance  of  such  material,  such  ma- 
terial shall  be  provided  to  such  individual,  except  to  the 
extent  that  the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  information  to  the 
Government  under  an  express  promise  that  the  identity 
of  the  source  would  be  held  in  confidence,  or,  prior  to  the 
effective  date  of  this  section,  under  an  implied  promise 
that  the  identity  of  the  source  would  be  held  in  confidence; 

"(3)  maintained  in  connection  with  providing  pro- 
tective services  to  the  President  of  the  United  States  or 
other  individuals  pursuant  to  section  3056  of  title  18; 

"(4)  required  by  statute  to  be  maintained  and  used 
solely  as  statistical  records; 

"(5)  investigatory  material  compiled  solely  for  the 
purpose  of  determining  suitability,  eligibility,  or  qualifi- 
cations for  Federal  civilian  employment,  military  service, 
Federal  contracts,  or  access  to  classified  information,  but 
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only  to  the  extent  that  tin  disclosing  of  such  material 
would  reveal  tin  identity  of  a  sou  ret  who  furnished  in- 
formation  to  the  Government  under  an  express  promise 

that  tin  identity  of  tin  source  would  In-  In  Id  in  confi- 
dence, or,  prior  to  tin  <ffrctir<  daU  of  this  section,  under 
an  implied  promise  that  fix  identify  of  the  source  would 
Ix  h  hi  in  confia\  nee; 

"(6)  testing  or  examination  matt  rial  used  soldi/ 
to  determine  individual  qualifications  for  appointment  or 
promotion  in  the  Federal  service  the  disclosure  of  which 
would  compromise Jhe  objectivity  or  fairness  of  the  test- 
ing or  examination  process;  or 

"(7)   evaluation  material  used  to  determine  poten- 
tial for  promotion  in  the  annul  services,  but  only  to  the 
extent  that  the  disclosure  of  such  material  would  reveal 
the  identity  of  a  sou  ret  who  furnished  information  to  the 
Government  under  an  express  promise  that  the  identity 
of  th<   soura   would  be  held  in  confidence,  or,  prior  to 
the  effective  daU  of  this  section,  under  an  implied  prom- 
ise  that   the   identity   of   the   source   would  be   held   in 
confidence. 
At  the  time  rubs  are  adopted  under  this  subsection,  tin  agency 
shall  include  in  the  statement  required  under  section  553(c) 
of  this  title,   the   reasons  why  the  system  of  records  is  to  be 
mpted  from  a  provision  of  this  section. 
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"(l)(l)  Archival  Records. — Each  agency  record 
which  is  accepted  by  the  Administrator  of  General  Services 
for  storage,  processing,  and  servicing  in  accordance  with 
section  3103  of  title  44  shall,  for  the  purposes  of  this  section, 
be  considered  to  b<  maintained  by  the  agency  which  deposited 
the  record  and  shall  be  Subject  to  the  provisions  of  this  sec- 
tion. The  Administrator  of  General  Services  shall  not  dis- 
cJose the  record  except  to  the  agency  which  maintains  the 
record,  or  under  rules  established  by  that  agency  which  are 
not  inconsistent  with  the  provisions  of  this  section. 

11  (2)  Each  agency  record  pertaining  to  an  identifiable 
individual  which  wo*  transferred  to  the  National  Archives 
of  the  United  States  as  a  record  which  has  sufficient  historical 
or  other  value  to  warrant  its  continual  preservation  by  the 
United  States  Government,  prior  to  the  effectivi  date  of  this 
section,  shall,  for  the  purposes  of  this  section,  be  considered 
to  be  maintained  by  the  National  Archives  and  shall  not  be 
subject  to  the  provisions  of  this  section,  except  that  a  state- 
ment generally  describing  such  records  (modeled  after  the 
requirements  relating  to  records  subject  to  subsections  (e) 
(4)  (A)  through  (d)  of  this  section)  shall  be  published 
in  the  Federal  Register. 

"(3)  Each  agency  record  pertaining  to  an  identifiable 
individual  which  is  transferred  to  the  National  Archives  of 
tin  United  States  as  a  record  which  has  sufficient  historical  or 
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other  calm  to  warrant  its  continued  preservation  by  the 
United  States  Government  on  or  after  tin  effective  date  of 
this  section,  shall,  for  the  purposes  of  this  section,  be  con- 
sidered  to  be  maintained  by  the  National  Archives  and  shall 
be  (Km jit  from  the  requirements  of  this  section  except  sub- 
sections (e)(4)  (A)  through  (G)  and  (<)(?0  of  this  section. 

"(m)  Government  Contractors.— When  an  agency 
provides  by  a  contract  for  the  operation  by  or  on  behalf  of 
the  agi  ncy  of  a  system  of  records  to  accomplish  an  agency 
junction,  the  agency  shall,  consistent  with  its  authority,  cause 
the  requirements  of  this  section  to  be  applied  to  such  system. 
Via-  purposes  of  subsection  (i)  of  this  section  any  such  con- 
tractor and  anii  employee  of  such  contractor,  if  such  contract 
is  agreed  to  on  or  after  the  effect  ice  date  of  this  section,  shall 
be  considered  to  be  an  employee  of  an  agency. 

"(n)  Mailing  Lists. — An  individuals  name  and  ad- 
dress may  not  be  sold  or  rented  by  an  agency  unless  such 
action  is  specifically  authorized  by  laic  This  provision  shall 
not  be  construed  to  require  the  withholding  of  names  and 
addresses  otherwise  permitted  to  be  made  public. 

u(o)  Report  on  New  Systems. — Each  agency  shall 
provide  adequate  advance  notice  to  Congress  and  the  Office 
of  Management  and  Budget  of  any  proposal  to  establish  or 
alter  any  system  of  records  in  order  to  permit  an  evaluation 
of  the  probable  or  potential  effect   of  such   proposal  on    the 
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privacy  and  other  personal  or  property  rights  of  individuals 
or  the  disclosure  of  information  relating  to  such  individuals, 
and  its  effect  on  the  preservation  of  the  constitutional  prin- 
ciples  of  fedi  ralism  and  separation  of  powers. 

"(p)  Annual  Report.— The  President  shall  submit  to 
the  Speaker  of  the  House  and  the  President  of  the  Senate, 
by  June  30  of  each  calendar  year,  a  consolidated  report,  sep- 
arately listing  for  each  Federal  agency  the  number  of  records 
contained  in  any  system  of  records  which  were  exempted 
from  the  application  of  this  section  under  the  provisions  of 
subsections  (j)  and  (k)  of  this  section  during  the  preceding 
calendar  year,  and  the  reasons  for  the  exemptions,  and  such 
other  information  as  indicates  efforts  to  administer  fully  this 
section. 

"(q)  Effect  of  Other  Laws.— No  agency  shall  rely 
on  any  exemption  contained  in  section  552  of  this  title  to  with- 
hold from  an  individual  any  record  which  is  otherwise 
accessible  to  such  individual  under  the  provisions  of  this 
section^. 

Sec.  4.  The  chapter  analysis  of  chapter  5  of  title  5, 
United  States  Code,  is  amended  by  inserting: 

"552a.  Records  about  individuals." 

immediately  below : 

"552.  Public  rnform/ition;  agency  rules,  ojnni&ns,  orders,  and  proceed- 
ings.". 
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v  C.  5.  (a)(1)  Then  is  established  a  Privacy  Protec- 
tion Study  ( Commission  (hi  n  inafU  r  r<  i<  m  d  to  as  .'//<  "( '<<///- 
mission")  which  shall  be  compos,, I  of  seven  members  as 
follows: 

(A)  three  appointed  by  the  President  of  the  United 
States, 

(B)  two  appointed  by  the  President  of  the  Senate, 
and 

(C)  tiro   appointed   by   the   Speaker   of   the   House 
of  Representatives. 

Members  of  the  Commission  shall  be  chosen  from  among 
persons  who,  by  reason  of  their  knowledge  and  expertise  in 
any  of  the  following  areas — civil  nghts  and  liberties,  law, 
social  sciences,  computer  technology,  business,  records  man- 
agement, and  State  and  local  governments — are  well  qualified 
for  service  on  the  Commission. 

(2)  The  members  of  the  Commission  shall  elect  a  Chair- 
man from  among  themselves. 

(3)  Any  vacancy  in  the  membership  of  the  Commission, 
as  long  as  there  are  four  members  in  office,  shall  not  impair 
the  power  of  the  Commission  but  shall  be  filled  in  the  same 
manner  in  which  the  original  appointment  was  made. 

(4)  A  quorum  of  the  Commission  shall  consist  of  a 
majority  of  the  members,  (.crept  that  the  Commission  may 
establish  a  lower  number  as  a  quorum  for  the  purpose  of 
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taking  testimony.  The  Commission  is  authorized  to  establish 
such  committees  and  delegate  such  authority  to  them  as  may 
be  necessary  to  carry  out  its  functions.,  Each  member  of  the 
Commission,  including  the  Chairman,  shall  have  equal  respon- 
sibility and  authority  in  all  decisions  and  actions  of  the 
Commission,  shall  have  full  access  to  all  information  neces- 
sary to  the  performance  of  their  functions,  and  shall  have 
one  vote.  Action  of  the  Commission  shall  be  determined  by  a 
majority  vote  of  the  members  present.  The  Chairman  (or  a 
member  designated  by  the  Chairman  to  be  acting  Chairman) 
shall  be  the  official  spokesman  of  the  Commission  in  its  rela- 
tions with  the  Congress,  Government  agencies,  other  persons, 
and  the  public,  a?id,  on  behalf  of  the  Commission,  shall  see 
to  the  faithful  execution  of  the  administrative  policies  and 
decisions  of  the  Commission,  and  shall  report  thereon  to  the 
Commission  from  time  to  time  or  as  the  Commission  may 
direct. 

(5)  (A)  Whenever  the  Commission  submits  any  budget 
estimate  or  request  to  the  President  or  the  Office  of  Manage- 
ment and  Budget,  it  shall  concurrently  transmit  a  copy  of 
that  request  to  Congress. 

(B)  Whenever  the  Commission  submits  any  legislative 
recommendations,  or  testimony,  or  comments  on  legislation 
to  the  President  or  Office  of  Management  and  Budget,  it  shall 
concurrently  transmit  a  copy  thereof  to  the  Congress,  No 
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officer  or  agency  of  the  United  States  shall  have  out/  authori- 
ty to  require  ih<  Commission  to  submit  its  legislative  recom- 
mendations, or  testimony,  or  comments  on  legislation,  to  any 

officer  or  agency  of  the  United  States  for  approval,  com- 
ments,  or  review,  prior  to  tlie  submission   of  such  recom- 
mendations, testimony,  or  comments  to  the  Congress, 
(b)  The  Commission  shall — 

(1)  make  a  study  of  the  data  banfa,  automated  data 
processing  programs,  and  information  systems  of  govern- 
mental, regional,  and  private  organizations,  in  order  to 
determine  the  standards  and  procedures  in  force  for  the 
protection  of  personal  information;  and 

(2)  recommend  to  the  President  and  the  Congress 
the  extent,  if  any,  to  which  the  requirements  and  prin- 
ciples of  section  552a  of  title  5,  United  States  Code, 
should  be  applied  to  the  information  practices  of  those 
organizations  by  legislation,  administrative  action,  or 
voluntary  adoption  of  such  requirements  and  principles, 
and  report  on  such  other  legislative  recommendations  as 
it  may  determine  to  be  necessary  to  protect  the  privacy  of 
individuals  while  meeting  the  legitimate  needs  of  govern- 
ment and  society  for  information. 

(c)(1)  In  the  course  of  condueting  the  study  required 
under  subsection  (b)(1)  of  this  section,  and  in  its  reports 
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thereon,    the    Commission    may    research,     examine,     and 
analyze — 

(A)  interstate  transfer  of  information  about  in- 
dividuals that  is  undertaken  through  manual  files  or  by 
computer  or  other  electronic  or  telecommunications 
means; 

(B)  data  banks  and  information  programs  and  sys- 
tems the  operation  of  which  significantly  or  substantially 
affect  the  enjoyment  of  the  privacy  and  other  personal 
and  property  rights  of  individuals; 

(C)  the  use  of  social  security  numbers,  license  plate 
numbers,  universal  identifiers,  and  other  symbols  to 
identify  individuals  in  data  banks  and  to  gain  access  to, 
integrate,  or  centralize  information  systems  and  files; 
and 

(D)  the  matching  and  analysis  of  statistical  data, 
such  as  Federal  census  data,  with  other  sources  of  per- 
sonal data,  such  as  automobile  registries  and  telephone 
directories,  in  order  to  reconstruct  individual  responses 
to  statistical  questionnaires  for  commercial  or  other  pur- 
poses, in  a  way  which  results  in  a  violation  of  the  im- 
plied or  explicitly  recognized  confidentiality  of  such 
information. 

(2)  (A)   The  Commission  may  include  in  its  examina- 
tion personal  information  activities  in   the  following  anas: 


488 


30 
medical;  insurance;  education;  employment  and  personnel; 
credit,  banking  and  financial  institutions;  credit  bureaus;  the 
commercial  reporting  industry;  cable  television  and  other 
telecommunications  media;  travel,  hotei  and  entertainment 
at  ions;  and  electronic  check  processing. 
(B)  The  Commission  shaU  include  in  Us  examination  a 
study  of — 

(i)  whether  a  person  engaged  in  interstate  commerce 
who  maintains  a  mailing  list  should  be  required  to  remove 
an  individual's  name  and  address  from  such  list  upon 
request  of  that  individual; 

(ii)  whether  the  Internal  Revenue  Service  should  be 
prohibited  from  transfering  individually  indentifiable 
data  to  other  agencies  and  to  agencies  of  State 
governments; 

(Hi)  whether  the  Federal  Government  should  be 
liable  for  general  damages  incurred  by  an  individual  as 
the  result  of  a  willful  or  intentional  violation  of  the  pro- 
visions of  sections  552a(g)(l)  (C)  or  (D)  of  title  5, 
United  States  Code;  and 

(iv)  whether  and  how  the  standards  for  security  and 
confidentiality  of  records  required  under  section  552a 
(e)(10)  of  such  title  should  be  applied  when  a  record  is 
disclosed  to  a  person  other  than  an  agency. 
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(C)  The  Commission  may  study  such  other  personal  in- 
formation activities  necessary  to  carry  out  the  congressional 

policy  embodied  in  this  Act,  except  that  the  Commission  shall 
not  investigate  information  systems  maintained  by  religious 
organizations. 

(3)  In  conducting  such  study,  the  Commission  shall — 

(A)  determine  what  laws,  Executive  orders,  regu- 
lations, directives,  and  judicial  decisions  govern  the  ac- 
tivities under  study  and  the  extent  to  which  they  are 
consistent  with  the  rights  of  privacy,  due  process  of  law, 
and  other  guarantees  in  the  Constitution; 

(B)  determine  to  what  extent  governmental  and 
private  information  systems  affect  Federal-State  rela- 
tions or  the  principle  of  separation  of  powers; 

(C)  examine  the  standards  and  criteria  governing 
programs,  policies,  and  practices  relating  to  the  collec- 
tion, soliciting,  processing,  use,  access,  integration,  dis- 
semination, and  transmission  of  personal  information; 
and 

(D)  to  the  maximum  extent  practicable,  collect  and 
utilize  findings,  reports,  studies,  hearing  transcripts,  and 
recommendations  of  governmental,  legislative  and  private 
bodies,  institutions,  organizations,  and  individuals  which 
pertain  to  the  problems  under  study  by  the  Commission. 
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(d)  In  addition  to  its  other  functions  (he  Commission 
may— 

(1)  request  assistance  of  the  heads  of  appropriate 
departments,  agencies,  and  instrumentalities  of  the  Fed- 
eral Government,  of  State  and  local  governments,  and 
other  persons  in  carrying  out  its  functions  under  this  Act; 

(2)  upon  request,  assist  Federal  agencies  in  comply- 
ing with  the  requirements  of  section  552a  of  title  5, 
United  States  Code; 

(3)  determine  what  specific  categories  of  informa- 
tion, the  collection  of  which  mould  violate  an  individual's 
right  of  privacy,  should  be  prohibited  by  statute  from 
collection  by  Federal  agencies;  and 

(4)  upon  request,  prepare  model  legislation  for  use 
by  State  and  local  governments  in  establishing  procedures 
for  handling,  maintaining,  and  disseminating  personal 
infoi^mation  at  the  State  and  local  level  and  provide  such 
technical  assistance  to  State  and  local  governments  as  they 
may  require  in  the  preparation  of  implementation  of 
such  legislation. 

(e)(1)  The  Commission  may,  in  carrying  out  its  func- 
tions under  this  section,  conduct  such  inspections,  sit  and 
act  at  such  times  and  places,  hold  such  hearings,  take  such 
testimony,  require  by  subpena  the  attendance  of  such  wit- 
nesses and  the  production  of  such  books,  records,  papers, 
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correspondence,  and  documents,  administer  such  oatJis,  have 
such  printing  and  binding  done,  and  make  such  expenditures 
as  the  Commission  deems  advisable.  A  subpena  shall  be 
issued  only  upon  an  affirmative  vote  of  a  majority  of  all 
members  of  the  Commission.  Subpenas  shall  be  issued  under 
the  signature  of  the  Chairman  or  any  member  of  the  Com- 
mission designated  by  the  Chairman  and  shall  be  served  by 
any  person  designated  by  the  Chairman  or  any  such  member. 
Amy  member  of  the  Commission  may  administer  oaths  or 
affirmations  to  witnesses  appearing  before  the  Commission. 

(2)  (A)  Each  department,  agency,  and  instrumentality 
of  the  executive  branch  of  the  Government  is  authorized  to 
furnish  to  the  Commission,  upon  request  made  by  the  Chair- 
man, such  information,  data,  reports,  and  such  other  assist- 
ance as  the  Commission  deems  necessary  to  carry  out  its  func- 
tions under  this  section.  Whenever  the  head  of  any  such 
department,  agency,  or  instrumentality  submits  a  report  pur- 
suant to  section  552a(o)  of  title  5,  United  States  Code,  a 
copy  of  such  report  shall  be  transmitted  to  the  Commission. 

(B)  In  carrying  out  its  functions  and  exercising  its 
powers  under  this  section,  the  Commission  may  accept  from 
any  such  department,  agency,  independent  instrumentality, 
or  other  person  any  individually  identifiable  data  if  sucli 
data  is  necessary  to  carry  out  such  powers  and  functions.  In 
any  case  in  which  the  Commission  accepts  any  such  informa- 
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turn,  it  shall  assure  that  the  information  is  used  only  for  tin 
purpose  for  which  it  is  provided,  and  upon  completion  of 
that  purpose  such  information  shall  b<  destroyed  or  returned 
to  such  department,  agency,  independent  instrumentality,  or 
person  from  which  it  is  obtained,  as  appropriate. 

(■))    The  Commission  shall  hare  the  power  to — 

(A)  appoint  and  fix  the  compensation  of  an  execu- 
tive director,  and  such  additional  staff  personnel  as  map 
be  necessary,  without  regard  to  the  provisions  of  title  5, 
United  States  Code,  governing  appointments  in  the  com- 
petitive service,  and  without  regard  to  chapter  51  and 
subchapter  III  of  chapter  53  of  such  title  relating  to 
classification  a)id  General  Schedule  pay  rates,  but  at 
rates  not  in  excess  of  the  maximum  rate  for  GS^-18  of 
the  General  Schedule  under  section  ;")332  of  such  title; 
and 

(B)  procure  temporary  and  intermittent  services 
to  the  same  extent  as  is  authorized  by  section  3109  of 
title  5,  United  States  Code. 

The  Commission  may  delegate  any  of  its  functions  to  such 
personnel  of  the  Commission  as  the  Commission,  may  desig- 
nate and  may  authorize  such  successive  redelegations  of  such 
functions  as  it  may  deem  desirable. 

(4)  The  Commission  is  authorized — 
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(A)  to  adopt,  amend,  and  repeal  rule*  and  regula- 
tions governing  the  manner  of  its  operations,  organiza- 
tion, and  personnel; 

(B)  to  enter  into  contracts  or  other  arrangements  or 
modifications  thereof,  with  any  government,  any  depart- 
ment, agency,  or  independent  instrumentality  of  the 
United  States,  or  with  any  person,  firm,  association,  or 
corporation,  and  such  contracts  or  other  arrangemi  nts, 
or  modifications  thereof,  may  be  entered  info  without 
legal  consideration,  without  performance  or  other  hands, 
and  without  regard,  to  section  3709  of  the  Revised  Stat- 
utes, as  amended  (41  U.S.C.  5)  ; 

(C)  to  make  advance,  progress,  and  other  payments 
which  the  Commission  deems  necessary  under  this  Act 
without  regard  to  the  provisions  of  section  3648  of  the 
Revised  Statutes,  as  amended  (31  U.S.C.  529);  and 

(D)  to  take  such  other  action  as  may  be  necessary 
to  carry  out  its  functions  under  this  section. 

(f)(1)  Each  member  of  the  Commission  who  is  an  offi- 
cer or  employee  of  the  United  States  shall  serve  without  addi- 
tional compensation,  but  shall  continue  to  receive  the  salary  of 
his  regular  position  when  engaged  in  the  performance  of  the 
duties  vested  in  the  Commission. 

(.2)  A  member  of  the  Commission  other  than  one  to 
whom  paragraph  (1 )  applies  shall  receive  per  diem  at  the 
maximum  daily  rate  for  GS-18  of  the  General  Schedule 
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when  engaged  in  the  actual  performance  of  the  duties  vested 

in  the  ( ' am  mission. 

(.'))  All  members  of  the  Commission  shall  In  reimbursed 
for  travel,  subsistence,  and  other  necessary  expenses  incurred 
by  than  in  the  performance  of  the  duties  vested  in  the  Com- 
mission. 

(())  The  Commission  shall,  from  linn  to  time,  and  in  an 
annual  report,  report  to  the  President  and  the  Congress  on 
its  activities  in  carrying  out  the  provisions  of  this  section.  The 
Commission  shall  make  a  final  report  to  the  President  and  to 
(he  Congress  on  its  findings  pursuant  to  the  study  required  to 
he  made  under  subsection  (h)(1)  of  this  section  not  later  than 
two  pears  from  the  date  on  which  all  of  the  mi  mixes  of  the 
Commission  are  appointed.  The  Commission  shall  cease  to  ex- 
ist thirty  daps  after  the  date  on  which  its  final  report  is  sub- 
mitted to  the  President  and  the  Congress. 

(h)  (I)  Any  member,  officer,  or  employee  of  the  Commis- 
sion, who  by  virtue  of  his  employment  or  official  position,  has 
possession  of,  or  access  to,  agency  records  which  contain  in- 
dividual!\y  identifiable  information  the  disclosure  of  which  is 
prohibited  by  this  section,  and  who  knowing  that  that  dis- 
closure of  the  specific  material  is  so  prohibited,  will  full//  dis- 
closes the  material  in  any  manner  to  any  person  or  agency  not 
entitled  to   receive  it,  shall  be  fined  not  more  than  $5,000. 

(2)  A  up  person  who  knowingly  awl  willfully  requests 
or  obtains  any  record  concerning  an  individual  from  the  ( 'om- 


495 

37 
mission   under  false  pretenses  shall  be  fined  not  more  than 
$5,000. 

Sec.  6.  The  Office  of  Management  and  Budget  shall — 

(1)  develop  guidelines  and  regulations  for  the  use 
of  agencies  in  implementing  the  provisions  of  section  552a 
of  title  5,  United  Stoles  Code,  as  added  by  section  3  of 
this  Act;  and 

(2)  provide  continuing  assistance  to  and  oversight 
of  the  implementation  of  the  provisions  of  such  section 
by  agencies. 

Sec.  7.  (a)(1)  It  shall  be  unlawful  for  any  Federal, 
State  or  local  government  agency  to  deny  to  any  individual 
any  right,  benefit,  or  privilege  provided  by  law  because  of 
such  individual's  refusal  to  disclose  Ids  social  security  account 
number. 

(2)  The  provisions  of  paragraph  (1)  of  this  subsection 
shall  not  apply  with  respect  to — 

(A)  a ng  disclosure  which  is  required  by  Federal 
statute,  or 

(B)  the  disclosure  of  a  social  security  number  to  any 
Federal,  State,  or  load  agency  maintaining  a  system  of 
records  in  existence  and  operating  before  January  1. 
1975,  if  sucli  disclosun  was  required  under  statute  or 
regulation  adopted  prior  to  such  date  to  vi  rify  the  identity 
of  an  individual. 
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(f>)  Any  Federal,  State,  or  local  government  agency 
which  requests  an  individual  to  disclos<  his  social  security 
account  number  shall  inform  that  individual  whether  flint 
disclosure  is  mandator//  or  voluntary,  by  what  statu  ton/  or 
other  authority  such  number  is  solicited,  ami  what  uses  will 
be  made  of  it. 

SEi  .  s.  Tin  provisions  of  this  Act  shall  In  effective  on 
and  after  the  dati  of  enactment,  creep!  that  the  amendments 
made  by  sections  3  and  4  shall  become  effective  270  days  fol- 
lowing tin   day  on  which  this  Act  is  enacted. 

SEC.  !).  There  is  authorized  to  be  appropriated  to  earn/ 
out  the  provisions  of  section  5  of  this  Aet  for  fiscal  i/ears 
7.97J,  1976,  and  197?  the  sum  of  *l/>00,000,  except  that 
not  more  than  $750,000  ma}}  he  expended  during  any  sueh 
fiscal  year. 

Amend  the  amendment  of  the  House  to  the  title  90  as  to 
read:  "An  Aet  to  amend  title  5.  United  States  Code,  by  adding 
a  section  552a  to  safeguard  individual  privacy  from  the  misuse 
of  Federal  records,  to  provide  that  Individuals  he  granted  a< 
to  records  concerning  them  which  are  maintained  by  Federal 
agencies,  to  establish  a  Privacy  Protection  Study  Commission, 
and  for  other  purposes." 

Attest: 


tary. 
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In  the  House  of  Representatives,  U.  $., 

December  18,  1974. 

Resolved,  That  the  House  agree  to  the  amendments  of 
the  Senate  to  the  amendments  of  the  House  to  bill  (S.  3418) 
entitled  "An  Act  to  establish  a  Privacy  Protection  Commission, 
to  provide  management  systems  in  Federal  agencies  and  certain 
other  organizations  with  respect  to  the  gathering  and  disclosure 
of  information  concerning  individuals,  and  for  other  purposes", 
with  tie  following 

AMENDMENTS: 

(l)Page    16,    strike   out  lines    1    through    10,    inclusive, 
and  insert: 

{i($)  prior  to  disseminating  any  record  about  an 
inqlmidual  to  any  person  other  than  an  agency,  unless 
the  dissemination  is  made  pursuant  to  subsection  (b)  (2) 
of  this  section,  nwke  reasonable  efforts  to  assure  that  such 
records  are  accurate,  complete,  timely,  and  relevant  for 
agency  purposes; 

11  (7)  maintain  no  record  describing  how  any  in- 
dividual exercises  rights  guaranteed  by  the  First  Amend- 
\  ment  unless  expressly  authorized  by  statute  or  by  the 
individual  about  whom  the  record  is  maintained  or 
unless  pertinent  to  and  within  the  scope  of  an  authorized 
law  enforcement  activity; 
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(2)Page  24,  strike  out  all  alter  line  10  over  to  and  including 
line  24  on  page  25,  and  insert: 

"(j)  General  Exemptions.— The  head  of  any  agency 
may  'promulgate  rules,  in  accordance  with  the  requirements 
(including  general  notice)  of  sections  553(b)  (1),  (2),  and 
(3) .  (c),  and  (e)  of  this  title,  to  exempt  any  system  of  records 
within  the  agency  from  any  part  of  this  section  except  sub- 
sections (b),  (c)  (1)  and  (2),  (e)(4)  (A)  through  (F), 
(e)  (6),  (7),  (9),  (10),  and  (11),  and  (i)  if  the  system  of 
records  is — 

"(1)  maintained  by  the  Central  Intelligence  Agency; 
or 

"(2)  maintained  by  an  agency  or  component  thereof 
which  performs  as  its  principal  function  any  activity  per- 
taining to  the  enforcement  of  criminal  laws,  including 
police  efforts  to  prevent,  control,  or  reduce  crime  or  to 
apprehend  criminals,  and  the  activities  of  prosecutors, 
courts,  correctional,  probation,  pardon,  or  parole  author- 
ities, and  which  consists  of  (A)  information  compiled  for 
the  purpose  of  identifying  individual  criminal  offenders 
and  alleged  offenders  and  consisting  only  of  identifying 
data  and  notations  of  arrests,  the  nature  and  disposition 
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of  criminal  charges,  sentencing,  confinement,  release,  and 
parole  and  probation  status;  (B)  information  compiled 
for  the  purpose  of  a  criminal  investigation,  including 
reports  of  informants  and  investigators,  and  associated 
with  an  identifiable  individual;  or  (C )  reports  identifiable 
to  an  individual  compiled  at  any  stage  of  the  process  of 
enforcement  of  the  criminal  laws  from  arrest  or  indict- 
ment through  release  from  supervision. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency 
shall  include  in  the  statement  required  under  section  553(c) 
of  this  title,  the  reasons  why  the  system  of  records  is  to  be 
exempted  from  a  provision  of  this  section. 

(3)  Page  42,  strike  out  lines  11  through  21,  and  insert: 
(h)  (1)  Any  member,  officer,  or  employee  of  the  Commis- 
sion, who  by  virtue  of  his  employment  or  official  position,  has 
possession  of,  or  access  to,  agency  records  which  contain 
individually  identifiable  information  the  disclosure  of  which 
is  prohibited  by  this  section,  and  who  knowing  that  disclosure 
of  the  specific  material  is  so  prohibited,  willfully  discloses  the 
material  in  any  manner  to  any  person  or  agency  not  entitled 
to  receive  it,  shall  be  guilty  of  a  misdemeanor  and  fined  not 
more  than  $5,000. 
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(2)  Any  person  who  knowingly  and  willfully  requests 
or  obtains  any  raord  toncerning  an  Individual  from  the 
Commission  under  fo  shall  be  guilty  of  a  mis- 

<  and  fined  not  more  than  $5,000. 

Attest : 
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Public   Law  93-579 

93rd  Congress,  S.  3418 

December  31,    1974 


an  act 


To  amend  title  5,  United  States  Code,  by  adding  a  section  552a  to  safeguard 
individual  privacy  from  the  misuse  of  Federal  records,  to  provide  that 
individuals  be  granted  access  to  records  concerning  them  which  are  maintained 
by  Federal  agencies,  to  establish  a  Privacy  Protection  Study  Commission,  and 
for  other  purposes. 

Be  it  enacted  by  the  Senate  and  House  of  Representatives  of  the 
United  States  of  America  in  Congress  assembled,  That  this  Act  may 
be  cited  as  the  "Privacy  Act  of  1974". 

Sec.  2.  (a)  The  Congress  finds  that — 

(1)  the  privacy  of  an  individual  is  directly  affected  by  the 
collection,  maintenance,  use,  and  dissemination  of  personal  infor- 
mation by  Federal  agencies ; 

(2)  the  increasing  use  of  computers  and  sophisticated  infor- 
mation technology,  while  essential  to  the  efficient  operations  of 
the  Government,  has  greatly  magnified  the  harm  to  individual 
privacy  that  can  occur  from  any  collection,  maintenance,  use,  or 
dissemination  of  personal  information ; 

(3)  the  opportunities  for  an  individual  to  secure  employment, 
insurance,  and  credit,  and  his  right  to  due  process,  and  other  legal 
protections  are  endangered  by  the  misuse  of  certain  information 
systems ; 

(4)  the  right  to  privacy  is  a  personal  and  fundamental  right 
protected  by  the  Constitution  of  the  United  States;  and 

(5)  in  order  to  protect  the  privacy  of  individuals  identified  in 
information  systems  maintained  by  Federal  agencies,  it  is  neces- 
sary and  proper  for  the  Congress  to  regulate  the  collection,  main- 
tenance, use,  and  dissemination  of  information  by  such  agencies. 

(b)  The  purpose  of  this  Act  is  to  provide  certain  safeguards  for  an 
individual  against  an  invasion  of  personal  privacy  by  requiring 
Federal  agencies,  except  as  otherwise  provided  by  law,  to — 

(1 )  permit  an  individual  to  determine  what  records  pertaining 
to  him  are  collected,  maintained,  used,  or  disseminated  by  such 
agencies ; 

(2)  permit  an  individual  to  prevent  records  pertaining  to  him 
obtained  by  such  agencies  for  a  particular  purpose  from  being 
used  or  made  available  for  another  purpose  without  his  consent; 

(3)  permit  an  individual  to  gain  access  to  information  pertain- 
ing to  him  in  Federal  agency  records,  to  have  a  copy  made  of  all 
or  any  portion  thereof,  and  to  correct  or  amend  such  records ; 

(4)  collect,  maintain,  use,  or  disseminate  any  record  of  identi- 
fiable personal  information  in  a  manner  that  assures  that  such 
action  is  for  a  necessary  and  lawful  purpose,  that  the  infor- 
mation is  current  and  accurate  for  its  intended  use,  and  that 
adequate  safeguards  are  provided  to  prevent  misuse  of  such 
information ; 

(5)  permit  exemptions  from  the  requirements  with  respect  to 
records  provided  in  this  Act  only  in  those  cases  where  there  is  an 
important  public  policy  need  for  such  exemption  as  lias  been 
determined  by  specific  statutory  authority ;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which  occur  as  a 
result  of  willful  or  intentional  action  which  violates  any  indi- 
vidual's rights  under  this  Act. 

Sec.  3.  Title  5,  United  States  Code,  is  amended  by  adding  after 
section  552  the  following  new  section  : 


Privacy  Act 
of  1974. 
5  USC   552a 
note. 

Congressional 
findings. 
5  USC   552a 
note. 


Statement   of 
purpose. 


STAT.   1896 


88   STAT.    1897 


63-619   O  -  76  -  33 


. 


502 

Pub.   Law  93-579  -   2  -  December  31,    1974 


-52a.  "§  552a.  Records  maintained  en  individuals 

"(  a  )     Dkum  i  ions.-    Km   purposes  <>i'  this  section — 

"(1)  the  term   'agency1   inr«n>  agency  *b  defined   in  section 

5    'SC  552.  552(e)  of  tins  title; 

"(2)  the  term  'individual'  means  a  citiaen  of  the  United  State* 
or  an  alien  lawfully  admitted  for  permanent  reaidenee; 

"(3)  the  term  'maintain1  includes  maintain,  collect,  use,  or-d-is- 
seminate; 

"(4)  the  term  'record'  means  any  item,  collection,  or  grouping 
of  information  about  an  individual  that  is  maintained  by  an 
agency,  including,  hut  not  limited  to,  his  education,  financial 
transaction-,  medical  history,  and  criminal  or  employment  history 
and  that  contains  his  name,  or  the  identifying  number,  symbol, 
or  other  identifying  particular  assigned  to  the  individual,  such 
as  a  finger  or  voice  print  or  a  photograph; 

"(5)  the  term  'system  of  records"  means  a  group  of  any  records 
under  the  control  of  any  agency  from  which  information  is 
retrieved  by  the  name  of  the  individual  or  by  some  identifying 
number,  symbol,  or  other  identifying  particular  assigned  to  the 
individual ; 

"(6)   the  term  'statistical  record'  means  a  record  in  a  system 
of  records  maintained  for  statistical  research  or  reporting  pur- 
poses only  and  not  used  in  whole  or  in  part  in  making  any  deter- 
mination about  an  identifiable  individual,  except  as  provided  by 
13  use  8,  sect  ion  8  of  title  13:  and 

''(7)    the   term   "routine   use'   means,   with   respect   to  the   dis- 
closure of  a  record,  the  use  of  such  record  for  a  purpose  which 
is  compatible  with  the  purpose  for  which  it  was  col'ected. 
"(h)    Conditions  of  Disclosure. — No  agency  shall  disclose  any 
record  which  is  contained  in  a  system  of  records  by  any  means  of  com- 
munication to  any  person,  or  to  another  agency,  except  pursuant  to  a 
written  request  by,  or  with  the  prior  written  consent  of.  the  individual 
to  whom  the  record  pertains,  unless  disclosure  of  the  record  would 
be — 

'•(1)  to  those  officers  and  employees  of  the  agency  which  main- 
tains the  record  who  have  a  need  for  the  record  in  the  performance 
of  their  duties; 

''(2)  required  under  section  .m2  of  this  title; 

"(3)  for  a  routine  use  as  defined  in  subsection  (a)(7)  of  this 
section  and  described  under  subsection  (e)(4)(D)  of  this  section  ; 

"(4)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or 
carrying  out  a  census  or  survey  or  related  activity  pursuant  to 
the  provisions  of  title  13; 

"(.">)  to  a  recipient  who  has  provided  the  agency  with  advance 
adequate  written  assurance  that  the  record  will  be  used  solely  as 
a  statistical  research  or  reporting  record,  and  the  record  is  to  be 
transferred  in  a  form  that  is  not  individually  identifiable; 

"(6)  to  the  National  Archives  of  the  United  States  as  a  record 
which  has  sufficient  historical  or  other  value  to  warrant  its  con- 
tinued preservation  by  the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of  General  Services  or  his 
designee  to  determine  whether  the  record  has  such  value; 

"(7)  to  another  agency  or  to  an  instrumentality  of  any  govern- 
mental jurisdiction  within  or  under  the  control  of  the  United 
States  for  a  civil  or  criminal  law  enforcement  activity  if  the 
activity  is  authorized  by  law,  and  if  the  head  of  the  agency  or 
instrumentality  has  made  a  written  request  to  the  agency  which 
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maintains  the  record  specif  ying  the  particular  portion  desired  and 

the  law  enforcement  activity  for  which  the  record  is  sought; 

"(8)  to  a  person  pursuant  to  a  showing  of  compelling  circum- 
stances affecting  the  health  or  safety  of  an  individual  if  upon  such 
disclosure  notification  is  transmitted  to  the  last  known  address  of 
such  individual; 

"(9)  to  either  House  of  Congress,  or.  to  the  extent  of  matter 
within  its  jurisdiction,  any  committee  or  subcommittee  thereof, 
any  joint  committee  of  Congress  or  subcommittee  of  any  such 
joint  committee; 

"(10)  to  the  Comptroller  General,  or  any  of  his  authorized  rep- 
resentatives, in  the  course  of  the  performance  of  the  duties  of 
the  General  Accounting  Office;  or 

"(11)  pursuant  to  the  order  of  a  court  of  competent  jurisdic- 
tion. 
"(c)    Accounting  of  Certain  Disclosures. — Each   agency,  with 
respect  to  each  system  of  records  under  its  control,  shall — 

"(1)  except  for  disclosures  made  under  subsections  (b)(1)  or 
(b)  (2)  of  this  section,  keep  an  accurate  accounting  of — 

"(A)  the  date,  nature,  and  purpose  of  each  disclosure  of 
a  record  to  any  person  or  to  another  agency  made  under 
subsection  (b)  of  this  section :  and 

"(B)  the  name  and  address  of  the  person  or  agency  to 
whom  the  disclosure  is  made ; 
"(2)   retain  the  accounting  made  under  paragraph  (1)  of  this 
subsection  for  at  least  five  years  or  the  life  of  the  record,  which- 
ever is  longer,  after  the  disclosure  for  which  the  accounting  is 
made; 

"(3)  except  for  disclosures  made  under  subsection  (b)(7)  of 
this  section,  make  the  accounting  made  under  paragraph  (1)  of 
this  subsection  available  to  the  individual  named  in  the  record 
at  his  request ;  and 

"(4)  inform  any  person  or  other  agency  about  any  correction 
or  notation  of  dispute  made  by  the  agency  in  accordance  with 
subsection  (d)  of  this  section  of  any  record  that  has  been  dis- 
closed to  the  person  or  agency  if  an  accounting  of  the  disclosure 
was  made. 
"(d)  Access  to  Records. — Each  agency  that  maintains  a  system 
of  records  shall — 

"(1)  upon  request  by  any  individual  to  gain  access  to  his 
record  or  to  any  information  pertaining  to  him  which  is  con- 
tained in  the  system,  permit  him  and  upon  his  request,  a  person 
of  his  own  choosing  to  accompany  him,  to  review  the  record  and 
have  a  copy  made  of  all  or  any  portion  thereof  in  a  form  compre- 
hensible to  him,  except  that  the  agency  may  require  the  indi- 
vidual to  furnish  a  written  statement  authorizing  discussion  of 
that  individual's  record  in  the  accompanying  person's  presence; 
"(2)  permit  the  individual  to  request  amendment  of  a  record 
pertaining  to  him  and — 

"(A)  not  later  than  10  days  (excluding  Saturdays,  Sun- 
days, and  legal  public  holidays)  after  the  date  of  receipt  of 
such  request,  acknowledge  in  writing  such  receipt;  and 
"(B)   promptly,  either — 

"(i)  make  any  correction  of  any  portion  thereof 
which  the  individual  believes  is  not  accurate,  relevant, 
timely,  or  complete ;  or 

"(ii)  inform  the  individual  of  its  refusal  to  amend 
the  record  in  accordance  with  his  request,  the  reason 
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for  the  refusal,  the  procedures  established  by  t lie  agency 
for  tin*  individual  to  request  a  review  of  that  refusal  by 
the  head  of  the  agency  or  an  officer  designated  by  the 

head  of  the  agency,  and  the  name  and  business  address 
of  that  official ; 
a(3)  permit  the  individual  who  disagrees  with  the  refusal  of  the 
agency  to  amend  his  record  to  request  a  review  of  such  refusal. 
and  not  later  than  30  days  (excluding  Saturdays,  Sundays,  and 
legal  public  holidays)  from  the  date  on  which  the  individual 
requests  such  review,  complete  such  review  and  make  a  final 
determination  unless,  for  good  cause  shown,  the  head  of  the  agency 
extends  such  50-day  period  ;  and  if,  after  his  review,  the  reviewing 
official  also  refuses  to  amend  the  record  in  accordance  with  the 
request,  permit  the  individual  to  file  with  the  agency  a  concise 
statement  setting  forth  the  reasons  for  his  disagreement  with  the 
refusal  of  the  agency,  and  notify  the  individual  of  the  provisions 
for  judicial  review  of  the  reviewing  official's  determination  under 
subsection  (g)(1)(A)  of  this  section; 

"(4)  in  any  disclosure,  containing  information  about  which 
the  individual  has  filed  a  statement  of  disagreement,  occurring 
after  the  filing  of  the  statement  under  paragraph  (3)  of  this  sub- 
section, clearly  note  any  portion  of  the  record  which  is  disputed 
and  provide  copies  of  the  statement  and,  if  the  agency  deems  it 
appropriate,  copies  of  a  concise  statement  of  the  reasons  of  the 
agency  for  not  making  the  amendments  requested,  to  persons  or 
other  agencies  to  whom  the  disputed  record  has  been  disclosed : 
and 

"(5)  nothing  in  this  section  shall  allow  an  individual  acces-  to 
any  information  compiled  in  reasonable  anticipation  of  a  civil 
action  or  proceeding. 
"(e)   Agency    Requirements. — Each    agency    that    maintains    a 
system  of  records  shall — 

"(1)  maintain  in  its  records  only  such  information  about  an 
individual  as  is  relevant  and  necessary  to  accomplish  a  purpose  of 
the  agency  required  to  be  accomplished  by  statute  or  by  executive 
order  of  the  President ; 

"(2)  collect  information  to  the  greatest  extent  practicable 
directly  from  the  subject  individual  when  the  information  may 
result  in  adverse  determinations  about  an  individual's  rights,  bene- 
fits, and  privileges  under  Federal  programs: 

"(3)  inform  each  individual  whom  it  asks  to  supply  informa- 
tion, on  the  form  which  it  uses  to  collect  the  information  or  on  a 
separate  form  that  can  be  retained  by  the  individual — 

"(A)  the  authority  (whether  granted  by  statute,  or  by 
executive  order  of  the  President)  which  authorizes  the  solici- 
tation of  the  information  and  whether  disclosure  of  such 
information  is  mandatory  or  voluntary: 

"(R)  the  principal  purpose  or  purposes  for  which  the 
information  is  intended  to  be  used  ; 

"(C)  the  routine  uses  which  may  be  made  of  the  informa- 
tion, as  published  pursuant  to  paragraph  (4)  (J))  of  this 
subsection :  and 

"(D)   the  effects  on  him,  if  any.  of  not  providing  all  or 
any  part  of  the  requested  information  ; 
"(4)  subject  to  the  provisions  of  paragraph  (11)  of  this  sub- 
section, publish  in  the  Federal  Register  at  leas'  annually  a  notice 
of  the  existence  and  character  of  the  system  of  records,  which 
notice  shall  include — 

"(A)  the  name  and  location  of  the  system; 
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"(B)  the  categories  of  individuals  on  whom  records  are 
maintained  in  the  system ; 

"(C)  the  categories  of  records  maintained  in  the  system; 
"(D)  each  routine  use  of  the  records  contained  in  the  sys- 
tem, including  the  categories  of  users  and  the  purpose  of  such 
use; 

"(E)  the  policies  and  practices  of  the  agency  regarding 
storage,  retrievability,  access  controls,  retention,  and  disposal 
of  the  records ; 

"(F)  the  title  and  business  address  of  the  agency  official 
who  is  responsible  for  the  system  of  records ; 

"(G)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  if  the  system  of  records  contains  a  rec- 
ord pertaining  to  him ; 

"(H)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  how  he  can  gain  access  to  any  record 
pertaining  to  him  contained  in  the  system  of  records,  and  how 
he  can  contest  its  content ;  and 

"(I)   the  categories  of  sources  of  records  in  the  system; 
"(5)  maintain  all  records  which  are  used  by  the  agency  in  mak- 
ing any  determination  about  any  individual  with  such  accuracy, 
relevance,  timeliness,  and  completeness  as  is  reasonably  necessary 
to  assure  fairness  to  the  individual  in  the  determination ; 

"(6)  prior  to  disseminating  any  record  about  an  individual  to 
any  person  other  than  an  agency,  unless  the  dissemination  is 
made  pursuant  to  subsection  (b)  (2)  of  this  section,  make  reason- 
able efforts  to  assure  that  such  records  are  accurate,  complete, 
timely,  and  relevant  for  agency  purposes ; 

"(7)  maintain  no  record  describing  how  any  individual  exer- 
cises rights  guaranteed  by  the  First  Amendment  unless  expressly 
authorized  by  statute  or  by  the  individual  about  whom  the  record 
is  maintained  or  unless  pertinent  to  and  within  the  scope  of  an 
authorized  law  enforcement  activity ; 

"(8)  make  reasonable  efforts  to  serve  notice  on  an  individual 
when  any  record  on  such  individual  is  made  available  to  any  per- 
son under  compulsory  legal  process  when  such  process  becomes  a 
matter  of  public  record ; 

"(9)  establish  rules  of  conduct  for  persons  involved  in  the 
design,  development,  operation,  or  maintenance  of  any  system  of 
records,  or  in  maintaining  any  record,  and  instruct  each  such  per- 
son with  respect  to  such  rules  and  the  requirements  of  this  section, 
including  any  other  rules  and  procedures  adopted  pursuant  to  this 
section  and  the  penalties  for  noncompliance ; 

"(10)  establish  appropriate  administrative,  technical,  and 
physical  safeguards  to  insure  the  security  and  confidentiality  of 
records  and  to  protect  against  any  anticipated  threats  or  hazards 
to  their  security  or  integrity  which  could  result  in  substantial 
harm,  embarrassment,  inconvenience,  or  unfairness  to  any  individ- 
ual on  whom  information  is  maintained ;  and 

"(11)  at  least  30  days  prior  to  publication  of  information  under 
paragraph    (4)  (D)    of  this  subsection,  publish   in  the   Federal 
Register  notice  of  any  new  use  or  intended  use  of  the  information 
in  the  system,  and  provide  an  opportunity  for  interested  persons  to 
submit  written  data,  views,  or  arguments  to  the  agency. 
"(f)  Agexcy  Rtjlks. — In  order  to  carry  out  the  provisions  of  this 
section,  each  agency  that  maintains  a  system  of  records  shall  pro- 
mulgate rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  section  553  of  this  title,  which  shall — 

"(1)  establish  procedures  whereby  an  individual  can  be  notified 
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in  response  to  his  request  if  any  system  of  records  named  by  the 
Individual  contains  a  record  pertaining  to  him ; 

"(2)  define  reasonable  times,  places,  and  requirements  for  iden- 
tifying an  individual  who  requests  his  record  or  information 
pertaining  to  him  before  the  agency  shall  make  the  record  or 
information  available  to  the  individual; 

"(3)    establish    procedures   for  the  disclosure  to  an   individual 
upon  his  request  of  his  record  or  information  pertaining  to  him. 
including  special  procedure,  if  deemed  necessary,  for  the  disclo 
sure  to  an  individual  of  medical  records,  including  psychological 
records,  pertaining  to  him; 

"(4)  establish  procedures  for  reviewing  a  request  from  an 
individual  concerning  the  amendment  of  any  record  or  informa- 
tion pertaining  to  the  individual,  for  making  a  determination  on 
the  request,  for  an  appeal  within  the  agency  of  an  initial  adverse 
agency  determination,  and  for  whatever  additional  means  may  be 
necessary  for  each  individual  to  be  able  to  exercise  full}-  his  rights 
under  this  section  ;  and 

"(•">)  establish  fees  to  be  charged,  if  any,  to  any  individual  for 
making  copies  of  his  record,  excluding  the  cost  of  any  search  for 
and  review  of  the  record. 
The  Office  of  the  Federal  Register  shall  annually  compile  and  publish 
the  rules  promulgated  under  this  subsection  and  agency  notices  pub- 
lished under  subsection  (e)(4)  of  this  section  in  a  form  available  to 
the  public  at  low  cost. 

"  (g)  ( 1 )  Civil  Remedies. — Whenever  any  agency 

"(A)  makes  a  determination  under  subsection  (d)  (3)  of  this 
section  not  to  amend  an  individual's  record  in  accordance  with 
his  request,  or  fails  to  make  such  review  in  conformity  with  that 
subsection ; 

"(B)  refuses  to  comply  with  an  individual  request  under  sub- 
section (d)(1)  of  this  section; 

"(C)  fails  to  maintain  any  record  concerning  any  individual 
with  such  accuracy,  relevance,  timeliness,  and  completeness  as  is 
necessary  to  assure  fairness  in  any  determination  relating  to  the 
qualifications,  character,  rights,  or  opportunities  of,  or  benefits  to 
the  individual  that  may  be,  made  on  the  basis  of  such  record,  and 
consequently  a  determination  is  made  which  is  adverse  to  the 
individual ;  or 

"(I))  fails  to  comply  with  any  other  provision  of  this  section, 

or  any  rule  promulgated  thereunder,  in  such  a  way  as  to  have 

an  adverse  effect  on  an  individual, 

the  individual  may  bring  a  civil  action  against  the  agency,  and  the 

district  courts  of  the  United  States  shall  have  jurisdiction  in  the 

matters  under  the  provisions  of  this  subsection. 

"(2)  (A)  In  any  suit  brought  under  the  provisions  of  subsection 
(g)  (1 )  (A)  of  this  section,  the  court  may  order  the  agency  to  amend 
the  individual's  record  in  accordance  with  his  request  or  in  such  other 
way  as  the  court  may  direct.  In  such  a  case  the  court  shall  determine 
the  matter  de  novo. 

"(B)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in  any  case 
under  this  paragraph  in  which  the  complainant  has  substantially 
prevailed. 

"(3)  (A)  In  any  suit  brought  under  the  provisions  of  subsection 
(g)  (1)  (B)  of  this  section,  the  court  may  enjoin  the  agency  from  with- 
holding the  records  and  order  the  production  to  the  complainant  of  any 
agency  records  improperly  withheld  from  him.  In  such  a  case  the  court 
shall  determine  the  matter  de  novo,  and  may  examine  the  contents  of 
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any  agency  records  in  camera  to  determine  whether  the  records  or  any 
portion  thereof  may  be  withheld  under  any  of  the  exemptions  set  forth 
in  subsection  (k)  of  this  section,  and  the  burden  is  on  the  agency  to 
sustain  its  action. 

"(B)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in  any  case 
under  this  paragraph  in  which  the  complainant  has  substantially 
prevailed. 

"(4)    In   any   suit   brought   under   the   provisions   of   subsection    Damages. 
(g)  (!)  (C)  or  (D)  of  this  section  in  which  the  court  determines  that 
the  agency  acted  in  a  manner  which  was  intentional  or  willful,  the 
United  States  shall  be  liable  to  the  individual  in  an  amount  equal  to 
the  sum  of — 

"(A)  actual  damages  sustained  by  the  individual  as  a  result  of 
the  refusal  or  failure,  but  in  no  case  shall  a  person  entitled  to 
recovery  receive  less  than  the  sum  of  $1,000 ;  and 

"(B)  the  costs  of  the  action  together  with  reasonable  attorney 
fees  as  determined  by  the  court. 

"(5)  An  action  to  enforce  any  liability  created  under  this  section 
may  be  brought  in  the  district  court  of  the  United  States  in  the  district 
in  which  the  complainant  resides,  or  has  his  principal  place  of  business, 
or  in  which  the  agency  records  are  situated,  or  in  the  District  of  Colum- 
bia, without  regard  to  the  amount  in  controversy,  within  two  years 
from  the  date  on  which  the  cause  of  action  arises,  except  that  where 
an  agency  has  materially  and  willfully  misrepresented  any  informa- 
tion required  under  this  section  to  be  disclosed  to  an  individual  and 
the  information  so  misrepresented  is  material  to  establishment  of 
the  liability  of  the  agency  to  the  individual  under  this  section,  the 
action  may  be  brought  at  any  time  within  two  years  after  discovery  by 
the  individual  of  the  misrepresentation.  Nothing  in  this  section  shall 
be  construed  to  authorize  any  civil  action  by  reason  of  any  injury  sus- 
tained as  the  result  of  a  disclosure  of  a  record  prior  to  the  effective  date 
of  this  section. 

"(h)  Rights  of  Legal  Guardians. — For  the  purposes  of  this  section, 
the  parent  of  any  minor,  or  the  legal  guardian  of  any  individual  who 
has  been  declared  to  be  incompetent  due  to  physical  or  mental  inca- 
pacity or  age  by  a  court  of  competent  jurisdiction,  may  act  on  behalf 
of  the  individual. 

"(i)(l)  Criminal  Penalties. — Any  officer  or  employee  of  an 
agency,  who  by  virtue  of  his  employment  or  official  position,  has  pos- 
session of,  or  access  to,  agency  records  which  contain  individually 
identifiable  information  the  disclosure  of  which  is  prohibited  by  this 
section  or  by  rules  or  regulations  established  thereunder,  anof  who 
knowing  that  disclosure  of  the  specific  material  is  so  prohibited,  will- 
fully discloses  the  material  in  any  manner  to  any  person  or  agency  not 
entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and  fined  not 
more  than  $5,000. 

"  (2)  Any  officer  or  employee  of  any  agency  who  willfully  maintains 
a  system  of  records  without  meeting  the  notice  requirements  of  sub- 
section (e)  (4)  of  this  section  shall  be  guilty  of  a  misdemeanor  and  fined 
not  more  than  $5,000. 

"(3)  Any  person  who  knowingly  and  willfully  requests  or  obtains 
any  record  concerning  an  individual  from  an  agency  under  false  pre- 
tenses shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than  $5,000. 

"  ( j )  General  Exemptions. — The  head  of  any  agency  may  promul- 
gate rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  sections  553  (b)(1),  (2),  and  (3),  (c),and  (e)  of  this  title,    5  use  553, 
to  exempt  any  system  of  records  within  the  agency  from  any  part  of 
this  section  except  subsections  (b),  (c)  (1)  and  (2),  (e)  (4)  (A)  through 
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"ii)  maintained  by  the  Central  Intelligence  Agency;  or 

"(2)    maintained    by   an    agenc\    or  component    thereof   which 

performs  as  its  principal  function  any  activity  pertaining  to  the 
enforcement  of  criminal  laws,  including  police  efforts  to  prevent, 

Control,  or  reduce  crime  or-  to  apprehend  criminals,  and  the  activ- 
ities of  prosecutors,  courts,  correctional,  probation,  pardon,  or 
parole  authorities,  and  which  consists  of  (A)  information  com- 
piled for  the  pui-pose  of  identifying  individual  criminal  offenders 
and  alleged  offenders  and  consisting  only  of  identifying  data 
and  notations  of  arrests,  the  nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  release,  and  parole  and  proba- 
tion status;  (H)  information  compiled  for  the  purpose  of  a 
criminal  investigation,  including  reports  of  informants  and 
investigators,  and  associated  with  an  identifiable  individual;  or 
((')  reports  identifiable  to  an  individual  compiled  at  any  stage 
of  the  process  of  enforcement  of  the  criminal  laws  from  arrest 
or  indictment  through  release  from  supervision. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall 
553.  include  in  the  statement  required  under  section  553(c)   of  this  title, 

the  reasons  why  the  system  of  records  is  to  be  exempted  from  a  pro- 
vision of  this  section. 

"(k)  Specific  Exemptions. — The  head  of  any  agency  may  pro- 
mulgate rides,  in  accordance  with  the  requirements  (including  general 
notice)  of  sections  558(b)  (1),  (2),  and  (3),  (c),  and  (e)  of  this  title, 
to  exempt  any  system  of  records  within  the  agency  from  subsections 
(c)(3),  (d). "(e)(1).  (e)(4)  (G),  (H),  and  (I)  and  (f)  of  this  sec- 
tion if  the  system  of  records  is — 
5  use  552.  "(l)  subject  to  the  provisions  of  section  552  (b)(1)  of  this  title; 

"(2)  investigatory  material  compiled  for  law  enforcement  pur- 
poses, other  than  material  within  the  scope  of  subsection  (j)(2) 
of  this  section:  Provided,  however,  That  if  any  individual  is 
denied  any  right,  privilege,  or  benefit  that  he  would  otherwise 
be  entitled  by  Federal  law,  or  for  which  he  would  otherwise  l>e 
eligible,  as  a  result  of  the  maintenance  of  such  material,  such 
material  shall  be  provided  to  such  individual,  except  to  the  extent 
that  the  disclosure  of  such  material  would  reveal  the  identify  of 
a  source  who  furnished  information  to  the  Government  under-  an 
express  promise  that  the  identity  of  the  source  would  be  held  in 
confidence,  or,  prior  to  the  effective  date  of  this  section,  under 
an  implied  promise  that  the  identity  of  the  source  would  be  held 
in  confidence; 

"(3)    maintained  in  connection  with  providing  protective  serv- 
ices to  the  President  of  the  United  States  or  other  individuals 
18  use  3056.  pursuant  to  section  3056  of  title  18; 

"(4)  required  by  statute  to  be  maintained  and  used  solely  as 
statistical  records; 

"(5)  investigatory  material  compiled  solely  for  the  purpose  of 
determining  suitability,  eligibility,  or  qualifications  for  Federal 
civilian  employment,  military  service,  Federal  contracts,  or 
access  to  classified  information,  but  only  to  the  extent  that  the 
disclosure  of  such  material  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express 
promise  that  the  identity  of  the  source  wTould  be  held  in  confi- 
dence, or,  prior  to  the  effective  date  of  this  section,  under  an 
implied  promise  that  the  identity  of  the  source  would  l>e  held  in 
confidence ; 

"(6)  testing  or  exam irrat ion  material  used  solely  to  determine 
individual  qualifications  for  appointment  or  promotion  in  the 
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Federal  service  the  disclosure  of  which  would  compromise  the 
objectivity  or  fairness  of  the  testing  or  examination  process;  or 
"(7)  evaluation  material  used  to  determine  potential  for  pro- 
motion in  the  armed  services,  but  only  to  the  extent  that  the 
disclosure  of  such  material  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express 
promise  that  the  identity  of  the  source  would  be  held  in  confi- 
dence, or,  prior  to  the  effective  date  of  this  section,  under  an 
implied  promise  that  the  identity  of  the  source  would  be  held  in 
confidence. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall 
include  in  the  statement  required  under  section  553  (c)  of  this  title, 
the  reasons  why  the  system  of  records  is  to  l>e  exempted  from  a  pro- 
vision of  this  section. 

"(1)  (1)  Archival  Records. — Each  agency  record  which  is  accepted 
by  the  Administrator  of  General  Services  for  storage,  processing,  and 
servicing  in  accordance  with  section  3103  of  title  44  shall,  for  the  pur- 
poses of  this  section,  be  considered  to  be  maintained  by  the  agency 
which  deposited  the  record  and  shall  be  subject  to  the  provisions  of 
this  section.  The  Administrator  of  General  Services  shall  not  disclose 
the  record  except  to  the  agency  which  maintains  the  record,  or  under 
rules  established  by  that  agency  which  are  not  inconsistent  with  the 
provisions  of  this  section. 

"(2)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  was  transferred  to  the  National  Archives  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value  to  warrant 
its  continued  preservation  by  the  United  States  Government,  prior  to 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section, 
be  considered  to  l>e  maintained  by  the  National  Archives  and  shall 
not  be  subject  to  the  provisions  of  this  section,  except  that  a  statement 
generally  describing  such  records  (modeled  after  the  requirements 
relating  to  records  subject  to  subsections  (e)  (4)  (A)  through  (G)  of 
this  section)  shall  be  published  in  the  Federal  Register. 

"(3)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  is  transferred  to  the  National  Archives  of  the  United  States  as 
a  record  which  has  sufficient  historical  or  other  value  to  warrant  its 
continued  preservation  by  the  United  States  Government,  on  or  after 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section, 
be  considered  to  be  maintained  by  the  National  Archives  and  shall  be 
exempt  from  the  requirements  of  this  section  except  subsections  (e)  (4) 
(A)  through  (G)  and  (e)  (9)  of  this  section. 

"(m)  Government  Contractors. — When  an  agency  provides  by  a 
contract  for  the  operation  by  or  on  behalf  of  the  agency  of  a  system 
of  records  to  accomplish  an  agency  function,  the  agency  shall,  con- 
sistent with  its  authority,  cause  the  requirements  of  this  section  to  be 
applied  to  such  system.  For  purposes  of  subsection  (i)  of  this  section 
any  such  contractor  and  any  employee  of  such-  contractor,  if  such 
contract  is  agreed  to  on  or  after  the  elective  date  of  this  section,  shall 
be  considered  to  be  an  employee  of  an  agency. 

"(n)  Mailing  Lists. — An  individual's  name  and  address  may  not 
be  sold  or  rented  by  an  agency  unless  such  action  is  specifically  author- 
ized by  law.  This  provision  shall  not  be  construed  to  require  the 
withholding  of  names  and  addresses  otherwise  permitted  to  be  made 
public. 

"(o)  Report  on  New  Systems. — Each  agency  shall  provide  adequate 
advance  notice  to  Congress  and  the  Office  of  Management  and  Budget 
of  any  proposal  to  establish  or  alter  any  system  of  records  in  order 
to  permit  an  evaluation  of  the  probable  or  potential  effect  of  such 
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proposal  on  the  privacy  and  other  personal  or  property  rights  of 
individuals  or  the  disclosure  of  information  relating  to  Bucn  indi- 
viduals, and  its  effect  on  the  preservation  of  the  constitutional 
principles  of  federalism  and  separation  of  powers. 

u(p)  Anmai,  REPORT. — The  President  shall  submit  to  the  Speaker 
of  the  House  and  the  President  of  the  Senate,  by  June  30  of  each 
calendar  year,  a  consolidated  report,  separately  listing  for  each  Fed- 
eral agency  the  number  of  records  contained  in  any  system  of  records 
which  were  exempted  from  the  application  of  this  section  under  the 
provisions  of  subsections  (j)  and  (k)  of  this  section  during  the  pre- 
ceding calendar  year,  and  the  reasons  for  the  exemptions,  and  such 
other  information  as  indicates  efforts  to  administer  fully  this  section. 

(q)  Effect  of  Otheb  Laws. — No  agency  shall  rely  on  any  exemp- 
tion contained  in  section  552  of  this  title  to  withhold  from  an  indi- 
vidual any  record  which  is  otherwise  accessible  to  such  individual 
under  the  provisions  of  this  section.". 

Skc.   1.  The  chapter  analysis  of  chapter  5  of  title  5,  United  States 
Code,  is  amended  by  inserting: 
"552a.  Records  about  individuals." 
immediately  below : 
"552.  Public  information  ;  agency  rules,  opinions,  orders,  and  proceedings.". 

Sec.  5.  (a)(1)  There  is  established  a  Privacy  Protection  Study 
Commission  (hereinafter  referred  to  as  the  "Commission")  which 
shall  be  composed  of  seven  members  as  follows : 

(A)  three  appointed  by  the  President  of  the  United  States, 

(B)  two  appointed  by  the  President  of  the  Senate,  and 

(C)  two  appointed  by  the  Speaker  of  the  House  of  Representa- 
tives. 

Members  of  the  Commission  shall  be  chosen  from  among  persons  who, 
by  reason  of  their  knowledge  and  expertise  in  any  of  the  following 
areas — civil  rights  and  liberties,  law,  social  sciences,  computer  tech- 
nology, business,  records  management,  and  State  and  local  govern- 
ment— are  well  qualified  for  service  on  the  Commission. 

(2)  The  members  of  the  Commission  shall  elect  a  Chairman  from 
among  themselves. 

(3)  Any  vacancy  in  the  membership  of  the  Commission,  as  long  as 
there  are  four  members  in  office,  shall  not  impair  the  power  of  the 
Commission  but  shall  be  filled  in  the  same  manner  in  which  the  original 
appointment  was  made. 

(4)  A  quorum  of  the  Commission  shall  consist  of  a  majority  of 
the  meml)ers,  except  that  the  Commission  may  establish  a  lower  num- 
ber as  a  quorum  for  the  purpose  of  taking  testimony.  The  Com- 
mission is  authorized  to  establish  such  committees  and  delegate  such 
authority  to  them  as  may  be  necessary  to  carry  out  its  functions. 
Each  member  of  the  Commission,  including  the  Chairman,  shall  have 
equal  responsibility  and  authority  in  all  decisions  and  actions  of  the 
Commission,  shall  have  full  access  to  all  information  necessary  to  the 
performance  of  their  functions,  and  shall  have  one  vote.  Action  of 
the  Commission  shall  be  determined  by  a  majority  vote  of  the  mem- 
bers present.  The  Chairman  (or  a  member  desiomatcd  by  the  Chair- 
man to  be  acting  Chairman)  shall  lie  the  official  spokesman  of  the 
Commission  in  its  relations  with  the  Congress,  Government  agencies, 
other  persons,  and  the  public,  and,  on  behalf  of  the  Commission,  shall 
see  to  the  faithful  execution  of  the  administrative  policies  and  deci- 
sions of  the  Commission,  and  shall  report  thereon  to  the  Commission 
from  time  to  time  or  as  the  Commission  may  direct. 
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(5)    (A)   Whenever  the  Commission  submits  any  budget  estimate    Budget 
or  request  to  the  President  or  the  Office  of  Management  and  Budget,    requests, 
it  shall  concurrently  transmit  a  copy  of  that  request  to  Congress. 

(B)  Whenever  the  Commission  submits  any  legislative  recommen- 
dations, or  testimony,  or  comments  on  legislation  to  the  President  or 
Office  of  Management  and  Budget,  it  shall  concurrently  transmit  a  copy 
thereof  to  the  Congress.  No  officer  or  agency  of  the  United  States 
shall  have  any  authority  to  require  the  Commission  to  submit  its 
legislative  recommendations,  or  testimony,  or  comments  on  legisla- 
tion, to  any  officer  or  agency  of  the  United  States  for  approval,  com- 
ments, or  review,  prior  to  the  submission  of  such  recommendations, 
testimony,  or  comments  to  the  Congress. 

(b)  The  Commission  shall — 

(1)  make  a  study  of  the  data  banks,  automated  data  process-    study. 
ing    programs,    and    information    systems    of    governmental, 
regional,  and  private  organizations,  in  order  to  determine  the 
standards  and  procedures  in  force  for  the  protection  of  personal 
information;  and 

(2)  recommend  to  the  President  and  the  Congress  the  extent, 
if  any,  to  which  the  requirements  and  principles  of  section  552a 

of  title  5,  United  States  Code,  should  be/applied  to  the  informa-    Ante,  p.  1897, 

tion  practices  of  those  organizations  by  legislation,  administrative 

action,  or  voluntary  adoption  of  such  requirements  and  principles, 

and  report  on  such  other  legislative  recommendations  as  it  may 

determine  to  be  necessary  to  protect  the  privacy  of  individuals 

while  meeting  the  legitimate  needs  of  government  and  society  for 

information. 

(c)  (1)  In  the  course  of  conducting  the  study  required  under  sub- 
section (b)   (1)  of  this  section,  and  in  its  reports  thereon,  the  Com- 

'mission  may  research,  examine,  and  analyze — 

(A)  interstate  transfer  of  information  about  individuals  that 
is  undertaken  through  manual  files  or  by  computer  or  other  elec- 
tronic or  telecommunications  means; 

(B)  data  banks  and  information  programs  and  systems  the 
operation  of  which  significantly  or  substantially  affect  the  enjoy- 
ment of  the  privacy  and  other  personal  and  property  rights  of 
individuals; 

(C)  the  use  of  social  security  numbers,  license  plate  numbers, 
universal  identifiers,  and  other  symbols  to  identify  individuals 
in  data  banks  and  to  gain  access  to,  integrate,  or  centralize 
information  systems  and  files;  and 

(D)  the  matching  and  analysis  of  statistical  data,  such  as 
Federal  census  data,  with  other  sources  of  personal  data,  such  as 
automobile  registries  and  telephone  directories,  in  order  to 
reconstruct  individual  responses  to  statistical  questionnaires  for 
commercial  or  other  purposes,  in  a  way  which  results  in  a 
violation  of  the  implied  or  explicitly  recognized  confidentiality 
of  such  information. 

(2)  (A)  The  Commission  may  include  in  its  examination  personal 
information  activities  in  the  following  areas:  medical;  insurance: 
education;  employment  and  personnel;  credit,  banking  and  financial 
institutions;  credit  bureaus;  the  commercial  reporting  industry;  cable 
television  and  other  telecommunications  media;  travel,  hotel  and 
entertainment  reservations;  and  electronic  check  processing. 

(B)  The  Commission  shall  include  in  its  examination  a  study  of — 

(i)  whether  a  person  engaged  in  interstate  commerce   who 

maintains  ^  a    mailing    list    should    be    required   to    remove    an 

individual's  name  and  address  from  such  list  upon  request  of 

that  individual; 
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(ii)  whether  the  Internal  Revenue  Service  should  be  pro- 
hibited from  transfering  individually  ^identifiable  data  to  other 
agencies  and  to  agencies  of  State  governments; 

(iii)  whether  the  Federal  Government  should  be  liable  for 
general  damages  incurred  by  an  individual  as  the  result  of  ■  will- 
ful or  intentional  violation  of  the  provisions  of  section-  552a  I  Lr ) 
(1)  (C)  or  (I))  of  title  5,  United  States  Code;  and 

(iv)    whether  and   how   the   standards    for   security    and   con- 
fidentiality of  records  required  under  section  552a   (e)    (10)   of 
such   title   should  be  applied   when   a   record   is  disclosed  to  a 
person  other  than  an  agency. 
(C)  The  Commission  may  study  such  other  personal  information 
activities  necessary  to  carry  out  the  congressional  policy  embodied  in 
this  Act,  except  that  the  Commission  shall  not  investigate  information 
systems  maintained  by  religious  organizations. 

(3)    In  conducting  such  study,  the  Commission  shall — 

(A)  determine  what  laws,  Executive  orders,  regulations, 
directives,  and  judicial  decisions  govern  the  activities  under  study 
and  the  extent  to  which  they  are  consistent  with  the  rights  of 
privacy,  due  process  of  law,  and  other  guarantees  in  the 
Constitution ; 

(B)  determine  to  what  extent  governmental  and  private 
information  systems  affect  Federal-State  relations  or  the 
principle  of  separation  of  powers; 

(C)  examine  the  standards  and  criteria  governing  programs, 
policies,  and  practices  relating  to  the  collection,  soliciting, 
processing,  use,  access,  integration,  dissemination,  and  transmis- 
sion of  personal  information  ;  and 

(D)  to  the  maximum  extent  practicable,  collect  and  utilize 
findings,  reports,  studies,  hearing  transcripts,  and  recommenda- 
tions of  governmental,  legislative  and  private  bodies,  institutions, 
organizations,  and  individuals  which  pertain  to  the  problems 
under  study  by  the  Commission. 

(d)  In  addition  to  its  other  functions  the  Commission  may — 

(1)  request  assistance  of  the  heads  of  appropriate  departments, 
agencies,  and  instrumentalities  of  the  Federal  Government,  of 
State  and  local  governments,  and  other  persons  in  carrying  out 
its  functions  under  this  Act ; 

(2)  upon  request,  assist  Federal  agencies  in  complying  with  the 
requirements  of  section  552a  of  title  5,  United  States  Code; 

(3)  determine  what  specific  categories  of  information,  the  col- 
lection of  which  would  violate  an  individual's  right  of  privacy, 
should  be  prohibited  by  statute  from  collection  by  Federal  agen- 
cies; and 

(4)  upon  request,  prepare  model  legislation  for  use  by  State 
and  local  governments  in  establishing  procedures  for  handling, 
maintaining,  and  disseminating  personal  information  at  the  State 
and  local  level  and  provide  such  technical  assistance  to  State  and 
local  governments  as  they  may  require  in  the  preparation  and 
implementation  of  such  legislation. 

(e)  (1)  The  Commission  may,  in  carrying  out  its  functions  under 
this  section,  conduct  such  inspections,  si.'  and  act  at  such  times  and 
places,  hold  such  hearings,  take  such  testimony,  require  by  subpena 
the  attendance  of  such  witnesses  and  the  production  of  such  books, 
records,  papers,  correspondence,  and  documents,  administer  such 
oaths,  have  such  printing  and  binding  done,  and  make  such  expendi- 
tures as  the  Commission  deems  advisable.  A  subpena  shall  be  issued 
only  upon  an  affirmative  vote  of  a  majority  of  all  members  of  the  Com- 
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mission.  Subpenas  shall  be  issued  under  the  signature  of  the  Chair- 
man or  any  member  of  the  Commission  designated  by  the  Chairman 
and  shall  be  served  by  any  person  designated  by  the  Chairman  or  any 
such  member.  Any  member  of  the  Commission  may  administer  oaths 
or  affirmations  to  witnesses  appearing  before  the  Commission. 

(2)  (A)  Each  department,  agency,  and  instrumentality  of  the  execu- 
tive branch  of  the  Government  is  authorized  to  furnish  to  the  Com- 
mission, upon  request  made  by  the  Chairman,  such  information,  data, 
reports  and  such  other  assistance  as  the  Commission  deems  necessary 
to  carry  out  its  functions  under  this  section.  Whenever  the  head  of 
any  such  department,  agency,  or  instrumentality  submits  a  report 
pursuant  to  section  552a  (o)  of  title  5,  United  States  Code,  a  copy 
of  such  report  shall  be  transmitted  to  the  Commission. 

(B)  In  carrying  out  its  functions  and  exercising  its  powers  under 
this  section,  the  Commission  may  accept  from  any  such  department, 
agency,  independent  instrumentality,  or  other  person  any  individu- 
ally indentifiable  data  if  such  data  is  necessary  to  carry  out  such  powers 
and  functions.  In  any  case  in  which  the  Commission  accepts  any 
such  information,  it  shall  assure  that  the  information  is  used  only 
for  the  purpose  for  which  it  is  provided,  and  upon  completion  of  that 
purpose  such  information  shall  be  destroyed  or  returned  to  such  de- 
partment, agency,  independent  instrumentality,  or  person  from  which 
it  is  obtained,  as  appropriate. 

(3)  The  Commission  shall  have  the  power  to 

(A). appoint  and  fix  the  compensation  of  an  executive  director, 
and  such  additional  staff  personnel  as  may  be  necessary,  without 
regard  to  the  provisions  of  title  5,  United  States  Code,  govern- 
ing appointments  in  the  competitive  service,  and  without  regard 
to  chapter  51  and  subchapter  III  of  chapter  53  of  such  title  re- 
lating to  classification  and  General  Schedule  pay  rates,  but  at  rates 
not  in  excess  of  the  maximum  rate  for  GS-18  of  the  General 
Schedule  under  section  5332  of  such  title ;  and 

(B)  procure  temporary  and  intermittent  services  to  the  same 
extent  as  is  authorized  by  section  3109  of  title  5,  United  States 
Code. 
The  Commission  may  delegate  any  of  its  functions  to  such  personnel 
of  the  Commission  as  the  Commission  may  designate  and  may 
authorize  such  successive  redelegations  of  such  functions  as  it  may 
deem  desirable. 

(4)  The  Commission  is  authorized — 

(A)  to  adopt,  amend,  and  repeal  rules  and  regulations  govern- 
ing the  manner  of  its  operations,  organization,  and  personnel ; 

(B)  to  enter  into  contracts  or  other  arrangements  or  modifica- 
tions thereof,  with  any  government,  any  department,  agency,  or 
independent  instrumentality  of  the  United  States,  or  with  any 
person,  firm,  association,  or  corporation,  and  such  contracts  or 
other  arrangements,  or  modifications  thereof,  may  be  entered  into 
without  legal  consideration,  without  performance  or  other  bonds, 
and  without  regard  to  section  3709  of  the  Revised  Statutes,  as 
amended  (41  U.S.C.  5); 

(C)  to  make  advance,  progress,  and  other  payments  which  the 
Commission  deems  necessary  under  this  Act  without  regard  to 
the  provisions  of  section  3648  of  the  Revised  Statutes,  as  amended 
(31  U.S.C.  529);  and 

(D)  to  take  such  other  action  as  may  be  necessary  to  carry  out 
its  functions  under  this  section. 


Reports, 
transmittal 
xo   Commission, 
Ante,    p.    1897, 


5   USC   5101, 
5331. 


5  USC   5332 
note. 
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Report  to 
President 
and  Congress, 


Fenalties, 


552a 

note. 

Ante, 

p.  1897 

5  USC 

552a 

note. 

(f)(1)  Bach  |  thr]  member  of  the  Commission  who  is  an  officer  or 
employee  of  the  tJnited  States  shall  serve  without  additional  compen- 
sation, but  shall  continue  to  receive  the  salary  of  his  regular  position 
when  engaged  in  the  performance  of  the  duties  vested  in  the  Com- 
mission. 

(2)  A  member  of  the  Commission  other  than  one  to  whom  paragraph 
(  1  |  applies  shall  receive  per  diem  at  the  maximum  daily  rate  for 
GS  18  of  the  Genera]  Schedule  when  engaged  in  the  actual  per- 
formance of  the  duties  vested  in  the  Commission. 

(3)  All  members  of  the  Commission  shall  be  reimbursed  for  travel, 
subsistence,  and  other  necessary  expenses  incurred  by  them  in  the  per- 
formance of  the  duties  vested  in  the  (  ommission. 

(g)  The  Commission  shall,  from  time  to  time,  and  in  an  annual 
report,  report  to  the  President  and  the  Congress  on  its  activities  in 
carrying  out  the  provisions  of  this  section.  The  ('ommission  shall  make 
a  final  report  to  the  President  and  to  the  Congress  on  its  findings 

pursuant  to  the  study  required  to  be  made  under  subsection  (h)(1) 
of  this  section  not  later  than  two  years  from  the  date  on  which  all  of 
the  members  of  the  ("ommission  are  appointed.  The  Commission  shall 
cease  to  exist  thirty  days  after  the  date  on  which  its  final  report  is 
submitted  to  the  President  and  the  ( Congress. 

(h)(1)  Any  member,  officer,  or  employee  of  the  Commission,  who 
by  virtue  of  his  employment  or  official  position,  has  possession  of,  or 
access  to.  agency  records  which  contain  individually  identifiable  infor- 
mation the  disclosure  of  which  is  prohibited  by  this  section,  and  who 
knowing  that  disclosure  of  the  specific  material  is  so  prohibited,  will- 
fully discloses  the  material  in  any  manner  to  any  person  or  agency 
not  entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and  lined 
not  more  than  $5, (MM). 

C2)  Any  person  who  knowingly  and  willfully  requests  or  obtains 
any  record  concerning  an  individual  from  the  Commission  under  false 
pretenses  shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than 
$5,000. 

Sec.  <).  The  Office  of  Management  and  Budget  shall — 

(1)  develop  guidelines  and  regulations  for  the  use  of  agencies 
in  implementing  the  provisions  of  section  552a  of  title  5,  United 
States  Code,  as  added  by  section  3  of  this  Act ;  and 

(2)  provide  continuing  assistance  to  and  oversight  of  the  im- 
plementation of  the  provisions  of  such  section  by  agencies. 

Sec.  7.  (a)  (1)  It  shall  be  unlawful  for  any  Federal,  State  or  local 
government  agency  to  deny  to  any  individual  any  right,  benefit,  or 
privilege  provided  by  law  because  of  such  individual's  refusal  to  dis- 
close his  social  security  account  number. 

(2)  the  provisions  cf  paragraph  (1)  of  this  subsection  shall  not 
apply  with  respect  to — 

(A)  any  disclosure  which  is  required  by  Federal  statute,  or 

(B)  the  disclosure  of  a  social  security  number  to  any  Federal, 
State,  or  local  agency  maintaining  a  system  of  records  in  existence 
and  operating  before  January  1,  1975,  if  such  disclosure  was 
required  under  statute  or  regulation  adopted  prior  to  such  date  to 
verify  the  identity  of  an  individual. 

(b)  Any  Federal.  State,  or  local  government  agency  which  requests 
an  individual  to  disclose  his  social  security  account  number  shall 
inform  that  individual  whether  that  disclosure  is  mandatory  or  volun- 
tary, by  what  statutory  or  other  authority  such  number  is  solicited, 
and  what  uses  will  be  made  of  it. 
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Sec.  8.  The  provisions  of  this  Act  shall  be  effective  on  and  after  the  Effective  date 

date  of  enactment,  except  that  the  amendments  made  by  sections  3  and  5   :sc  552a 

4  shall  become  effective  270  days  following  the  day  on  which  this  Act  not«« 
is  enacted. 

Sec.  9.  There  is  authorized  to  be  appropriated  to  carry  out  th«  pro-  Appropriation, 

visions  of  section  5  of  this  Act  for  fiscal  years  1975, 1376,  a»d  1977  the  5  use  »2» 

sum  of  $1,500,000,  except  that  not  more  than  $750,000  may  be  expended  no*'e  • 
during  any  such  fiscal  year. 

Approved  December  31,  1974. 


LEGISLATIVE   HISTORY: 

HOUSE  REPORT  No.   93-1416  accompanying  H.R.    16373   (Comm.    on  Government 

Operations) . 
SENATE  REPORT   No.   93-1183   (Comm.    on  Government   Operations). 
CONGRESSIONAL  RECORD,    Vol.    120   (1974): 

Nov.   21,    considered  and  passed  Senate. 

Dec.   11,    considered  and  passed  House,    amended,    in  lieu  of 
H.R.   16373. 

Dec.   17,    Senate  concurred  in  House  amendment  with  amendments. 

Dec.    18,    House   concurred  in  Senate  amendments. 
WEEKLY  COMPILATION  OF  PRESIDENTIAL  DOCUMENTS,    Vol,   11,   No.    1: 
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PART  2-ADDITIONAL  PRIVACY  LEGISLATION 

Calendar  No.  701 

S.  1688 

[Report  No.  93-724] 


Mo  CONGRESS 
2d  SESSION 


IN  THE  SENATE  OF  THE  UNITED  STATES 

Mat  2,  L973 

Mr.  Ervin  (for  himself.  Mr.  Abourezk,  Mr.  Bakkk.  Mr.  Bath,  Mr.  Beall, 
Mr.  Bennett,  Mr.  Bible,  Mr.  Brooke,  Mr.  Burdick,  Mr.  Harry  F. 
Byrd,  Jr..  Mr.  Church,  Mr.  Fannin,  Mr.  Fono,  Mr.  Goldwater,  Mr. 
(travel,  Mr.  Gurnet,  Mr.  Hansen,  Mr.  Haskell,  Mr.  Hatfield,  Mr. 
Hathaway,  Mr.  Hrusbla,  Mr.  Humphrey,  Mr.  Inouye,  Mr.  Mansfield, 
Mr.  McGee,  Mr.  MoGovern,  Mr.  Metcalp,  Mr.  Mondale,  Mr.  Moss, 
Mr.  Mi  skik.  Mr.  Nelson,  Mr.  Packwood,  Mr.  Pell,  Mr.  Percy,  Mr. 
Randolph,  Mr.  Soott  of  Pennsylvania.  Mr.  Stafford,  Mr.  Taft,  Mr. 
Thurmond,  Mr.  Tunney,  and  Mr.  Williams)  introduced  the  following 
bill ;  which  was  read  twice  and  referred  to  the  Committee  on  the  Judiciary 

March  4,1974 
Reported  by  Mr.  Ervin,  without  amendment 


A  BILL 

To  protect  the  civilian  employees  of  the  executive  branch  of  the 
United  States  Government  in  the  enjoyment  of  their  con- 
stitutional rights  and  to  prevent  unwarranted  governmental 
invasions  of  their  privacy. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  Section  1.  It  shall  be  unlawful  for  any  officer  of  any 

4  executive  department  or  any  executive  agency  of  the  United 

5  States  Government,  or  for  any  person  acting  or  purporting 

6  to  act  under  his  authority,  to  do  any  of  the  following  things : 

II— O 
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1  (a)   To  require  or  request,  or  to  attempt  to  require  or 

2  request,  any  civilian  employee  of  the  United  States  serving 

3  in  the  department  or  agency,  or  any  person  seeking  employ- 

4  ment  in  the  executive  branch  of  the  United  States  Govern- 

5  ment,  to  disclose  his  race,  religion,  or  national  origin,  or 

6  the  race,   religion,   or  national   origin   of  any   of  his  fore- 
?    bears:  Provided,  however.  That  nothing  contained  in  this 

8  subsection  shall  be  construed  to  prohibit  inquiry  concerning 

9  the  citizenship  of  any  such  employee  or  person  if  his  citizcn- 
10  ship  is  a  statutory  condition  of  his  obtaining  or  retaining  his 
H  employment:  Provided  further,  That  nothing  contained  in 
-^  this  subsection  shall  be  construed  to  prohibit  inquiry  concern- 
13     ing  the  national  origin  or  citizenship  of  any  such  employee  or 

person  or  of  his  forebears,  when  such  inquiry  is  deemed 
necessary  or  advisable  to  determine  suitability  for  assignment 
to  activities  or  undertakings  related  to  the  national  security 

within  the  United  States  or  to  activities  or  undertakings  of 

18 

any  nature  outside  the  United  States. 

(b)   To  state  or  intimate,  or  to  attempt  to  state  or  inti- 

20 

mate,  to  any  civilian  employee  of  the  United  States  serving 

21 

in  the  department  or  agency  that  any  notice  will  be  taken  of 

22 

his  attendance  or  lack  of  attendance  at  any  assemblage,  dis- 

23 

cussion,  or  lecture  held  or  called  by  any  officer  of  the  execu- 

24 

tive  branch  of  the  United  States  Government,  or  by  any  per- 

25 

son  acting  or  purporting  to  act  under  his  authority,  or  by  any 
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1  outside   parties   or   organizations   to   advise,   instruct,   or   in- 

2  doctrinate  any  civilian  employee  of  the  United  States  serving 

3  in  the  department  or  agency  in  respect  to  any  matter  or 

4  subject  other  than  the  performance  of  official  duties  to  which 

5  he  is  or  may  be  assigned  in  the  department  or  agency,  or 

6  the   development   of   skills,   knowledge,    or   abilities   which 
?    qualify  him  for  the  performance  of  such  duties:  Provided, 

8  however,  That  nothing  contained  in  this  subsection  shall  be 

9  construed  to  prohibit  taking  notice  of  the  participation  of  a 
10  civilian  employee  in  the  activities  of  any  professional  group 
H    or  association. 

12  (c)   To  require  or  request,  or  to  attempt  to  require  or 

*3  request,  any  civilian  employee  of  the  United  States  serving 
in  the  department  or  agency  to  participate  in  any  way  in 
any  activities  or  undertakings  unless  such  activities  or  under- 
takings  are  related  to  the  performance  of  official  duties  to 
which  he  is  or  may  be  assigned  in  the  department  or  agency, 
or  to  the  development  of  skills,  knowledge,  or  abilities  which 
qualify  him  for  the  performance  of  such  duties. 

90 

(d)    To  require  or  request,   or  to  attempt  to  require 

91 

or  request,  any  civilian  employee  of  the  United  States  serv- 

99 

ing  in  the  department  or  agency  to  make  any  report  con- 
cerning  any   of  his  activities   or  undertakings   unless   such 

94- 

activities  or  undertakings  are  related  to  the  performance  of 
official  duties  to   which  he  is  or  may  l>e  assigned  in  the 
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1  department  or  agency,  or  to  the  development  of  skills,  knowl- 

2  edge,  or  abilities  which  qualify  him  for  the  performance  of 

3  such  duties,   or  unless  there  is  reason  to  believe  that  the 

4  civilian  employee  is  engaged  in  outside  activities  or  employ- 

5  ment  in  conflict  with  his  official  duties. 

6  (e)    To  require  or  request,  or  to  attempt  to  require  or 

7  request,  any  civilian  employee  of  the  United  States  serving 

8  in  the  department   or  agency,  or  any  person  applying  for 

9  employment  as  a  civilian  employee  in  the  executive  branch 
1Q  of  the  United  States  Government,  to  submit  to  any  interroga- 
H  tion  or  examination  or  to  take  any  psychological  test  which 
12  is  designed  to  elicit  from  him  information  concerning  his 
1°  personal  relationship  with  any  person  connected  with  him 

14  by  blood  or  marriage,  or  concerning  his  religious  beliefs  or 

15  practices,  or  concerning  his  attitude  or  conduct  with  respect 

16  to  sexual  matters:   Provided,  however,  That  nothing  con- 

17  tained    in    this    subsection    shall   be  construed  to    prevent 

18  a  physician  from  eliciting  such  information  or  authorizing 

19  such   tests   in  the   diagnosis   or  treatment  of   any    civilian 

20  employee  or  applicant  where   such  physician  deems  such 

21  information  necessary  to  enable  him  to  determine  whether 

22  or  not  such  individual  is  suffering  from  mental  illness :  Pro- 

23  nided  further,   however,   That   this   determination   shall   be 

24  made  in  individual  cases  and  not  pursuant  to  general  practice 

25  or  regulation  governing  the  examination  of  employees  or 
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1  applicants  according  to  grade,  agency,  or  duties:  Provided 

2  further,  however.  Thai  nothing  contained  in  this  subsection 

3  shall  be  construed  to  prohibit  an  officer  of  the  department  or 

4  agency  from  advising  any  civilian  employee  or  applicant  of  a 

5  specific  charge  of  sexual  misconduct  made  against  that  per- 

6  son,  and  affording  him  an  opportunity  to  refute  the  charge. 

7  (f)    To  require  or  request,   or  attempt   to  require   or 

8  request,  any  civilian  employee  of  the  United  States  serving 

9  in  the  department  or  agency,  or  any  person  applying  for 

10  employment  as  a  civilian  employee  in  the  executive  branch 

11  of  the  United  States  Government,  to  take  any  polygraph 

12  test  designed  to  elicit  from  him  information  concerning  his 

13  personal  relationship  with  any  person  connected  with  him 

14  by  blood  or  marriage,  or  concerning  his  religious  beliefs  or 

15  practices,  or  concerning  his  attitude  or  conduct  with  respect 

16  to  sexual  matters. 

17  (g)    To  require  or  request,   or  to  attempt  to  require 

18  or  request,  any  civilian  employee  of  the  United  States  serving 

19  in  the  department  or  agency  to  support  by  personal  endeavor 

20  or  contribution  of  money  or  any  other  thing  of  value  the 

21  nomination  or  the  election  of  any  person  or  group  of  persons 

22  to  public  office  in  the  Government  of  the  United  States  or  of 

23  any  State,  district,  Commonwealth,  territory,  or  possession 

24  of  the  United  States,  or  to  attend  any  meeting  held  to  pro- 

25  mote  or  support  the  activities  or  undertakings  of  any  political 
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1  party  of  the  United  States  or  of  any  State,  district,  Common- 

2  wealth,  territory,  or  possession  of  the  United  States. 

3  (h)     To    coerce    or    attempt    to    coerce    any    civilian 

4  employee  of  the  United  States  serving  in  the  department  or 

5  agency  to  invest  his  earnings  in  bonds  or  other  obligations 

6  or  securities  issued  by  the  United  States  or  any  of  its  depart- 
ments or  agencies,  or  to  make  donations  to  any  institution 
or  cause  of  any  kind :  Provider!,  however,  That  nothing  con- 
tained in  this  subsection  shall  be  construed  to  prohibit  any 
officer  of  any  executive  department  or  any  executive  agency 

of  the  United  States  Government,  or  any  person  acting  or 

12 

purporting  to  act  under  his  authority,  from  calling  meetings 

and  taking  any  action  appropriate  to  afford  any  civilian  em- 

14 

ployee  of  the  United  States  the  opportunity  voluntarily  to 

invest  his  earnings  in  bonds  or  other  obligations  or  securities 

1  fi 

issued  by  the  United  States  or  any  of  its  departments  or 

17 

agencies,  or  voluntarily  to  make  donations  to  any  institution 

18 

or  cause. 

19 

(i)    To  require  or  request,   or  to   attempt  to   require 

20 

or   request,   anv   civilian   employee   of   the   United   States 

serving  in  the  department  or  agencv  to  disclose  anv  items 
22  ] 

of  his  property,  income,  or  other  assets,  source  of  income, 
23 

or  liabilities,  or  his  personal  or  domestic  expenditures  or 
24 

those  of  anv  member  of  his  family  or  household:  Provided, 
25 

however,  That  this  subsection  shall  not  apply  to  any  civilian 
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1  employee  who  has  authority  to  make  any  final  determination 

2  with  respect  to  the  tax  or  other  liability  of  any  person,  eor- 

3  poration,    or   other   legal    entity    to    the    United    States,    or 

4  claims  which  require  expenditure  of  moneys  of  the  United 

5  States:  Provided  further,  however,  That  nothing  contained 

6  in    this    subsection    shall    prohibit    the    Department    of    the 

7  Treasury  or  any  other  executive  department  or  agency  of 

8  the  United  States  Government  from  requiring  any  civilian 

9  employee  of  the  United  States  to  make  such  reports  as  may 
10  be  necessary  or  appropriate  for  the  determination  of  his 
H  liability  for  taxes,   tariffs,   custom   duties,,   or  other  obliga- 

12  tions  imposed  by  law. 

13  (j)    To  require   or  request,   or  to  attempt  to  require 

14  or   request,    any   civilian    employee    of   the    United    States 

15  embraced   within   the   terms   of   the   proviso   in   subsection 

16  (i)     to    disclose   any   items    of   his    property,    income,    or 

17  other  assets,  source  of  income,  or  liabilities,  or  his  personal 

18  or  domestic  expenditures  or  those  of  any  member  of  his 

19  family   or  household  other  than   specific   items  tending   to 

20  indicate  a  conflict   of  interest  in   respect  to   the   perform- 

21  ance  of  any  of  the  official  duties  to  which  he  is  or  may  be 

22  assigned. 

23  (k)    To  require  or  request,  or  to  attempt  to  require  or 

24  request,  any  civilian  employee  of  the  United  States  serving 

25  in  the  department  or  agency,  who  is  under  investigation  for 
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1  misconduct,  to  submit  %to  interrogation  which  could  lead  to 

2  disciplinary  action  without  the  presence  of  counsel  or  other 

3  person  of  his  choice,  if  he  so  requests:  Provided,  however, 

4  THat  a  civilian  employee  of  the  United  States  serving  in  the 

5  Central  Intelligence  Agency  or  the  National  Security  Agency 

6  may  be  accompanied  only  by  a  person  of  his  choice  who 

7  serves  in  the  agency  in  which  the  employee  serves,  or  by 

8  counsel  who  has  been  approved  by  the  agency  for  access  to 

9  the  information  involved. 

10  (1)    To  discharge,  discipline,  demote,  deny  promotion 

11  to,  relocate,  reassign,  or  otherwise  discriminate  in  regard  to 

12  any  term  or  condition  of  employment  of,  any  civilian  em- 

13  ployee  of  the  United  States  serving  in  the  department  or 

14  agency,  or  to  threaten  to  commit  any  of  such  acts,  by  reason 

15  of  the  refusal  or  failure  of  such  employee  to  submit  to  or 

16  comply  with  any  requirement,  request,  or  action  made  un- 

17  lawful  by  this  Act,  or  by  reason  of  the  exercise  by  such 

18  civilian  employee  of  any  right  granted  or  secured  by  this 

19  Act. 

20  Sec.  2.  It  shall  be  unlawful  for  any  officer  of  the  United 

21  States  Civil  Service  Commission,  or  for  any  person  acting 

22  or  purporting  to  act  under  his  authority,  to  do  any  of  the 

23  following  things : 

24  (a)    To  require  or  request,  or  to  attempt  to  require  or 

25  request,  any  executive  department  or  any  executive  agency 
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1  of  the  United  States  Government,  or  any  officer  or  employee 

2  serving  in  such  department  or  agency,  to  violate  any  of  the 

3  provisions  of  Beetion  1  of  this  Act. 

•i  (h)   To  require  or  request,  or  to  attempt  to  require  or 

5  request,  any  person  seeking  to  establish  civil  service  status 

6  or  eligibility  tor  employment  in  the  executive  branch  of  the 

7  United  States  Government,  or  any  person  applying  for  em- 

8  ployment  in  the  executive  branch  of  the  United  States  Gov- 

9  eminent,   or  any   civilian   employee   of  the   United   States 

10  serving  in  any  department  or  agency  of  the  United  States 

11  Government,  to  submit  to  any  interrogation  or  examination 

12  or  to  take  any  psychological  test  which  is  desgined  to  elicit 

13  from  him  information  concerning  his  personal  relationship 

14  with  any  person  connected  with  him  by  blood  or  marriage, 

15  or  concerning  his  religious  beliefs  or  practices,  or  concerning 

16  his  attitude  or  conduct  with  respect  to  sexual  matters:  Pro- 

17  vided,  however,  That  nothing  contained  in  this  subsection 

18  shall  he  construed  to  prevent  a  physician  from  eliciting  such 

19  information   or  authorizing  such   tests   in   the   diagnosis   or 

20  treatment  of  any  civilian  employee  or  applicant  where  such 

21  physician  deems  such  information  necessary  to  enable  him 

22  to   determine   whether  or  not   such   individual   is   suffering 

23  from  mental  illness:  Provided  further,  however,  That  this 
21  determination  shall  be  made  in  individual  cases  and  not  pur- 
~->  suant  to  general  practice  or  regulation  governing  the  exami- 
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1  nation  of  employees  or  applicants  according  to  grade,  agency, 

2  or  duties :  Provided,  further,  however,  That  nothing  contained 

3  in  this  subsection  shall  be  construed  to  prohibit  an  officer  of 

4  the  Civil  Service   Commission  from  advising  any  civilian 

5  employee  or  applicant  on  a  specific  charge  of  sexual  miscon- 

6  duct  made  against  that  person,  and  affording  him  an  oppor- 
^     timity  to  refute  the  charge. 

(c)  To  require  or  request,  or  to  attempt  to  require 
or  request,  any  person  seeking  to  establish  civil  service 
status  or  eligibility  for  employment  in  the  executive  branch 

of  the  United  States  Government,  or  any  person  applying 

12 

for  employment  in  the  executive  branch  of  the  United  States 

"i  ° 

Government,  or  any  civilian  employee  of  the  United  States 

14 

serving  in  any  department  or  agency  of  the  United  States 

15 

Goverment,  to  take  any  polygraph  test  designed  to  elicit 

from  him  information  concerning  his  personal  relationship 

17 

with  any  person  connected  with  him  by  blood  or  marriage, 

18  ..... 

or  concerning  his  religious  beliefs  or  practices,  or  concerning 

his  attitude  or  conduct  with  respect  to  sexual  matters. 

20 

Sec.  3.  It  shall  be  unlawful  for  any  commissioned  officer, 
21 

as  defined  in  section  101  of  title  10,  United  States  Code,  or 
22 

any  member  of  the  Armed  Forces  acting  or  purporting  to 
23 

act  under  his  authority,  to  require  or  request,  or  to  attempt 
24 

to  require  or  request,  :mv  civilian  employee  of  the  executive 
25 

branch  of  the  United  States  Government  under  his  authority 
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..  or  subject  to  his  supervision  to  perform  any  of  the  acts  or 

0  submit  to  any  of  the  requirements  made  unlawful  by  section 

o  1  of  this  Act. 

^  .   4.   Whenever  any  officer  of  any  executive  depart- 

5  inent   or  any   executive   agency   of   the  United   States   (u>v- 

q  eminent,  or  any  person  acting  or  purporting  to  act  under  his 

7  authority,  or  any  commissioned  officer  as  defined  in  section 

g  101  of  title  10,  United  States  Code,  or  any  member  of  the 

9  Armed  Forces  acting  or  purporting  to  act  under  his  author- 

10  ity,  violates  or  threatens  to  violate  any  of  the  provision^  <>f 

11  section  1,  2,  or 3  of  this  Act.  any  civilian  employee  of  the 

12  United  States  serving  in  any  department  or  agency  of  the 

13  United    States    Government,    or    any    person    applying  for 

14  employment  in   the  executive  branch   of  the  United  States 

15  Government,  or  any  person  seeking  to  establish  civil  service 

16  status  or  eligibility  for  employment  in  the  executive  branch 

17  of  the  United  States  Government,  affected  or  aggrieved  by 

18  the  violation  or  threatened  violation,  may  bring  a  civil  action 

19  in    his    own    behalf  or    in    behalf    of    himself    and  others 

20  similarly  situated,  against  the  offending  officer  or  person  in 

21  the  United  State*  district  court  for  the  district  in  which  the 

22  violation  occurs  or  is  threatened,  or  the  district  in  which  the 

23  offending  officer  or  person  is  found,  or  in  the  United  States 

24  District    Court    for    the    District    of    Columbia,    to    prevent 

25  the   threatened   violation  or   to   obtain   redress   against    the 
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1  consequences  of  the  violation.  The  Attorney  General  shall 

2  defend    all    officers    or    persons    sued    under    this    section 

3  who  acted  pursuant  to  an  order,   regulation,   or  directive, 

4  or    who,    in    his    opinion,    did    not    willfully    violate    the 

5  provisions  of  this  Act.   Such  United   States   district   court 

6  shall  have  jurisdiction  to  try  and  determine  such  civil  action 

7  irrespective  of  the  actuality  or  amount  of  pecuniary  injury 

8  done   or  threatened,   and   without   regard   to   whether   the 

9  aggrieved  party  shall  have  exhausted  any  administrative 
10  remedies  that  may  he  provided  by  lawT,  and  to  issue  such 
H  restraining  order,  interlocutory  injunction,  permanent  injunc- 

12  tion,  or  mandatory  injunction,  or  enter  such  other  judgment 

13  or  decree  as  may  be  necessary  or  appropriate  to  prevent 

14  the  threatened  violation,  or  to  afford  the  plaintiff  and  others 

15  similarly  situated  complete  relief  against  the  consequences  of 

16  the    violation.    With    the    written,  consent    of    any    person 

17  affected  or  aggrieved  by  a  violation  or  threatened  violation 

18  of  section  1,  2,  or  3  of  this  Act,  any  employee  organization 

19  may  bring  such  action  on  behalf  of  such  person,  or  may 

20  intervene  in  such  action.  For  the  purposes  of  this  section, 

21  employee  organizations  shall  be  construed  to  include  any 

22  brotherhood,  council,  federation,  organization,  union,  or  pro- 

23  fessional  association  made  up  in  whole  or  in  part  of  civilian 

24  employees  of  the  United  States  and  which  has  as  one  of  its 

25  purposes  dealing  with  departments,  agencies,  commissions, 
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1  and  independent  agencies  of  the  United  States  concerning 

2  the  condition  and  terms  of  employment  of  such  employees. 

3  Sbc.  5.    (a)    There  is  hereby  established  a  Board  on 

4  Employees'  Rights  (hereinafter  referred  to  as  the  "Board") . 

5  The  Board  shall  be  composed  of  three  members,  appointed 

6  by  the  President,  by  and  with  the  advice  and  consent  of  the 
?     Senate.  The  President  shall  designate  one  member  as  chair- 

8  man.  No  more  than  two  members  of  the  Board  may  be  of 

9  the  same  political  party.  No  member  of  the  Board  shall  be 
10  an  officer  or  employee  of  the  United  States  Government. 
H  (b)  The  term  of  office  of  each  member  of  the  Board 
I2  shall  be  five  years,  except  that  ( 1 )  of  those  members  first 
1^    appointed,  one  shall  serve  for  five  years,  one  for  three  years, 

and  one  for  one  year,  respectively,  from  the  date  of  enact- 
1°  ment  of  this  Act,  and  (2)  any  member  appointed  to  fill 
a  vacancy  occurring  prior  to  the  expiration  of  the  term  for 
which  his  predecessor  was  appointed  shall  be  appointed  for 
the  remainder  of  such  term. 

(c)   Members  of  the  Board  shall  be  compensated  at  the 

20 

rate  of  $75  a  day  for  each  day  spent  in  the  work  of  the 

21 

Board,  and  shall  be  paid  actual  travel  expenses  and  per 

22 

diem  in  lieu  of  subsistence  expenses  when  away  from  their 

23 

usual  places  of  residence,  as  authorized  by  section  5703  of 

24 

title  5,  United  States  Code. 
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1  (d)    Two  members  shall  constitute  a  quorum  for  the 

2  transaction  of  business. 

3  (e)    The  Board  may  appoint  and  fix  the  compensation 

4  of  such  officers,  attorneys,  and  employees,  and  make  such 

5  expenditures,  as  may  be  necessary  to  carry  out  its  functions. 

6  (f)    The  Board  shall  make  such  rules  and  regulations 

7  as  shall  be  necessary  and  proper  to  carry  out  its  functions. 

8  (g)    The  Board  shall  have  the  authority  and  duty  to 

9  receive  and  investigate  written  complaints  from  or  on  be- 
10  half  of  any  person  claiming  to  be  affected  or  aggrieved  by 
H    any  violation  or  threatened  violation  of  this  Act  and  to  con- 

12  duct  a  hearing  on  each  such  complaint.  Within  ten  days 

13  after  the  receipt  of  any  such  complaint,  the  Board  shall 
1^  furnish  notice  of  the  time,  place,  and  nature  of  the  hearing 
15  thereon  to  all  interested  parties.  The  Board  shall  render 
1"  its  final  decision  with  respect  to  any  complaint  within  thirty 
1 '    days  after  the  conclusion  of  its  hearing  thereon. 

1°  (h)  Officers  or  representatives  of  any  Federal  employee 

*9  organization  in  any  degree  concerned  with  employment  of 
20  the  category  in  which  any  alleged  violation  of  this  Act 
occurred  or  is  threatened  shall  be  given  an  opportunity  to 
participate  in  each  hearing  conducted  under  this  section, 
through  submission  of  written  data,  views,  or  arguments, 
and  in  the  discretion  of  the  Board,  with  opportunity  for  oral 
presentation.   Government  employees  called  upon  by   any 
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1  party  or  by  any  Federal  employee  organization  to  participate 

2  in  any  phase  of  any  administrative  or  judicial  proceeding 

3  under  this  section  shall  be  free  to  do  so  without  incurring 
•i  travel  cost  or  suffering  loss  in  leave  or  pay ;  and  all  such  em- 

5  ployecs  shall  be  free  from  restraint,  coercion,  interference, 

6  intimidation,  or  reprisal  in  or  because  of  their  participation. 

7  Any  periods  of  time  spent  by  Government  employees  during 

8  such  participation  shall  be  held  and  considered  to  be  Federal 

9  employment  for  all  purposes. 

10  (i)   Insofar  as  consistent  with  the  purposes  of  this  sec- 

H  tion,  the  provisions  of  subchapter  II  of  chapter  5  of  title  5, 

12  United  States  Code,  relating  to  the  furnishing  of  notice  and 

13  manner  of  conducting  agency  hearings,  shall  be  applicable 

14  to  hearings  conducted  by  the  Board  under  this  section. 

15  (j)    If  the  Board  shall  determine  after  hearing  that  a 

16  violation  of  this  Act  has  not  occurred  or  is  not  threatened, 

17  the  Board  shall  state  its  determination  and  notify  all  inter- 
im ested  parties  of  such  determination.  Each  such  determina- 

19  tion  shall  constitute  a  final  decision  of  the  Board  for  pur- 

20  poses  of  judicial  review. 

21  (k)    If  the  Board  shall  determine  that  any  violation 

22  of  this  Act  has  been  committed  or  threatened  by  any  civil- 

23  ian  officer  or  employee  of  the  United  States,  the  Board  shall 

24  immediately    (1)    issue  and  cause  to  be  served  on  such  of- 
-o  ficer  or  employee  an  order  requiring  such  officer  or  employee 
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1  to  cease  and  desist  from  the  unlawful  act  or  practice  which 

2  constitutes  a  violation,    (2)   endeavor  to  eliminate  any  such 

3  unlawful  act  or  practice  by  informal  methods  of  conference, 

4  conciliation,  and  persuasion,  and   (3)   may — 

5  (A)  (i)    in  the  case  of  the  first   offense  by  any 

6  civilian  officer  or  employee  of  the  United  States,  other 

7  than  any  officer  appointed  by  the  President,  by  and  with 

8  the  advice  and  consent  of  the  Senate,  issue  an  official 

9  reprimand  against  such  officer  or  employee  or  order  the 
1°  suspension  without  pay  of  such  officer  or  employee  from 
H            the  position  or  office  held  by  him  for  a  peiiod  of  not  to 

12  exceed  fifteen  days,  and    (ii)    in  the  case  of  a  second 

13  or  subsequent  offense  by  any  such  officer  or  employee, 
order  the  suspension  without  pay  of  such  officer  or  em- 
ployee from  the  position  or  office  held  by  him  for  a 
period  of  not  to  exceed  thirty  days  or  order  the  removal 
of  such  officer  or  employee  from  such  position  or  office; 

i8  and 

(B)   in  the  case  of  any  offense  by  any  officer  ap- 

90 

pointed  by  the  President,  by  and  with  the  advice  and 

21 

consent  of  the  Senate,  transmit  a  report  concerning  such 

99 

violation  to  the  President  and  the  Congress. 

(1)    If  the  Board  shall   determine  that  any  violation 

24 

of  this  Act  has  been  committed  or  threatened  by  any  officer 

OK 

of  anv  of  the  Armed  Forces  of  the  United  States,  or  any 
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1  person  purporting  to  acl  under  authority  conferred  by  such 

2  officer,  the  Board  shall   (I)   submit  a  report  thereon  to  the 

3  President,  the  Congress,  and  the  Secretary  of  the  military 

4  department  concerned,    (2)    endeavor  to  eliminate  any  un- 

5  lawful  act  or  practice  which  constitutes  such  a  violation  by 
t>  informal  methods  of  conference,  conciliation,  and  persuasion, 
?  and    (3)    refer  its  determination  and  the  record  in  the  case 

8  to  any  person  authorized  to  convene  general  courts-martial 

9  under  section  822    (article  22)    of  title   10,  United  States 

10  Code.   Thereupon  such  person   shall  take  immediate  steps 

11  to  dispose  of  the  matter  under  chapter  47  of  title  10,  United 

"19 

States  Code    (Uniform  Code  of  Military  Justice). 

(m)    Any  party  aggrieved  by  any  final  determination 

14  or  order  of  the  Board  may  institute,  in  the  district  court  of 

15  the  United  Stntes  for  the  judicial  district  wherein  the  viola- 

16  tion  or  threatened  violation  of  this  Act  occurred,  or  in  the 

17  United  States  District  Court  for  the  District  of  Columbia, 

18  a  civil  action  for  the  review  of  such  determination  or  order. 

19  In  any  such  action,  the  court  shall  have  jurisdiction  to   (1) 

20  affirm,  modify,  or  set  aside  any  determination  or  order  made 

21  by  the  Board  which  is  under  review,  or    (2)    require  the 

22  Board  to  make  any  determination  or  order  which  it  is  author- 

23  ized  to  make  under  subsection   (k) ,  but  which  it  has  refused 

24  to  make.  The  reviewing  court  shall  set  aside  any  finding, 

25  conclusion,  determination,  or  order  of  the  Board  as  to  which 
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1  complaint  is  made  which  is  unsupported  by  substantial  evi- 

2  dence  on  the  record  considered  as  a  whole. 

3  (n)    The  Board  shall  submit,  not  later  than  March  31 

4  of  each  year,  to  the  Senate  and  House  of  Representatives, 

5  respectively,  a  report  on  its  activities  under  this  section  dur- 

6  ing  the  immediately  preceding  calendar  year,   including  a 

7  statement  concerning  the  nature  of  all  complaints  filed  with 

8  it,  its   determinations    and    orders    resulting   from    hearings 

9  thereon,  and  the  names  of  all  officers  or  employees  of  the 
10  United  States  with  respect  to  whom  any  penalties  have  been 
H  imposed  under  this  section. 

12  (0)   There  are  authorized  to  be  appropriated  sums  nec- 

13  essary,  not  in  excess  of  $100,000,  to  carry  out  the  provisions 

14  of  this  section. 

15  Sec.  6.  Nothing  contained  in  this  Act  shall  be  construed 

16  to  prohibit  an  officer  of  the  Central  Intelligence  Agency  or 

17  of  the  National  Security  Agency  from  requesting  any  civilian 

18  employee  or  applicant  to  take  a  polygraph  test,  or  to  take  a 

19  psychological  test,  designed  to  elicit  from  him  information 

20  concerning  his  personal  relationship  with  any  person  con- 

21  nected  with  him  by  blood  or  marriage,  or  concerning  his 

22  religious  beliefs  or  practices,  or  concerning  his  attitude  or 

23  conduct  with  respect  to  sexual  matters,  or  to  provide  a  per- 

24  sonal   financial   statement,   if   the   Director   of  the    Central 

25  Intelligence  Agency  or  his  designee  or  the  Director  of  the 

26  National  Security  Agency  or  his  designee  makes  a  personal 
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1  finding  with   regard  to  each  individual   to  be  so   tested   or 

2  examined  that  such    ">st  or  information  is  required  to  protect 

3  the  national  security. 

4  .  7.  No  civilian  employee  of  the  United  States  serving 

5  in  the  Central  Intelligence  Agency  or  the  National  Security 

6  Agency,  and  no  individual  or  organization  acting  in  behalf 

7  of  such  employee,  shall  be  permitted  to  invoke  the  provisions 

8  of  sections  4  and  5  without  first  submitting  a  written  com- 

9  plaint  to  the  agency  concerned  about  the  threatened  or  actual 

10  violation  of  this  Act  and  affording  such  agency  one  hundred 

11  and  twenty  days  from  the  date  of  such  complaint  to  prevent 

12  the  threatened  violation  or  to  redress  the  actual  violation: 

13  Provided,  however,  That  nothing  in  this  Act  shall  be  con- 

14  strued  to  affect  any  existing  authority  of  the  Director  of  Cen- 

15  tral  Intelligence  under  section  403  (c) ,  of  title  50,  United 

16  States  Code,  and  any  authorities  available  to  the  National 

17  Security  Agency  under  section  833  of  title  50,  United  States 

18  Code,  to  terminate  the  employment  of  any  employee. 

19  Sec.  8.  Nothing  in  this  Act  shall  be  construed  to  affect 

20  in  any  way  the  authority  of  the  Directors  of  the  Central 

21  Intelligence  Agency  or  the  National  Security  Agency  to  pro- 

22  tect  or  withhold  information  pursuant  to  statute  or  executive 

23  order.   The   personal   certification   by   the   Director   of   the 
agency  that  disclosure  of  any  information  is  inconsistent  with 

25  the  provision  of  any  statute  or  Executive  order  shall  be  con- 
clusive and  no  such  information  shall  be  admissible  in  evi- 
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1  dence  in  any  interrogation  under  section  1  (k)    or  in  any 

2  civil  action  under  section  4  or  in  any  proceeding  or  civil 

3  action  under  section  5. 

4  Sec.  9.  This  Act  shall  not  be  applicable  to  the  Federal 

5  Bureau  of  Investigation. 

6  Sec.  10.  Nothing  contained  in  sections  4  and  5  shall 

7  be  construed  to  prevent  establishment  of  department  and 

8  agency  grievance  procedures  to  enforce  this  Act,  but  the 

9  existence  of  such  procedures  shall  not  preclude  any  applicant 

10  or  employee  from  pursuing  the  remedies  established  by  this 

11  Act  or  any  other  remedies  provided   by  law:    Provided, 

12  however,  That  if  under  the  procedures  established,  the  em- 

13  ployee  or  applicant  has  obtained  complete  protection  against 

14  threatened  violations  or  complete  redress  for  violations,  such 

15  action  may  be  pleaded  in  bar  in  the  United  States  district 

16  court  or  in   proceedings  before   the   Board   on   Employee 

17  Rights:  And  provided  further,  That  if  an  employee  elects 

18  to  seek  a  remedy  under  either  section  4  or  section  5,  he 

19  waives  his  right  to  proceed  by  an  independent  action  under 

20  the  remaining  section. 

21  Sec.  11.  If  any  provision  of  this  Act  or  the  application 

22  of  any  provision  to  any  person  or  circumstance  shall  be  held 

23  invalid,  the  remainder  of  this  Act  or  the  application  of  such 

24  provision  to  persons  or  circumstances  other  than  those  as  to 

25  which  it  is  held  invalid,  shall  not  be  affected. 
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Calendar  No.  701 


93d    Congress      )  SEXATE  (  Report 


on  f  1  No.  93-724 


PROTECTING  PRIVACY  AND  THE  RIGHTS  OF 
FEDERAL  EMPLOYEES 


March  4,  1974. — Ordered  be  to  printed 


Mr.  Ervin,  from  the  Committee  on  the  Judiciary, 
submitted  the  following 

REPORT 

[To  accompany  S.  1688] 

The  Subcommittee  on  Constitutional  Rights  to  which  was  referred 
the  bill  S.  1688  to  protect  civilian  employees  of  the  executive  branch 
of  the  U.S.  Government  in  the  enjoyment  of  their  constitutional  rights 
and  to  prevent  unwarranted  governmental  invasions  of  their  privacy, 
having  considered  the  same,  reports  favorably  thereon  without  amend- 
ments and  recommends  that  the  bill  do  pass. 

S.  1688  is  identical  to  S.  1438  as  unanimously  reported  by  the  com- 
mittee and  unanimously  approved  by  the  Senate  in  the  last  Congress. 
The  report  on  S.  1438  is  therefore  reprinted  below  as  approved  by  the 
committee. 

PURPOSE 

The  purpose  of  the  bill  is  to  prohibit  indiscriminate  executive 
branch  requirements  that  employees  and,  in  certain  instances,  appli- 
cants for  Government  employment  disclose  their  race,  religion,  or  na- 
tional origin ;  attend  Government-sponsored  meetings  and  lectures  or 
participate  in  outside  activities  unrelated  to  their  employment;  report 
on  their  outside  activities  or  undertakings  unrelated  to  their  work; 
submit  to  questioning  about  their  religion,  personal  relationships  or 
sexual  attitudes  through  interviews,  psychological  tests,  or  polygraphs ; 
support  political  candidates  or  attend  political  meetings.  The  bill 
would  make  it  illegal  to  coerce  an  employee  to  buy  bonds  or  make 
charitable  contributions.  It  prohibits  officials  from  requiring  him  to 
disclose  his  own  personal  assets,  liabilities,  or  expenditures,  or  those 
of  any  member  of  his  family  unless,  in  the  case  of  certain  specified 
employees,  such  items  would  tend  to  show  a  conflict  of  interest.  It 
would  provide  a  right  to  have  a  counsel  or  other  person  present,  if  the 


537 


employee  wishes,  at  an  interview  which  may  lead  to  disciplinary  pro- 
ceedings. It  would  accord  the  right  to  a  civil  action  in  a  Federal  court 
for  violation  or  threatened  violation  of  the  act,  and  it  would  establish 
a  Board  on  Employees'  Rights  to  receive  and  conduct  hearings  on  com- 
plaints of  violation  of  the  act  and  to  determine  and  administer  reme- 
dies and  penalties. 

STATEMENT 

The  subcommittee  has  found  a  threefold  need  for  this  legislation. 
The  first  is  the  immediate  need  to  establish  a  statutory  basis  for  the 
preservation  of  certain  rights  and  liberties  of  those  who  work  for 
government  now  and  those  who  will  work  for  it  in  the  future.  The  bill, 
therefore,  not  only  remedies  problems  of  today  but  looks  to  the  future, 
in  recognition  of  the  almost  certain  enlargement  of  the  scope  of 
Federal  activity  and  the  continuing  rise  in  the  number  of  Americans 
employed  by  their  Federal  Government  or  serving  it  in  some  capacity. 

Second,  the  bill  meets  the  Federal  Government's  need  to  attract 
the  best  qualified  employees  and  to  retain  them.  As  the  former  Chair- 
man of  the  Civil  Service  Commission,  Robert  Ramspeck,  testified : 

Today,  the  Federal  Government  affects  the  lives  of  every 
human  being  in  the  United  States.  Therefore,  we  need  better 
people  today,  better  qualified  people,  more  dedicated  people, 
in  Federal  service  than  we  ever  needed  before.  And  we  cannot 
get  them  if  you  are  going  to  deal  with  them  on  the  basis  of 
suspicion,  and  delve  into  their  private  lives,  because  if  there  is 
anything  the  average  American  cherishes,  it  is  his  right  of 
freedom  of  action,  and  his  right  to  privacy.  So  I  think  this 
bill  is  hitting  at  an  evil  that  has  grown  up,  maybe  not  in- 
tended, but  which  is  hurting  the  ability  of  the  Federal 
Government  to  acquire  the  type  of  personnel  that  we  must 
have  in  the  career  service. 

Third  is  the  growing  need  for  the  beneficial  influence  which  such  a 
statute  would  provide  in  view  of  the  present  impact  of  Federal  policies, 
regulations  and  practices  on  those  of  State  and  local  government  and 
of  private  business  and  industry.  An  example  of  the  interest  demon- 
strated by  governmental  and  private  employers  is  the  following  com- 
ment by  Allan  J.  Graham,  secretary  of  the  Civil  Service  Commission 
of  the  city  of  New  York : 

It  is  my  opinion,  based  on  over  25  years  of  former  Govern- 
ment service,  including  some  years  in  a  fairly  high  mana- 
gerial capacity,  that  your  bill,  if  enacted  into  law,  will  be  a 
major  step  to  stem  the  tide  of  "Big  Brotherismv'  which  con- 
stitutes a  very  real  threat  to  our  American  way  of  life. 

In  my  present  position  as  secretary  of  the  Civil  Service 
Commission  of  the  city  of  New  York^  I  have  taken  steps  to 
propose  the  inclusion  of  several  of  the  concepts  of  your  bill 
into  the  rules  and  regulations  of  the  city  civil  service  com- 
mission. 

Passage  of  the  bill  will  signify  congressional  recognition  of  the 
threats  to  individual  privacy  posed  by  an  advanced  technology  and  by 
increasingly  more  complex  organizations.  Illustrating  these  trends  is 
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the  greatly  expanded  use  of  computers  and  governmental  and  private 
development  of  vast  systems  for  the  efficient  gathering  of  information 
and  for  data  storage  and  retrieval.  While  Government  enjoys  the  bene- 
fit of  these  developments,  there  is  at  the  same  time  an  urgent  need  for 
defining  the  areas  of  individual  liberty  and  privacy  which  should  be 
exempt  from  the  unwarranted  intrusions  facilitated  by  scientific 
techniques. 

As  Prof.  Charles  Reich  of  Yale  Law  School  has  stated,  this  bill 
''would  be  a  significant  step  forward  in  defining  the  right  of  privacy 
today." 

"One  of  the  most  important  tasks  which  faces  the  Congress  and 
State  legislatures  in  the  next  decade  is  the  protection  of  the  citizen 
against  invasion  of  privacy."  states  Prof.  Stanley  Anderson  of  the 
University  of  California,  Santa  Barbara.  uNo  citizens,"  in  his  opinion, 
"are  in  more  immediate  danger  of  incursion  into  private  affairs  than 
Government  employees.  When  enacted  the  bill  will  provide  a  bulwark 
of  protection  against  such  incursions.*' 

The  bill  is  based  on  several  premises  which  the  subcommittee  investi- 
gation has  proved  valid  for  purposes  of  enacting  this  legislation.  The 
first  is  that  civil  servants  do  not  surrender  the  basic  rights  and  liber- 
ties which  are  their  due  as  citizens  under  the  Constitution  of  the 
United  States  by  their  action  in  accepting  Government  employment. 
Chief  among  these  constitutional  protections  is  the  first  amendment, 
which  protects  the  employee  to  privacy  in  his  thoughts,  beliefs  and 
attitudes,  to  silence  in  his  action  and  participation  or  his  inaction  and 
nonparticipation  in  community  life  and  civic  affairs.  This  principle  is 
the  essence  of  constitutional  liberty  in  a  free  society. 

The  constitutional  focus  of  the  bill  was  emphasized  by  Senator 
Ervin  in  the  following  terms  when  he  introduced  S.  1035  on  Febru- 
ary 21,  1967: 

If  this  bill  is  to  have  any  meaning  for  those  it  affects,  or 
serve  as  a  precedent  for  those  who  seek  guidance  in  these 
matters,  its  purpose  must  be  phrased  in  constitutional  terms. 
Otherwise  its  goals  will  be  lost. 

We  must  have  as  our  point  of  reference  the  constitutional 
principles  which  guide  every  official  act  of  our  Federal  Gov- 
ernment. I  believe  that  the  Constitution,  as  it  was  drafted 
and  as  it  has  been  implemented,  embodies  a  viewT  of  the  citi- 
zen as  possessed  of  an  inherent  dignity  and  as  enjoying  cer- 
tain basic  liberties.  Many  current  practices  of  Government 
affecting  employees  are  unconstitutional;  they  violate  not 
only  the  letter  but  the  very  spirit  of  the  Constitution. 

I  introduced  this  bill  originally  because  I  believe  that,  to 
the  extent  it  has  permitted  or  authorized  unwarranted  inva- 
sion of  employee  privacy  and  unreasonable  restrictions  on 
their  liberty,  the  Federal  Government  has  neglected  its  con- 
stitutional duty  where  its  own  employees  are  concerned,  and 
it  has  failed  in  its  role  as  the  model  employer  for  the  Nation. 

Second,  although  it  is  a  question  of  some  dispute,  I  hold 
that  Congress  has  a  duty  under  the  Constitution  not  only  to 
consider  the  constitutionality  of  the  laws  it  enacts,  but  to 
assure  as  far  as  possible  that  those  in  the  executive  branch 
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responsible  for  administering  the  laws  adhere  to  constitu- 
tional standards  in  their  programs,  policies,  and  administra- 
tive techniques. 

The  committee  believes  that  it  is  time  for  Congress  to  forsake  its 
reluctance  to  tell  the  executive  branch  how  to  treat  its  employees. 
When  so  many  American  citizens  are  subject  to  unfair  treatment,  to 
being  unreasonably  coerced  or  required  without  warrant  to  surrender 
their  liberty,  their  privacy,  or  their  freedom  to  act  or  not  to  act,  to 
reveal  or  not  to  reveal  information  about  themselves  and  their  private 
thoughts  and  actions,  then  Congress  has  a  duty  to  call  a  statutory  halt 
to  such  practices.  It  has  a  duty  to  remind  the  executive  branch  that 
even  though  it  might  have  to  expend  a  little  more  time  and  effort  to 
obtain  some  favored  policy  goal,  the  techniques  and  tools  must  be 
reasonable  and  fair. 

Each  section  of  the  bill  is  based  on  evidence  from  many  hundreds 
of  cases  and  complaints  showing  that  generally  in  the  Federal  service, 
as  in  any  similar  organizational  situation,  a  request  from  a  superior 
is  equivalent  to  a  command.  This  evidence  refutes  the  argument  that 
an  employee's  response  to  a  superior's  request  for  information  or 
action  is  a  voluntary  response,  and  that  an  employee  "consents"  to 
an  invasion  of  his  privacy  or  the  curtailment  of  his  liberty.  Where  his 
employment  opportunities  are  at  stake,  where  there  is  present  the 
economic  coercion  to  submit  to  questionable  practices  which  are  con- 
trary to  our  constitutional  values,  then  the  presence  of  consent  or 
voluntarism  may  be  open  to  serious  doubt.  For  this  reason  the  bill 
makes  it  illegal  for  officials  to  "request"  as  well  as  to  "require"  an 
employee  to  submit  to  certain  inquiries  or  practices  or  to  take  certain 
actions. 

Each  section  of  the  bill  reflects  a  balancing  of  the  interests  involved : 
The  interest  of  the  Government  in  attracting  the  best  qualified  indi- 
viduals to  its  service;  and  its  interest  in  pursuing  laudable  goals  such 
as  protecting  the  national  security,  promoting  equal  employment  op- 
portunities, assuring  mental  health,  or  conducting  successful  bond- 
selling  campaigns.  There  is,  however,  also  the  interest  of  the  individual 
in  protection  of  his  rights  and  liberties  as  a  private  citizen.  "When  he 
becomes  an  employee  of  his  Government,  he  has  a  right  to  expect  that 
the  policies  and  practices  applicable  to  him  will  reflect  the  best  values 
of  his  society. 

The  balance  of  interests  achieved  assures  him  this  right.  While  it 
places  no  absolute  prohibition  on  Government  inquiries,  the  bill  does 
assure  that  restrictions  on  his  rights  and  liberties  as  a  Government 
employee  are  reasonable  ones. 

As  Senator  Bible  stated : 

There  is  a  line  between  what  is  Federal  business  and  what 
is  personal  business,  and  Congress  must  draw  that  line.  The 
right  of  privacy  must  be  spelled  out. 

The  weight  of  evidence,  as  Senator  Fong  has  said :  "points  to  the 
fact  that  the  invasions  of  privacy  under  threats  and  coercion  and 
economic  intimidation  are  rampant  in  our  Federal  civil  service  system 
today.  The  degree  of  privacy  in  the  lives  of  our  civil  servants  is  small 
enough  as  it  is,  and  it  is  still  shrinking  with  further  advances  in  tech- 
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nical  know-how.  That  these  citizens  axe  being  forced  by  economic 
coercion  to  surrender  this  precious  Liberty  in  order  to  obtain  and  hold 
jobs  is  an  invasion  of  privacy  which  should  disturb  every  American. 
I,  therefore,  strongly  believe  that  congressional  action  to  protect  our 

civil  .servants  is  long  overdue." 

The  national  president  of  the  National  Association  of  Internal 
Revenue  Employees,  Vincent  Connery,  told  the  Subcommittee  of  this 
proposal  in  the  89th  Congri 

Senate  bill  3779  is  soundly  conceived  and  perfectly  timed. 
It  appears  on  the  legislative  scene  during  a  season  of  public 
employee  unrest,  and  a  period  of  rapidly  accelerating  demand 
among  Federal  employees  for  truly  first-class  citizenship. 
For  the  first  time  within  my  memory,  at  least,  a  proposed  bill 
holds  out  the  serious  hope  of  attaining  such  a  citizenship. 
S.  3779,  therefore,  amply  deserves  the  fullest  support  of  all 
employee  organizations,  both  public  and  private,  federation 
affiliated,  and  independent  alike. 

Similar  statements  endorsing  the  broad  purpose  of  the  bill  were 
made  by  many  others,  including  the  following  witnesses: 

John  F.  Griner,  national  president,  American  Federation  of  Gov- 
ernment Employees. 

E.  C.  Hallbeck,  national  president,  United  Federation  of  Postal 
Clerks. 

Jerome  Keating,  president.  National  Association  of  Letter  Carriers. 

Kenneth  T.  Lyons,  national  president,  National  Association  of 
Government  Employees. 

John  A.  McCart.  operations  director,  Government  Emplovees 
Council  of  AFL-CIO. 

Flon.  Robert  Ramspeck,  former  Chairman,  Civil  Service  Commis- 
sion. 

Vincent  Jay,  executive  vice  president.  Federal  Professional  Associ- 
ation. 

Francis  J.  Speh,  president,  14th  District  Department,  American 
Federation  of  Government  Employees. 

Lawrence  Speiser,  director,  Washington  office,  American  Civil 
Liberties  Union. 

Nathan  TVolkomir,  national  president,  National  Federation  of  Fed- 
eral Employees. 

LEGISLATIVE    HISTORY 

Following  is  a  chronological  account  of  committee  action  on  this 
legislation  to  date. 

S.  1688  was  preceded  by  S.  1438  of  the  92d  Congress.  S.  782  of  the 
91st  Congress,  bv  S.  1035  of  the  90th  Congress,  and  by  S.  3079  and 
S.  3703  of  the  89th  Congress. 

Violations  of  rights  covered  by  the  bill  as  well  as  other  areas  of 
employee  rights  have  been  the  subject  of  intensive  hearings  and  in- 
vestigation by  the  subcommittee  for  t]iP  last  five  Congres- 

In  addition  to  investigation  of  individual  cases,  the  Subcommittee 
on  Constitutional  Lights  lias  conducted  annual  surveys  of  agency 
policies  on  numerous  aspects  of  Government  personnel* practices,  iii 
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1965,  pursuant  to  Senate  Resolution  43.  hearings  were  conducted  on 
due  process  and  improper  use  of  information  acquired  through  psy- 
chological testing,  psychiatric  examinations,  and  security  and  per- 
sonnel interviews. 

In  a  letter  to  the  Chief  Executive  on  August  3,  1966,  the  subcom- 
mittee chairman  stated: 

For  some  time,  the  Constitutional  Rights  Subcommittee 
has  received  disturbing  reports  from  responsible  sources 
concerning  violations  of  the  rights  of  Federal  employees.  I 
have  attempted  to  direct  the  attention  of  appropriate  officials 
to  these  matters,  and  although  replies  have  been  uniformly 
courteous,  the  subcommittee  has  received  no  satisfaction 
whatsoever,  or  even  any  indication  of  awareness  that  any 
problem  exists.  The  invasions  of  privacy  have  reached  such 
alarming  proportions  and  are  assuming  such  varied  forms 
that  the  matter  demands  your  immediate  and  personal 
attention. 

The  misuse  of  privacy-invading  personality  tests  for  per- 
sonnel purposes  has  already  been  the  subject  of  hearings  by 
the  subcommittee.  Other  matters,  such  as  improper  and  in- 
sulting questioning  during  background  investigations  and 
due  process  guarantees  in  denial  of  security  clearances  have 
also  been  the  subject  of  study.  Other  employee  complaints, 
fast  becoming  too  numerous  to  catalog,  concern  such  diverse 
matters  as  psychiatric  interviews;  lie  detectors;  race  ques- 
tionnaires: restrictions  on  communicating  with  Congress; 
pressure  to  support  political  parties  yet  restrictions  on 
political  activities :  coercion  to  buy  savings  bonds ;  extensive 
limitations  on  outside  activities  yet  administrative  influence 
to  participate  in  agency-approved  functions;  rules  for  writ- 
ing, speaking  and  even  thinking ;  and  requirements  to  disclose 
personal  information  concerning  finances,  property  and  cred- 
itors of  employees  and  members  of  their  families. 

After  describing  in  detail  the  operation  of  two  current  programs  to 
illustrate  the  problems,  Senator  Ervin  commented : 

Many  of  the  practices  now  in  extensive  use  have  little  or 
nothing  to  do  with  an  individual's  ability  or  his  qualification 
to  perform  a  job.  The  Civil  Service  Commission  has  estab- 
lished rules  and  oxaminations  to  determine  the  qualifications 
of  applicants.  Apparently,  the  Civil  Service  Commission 
and  the  agencies  are  failing  in  their  assignment  to  operate 
a  merit  system  for  our  Federal  civil  service. 

It  would  seem  in  the  interest  of  the  administration  to  make 
an  immediate  review  of  these  practices  and  questionnaires 
to  determine  whether  the  scope  of  the  programs  is  not  ex- 
ceeding your  original  intent  and  whether  the  violations  of 
employee  rights  are  not  more  harmful  to  your  long-range 
goals  than  the  personnel  shortcuts  involved. 
******* 

Following  this  letter  and  others  addressed  to  the  Chairman  of  the 
Civil  Service  Commission  and  the  Secretaries  of  other  departments, 
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legislation  to  protoct  employer  rights  was  introduced  in  the  Senate. 
This  proposal,  S.  3703  was  introduced  by  the  chairman  on  August  9, 
1966,  and  referred  to  the  Judiciary  Committee.  On  August  25,  1966, 
the  chairman  received  unanimous  consent  to  a  request  to  add  the  names 
of  33  cosponsors  to  the  bill.  On  August  26,  1966,  he  introduced  a  bill 
similar  to  S.  3703,  containing  an  amendment  reducing  the  criminal 
penalties  provided  in  section  2.  This  bill,  S.  3779,  was  also  referred  to 
the  Judiciary  Committee,  and  both  S.  3703  and  S.  3779  were  then  re- 
ferred to  the  Subcommittee  on  Constitutional  Rights. 

Comments  on  the  bill  and  on  problems  related  to  it  were  made  by 
the  chairman  in  the  Senate  on  July  18,  August  9.  August  25,  August  26, 
September  29,  October  17  and  18,  1966,  and  on  February  21,  1967.1 

Hearings  on  S.  3779  were  conducted  before  the  subcommittee  on 
September  23,  29,  30,  and  October  3,  4,  and  5,  1966.  Reporting  to 
the  Senate  on  these  hearings,  the  subcommittee  chairman  made  the 
following  statement : 

The  recent  hearings  on  S.  3779  showed  that  every  major 
employee  organization  and  union,  thousands  of  individual 
employees  who  have  written  Congress,  law  professors,  the 
American  Civil  Liberties  Union,  and  a  number  of  bar  asso- 
ciations agree  on  the  need  for  statutory  protections  such  as 
those  in  this  measure. 

We  often  find  that  as  the  saying  goes  "things  are  never  as 
bad  as  we  think  they  are,''  but  in  this  case,  the  hearings  show 
that  privacy  invasions  are  worse  than  we  thought  they  were. 
Case  after  case  of  intimidation,  of  threats  of  loss  of  job  or 
security  clearance  were  brought  to  our  attention  in  connec- 
tion with  bond  sales,  and  Government  charity  drives. 

Case  after  case  was  cited  of  privacy  invasion  and  denial  of 
due  process  in  connection  with  the  new  financial  disclosure 
requirements.  A  typical  case  is  the  attorney  threatened  with 
disciplinary  action  or  loss  of  his  job  because  he  is  both  unable 
and  unwilling  to  list  all  gifts,  including  Christmas  presents 
from  his  family,  which  he  had  received  in  the  past  year. 
He  felt  this  had  nothing  to  do  with  his  job.  There  was  the 
supervisory  engineer  who  was  told  by  the  personnel  officer 
that  he  would  have  to  take  disciplinary  action  against  the  25 
professional  employees  in  his  division  who  resented  being 
forced  to  disclose  the  creditors  and  financial  interests  of  them- 
selves and  members  of  their  families.  Yet  there  are  no  pro- 
cedures for  appealing  the  decisions  of  supervisors  and  person- 
nel officers  who  are  acting  under  the  Commission's  directive. 
These  are  not  isolated  instances;  rather,  they  represent  a 
pattern  of  privacy  invasion  reported  from  almost  every  State. 

The  subcommittee  was  told  that  supervisors  are  ordered 
to  supply  names  of  employees  who  attend  PTA  meetings  and 
engage  in  Great  Books  discussions.  Under  one  department's 
regulations,  employees  are  requested  to  participate  in  specific 
community  activities  promoting  local  and  Federal  anti- 
poverty,  beautification,  and  equal  employment  programs; 
they  are  told  to  lobby  in  local  city  councils  for  fair  housing 


1  See  also,  Cong.  Rec.  Comments. 
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ordinances,  to  go  out  and  make  speeches  on  any  number  of 
subjects,  to  supply  flower  and  grass  seed  for  beautification 
projects,  and  to  paint  other  peopled  houses.  When  those  regu- 
lations were  brought  to  the  subcommittee's  attention  several 
weeks  ago,  we  were  told  that  they  were  in  draft  form.  Yet,  we 
then  discovered  they  had  already  been  implemented  and 
employees  whose  official  duties  had  nothing  to  do  with  such 
programs  were  being  informed  that  failure  to  participate 
would  indicate  an  uncooperative  attitude  and  would  be  re- 
flected in  their  efficiency  records. 

The  subcommittee  hearings  have  produced  ample  evidence 
of  the  outright  intimidation,  arm  twisting  and  more  subtle 
forms  of  coercion  which  result  when  a  superior  is  requested  to 
obtain  employee  participation  in  a  program.  We  have  seen 
this  in  the  operation  of  the  bond  sale  campaign,  the  drives  of 
charitable  contributions,  and  the  use  of  self-identification 
minority  status  questionnaires.  We  have  seen  it  in  the 
sanctioning  of  polygraphs,  personality  tests,  and  improper 
questioning  of  applicants  for  employment. 

In  view  of  some  of  the  current  practices  reported  by 
employee  organizations  and  unions,  it  seems  those  who 
endorse  these  techniques  for  mind  probing  and  thought 
control  of  employees  have  sworn  hostility  against  the  idea 
that  every  man  has  a  right  to  be  free  of  every  form  of  tyranny 
over  his  mind ;  they  forget  that  to  be  free  a  man  must  have 
the  right  to  think  foolish  thoughts  as  well  as  wise  ones.  They 
forget  that  the  first  amendment  implies  the  right  to  remain 
silent  as  well  as  the  right  to  speak  freely — the  right  to  do 
nothing  as  well  as  the  right  to  help  implement  lofty  ideals. 
It  is  not  under  this  administration  alone  that  there  has 
been  a  failure  to  respect  employee  rights  in  a  zeal  to  obtain 
certain  goals.  While  some  of  the  problems  are  new,  others 
have  been  prevalent  for  many  years  with  little  or  no  adminis- 
trative action  taken  to  attempt  to  ameliorate  them.  Despite 
congressional  concern,  administrative  officials  have  failed  to 
discern  patterns  of  practice  in  denial  of  rights.  They  seem  to 
think  that  if  they  can  belatedly  remedy  one  case  which  is 
brought  to  the  attention  of  the  Congress,  the  public  and  the 
press,  that  this  is  enough— that  the  "heat"  will  subside.  With 
glittering  generalities,  qualified  until  they  mean  nothing  in 
substance,  they  have  sought  to  throw  Congress  off  the  track 
in  its  pursuit  of  permanent  corrective  action.  We  have  seen 
this  in  the  case  of  personality  testing,  in  the  use  of  poly- 
graphs, and  all  the  practices  which  the  bill  would 
prohibit. 

The  Chairman  of  the  Civil  Service  Commission  informed  the  sub- 
committee that  there  is  no  need  for  a  law  to  protect  emplovoe  rights. 
He  believes  the  answer  is — 

to  permit  executive  branch  management  and  executive  branch 
employee?  as  individuals  and  through  their  unions,  to  work 
together  to  resolve  these  issues  as  part  of  their  normal 
discourse. 
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It  is  quite  clear  from  the  fearful  tenor  of  the  letter?  and  telephone 
calls  received  by  the  subcommittee  and  Members  of  Congress  that 
there  is  do  d  ot  likely  to  be  any  discourse  on  these  mat- 

the  Commission  and  employees.  Furthermore,  ther 

many  who  do  not  even  fall  within  the  Commission's  jurisdiction.  For 
them,  there  is  no  appeal  but  to  Congress. 

ka  for  the  argument  that  the  discourse  between  the  unions  and  the 
Commission  will  remedy  the  wrongs,  the  testimony  of  the  union  rep- 
resentatives adequately  demolishes  that  dream. 

The  typical  attitude  of  those  responsible  for  personnel  management 
is  reflected  in  Mr.  Macy's  answer  that  there  may  be  instances  where 
policy  is  not  adhered  to,  but  "There  is  always  someone  who  doesn't 
get  the  word.''  Corrective  administration  action,  he  says,  is  fully  ade- 
quate to  protect  employee  rights. 

Administrative  action  is  not  sufficient.  Furthermore,  in  the  majority 
of  complaints,  the  wrong  actually  stems  from  the  stated  policy  of  the 
agency  or  the  Commission.  How  can  these  people  be  expected  to  judge 
objectively  the  reasonableness  and  constitutionality  of  their  own  poli- 
cies? This  is  the  role  of  Congress,  and  in  my  opinion.  Congress  has 
waited  too  long  as  it  is  to  provide  the  guidance  that  is  desperately 
needed  in  these  matters. 

S.  1035.  00th  Congress 

On  the  basis  of  the  subcommittee  hearings,  agency  reports,  and  the 
suggestions  of  many  experts,  the  bill  was  amended  to  meet  legitimate 
objections  to  the  scope  and  language  raised  by  administrative  wit- 
nesses and  to  clarify  the  intent  of  its  cosponsors  that  it  does  not 
apply  to  the  proper  exercise  of  management  authority  and  supervisory 
discretion,  or  to  matters  now  governed  by  statute. 

This  amended  version  of  S.  3779  was  introduced  in  the  Senate  by 
the  chairman  on  February  21,  1967,  as  S.  1035  with  54  cosponsors. 
It  was  considered  by  the  Constitutional  Rights  Subcommittee  and 
unanimously  reported  with  amendments  by  the  Judiciary  Committee 
on  August  21,  1967.  [S.  Rept.  Xo.  534,  90th  Cong.  1st  Sess.]  The  pro- 
posal was  considered  by  the  Senate  on  September  13,  1967,  and  ap- 
proved, with  floor  amendments,  by  a  79  to  4  vote.  After  absentee 
approvals  were  recorded,  the  record  showed  a  total  of  90  Members 
supported  passage  of  the  bill.  The  amendments  adopted  on  the  Senate 
floor  deleted  a  complete  exemption  which  the  committee  bill  provided 
for  the  Federal  Bureau  of  Investigation ;  instead,  it  was  provided  that 
the  Federal  Bureau  of  Investigation  should  be  accorded  the  same 
limited  exemptions  provided  for  the  Contra!  Intelligence  Agency  and 
the  National  Security  Agency.  A  provision  was  added  to  allow  the 
three  Directors  to  delegate  the  power  to  make  certain  personal  findings 
required  by  section  6  of  the  bill. 

Committee  amendments  to  S.  1035,  90th  Congress 
1.  Amendment  to  section  1(a)  page  2,  line-13: 

Provided  further.  That  nothing  contained  in  this  subsection 
shall  be  construed  to  prohibit  inquiry  concerning  the  national 
origin  of  any  such  employee  when  such  inquiry  is  deemed 
necessary  or  advisable  to  determine  suitability  for  assign- 
ment to*  activities  or  undertakings  related  to  the  national 
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security  within  the  United  States  or  to  activities  or  under- 
takings of  any  nature  outside  the  United  States. 

2.  Amendment  to  section  1(b),  page  2,  line  25  strike  "to"  (techni- 
cal amendment.) 

3.  Delete  section  1(e),  page  4,  lines  1-4  (prohibitions  on  patron- 
izing business  establishments)  and  renumber  following  sections  as 
sections  1(e),  (f).  (g),  (h).  (i),  (j).  (k),  and  (1).  respectively. 

4.  Delete  section  4.  page  10,  lines  12-23  (criminal  penalties),  and 
renumber  following  sections  as  sections  4  and  5,  respectively. 

5.  Amendment  to  section  1(f),  page  4,  line  25: 

Provided  further,  however,  That  nothing  contained  in  this 
subsection  shall  be  construed  to  prohibit  an  officer  of  the 
department  or  agency  from  advising  any  civilian  employee 
or  applicant  of  a  specific  charge  of  sexual  misconduct  made 
against  that  person,  and  affording  him  an  opportunity  to 
refute  the  charge. 

6.  Amendments  to  section  1(f),  page  4,  at  lines  17  and  19,  change 
"psychiatrist"  to  "physician''. 

7.  Amendment  to  section  l(k),  page  7,  at  line  10,  change  (j)  to  (i). 

8.  Amendment  to  section  2(b),  page  9,  at  line  6  and  line  9,  change 
"psychiatrist"  to  "physician". 

9.  Amendment  to  section  2(b),  page  9,  at  line  15: 

Provided  further,  however*  That  nothing  contained  in  this 
subsection  shall  be  construed  to  prohibit  an  officer  of  the  Civil 
Service  Commission  from  advising  any  civilian  employee  or 
applicant  of  a  specific  charge  of  sexual  misconduct  made 
against  that  person,  and  affording  him  an  opportunity  to 
refute  the  charge. 

10.  Amendment  to  section  5,  page  11,  line  21,  insert  after  the  word 
"violation."  the  following : 

The  Attorney  General  shall  defend  all  officers  or  persons 
sued  under  this  section  who  acted  pursuant  to  an  order, 
regulation,  or  directive,  or  who,  in  his  opinion,  did  not  will- 
fully violate  the  provisions  of  this  Act. 

11.  Amendment  to  section  6(1),  page  16,  at  line  24,  strike  "sign 
charges  and  specifications  under  section  830  (art.  30)"  and  insert  in 
lieu  thereof  "convene  general  courts-martial  under  section  822  (art. 
22)"  (technical  amendment). 

12.  Amendment  to  section  6(m),  page  17,  line  14,  change  subsection 
(j)   to   (k)    (technical  amendment). 

13.  Amendment,  page  18,  add  new  section  6: 

Sec.  6.  Nothing  contained  in  this  Act  shall  be  construed 
to  prohibit  an  officer  of  the  Central  Intelligence  Agency  or 
of  the  National  Security  Agency  from  requesting  any  civilian 
employee  or  applicant  to  take  a  polygraph  test,  or  to  take  a 
psychological  test  designed  to  elicit  from  him  information 
concerning  his  personal  relationship  with  any  person  con- 
nected with  him  by  blood  or  marriage,  or  concerning  his 
religious  beliefs  or  practices,  or  concerning  his  attitude  or 
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conduct  with  respect  to  sexual  matters,  or  to  provide  a  per- 
sonal financial  statement,  if  the  Director  of  the  Central  In- 
telligence Agency  or  the  Director  of  the  National  Security 
Agency  makes  a' personal  finding  with  regard  to  each  indi- 
vidual'to  be  so  tested  or  examined  that  such  test  or  informa- 
tion is  required  to  protect  the  national  security. 
14.  Amendment,  page  18,  add  new  section  8.  and  renumber  follow- 
ing section  as  section  (.) : 

Sec.  8.  Nothing  contained  in  sections  4  and  5  shall  be 
construed  to  prevent  establishment  of  department  and  agency 
grievance  procedures  to  enforce  this  Act,  but  the  existence  of 
such  procedures  shall  not  preclude  any  applicant  or  employee 
from  pursuing  the  remedies  established  by  this  Act  or  any 
other  remedies  provided  by  law:  Provided,  however.  That  if 
under  the  procedures  established,  the  employee  or  applicant 
has  obtained  complete  protection  against  threatened  viola- 
tions or  complete  redress  for  violations,  such  action  may  be 
pleaded  in  bar  in  the  United  States  District  Court  or  in 
proceedings  before  the  Board  on  Employees'  Rights:  Pro- 
vided further,  however,  That  if  an  employee  elects  to  seek  a 
remedy  under  either  section  4  or  section  5,  he  waives  his  right 
to  proceed  by  an  independent  action  under  the  remaining 
section. 

Comparison  of  S.  1035,  90th  Congress,  as  introduced,  and  S.  3779, 
89th  Congress 
As  introduced,  the  revised  bill,  S.  1035,  differed  from  S.  3779  of  the 
89th  Congress  in  the  following  respects : 

1.  The  section  banning  requirements  to  disclose  race,  religion,  or 
national  origin  was  amended  to  permit  inquiry  on  citizenship  where  it 
is  a  statutory  condition  of  employment. 

2.  The  provision  against  coercion  of  employees  to  buy  bonds  or 
make  charitable  donations  was  amended  to  make  it  clear  that  it  does 
not  prohibit  calling  meetings  or  taking  any  action  appropriate  to 
afford  the  employee  the  opportunity  voluntarily  to  invest  or  donate. 

3.  A  new  section  providing  for  administrative  remedies  and  penal- 
ties establishes  a  Board  on  Employees'  Rights  to  receive  and  conduct 
hearings  on  complaints  of  violation  of  the  act,  and  to  determine  and 
administer  remedies  and  penalties.  There  is  judicial  review  of  the 
decision  under  the  Administrative  Procedure  Act. 

4.  A  specific  exemption  for  the  Federal  Bureau  of  Investigation  is 
included. 

5.  Exceptions  to  the  prohibitions  on  privacy-invading  questions  by 
examination,  interrogations,  and  psychological  tests  are  provided 
upon  psychiatric  determination  that  the  information  is  necessary  in 
the  diagnosis  and  treatment  of  mental  illness  in  individual  cases,  and 
provided  that  it  is  not  elicited  pursuant  to  general  practice  or  regula- 
tion governing  the  examination  of  employees  or  applicants  on  the 
basis  of  grade,  job,  or  agency. 

6.  The  section  prohibiting  requirements  to  disclose  personal  finan- 
cial information  contains  technical  amendments  to  assure  that  only 
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persons  with  final  authority  in  certain  areas  may  be  subject  to  dis- 
closure requirements. 

7.  For  those  employees  excluded  from  the  ban  on  disclosure  require- 
ments, a  new  section'  (j),  provides  that  they  may  only  be  required  to 
disclose  items  tending  to  shoAV  a  conflict  of  interest. 

8.  Military  supervisors  of  civilian  employees  are  included  within 
the  prohibitions  of  the  bill,  and  violation  of  the  act  is  made  a  punish- 
able offense  under  the  Uniform  Code  of  Military  Justice. 

9.  A  new  section  2  has  been  added  to  assure  that  the  same  prohibi- 
tions in  section  1  on  actions  of  department  and  agency  officials  with 
respect  to  employees  in  their  departments  and  agencies  apply  alike  to 
officers  of  the  Civil  Service  Commission  with  respect  to  the  employees 
and  applicants  with  whom  they  deal. 

10.  Section  (b)  of  S.  3779,  relating  to  the  calling  or  holding  of 
meetings  or  lectures  to  indoctrinate  employees,  was  deleted. 

11.  Sections  (c),  (d),  and  (e)  of  S.  3779— sections  (b),  (c),and  (d) 
of  S.  1035 — containing  prohibitions  on  requiring  attendance  at  out- 
side meetings,  reports  on  personal  activities  and  participation  in  out- 
side activities,  were  amended  to  make  it  clear  that  they  do  not  apply 
to  the  performance  of  official  duties  or  to  the  development  of  skill, 
knowledge,  and  abilities  which  qualify  the  person  for  his  duties  or  to 
participation  in  professional  groups  or  associations. 

12.  The  criminal  penalties  were  reduced  from  a  maximum  of  $500 
and  6  months'  imprisonment  to  $300  and  30  days. 

13.  Section  (h)  of  S.  3779  prohibiting  requirements  to  support  can- 
didates, programs*  or  policies  of  any  political  party  was  revised  to 
prohibit  requirements  to  support  the  nomination  or  election  of  persons 
or  to  attend  meetings  to  promoteor  support  activities  or  undertakings 
of  any  political  party. 

14.  Other  amendments  of  a  technical  nature. 

JS.  782^  91st  Cor<qrr*$ — Committee  amendments 

S.  782,  as  introduced  by  Senator  Ervin  with  54  cosponsors,  was 
identical  to  S.  1035  of  the  90th  Congress  as  passed  by  the  Senate.  As 
amended  in  Committee,  it  was  reported  to  the  Senate  on  May  15.  1970, 
and  passed  by  unanimous  consent  on  May  19. 

The  Subcommittee  met  in  executive  session  on  July  22,  1969.  to 
receive  testimony  from  Richard  Helms,  Director  of  the  Central  In- 
telligence Agency  and  other  agency  representatives.  On  the  basis  of 
this  testimony  and  after  a  number  of  meetings  of  subcommittee  mem- 
bers with  officials  of  the  Central  Intelligence  Agency,  the  National 
Security  Agency,  and  the  Federal  Bureau  of  Investigation,  the  lan- 
guage contained  in  the  committee  amendments  was  drafted  and  meets 
with  the  approval  of  the  Directors  of  those  agencies. 

Amendments 

1.  Amendment  to  section  1(a),  page  2,  line  15  insert  after  the  word 
"origin"  the  words  "or  citizenship"  and  after  the  word  "employee", 
the  words  "or  person,  or  his  forebeai    \ 

2.  Amendment  to  section  l(k).  page  8,  line  5  after  the  word  "re- 
quests", strike  the  period  and  insert  the  following : 

:  Provided,  however,  That  a  civilian  employee  of  the  United 

States  serving  in  the  Central  Intelligence  Agency,  or  the 
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National  Security  Agency  may  ho  accompanied  only  by  i 
person  of  his  choice  who  serves  in  the  agency  in  which  the 
employee  serves  or  by  counsel  who  lias  been  approved  by 
the  agency  for  access  to  the  information  involved. 

Amendment  to  section  6,  page  18,  lines  15  and  10  delete  ''or  of 
the  Federal  Bureau  of  [nvestigation". 

4.  Amendment  to  section  6,  page  18,  line  25.  and  page  19,  line  1 
delete  "or  the  Director  of  the  Federal  Bureau  of  Investigation  or  his 
designee". 

5.  On  page  19.  add  a  new  section  7  as  follows : 

Sec.  7.  Xo  civilian  employee  of  the  United  States  serving 
in  the  Central  Intelligence  Agency  or  the  National  Security 
Agency,  and  no  individual  or  organization  acting  in  behalf  of 
such  employee,  shall  be  permitted  to  invoke  the  provisions  of 
sections  4  and  5  without  first  submitting  a  written  complaint 
to  the  agency  concerned  about  the  threatened  or  actual 
violation  of  this  Act  and  affording  such  agency  120  days  from 
the  date  of  such  complaint  to  prevent  the  threatened  viola- 
tion or  to  redress  the  actual  violation:  Provided,  hovevn. 
That  nothing  in  this  Act  shall  be  construed  to  affect  any 
existing  authority  of  the  Director  of  Central  Intelligence 
under  50  U.S.C.  403(c),  and  any  authorities  available  to  the 
National  Security  Agency  under  50  U.S.C.  833  to  terminate 
the  employment  of  any  emploj'ee. 

6.  On  page  19,  add  a  new  section  8  as  follows : 

Sec.  8.  Nothing  in  this  act  shall  be  construed  to  affect  in 
any  way  the  authority  of  the  Directors  of  the  Central  Intel- 
ligence Agency  or  the  National  Security  Agency  to  protect  or 
withhold  information  pursuant  to  statute  or  executive  order. 
The  personal  certification  by  the  Director  of  the  agency  that 
disclosure  of  any  information  is  inconsistent  with  the  pro- 
vision of  any  statute  or  executive  order  shall  be  conclusive 
and  no  such  information  shall  be  admissible  in  evidence  in 
any  interrogation  under  section  l(k)  or  in  any  civil  action 
under  section  4  or  in  any  proceeding  or  civil  action  under 
section  5. 

7.  On  page  19,  add  a  new  section  9  as  follows  : 

Sec.  9.  This  act  shall  not  be  applicable  to  the  Federal 
Bureau  of  Investigation. 

8.  On  page  19,  at  line  5,  renumber  "Sec.  7"  as  "Sec.  10"  and  at  line 
20,  renumber  "Sec.  8"  as  "Sec.  11". 

S.  1438,  92d  Congress 

As  introduced  by  Senator  Ervin  with  53  cosponsors,  S.  11 38  was 
identical  to  S.  782  of  the  91st  Congress  as  unanimously  reported  by  the 
Committee  and  unanimously  approved  by  the/Senate.  S.  1439  was  ap- 
proved by  the  Committee  without  amendment  on  December  »>.  1971, 
passed  by  the  Senate  by  unanimous  consent  on  December  s.  1<»71.  and 
was  referred  to  the.  House  Post  Office  and  Civil  Service  Committee. 
There  a  majority  of  the  full  committee  voted  to  table  the  bill. 
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On  August  1,  1972,  upon  a  motion  by  Senator  Ervin,  the  Committee 
added  the  text  of  S.  1438  as  Title  II  of  the  House-passed  bill  H.R. 
12652,  extending  the  life  of  the  Civil  Rights  Commission  and  expand- 
ing its  jurisdiction  to  include  a  study  of  the  rights  of  women.  On 
August  4,  1972,  the  Senate  unanimously  passed  H.R.  12652  as 
amended.  This  marked  the  fourth  time  in  six  years  that  the  Senate 
had  approved  the  provisions  of  the  employee  privacy  bill. 

The  House  rejected  the  Senate  amendment  and  requested  a  confer- 
ence. The  Senate  conferees  stood  by  the  Senate  amendment  until  it 
became  apparent  that  it  might  jeopardize  passage  of  the  entire  legis- 
lation. When  the  Senate  passed  the  Civil  Rights  Commission  authori- 
zation, it  accepted  the  conference  committee's  decision  to  delete  Title 
II  from  the  bill. 

QUESTIONS   OX   RACE,   RELIGION,  AND   NATIONAL   ORIGIN 

Many  complaints  received  by  the  subcommittee  concerned  official 
requests  or  requirements  that  employees  disclose  their  race,  religion, 
or  ethnic  or  national  origin.  This  information  has  been  obtained  from 
employees  through  the  systematic  use  of  questionnaires  or  oral  in- 
quiries by  supervisors. 

Chief  concern  has  focused  on  a  policy  inaugurated  by  the  Civil 
Service  Commission  in  1966,  under  vrhich  present  employees  and 
future  employees  would  be  asked  to  indicate  on  a  questionnaire 
whether  they  were  "American  Indian,"  "oriental,"  "Negro,"  "Spanish- 
American"  or  "none  of  these."  Approximately  1.7  million  employees 
were  told  to  complete  the  forms,  while  some  agencies  including  some  in 
the  Department  of  Defense  continued  their  former  practice  of  acquir- 
ing such  information  through  the  "head  count"  method.  Although  the 
Civil  Service  Commission  directive  stated  that  disclosure  of  such  in- 
formation was  voluntary,  complaints  show  that  employees  and  super- 
visors generally  felt  it  to  be  mandatory.  Administrative  efforts  to 
obtain  compliance  included  in  some  instances  harassment,  threats,  and 
intimidation.  Complaints  in  different  agencies  showed  that  employees 
who  did  not  comply  received  airmail  letters  at  their  homes  with  new 
forms ;  or  their  names  were  placed  on  administrative  lists  for  "follow- 
up"  procedures,  and  supervisors  were  advised  to  obtain  the  informa- 
tion from  delinquent  employees  by  a  certain  date. 

In  the  view  of  John  McCart,  representing  the  Government  Em- 
ployes' Council,  AFL-CIO : 

When  the  Civil  Service  Commission  and  the  regulations 
note  that  participation  by  the  employee  will  be  voluntary, 
this  removes  some  of  the  onus  of  the  encroachment  on  an 
individual's  privacy.  But  in  an  organizational  operation  of 
the  size  and  complexity  of  the  Federal  Government,  it  is 
just  impossible  to  guarantee  that  each  individual's  right  to 
privacy  and  confidentiality  will  be  observed. 

In  addition  to  that,  there  have  been  a  large  number  of  com- 
plaints from  all  kinds  of  Federal  employees.  In  the  interest 
of  maintaining  the  rights  of  individual  workers  against  the 
possibility  of  invading  those  rights,  it  would  seem  to  us  it 
would  be  better  to  abandon  the  present  approach,  because 
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there  are  other  alternative?  available  for  determining  whether 
that  program  is  being  carried  out. 

The  hearing  record  contains  numerous  examples  of  disruption  of 
employee-management  relations,  and  of  employee  dissatisfaction  with 
such  official  inquiries.  -Many  told  the  subcommittee  that  they  refused 
to  complete  the  questionnaires  because  the  matter  was  none  of  the 
Government's  business;  others,  because  of  their  mixed  parentage,  felt 
unable  to  state  the  information. 

Since  1963,  the  policy  of  the  American  Civil  Liberties  Union  on  the 
method  of  collecting  information  about  race  has  favored  the  head 
count  wherever  possible.  Although  the  policy  is  presently  under  re- 
view, the  subcommittee  finds  merit  in  the  statement  that : 

The  collection  and  dissemination  of  information  about  race 
creates  a  conflict  among  several  equally  important  civil 
liberties:  the  right  of  free  speech  and  free  inquiry,  on  the  one 
hand,  and  the  rights  of  privacy  and  of  equality  of  treatment 
and  of  opportunity,  on  the  other.  The  ACLU  approves  them 
all.  But  at  this  time  in  human  history,  when  the  principle  of 
equality  and  nondiscrimination  must  be  vigorously  defended, 
it  is  necessary  that  the  union  oppose  collection  and  dissemina- 
tion of  information  regarding  race,  except  only  where  rigor- 
ous justification  is  shown  for  such  action.  Where  such  collec- 
tion and  dissemination  is  shown  to  be  justified,  the  gathering 
of  information  should  be-  kept  to  the  most  limited  form,  where- 
ever  possible  by  use  of  the  head  count  method,  and  the  con- 
fidential nature  of  original  records  should  be  protected  as 
far  as  possible. 

Former  Civil  Service  Commission  Chairman  Robert  Ramspeck  told 
the  subcommittee: 

To  consider  race,  color,  religion,  and  national  origin  in 
making  appointments,  in  promotions  and  retention  of  Federal 
employees  is,  in  my  opinion,  contrary  to  the  merit  system. 
There  should  be  no  discrimination  for  or  against  minority 
persons  in  Federal  Government  employment. 

As  the  hearings  and  complaints  have  demonstrated,  the  most  telling 
argument  against  the  use  of  such  a  questionnaire,  other  than  the  consti- 
tutional issue,  is  the  fact  that  it  does  not  work.  This  is  shown  by  the 
admission  by  many  employees  that  they  either  did  not  complete  the 
forms  or  that  they  gave  inaccurate  data. 

Mr.  Macy  informed  the  subcommittee : 

In  the  State  of  Hawaii  the  entire  program  was  cut  out 
because  it  had  not  been  done  there  before,  and  it  was  inad- 
vertently included  in  this  one,  and  the  feeling  was  that  be- 
cause of  the  racial  composition  there  it  would  be  exceedingly 
difficult  to  come  up  wrth  any  kind  of  identification  along  the 
lines  of  the  card  that  we  were  distributing. 

The  Civil  Service  Commission  on  May  9  informed  the  subcommittee 
that  it  had  "recently  approved  regulations  which  will  end  the  use  of 
voluntary  self -identification  of  race  as  a  means  of  obtaining  minority 
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group  statistics  for  the  Federal  work  force."  The  Commission  indi- 
cated its  decision  was  based  on  the  failure  of  the  program  to  pro< 
meaningful  statistics.  In  its  place  the  Commission  will  rely  on  super- 
visory reports  based  solely  on  observation,  which  would  not  be  pro- 
hibited by  the  bill. 

As  Senator  Fong  stated : 

It  should  be  noted  that  the  bill  would  not  bar  head  counts 
of  employee  racial  extraction  for  statistical  purposes  by  su- 
pervisors. However,  the  Congress  has  authorized  the  merit 
system  for  the  Federal  service  and  the  race,  national  origin 
or  religion  of  the  individual  or  his  forebears  should  have 
nothing  to  do  with  his  ability  or  qualifications  to  do  a  job. 

Section  1(a)  of  the  bill  was  included  to  assure  that  employees  will 
not  again  be  subjected  to  such  unwarranted  invasion  of  ther  privacy. 
It  is  designed  to  protect  the  merit  system  which  Congress  has  author- 
ized for  the  Federal  service.  Its  passage  will  reaffirm  the  intent  of 
Congress  that  a  person's  religion,  race,  and  national  or  ethnic  origin  or 
that  of  his  forebears  have  nothing  to  do  with  his  ability  or  qualification 
to  perform  the  requisite  duties  of  a  Federal  position,  or  to  qualify  for  a 
promotion. 

By  eliminating  official  authority  to  place  the  employee  in  a  position 
in  which  he  feels  compelled  to  disclose  this  personal  data,  the  bill  will 
help  to  eliminate  the  basis  for  such  complaints  of  invasion  of  privacy 
and  discrimination  as  Congress  has  received  for  a  number  of  years.  It 
will  protect  Americans  from  the  dilemma  of  the  grandson  of  an  Amer- 
ican Indian  who  told  the  subcommittee  that  he  had  exercised  his  option 
and  did  not  complete  the  minority  status  questionnaire.  He  did  not 
know  how  to  fill  it  out.  Shortly  thereafter  he  received  a  personal 
memorandum  from  his  supervisor  "requesting"  him  to  complete  a  new 
questionnaire  and  "return  it  immediately."  He  wrote :  "I  personally 
feel  that  if  I  do  not  comply  with  this  request  (order),  my  job  or  any 
promotion  which  comes  up  could  be  in  jeopardy." 

The  prohibitions  in  section  1(a)  against  official  inquiries  about 
religion,  and  in  section  1(e)  concerning  religious  beliefs  and  practices 
together  constitute  a  bulwark  to  protect  the  individual's  right  to  silence 
concerning  his  religious  convictions  and  to  refrain  from  an  indication 
of  his  religious  beliefs. 

Referring  to  these  two  sections,  Lawrence  Speiser,  director  of  the 
Washington  office  of  the  American  Civil  Liberties  Union  testified : 

These  provisions  would  help,  we  hope,  eliminate  a  con- 
stantly recurring  problem  involving  those  new  Government 
employees  who  prefer  to  affirm  their  allegiance  rather  than 
swearing  to  it.  All  Government  employees  must  sign  an 
appointment  affidavit  and  take  an  oath  or  affirmation  of  office. 

A  problem  arises  not  just  when  new  employees  enter  Gov- 
ernment employment  but  in  all  situations  where  the  Govern- 
ment requires  an  oath,  and  there  is  an  attempt  made  on  the 
part  of  those  who  prefer  to  affirm.  It  is  amazing  the  intransi- 
gence that  arises  on  the  part  of  clerks  or  those  who  require 
the  filling  out  of  these  forms,  or  the  giving  of  the  statement 
in  permitting  individuals  to  affirm. 
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The  excuses  that  are  made  vary  tremendously,  either  that 
the  form  can  only  be  signed  and  they  cannot  accept  a  form 
in  which  "so  help  me  God"  is  struck  out,  because  that  is  an 
amendment,  and  they  are  hound  by  their  instructions  which 
do  not  permit  any  changes  to  be  made  on  the  forms  at  all. 

Also,  in  connection  with  the  giving  of  oaths.  I  have  had 
one  case  in  which  an  investigator  asked  a  young  man  this 
question :  "For  the  purposes  of  administering  the  oath,  do 
you  believe  in  God  !  ' 

It  is  to  be  hoped  that  the  provisions  of  this  bill  would  bar 
practices  of  that  kind.  The  law  should  be  clear  at  this  time. 
Title  I,  United  States  Code,  section  1  has  a  number  of  rules 
of  construction,  one  of  which  says  that  wherever  the  word 
"oath"'  appears,  that  includes  "affirmation,"  and  wherever 
the  word  "swear"  appears,  that  includes  "affirm." 

This  issue  comes  up  sometimes  when  clerks  will  ask.  "Why 
do  you  want  to  affirm?  Do  you  belong  to  a  religious  group 
that  requires  an  affirmation  rather  than  taking  an  oath  ?"  And 
unless  the  individual  gives  the  right  answer,  the  clerks  won't 
let  him  affirm.  It  is  clear  under  the  Torraso  case  that  religious 
beliefs  and  lack  of  religious  beliefs  are  equally  entitled  to  the 
protection  of  the  first  amendment. 

The  objection  has  been  raised  that  the  prohibition  against  inquiries 
into  race,  religion,  or  national  origin  would  hinder  investigation  of 
discrimination  complaints.  In  effect,  however,  it  is  expected  to  aid 
rather  than  hinder  in  this  area  of  the  law,  by  decreasing  the  oppor- 
tunities for  discrimination  initially.  It  does  not  hinder  acquisition  of 
the  information  elsewhere;  nor  does  it  prevent  a  person  from  volun- 
teering the  information  if  he  wishes  to  supply  it  in  filing  a  complaint 
or  in  the  course  of  an  investigation. 

CONTROL   OF   EMPLOYEE   OPINIONS,   OUTSIDE   ACTIVITIES 

Reports  have  come  to  the  subcommittee  of  infringements  and 
threatened  infringements  on  first  amendment  freedoms  of  employees : 
freedom  to  think  for  themselves  free  of  Government  indoctrination : 
freedom  to  choose  their  outside  civic,  social,  and  political  activities 
as  citizens  free  of  official  guidance;  or  even  freedom  to  refuse  to  par- 
ticipate at  all  without  reporting  to  supervisors. 

Illustrative  of  the  climate  of  surveillance  the  subcommittee  has 
found  was  a  13-year-old  Xavy  Department  directive,  reportedly  simi- 
lar to  those  in  other  agencies,  warning  employees  to  guard  against 
"indirect  remarks''  and  to  seek  "wise  and  mature"  counsel  within 
their  agencies  before  joining  civic  or  political  associations. 

In  the  view  of  the  United  Federation  of  Postal  Clerks : 

Perhaps  no  other  right  is  so  essential  to  employee  morale 
as  the  right  to  personal  freedom  and  the  absence  of  inter- 
ference by  the  Government  in  the  private  lives  and  activities 
of  its  employees.  Attempts  to  place  prohibitions  on  the 
private  associations  of  employees;  mandatory  reporting  of 
social  contacts  with  Members  of  Congress  and  the  press; 
attempts  to  "orient"  or  "indoctrinate"  Federal  employees  on 
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subjects  outside  their  immediate  areas  of  professional  inter- 
est ;  attempts  to  "encourage"  participation  in  outside  activities 
or  discourage  patronage  of  selected  business  establishments 
and  coercive  campaigns  for  charitable  donations  are  among 
the  most  noteworthy  abuses  of  Federal  employees'  right  to 
personal  freedom. 

An  example  of  improper  on-the-job  indoctrination  of  employees 
about  sociological  and  political  matters  was  cited  in  his  testimony 
by  John  Griner,  president  of  the  AFL-CIO  affiliated  American 
Federation  of  Government  Employees : 

One  instance  of  disregard  of  individual  rights  of  employees 
as  well  as  responsibility  to  the  taxpayers,  which  has  come  to 
my  attention,  seems  to  illustrate  the  objectives  of  sub- 
sections (b),  (c),  and  (d).  of  section  1  of  the  Ervin  bill.  It 
happened  at  a  large  field  installation  under  the  Department 
of  Defense. 

The  office  chief  called  meetings  of  different  groups  of  em- 
ployees throughout  the  day  *  *  *.  A  recording  was  played 
while  employees  listened  about  30  minutes.  It  was  supposedly 
a  speech  made  at  a  university,  which  went  deeply  into  the 
importance  of  integration  of  the  races  in  this  country.  There 
was  discussion  of  the  United  Xations — what  a  great  thing  it 
was — and  how  there  never  could  be  another  world  war.  The 
person  who  reported  this  incident  made  this  comment: 
"Think  of  the  taxpayers'  money  used  that  day  to  hear  that 
record.*'  I  think  that  speaks  for  itself. 

Other  witnesses  were  in  agreement  with  Mr.  Griner's  view  on  the 
need  for  protecting  employees  now  and  in  the  future  from  any  form 
of  indoctrination  on  issues  unrelated  to  their  work.  The  issue  was 
defined  at  hearings  on  S.  3779  in  the  following  colloquy  between  the 
subcommittee  chairman  and  Mr.  Griner. 

If  they  are  permitted  to  hold  sessions  such  as  this  on  Gov- 
ernment time  and  at  Government  expense,  they  might  then 
also  hold  sessions  as  to  whether  or  not  we  should  be  involved 
in  the  Vietnam  war  or  whether  we  should  not  be,  whether 
we  should  pull  out  or  whether  we  should  stay,  and  I  think 
it  could  go  to  any  extreme  under  those  conditions. 

Of  course,  we  are  concerned  with  it,  yes.  But  that  is  not  a 
matter  for  the  daily  routine  of  work. 

Senator  Ervin.  Can  you  think  of  anything  which  has  more 
direful  implications  for  a  free  America  than  a  practice 
by  which  a  government  would  attempt  to  indoctrinate  any 
man  with  respect  to  a  particular  view  on  any  subject  other 
than  the  proper  performance  of  his  work  ? 

Mr.  Griner.  I  think  if  we  attempted  to  do  that  we  would 
be  violating  the  individual's  constitutional  rights. 

Senator  Ervix.  Is  there  any  reason  whatever  why  a  Federal 
civil  service  employee  should  not  have  the  same  right  to  have 
his  freedom  of  thought  on  all  things  under  the  sun  outside  of 
the  restricted  sphere  of  the  proper  performance  of  his  work 
that  any  other  American  enjoys  ? 

Mr.  Grixer.  Xo,  sir. 
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With  one  complaint  of  attempted  indoctrination  of  employees  at  a 
Federal  installation,  a  civil  servant  enclosed  a  memorandum  taken 
from  a  bulletin  board  Stating  the  time,  place,  and  date  of  a  lecture 
by  a  sociology  professor  on  the  subject  of  the  importance  of  racial 
integration.  Attendance  was  to  be  voluntary  but  the  notice  stated  that 
>rd  would  bo  made  of  those  attending  or  not  attending. 

Concerning  such  a  practice,  one  witness  commented:  "If  I  had  been 
a  Federal  employee  and  I  cared  anything  about  my  job,  I  would  have 
been  at  that  lecture." 

Employees  of  an  installation  in  Pennsylvania  complained  of  require- 
ments to  attend  film  lectures  on  issues  of  the  cold  war. 

Witnesses  agreed  that  taking  notice  of  attendance  at  such  meetings 
constituted  a  form  of  coercion  to  attend.  Section  1(b)  will  eliminate 
such  intimidation.  It  leaves  unaffected  existing  authority  to  use  any 
appropriate  means,  including  publicity,  to  provide  employees  infor- 
mation about  meetings  concerning  matters  such  as  charity  drives  and 
bond-selling  campaigns. 

Section  (c)  protests  a  basic  constitutional  right  of  the  individual 
employee  to  be  free  of  official  pressure  on  him  to  engage  in  any  civic 
or  political  activity  or  undertaking  which  might  involve  him  as  a 
private  citizen,  but  which  has  no  relation  to  his  Federal  employment. 
It  preserves  his  freedom  of  thought  and  expression,  including  his 
right  to  keep  silent,  or  to  remain  inactive. 

This  section  will  place  a  statutory  bar  against  the  recurrence  of 
employee  complaints  such  as  the  following  received  by  a  Member  of 
the  Senate : 

Dear  Senator :  On ,  1966,  a  group  of  Treasury 

Department  administrators  were  called  to  Miami  for  a  con- 
ference led  by ,  Treasury  Personnel  Officer,  with  regard 

to  new  revisions  in  chapter  713  of  the  Treasury  Personnel 
Manual. 

Over  the  years  the  Treasury  Department  has  placed  spe- 
cial emphasis  on  the  hiring  of  Negroes  under  the  equal  em- 
ployment opportunity  program,  and  considerable  progress 
in  that  regard  has  been  made.  However,  the  emphasis  of 
the  present  conference  was  that  our  efforts  in  the  field  of 
equal  employment  opportunity  have  not  been  sufficient. 
Under  the  leadership  of  President  Johnson  and  based  on  his 
strong  statement  with  regard  to  the  need  for  direct  action  to 
cure  the  basic  causes  leading  to  discrimination,  the  Treasury 
Department  has  now  issued  specific  instructions  requiring  all 
supervisors  and  line  managers  to  become  actively  and  aggres- 
sively involved  in  the  total  civil  rights  problem. 

The  requirements  laid  down  by  chapter  713  and  its  appen- 
dix include  participation  in  such  groups  as  the  Urban  league, 
NAACP,  et  cetera  (these  are  named  specifically)  and  involve- 
ment in  the  total  community  action  program,  including  open 
housing,  integration  of  schools,  et  cetera. 

The  policies  laid  down  in  this  regulation,  as  verbally  ex- 
plained by  the  Treasury  representatives  at  the  conference, 
go  far  beyond  any  concept  of  employee  personnel  responsi- 
bility previously  expressed.  In  essence,  this  regulation  re- 
quires every  Treasury  manager  or  supervisor  to  become  a 
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social  worker,  both  during  his  official  hours  and  on  his  own 
time.  This  was  only  tangentially  referred  to  in  the  regulation 
and  its  appendages,  but  was  brought  out  forcefully  in  verbal 
statements  by  Mr.  and  .  Frankly,  this  is  tre- 
mendously disturbing  to  me  and  to  many  of  the  other  persons 
with  whom  I  have  discussed  the  matter.  We  do  not  deny  the 
need  for  strong  action  in  the  field  of  civil  rights,  but  we  do 
sincerely  question  the  authority  of  our  Government  to  lay 
out  requirements  to  be  met  on  our  own  time  which  are  repug- 
nant to  our  personal  beliefs  and  desires. 

The  question  was  asked  as  to  what  disciplinary  measures 
would  be  taken  against  individuals  declining  to  participate 
in  these  community  action  programs.  The  reply  was  given 
by  the  equal  employment  officer,  that  such  refusal  would 
constitute  an  undesirable  work  attitude  bordering  on  insub- 
ordination and  should  at  the  very  least  be  reflected  on  the 
annual  efficiency  rating  of  the  employee. 

The  principles  expressed  in  these  regulations  and  in  this 
conference  strike  me  as  being  of  highly  dangerous  potential. 
If  we,  who  have  no  connection  with  welfare  or  social  pro- 
grams, can  be  required  to  take  time  from  our  full-time  re- 
sponsibilities in  our  particular  agencies  and  from  the  hours 
normally  reserved  for  our  own  refreshment  and  recreation  to 
work  toward  integration  of  white  neighborhoods,  integration 
of  schools  by  artificial  means,  and  to  train  Negroes  who  have 
not  availed  themselves  of  the  public  schooling  available,  then 
it  would  seem  quite  possible  that  under  other  leadership,  we 
could  be  required  to  perform  other  actions  which  would 
actually  be  detrimental  to  the  interests  of  our  Nation. 
*  *  *  *  * 

Testifying  on  the  issue  of  reporting  outside  activities,  the  American 
Civil  Liberties  Union  representative  commented  : 

To  the  extent  that  individuals  are  apprehensive  they  are 
going  to  have  to,  at  some  future  time,  tell  the  Government 
about  what  organizations  they  have  belonged  to  or  been  asso- 
ciated with,  that  is  going  to  inhibit  them  in  their  willingness 
to  explore  all  kinds  of  ideas,  their  willingness  to  hear 
speakers,  their  willingness  to  do  all  kinds  of  things.  That 
has  almost  as  deadening  an  effect  on  free  speech  in  a  democ- 
racy as  if  the  opportunities  were  actually  cut  off. 

The  feeling  of  inhibition  which  these  kinds  of  questions 
cause  is  as  dangerous,  it  seems  to  me,  as  if  the  Government 
were  making  actual  edicts. 

Witnesses  gave  other  examples  of  invasion  of  employees'  private 
lives  which  would  be  halted  by  passage  of  the  bill. 

In  the  southwest  a  division  chief  dispatched  a  buck  slip  to  his  group 
supervisors  demanding:  "the  names  *  *  *  of  employees  *  *  *  who 
are  participating  in  any  activities  including  such  things  as:  PTA  in 
integrated  schools,  sports  activities  which  are  inter-social,  and  such 
things  as  Great  Books  discussion  groups  which  have  integrated 
memberships.'7 

******* 

20 


556 


In  a  Washington  office  of  the  Department  of  Defense,  a  branch  chief 

by  telephone  asked  supervisors  to  obtain  from  employees  the  nam 
any  organizations  they  belonged  to.  The  purpose  apparently  v. 

obtain  invitations  for  Federal  Government  oflicials  to  speak  before 
such  organizations. 

******* 

Reports  have  come  to  the  subcommittee  that  the  Federal  Maritime 
( Commission,  pursuant  to  civil  service  regulations,  requested  employees 
to  participate  in  community  activities  to  improve  the  employability 
of  minority  groups,  and  to  report  to  the  chairman  any  outside 
act  iviries. 

******* 

In  addition  to  such  directives,  many  other  instances  involving  this 
type  of  restriction  have  come  to  the  attention  of  the  subcommittee  over 
a  period  of  years.  For  example,  some  agencies  have  either  prohibited 
flatly,  or  required  employees  to  report,  all  contacts,  social  or  otherwise, 
with  Members  of  Congress  or  congressional  staff  members.  In  many 
cases  reported  to  the  subcommittee,  officials  have  taken  reprisals  against 
employees  who  communicated  with  their  Congressmen  and  have  issued 
directives  threatening  such  action. 

******* 

The  Civil  Service  Commission  on  its  Form  85  for  nonsensitive  posi- 
tions requires  an  individual  to  list:  "Organizations  with  which  affili- 
ated (past  and  present)  other  than  religious  or  political  organizations 
or  those  with  religious  or  political  affiliations  (if  none,  so  state).'' 
******* 

PRIVACY   IXVASIOXS   IX   IXTERVIEWS.   IXTERROGATIOXS,   AXD   FERSOX"ALrTY 

TESTS 

Although  it  does  not  outlaw  all  of  the  unwarranted  personal  prying 
to  which  employees  and  applicants  are  now  subjected,  section  1(e)  of 
the  reported  bill  will  prohibit  the  more  serious  invasions  of  personal 
privacy  reported.  The  subcommittee  believes  it  will  also  result  in 
limitations  beyond  its  specific  prohibitions  by  encouraging  admistra- 
tive  adherence  to  the  principles  it  reflects. 

It  will  halt  mass  programs  in  which,  as  a  general  rule,  agency 
officials  conduct  interviews  during  which  they  require  or  request  ap- 
plicants or  employees  to  reveal  intimate  details  about  their  habits, 
thoughts,  and  attitudes  on  matters  unrelated  to  their  qualifications 
and  ability  to  perform  a  job. 

It  will  also  halt  individual  interrogations  such  as  that  involving  an 
18-year-old  college  sophomore  applying  for  a  summer  job  as  a  secretary 
at  a  Federal  department. 

In  the  course  of  an  interview  with  a  department  investigator,  she 
was  asked  wide-ranging  personal  questions.  For  instance,  regarding  a 
boy  whom  she  was  dating,  she  was  asked  questions  which  denoted 
assumptions  made  by  the  investigator,  such  as : 

Did  he  abuse  you  ? 

Did  he  do  anything  unnatural  with  you?  You  didn't  get 
pregnant,  did  you  ? 
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There's  kissing,  petting,  and  intercourse,  and  after  that, 
did  he  force  you  to  do  anything  to  him,  or  did  he  do  anything 
to  you  ? 

The  parent  of  this  student  wrote : 

This  interview  greatly  transcended  the  bounds  of  normal 
areas  and  many  probing  personal  questions  were  propounded. 
Most  questions  were  leading  and  either  a  negative  or  positive 
answer  resulted  in  an  appearance  of  self-incrimination.  Dur- 
ing this  experience,  my  husband  was  on  an  unaccompanied 
tour  of  duty  in  Korea  and  I  attempted  alone,  without  success, 
to  do  battle  with  the  Department. 

I  called  and  was  denied  any  opportunity  to  review  what 
had  been  recorded  in  my  daughter's  file.  Likewise  my 
daughter  was  denied  any  review  of  the  file  in  order  to  verify 
or  refute  any  of  the  record  made  by  the  State  Department 
interviewer.  This  entire  matter  was  handled  as  if  applicants 
for  State  Department  employment  must  subject  themselves 
to  the  personal  and  intimate  questions  and  abdicate  all  claims  " 
to  personal  rights  and  privileges. 

As  a  result  of  this  improper  intrusion  into  my  daughter's 
privacy  which  caused  all  great  mental  anguish,  I  had  her 
application  for  employment  withdrawn  from  the  State 
Department.  This  loss  of  income  made  her  college  education 
that  much  more  difficult. 

Upon  my  husband's  return,  we  discussed  this  entire  situa- 
tion and  felt  rather  than  subjecting  her  again  to  the  sanc- 
tioned methods  of  Government  investigation  we  would  have 
her  work  for  private  industry.  This  she  did  in  the  summer  of 
1966,  with  great  success  and  without  embarrassing  or 
humiliating  Gestapo-type  investigation. 

Upon  subcommittee  investigation  of  this  case,  the  Department  indi- 
cated that  this  was  not  a  unique  case,  because  it  used  a  "uniform 
policy  in  handling  the  applications  of  summer  employees  as  followed 
with  all  other  applicant  categories."  It  stated  that  its  procedure  under 
Executive  Order  10450  is  a  basic  one  "used  by  the  Department  and 
other  executive  agencies  concerning  the  processing  of  any  category  of 
applicants  who  will  be  dealing  with  sensitive,  classified  material."  Its 
only  other  comment  on  the  case  was  to  assure  that  "any  information 
developed  during  the  course  of  any  of  our  investigations  that  is  of  a 
medical  nature,  is  referred  to  our  Medical  Division  for  proper  evalua- 
tion and  judgment."  In  response  to  a  request  for  copies  of  depart- 
mental guidelines  governing  such  investigations  and  interviews,  the 
subcommittee  was  told  they  were  classified. 

Section  1(e)  would  protect  every  employee  and  every  civilian  who 
offers  his  services  to  his  Government  from  indiscriminate  and  un- 
authorized requests  to  submit  to  any  test  designed  to  elicit  such  infor- 
mation as  the  following : 

My  sex  life  is  satisfactory, 

I  have  never  been  in  trouble  because  of  my  sex  behavior. 
Everything  is  turning  out  just  like  the  prophets  of  the 
Bible  said  it  would. 
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I  loved  my  father. 

I  am  very  strongly  attracted  by  members  of  my  own  sex. 
I  go  to  church  almost  every  week. 
I  Believe  in  the  second  coming  of  Christ. 
I  believe  in  a  life  hereafter. 

I  have  never  indulged  in  any  unusual  sex  practices. 
I  am  worried  about  sex  matters. 
I  am  very  religious  (more  than  most  people) . 
I  loved  my  mother. 

I  believe  there  is  a  Devil  and  a  Hell  in  afterlife. 
I  believe  there  is  a  God. 

Once  in  a  while  I  feel  hate  toward  members  of  my  family 
whom  T  usually  love. 

I  wish  I  were  not  bothered  by  thoughts  about  sex. 

The  subcommittee  hearings  in  .1965  on  "Psychological  tests  and 
constitutional  rights''  and  its  subsequent  investigations  support  the 
need  for  such  statutory  prohibitions  on  the  use  of  tests. 

In  another  case,  the  subcommittee  was  told,  a  women  was  ques- 
tioned for  6  hours  "about  every  aspect  of  her  sex  life — real,  imagined, 
and  gossiped — with  an  intensity  that  could  only  have  been  the  product 
of  inordinately  salacious  minds." 

The  specific  limitation  on  the  three  areas  of  questioning  proscribed 
in  S.  1035  in  no  way  is  intended  as  a  grant  of  authority  to  continue 
or  initiate  the  official  eliciting  of  personal  data  from  individuals  on 
subjects  not  directly  proscribed.  It  would  prohibit  investigators,  or 
personnel,  security  and  medical  specialists  from  indiscriminately  re- 
quiring or  requesting  the  individual  to  supply,  orally  or  through  tests, 
data  on  religion,  family,  or  sex.  It  does  not  prevent  a  physician  from 
doing  so  if  he  has  reason  to  believe  the  employee  is  "suffering  from 
mental  illness''  and  believes  the  information  is  necessary  to  make  a 
diagnosis.  Such  a  standard  is  stricter  than  the  broad  "fitness  for  duty'' 
standard  now  generally  applied  by  psychiatrists  and  physicians  in  the 
interviews  and  testing  which  an  employee  can  be  requested  and  re- 
quired to  undergo. 

There  is  nothing  in  this  section  to  prohibit  an  official  from  advising 
an  individual  of  a  specific  charge  of  sexual  misconduct  and  affording 
him  an  opportunity  to  refute  the  charge  voluntarily. 

POLYGRAPHS 

Section  1(f)  makes  it  unlawful  for  any  officer  of  any  executive  de- 
partment or  agency  or  any  person  acting  under  his  authority  to  require 
or  request  or  attempt  to  require  or  request  any  civilian  employee  or 
any  applicant  for  employment  to  take  any  polygraph  test  designed 
to  elicit  from  him  information  concerning  his  personal  relationship 
with  any  person  connected  with  him  by  blood  or  marriage,  or  concern- 
ing his  religious  beliefs,  practices  or  concerning  his  attitude  or  conduct 
with  respect  to  sexual  matters.  While  this  section  does  not  eliminate 
the  use  of  so-called  lie  detectors  by  Government,  it  assures  that  where 
such  devices  are  used  for  these  purposes  it  will  be  only  in  limited  areas. 

John  McCart,  representing  the  Government  Employees  Council  of 
AFL-CTO.  supported  this  section  of  the  bill,  citing  a' 1965  report  by 
a  special  subcommittee  of  the  AFL-CIO  executive  council  that: 
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The  use  of  lie  detectors  violates  basic  considerations  of 
human  dignity  in  that  they  involve  the  invasion  of  privacy, 
self-incrimination,  and  the  concept  of  guilt  until  proven 
innocent. 

Congressional  investigation1  has  shown  that  there  is  no  scientific 
validation  for  the  effectiveness  or  accuracy  of  lie  detectors.  Yet  despite 
this  and  the  invasion  of  privacy  involved,  lie  detectors  are  being  used 
or  may  be  used  in  various  agencies  of  the  Federal  Government  for 
purposes  of  screening  applicants  or  for  pursuing  investigations. 

This  section  of  the  bill  is  based  on  complaints  such  as  the  following 
received  by  the  subcommittee : 

When  I  graduated  from  college  in  1965, 1  applied  at  NSA. 
I  went  to  2  days  of  testing,  which  apparently  I  passed 
because  the  interviewer  seemed  pleased  and  he  told  me  that 
they  could  always  find  a  place  for  someone  with  my  type  of 
degree. 

About  1  month  later,  I  reported  for  a  polygraph  test  at 
an  office  on  Wisconsin  Avenue  in  the  District  or  just  over 
the  District  line  in  Maryland.  I  talked  with  the  polygraph 
operator,  a  young  man  around  25  years  of  age.  He  explained 
how  the  machine  worked,  etc.  He  ran  through  some  of  the 
questions  before  he  attached  the  wires  to  me.  Some  of  the 
questions  I  can  remember  are — 

"When  was  the  first  time  you  had  sexual  relations  with  a 
woman  ? 

"How  many  times  have  you  had  sexual  intercourse  ? 

"Have  you  ever  engaged  in  homosexual  activities  ? 

"Have  you  ever  engaged  in  sexual  activities  with  an 
animal  ? 

"When  was  the  first  time  you  had  intercourse  with  your 
wife? 

"Did  you  have  intercourse  with  her  before  you  were  mar- 
ried ?  How  many  times  ?" 

He  also  asked  questions  about  my  parents.  Communist 
activities,  etc.  I  remember  that  I  thought  this  thing  was 
pretty  outrageous,  but  the  operator  assured  me  that  he 
asked  everybody  the  same  questions  and  he  has  heard  all 
the  answers  before,  it  just  didn't  mean  a  thing  to  him.  I 
wondered  how  he  could  ever  get  away  with  asking  a  girl  those 
kinds  of  questions. 

When  I  was  finished,  I  felt  as  though  I  had  been  in  a  15 
round  championship  boxing  match.  I  felt  exhausted.  I  made 
up  my  mind  then  and  there  that  I  wouldn't  take  the  job 
even  if  they  wanted  me  to  take  it.  Also,  I  concluded  that  I 
would  never  again  apply  for  a  job  with  the  Government,  es- 
pecially where  they  make  you  take  one  of  these  tests. 

Commenting  on  this  complaint,  the  subcommittee  chairman  ob- 
served : 


1  Hearings  and  reports  on  the  usp  of  nolyjrraphs  as  "lip  dptpetors."  by  thp  Fndprnl  Hov- 
ernmpnt  bpforp  n  Subcommittee  of  tbe  House  Committee  on  Government  Operations,  April 
1964  through  1966. 
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Certainly  such  practices  should  not  be  tolerated  even  by 
agencies  charged  with  security  missions.  Surely,  the  finan- 
cial, scientific,  and  investigative  resources  of  the  Federal  Gov- 
ernment are  sufficient  to  determine  whether  a  person  is  a 
security  risk,  without  strapping  an  applicant  to  a  machine 
and  subjecting  him  to  salacious  questioning.  The  Federal 
Bureau  of  Investigation  does  not  use  personality  tests  or 
polygraphs  on  applicants  for  employment.  I  fail  to  see  why 
the  National  Security  Agency  finds  them  so  fascinating. 

COERCION    TO   BUY   BONDS   AND    CONTRIBUTE    TO    CAUSES 

The  hearing  record  and  subcommittee  complaint  files  amply  docu- 
ment the  need  for  statutory  protect  ions  against  all  forms  of  coercion  of 
employees  to  buy  bonds  and  contribute  to  causes.  Involved  here  is  the 
freedom  of  the  individual  to  invest  and  donate  his  money  as  he  sees 
fit.  without  official  coercion.  As  the  subcommittee  chairman  explained: 

It  certainly  seems  to  me  that  each  Federal  employee,  like 
any  other  citizen  in  the  United  States,  is  the  best  judge  of 
his  capacity,  in  the  light  of  his  financial  obligations,  to  par- 
ticipate or  decide  whether  he  will  participate  and  the  extent 
of  his  participation  in  a  bond  drive.  That  is  a  basic  determi- 
nation which  he  and  he  alone  should  make. 

I  think  there  is  an  interference  with  fundamental  rights 
when  coercion  of  a  psychological  or  economic  nature  is 
brought  on  a  Federal  employee,  even  to  make  him  do  right. 
I  think  a  man  has  to  have  a  choice  of  acting  unwisely  as  well 
as  wisely,  if  he  is  going  to  have  any  freedom  at  all. 

The  subcommittee  has  received  from  employees  and  their  organiza- 
tions numerous  reports  of  intimidation,  threats  of  loss  of  job,  and 
security  clearances  and  of  denial  of  promotion  for  employees  who  do 
not  participate  to  the  extent  supervisors  wish.  The  hearing  record 
contains  examples  of  documented  cases  of  reprisals,  many  of  which 
have  been  investigated  at  the  subcommittee's  request  and  confirmed 
by  the  agency  involved.  It  is  apparent  that  policy  statements  and 
administrative  rules  are  not  sufficient  to  protect  individuals  from  such 
coercion. 

The  president  of  the  United  Federation  of  Postal  Clerks  informed 
the  subcommittee: 

Section  1,  paragraph  (i)  of  S.  3779  is  particularly  impor- 
tant to  all  Federal  employees  and  certainly  to  our  postal 
clerks.  The  extreme  arm-twisting  coercion,  and  pressure  tac- 
tics exerted  by  some  postmasters  on  our  members  earlier  this 
year  during  the  savings  bond  drive  must  not  be  permitted 
at  any  future  time  in  the  Government  service. 

Our  union  received  complaints  from  all  over  the  country 
where  low-paid  postal  clerks,  most  having  the  almost  impossi- 
ble problem  of  trying  to  support  a  family  and  exist  on  sub- 
standard wages,  were  practically  being  ordered  to  siirn  up 
for  purchase  of  U.S.  savings  bonds,  or  else.  The  patriotism 
of  our  postal  employees  cannot  be  challenged.  I  recently  was 
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advised  that  almost  75  percent  of  postal  workers  are  veterans 
of  the  Armed  Forces  and  have  proven  their  loyalty  and 
patriotism  to  this  great  country  of  ours  on  the  battlefield  in 
many  wars.  Yet,  some  postmasters  questioned  this  patriotism 
and  loyalty  if  any  employee  could  not  afford  to  purchase  a 
savings  bond  during  the  drive. 

The  president  of  the  National  Association  of  Government  Employ- 
ees testified : 

We  are  aware  of  instances  wherein  employees  were  told 
that  if  they  failed  to  participate  in  the  bond  program  they 
would  be  frozen  in  their  position  without  promotional  oppor- 
tunities. 

In  another  agency  the  names  of  individuals  who  did  not 
participate  were  posted  for  all  to  see.  We  have  been  made 
aware  of  this  situation  for  some  years  and  we  know  that  Con- 
gress has  been  advised  of  the  many  instances  and  injustices 
Federal  employees  faced  concerning  their  refusal  or  inability 
to  purchase  bonds. 

Certainly,  the  Government,  which  has  thousands  of  public 
relations  men  in  its  agencies  and  departments,  should  be 
capable  of  promoting  a  bond  program  that  does  not  include 
the  sledge-hammer  approach. 

Some  concern  has  been  expressed  by  officials  of  the  United  Com- 
munity Funds  and  Councils  of  America,  the  American  Heart  Associa- 
tion, Inc.,  and  other  charitable  organizations,  that  the  bill  would 
hamper  their  campaigns  in  Federal  agencies. 

For  this  reason,  the  bill  contains  a  proviso  to  express  the  intent 
of  the  sponsors  that  officials  may  still  schedule  meetings  and  take  any 
appropriate  action  to  publicize  campaigns  and  to  afford  employees  the 
opportunity  to  invest  or  donate  their  money  voluntarily.  It  is  felt 
that  this  section  leaves  a  wide  scope  for  reasonable  action  in  promoting 
bond  selling  and  charity  drives. 

The  bill  will  prohibit  such  practices  as  were  reported  to  the  sub- 
committee in  the  following  complaints : 

We  have  not  yet  sold  our  former  home  and  cannot  afford 
to  buy  bonds  while  we  have  both  mortgage  payments  and 
rental  payments  to  meet.  Yet  I  have  been  forced  to  buy 
bonds,  as  I  was  told  the  policy  at  this  base  is,  "Buy  bonds  or 
by-by." 

In  short,  after  moving  1,700  miles  for  the  good  of  the 
Government,  I  was  told  I  would  be  fired  if  I  didn't  invest 
my  money  as  my  employer  directed.  I  cannot  afford  to  buy 
bonds,  but  I  can't  afford  to  be  fired  even  more. 

***** 

Not  only  were  we  forced  to  buy  bonds,  but  our  superiors 

stood  by  the  time  clock  with  the  blanks  for  the  United 

Givers  Fund,  and  refused  to  let  us  leave  until  we  signed  up. 

I  am  afraid  to  sign  my  name,  but  I  am  employed  at  *  *  *. 

***** 
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^  A  representative  of  the  1 4th  District  Department  of  the  American 
Federation  of  Government  Employees,  Lodge  421,  reported: 

The  case  of  a  GS-13  professional  employee  who  has  had 
the  misfortune  this  past  year  of  underwriting  the  expenses 
incurred  by  the  last  illness  and  death  of  both  his  mother  and 
father  just  prior  to  this  recent  bond  drive.  This  employee  had 
been  unofficially  informed  by  his  supervisor  that  he  had  been 
selected  for  a  then  existing  GS-14  vacancy.  When  it  became 
known  that  he  was  declining  to  increase  his  participation  in 
the  savings  bond  drive  by  increasing  his  payroll  deduction  for 
that  purpose,  he  was  informed  that  he  might  as  well,  in  effect, 
kiss  that  grade  14  goodby. 

DISCLOSURE    OF    ASSETS,    DEBTS,    AND    PROPERTY 

Sections  (i)  and  ( j )  meet  a  need  for  imposing  a  reasonable  statutory 
limitation  on  the  extent  to  which  an  employee  must  reveal  the  details 
of  his  or  his  family's  personal  finances,  debts,  or  ownership  of 
property. 

The  subcommittee  believes  that  the  conflict-of-interest  statutes,  and 
the  many  other  laws  governing  conduct  of  employees,  together  with 
appropriate  implementing  regulations,  are  sufficient  to  protect  the 
Government  from  dishonest  employees.  More  zealous  informational 
activities  on  the  part  of  management  were  recommended  by  witnesses 
in  lieu  of  the  many  questionnaires  now  required. 

The  employee  criticism  of  such  inquiries  was  summarized  as  fol- 
lows: 

There  are  ample  laws  on  the  statute  books  dealing  with 
fraudulent  employment,  conflict  of  interest,  etc.  The  invasion 
of  privacy  of  the  individual  employee  is  serious  enough,  but 
the  invasion  of  the  privacy  of  family,  relatives  and  children 
of  the  employee  is  an  outrage  against  a  free  society. 

This  forced  financial  disclosure  has  caused  serious  moral 
problems  and  feelings  by  employees  that  the  agencies  dis- 
trust their  integrity.  We  do  not  doubt  that  if  every  employee 
was  required  to  file  an  absolutely  honest  financial  disclosure, 
that  a  few,  though  insignificant  number  of  conflict-of-interest 
cases  may  result.  However,  the  discovery  of  the  few  legal 
infractions  could  in  no  way  justify  the  damaging  effects  of 
forced  disclosures  of  a  private  nature.  Further,  it  is  our 
opinion  that  those  who  are  intent  on  engaging  in  activities 
which  result  in  a  conflict  of  interest  would  hardly  supply 
that  information  on  a  questionnaire  or  financial  statement. 
Many  employees  have  indicated  that  rather  than  subject 
their  families  to  any  such  unwarranted  invasion  of  their  right 
to  privacy,  that  they  are  seriously  considering  other  employ- 
ment outside  of  Government. 

The  bill  will  reduce  to  reasonable  proportions  such  inquiries  as  the 
following  questionnaire,  which  many  thousands  of  employees  have 
periodically  been  required  to  submit. 

(Questionnaire  follows:) 
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CONFIDENTIAL  STATEMENT  OF  EMPLOYMENT  AND  FINANCIAL  INTERESTS  ■ 

(FOR  USE  eY  REGULAR  GOVERNMENT  EMPLOYEES) 


NAME  (LMtl.    Fit 

If,  Initial) 

I     TITLE  OF    POI.TICN 

BATE  or  »pp: 

NTMENT    IN    PRESENT     POIITION 

ORGANISATION  LOCATION  'Qpatmt.r.t  mfnXf,   fiurc 

«.  Di 

ifaiatt) 

PART  1. 

EMPLOYMENT  AND  FINANCIAL  INTERESTS 

list  the  nan's  of  all  corporations ,  companies,  firms,  or  other 
Vjsiness  enterprises,  partnerships,  nonprofit  organizations,  and 
educationil,  or  other  institutions:    (a)  with  which  you  are  con-' 
nected  as  an  employee,  officer,  owr.er,  director,  member,  trustee, 
partner,  adviser,  or  consultant,  or  (b)  in  which  you  have  ray 
continuing  financial  interest:,  through  a  pension  or  rctireoenr. 


plan,  shared  income,  or  other  arrangement  as  a  result  of  cay* 

current  or  prior  employment  or  bus.ness  or  professional  as- 
sociation; or  (c)  in  which  you  have  any  financial  interest, 
through  the  ownership  of  stock,  srock  options,  bonds,  secofa 
•ties,  or  other  arrangements  inducing  trusts.    U  none,  write 
NONE. 


dejJ£/v*non« 


POSITION  I 
(V*  Pari  !! 
II  mpplicmblt 


NATU9E   OF    Pi 


I.,  P,rt  l(*f. 
II  mppt  cMbS*} 


PART  II.     CREDITORS 

List  the  names  of  your  erectors  other  than  those  to  whom  you                  for  current  and  ordinary  household  and  living 
Tiny  be  indebted  by  reason  of  a  mortgage  on  property  which  you                »s  household  furnishings,  automobile,  education,  vaca 
^occupy  as  a  personal  residence  or  to  whom  you  may  b'.  indebted               nnd  similar  expenses.    If  none,  write  N 

.OB, 

NAME  AMD  ADDRESS  Cr  CREDITOR                                                                             CHARACTER  OF   INDEBTEDNESS.  ..... 

PERSONAL    LOAN     KGTE.    SE  C  'J  R '  T  Y 

PART  ||j.     INTERESTS  IN  REAL  PROPERTY 

list  youx  interest  in  real  property  or  rights  in  lands,  other  thar.  property  which  you  occupy  as  a  personal  residence.    If  noae, 
XONE. 

—J 

NATUHE  OF   INTEREST,   ..<.,                                    TYPE   OF    PP.OPERVY.  e.«.,                                                             ADDRESS  {11  .'-»!,  Jiv*  ,T.=D 
Ownership.  MORTGAGE.                                       PES1DENCE.  HGTL'l  ,  APARTMENT,,                                v  courtly  mnd  Slmn) 

LIEN.  INVESTMENT   TRUST                                        UNDEVELOPED   LAND 

r-«.nT  iv.  in*-oh'».t;cn  requested  of  other  persons 

If  any  ipforrr.arJcn  :s  tc  be  supplied  by  other  -crsons,  r.<-.,                       requested  that  t°ic  infor-riatiee  be  s ■;-■—-; i  —  3,  anil  ;'r.c  rut 
irurtee,  attorney,  ate  ..-.it.---,  relative,  p»case  inJiccre  the                       subjret  inatcs:  involved.    If-nor.e,  *ri:e  JJONE. 
riu'(:j  :;.-;:  2jdrt5s  vl     -'z'ti  f.:.*r.ons,  tKe  &jLze  v.oorc  w:i:cli  \  cd 

-cot 

DATE  OF  -C3',F.-.T 


fHli  i?ACE  RESERVED  rCR.  ACDITIONAL  INSTRUCTIONS; 


mfy  that  the  statements  I  have  nadc  Are  true,  complete,  and  correct  to  the  best  of  my  knowledge  and  bclfef. 


The  vagueness  of  the  standards  for  requiring  such  a  broad  surrender 
of  privacy  is  illustrated  by  the  Civil  Service  Commission's  regulation 
applying  this  to  any  employee  whose  duties  have  an  "economic  impact 
on  a  non-Federal  enterprise." 

Also  eliminated  will  be  questionnaires  asking  employees  to  list 
"all  assets,  or  everything  you  and  your  immediate  family  own,  in- 
cluding date  acquired  and  cost  or  fair  market  value  at  acquisiton. 
(Cash  in  banks,  cash  anywhere  else,  due  from  others — loans,  et  cetera, 
automobiles,  securities,  real  estate,  cash  surrender  of  life  insurance; 
personal  effects  and  household  furnishings  and  other  assets.)" 
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The  view  of  the  president  of  the  United  Federation  of  Postal  Clerks 
reflected  the  testimony  of  many  witnesses  endorsing  sections  1  (i) 
and  (j)  of  the  bill.  ' 

If  the  conflict-of-interest  questionnaire  is  of  doubtful  value 
in  preventing  conflict  of  interest,  as  we  believe,  we  can  only 
conclude  I  hat  it  does  not  meet  the  test  of  essentiality  and  that 
it  should  be  proscribed  as  an  unwarranted  invasion  of  em- 
ployee privacy.  Such  value  as  it  may  have  in  focusing  em- 
ployee attention  upon  the  problem  of  conflict  of  interest  and 
bringing  to  light  honest  oversights  that  may  lead  to  conflict  of 
interest  could  surely  be  achieved  by,  drawing  attention  to 
the  26  or  more  laws  pertaining  to  conflict  of  interest  or  by 
more  zealous  information  activities  on  the  part  of  manage- 
ment. 

The  complex  problem  of  preserving  the  confidential  nature  of  such 
reports  was  described  by  officials  of  the  National  Association  of 
Internal  Revenue  Employees : 

The  present  abundance  of  financial  questionnaires  pro- 
vides ample  material  for  even  more  abusive  personnel 
practices.  It  is  almost  inevitable  that  this  confidential  infor- 
mation cannot  remain  confidential.  Typically,  the  financial 
questionnaire  is  filed  with  an  employee's  immediate  super- 
visor. The  net  worth  statements  ultimately  go  into  Inspection, 
but  they  pass  through  the  hands  of  local  personnel  adminis- 
trators. We  have  received  a  great  number  of  disturbing  re- 
ports— as  have  you — that  this  information  about  employees' 
private  affairs  is  being  used  for  improper  purposes,  such  as 
enforced  retirement  and  the  like. 

Inadequacies  in  agency  procedures  for  obtaining  such  information 
from  employees  and  for  reviewing  and  storing  it,  are  discussed  in  the 
Subcommittee  report  for  the  89th  Congress,  2d  Session.  Widely  dis- 
parate attitudes  and  practices  are  also  revealed  in  a  Subcommittee 
study  contained  in  the  appendix  of  the  printed  hearings  on  S.  3779. 

The  bill  will  make  such  complaints  as  the  following  unnecessary  in 
the  future  conduct  of  the  Federal  Government : 

Dear  Senator  Ervin  :  I  am  writing  to  applaud  the  stand  you  have 
taken  on  the  new  requirement  that  Federal  employees  in  certain 
grades  and  categories  disclose  their  financial  holdings  to  their  im- 
mediate superior.  Having  been  a  civil  service  employee  for  26  years, 
and  advanced  from  GS-4  to  GS-15,  and  been  cleared  for  top  secret 
during  World  War  II,  and  because  I  currently  hold  a  position  that 
involves  the  dispositon  of  hundreds  of  thousands  of  the  taxpayers' 
money,  it  is  my  conviction  that  my  morality  and  trustworthiness  are 
already  a  matter  of  record  in  the  files  of  the  Federal  Government. 

The  requirement  that  my  husband's  financial  assets  be  reported,  as 
well  as  my  own  assets  and  those  we  hold  jointly,  was  particularly 
offensive,  since  my  husband  is  the  head  of  our  household  and  is  not 
employed  by  Government. 

You  might  also  be  interested  in  the  fact  that  it  required  6  hours  of 
after-hours  work  on  our  part  to  hunt  up  all  the  information  called  for 
and  prepare  the  report.  Since  the  extent  of  our  assets  is  our  private 
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business,  it  was  necessary  that  I  type  the  material  myself,  an  added 
chore  since  I  am  not  a  typist. 

Our  assets  have  been  derived,  in  the  main,  from  laying  aside  a  por- 
tion of  our  earnings.  At  our  ages  (64  and  58)  we  would  be  far  less 
deserving  of  respect  had  we  not  made  the  prudent  provisions  for  our 
retirement  which  our  assets  and  the  income  they  earn  represent.  Yet 
this  reporting  requirement  carries  with  it  the  implication  that  to  have 
"clean  hands"  it  would  be  best  to  have  no  assets  or  outside,  unearned 
income  when  you  work  for  the  Federal  Government. 

For  your  information  I  am  a  GS-15,  earning  $19,415.  *  *  * 
Thank  you  for  speaking  out  for  the  continually  maligned  civil 
servant. 

Sincerely  yours, 


Dear  Senator  Erven  :  I  am  a  GS-12  career  employee  with  over  15 
years  service. 

The  highest  moral  and  ethical  conduct  has  been  my  goal  in  each 
of  my  positions  of  employment  and  I  have  found  this  to  be  true  of  a 
vast  majority  of  my  fellow  workers.  It  may  be  true  a  few  people  do 
put  material  gain  ahead  of  their  ethics  but  generally  these  people  are 
in  the  higher  echelons  of  office  where  their  influence  is  much  greater. 

Our  office  has  recently  directed  each  employee  from  file  clerk  to  the 
heads  of  sections  to  file  a  "Statement  of  Financial  Interest."  As  our 
office  has  no  programs  individuals  could  have  a  financial  interest  in 
and  especially  no  connections  with  FHA  I  feel  it  is  no  one's  business 
but  my  own  what  real  estate  I  own.  I  do  not  have  a  FHA  mortgage 
or  any  other  real  property  and  have  no  outside  employment,  hence 
have  nothing  to  hide  by  filing  a  blank  form.  Few  Government  workers 
can  afford  much  real  property.  The  principle  of  reporting  to  "Big 
Brother"  in  every  phase  of  your  private  life  to  me  is  very  degrading, 
highly  unethical  and  very  unquestionable  as  to  its  effectiveness.  If  I 
could  and  did  use  my  position  in  some  way  to  make  a  profit  I  would 
be  stupid  to  report  it  on  an  agency  inquiry  form.  What  makes  officials 
think  reporting  will  do  away  with  graft  ? 

When  the  directive  came  out  many  man-hours  of  productive  work 
were  lost  in  discussions  and  griping.  Daily  since  that  date  at  some 
time  during  the  day  someone  brings  up  the  subject.  The  supervisors 
filed  their  reports  as  "good"  examples  out  even  they  objected  to  this 
inquiry. 

No  single  thing  was  ever  asked  of  Government  employees  that 
caused  such  a  decline  in  their  morale.  We  desperately  need  a  "bill  of 
rights"  to  protect  ourselves  from  any  further  invasion  of  our  private 
lives. 

Fifteen  years  ago  I  committed  myself  to  Government  service  be- 
cause :  (a)  I  felt  an  obligation  to  the  Government  due  to  my  education 
under  the  GI  bill,  (b)  I  could  obtain  freedom  from  pressures  of  unions, 
(c)  I  could  obtain  freedom  from  invasion  of  my  private  life,  and  (d)  I 
would  be  given  the  opportunity  to  advance  based  solely  on  my  pro- 
fessional ability  and  not  on  personal  politics.  At  this  point  I  certainly 
regret  my  decision  to  make  the  Government  my  career. 
Sincerely, 


63-619   O  -  76  -  37 
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Dear  Senator:  I  write  to  beg  your  support  of  *a  "bill  of  rights" 
to  protect  Federal  employees  from  official  snooping  which  was  intro- 
duced by  Senator  Ervin  of  North  Carolina. 

I  am  a  veteran  of  two  wars  and  have  orders  to  a  third  war  as  a 
ready  reservist  And  I  know  why  I  serve  in  these  wars:  that  is  to  pre- 
vent the  forces  of  tyranny  from  invading  America. 

Now,  as  a  Federal  employee  I  must  fill  out  a  questionnaire  "giving 
details  of  my  financial  status.  This  is  required  if  I  am  to  continue 
working.  I  know  that  this  information  can  be  made  available  to  every 
official  in  Washington,  including  those  who  want  to  regulate  specific 
details  of  my  life. 

Now  I  am  no  longer  a  free  American.  For  example,  I  can  no  longer 
buy  stock  of  a  foreign  company  because  that  country  may  be  in  dis- 
favor with  officials  of  the  right  or  left.  And  I  cannot  "own  part  of 
America"  by  buying  common  stocks  until  an  "approved  list"  is  pub- 
lished by  my  superiors. 

I  can  never  borrow  money  because  an  agent  may  decide  that  debt 
makes  me  susceptible  to  bribery  by  agents  of  an  enemy  power.  Nor 
do  I  dare  own  property  lest  some  official  may  decide  I  should  sell  or 
rent  to  a  person  or  group  not  of  my  choosing. 

In  short,  I  am  no  longer  free  to  plan  my  own  financial  program  for 
the  future  security  of  my  family.  In  1  day  I  was  robbed  of  the  free- 
dom for  which  I  fought  two  wars.  This  is  a  sickening  feeling,  you  may 
be  sure. 

It  seems  plain  that  a  deep,  moral  issue  is  involved  here  that  con- 
cerns every  citizen.  If  this  thing  is  allowed  to  continue,  tomorrow  or 
next  year  every  citizen  may  come  under  the  inquisition.  The  dossier 
on  every  citizen  will  be  on  file  for  the  use  of  any  person  or  group 
having  enough  overt  or  covert  power  to  gain  access  to  them. 
Sincerely, 


On  August  1966,  Federal  employees  who  were  retired  from  the 
armed  services  were  told  to  complete  and  return  within  7  days,  with 
their  social  security  numbers,  a  15-page  questionnaire,  asking,  among 
other  things : 

How  much  did  you  earn  in  1965  in  wages,  salary,  com- 
missions, or  tips  from  all  jobs  ? 

How  much  did  you  earn  in  1965  in  profits  or  fees  from 
working  in  your  own  business,  professional  practice,  partner- 
ship, or  farm  ? 

How  much  did  you  receive  in  1965  from  social  security, 
pensions  (nonmilitary)  rent  (minus  expenses),  interests  or 
dividends,  unemployment  insurance,  welfare  payments,  or 
from  any  other  source  not  already  entered  ? 

How  much  did  other  members  of  your  family  earn  in  1965 
in  wages,  salary,  commissions  or  tips?  (Before  any  deduc- 
tions.) (For  this  question,  a  family  consists  of  two  or  more 
persons  in  the  same  household  who  are  related  to  each  other 
by  blood,  marriage,  or  adoption.)  If  the  exact  amount  is  not 
known,  give  your  best  estimate. 

How  much  did  other  members  of  your  family  earn  in  1965 
in  profits  or  fees  from  working  in  their  own  business,  pro- 
fessional practices,  partnership,  or  farm  ? . 
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How  much*  did  any  other  member  of  your  family  receive  in 
1965  from  social  security,  pensions,  rent  (minus  expenses), 
interest  or  dividends,  unemployment  insurance,  welfare  pay- 
ments ;  or  from  any  other  source  not  already  entered  ? 

RIGHT    TO    COUNSEL 

Section  If  k)  of  the  bill  guarantees  to  Federal  workers  the  oppor- 
tunity of  asking  the  presence  of  legal  counsel,  of  a  friend  or  other 
person  when  undergoing  an  official  interrogation  or  investigation  that 
could  lead  to  the  loss  of  their  jobs  or  to  disciplinary  action. 

The  merits  of  this  clause  are  manifold;  not  least  of  which  is  that 
uniformity  and  order  it  will  bring  to  the  present  crazy  quilt  practices 
of  the  various  agencies  concerning  the  right  to  counsel  for  employees 
facing  disciplinary  investigations  or  possible  loss  of  security  clear- 
ances tantamount  to  loss  of  employment.  The  Civil  Service  Commis- 
sion regulations  are  silent  on  this  critical  issue.  In  the  absence  of  any 
Commission  initiative  or  standard,  therefore,  the  employing  agencies 
are  pursuing  widely  disparate  practices.  To  judge  from  the  question- 
naires and  other  evidence  before  the  subcommittee,  a  few  agencies 
appear  to  afford  a  legitimate  right  to  counsel,  probably  many  more 
do  not,  and  still  others  prescribe  a  "right"  on  paper  but  hedge  it  in 
such  a  fashion  as  to  discourage  its  exercise.  Some  apparently  do  not  set 
any  regulatory  standard,  but  handle  the  problem  on  an  ad  hoc  basis. 

On  a  matter  as  critical  as  this,  such  a  pointless  diversity  of  practice 
is  poor  policy.  So  far  as  job-protection  rights  are  concerned,  all  Fed- 
eral employees  should  be  equal. 

A  second  anomaly  in  the  present  state  of  affairs  derives  from  recent 
developments  in  the  law  of  the  sixth  amendment  by  the  Supreme 
Court.  In  view  of  the  decisions  of  Miranda  v.  Arizona,  384  U.S.  436 
and  Escobedo  v.  Illinois,  378  U.S.  478,  it  is  clear  that  any  person 
(including  Federal  employees)  who  is  suspected  of  a  crime  is  aosu- 
lutely  entitled  to  counsel  before  being  subjected  to  custodial  interro- 
gation. Accordingly,  some  agencies,  such  as  the  Internal  Revenue 
Service,  acknowledge  an  unqualified  right  to  counsel  for  an  employee 
suspected  of  crime  but  decline  to  do  the  same  for  coworkers  threatened 
with  the  loss  of  their  livelihoods  for  noncriminal  reasons.  In  the  sub- 
committee's view,  this  discrimination  in  favor  of  the  criminal  suspect 
is  both  bad  personnel  policy  as  well  as  bad  law.  It  would  be  corrected 
by  this  section  of  the  bill. 

The  ultimate  justification  for  the  "right-to-counsel"  clause,  however, 
is  the  Constitution  itself.  There  is  no  longer  any  serious  doubt  that 
Federal  employees  are  entitled  to  due  process  of  law  as  an  incident 
of  their  employment  relation.  Once,  of  course,  the  courts  felt  other- 
wise, holding  that  absent  explicit  statutory  limitation,  the  power  of 
the  executive  to  deal  with  employees  was  virtually  unfettered. 

The  doctrinal  underpinning  of  this  rule  was  the  19th-century  notion 
that  the  employment  relation  is  not  tangible  "property."  Both  the 
rule  and  its  underpinning  have  now  been  reexamined.  The  Supreme 
Court  in  recent  years  has  emphasized  the  necessity  of  providing 
procedural  due  process  where  a  man  is  deprived  of  his  job  or  livelihood 
by  governmental  action. 
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While  the  courts  hi  • r  had  no  occasion  to  articulate  :i  specific 

to  counsel  in  the  employment  relationship,  there  can  obviously 
be  no  doubt  that  the  right  to  counsel  is  of  such  a  fundamental  -  hara 

:t  is  among  the  essential  ingredients  of  due  pro  SVnat  is  at 

stake  for  an  employee  in  a  discharge  proceeding — often  including 
persona]  humiliation,  obloquy  and  penury — is  just  as  serious  as  that 
involved  in  a  criminal  trial.  This  is  not  to  suggest  that  all  the  incidents 
of  our  civilized  standard  of  a  fail-  trial  can  or  should  he  imported  into 
Federal  discharge  proceedings.  Hut  if  we  are  to  have  fair  play  for 
Federal  employees,  the  right  of  counsel  is  a  sine  qua  non.  It  is  of  a 
piece  with  the  highest  traditions,  the  fairest  laws,  and  the  soundest 
policy  that  this  country  has  produced.  And.  in  the  judgment  of  this 
subcommittee,  the  clear  affirmation  of  this  basic  right  is  very  long 
overdue. 

The  need  for  such  protection  was  confirmed  at  the  hearings  by  all 
representatives  of  Government  employee  organizations  and  unions. 

The  president  of  the  National  Association  of  Letter  Carriers 
testified : 

It  is  a  practice  in  the  postal  inspection  service,  when  an 
employee  is  called  in  for  questioning  by  the  inspectors  on  a 
strictly  postal  matter  that  does  not  involve  a  felony,  to  deny 
the  right  of  counsel.  The  inspectors  interrogate  the  employee 
at  length  and,  at  the  completion  of  the  interrogation,  one  of 
the  inspectors  writes  out  a  statement  and  pressures  the  em- 
ployee to  sign  it  before  he  leaves  the  room.  We  have  frequently 
asked  the  postal  inspection  service  to  permit  these  employees 
to  have  counsel  present  at  the  time  of  the  interrogation.  The 
right  for  such  counsel  has  been  denied  in  all  except  a  few 
cases.  If  the  employee  is  charged  with  a  felony,  then,  of  course, 
the  law  takes  o\er  and  the  right  for  counsel  is  clearly  estab- 
lished but  in  other  investigations  and  interrogations  no 
counsel  is  permitted. 

Several  agencies  contend  that  right  to  counsel  is  now  granted  in 
formal  adverse  action  proceedings  and  that  appeals  procedures  make 
this  section  unnecessary  for  informal  questioning.  Testimony  and  com- 
plaints from  employees  indicate  that  this  machinery  does  not  effec- 
tively secure  the  opportunity  of  the  employee  to  defend  himself  early 
enough  in  the  investigation  to  allow  a  meaningful  defense. 

The  predicament  of  postal  employees  as  described  at  the  hearings 
reflects  the  situation  in  other  agencies  as  reported  in  many  individual 
cases  sent  to  the  subcommittee.  While  it  is  undoubtedly  true  that  in 
some  simple  questioning,  counsel  may  not  be  necessary,  in  many  mat- 
ters where  interrogation  will  result  in  disciplinary  action,  failure  to 
have  counsel  at  the  first  level  reacts  against.the  employee  all  the  way 
up  through  the  appeal  and  review.  In  the  case  of  a  postal  employee, 
the  subcommittee  was  told — 

The  first  level  is  at  the  working  foreman's  level.  He  is  the 
author  of  the  charges:  then  the  case  proceeds  to  the  post- 
master, who  appointed  the  foreman  and,  if  the  individual  is 
found  quilty  of  the  charge  at  the  first  level,  it  is  almost  in- 
evitable that  this  position  will  be  supported  on  the  second 
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level.  The  third  level  is  the  regional  level,  and  the  policy 
there  is  usually  that  of  supporting  the  local  postmaster.  A 
disinterested  party  is  never  reached.  The  fourth  level  is  the 
Appeals  Board,  composed  of  officials  appointed  by  the  Post- 
master General.  In  some  cases,  the  region  will  overrule  the 
postmaster,  but  certainly  the  individual  does  not  have  what 
one  could  style  an  impartial  appeals  procedure. 

Employees  charged  with  no  crime  have  been  subjected  to  intensive 
interrogations  by  Defense  Department  investigators  who  ask  intimate 
questions,  make  sweeping  allegations,  and  threaten  dire  consequences 
unless  consent  is  given  to  polygraph  tests.  Employees  have  been 
ordered  to  confess  orally  or  to  write  and  sign  statements.  Such  inter- 
views have  been  conducted  after  denial  of  the  employee's  request  for 
presence  of  supervisor,  counsel,  or  friend,  and  in  several  instances  the 
interrogations  have  resulted  in  revocation  of  a  security  clearance,  or 
denial  of  access  to  classified  information  by  transfer  or  reassignment, 
with  the  resulting  loss  of  promotion  opportunities. 

Witnesses  testified  that  employees  have  no  recourse  against  the 
consequences  of  formal  charges  based  on  information  and  statements 
acquired  during  a  preliminary  investigation.  This  renders  meaningless 
the  distinction  urged  by  the  Civil  Service  Commission  between  formal 
and  informal  proceedings. 

EXCEPTIONS 

The  act  under  section  9,  does  not  apply  to  the  Federal  Bureau  of 
Investigation.  Furthermore,  section  6  provides  that  nothing  in  the  act 
will  prohibit  an  official  of  the  Central  Intelligence  Agency  and  the 
National  Security  Agency  from  requesting  any  employee  or  applicant 
to  take  a  polygraph  test  or  a  psychological  test,  or  to  provide  a  personal 
financial  statement  designed  to  elicit  the  personal  information  pro- 
tected under  subsections  1  (e),  (f),  (i),  and  (j).  In  such  cases,  the 
Director  of  the  agency  or  his  designee  must  make  a  personal  finding 
with  regard  to  each  individual  to  be  tested  or  examined  that  such 
test  or  information  is  required  to  protect  the  national  security. 

An  exception  to  the  right-to-counsel  section  has  been  provided  to 
limit  this  right  for  employees  in  the  Central  Intelligence  Agency  and 
the  National  Security  Agency  to  a  person  who  serves  in  the  same 
agency  or  a  counsel  cleared  by  the  agency  for  access  to  the  information 
involved.  Obviously,  it  is  expected  that  the  employee's  right  to  be 
accompanied  by  the  person  of  his  choice  will  not  be  denied  unless  that 
person's  access  to  the  information  for  the  purpose  of  the  case  is  clearly 
inconsistent  with  the  national  security.  Other  language  recognizes 
problems  unique  to  these  two  agencies.  For  instance,  section  7  requires 
exhaustion  of  remedies  by  employees  of  the  Central  Intelligence 
Agency  and  the  National  Security  Agency  and  states  that  the  act  does 
not  affect  whatever  existing  statutory  authority  these  agencies  now 
possess  to  terminate  employment.  Section  8  is  designed  to  assure  that 
nothing  in  the  act  is  construed  to  affect  negatively  any  existing  statu- 
tory or  executive  authority  of  the  Directors  of  the  Central  Intelligence 
Agency  and  National  Security  Agency  to  protect  their  information 
in  cases  involving  their  employees.  Consequently,  procedures  com- 
mended to  the  subcommitte  by  the  Director  of  the  Central  Intelli- 
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gence  Agency  are  spelled  out  for  asserting  that  authority  in  certain 
proceedings  arising  under  the  act.  Other  committee  amendments  to 
S.  1035,  as  detailed  earlier,  were  adopted  to  meet  adminstrative  re- 
quirements of  the  Federal  security  program  and  the  intelligence 
community  as  well  as  the  management  needs  of  the  executive  branch. 

ENFORCEMENT 

Enforcement  of  the  rights  guaranteed  in  sections  1  and  2  of  the  bill 
is  lodged  in  the  administrative  and  civil  remedies  and  sanctions  of 
sections  3.  4,  and  5.  Crucial  to  enforcement  of  the  act  is  the  creation 
of  an  independent  Board  on  Employee  Rights  to  determine  the  need 
for  disciplinary  action  against  civilian  and  military  offenders  under 
the  act  and  to  provide  relief  from  violations. 

Testimony  at  the  hearings  as  well  as  investigation  x>f  complaints 
have  demonstrated  that  in  the  area  of  employee  rights,  a  right  is 
only  as  secure  as  its  enforcement.  There  is  overwhelming  evidence 
thai  employees  have  heretofore  frequently  lacked  appropriate  remedies 
either  in  the  courts  or  the  Civil  Service  Commission  for  pursuing 
rights  which  belong  to  them  as  citizens. 

Under  the  remedies  afforded  by  sections  3,  4,  and  5  of  the  bill,  an 
employee  who  believes  his  rights  are  violated  under  the  act  has  several 
courses  of  action : 

(1)  He  may  pursue  a  remedy  through  the  agency  procedures 
established  to  enforce  the  act,  but  the  fact  that  he  does  not  choose 
to  avail  himself  of  these  does  not  preclude  exercise  of  his  right 
to  seek  other  remedies. 

(2)  He  may  register  his  complaint  with  the  Board  on  Employee 
Rights  and  obtain  a  hearing.  If  he  loses  there,  he  may  appeal  to 
the  district  court,  which  has  the  power  to  examine  the  record  as 
a  whole  and  to  affirm,  modify,  or  set  aside  any  determination  or 
order,  or  to  require  the  Board  to  take  any  action  it  was  authorized 
to  take  under  the  act. 

(3)  He  may,  instead  of  going  directly  to  the  Board,  institute 
a  civil  action  in  Federal  district  court  to  prevent  the  threatened 
violation,  or  obtain  complete  redress  against  the  consequences  of 
the  violation. 

He  does  not  need  to  exhaust  any  administrative  remedies  but  if  he 
elects  to  pursue  his  civil  remedies  in  the  court  under  section  4,  he 
may  not  seek  redress  through  the  Board.  Similarly,  if  he  initiates 
action  before  the  Board  under  section  5,  he  may  not  also  seek  relief 
from  the  court  under  section  4. 

The  bill  does  not  affect  any  authority,  right  or  privilege  accorded 
under  Executive  Order  11491  governing  employee-management  co- 
operation in  the  Federal  service.  To  the  extent  that  there  is  any  over- 
lapping of  subject  matter,  the  bill  simply  provides  an  additional 
remedy. 

THE    BOARD    ON    EMPLOYEES'    RIGHTS 

As  a  result  of  hearings  on  S.  3779,  the  section  creating  a  Board  on 

Employees'  Rights  was  added  to  the  bill  for  introduction  as  S.  1035. 

Employees  have  complained  that  administrative  grievance  pro- 
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cedures  have  often  proved  ineffective  because  they  are  cumbersome, 
time-consuming,  and  weighted  on  the  side  of  management.  Not  only 
do  those  who  break  the  rules  go  unpunished  many  times,  but  the  fearful 
tenor  of  letters  and  telephone  calls  from  throughout  the  country  indi- 
cate that  employees  fear  reprisals  for  noncompliance  with  improper 
requests  or  for  filing  of  complaints  and  grievances.  Oral  and  written 
directives  of  warning  to  this  effect  have  been  verified  by  the  subcom- 
mittee. Section  1(e)  of  the  bill,  therefore,  prevents  reprisals  for  exer- 
cise of  rights  granted  under  the  act  and  in  such  event  accords  the  indi- 
vidual cause  for  complaint  before  the  Board  or  the  court. 

Concerning  the  original  bill  in  the  89th  Congress,  which  did  not 
provide  for  a  board,  representatives  of  the  14th  department  of  the 
American  Federation  of  Government  Employees  commented  that  the 
remedies  are  the  most  important  aspects  of  such  a  bill  because  "unless 
due  process  procedures  are  explicitly  provided,  the  remaining  pro- 
visions of  the  bill  may  be  easily  ignored  or  circumvented  by  Federal 
personnel  management.  As  a  matter  of  fact,  we  believe,  the  reason 
employees'  rights  have  been  eroded  so  rapidly  and  so  devastatingly 
in  the  last  few  years  is  the  absence  of  efficient,  expeditious,  uniform, 
and  legislatively  well  defined  procedures  of  due  process  in  the  execu- 
tive departments  of  the  Federal  Government." 

An  independent  and  nonpartisan  Board  is  assured  by  congressional 
participation  in  its  selection  and  by  the  fact  that  no  member  is  to  be 
a  government  employee.  Provision  is  made  for  congressional  moni- 
toring through  detailed  reports. 

Senator  Ervin  explained  the  function  of  the  Board  established  by 
section  5  as  follows : 

The  bill  sets  up  a  new  independent  Federal  agency  with 
authority  to  receive  complaints  and  make  rulings  on  com- 
plaints— complaints  of  individual  employees  or  unions  rep- 
resenting employees.  This  independent  agency,  which  would 
not  be  subject  in  any  way  to  the  executive  branch  of  the 
Govermnent,  would  be  authorized  to  make  rulings  on  these 
matters  in  the  first  instance.  It  would  make  a  ruling  on 
action  in  a  particular  agency  or  department  that  is  an  alleged 
violation  of  the  provisions  of  the  bill,  with  authority  either 
on  the  part  of  the  agency  or  the  part  of  the  individual  or  on 
the  part  of  the  union  to  take  an  appeal  from  the  ruling  of  this 
independent  agency  to  the  Federal  court  for  judicial  review. 

Throughout  its  study  the  subcommittee  found  that  a  major  area 
of  concern  is  the  tendency  in  the  review  process  in  the  courts  or  agen- 
cies to  do  no  more  than  examine  the  lawfulness  of  the  action  or  decision 
about  which  the  employee  has  complained.  For  purposes  of  enforcing 
the  act^  sections  3,  4  and  5  assure  adequate  machinery  for  processing 
complaints  and  for  prompt  and  impartial  determination  of  the  fair- 
ness and  constitutionality  of  general  policies  and  practices  initiated  at 
the  highest  agency  levels  or  by  the  Civil  Service  Commission  or  by 
Executive  order. 

Finding  no  effective  recourse  against  administrative  actions  and 
policies  which  they  believed  unfair  or  in  violation  of  their  rights, 
individual  employees  and  their  families  turned  to  Congress  for  redress. 
Opening  the  hearings  on  invasions  of  privacy,  Senator  Ervin  stated: 
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Never  in  the  history  of  the  Subcommittee  on  Constitutional 
Rights  have  wo  been  so  overwhelmed  with  personal  com- 
plaints, phone  calls,  letters,  telegrams,  and  office  visits.  In  all 
of  our  investigations  1  have  never  seen  anything  to  equal  the 
outrage  and  indignation  from  Government  employees,  their 

mihes,  and  their  friends.  It  is  obvious  that  appropriate 
remedies  are  not  to  be  found  in  the  executive  branch. 

The  complaints  of  privacy  invasions  have  multiplied  so 
rapidly  of  late  that  it  is  beyond  the  resources  of  Congress  and 
its  stall'  to  repel  effectively  each  individual  official  encroach- 
ment. Each  new  program  brings  a  new  wave  of  protest. 

Prof.  Alan  Westin,  director  of  the  Science  and  Law  Committee  of 
the  Bar  Association  of  the  city  of  Xew  York,  testified  that  these  com- 
plaints ''have  been  triggered  by  the  fact  that  we  do  not  yet  have  the 
kind  of  executive  branch  mechanism  by  which  employees  can  lodge 
their  sense  of  discomfort  with  personnel  practices  in  the  Federal  Gov- 
ernment and  feel  that  they  will  get  a  fair  hearing,  that  they  will  secure 
what  could  be  called  'employment  due  process.    ' 

To  meet  this  problem.  Professor  Westin  proposed  an  independent 
board  subject  to  judicial  review,  and  with  enforcement  power  over  a 
broad  statutory  standard  governing  all  invasion  of  privacy.  Although 
it  is  continuing  to  study  this  proposal,  the  subcommittee  has  tempo- 
rarily rejected  this  approacch  in  the  interest  of  achieving  immediate 
enforcement  of  the  act  and  providing  administrative  remedies  for  its 
violation.  For  this  reason  it  supports  the  creation  of  a  limited  Board 
on  Employees'  Rights. 

Perhaps  one  of  the  most  important  sections  of  the  bill,  if  not  the 
most  important  section,  according  to  the  United  Federation  of  Postal 
Clerks,  is  the  provision  establishing  the  Board.  The  subcommittee  was 
told— 

It  would  appear  absolutely  essential  that  any  final  legisla- 
tion enacted  into  law  must  necessarily  include  such  a  pro- 
vision. We  can  offer  no  suggestion  for  improvement  of  this 
section.  As  presently  constituted  the  section  is  easily  under- 
stood; and  the  most  excellent  and  inclusive  definition  of  the 
proposed  "Board  on  Employees'  Eights"  which  could  pos- 
sibly be  enacted  into  law.  It  defines  the  right  of  employees  to 
challenge  violations  of  the  proposed  act:  defines  the  proce- 
dures involved*  '■•^  well  as  the  authority  of  the  Board,  penalties 
for  violation  of  the  act,  as  well  as  establishing  the  right  of 
judicial  review  for  an  aggrieved  party,  and  finally  provides 
for  congressional  review,  and  in  effect,  an  annual  audit  by 
the  Congress  of  all  complaints,  decisions,  orders,  and  other 
related  information  resulting  from  activities  and  operations 
of  the  proposed  act. 

Sanctions 

The  need  for  sanctions  against  offending  officials  has  been  evident 
throughout  the  subcommittee's  investigation  of  flagrant  disregard 
rights  and  unpunished  flaunting  of  administrative  guidelines 
and  prohibitions.  It  was  for  this  reason  that  S.  -°>770  of  the  80th 
Congress  and  S.  1035,  as  introduced,  contained  criminal  penalties 
for  offeri  iers  and  afforded  broad  civil  remedies  and  penaltie 
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Reporting  on  the  experiences  of  the  American  Civil  Liberties  Union 
in  such  employee  cases,  Lawrence  Speiser  testified : 

In  filing  complaints  with  agencies  including  the  Civil  Serv- 
ice Commission,  the  Army  and  the  Navy,  as  I  have  during 
the  period  of  time  I  have  worked  here  in  Washington,  I  have 
never  been  informed  of  any  disciplinary  action  taken  against 
any  investigator  for  asking  improper  questions,  for  engaging 
in  improper  investigative  techniques,  for  barring  counsel 
when  a  person  had  a  right  to  have  counsel,  or  for  a  violation 
of  any  number  of  things  that  you  have  in  this  bill.  Maybe 
some  was  taken,  but  I  certainly  couldn't  get  that  information 
out  of  the  agencies,  after  making  the  complaints.  I  would  sug- 
gest that  the  bill  also  encompass  provision  for  disciplinary 
action  that  would  be  taken  against  Federal  employees  who 
violate  any  of  these  rights  that  you  have  set  out  in  the  bill. 

Other  witnesses  also  pointed  to  the  need  for  the  disciplinary  meas- 
ures afforded  by  the  powers  of  an  independent  Board  to  determine 
the  need  for  corrective  action  and  punishment,  and  felt  they  would 
be  more  effective  than  criminal  penalties. 

In  view  of  the  difficulty  of  filing  criminal  charges  and  obtaining 
prosecution  and  conviction  of  executive  branch  officials  which  might 
render  the  criminal  enforcement  provision  meaningless  for  employees, 
the  criminal  penalties  were  deleted  and  a  Board  on  Employee  Rights 
incorporated  into  the  scheme  of  remedies  and  sanctions  in  the  bill.1 

Although  the  Civil  Service  Commission  and  the  executive  agencies 
have  advocated  placing  such  administrative  remedies  within  the 
civil  service  grievance  and  appeals  system,  the  subcommittee  believes 
that  the  key  to  effective  enforcement  of  the  unique  rights  recognized 
by  this  act  lies  in  the  employee's  recourse  to  an  independent  body. 

"The  theory  of  our  Government,"  Professor  Westin  testified,  "is 
that  there  should  be  somewhere  within  the  executive  branch  where  this 
kind  of  malpractice  is  corrected  and  that  good  administration  ought 
to  provide  for  control  of  supervision  or  other  practices  that  are  not 
proper.  But  the  sheer  size  of  the  Federal  Establishment,  the  ambiguity 
of  the  relationship  of  the  Civil  Service  Commission  to  employees,  and 
the  many  different  interests  that  the  Civil  Service  Commission  has  to 
bear  in  its  role  in  the  Federal  Government,  suggest  that  it  is  not  an 
effective  instrument  for  this  kind  of  complaint  procedure." 

SECTION-BY- SECTION   ANALYSIS 
SECTION    1 

Section  1(a)  makes  it  unlawful  for  a  Federal  official  of  any  depart- 
ment or  agency  to  require  or  request,  or  to  attempt  to  require  or 
request,  any  civilian  employee  of  the  United  States  serving  in  the  de- 
partment or  agency  or  any  person  seeking  employment  to  disclose  his 
race,  religion,  or  national  origin,  or  the  race,  religion,  or  national 
origin  of  any  of  his  forebears. 

This  section  does  not  prohibit  inquiry  concerning  citizenship  of  such 
individual  if  his  citizenship  is  a  statutory  condition  of  his  obtaining  or 

1  In  the  89th  Congress,  S.  1035. 
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retaining  his  employment.  Nor  does  it  preclude  inquiry  of  the  indi- 
vidual concerning  his  national  origin  or  citisenahp  or  that  of  Ids  fore- 
bears when  such  inquiry  is  thought  necessary  or-  advisable  in  order  to 
determine  suitability  for  assignment  to  activities  or  undertakings  re- 
lated to  national  security  within  the  United  States  or  to  activities  or 
undertakings  of  any  nature  outside  the  United  States. 

This  provision  is  directed  at  any  practice  which  places  the  emplo 
or  applicant  under  compulsion  to  reveal  such  information  as  a  condi- 
tion of  the  employment  relation.  It  is  intended  to  implement  the  con- 
cept underlying  the  Federal  merit  system  by  which  a  person's  race, 
religion,  or  national  origin  have  no  bearing  on  his  rignt  to  be  con- 
sidered for  Federal  employment  or  on  his  right  to  retain  a  Federal 
position.  This  prohibition  does  not  limit  the  existing  authority  or  the 
executive  branch  to  acquire  such  information  by  means  other  than 
self-disclosure. 

Section  1(b)  makes  it  unlawful  for  an}^  officer  of  any  executive  de- 
partment or  executive  agency  of  the  U.S.  Government,  or  for  any 
person  acting  or  purporting  to  act  under  this  authority,  to  state,  inti- 
mate, or  to  attempt  to  state  or  intimate,  to  any  civilian  employee  of  the 
United  States  serving  in  the  department  or  agency  that  any  notice 
will  be  taken  of  his  attendance  or  lack  of  attendance  at  any  assemblage, 
discussion,  or  lecture  held  or  called  by  any  officer  of  the  executive 
branch  of  the  U.S.  Government,  or  by  any  person  acting  or  purporting 
to  act  under  his  authority,  or  by  any  outside  parties  or  organizations 
to  advise,  instruct,  or  indoctrinate  any  civilian  employee  of  the  United 
States  serving  in  the  department  or  agency  in  respect  to  any  matter  or 
subject  other  than  (1)  the  performance  of  official  duties  to  which  he 
is  or  may  be  assigned  in  the  department  or  agency,  or  (2)  the  develop- 
ment ot  skills,  knowledge,  or  abilities  which  qualify  him  for  the 
performance  of  such  duties. 

Nothing  contained  in  this  section  is  to  be  construed  to  prohibit 
taking  notice  of  the  participation  of  a  civilian  employee  in  the 
activities  of  any  professional  group  or  association. 

This  provision  is  designed  to  protect  any  employee  from  compulsion 
to  attend  meetings,  discussions,  and  lectures  on  political,  social,  and 
economic  subjects  unrelated  to  his  duties.  It  prevents  Government 
officials  from  using  the  employment  relationship  to  attempt  to  in- 
fluence employee  thoughts,  attitudes,  and  actions  on  subjects  which 
may  be  of  concern  to  them  as  private  citizens.  In  particular,  this 
language  is  directed  at  practices  and  policies  which  in  effect  require 
attendance  at  such  functions,  including  official  lists  of  those  attending 
or  not  attending;  its  purpose  is  to  prohibit  threat,  direct  or  implied, 
written  or  oral,  of  official  retaliation  for  nonattendance. 

This  section  does  not  affect  existing  authority  for  providing  infor- 
mation designed  to  promote  the  health  and  safety  of  employees.  Xor 
does  it  affect  existing  authority  to  call  meetings  for  the  purpose  of 
publicizing  and  giving  notice  to  activities  or  service,  sponsored  by 
the  department  or  agency,  or  campaigns  such  as  charitable  fund  cam- 
paigns and  savings  bond  drives. 

Section  1(c)  makes  it  unlawful  for  any  officer  of  any  executive 
department  or  agency,  or  for  any  person  acting  or  purporting  to  act 
under  his  authority,  to  require  or  request  or  to  attempt  to  require  or 
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request  anv  civilian  employee  serving  in  the  department  or  i 
participate  in  any  way  in  any  activities  or  undertakings  unless  they 
are  related  f<>  t ;he  performance  of  official  duties  to  which  he  is  or  may 
be  assigned  in  the  department  or  agency  or  to  the  development  of 
skills.  ];>,  .  or  abilities  which  qualify  him  for  the  performance 

of  such   <hit' 

This  section  is  directed  against  official  practices,  requests,  or  orders 
that  an  employee  take  part  in  any  civic  function,  political  program, 
or  community  endeavor;  or  other  activity  which  he  might  enjoy  as  a 
private  citizen,  but  which  is  unrelated  to  his  employment.  It  does  not 
affect  any  existing  authority  to  use  appropriate  techniques  for  pub- 
licizing existence  of  community  programs  such  as  blood-donation 
drives,  or  agency  programs,  benefits  or  services,  and  for  affording 
opportunity  for  employee  participation  if  he  desires. 

Section  1(d)  makes  it  unlawful  for  any  officer  of  any  executive 
department  or  agency,  or  for  any  person  acting  under  his  authority 
to  require  or  request  or  attempt  to  require  or  request,  any  civilian 
employee  serving  in  the  department  or  agency  to  make  any  report  of 
his  activities  or  undertakings  unless  they  are  related  to  the  perform- 
ance of  official  duties  or  to  the  development  of  skills,  knowledge,  or 
abilities  which  qualify  him  for  the  performance  of  such  duties,  or 
(2)  unless  there  is  reason  to  believe  that  the  employee  is  engaged  in 
outside  activities  or  employment  in  conflict  with  his  official  duties. 

This  section  is  a  minimum  guarantee  of  the  freedom  of  an  employee 
to  participate  or  not  to  participate  in  any  endeavor  or  activity  in  his 
private  life  as  a  citizen,  free  of  compulsion  to  report  to  supervisors 
his  action  or  his  inaction,  his  involvement  or  his  noninvolvement.  This 
section  is  to  assure  that  in  his  private  thoughts,  actions,  and  activities 
he  is  free  of  intimidation  or  inhibition  as  a  result  of  the  employment 
relation. 

The  exceptions  to  the  prohibition  are  not  legislative  mandates  to 
require  such  information  in  those  circumstances,  but  merely  provide 
an  area  of  executive  discretion  for  reasonable  management  purposes 
arid  for  observance  and  enforcement  of  existing  laws  governing 
employee  conduct  and  conflicts  of  interest. 

Section  1(e)  makes  it  unlawful  for  any  officer  of  any  executive 
department  or  agency,  or  any  person  acting  under  his  authority,  to 
require  or  request  any  civilian  employee  serving  in  the  department  or 
agency,  or  any  person  applying  for  employment  as  a  civilian  employee 
to  submit  to  any  interrogation  or  examination  or  to  take  any  psycho- 
logical test  designed  to  elicit  from  him  any  information  concerning 
his  personal  relationship  with  any  person  connected  with  him  by  blood 
or  marriage,  or  concerning  his  religious  beliefs  or  practices,  or  con- 
cerning his  attitude  or  conduct  with  respect  to  sexual  matters. 

In  accordance  with  an  amendment  made  after  hearings  on  S.  3770, 
a  proviso  is  included  to  assure  that  nothing  contained  in  this  section 
shall  be  construed  to  prevent  a  physician  from  eliciting  such  informa- 
tion or  authorizing  such  test  in  the  diagnosis  or  treatment  of  any 
civilian  employee  or  applicant  where  he  feels  the  information  is  neces- 
sarv  to  enable  him  to  determine  whether  or  not  the  individual  is 
suffering  from  mental  illness.  The  bill  as  introduced  limited  this  in- 
quiry to  psychiatrists,  but  an  amendment  extended  it  to  physici 
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since  the  subcommittee  was  told  that  when  no  psychiatrist  is  available, 

it  may  be  necessary  for  a  general  physician  to  obtain  this  information 
in  determining  the  presence  of  mental  illness  and  the  need  for  further 
treatment. 

This  medical  determination  is  to  be  made  in  individual  cases  and 
not  pursuant  to  general  practice  or  regulation  governing  the  examina- 
tion of  employees  or  applicants  according  to  grade,  agency,  or  duties. 

Under  an  amendment  to  the  bill,  this  language  is  not  to  be  construed 
to  prohibit  an  official  from  advising  an  employee  or  applicant  of  a 
specific  charge  of  sexual  misconduct  made  against  that  person  and 
affording  him  an  opportunity  to  refute  the  charge.  While  providing 
no  authority  to  request  or  demand  such  information,  the  section  does 
not  prevent  an  official  who  has  received  charges  of  misconduct  which 
might  have  a  detrimental  effect  on  the  person's  employment  from 
obtaining  a  clarification  of  the  matter  if  the  employee  wishes  to 
provide  it. 

This  section  would  not  prohibit  all  personality  tests  but  merely 
those  questions  on  the  tests  which  inquire  into  the  three  areas  in  which 
citizens  have  a  right  to  keep  their  thoughts  to  themselves. 

It  raises  the  criterion  for  requiring  such  personal  information  from 
the  general  "fitness  for  duty"  test  to  the  need  for  diagnosing  or  treat- 
ing mental  illness.  The  second  proviso  is  designed  to  prohibit  mass- 
testing  programs.  The  language  of  this  section  provides  guidelines 
for  the  various  personnel  and  medical  specialists  whose  practices  and 
determinations  may  invade  employee's  personal  privacy  and  thereby 
affect  the  individual's  employment  prospects  or  opportunities  for 
advancement. 

An  amendment  in  section  6  provided  an  exception  to  this  prohibition 
in  the  case  of  the  use  of  such  psychological  tests  by  the  Central  Intelli- 
gence Agency  and  the  National  Security  Agency,  only  if  the  Director 
of  the  agency  or  his  designee  makes  a  personal  rinding  that  the  infor- 
mation is  necessary  to  protect  the  national  security. 

Section  1(f)  makes  it  unlawful  for  any  officer  of  any  executive  de- 
partment or  agency  or  any  person  acting  under  his  authority,  to  require 
or  request  or  attempt  to  require  or  request  any  civilian  employee  or 
any  applicant  for  employment  to  take  any  polygraph  test  designed  to 
elicit  from  him  information  concerning  his  personal  relationship  with 
any  person  connected  with  him  by  blood  or  marriage,  or  concerning  his 
religious  beliefs  or  practices  or  concerning  his  attitude  or  conduct  with 
respect  to  sexual  matters.  While  this  section  does  not  eliminate  entirely 
the  use  of  so-called  lie  detectors  in  Government,  it  assures  that  where 
such  devices  are  used,  officials  may  not  inquire  into  matters  which 
are  of  a  personal  nature. 

As  with  psychological  testing,  the  Central  Intelligence  Agency  and 
the  National  Security  Agency,  under  section  6,  are  not  prohibited 
from  acquiring  such  information  by  polygraph,  provided  certain  con- 
ditions are  met. 

Section  1(g)  makes  it  illegal  for  an  official  to  require  or  request  an 
employee  under  his  management  to  support  the  nomination  or  election 
of  anyone  to  public  office  through  personal  endeavor,  financial  contri- 
bution, or  any  other  thing  of  value.  An  employee  may  not  be  required 
or  requested  to  attend  any  meeting  held  to  promote  or  support  the 
activities  or  undertakings  of  any  political  party  in  the  United  States. 
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The  purpose  of  this  section  is  to  assure  that  the  employee  is  free 
from  any  job-related  pressures  to  conform  his  thoughts  and  attitudes 
and  actions  in  political  matters  unrelated  to  his  job  to  those  of  his 
supervisors.  With  respect  to  his  superiors,  it  protects  him  in  the 
privacy  of  his  contribution  or  lack  of  contribution  to  the  civic  affairs 
and  political  life  of  his  community,  State  and  Nation.  In  particular, 
it  protects  him  from  commands  or  requests  of  his  employer  to  buy 
tickets  to  f  undraising  functions,  or  to  attend  such  functions,  to  compile 
position  papers  or  research  material  for  political  purposes,  or  make 
any  other  contribution  which  constitutes  a  political  act  or  which  places 
him  in  the  position  of  publicly  expressing  his  support  or  nonsupport 
of  a  party  or  candidate.  This  section  also  assures  that,  although  there 
is  no  evidence  of  such  activities  at  present,  no  Federal  agency  may  in 
the  future  improperly  involve  itself  in  the  undertakings  of  any  politi- 
cal party  in  the  United  States,  its  territories,  or  possessions. 

Section  1(h)  makes  it  illegal  for  an  official  to  coerce  or  attempt  to 
coerce  any  civilian  employee  in  the  department  or  agency  to  invest 
his  earnings  in  bonds  or  other  Government  obligations  or  securities, 
or  to  make  donations  to  any  institution  or  cause.  This  section  does  not 
prohibit  officials  from  calling  meetings  or  taking  any  other  appro- 
priate action  to  afford  employees  the  opportunity  voluntarily  to  invest 
his  earnings  in  bonds  or  other  obligations  or  voluntarily  to  make  dona- 
tions to  any  institution  or  cause.  Appropriate  action,  in  the  committee's 
view,  might  include  publicity  and  other  forms  of  persuasion  short  of 
job-related  pressures,  threats,  intimidation,  reprisals  of  various  types, 
and  "blacklists"  circulated  through  the  employee's  office  or  agency  to 
publicize  his  noncompliance. 

Section  l(i)  makes  it  illegal  for  an  official  to  require  or  request  any 
civilian  employee  in  the  department  or  agency  to  disclose  airy  items 
of  his  property,  income,  or  other  assets,  source  of  income,  or  liabilities, 
or  his  personal  or  domestic  expenditures  or  those  of  any  member  of 
his  family.  Exempted  from  coverage  under  this  provision  is  any  civil- 
ian employee  who  has  authority  to  make  any  final  determination  with 
respect  to  the  tax  or  other  liability  to  the  United  States  of  any  person, 
corporation,  or  other  legal  entity,  or  with  respect  to  claims  which 
require  expenditure  of  Federal  moneys.  Section  6  provides  certain 
exemptions  for  two  security  agencies. 

Neither  the  Department  of  the  Treasury  nor  any  other  executive 
department  or  agency  is  prohibited  under  this  section  from  requiring 
any  civilian  employee  to  make  such  reports  as  may  be  necessary  or 
appropriate  for  the  determination  of  his  liability  for  taxes,  tariffs, 
custom  duties,  or  other  obligations  imposed  by  law.  This  proviso  is  to 
assure  that  Federal  employees  may  be  subject  to  any  reporting  or 
disclosure  requirements  demanded  by  any  law  applicable  to  all  persons 
in  certain  circumstances. 

Section  l(j)  makes  it  illegal  to  require  or  request  any  civilian  em- 
ployee exempted  from  application  of  section  3(i)  under  the  first 
proviso  of  that  section,  to  disclose  any  items  of  his  property,  income, 
or  other  assets,  source  of  income,  or  liabilities,  or  his  personal  or 
domestic  expenditures  or  those  of  any  member  of  his  family  or  house- 
hold other  than  specific  items  tending  to  indicate  a  conflict  of  interest 
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in  respect  to  the  performance  of  any  of  the  official  duties  to  which  ho 
is  or  gned. 

This  section  is  designed  to  abolish  and  prohibit  broad  genera]  in- 
quiries which  employees  have  likened  to  ufishing  expeditions"'   and 
online  any  disclosure  requirements  imposed  on  an  employee  to 

•nable  inquiries  about  job-related  financial  interests.  This  does 
not  preclude,  therefore,  questioning  in  individual  cases  where  there  is 
reason  u>  believe  the  employee  has  a  conflict  of  interest  with  hi* 
official  dutie 

S  i  ion  1  (  k  )  makes  it  unlawful  for  a  Federal  official  of  any  depart- 
ment or  agency  to  require  or  request,  or  attempt  to  require  or  request, 
a  civilian  employee  who  is  under  investigation  for  misconduct,  to 
submit  to  interrogation  which  could  lead  to  disciplinary  action  with- 
out the  presence  of  counsel  or  other  person  of  his  choice,  if  he  wishes. 

This  section  is  intended  to  rectify  a  longstanding  denial  of  due 
process  by  which  agency  investigators  and  other  officials  prohibit  or 
discourage  presence  of  counsel  or  a  friend.  This  provision  is  directed 
at  any  interrogation  which  could  lead  to  loss  of  job,  pay,  security 
clearance,  or  denial  of  promotion  rights. 

This  right  insures  to  the  employee  at  the  inception  of  the  investiga- 
tion, and  the  section  does  not  require  that  the  employee  be  accused 
formally  of  any  wrongdoing  before  he  may  request  presence  of  counsel 
or  friend.  The  section  does  not  require  the  agency  or  department  to 
furnish  counsel. 

A  committee  amendment  to  S.  782  adds  a  proviso  that  a  civilian 
employee  serving  in  the  Central  Intelligence  Agency  or  the  National 
trity  Agency  may  be  accompanied  only  by  a  person  of  his  choice 
who  serves  in  the  agency  in  which  the  employee  serves,  or  bv  counsel 
who  has  been  approved  by  the  agency  for  access  to  the  information 
involved. 

Section  1(1)  makes  it  unlawful  for  a  Federal  official  of  any  depart- 
ment or  agency  to  discharge,  discipline,  demote,  deny  promotion,  re- 
locate, reassign,  or  otherwise  impair  existing  terms  or  conditions  of 
employment  of  any  employee,  or  threaten  to  commit  any  such  acts. 
because  the  employee  has  refused  or  failed  to  comply  with  any  action 
made  unlawful  by  this  act  or  exercised  any  right  granted  by  the  act. 

This  section  prohibits  discrimination  against  anv  employee  because 
he  refuses  to  comply  with  an  illegal  order  as  defined  by  this  act  or 
takes  advantage  of  a  legal  right  embodied  in  the  act. 

SECTION    2 

Section  2(a)  makes  it  unlawful  for  any  officer  of  the  U.S.  Civil 
ice  Commission  or  any  person  acting  or  purporting  to  act  under 
his  authority  to  require  or  request,  or  attempt  to  require  or  request, 
any  executive  department  or  any  executive  agencv  of  the  U.S.  Govern- 
ment, oi-  any  officer  or  employee  serving  in  such  department  or  agency, 
to  violate  any  of  the  provisions  of  section  1  of  this  act. 

Specifically,  this  section  is  intended  to  ensure  that  the  Civil  Service 
Commission,  acting  as  the  coordinating:  policymaking  body  in  the  area 
of  Federal  civilian  employment  shall  be  subject  to  the  same  strictures 
as  the  individual  departments  or  agencies. 
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Section  2(b)  makes  it  unlawful  for  any  officer  of  the  U.S.  Civil 
Service  Commission,  or  any  person  acting  or  purporting  to  act  u 
his  authority,  to  require  or  request,  or  attempt  to  require  or  request. 
any  person  seeking  to  establish  civil  service  status  or  eligibility  for 
civilian  employment,  or  any  person  applying  for  employment,  or  any 
civilian  employee  of  the  United  States  serving  in  any  department  or 
agency,  to  submit  to  any  interrogation  or  examination  or  to  take  any 
psychological  test  which  is  designed  to  elicit  from  him  information 
concerning  his  personal  relationship  with  any  person  connected  with 
him  by  blood  or  marriage,  or  concerning  his  religious  beliefs  or  prac- 
tices, or  concerning  his  attitude  or  conduct  with  respect  to  sexual 
matters. 

This  section  is  intended  to  assure  that  the  Civil  Service  Commission 
shall  be  subject  to  the  same  prohibitions  to  which  departments  and 
agencies  are  subject  in  sections  1  (e)  and  (f).  The  provisos  contained 
in  section  1(e)  are  restated  here  to  assure  that  nothing  in  this  section 
is  to  be  construed  to  prohibit  a  physician  from  acquiring  such  data 
to  determine  mental  illness,  or  an  official  from  informing  an  individual 
of  a  specific  charge  of  sexual  misconduct  and  affording  him  an  oppor- 
tunity to  refute  the  charge. 

Section  2(c)  makes  it  unlawful  for  any  officer  of  the  U.S.  Civil 
Service  Commission  to  require  or  request  any  person  seeking  to  estab- 
lish civil  service  status  or  eligibility  for  employment,  or  any  person 
applying  for  employment  in  the  executive  branch  of  the  U.S.  Govern- 
ment, or  any  civilian  employee  serving  in  any  department  or  agency  to 
take  any  polygraph  test  designed  to  elicit  from  him  information  con- 
cerning his  personal  relationship  with  any  person  connected  with  him 
by  blood  or  marriage,  or  concerning  his  religious  beliefs  or  practices, 
or  concerning  his  attitude  or  conduct  with  respect  to  sexual  matters. 

This  section  applies  the  provisions  of  section  1(f)  to  the  Civil 
Service  Commission  in  instances  where  it  has  authority  over  agency 
personnel  practices  or  in  cases  in  which  its  officials  request  information 
from  the  applicant  or  employee. 

SECTION    3 

This  section  applies  the  act  to  military  supervisors  by  making 
violations  of  the  act  also  violations  of  the  Uniform  Code  of  Military 
Justice. 

SECTION    4 

Section  4  provides  civil  remedies  for  violation  of  the  act  by  granting 
an  applicant  or  employee  the  right  to  bring  a  civil  action  in  the 
Federal  district  court  for  a  court  order  to  halt  the  violation,  or  to 
obtain  complete  redress  against  the  consequences  of  the  violation. 
The  action  may  be  brought  in  his  own  behalf  or  in  behalf  of  himself 
and  others  similarly  situated,  and  the  action  may  be  tiled  against 
the  offending  officer  or  person  in  the  Federal  District  court  for  the 
district  in  which  the  violation  occurs  or  is  threatened,  or  in  the  dig 
in  which  the  offending  officer  or  person  is  found,  or  in  the  District 
Court  for  the  District  of  Columbia. 

The  court  hearing  the  case  shall  have  jurisdiction  to  adjudicate  the 
civil  action  without  regard  to  the  actuality  or  amount  of  pecuniary 
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injury  done  or  threatened.  Moreover,  the  suit  may  he  maintained 
without  regard  to  whether  or  not  the  aggrieved  party  lias  exhausted 
available  administrative  remedies.  If  the  individual  complainant  has 

pursued  his  relief  through  administrative  remedies  established  for 
enforcement  of  the  act  and  has  obtained  complete  protection  against 
threatened  violations  or  complete  redress  for  violations,  this  relief 
may  be  pleaded  in  bar  of  the  suit.  The  court  is  empowered  to  provide 
whatever  broad  equitable  and  legal  relief  it  may  deem  necessary  to 
afford  full  protection  to  the  aggrieved  party;  such  relief  may  include 
restraining  orders,  interlocutory  injunctions,  permanent  injunctions, 
mandatory  injunctions,  or  such  other  judgments  or  decrees  as  may  be 
necessary  under  the  circumstances. 

Another  provision  of  section  4  would  permit  an  aggrieved  person  to 
give  written  consent  to  any  employee  organization  to  bring  a  civil 
action  on  his  behalf,  or  to  intervene  in  such  action.  "Employee  organi- 
zations" as  used  in  this  section  includes  any  brotherhood,  council, 
federation,  organization,  union,  or  professional  association  made  up 
in  whole  or  in  part  of  Federal  civilian  employees,  and  which  deals  with 
departments,  agencies,  commissions,  and  independent  agencies  regard- 
ing employee  matters. 

A  committee  amendment  provides  that  the  Attorney  General  shall 
defend  officers  or  persons  who  acted  pursuant  to  an  order,  regulation, 
or  directive,  or  who,  in  his  opinion,  did  not  willfully  violate  the  pro- 
visions of  the  act. 

SECTION    5 

Section  5  establishes  an  independent  Board  on  Employees'  Rights, 
to  provide  employees  with  an  alternative  means  of  obtaining  admin- 
istrative relief  from  violations  of  the  act,  short  of  recourse  to  the 
judicial  svstem. 

Section  5(a)  provides  for  a  Board  composed  of  three  members, 
appointed  bv  the  President  with  the  consent  of  the  Senate.  Xo  member 
shall  be  an  employee  of  the  U.S.  Government  and  no  more  than  two 
members  may  be^of  the  same  political  party.  The  President  shall 
designate  one  member  as  Chairman. 

Section  5(b)  defines  the  term  of  office  for  members  of  the  Board, 
providing  that  one  member  of  the  initial  Board  shall  serve  for  5  years. 
one  for  3  years,  and  one  for  1  year  from  the  date  of  enactment;  any 
member  appointed  to  fill  a  vacancy  in  one  of  these  terms  shall  be  ap- 
pointed for  the  remainder  of  the  term.  Thereafter,  each  member  shall 
be  appointed  for  5  years. 

Section  5(c)  establishes  the  compensation  for  Board  members  at 
$75  for  each  dav  spent  working  in  the  work  of  the  Board,  plus  actual 
travel  expenses  and  per  diem  in  lieu  of  subsistence  expenses  when  away 
from  their  usual  places  of  residence. 

Section  5(d)  provides  that  two  members  of  the  Board  shall  consti- 
tute a  quorum  for  the  transaction  of  business. 

Section  5(e)  provides  that  the  Board  may  appoint  and  fix  the  com- 
pensation of  necessary  employees,  and  make  such  expenditures  neces- 
sary to  carrv  out  the  functions  of  the  Board. 

Section  5*(f )  authorizes  the  Board  to  make  necessary  rules  and  reg- 
ulations to  carry  out  its  functions. 
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Section  5  (g)  provides  that  the  Board  shall  have  the  authority  and 
duty  to  receive  and  investigate  written  complaints  from  or  on  behalf 
of  any  person  claiming  to  be  affected  or  aggrieved  by  any  violation 
or  threatened  violation  of  this  act,  and  to  conduct  a  hearing  on  each 
such  complaint.  Moreover,  within  10  days  after  the  receipt  of  such  a 
complaint,  the  Board  must  furnish  notice  of  time,  place,  and  nature 
of  the  hearing  to  all  interested  parties,  and  within  30  days  after  con- 
cluding the  hearing,  it  must  render  its  final  decision  regarding  any 
complaint. 

Section  5(h)  provides  that  officers  or  representatives  of  any  em- 
ployee organization  in  any  degree  concerned  with  employment  of  the 
category  in  which  the  violation  or  threat  occurs,  shall  be  given  an 
opportunity  to  participate  in  the  hearing  through  submission  of 
written  data,  views,  or  arguments.  In  the  discretion  of  the  Board  they 
are  to  be  afforded  an  opportunity  for  oral  presentation.  This  section 
further  provides  that  Government  employees  called  upon  by  any  party 
or  by  any  Federal  employee  organization  to  participate  in  any  phase 
of  any  administrative  or  judicial  proceeding  under  this  section  shall  be 
free  to  do  so  without  incurring  travel  cost  or  loss  in  leave  or  pay.  They 
shall  be  free  from  restraint,  coercion,  interference,  intimidation,  or 
reprisal  in  or  because  of  their  participation.  Any  periods  of  time  spent 
by  Government  employees  during  such  proceedings  shall  be  held  to  be 
Federal  employment  for  all  purposes. 

Section  5(i)  applies  to  the  Board  hearings  the  provisions  of  the 
Administrative  Procedure  Act  relating  to  notice  and  conduct  of  hear- 
ings insofar  as  consistent  with  the  purpose  of  this  section. 

Section  5(j)  requires  the  Board,  if  it  determines  after  a  hearing  that 
this  act  has  not  been  violated,  to  state  such  determination  and  notify 
all  interested  parties  of  the  findings.  This  determination  shall  consti- 
tute a  final  decision  of  the  Board  for  purposes  of  judicial  review. 

Section  5(k)  specifies  the  action  to  be  taken  by  the  Board  if,  after 
a  hearing,  it  determines  that  any  violation  of  this  act  has  been  com- 
mitted or  threatened.  In  such  case,  the  Board  shall  immediately  issue 
and  cause  to  be  served  on  the  offending  officer  or  employee  an  order 
requiring  him  to  cease  and  desist  from  the  unlawful  practice  or  act. 
The  Board  is  to  endeavor  to  eliminate  the  unlawful  act  or  practice 
by  informal  methods  of  conference,  conciliation,  and  persuasion. 

Within  its  discretion,  the  Board  may,  in  the  case  of  a  first  offense, 
issue  an  official  reprimand  against  thev  offending  officer  or  employee, 
or  order  the  employee  suspended  from  his  position  without  pay  for  a 
period  not  exceeding  15  days.  In  the  case  of  a  second  or  subsequent 
offense,  the  Board  may  order,  the  offending  officer  or  employee  sus- 
pended without  pay  for  a  period  not  exceeding  30  days,  or  mav  order 
his  removal  from  office. 

Officers  appointed  by  the  President,  bv  and  with  the  advice  and 
consent  of  the  Senate,  are  specifically  excluded  from  the  application 
of  these  disciplinary  measures;  but  the  section  provides  that,  in  the 
case  of  a  violation  of  this  act  by  such  individuals,  the  Board  mav 
transmit  a  report  concerning  such  violation  to  the  President  and  the 
Congress. 

Section  5  (1)  provides  for  Board  action  when  any  officer  of  the  Armed 
forces  of  the  United  States  or  any  person  acting  under  his  authoritv 
violates  the  act.  In  such  event,  the  Board  shall  (1)  submit  a  report  to 
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the  President,  the  Congress,  and  to  the  Secretary  of  the  military  de- 
partment concerned,   (2)  endeavor  to  eliminate  any  unlawful  act  or 

practice  through  informal  methods  of  conference.*  conciliation,  and 
persuasion,  and  (3)  refer  its  determination  and  the  record  in  the  case 
to  any  person  authorized  to  convene  genera]  courts-martial  under 
section  822  (article  22)  of  title  10,  United  States  (/ode.  When  this 
determination  and  report  is  received,  the  person  designated  shall  im- 
mediately dispose  of  the  matter  under  the  provisions  of  chapter  47 
of  title  10  of  the  I  Jiited  States  Code. 

Section  5(m)  provides  that  when  any  party  disagrees  with  an  order 
or  final  determination  of  the  Board,  he  may  institute  a  civil  action 
for  judicial  review  in  the  Federal  district  court  for  the  district  wherein 
the  violation  or  threatened  violation  occurred,  or  in  the  District  Court 
for  the  District  of  Columbia. 

The  court  has  jurisdiction  to  (1)  affirm,  modify,  or  set  aside  any 
determination  or  order  made  by  the  Board,  or  (2)  require  the  Board 
to  make  any  determination  or  order  which  it  is  authorized  to  make 
under  section  5(k)  but  which  it  has  refused  to  make.  In  considering 
the  record  as  a  whole,  the  court  is  to  set  aside  any  finding,  conclusion, 
determination,  or  order  of  the  Board  unsupported  by  substantial 
evidence. 

The  type  of  review  envisioned  here  is  similar  to  that  obtained  under 
the  Administrative  Procedure  Act  in  such  cases  but  this  section  affords 
a  somewhat  enlarged  scope  for  consideration  of  the  case  than  is  now 
generally  accorded  on  appeal  of  employee  cases.  The  court  here  has 
more  discretion  for  action  on  its  own  initiative.  To  the  extent  that 
they  are  consistent  with  this  section,  the  provisions  for  judicial  review 
in  title  5  of  the  United  States  Code  would  apply. 

Section  5(n)  provides  for  congressional  review  by  directing  the 
Board  to  submit  to  the  Senate  and  to  the  House  of  Representatives  an 
annual  report  which  must  include  a  statement  concerning  the  nature 
of  all  complaints  filed  with  it,  the  determinations  and  orders  resulting 
from  hearings,  and  the  names  of  all  officers  or  employees  against  whom 
any  penalties  have  been  imposed  under  this  section. 

Section  5(o)  provides  an  appropriation  of  $100,000  for  the  Board 
on  Employee  Rights. 

SECTION    6 

Section  6  provides  that  nothing  in  the  act  shall  be  construed  to 
prohibit  an  officer  of  the  Central  Intelligence  Agency  or  of  the 
National  Security  Agency,  under  specific  conditions,  from  requesting 
an  applicant  or  employee  to  submit  a  personal  financial  statement  of 
the  type  defined  in  subsection  1  (i)  and  (j)  or  to  take  any  polygraph 
or  psychological  test  designed  to  elicit  the  personal  information  pro- 
tected under  subsection  1  (e)  or  1  (f ) . 

In  these  agencies,  such  information  may  be  acquired  from  the  em- 
ployee or  applicant  by  such  methods  only  if  the  Director  of  the  agency 
or  his  designee  makes  a  personal  finding  with  regard  to  each  individ- 
ual that  such  test  or  information  is  required  to  protect  the  national 
security. 

SECTION    7 

Section  7  requires,  in  effect,  that  employees  of  the  Central  Intelli- 
gence Agency  and  the  National  Security  Agency  exhaust  their  admin- 
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istrative  remedies  before  invoking  the  provisions  of  section  4  (the 
Board  on  Employee  Rights)  or  section  5  (the  Federal  court  action). 
An  employee,  his  representative,  or  any  organization  acting  in  his  be- 
half, must  first  submit  a  written  complaint  to  the  agency  and  afford 
it  120  days  to  prevent  the  threatened  violation  or  to  redress  the  actual 
violation.  A  proviso  states  that  nothing  in  the  act  affects  any  existing 
]egal  authority  of  the  Central  Intelligence  Agency  under  50  U.S.C. 
403(c)  or  of  the  National  Security  Agency  under  50  U.S.C.  833  to 
terminate  employment. 

SECTION"    8 

Section  8  provides  that  nothing  in  the  act  shall  be  construed  to 
affect  in  any  way  authority  of  the  directors  of  the  Central  Intelligence 
Agency  or  the  National  Security  Agency  to  protect  or  withhold  in- 
formation pursuant  to  statute  or  Executive  order.  In  cases  involving 
his  employees,  the  personal  certification  by  the  Director  of  the  agency 
that  disclosure  of  any  information  is  inconsistent  with  the  provision 
of  any  statute  or  Executive  order  is  to  be  conclusive  and  no  such  in- 
formation shall  be  admissible  in  evidence  in  any  civil  action  under 
section  4  or  in  any  proceeding  or  civil  action  under  section  5.  Nor  may 
such  information  be  receivable  in  the  record  of  any  interrogation  of  an 
employee  under  section  1  (k) . 

SECTION"   9 

Section  9  provides  that  the  Federal  Bureau  of  Investigation  shall  be 
excluded  from  the  provisions  of  this  act. 

SECTION    10 

Section  10  provides  that  nothing  contained  in  sections  4  or  5  shall  be 
construed  to  prevent  the  establishment  of  department  and  agency 
grievance  procedures  to  enforce  this  act.  The  section  makes  it  clear 
that  the  existence  of  such  procedures  are  not  to  preclude  any  applicant 
or  employee  from  pursuing  any  other  available  remedies.  However,  if 
under  the  procedures  established  by  an  agency,  the  complainant  has 
obtained  complete  protection  against  threatened  violations,  or  com- 
plete redress  for  violations,  such  relief  may  be  pleaded  in  bar  in  the 
U.S.  district  court  or  in  proceedings  before  the  Board  on  Employees' 
Eights. 

Furthermore,  an  employee  may  not  seek  his  remedy  through  both 
the  Board  and  the  court.  If  he  elects  to  pursue  his  remedies  through 
the  Board  under  section  5,  for  instance,  he  waives  his  right  under 
section  4  to  take  his  case  directly  to  the  district  court. 

SECTION    11 

Section  11  is  the  standard  severability  clause. 
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93d  CONGRESS 
1st  Session 


S.  2542 


IN  THE  SENATE  OF  TIIE  UNITED  STATES 

October  8,1973 

Mr.  Bath  introduced  the  following  bill;  which  was  read  twice  and  referred 

to  the  Committee  on  the  Judiciary 


A  BILL 

To  protect  the  constitutional  right  of  privacy  of  those  individuals 
concerning  whom  certain  records  are  maintained,  and  for 
other  purposes. 

i  Be  it  enacted  by  the  Senate  and  House  of  llepresenta- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  (a)  subchapter  II  of  chapter  5  of  title  5,  United  States 

4  Code,  is  amended  by  adding  immediately  after  section  552 

5  thereof  the  following  new  section : 

6  "§  552a.  Individual  records 

7  "  (a)    Each  agency  that  shall  maintain  records  concern- 

8  ing  any  individual  which  may  be  retrieved  by  reference  to,  or 

9  are  indexed  under,  the  individual's  name  and  which  contain 

II 
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1  any  information  obtained  from  any  source  other  than  such 

2  individual  shall,  with  respect  to  such  records — 

3  "  ( 1 )    notify  such  individual  by   mail   at   his  last 

4  known  address  that  the  agency  maintains  or  is  aboul 

5  to  maintain  a  record  concerning  said  individual; 

6  "(2)    refrain   from   disclosing   the   record   or   any 

7  information  contained  therein  to  any  other  agency  or 

8  to  any  person  not  employed  by  the  agency  maintaining 

9  such  record,  except  with  permission  of  the  individual 

10  concerned  or,  in  the  event  said  individual  cannot   he 

11  located  or  communicated  with  after  reasonable   effort, 

12  with  permission  from  members  of  the  individual's  im- 

13  mediate  family  or  guardian,  or,  only  in  the  event 
1*  that  such  individual,  members  of  the  individual's  im- 
1°  mediate  family,  and  guardian  cannot  be  located  or  com- 
1"  municated  with  after  reasonable  effort,  upon  good  cause 
-^  for  such  disclosure:  Provided,  however,  That  if  disclo- 
1°  sures  of  said  record  is  required  under  section  552  (if  this 
19  chapter  or  by  any  other  provision  of  law.  the  individual 

concerned  shall  be  notified  by  mail  at  his  last  known 
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*1  address  of  any  such  required  disclosure; 


22 


"(3)    maintain  an  accurate  record   of   the   names 
~^  and  positions   of  all   persons   inspecting   such    records 

**  and  the  purposes  for  which  such  inspections  were  made; 
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1  '*  (  \)  permit  any  individual  to  inspect  liis  own  rec- 
ord and  have  copies  thereof  made  al  his  expense; 

3  '*  (5)  permit  any  individual  to  supplement  the  infor- 

1  mation  contained  in  bis  record  by  the  addition  of  any 

5  document    or  writing  containing   information   such    b> 

6  dividual  deems  pertinent  to  his  record,  and 

7  **(<>)   remove  erroneous  information  of  any  kind. 

8  "(b)  Each  agency  may  establish  published  rules  stating 

9  the  time,  place,  fees  to  the  extent  authorized,  and  procedure 
10  to  be  followed  with  respect  to  making  records  promptly 
n  available  to  an  individual,  and  otherwise  to  implement  the 

12  provisions  of  this  section. 

13  "  (c)  This  section  shall  not  apply  to  records  that  are — 
i  J-  "(1)  specifically  required  by  Executive  order  to 
t:>  be  kept  secret  in  the  interest  of  the  national  security; 
16  "(2)  investigatory  files  compiled  for  law  enforce- 
l^  nient  purposes,  except  to  the  extent  that  such  records 
18  have  been  maintained  for  a  longer  period  than  reason- 
L9  ably  necessary  to  commence  prosecution  or  other  action 
20  or  to  the  extent  available  by  law  to  a  party  other  than 
-1  an  agency;  and 

"(3)  interagency  or  intra-ageney  memorandums  or 

23  letters  which  would  not  he  available  by  law  to  a  party 

"1-  other   than   an   agency   in    litigation    with   the   agency. 
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1  "  (d)    The  President  shall  report  to  Congress   before 

2  January  30  of  each  year  on  an  agency-by-agency  basis  the 

3  number  of  records  and  the  number  of  investigatory  files 
1  which  were  exempted  from  the  application  of  this  section 

5  by  reasons  of  clauses  (1)  and  (2)  of  subsection   (d)  during 

6  the  immediately  preceding  calendar  year. 

7  "(e)    This  section  shall  not   be  held  or  considered  to 

8  permit  the  disclosure  of  the  identity  of  any  person  who  has 

9  furnished  information   contained  in   any   record  subject   to 

10  this  section. 

11  "  (f)   If  any  provision  of  this  section  or  the  application 

12  of  such  provision  to  any  person  or  circumstance  shall  be 

13  held  invalid,  the  validity  of  the  remainder  of  this  section  and 
-^  the  applicability  of  such  provision  to  other  persons  or  circum- 
15  stances  shall  not  be  affected  thereby.". 

1"  (b)  The  table  of  sections  of  subchapter  II  of  chapter  5 

-*■'  of  title  5,  United  States  Code,  is  amended  by  inserting: 

"552a.  Individual  records." 

1  8  immediately  below : 

"552.  Public  information;  agency  rules;  opinions,  orders,  records,  and 
proceedings/'. 

19  Sec.  2.  (a)  There  is  established  a  Board  to  be  known  as 

20  the  Federal  Prhacy  Board    (hereinafter  referred  to  as  the 

21  "Board"). 

22  (b)  The  Board  shall  consider  complaints  from  any  indi- 
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1  vidua]   thai   one   or  more   of  the   requirements  of  section 

2  552(a)   of  title  5,  United  Slates  Code,  have  not  been  met, 
::  with  respect  to  the  records  specified  in  such  section,  by  the 

4  responsible  agency.  The  Board  upon  finding  that  one  or  more 

5  of  the  requirements  have  not  been  met,  shall  issue  a  final 
(j  order  directing  the  agency  to  comply  with  such  requirement 

7  or  requirements,   and   this   order  shall   he  binding  on  the 

8  parties  to  such  a  dispute. 

9  (c)  The  Board  shall  consist  of  seven  members,  each 
10  serving  for  a  term  of  two  years,  four  of  whom  shall  con- 
n  stitute  a  quorum.  Three  members  shall  be  appointed  by  the 

12  Speaker  of  the  House,  three  by  the  President  pro  tempore 

13  of  the  Senate,  and  one  by  the  President.  No  more  than  two 

14  of  the  members  appointed  by  the   Speaker  of  the  House 

15  shall  be  of  the  same  political  party.  No  more  than  two  of 

16  the  members  appointed  by  the  President  pro  tempore  of 

17  the  Senate  shall  be  of  the  same  political  party.  The  member 

18  appointed  by  the  President  shall  be  from  the  public  at  large. 

19  Any  vacancy  in  the  Board  shall  be  filled  in  the  same  manner 

20  the  original  appointment  was  made. 

21  (d)   Members  of  the  Board  shall  be  entitled  to  receive 

22  $100  each  day  during  which  they  are  engaged  in  the  per- 

23  formance  of  the  business  of  the  Board,  including  traveltime, 

24  but  members  who  are  full-time  officers  or  employees  of  the 
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1  United  States  shall  receive  no  additional  compensation  on 

2  account  of  their  services  as  members. 

3  (e)   The  Chairman  of  the  Board  shall  be  elected  by  the 

4  Board  every  year,  and  the  Board  shall  meet  not  less  fre- 

5  quently  than  bimonthly. 

6  (f)    The  Board  shall  appoint  and  fix  the  compensation 

7  of  such  personnel  as  are  necessary  to  the  carrying  out  of  its 

8  duties. 

9  (g)    The  Board  shall  hold  hearings  in  order  to  make 

10  findings  upon  each  complaint,  unless  there  are  reasonable 

11  grounds  to  believe  that  the  complaint  is  frivolous  or  irrel- 

12  evant.  The  Board  may  examine  such  evidence  as  it  deems 

13  useful,  and  shall  establish  such  rules  and  procedures  as  it 

14  determines  are  most  apt  to  the  purposes  of  this  section,  in- 

15  eluding  rules  insuring  the  exhaustion  of  administrative  rem- 

16  edies  in  the  appropriate  agency. 

17  Sec.  3.  (a)  Section  2511  (2)   of  title  18,  United  States 

18  Code,  is  amended — 

19  (1)  by  striking  out  in  paragraph  (c)  "  (c)  It"  and 

20  inserting  in  lieu  thereof  "(c)  (i)    Subject  to  the  pro- 

21  visions  of  clause  (hi) ,  it" ;  and 

22  (2)  by  striking  out  in  paragraph  (d)  "(d)  It"  and 

23  inserting  in  lieu  thereof  "  (ii)   Subject  to  the  provisions 

24  of  clause  (hi) ,  it". 
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l  (1))    Section  2511(2)  (c)    of  racb  title   L8  is  further 

•2  amended  by  adding  at  the  end  thereof  the  following  new 

3  clause: 

i  "(hi)    It   shall  not   be  unlawful   under  this  chapter  for 

o  a  person  to  intercept  a  telephone  conversation  by  means  of 

6  a  recording  device  where  such  person  Is  a  party  to  the  conver- 

7  sation,  has  given  adequate  notice  to  all  parties  to  the  con- 

8  versation  that  the  conversation  i<  being  recorded,  and  uses 
[)  an  automatic  tone  warning  device  which  automatically  pro- 

10  duces  an  audible  distant  signal  that  is  repented  at  regular 

11  intervals  during  the  course  of  the   telephone  conversation 

12  when  the  recording  device  is  in  use.  The  Federal  Communica- 

13  tions  Commission  shall  prescribe  by  regulation  the  character- 
"  istics  of  an  automatic  tone  warning  device  that  may  be  used 
■^  in  connection  with  the  authorized  interception  of  telephone 
16  conversations.". 

-^  Sec.  4.  The  amendments  made  by  this  Act  shall  become 

**  effective  on  the  ninetieth  day  following  the  date  of  enactment 

19  of  this  Act. 


591 


[Note.  Senator  Goldwater  did  not  have  any  Introductory  Remarks  in  the 
Record  on  S.  2810) 


93n  CONGRESS 

1st  Session 


S.  2810 


IN  THE  SENATE  OF  THE  UNITED  STATES 

December  13,1073 

Mr.  Goldwater  introduced  the  following  bill ;  which  wns  read  twice  and  referred 
to  the  Committee  on  the  Judiciary 


A  BILL 

To  protect  the  constitutional  right  of  privacy  of  individuals 
concerning  whom  identifying  numbers  or  identifiable  infor- 
mation is  recorded  by  enacting  principles  of  information  prac- 
tice in  furtherance  of  amendments  I,  III,  IV,  V,  IX,  X,  and 
XIV  of  the  United  States  Constitution. 

1  '  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  fives  of  the  United  States  of  America  in  Congress  assembled, 

3  SECTION   1.  This  Act  may  be  cited  as  (he  "Right  to 

4  Privacy  Act  of  1973". 

5  FINDINGS   AND   DECLARATION    OF    PURPOSE 

6  SEC.  2.  (a)  The  Congress  finds — 

7  (1)  ihat  an  individual's  personal  privacy  is  directly 

8  adopted  by  the  kind  of  disclosure  and  use  made  of  iden- 
VII— o 
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1  tifying  numbers  and  identifiable  information  about  him 

2  in  a  record ; 

3  (2)    that  a  record  containing  information  about  an 
■*  individual  in  identifiable  form  must  be  governed  by  pro- 

5  cedures  that  afford  the  individual  a  right  to  participate 

6  in  deciding  what  the  content  of  the  record  will  be,  and 
?  what  disclosure  and  use  will  be  made  of  the  identifiable 

8  information  in  it; 

9  (3)    that   any    recording,    disclosure,    and   use    of 

10  identifying  numbers  and  identifiable  personal  informa- 

11  tion  by  an  organization  not  governed  by  such  procedures 
1~  must  be  prohibited  as  an  unfair  information   practice 

13  unless  such  recording,  disclosure,  or  use  is  specifically 

14  authorized  by  the  data  subject  or  by  Federal  statute. 

15  (b)    The  purpose  of  this  Act  is  to  insure  safeguards  for 

16  personal  privacy  from  recordkeeping  organizations  by  ad- 
1"  herenco  to  the  following  principles  of  information  practice: 
Itf  (1)    There  must  be  no  personal  data  recordkeeping 

19  systems  whose  very  existence  is  secret. 

20  (2)    There  must  be  a  way  for  an  individual  to  find 

21  out  what  information  about  him  is  in  a  record  and  how 

22  it  is  used. 

23  (3)  There  must  be  a  way  for  an  individual  to  pre- 
2-4  vent  information  about  him   obtained  for  one   purpose 
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1  from  being  used  or  made  available  for  other  purposes 

2  without  his  consent. 

3  (4)   There  must  be  a   way   for  an  individual   to 

4  correct  or  amend  a  record  of  identifiable  information 

5  about  him. 

6  (5)  Any  organization  creating,  maintaining,  using, 
?  or  disseminating  records  of  identifiable  personal   data 

8  must  assure  the  reliability  of  the  data  for  their  intended 

9  use  and  must  take  reasonable  precautions  to  prevent 
10  misuse  of  the  data. 

H  (6)    Deviations   from   these   principles   should   be 

12  permitted  only  if  it  is  clear  that  some  significant  interest 

13  of  the  individual  data  subject  will  be  served  or  if  some 

14  paramount  interest  of  society  can  be  clearly  demon- 
ic strated.  No  deviation  should  be  permitted  except  as 
1^  specifically  provided  by  statute. 

17  DEFINITIONS 

18  Sec.  3.  For  the  purposes  of  this  Act — 

19  (a)  The  term  "automated  personal  data  system"  means 

20  a  collection  of  records  containing  personal  data  that  can  be 

21  associated  with  identifiable  individuals,  and  that  are  stored, 

22  in  whole  or  in  part,  in  computer-accessible  files. 

23  (b)    The  term  "data  that  can  be  associated  with  iden- 

24  tifiable  individuals"  means  that  by  some  specific  identifica- 
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1  tion,  such  as  a  name  or  social  security  Dumber,  or  because 

2  they  Include  personal  characteristics,  it  is  possible  to  identify 

3  an  individual  with  reasonable  certainty. 

4  (c)  The  term  "personal  data"  includes  all  data  that   (1 ) 

5  describes  anything  about  an  individual,  such  ;is  identifying 

6  characteristics,    measurements,    test    scores:     (a)     indicates 

7  things  done  by  or  to  an  individual,  including,  but  not  limited 

8  to,  records  of  financial  transactions,  medical  treatment,  or 

9  other  services;  or   (3)   affords  a  clear  basis  for  inferring  per- 

10  sonal  characteristics  or  things  done  by  or  to  an  individual, 

11  including,  but  not  limited  to,  the  mere  record  of  his  presence 

12  in  a  place,  attendance  at  a  meeting,  or  admission  to  some 
1-j  type  of  service  institution. 

14  (d)  The  term  "computer  accessible"  means  recorded  on 

15  magnetic  tape,  magnetic  disk,  magnetic  drum,  punched  card, 

16  or  optically  scannable  paper  or  film. 

17  (e).The  term  ''data  system"  includes  nil  processing  op- 

18  erations,  from  initial  collection  of  data  through  all   uses  of 

19  the  data,  including  outputs  from  the  system.  Data  recorded  on 

20  questionnaires,  or  stored  in  microfilm  archives,  shall  be  con* 

21  sidered   part   of  a   data   system,   even   when   the   computer!- 

22  accessible     files     themselves     do     not     contain     identifying 

23  information. 

24  (f)  The  term  '"organization"  means  anj7  Federal  agenc}'; 
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1  the   courts  of   the   United   States;   the   government    of   the 

2  District  of  Columbia;  any  public  or  private  corporation,  part- 

3  nership,  agency,  or  association  which  operates  an  adminis- 

4  trative    automated    personal    data    system,    or   a    statistical- 

5  reporting  and  research  automated  personal  data  system;  and 

6  which  is  supported  in  whole  or  in  part  by  Federal  funds, 

7  Federal  systems,  or  federally  supported  systems,  or  which 

8  directly  or  indirectly  makes  use  of  any  means  or  instruments 

9  of  transportation  or  communications  in  interstate  commerce, 
10  or  of  the  mails,  or  which  carries  or  causes  to  he  carried  in  the 
H  mails  or  interstate  commerce,  or  by  any  other  means  or  in- 
12  struments  of  transportation  any  personal  data;  and  any  orga- 
1^  nization  which  maintains  a  record  of  individually  identifiable 

14  personal  data  which  it  does  not  maintain  as  part  of  an  admin- 

15  istralive  or  as  a  statistical-reporting  and  research  automated 

16  personal  data  system  and  which  transfers  such  data  to  one  of 

17  the  above  organizations  in  interstate  commerce. 

18  (g)    The  term  "administrative   personal   data   system' 

19  means  one  that  maintains  data  on  individuals  for  the  purpose 
'20  of  affecting  them  directly  as  individuals,  including,  but  not 

21  limited  to,  the  purpose  of  making  determinations  relating  to 

22  their    qualifications,     character,     rights,     opportunities,     or 

23  benefits. 

24  (h)  The  term  "statistical-reporting  or  research  system' 
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1  means  one  that  maintains  data  about  individuals  exclusively 

2  for  statistical  reporting  or  research  and  is  not  intended  to  be 

3  used  to  affect  any  individual  directly. 

"*  (i)    The  term   "unfair  personal   information   practice" 

0  means  a  failure  to  comply  with  any  safeguard  requirements 

6  of  this  Act. 

^  (j)  The  term  "data  subject"  means  the  individual  whose 

°  name  or  identity  is  added  to  or  maintained  on  an  automated 

9  personal  data  system  or  a  statistical-reporting  or  research 

10  system. 

11  SAFEGUARD  REQUIREMENTS  FOR  ADMINISTRATIVE 

12  PERSONAL   DATA   SYSTEMS 

13  Sec.  4.  (a)  General  Requirements.—  ( 1 )   Any  or- 

14  ganization  maintaining  a  record  of  individually  identifiable 

15  personal  data,  which  it  does  not  maintain  as  part  of  an  ad- 

16  ministrative  automated  personal  data  system,  shall  make  no 

17  transfer  of  any  such  data  to  another  organization,  without 

18  the  prior  informed  consent  of  the  individual  to  whom  the 

19  data  pertain,  if,  as  a  consequence  of  the  transfer,  such  data 

20  will  become  part  of  an  administrative  automated  personal 

21  data  system  that  is  not  subject  to  these  safeguard  requirc- 

22  ments. 

23  (2)    Any   organization   maintaining   an   administrative 

24  automated  personal  data  system  shall — 

25  (A)  identify  one  person  immediately  responsible  for 
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1  the  system,  and  make  any  other  organizational  arrange- 

2  ments  that  are  necessary  to  assure  continuing  attention 

3  to  the  fulfillment  of  these  safeguard  requirements; 

4  (B)    take  affirmative  action  to  inform  each  of  its 
P  employees  having  any  responsibility  or  function  in  the 

6  design,  development,  operation,  or  maintenance  of  the 

7  system,  or  the  use*  of  any  data  contained  therein,  about 

8  all  these  safeguard  requirements  and  all  the  rules  and 

9  procedures  of  the  organization  designed  to  assure  com- 
pliance with  them,  and  the  nature  of  such  action  shall 

H  be  supplied  upon  the  reasonable  request  of  a  data  subject; 

12  (C)   specify  penalties  to  be  applied  to  any  employee 

■*-*  k  who  initiates  or  otherwise  contributes  to  any  disciplinary 

14  or  other  punitive  action  against  any  individual  who  brings 

15  to  the  attention  of  appropriate  authorities,  the  press,  or 

16  any  member  of  the  public,  evidence  of  unfair  personal 

17  information  practice; 

18  (D)   take  reasonable  precautions  to  protect  data  in 

19  the  system  from  any  anticipated  threats  or  hazards  to 

20  the  security  of  the  system; 

21  (E)   make  no  transfer  of  individually   identifiable 

22  personal  data  to  another  system  without    (i)    specifying 

23  requirements  for  security  of  the  data,  including  limita- 

24  tions  on  access  thereto,  and    (ii)    determining  that  the 

25  conditions  of  the  transfer  provide  substantial  assurance 

63-619   O  -  76  -  39 
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1  that  those  requirements  and  limitations  will  be  observed; 

2  except    in    instances    when    an    individual    specifically 

3  requests  that  data  about  him  be  transferred  to  another 

4  system  or  organization: 

3  (F)    maintain  a  complete  and  accurate  record  of 

0'  every  access  to  and  use  made  of  any  data  in  the  system, 

7  including  the  identity  of  all  persons  and  organizations  to 

H  which  aceess  has  been  given; 

9  (G)    maintain  data  in  the  system  with  which  such 

10  accuracy,  completeness,  timeliness,  and  pertinence  as  is 

11  necessary  to  assure  accuracy  and  fairness  in  any  deter- 

12  initiation  relating  to  an  individual's  qualifications,  char- 
1^>  acter,   rights,   opportunities,    or  benefits,    that   may   be 

14  made  on  the  basis  of  such  data. 

15  (b)   Any    organization    maintaining    an    administrative 

16  automated  personal  data  system  that  publicly  disseminates 

17  statistical  reports  or  research  findings  based  on  personal  data 

18  drawn  from  the  system,  or  from  systems  of  other  organiza- 

19  tions,  shall — 

20  ( 1 )   make   such   data   publicly   available   for  inde- 

21  pendent  analysis,  on  reasonable  terms;  and 

22  (2)    take  reasonable  precautions  to  assure  that  no 

23  data  made  available  for  independent   analysis   will   be 

24  used  in  a  way  that  might  reasonably  be   expected   to 

25  prejudice   judgments    about    any    individual    data    sub- 
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1  ject's  character,  qualifications,  rights,  opportunities,  of 

2  benefits. 

3  (c)  Public  Notice  Requirement. — Any  organization 

4  maintaining  an  administrative  automated  personal  data  sys- 

5  tern  shall  give  public  notice  of  the  existence  and  character 

6  of  its  system  once  each  year,  in  the  case  of  Federal  organiza- 

7  tions  in  the  Federal  Register,  or  in  the  case  of  other  organiza- 

8  tions,  in  a  media  likely  to  bring  attention  to  the  evidence  of 

9  the  records  to  the  data  subject.  Any  organization  maintain- 

10  ing  more  than  one  system  shall  publish  such  annual  notices 

11  for  all  its  systems  simultaneously.  Any  organization  propos- 

12  ing  to  establish  a  new  system,  or  to  enlarge  an  existing  sys- 

13  tern,  shall  give  public  notice  long  enough  in  advance  of  the 

14  initiation  or  enlargement  of  the  system  to  assure  individuals 

15  who  may  be  affected  by  its  operation  a  reasonable  opportu- 

16  nity  to  comment.  The  public  notice  shall  specify: 

17  ( 1 )  The  name  of  the  system. 

18  (2)    The  nature  and  purpose  or  purposes  of  the 

19  system. 

20  (3)  The  categories  and  number  of  persons  on  whom 

21  data  is  being  or  is  to  be  maintained. 

22  (4)   The  categories  of  data  being  or  to  be  main- 

23  tained,  indicating  which  categories  are  being  or  are  to 

24  be  stored  in  computer-accessible  files. 
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(6)    The  organization's  policies  and  practices  re- 

2  garding  data  storage,  duration  of  retention  of  data,  and 

3  disposal  thereof. 

4  (6)  The  categories  of  data  sources. 

5  (7)  A  description  of  all  types  of  use  being  or  to  be 

6  made  of  data,  indicating  those  involving  computer-acces- 

7  ible  files,  and  including  all  classes  of  users  and  the  or- 

8  ganizational  relationships  among  them. 

9  (8)  The  procedures  whereby  an  individual  can  (A) 

10  be  informed  if  he  is  the  subject  of  data  in  the  systems; 

11  (B)    gain  access  to  such  data;  and    (C)    contest  their 

12  accuracy,  completeness,  timeliness,  pertinence,  and  the 

13  necessity  for  retaining  it. 

14  (9)   The  procedures  whereby  an  individual,  group, 

15  or  organization  can  gain  access  to  data  used  for  statisti- 

16  cal  reporting  or  research  in  order  to  subject  such  data 

17  to  independent  analysis. 

18  (10)    The  title,  name,  and  address  of  the  person 

19  immediately  responsible  for  the  system. 

20  (11)   A  description  of  the  penalties  to  be  applied 
2i  to  any  employee  who  initiates  or  otherwise  contributes  to 

22  any  disciplinary  or  other  punitive  action  against  any  indi- 

23  vidual  who  brings  attention  to  any  evidence  of  unfair 

24  information  practices. 

>5  (d)   Kigiits  of  Individual  Data  Subjects.— Any 
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1  organization  maintaining  an  administrative  automated  per- 

2  sonal  data  system  shall — 

3  (1)   inform  an  individual  asked  to  supply  personal 

4  data  for  the  system  whether  he  is  legally  required,  or 

5  may  refuse,  to  supply  the  data  requested,  and  also  of 

6  any  specific  consequences  for  him,  which  are  known  to 

7  the  organization,   of  providing  or  not   providing  such 

8  data; 

9  (2)   upon  request  and  proper  identification  of  any 

10  data  subject,  clearly  and  accurately  disclose  to  the  data 

11  subject,  in  a  form  comprehensible  to  him — 

12  (A)  all  data  about  the  data  subject ; 

13  (B)  the  sources  of  the  information; 

14  (C)   the  recipients  of  any  transfer,  report,  dis- 

15  semination,  or  use  of  data  about  the  data  subject, 

16  including  the  identity  of  all  persons  and  organiza- 

17  tions  involved  and  their  relationship  to  the  system; 

18  except  that  the  disclosure  required  by  this  paragraph 

19  shall   not  be  applicable   to   subject   files   that   are    (i) 

20  directly  related  to  international  relations  or  international 

21  subversive  activities,  or  to  classified  national  defense  in- 

22  formation  whose  disclosure  or  unauthorized  receipt  or 

23  use  constitutes  a  violation  under  any  Federal  criminal 

24  law,  or    (ii)    active  criminal  investigatory  data,  except 

25  active  criminal  investigatory  data  which  has  been  main- 
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1  tained  for  a.  period  longer  than   reasonably   necessary 

2  to    bring    indictment,    information,    or    to    commence 

3  prosecution. 

4  (3)  comply  with  the  following  minimum  conditions 

5  of  disclosure  to  data  subjects — 

6  (A)  an  organization  shall  make  the  disclosures 

7  required  by  paragraph  (2)  of  this  subsection  during 

8  normal  business  hours ; 

9  (B)  the  disclosures  required  under  paragraph 
10  (2)  of  this  subsection  shall  be  made  to  the  data 
H  subject  (i)  in  person  if  he  appears  in  person  and 
12  furnishes  proper  identification;  in  which  case  the 
1:>  data  subject  is  entitled  to  personal,  visual  inspec- 

14  tion  of  data  about  him;   (ii)   by  telephone  if  he  has 

15  made  a  written  request,  with  proper  identification; 

16  in  which  case  telephone  disclosures  arc  to  be  made 

17  without  charge  to  the  data  subject;    (iii)    by  mail 

18  if  he  has  made  a  written  request,  with  proper  identi- 

19  fication;  and  (iv)  by  providing  a  copy  of  his  file,  if 

20  requested  pursuant  to    (i),    (ii) ,   or    (iii)    of  this 

21  clause,  at  a  charge  not  to  exceed  10  cents  per  page; 

22  (C)    the  data  subject  shall  be  permitted  to  be 

23  accompanied  by  one  person  of  his  choosing,   who 

24  shall  furnish  reasonable  identification.  An  organiza- 
2-5  tion  may  require  the  data  subject  to  furnish  a  writ- 
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1  ten  statement  granting  permission  to  the  organiza- 

2  lion  to  discuss  the  data  subject's  file  in  such   per- 
son's presence. 


3 


4  (4)    assure  that  no  use  of  individually  identifiable 

5  data  is  made  that  is  not  within  the  purposes  of  the  sys- 

6  tern    published    under   subsection     (c)     of    this    section, 


'  unless,  in  the  ease  of  each,  use  of  such  data,  the  informed 

8  eonsent  of  the  individual  has  been  obtained  in  writing; 

9  (5)   assure,  to  the  greatest  practicable  extent,  that 

10  no  data  about  an  individual  is  made  available  from  the 

11  system  in  response  to  a  demand  for  data  made  by  means 

1^  of  compulsory   legal   process,    unless   the   individual   to 
i 

1°  whom  the  data  pertain  has  been  notified  of  the  demand; 

14  and 

15  (fi)  if  the  completeness,  accuracy,  pertinence,  time- 

16  liness,  or  necessity  for  retaining  the  data  in  the  system  is 

17  disputed  by  the  data  subject  and  the  dispute  is  directly 

18  conveyed  to  the  organization  by  the  data  subject,  com- 

19  ply  with  the  following  minimum  procedures: 

20  (A)  The  organization  shall  within  a  reasonable 

21  period  of  time  investigate  and  record  the  current 

22  status  of  that  data  unless  it  has  reasonable  grounds 

23  to  believe  that  the  dispute  by  the  data  subject  is 

24  frivolous  or  irrelevant. 

25  (B)    If,  after  such  investigation,   such   data   is 
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1  found  to  be  inaccurate  or  can  no  longer  be  verified, 

2  the  organization  shall   promptly   delete   such   data. 

3  (C)    The   presence  of  contradictory   informa- 

4  tion  in  the  data  subject's   file  does   not   in   and   of 

5  itself  constitute  reasonable  grounds  for  believing  the 

6  dispute  is  frivolous  or  irrelevant. 

7  (I))    If  the  investigation  does  not  resolve  the 

8  dispute,  the  data  subject  may  file  a  brief  statement 

9  setting  forth  the  nature  of  the  dispute;  except  that 

10  the  organization  may  limit  such  statements  to  not 

11  more  than  one  hundred  words  if  the  organization 

12  provides  the  data  subject  with  assistance  in  writing 

13  a  clear  summary  of  the  dispute. 

14  (E)  Whenever  a  statement  of  a  dispute  is  filed, 

15  unless  there  are  reasonable  grounds  to  helicve  that 

16  It  is  frivolous  or  irrelevant,  the  organization  shall,  in 

17  any  subsequent  transfer,  report,  or  dissemination  of 

18  the  data  in  question,  clearly  note  that  it  is  disputed 

19  hy  the  data  subject  and  provide  either  the  data  sub- 

20  ject's  statement  or  a  clear  and  accurate  summary 

21  thereof. 

22  (E)    Following  any  deletion  of  data  which  is 

23  found  to  be  inaccurate  or  whose  accuracy  can  no 

24  longer  he  verified  or  any  notation  as  to  disputed 

25  data,  the  organization  shall,  (i)  at  the  request  of  the 
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1  data  subject,  furnish  notification  that  the  item  has 

2  been  deleted,  or  a  statement,  or  summary,   which 

3  contains  the  deleted  or  disputed  information  to  any 

4  person  specifically  designated  by  the  data  subject; 

5  and    (ii)    the   organization   shall   clearly   and   con- 

6  spicuously  disclose  to  the  data  subject  his  rights  to 

7  make  such  a  request. 

8  SAFEGUARD   REQUIREMENTS   FOR   STATISTICAL-REPORTING 

9  AND    RESEARCH   SYSTEM 

10  Sec.  5.    (a)    General  Requiremets  —  (1)    Any  or- 

11  ganization  maintaining  a  record  of  personal  data,  which  it 

12  does  not  maintain  as  part  of  an  automated  personal   data 
i 

13  system  used  exclusively  for  statistical-reporting  or  research, 

14  shall  make  no  transfer  of  any  such  data  to  another  organiza- 

15  tion  without  prior  informed  consent  of  the  individual  to  whom 

16  the  data  pertain,  if,  as  a  consequence  of  the  transfer,  such 

17  data  will  become  part  of  an  automated  personal  data  system 

18  that  is  not  subject  to  these  safeguard  requirements  or  the 

19  safeguard    requirements    for    administrative    personal    data 

20  systems. 

21  (2)    Any  organization  maintaining  an  automated  per- 

22  sonal  data  system  used   exclusively   for  statistical-reporting 

23  or  research  shall — 

24  (A)    identify   one  person   immediately   responsible 

25  for  the  system,  and  make  any  other  organizational  ar- 
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1  rangements  thai  are  necessary  to  assure  continuing  at- 

2  tcntion  to  the  fulfillment  of  the  safeguard  requirements; 

3  (R)    take  affirmative  action  to  inform  each  of  its 

4  employees  having  any  responsibility  or  function  in  tin* 

5  design,  development,  operation,  or  maintenance  of  the 

6  system,  or  the  use  of  any  data  contained  therein,  ahout 

7  all  the  safeguard  requirements  and  all  the  rules  and  pro- 

8  cedures  of  the  organization  designed  to  assure  compli- 
0  ance  with  them ; 

10  (C1)  specify  penalties  to  he  applied  to  any  employee 

11  who  initiates  or  otherwise  eontrihutes  to  any  disciplinary 

12  or   other   punitive   action   against    any    indivdual    who 

13  brings  to  the  attention  of  appropriate  authorities,   the 

14  press,  or  any  member  of  the  pnhlie,  evidence  of  unfair 

15  personal  information  practice; 

IQ  (D)    take  reasonahle  precautions   to   protect   data 

17  in  the  system  from  any  anticipated  threats  or  hazards 

18  to  the  security  of  the  system ; 

jg  (E)    make  no  transfer  of  individually  identifiahle 

20  personal  data  to  another  system  without   (i)   specifying 

2i  requirements  for  security  of  the  data,  including  limita- 

22  tions  on  access  thereto,  and    (ii)    determining  that  the 

23  conditions  of  the  transfer  provide  suhstantial  assurance 

24  that    those    requirements    and    limitations    will    he    oh- 
23  served,  except  in  instances  when  each  of  the  individu- 
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1  als  about  whom  data  is  to  be  transferred  has  given  his 

2  prior  informed  consent  to  the  transfer;  and 

3  (F)   have  the  capacity  to  make  fully  documented 

4  data  readily  available  for  independent  analysis. 

5  (b)   Public  Notice  Requirement.— Any  organiza- 

6  tion  maintaining  an  automated  personal  data  system  used 

7  exclusively  for  statistical-reporting   or  research   shall   give 

8  public  notice  of  the  existence  and  character  of  its  system 

9  once  each  year,  in  the  case  of  Federal  organizations  in  the 

10  Federal  Register,  or  in  the  case  of  other  organizations,  in  a 

11  media  likely  to  bring  attention  to  the  existence  of  the  records 

12  to  the   data   subject.   Any   organization   maintaining   more 

13  than  one  such  system  shall  publish  annual  notices  for  all  its 

14  systems  simultaneously.  Any  organization  proposing  to  es- 

15  tablish  a  new  system,  or  to  enlarge  an  existing  system,  shall 

16  give  public  notice  long  enough  in  advance  of  the  initiation 

17  or  enlargement  of  the  system  to  assure  individuals  who  may 

18  be   affected  by  its  operation  a  reasonable   opportunity   to 

19  comment.  The  public  notice  shall  specify — 

20  ( 1 )  the  name  of  the  system ; 

21  (2)    the  nature   and  purpose   or  purposes   of  the 

22  system ; 

23  (3)  the  categories  and  number  of  persons  on  whom 

24  data  is  being  or  is  to  be  maintained ; 
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1  (4)  the  categories  of  data  being  or  to  be  maintained, 

2  indicating  which  categories  are  being  or  are  to  be  stored 

3  in  computer-accessible  files; 

4  (5)  the  organization's  policies  and  practices  regard- 

5  ing  data  storage,  duration  of  retention  of  data,  and  dis- 

6  posal  thereof; 

7  (6)  the  categories  of  data  sources; 

8  (7)  a  description  of  all  types  of  use  being  or  to  be 

9  made    of    data,    indicating    those    involving   computer- 

10  accessible  files,  and  including  all  classes  of  users  and  the 

11  organizational  relationships  among  them ; 

12  (8)   the  procedures  whereby  an  individual,  group, 

13  or  organization  can  gain  access  to  data  for  independent 

14  analysis ; 

15  (9)   the  title,  name,  and  address  of  the  person  im- 

16  mediately  responsible  for  the  system ; 

17  .  (10)    a  statement   of  the   system's   provisions   for 

18  data  confidentiality  and  the  legal  basis  for  them. 

19  (c)   Rights  of  Individual  Data  Subjects. — Any 

20  organization  maintaining  an  automated  personal  data  system 

21  used  exclusively  for  statistical  reporting  or  research  shall — 

22  (1)   inform  an  individual  asked  to  supply  personal 

23  data  for  the  system  whether  he  is  legally  required,  or 

24  may  refuse,  to  supply  the  data  requested,  and  also  of  any 

25  specific  consequences  for  him,  which  are  known  to  the 
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1  organization,  of  providing  or  not  providing  such  data; 

2  (2)    assure  that  no  use  of  individually  identifiable 

3  data  is  made  that  is  not  within  the  stated  purposes  of 

4  the  system  as  reasonably  understood  by  the  individual, 

5  unless,  in  the  case  of  each  use  of  such  data,  the  informed 

6  consent  of  the  individual  has  been  explicitly  obtained; 

7  (3)   assure,  to  the  greatest  extent  practicable,  that 

8  no  data  about  an  individual  is  made  available  from  the 

9  system  in  response  to  a  demand  for  data  made  by  means 

10  of  compulsory  legal  process,   unless   the  individual   to 

11  whom  the  data  pertain — 

12  (A)    has  been   notified   of   the   demand,   and 

13  (B)   has  been  afforded  full  access  to  the  data 

14  before  they  are  made  available  in  response  to  the 

15  demand. 

16  UNAUTHORIZED   DISCLOSURE   OF   IDENTIFYING   NUMBERS 

17  Sec.  6.    (a)   Disclosure  of  Social  Security  Ac- 

18  count  NUMBER.— It  shall  be  unlawful  for  any  person  to  re- 

19  quire  an  individual  to  disclose  or  furnish  his  social  security 

20  account  number,  or  other  identifying  number,  issued  under 

21  the  Social  Security  Act,  for  any  purpose,  in  connection  with 

22  any  business  transaction  or  commercial  or  other  related  ac- 

23  tivity,  or  to  refuse  to  extend  credit  or  make  a  loan  to  or  enter 

24  into  any  other  business  transaction  or  commercial  relationship 

25  with  an  individual   (except  to  the  extent  specifically  neces- 
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1  sary  for  the  conduct  or  administration  of  the  old-age,  survi- 

2  vors,  and  disability  insurance  programs)  wholly  or  partly  be- 

3  cause  such  individual  does  not  disclose  or  furnish  such  num- 

4  her,  unless  the  disclosure  or  furnishing  of  such  numher  is 

5  specifically  required  hy  a  provision  of  Federal  law. 

6  (b)  Technical  Amendments.—  ( 1 )  Section  1 106  (a) 

7  of  the  Social  Security  Act  (42  U.S.C.  1306)  is  amended  by 

8  inserting,  immediately  preceding  the  period  in  the  first  sen- 

9  tence  thereof,  a  semicolon  and  "except  that  in  no  event  shall 

10  disclosure  of  the  social  security  account  numher  or  other  iden- 

11  tifying  number  of  any  individual  to  whom    (or  to  whose 

12  wages  and  self-employment  income  any  such  file,  record,  re- 

13  port,  paper,  or  information  relates,  be  authorized  pursuant  to 

14  this  section  except  with  the  express  written  permission  of 

15  such  individual  (or  as  provided  in  subsection  (c)  )  ". 

16  (2)  Such  section  1106  is  further  amended  by  adding  at 

17  the  end  thereof  the  following  new  subsection: 

18  "(d)   Social  security  account  numbers   (or  other  icjenti- 

19  fying  numbers)   issued  to  individuals  under  title  II  shall  be 

20  issued  solely  for  purposes  of  tbe  old-age,  survivors,  and  dis- 

21  ability  insurance  program  established  by  such  title,  and  (ex- 

22  cept  to  the  extent  specifically  necessary  for  the  conduct  or 

23  administration  of  the  old-age,  survivors,  and  disability  insur- 

24  ance  program)    no  individual  shall  be  required  to  include 

25  the  number  issued  to  him  on  any  form  or  return  prescribed 
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1  for  purposes  of  any  Federal,  State,  or  local  law  or  to  be  re- 

2  quired  to  disclose  or  furnish  such  number  to  any  public 
;]  officer  or  employee,  or  any  other  person,  in  connection  with 
4  the  conduct  or  administration  of  any  program  or  activity  un- 
.")  der  any  Federal,  State,  or  local  law.  unless  the  inclusion, 
(j  disclosure,  or  furnishing  of  such  number  is  specifically  re- 

7  (mired  by  a  provision  of  Federal  law. 

8  ENFORCEMENT 

9  Sec.  7.  (a)  Injunctions  for  Compliance. — Whcn- 

10  ever  it  appears  to  the  Attorney  General  of  the  United  States 

11  that  any  organization  has  engaged,  is  engaged,  or  is  about  to 

12  engage  in  any  act  or  practice  constituting  an  unfair  personal 

13  information  practice  under  this  Ac,  he  may  by  his  own  dis- 

14  cretion  bring  an  action,  in  any  appropriate  United  States 

15  district  court,  to  enjoin  such  acts  or  practices.  If  the  court 

16  finds  there  is  being  or  is  about  to  he  committed  any  such  act 

17  or  practice,  a  permanent  or  temporary  injunction  or  restrain- 

18  ing  order  may  be  granted  without  bond.  Upon  application 

19  of  the  Attorney  General  any  such  court  may  also  issue  an 

20  injunction  requiring  any  organization  to  comply  with  any 

21  section  of  this  Act. 

22  (b)  Enforcement  by  Private  Persons  — ( 1 )   Any 

23  individual  aggrieved   may  commence  a   civil  action   in   any 

24  appropriate  United  States  district  court  to  enforce  the  rights 

25  granted  or  protected  by  this  Act.  The  court  may  grant  as 
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1  relief,  as  it  deems  appropriate,  any  permanent,  or  temporary 

2  injunction,  temporary  restraining  order,  or  other  order. 

3  (<•)  Civil  Liability. — In  any  civil  action  commenced 

4  under  subsection   (b) ,  any  individual  or  organization  which 
f)  commits  an  unfair  persona]  information  practice  or  a  viola- 

6  tion  of  section  6  shall  be  liable  in  an  amount  equal  to  the 

7  sum  of — 

8  (1)   any  actual  damages  sustained  by  the  individ- 

9  ual  aggrieved  as  a  result  of  the  unfair  practice  or  viola- 

10  tion,   hut   not   less   than   liquidated   damages   of   $100; 

11  and 

12  (2)  not  more  than  §1,000  punitive  damages. 

13  (d)  Jurisdiction'  of  Courts;  Limitations  of  Ac- 
^  TIONS. — An  action  to  enforce  any  right  granted  or  protected 
*5  under  this  Act  may  he  brought  in  any  appropriate  United 
l"  States  district  court  without  regard  to  the  amount  in  cen- 
**  troversy,  within  one  hundred  and  eighty  days  from  the  date 
^  on  which  the  liability  arises,  except  that  where  a  defendant 

19  has  materially  and  willfully  failed  to  comply  with  the  safe- 

20  guards  under  this  Act,  the  action  may  be  brought  at  any 

21  time  within  one  hundred  and  eighty  days  after  discovery 

22  by  the   individual   data   subject.    Such    an   action   may   be 

23  brought  in  any  judicial  district  in  which  the  unfair  practice 

24  or  violation  is  alleged  to  have  been  committed  or  in  which 
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1  the  records  relevant  to  such  practice  or  violation  arc  main- 

2  tained  and  administered.         ~. 

o  CRIMINAL  LIABILITY  OF  FEDERAL  OFFICERS  OR  EMPLOYEES 

±  Sec.  8.  Any  officer  or  employee  of  any  Federal  agency, 

5  the  courts  of  the  United  States,  the  governments  of  the  terri- 

6  tories  or  possessions  of  the  United  States,  or  the  government 

7  of  the  District  of  Columbia  who  willfully  or  knowingly  per- 

8  mits  or  causes  to  occur  an  unfair  personal  information  prac- 

9  tice  shall  for  each  offense,  be  fined  not  less  than  $100  nor 

10  more  than  $1,000  or  imprisoned  not  more  than  one  year,  or 

11  both. 

12  severability 

13  Sec.  9.  If  any  provision  of  this  Act  or  the  application 

14  thereof  to  any  particular  circumstance  or  situation  is  held  in- 

15  valid,  the  remainder  of  this  Act  or  the  application  of  such 

16  provision  to  any  other  circumstance  or  situation  shall  not 

17  be  affected  thereby. 

18  EFFECTIVE   DATE 

19  Sec.  10.  This  Act  shall  take  effect  one  year  after  the 

20  date  of  its  enactment. 

21  STATE   LAWS 

22  Sec.  11.  (a)  No  State  law  in  effect  on  the  date  of  pas- 

23  sage  of  this  Act  or  which  may  become  effective  thereafter 

24  shall  be  superseded  by  any  provision  of  this  Act ;  except  inso- 

25  far  as  such  State  law  is  in  conflict  with  this  Act. 

63-619   O  -  76  -  40 
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93o  CONGRESS 


S.  2963 


IX  THE  SENATE  OF  THE  UNITED  STATES 

February  5,  1974 

Mr.  Ekvin  (for  himself,  Mr.  Hriska.  Mr.  Mathian.  Mr.  Kennedy,  Mr.  Bayh, 
Mr.  TuNNET,  Mr.  YbuNQ,  Mr.  Brooke,  Mr.  Mansfield,  Mr.  Robert  C.  Byrd, 
Mr.  BuBDlCK,  Mr.  Roth,  Mr.  HtTOH  Scott,  Mr.  Thurmond,  and  Mr.  Fong) 
introduced  the  following  bill;  which  was  read  twice  and  referred  to  the 
Committee  on  the  Judiciary 


A  BILL 

To  protect  the  constitutional  rights  and  privacy  of  individuals 
upon  whom  criminal  justice  information  and  criminal  justice 
intelligence  information  have  been  collected  and  to  control 
the  collection  and  dissemination  of  criminal  justice  informa- 
tion and  criminal  justice  intelligence  information,  and  for 
other  purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Tiepresenta- 

2  lives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  this  Act  may  he  cited  as  the  "Criminal  Justice  Infor- 

4  mation  Control  and  Protection  of  Privacy  Act  of  1974". 
VII— O 
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1  TITLE  I— FINDINGS  AND  DECLARATION  OF 

2  POLICY;  DEFINITIONS 

3  CONGRESSIONAL   FINDINGS    AND   DECLARATION    POLICY 

4  Sec.    101.   The  Congress  finds  and   declares  that   the 

5  several  States  and  the  United  States  have  established  crimi- 
(•  nal  justice  information  systems  which  have  the  capability  of 
7  transmitting  and  exchanging  criminal  justice  information 
3  between  or  among  each  of  the  several  States  and  the  United 
9  States;  that  the  exchange  of  this   information   by   Federal 

2Q  agencies  is  not  clearly  authorized  by  existing  law;  that  the 

j 2  exchange  of  this  information  has  great  potential  for  incrcas- 

12  ing  the  capability  of  criminal  justice  agencies  to  prevent  and 

13  control  crime;  that  the  exchange  of  inaccurate  or  incomplete 

14  records  of   such   information   can   do   irreparable    injury   to 

15  the  American  citizens  who  are  the  subjects  of  the  records; 
IS  that  the  increasing  use  of  computers  and  sophisticated  in- 

17  formation  technology  has  greatly  magnified  the  harm  that 

18  can  occur  from  misuse  of  these  systems;  that  citizens'  oppor- 
29  tunities  to  secure  employment  and  credit  and  their  right 
2o  to  due  process,  privacy,  and  other  legal  protections  are 
2i  endangered  by  misuse  of  these  systems;  that  in  order  to 

22  secure    the    constitutional    rights    guaranteed    by    the    first 

23  amendment,    fourth    amendment,    fifth    amendment,    sixth 

24  amendment,  ninth  amendment,  and  fourteenth  amendment, 

25  uniform   Federal   legislation   is   necessary   to 
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1  Systeni8;  that  those  systems  are  federally  funded,   that   they 

2  contain   information  obtained   from   Federal  sources  or  by 

3  means  oi  Federal  funds,  or  are  otherwise  supported  by  the 

4  Federal   Government;   that    they   utilize   interstate   facilities 

5  of  communication  and  otherwise  affect  commerce  between 
(>  the  States;   that   the  great   diversity  of  statutes,    rules,   and 

7  regulations  a  mono-  the  State  and   Federal   systems   require 

8  uniform  Federal  legislation;  and  that  in  order  to  insure  the 

9  security    of    criminal    justice    information    systems,    and    to 

10  protect   the  privacy  of  individuals  named  in  such  systems, 

11  it  is  necessary  and  proper  for  the  Congress  to  regulate  the 

12  exchange  of  such  information. 

13  DEFINITIONS 

14  Sec.  102.  For  the  purposes  of  this  Act — 

15  (1)    "Information  system"  means  a  system,   whether 

16  automated  or  manual,   operated  or  leased  hy  Federal,   re- 

17  gional,  State,  or  local  government  or  governments,  including 

18  the  equipment,  facilities,  procedures,  agreements,  and  organi- 

19  zations  thereof,  for  the  collection,  processing,  preservation,  or 

20  dissemination  of  information. 

21  (2)    "Criminal   justice   information   system"   means   an 

22  information  system  for  the  collection,  processing,   presciva- 

23  tion,   or  dissemination  of  criminal   justice   information. 

24  (?,)    "Criminal  justice  intelligence  information  system" 

25  means  an  information  system  for  the  collection,  processing, 
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1  preservation,  or  dissemination  of  criminal  justice  intelligence 

2  information. 

3  (4)    "Automated  system"  means  an  information  system 

4  that  utilizes  electronic  computers,   central  information  stor- 

5  age  facilities,  telecommunications  lines,  or  other  automatic 

6  data  processing  equipment  used  wholly  or  in  part  for  data 

7  collection,  analysis,  or  display  as  distinguished  from  a   sys- 

8  tern  in  which  such  activities  are  performed  manually. 

9  (5)    "Disposition"    means    information    disclosing    that 

10  criminal  proceedings  have  been  concluded,  including  infor- 

11  mation  disclosing  that  the  police  have  elected  not  to  refer  a 

12  matter  to  a  prosecutor  or  that  a  prosecutor  has  elected  not  to 

13  commence  criminal  proceedings  and  also  disclosing  the  na- 

14  ture  of  the  termination  in  the  proceedings;  or  information 

15  disclosing  that  proceedings  have  been  indefinitely  postponed 
If)  and  also  disclosing  the  reason  for  such  postponement.  Dis- 

17  positions  shall  include,  hut  not  he  limited  to,  acquittal,  ac- 

18  quittal  by  reason  of  insanity,  acquittal  by  reason  of  mental 

19  incompetence,   case  continued   without   finding,   charge   dis- 

20  missed,  charge  dismissed  due  to  insanity,  charge  dismissed 

21  due  to  mental  incompetency,  charge1  still  pending  due  to  in- 

22  sanity,    charge   still    pending   due   to   mental   incompetence, 

23  guilty  plea,  nolle  prosequi,  no  paper,  nolo  contendere  plea, 

24  convicted,  deceased,  deferred  disposition,  dismissed-civil  ac- 

25  tion.  extradited,  found  insane,  found  mentally  incompetent. 
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1  pardoned,  probation  before  conviction,  sentence  commuted, 

2  adjudication  withheld,  mistrial-defendant  discharged,  or  ex- 

3  ecutive  clemency. 

4  (())    "Dissemination"  means  the  transmission  of  infonna- 

5  tion,  whether  orally  or  in  writing. 

6  (7)    "Criminal  justice  information"  means  information 

7  on  individuals  collected  or  disseminated,  as  a  result  of  arrest, 

8  detention,  or  the  initiation  of  criminal  proceeding,  by  criminal 

9  justice  agencies,  including  arrest  record  information,  correc- 

10  tional  and  release  information,  criminal  history  record  in- 

11  formation,  conviction  record  information,  identification  record 

12  information,   and   wanted  persons  record  information.   The 

13  term   shall   not   include   statistical   or   analytical   records   or 

14  reports,   in  which   individuals  are  not   identified  and  from 

15  which  their  identities  are  not  ascertainable.  The  term  shall 

16  not  include  criminal  justice  intelligence  information. 

17  (8)    ''Arrest    record    information"    means    information 

18  concerning  the  arrest,  detention,  or  commencement  of  crim- 

19  tnal  proceedings  on  an  individual  which  does  not  include  the 

20  disposition  of  the  charge  arising  out  of  that  arrest,  detention, 

21  or  proceeding. 

22  (9)    "Correctional  and  release  information"  means  in- 

23  formation  on  an  individual  compiled  by  a  criminal  justice  or 

24  noncriminal  justice  agency  in  connection  with  bail,  pretrial 

25  or  post  trial  release  proceedings,  reports  on  the  mental  condi- 
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1  tion  of  an  alleged  offender,  reports  on  presentence  investiga- 

2  tions,  reports  on  inmates  in  correctional  institutions  or  partici- 

3  pants  in  rehabilitation  programs,  and  probation  and  parole 

4  reports. 

5  (10)    "Criminal  history  record  information"  means  in- 

6  formation  disclosing  both  that  an  individual  has  been  arrested 

7  or  detained  or  that  criminal  proceedings  have  been  com- 

8  menccd  against  an  individual  and  that  there  has  been  a  dis- 

9  position  of  the  criminal  charge  arising  from  that  arrest,  de- 

10  tention,  or  commencement  of  proceedings.  Criminal  history 

11  record  information  shall  disclose  whether  such  disposition  has 

12  been  disturbed,  amended,  supplemented,  reduced,  or  repealed 

13  by  further  proceedings,  appeal,  collateral  attack,  or  other- 

14  wise. 

15  (11)    "Conviction  record  information"  means  informa- 

16  tion  disclosing  that  a  person  has  pleaded  guilty  or  nolo  con- 

17  tendere  to  or  was  convicted  on  any  criminal  offense  in  a 

18  court  of  justice,  sentencing  information,  and  whether  such 

19  plea  or  judgment  has  been  modified. 

20  (12)   "Identification  record  information"  means  finger- 

21  print   classifications,    voice   prints,   photographs,   and   other 

22  physical  descriptive  data  concerning  an  individual  which  does 

23  not  include  any  indication  or  suggestion  that  the  individual 

24  has  at  any  time  been  suspected  of  or  charged  with  criminal 

25  activity. 
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1  (13)  "Wauted  person*  record  information"  means  iden- 

2  tin*  cation  record  Information  on  an  individual  against  whom 

3  there  is  nn  outstanding  arrest  warrant  including  the  charge 

4  for  which  the  warrant  was  issued  and  information  relevant 

5  to  the  individual's  danger  to  the  community  and  such  oilier 
b'  information  that  would  facilitate  the  regaining  of  the  custody 

7  of  the  individual. 

8  (14)    ''Criminal  justice  intelligence  information"  means 

9  information  on  an  individual  on  matters  pertaining  to  the 

10  administration  of  criminal  justice,  ether  than  criminal  justice 

11  information,  which  is  indexed  under  an  individual's  name  or 

12  which  is  retrievable  by  reference  to  identifiable  individuals 

13  by  name  or  otherwise.  This  term  shall  not  include  infornm- 

14  tion  on  criminal  justice  agency  personnel,  or  information  on 

15  lawyers,  victims,  witnesses,  or  jurors  collected  in  connection 

16  with  a  case  in  which  they  were  involved. 

17  (15)    "The  administration  of  criminal  justice"  means 
38  any  activity  by  a  governmental  agency  directly  involving 

19  the  apprehension,  detention,  pretrial  release,  posttrial  release, 

20  prosecution,  defense  adjudication,  or  rehabilitation  of  accused 

21  persons  or  criminal  offenders  or  the  collection,  storage,  dis- 

22  semination,  or  usage  of  criminal  justice  information. 

23  (16)   "Criminal  justice  agency"  means  a  court  sitting  in 

24  criminal  session  or  a  governmental  agency  created  by  statute 

25  or  any  subunit  thereof  created  by  statute,  which  performs 
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1  as  its  principal  function,  as  expressly  authorized  by  statute, 

2  the  administration  of  criminal  justice.  Any  provision  of  this 

3  Act  which  relates  to  the  activities  of  a  criminal  justice  agency 

4  also  relates  to  any  information  system  under  its  management 

5  control  or  any  such  system  which  disseminates  information 
q  to  or  collects  information  from  that  agency. 

rj  (17)    "Purge"  means  to  remove  information  from  the 

g  records  of  a  criminal  justice  agency  or  a  criminal  justice  in- 

q  formation  system  so  that  there  is  no  trace  of  information 

2Q  removed  and  no  indication  that  such  information  was  re- 

-q  moved. 

22  (18)    "Seal"  means  to  close  a  record  possessed  by  a 

13  criminal   justice   agency   or   a   criminal  justice   information 

24  system  so  that  the  information  contained  in  the  record  is 

25  available  only  (a)  in  connection  with  research  pursuant  to 
2g  section  201  (d) ,  (b)  in  connection  with  review  pursuant  to 
27  section  207  by  the  individual  or  his  attorney,  (c)  in  connec- 
ts tion  with  an  audit  pursuant  to  section  200,  or   (d)    on  the 

19  basis  of  a  court  order  pursuant  to  section  205. 

20  (10)  "Judge  of  competent  jurisdiction"  means  (a)  a 
2i  judge  of  a  United  States  district  court  or  a  United  States 

22  court  of  appeals;   (b)  a  Justice  of  the  Supreme  Court  of  the 

23  United  States;  and    (c)    a  judge  of  any  court  of  general 

24  criminal  jurisdiction  of  a  State  who  is  authorized  by  a  statute 

25  of  that  State  to  enter  orders  authorizing  access  to  criminal 

26  justice  information. 
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1  (20)   "Attorney  General"  means  the  Attorney  General 

2  of  the  United  States. 

3  (21)  "State"  means  any  State  of  the  United  States,  the 

4  District  of  Columbia,  the  Commonwealth  of  Puerto  Rico,  and 

5  any  territory  or  possession  of  the  United  States. 

6  TITLE  H— COLLECTION  Atf D  DISSEMINATION  OF 

7  CRIMINAL     JUSTICE     INFORMATION     AND 

8  CRIMINAL  JUSTICE   INTELLIGENCE   LNFOR- 

9  MATION 

10  DISSEMINATION,   ACCESS   AND  USE—GENERALLY 

11  Sec.   201.    (a)    Criminal  justice  information  may  be 

12  maintained  or  disseminated,  by  compulsory  process  or  other- 

13  wise,   outside   the  criminal  justice  agency   which  collected 

14  such  information,  only  as  provided  in  this  Act. 

15  (b)   Criminal  justice  information  may  be  collected  only 

16  by  or  disseminated  only  to  officers  and  employees  of  criminal 

17  justice   agencies:   Pi-ovided,   however,   That  beginning  two 

18  years  after  enactment  of  this  Act  such  information  may  be 

19  collected  only  by  or  disseminated  only  to  officers  and  em- 

20  ployees   of  criminal   justice   agencies   which   are   expressly 

21  authorized  to  receive  such  information  by  Federal  or  State 

22  statute.  Criminal  justice  information  shall  be  used  only  for 

23  the  purpose  of  the  administration  of  criminal  justice. 

24  (c)   Except  as  otherwise  provided  by  this  Act,  convic- 

25  tion  record  information  may  be  made  available  for  purposes 
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1  other  than  the  administration  of  criminal  justice  only  if  cx- 

2  pressly   authorized   by  applicable  Slate  or  Federal  statute. 

3  (d)  Criminal  justice  information  may  be  made  available 

4  to  qualified  persons  for  research  related  to  the  administra- 

5  tion  of  criminal  justice  under  regulations  issued  by  the  Fed- 

6  eral  Information  Systems  Board,  created  pursuant  to  title 

7  III.  Such  regulations  shall  require  preservation  of  the  ano- 

8  nymity  of  the  individuals  to  whom  such  information  relates, 

9  shall  require   the   completion    of   nondisclosure   agreements 

10  by  all  participants  in  such  programs  and  shall  impose  such 

11  additional  requirements  and  conditions  as  the  Federal  In- 

12  formation  Systems  Board  finds  to  be  necessary  to  assure  the 

13  protection  of  privacy  and  security  interests.  In  formulating 

14  regulations  pursuant  to  this  section  the  Board  shall  develop 

15  procedures  designed  to  prevent  this  section  from  being  used 

16  by  criminal  justice  agencies  to  arbitrarily  deny  access  to 

17  criminal  justice  information  to  qualified  persons  for  research 

18  purposes  where  they  have  otherwise  expressed  a  willingness 

19  to  comply  with  regulations  issued  pursuant  to  this  section. 

20  DISSEMINATION    OF    CERTAIN    CRIMINAL    JUSTICE    INFOR- 

21  MATION  TO  CRIMINAL  JUSTICE  AGENCIES 

22  Sec.  202.    (a)    Except  as  otherwise  provided  in   this 

23  section  and  in  section  203,  a  criminal  justice  agency  may 

24  disseminate  to   another  criminal  justice  agency   only   con- 

25  viction  record  information. 
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1  (h)    A  criminal  justice  ngeucy  may  disseminate  nrresi 

2  record    information    <»u    an    individual    to    another    criminal 

3  justice  agency — 

4  (1)    if  that  individual  has  applied  for  employment 

5  at  the  latter  agency  and  such  information  is  to  he  used 

6  for  the  sole  purpose  of  screening  that  application, 

7  (2)    it   the   matter  about    which   the   arrest   record 

8  information    pertains    has    heen    referred    to    the    latter 

9  agency  for  the  purpose  of  commencing  or  adjudicating 
10  criminal  proceedings  and  that  agency  may  use  the  hi- 
ll formation  only  for  a  purpose  related  to  that  proceeding, 

12  or 

13  (3)   if  the  latter  agency  has  arrested,  detained,  or 
H  commenced  criminal  proceedings  against  that  individual 

15  for  a  subsequent  offense,  and  the  arrest  record  informa- 

16  tion  in  the  possession  of  the  former  agency  indicates 

17  (A)   that  there  was  a  prior  arrest,  detention,  or  crim- 

18  inal  proceeding  commenced  occurring  less  than  one  year 

19  prior  to  the  date  of  the  request,  and    (B)    that  active 

20  prosecution  is  still  pending  on  the  prior  charge.  In  com- 

21  puting   the   one-year   period,    time    during   which    the 

22  individual  was  a  fugitive  shall  not  he  counted.  The  indi- 

23  cation  of  all  relevant  facts  concerning  the  status  of  the 

24  prosecution  on  the  prior  arrest,  detention,  or  proceeding 
1^)  must  he  sent  to  the  latter  agency  and  that  agency  may 
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1  use  the  information  only  for  a  purpose  related  to  the 

2  subsequent  arrest,  detention,  or  proceeding. 

3  (c)  A  criminal  justice  agency  may  disseminate  criminal 

4  history  record  information  on  an  individual  to  another  crimi- 

5  nal  justice  agency — 

6  (1)   if  that  individual  has  applied  for  employment 

7  at  the  latter  agency  and  such  information  is  to  be  used 

8  for  the  sole  purpose  of  screening  that  application, 

9  (2)  if  the  matter  about  which  the  criminal  history 

10  information   pertains   has   been   referred   to   the   latter 

11  agency  for  the  purpose  of  commencing  or  adjudicating 

12  criminal  proceedings  or  for  the  purpose  of  preparing 

13  a  pretrial  release,  posttrial  release,  or  presentence  report 

14  and  that  agency  may  use  the  information  only  for  a 

15  purpose  related  to  that  proceeding  or  report,  or 

16  (3)  if  the  requesting  agency  has  arrested,  detained, 

17  or  commenced  criminal  proceedings  against  that  individ- 

18  ual  for  a  subsequent  offense  or  if  the  agency  is  prepar- 

19  ing  a  pretrial  release,  posttrial  release,  or  presentence 

20  report  on  a  subsequent  offense  and  such  information  is 

21  to  be  used  only  for  a  purpose  related  to  that  arrest, 

22  detention,  or  proceeding. 

23  (d)   A  criminal  justice  agency  may  disseminate  correc- 

24  tional  and  release  information  to  another  criminal  justice 

25  agency  or  to  the  individual  to  whom  the  information  per- 
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1  tains,  or  his  attorney,  where  authorized  by  Federal  or  State 

2  statute. 

3  (e)    This   section   shall  not  bar   any   criminal  justice 

4  agency  which  lawfully  possesses  arrest  record  information  from 

5  obtaining  or  disseminating  dispositions  in  order  to  convert 

6  that  arrest  record  information  to  criminal  history  informa- 

7  tion.  Nor  shall  this  section  bar  any  criminal  justice  infor- 

8  mation  system  to  act  as  a  central  repository  of  such  informa- 

9  tion  so  long  as  a  State  statute  expressly  so  authorizes  and 

10  so  long  as  that  statute  would  in  no  way  permit  that  sys- 

11  tern  to  violate  or  to  facilitate  violation  of  any  provision  of 

12  this  Act.  Nor  shall  this  section  bar  any  criminal  justice 

13  agency  from  supplying  criminal  history  information  to  any 

14  criminal  justice  information  system  established  in  the  Fed- 

15  eral  Government  pursuant  to  section  307  of  this  Act. 

16  DISSEMINATION  OF  IDENTIFICATION  RECOBD  INFORMATION 

17  AND     WANTED     PERSONS     RECX)RD     INFORMATION 

18  Sec.  203.  Identification  record  information  may  be  dis- 

19  seminated   to   criminal   justice   and  to  norrcriminal  justice 

20  agencies  for  any  purpose  related  to  the  administration  of 

21  criminal  justice.  Wanted  persons  information  may  be  dis- 

22  seminated    to    criminal    justice    and    noncriminal    justice 

23  agencies  only  for  the  purpose  of  apprehending  the  subject 

24  of  the  information. 
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1  SECONDARY    USE    OF    CRIMINAL    JUSTICE    INFORMATION 

2  Sec.  204.  Agencies  and  individuals  having  access    to 

3  criminal  justice  information  shnll  not,  directly  or  through 

4  any  intermediary,   disseminate,   orally  or  in   writing,   such 

5  information  to  any  individual  or  agency  not  authorized  to 

6  have  such  information  nor  use  such  information  for  a  pur- 

7  pose  not  authorized  by  this  Act:  Provided,  however,  That 

8  rehabilitation  officials  of  criminal  justice  agencies  with  the 

9  consent  of  the  person  under  their  supervision  to  whom  it 

10  refers  may  orally  represent  the  substance  of  such  individ- 

11  uals  criminal  history  record  information  to  prospective  em- 

12  ployers  if  such  representation  is  in  the  judgment  of  such 

13  officials   and   the   individual's   attorney,    if   represented   by 

14  counsel,  helpful  to  obtaining  employment  for  such  individual. 

15  In   no    event   shall   such    correctional    officials    disseminate 

16  records  or  copies  of  records  of  criminal  history  record  in- 

17  formation  to  any  unauthorized  individual  or  agency.  A  court 

18  may  disclose  criminal  justice  information  on  an  individual 

19  in  a  published  opinion  or  in  a  public  criminal  proceeding. 

20  METHOD  OF  ACCESS  AND  ACCESS  WARRANTS 

2f  Nu<1.  205.  (a)  Except  as  provided  in  subsection  201  (d) 

22  or  in  subsection    (b)   of  this  section,  an  automated  criminal 

23  justice  information  system  may  disseminate  arrest  record  in- 

24  formation,  criminal  history  record  information,  or  conviction 

25  record  information  on  an  individual  only  if  the  inquiry  is 
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1  liasod  upon  positive  identification  of  tlic  individual  by  mean* 

2  <>f  identification  record  information.  Tlie  federal  Information 

3  Systems  Board  shall  Issue  regulations  to  prevent  disscmina- 
1  lion  of  Midi  information,  except  in  I  lie  al>ove  situations';  whore 
5  inquiries  arc  based  upon  categories  of  offense  or  data  ele- 
ti  uients  other  ihan  identification  record  information.  For  the 
7  purpose  of  this  section  "positive  identification"  moans  iden- 
S  tifioation  by  means  of  fingerprints  or  other  reliable  identifioa- 
9  (ion  record  information. 

10  (h)    Notwithstanding  the  provisions  of  subsection   (a), 

Jl  -accc^s  lo  arrest   record  information,  criminal  history  record 

12  information,   or  conviction  record   information  contained  in 

13  automated  criminal  justice  information  systems  on  the  hasis 

14  of  data  elements  other  than  identification  record  information 

15  shall  he  permissible  if  the  criminal  justice  agency  seeking 
j 6*  such  access  has  first  obtained  a  class  access  warrant  from  a 

17  State   judge   of   competent   jurisdiction,    if  the   information 

18  sought  is  in  the  possession  of  a  State  or  local  agency  or  in- 

19  formation  system,  or  from  a  Federal  judge  of  competent  juris- 

20  diction,  if  the  information  sought  is  in  the  possession  of  a 
2i  Federal  agency  or  information  system.  Such  warrants  may 

22  be  issued  a,s  a  matter  of  discretion  by  the  judge  in  cases  in 

23  which  probable  cause  has  boon  shown  that   (1)   such  access 

24  i<  imperative  for  purposes  of  the  criminal  justice  agency's 

25  responsibilities  in  the  administration  of  criminal  justice  and 
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1  (2)   the  information  sought  to  be  obtained  is  not  reasonably 

2  available  from  'any  other  source  or  through  any  other  meth- 

3  od.  A  summary  of  each  request  for  such  a  warrant,  together 

4  with  a  statement  of  its  disposition,  shall  within  ninety  days 

5  of  disposition  be  furnished  the  Federal  Information  Systems 

6  Board  by  the  judge. 

7  (c)    Access  to  criminal  justice  information  which  has 

8  been  sealed  pursuant  to  section  206  shall  be  permissible  if 

9  the  criminal  justice  agency  seeking  such  access  has  obtained 

10  an  access  warrant  from  a  State  judge  of  competent  jurisdic- 

11  tion  if  the  information  sought  is  in  the  possession  of  a  State 

12  or  local  agency  or  information  system,  or  from  a  Federal 

13  judge  of  competent  jurisdiction,  if  the  information  sought 

14  is  in  the  possession  of  a  Federal  agency  or  information 

15  system.    Such    warrants   may    be    issued   as    a   matter    of 

16  discretion    by     the    judge    in    cases    in   which   probable 

17  cause  has  been  shown  that    (1)    such  access  is  impera- 

18  tive  for  purposes  of  the  criminal  justice  agency's  respon- 

19  sibilities  in  the  administration  of  criminal  justice,  and    (2) 

20  the  information  sought  to  be  obtained  is  not  reasonably  avail- 

21  able  from  any  other  source  or  through  any  other  method. 

22  SECURITY,  ACCURACY,   UPDATING,  AND  PURGING 

23  Sec.  206.  Each  criminal  justice  information  system  shall 

24  adopt  procedures  reasonably  designed — 

25  (a)   To  insure  the  physical  security  of  the  system,  to 
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1  prevent  the  unauthorized  disclosure  of  the  information  con- 

2  tained  in  the  system,  and  to  insure  that  the  criminal  justice 

3  information  in  the  system  is  currently  and  accurately  revised 

4  to  include  subsequently  received  information.  The  procedures 

5  shall  also  insure  that  all  agencies  to  which  such  records  are 

6  disseminated   or   from   which   they   are   collected   are   cur- 

7  rently  and  accurately  informed  of  any  correction,  deletion,  or 

8  revision  of  the  records.  Such  regulations  shall  require  that 

9  automated  systems  shall  as  soon  as  technically  feasihle  inform 

10  any  other  information  system  or  agency  which  has  direct 

11  access  to  criminal  justice  information  contained  in  the  auto- 

12  mated  system  of  any  disposition  relating  to  arrest  record 

13  information  on  an  individual  or  any  other  change  in  criminal 

14  justice  information  in  the  automated  system's  possession. 

15  (b)  To  insure  that  criminal  justice  information  is  purged 

16  or  sealed  when  required  by  State  or  Federal  statute,  State  or 

17  Federal  regulations,  or  court  order,  or  when,  based  on  con- 

18  siderations  of  age,  nature  of  the  record,  or  the  interval  fol- 

19  lowing  the  last  entry  of  information  indicating  that  the  in- 

20  dividual  is  under  the  jurisdiction  of  a  criminal  justice  agency, 

21  the  information  is  unlikely  to  provide  a  reliable  guide  to  the 

22  behavior  of  the  individual.  Such  procedures  shall,  as  a  mini- 

23  mum,  provide — 

24  ( 1 )   for  the  prompt  sealing  or  purging  of  criminal 

25  justice  information  relating  to  an  individual  who  lias  been 
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1  free  from  the  jurisdiction  or  supervision  of  any  law  cn- 

2  forceincnt  agency  for  (A)  a  period  of  seven  years  if  such 

3  individual  has  previously  been  convicted  of  an  offense 

4  classified  as  a  felony  under  the  laws  of  the  jurisdiction 

5  where  such  conviction  occurred,  or    (B)    a  period  of 

6  five  years,  if  such  individual  has  previously  been  con- 

7  victed  of  a  nonfelonious  offense  as  classified  under  the 

8  laws  of  the  jurisdiction  where  such  conviction  occurred, 

9  •  or    (C)    a  period  of  five  years  if  no  conviction  of  the 

10  individual  occurred  during  that  period,  no  prosecution  is 

11  pending  at  the  end  of  the  period,  and  the  individual  is  not 

12  a  fugitive;  and 

13  (2)   for  the  prompt  sealing  or  purging  of  criminal 

14  history  record  information  in  any  case  in  which  the  po- 

15  lice  have  elected  not  to  refer  the  case  to  the  prosecutor 

16  or  in  which  the  prosecutor  has  elected  not  to  commence 

17  criminal  proceedings. 

18  (c)    To  insure  that  criminal  justice  agency  personnel 

19  may  use  or  disseminate  criminal  justice  information   only 

20  after  determining  it  to  be  the  most  accurate  and  complete 

21  information  available  to  the  criminal  justice  agency.  Such 

22  regulations  shall  require  that,  if  technically  feasible,  prior  to 

23  the  dissemination  of  arrest  record  information  by  automated 

24  criminal  justice  information  systems,  an  inquiry  is  antomati- 

25  cally  made  of  and  a  response  received  from  the  agency  which 
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1  contributed   that   information   to   the   Bystein   to   determine 

2  whether  a  disposition  is  available. 

3  (d)   To  insure  that  information  may  not  be  submitted, 

4  modified,  updated,  disseminated,  or  removed  from  any  crim- 

5  irral  justice  infonnation  system  without  verification  of  the 
(j  identity   of  the   individual   to   whom   the   infonnation   refers 

7  and  an  indication  of  the  person  or  agency  submitting,  modi- 

8  fying,  updating,  or  removing  the  information. 

9  ACCESS    BY    INDIVIDUALS    FOR    PURPOSES    OF    CHALLENGE 

10  Sec.  207.  (a)  Any  individual  who  believes  that  a  crim- 

11  inal  justice  information  system  or  criminal  justice  agency 

12  maintains  criminal  justice  information  concerning  him,  shall 

13  upon  satisfactory  verification  of  his  identity,  he  entitled  to 
1J.  review  such  information  in  person  or  through  counsel  and 

15  to  ohtain  a  certified  copy  of  it  for  the  purpose  of  challenge, 

16  correction,  or  the  addition  of  explanatory  material,  and  in 

17  accordance  with  rules  adopted  pursuant  to  this  section,  to 

18  challenge,  purge,  seal,  delete,  correct,  and  append  explana- 

19  tory  material. 

20  (b)    Each  criminal  justice  agency  and  criminal  justice 
2i  infonnation  system  shall  adopt  and  publish  regulations  to 

22  implement   this   section   which   shall,   as   a    minimum,   pro- 

23  vide— 

24  ( 1 )    the  time,  place,  fees  to  the  extent  authorized 

25  by  statute,  and  procedure  to  he  followed  by  an  individ- 
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1  ual  or  his  attorney  in  gaining  access  to  criminal  justice 

2  information; 

3  (2)     that    any    individual    whose    record    is    not 

4  purged,  sealed,  modified,  or  supplemented  after  he  has 

5  so  requested  in  writing  shall  he  entitled  to  a  hearing 

6  within  thirty  days  of  such  request  hefore  an  official  of 
J  the  agency  or  information  system  authorized  to  purge, 
J  seal,  modify,  or  supplement  the  criminal  justice  in- 
9  formation  at  which   time   the   individual   may  appear 

10  with  counsel,  present  evidence,  and  examine  and  cross- 

11  examine  witnesses ; 

12  (3)   any  record  found  after  such  a  hearing  to  he 

13  inaccurate,  incomplete,  or  improperly  maintained  shall, 

14  within  thirty  days  of  the  date  of  such  finding,  be  ap- 

15  propriately  modified,  supplemented,  purged,  or  sealed; 

16  (4)   each  criminal  justice  information  system  shall 

17  keep  and,   upon  request,   disclose   to   such  person   the 

18  name  of  all  persons,  organizations,  criminal  justice  agen- 

19  cies,  noncriminal  justice  agencies,  or  criminal  justice  in- 

20  formation  systems  to  which  the  date  upon  which  such 

21  criminal  justice  information  was  disseminated ; 

22  (5)  (A)    beginning  on  the  date  that  a  challenge 

23  has  been  made  to  criminal  justice  information  pursuant 
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1  to  this  section,  and  until  such  time  as  that  challenge  is 

2  finally  resolved,  any  criminal  justice  agency  or  infor- 

3  mation  system  which  possesses  the  information  shall  dis- 

4  seminate  the  fact  of  such  challenge  each   time  it  dis- 

5  seminates   the  challenged  criminal  justice  information. 

6  In  the  case  of  a  challenge  to  criminal  justice  information 

7  maintained  by  an  automated  criminal  justice  informa- 

8  tion  system,  such  system  shall  automatically  inform  any 

9  other  information  system  or  criminal  justice  agency  to 

10  which   such   automated    system   has    disseminated    the 

11  challenged  information  in  the  past,  of  the  fact  of  the 

12  challenge  and  its  status ; 

13  (B)   if  any  corrective  action  is  taken  as  a  result  of 

14  a  review  or  challenge  filed  pursuant  to  this  section,  any 

15  agency  or  system  which  maintains  or  has  ever  received 
1C  the   uncorrected   criminal  justice   information   shall   be 

17  notified  as  soon  as  practicable  of  such  correction  and 

18  immediately  correct  its  records  of  such  information.  In 

19  the  case  of  the  correction  of  criminal  justice  information 

20  maintained  by  an  automated  criminal  justice  information 

21  system,  any  agency  or  system  which  maintains  or  has 

22  ever  received  the  uncorrected  criminal  justice  informa- 

23  tion  shall  if  technically  feasible  be  notified  immediately 
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1  of   such   correction   and   shall   immediately   correct   its 

2  records  of  such  information ;  and 

3  (6)   the   action   or  inaction   of  a  criminal  justice 

4  information   system    or   criminal   justice    agency    on   a 
I  request  to  review  and  challenge  criminal  justice  infor- 

6  mation  in  its  possession  as  provided  hy  this  section  shall 

7  he  reviewahle  hy  the  appropriate  United  States  district 

8  court  pursuant  to  a  civil  action  under  section  308. 

9  (c)   No  individual  who,   in  accord  with   this   section, 

10  obtains  criminal  justice  information  regarding  himself  may  be 

11  required  or  requested  to  show  or  transfer  records  of  that  in- 

12  formation  to  any  other  person  or  any  other  public  or  private 

13  agency  or  organization :  Provided,  however,  That  if  a  Federal 

14  or  State  statute  expressly  so  authorizes,   conviction  record 

15  information   may   be    disseminated    to    noncriminal   justice 

16  agencies  and  an  individual  might  be  requested  or  required 

17  to  show  or  transfer  copies  of  records  of  such  conviction  record 

18  information  to  such  noncriminal  justice  agencies. 

19  INTELLIGENCE   SYSTEMS 

20  Sec.  208.   (a)   Criminal  justice  intelligence  information 

21  shall    not    be    maintained    in    criminal    justice    information 

22  systems. 

23  (b)    Criminal  justice  intelligence  information  shall  not 

24  be  maintained  in  automated  systems. 
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1  TITLE       m— ADMINISTRATIVE       PROVISIONS; 

2  REGULATIONS;  CIVIL  REMEDIES;  CRIMINAL 

3  PENALTIES 

4  FEDERAL  INFORMATION  SYSTEMS  BOARD 

5  Sec.  301.   (a)  Creation  and  Membership.-^ There 

6  is    hereby    created    a    Federal    Information    Systems    Board 

7  (hereinafter  the  "Board")  which  shall  have  overall  respori- 

8  sibility  for  the  administration  and  enforcement  of  this  Act. 

9  The  Board  shall  he  composed  of  nine  members.  One  of  the 

10  members  shall  be  the  Attorney  General  and  two  of  the  mem- 

11  bers  shall  be  designated  by  the  President  as  representatives 

12  of  other  agencies   outside   of   the   Department   of  Justice. 

13  The  six  remaining  members  shall  be  appointed  by  the  Presi- 

14  dent  with  the  advice  and  consent  of  the  Senate.  Of  the  six 

15  members  appointed  by  the  President,  three  shall  be  either 

16  directors  of  statewide  criminal  justice  information  systems  or 

17  members    of    the    Federal    Information    Systems    Advisory 

18  Committee   at    the   time  of   their   appointment.    The    three 

19  remaining  Presidential  appointees  shall  be  private  citizens 

20  well  versed  in  the  law  of  privacy,  constitutional  law,   and 

21  information  systems  technology.  The  President  shall  desig- 

22  nate  one  of  the  six  Presidential  appointees  as  Chairman  and 

23  such  designation  shall  also  be  confirmed  by  the  advice  and 

24  consent  of  the  Senate, 
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1  ()))   Compensation  of  Members  and  Quobum.— 

2  Members  of  the  Board  appointed  by  the  President  shall  he 

3  compensated  at  the  rate  of  $1 00  per  day  for  each  day  spent 

4  in  the  work  of  the  Board,  and  shall  he  paid  actual  travel 

5  expenses  and  per  diem  in  lieu  of  subsistence  expenses  when 

6  away  from  their  usual  places  of  residence,  as  authorized  by 

7  section  5703  of  title  5,  United  States  Code.  Five  members 

8  shall  constitute  a  quorum  for  the  transaction  of  business. 

9  (c)   Authority. — For  the  purpose  of  carrying  out  its 

10  responsibilities  under  the  Act  the  Board  shall  have  authority 

11  to— 

12  (1)   issue  regulations  as  required  by  section  303; 

13  (2)   review  and  disapprove  of  regulations  issued  by 

14  a  State  agency  pursuant  to  section  304^  or  by  any  crim- 
13  inal  justice  agency  which  the  Board  finds  to  be  incon- 

16  sistent  with  this  Act; 

17  (3)   exercise  the  powers  set  out  in  subsection  307 

18  (d)  : 

19  (4)   bring  actions  under  section  308  for  declaratory 

20  and  injunctive  relief; 

21  (5)  operate  an  information  system  for  the  exchange 

22  of  criminal  justice  information  among  the  States  and  with 

23  the  Federal  Government  pursuant  to  section  307; 

24  (6)   supervise  the  installation  and  operation  of  any 

25  criminal  justice  information  system  or  criminal  justice 
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1  intelligence  information  system  operated  by  the  Federal 

2  Government; 

3  (7)   conduct  an  ongoing  study  of  the  policies  of 

4  various  agencies  of  the  Federal  Government  in  the  oper- 

5  ation  of  information  systems; 

6  (8)   require  any  department  or  agency  of  the  Fed- 

7  eral  Government  or  any  criminal  justice  agency  to  submit 

8  to  the  Board  such  information  and  reports  with  respect 

9  to  its  policy  and  operation  of  information  systems  or 

10  with  respect  to  its  collection  and  dissemination  of  crim- 

11  inal  justice  information  or  criminal  justice  intelligence 

12  information  and  such  department  or  agency  shall  submit 

13  to  the  Board  such  information  and  reports  as  the  Board 

14  may  reasonably  require;  and 

15  (9)  conduct  audits  as  required  by  section  306. 

16  (d)  Officers  and  Employees.— The  Board  may  ap- 

17  point  and  fix  the  compensation  of  a  staff  director,   legal 

18  counsel,   and   such   other  staff  personnel  as   it   deems   ap- 

19  propriate. 

20  (e)  Report  to  Congress  and  to  the  President.— 

21  The  Board  shall  issue  an  annual  report  to  the  Congress  and 

22  to  the  President.  Such  report  shall  at  a  minimum  contain — 

23  ( 1 )  the  results  of  audits  conducted  pursuant  to  sec- 

24  tion306; 

25  (2)  a  summary  of  public  notices  filed  by  criminal 
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1  justice  information  systems,  criminal  justice  intelligence 

2  information  systems,  ami  criminal  justice  agencies  pur- 

3  ftuaiil  to  section  '505;  and 

4  (3)    any  recommendations  the  Board  might   have 

5  for  new  legislation  on  the  operation  or  control  of  infor- 
g  matton  systems  or  on  the  collection  and  control  of  crim- 
7  inal  justice  information  or  criminal  justice  intelligence 
g           information. 

9         FEDERAL  INFORMATION  SYSTEMS  ADVISORY  COMMITTER 

10  Sec.  302.  (a)  Creation  and  Mkmjirrsiitiv-  There 

11  is  hereby  created  a  Federal  Information  Syslcms  Advisory 

12  Committee    (hereinafter  called  the  Committee)    which  shall 

13  advise  the  Board  on  its  activities.  The  Committee  shall  he 

14  composed  of  one  representative  from  each  State  appointed 

15  by  the  Governor,  who  shall  serve  at  the  pleasure  of  the 

16  Governor.  However,  once  the  State  has  created  an  agency 

17  pursuant  to  subsection  304  (b) ,  the  State's  representative  on 

18  the  Committee  shall  be  designated  by  that  agency  and  shall 

19  serve  at  the  pleasure  of  that  agency. 

20  (b)   Chairman  and  Subcommittee.— The  Commit- 

21  tee  shall  be  convened  by  the  Board  and  at  its  first  meeting 

22  shall  elect  a  chairman  from  its  membership.  The  Committee 

23  may  create  an  executive   committee  and   such   other  sub- 

24  committees  as  it  deems  necessary. 

25  (c)   Authority. — The  Committee  shall  make  any  ree- 
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i     ommcndations  il  deems  appropriate  In  the  Board  concerning 
•_>     ilic  Board's  responsibilities  under  lliis  Act.  including  its  ree- 

3  oiuiucudations  concerning  regulations   In  be   issued   by   lue 

4  Board  pursuant  to  section  303,  concerning  Die  Board's  <>p- 

5  cration  of  interstate  information  systems  pursuant  to  section 

■  i)7.  and  concerning  any  recommendations  which  the  Board 
7     might    make    in    its    annual    report    to    Congress    and    the 
§    President. 
(>  (d)    Oi'TirKus     and     EMPLOYES.— The     Committee 

hall  have  access  to  the  services  and  facilities  of  the  Boa ixl 

11  and  if  the  Board  deems  necessary  the  Committee  shall  have 

12  its  own  staff. 

13  FEDERAL  REGULATIONS 

14  Sec.  303.  The  Board  shall,  after  appropriate  consulta- 

15  tion  with  the  Committee  and  other  representatives  of  State 

16  and  local  criminal  justice  agencies  participating  in  informa- 

17  tion  systems  covered  by  this  Act  and  other  interested  parties, 

18  promulgate   such   rules,    regulations,    and    procedures   as    it 

19  may  deem  necessary  to  effectuate  the  provisions  of  this  Act. 

20  The  Board  shall  follow  the  provisions  of  the  Administrative 
'21  Procedures  Act  with  respect  to  the  issuance  of  such  rules.  Ail 
22  regulations  issued  by  the  Board  or  any  criminal  justice  agen- 
ts cy  pursuant  to  this  Act  shall  he  published  and  easily  acces- 

ible  to  the  public. 
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1  STATE    REGULATIONS    AND    CREATION    OF    STATE    INFOR- 

2  MATION  SYSTEMS  BOARD 

3  Sec.  304.  Beginning  two  years  after  enactment  of  this 

4  Act,  no  criminal  justice  agency  shall  collect  criminal  justice 

5  information  from,  nor  disseminate  criminal  justice  informa- 

6  tion  to,  a  criminal  justice  agency — 

7  (a)   which  has  not  adopted  all  of  the  operating  pro- 

8  cedures  required  by  sections  206  and  207  and  neces- 

9  skated  by  other  provisions  of  the  Act ;  or 

10  (b)   which  is  located  in  a  State  which  has  failed  to 

H  create  a  State  information  systems  board.  The  State  in- 

12  formation  systems  board  shall  be  an  administrative  body 

13  which  is  separate  and  apart  from  existing  criminal  justice 
1^  agencies  and  which  will  have  statewide  authority  and 
1°  responsibility  for : 

I6  (1)    the  enforcement  of  the  provisions  of  this 

1^  Act  and  any  State  statute  which  serves  the  same 

18  goals ; 

19  (2)    the  issuance  of  regulations,  not  inconsist- 

20  ent  with  this  Act,  regulating  the  exchange  of  erirni- 

21  nal  justice  information  and  criminal  justice  intelli- 

22  gence   information   systems   and   the   operation   of 

23  criminal  justice  information  systems  and  the  opera- 

24  tion    of    criminal    justice    intelligence    information 

25  systems ;  and 
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1  (3)  the  supervision  of  the  installation  of  crimi- 

2  nal  justice  information  systems,  av.l  criminal  justice 

3  intelligence  information  systems,  the  exchange  of 

4  information  by  such  systems  within  that  State  and 

5  with  similar  systems  and  criminal  justice  agencies 

6  in  other  States  and  in  the  Federal  Government. 

7  PUBLIC   NOTICE   REQUIREMENT 

8  Sec.  305.  (a)  Any  criminal  justice  agency  maintaining 

9  an    automated    criminal    justice    information    system    or    a 

10  criminal  justice  intelligence  information  system  shall  give 

11  public  notice  of  the  existence  and  character  of  its  system 

12  once  each  year.  Any  agency  maintaining  more  than  one  sys- 

13  tern  shall  publish  such  annual  notices  for  all  its  systems 

14  simultaneously.  Any  agency  proposing  to  establish  a  new 

15  system,  or  to  enlarge  an  existing  system,  shall  give  public 

16  notice  long  enough  in  advance  of  the  initiation  or  enlarge- 

17  ment  of  the  system  to  assure  individuals  who  may  be  affected 

18  by  its  operation  a  reasonable  opportunity  to  comment.  The 

19  public  notice  shall  be  transmitted  to  the  Board  and  shall 

20  specify — 

21  ( 1 )  the  name  of  the  system ; 

22  (2)   the  nature  and  purposes  of  the  system; 

23  (3)  the  categories  and  number  of  persons  on  whom 

24  data  are  maintained; 
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-,•  (4)    tlic  categories  of  data  maintained,  indicating 

2  which  categories  are  stored  in  computer-accessible  tiles; 

3  (5)    the  agency's'  operating  rules  and  regulations 

4  issued  pursuant  to  sections  206  and  207,  the  agency's 

5  policies  and  practices  regarding  data  information  stor- 

6  age,  duration  of  retention  of  information,  and  disposal 
rj  thereof; 

g  •   •              (6)  the  categories  of  information  sources ; 

a  (7)  a  description  of  all  types  of  use  made  of  infor- 

-.Q  mation,  indicating  those  involving  computer-accessible 

-J-.  files,  and  including  all  classes  of  users  and  the  organiza- 

^2  tional  relationships  among  them ;  and 

23  (8)   the  title,  name,  and  address  of  the  person  im- 

-y.  mediately  responsible  for  the  system. 

25  (b)  Any  criminal  justice  agency,  criminal  justice  infor- 

26  mation  system,  or  criminal  justice  intelligence  information 

27  system  operated  by  the  Federal  Government  shall  satisfy  the 
2g  public  notice  requirement  set  out  in  subsection  (a)  of  this 
2Q  section  by  publishing  the  information  required  by  that  sub- 
2Q  section  in  the  Federal  Register. 

22  ANNUAL  AUDIT 

22  Sec.  306.    (a)   At  least  once  annually  the  Board  shall 

23  conduct  a  random  audit  of  the  practices  and  procedures  of  the 

24  Federal  agencies  which  collect  and  disseminate  information 
2k  pursuant  to  this  Act  to  insure  compliance  with  its  require- 
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1  mcitts  Mid  restrictions.  The  Board  shall  also  conduct  such 

2  an  audit  ol'  at  lens!  ten  statewide  criminal  justice  informal iou 

3  systems   each    year   and    of   every    statewide    and    multi.Mate 

4  system  at  least  once  every  five  year-. 

5  (1))    Bach  criminal  justice  information  system  shall  COH- 

6  duct  a  similar  audit  id'  its  own  practices  and  procedures  once 

7  annually.   Each  State  agency  created  pursuant  to  subsection 

8  304(h)    shall  conduct  an  audit  on  each  criminal  justice  in- 

9  formation  system  and  each  criminal  justice  intelligence  in- 

10  formation  system  operating  in  that  State  on  a  random  basis, 

11  at  least  once  every  five  years. 

12  (c)   The  results  of  such  audits  shall  be  made  available 

13  to  the  Board  which  shall  report  the  results  of  such  audits 

14  once  annually  to  the  Congress  by  May  1  of  each  year  begin- 

15  ning  on  May  1  following  the  first  full  calendar  year  after 

16  the  effective  date  of  the  Act. 

17  PAETICIPATION  BY  THE  BOAKD 

18  Sec.  307.   (a)   Subject  to  the  limitations  of  subsections 

19  (b)   and   (c)    of  this  section,  the  Board  may  participate  in 

20  interstate  criminal  justice  information  systems,  including  the 

21  provision  of  central  information  storage  facilities  and  tele- 

22  communications  lines  for  interstate  transmission  of  informa- 

23  tion. 

24  (b)  Facilities  operated  by  the  Board  may  include  crim- 

25  inal  history  record  information  on  an  individual  relating  to 
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1  a  violation  of  the  criminal  laws  of  the  United  States,  viola- 

2  tions  of  the  criminal  laws  of  two  or  more  States,  or  a  violation 

3  of  the  laws  of  another  nation.  As  to  all  other  individuals, 

4  criminal  justice  information  included  in  Board  facilities  shall 

5  consist  only  of  information  sufficient  to  establish  the  identity 

6  of  the  individuals,  and  the  identities  and  locations  of  criminal 

7  justice  agencies  possessing  other  types  of  criminal  justice  in- 

8  formation  concerning  such  individuals. 

9  (c)   Notwithstanding  the  provisions  of  subsection   (b), 

10  the  Board  may  maintain  criminal  history  record  information 

11  submitted  by  a  State  which  otherwise  would  be  unable  to 

12  participate  fully  in  a  criminal  history  record  information  sys- 

13  tern  because  of  the  lack  of  facilities  or  procedures  but  only 

14  until  such  time  as  such  State  is  able  to  provide  the  facilities 

15  and  procedures  to  maintain  the  records  in  the  State,  and  in 

16  no  case  for  more  than  five  years.  Criminal  history  record 

17  information  maintained  in  Federal  facilities  pursuant  to  this 

18  subsection  shall  be  limited  to  information  on  offenses  classi- 
ng fled  as  felonies  under  the  jurisdiction  where  such   offense 

20  occurred. 

21  (d)    If  the  Board  finds  that  any  criminal  justice  in- 

22  formation  system  or  criminal  justice  agency  has  violated  any 

23  provision  of  this  Act,  it  may  ( 1 )  interrupt  or  terminate  the 

24  exchange  of  information  as  authorized  by  this  section,  or 

25  (2)  interrupt  or  terminate  the  use  of  Federal  funds  for  the 
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1  operation  of  such  a  system  or  agency,  or    (3)    require  the 

2  system  or  agency  to  return  Federal  funds  distributed  in  the 

3  past,  or  it  may  take  any  combination  of  such  actions  or  (4) 

4  require  the  system  or  agency  to  discipline  any  employee 

5  responsible  for  such  violation. 

6  CIVIL  REMEDIES 

7  Sec.  308.   (a)   Any  person  aggrieved  by  a  violation  of 

8  this  Act  shall  have  a  civil  action  for  damages  or  any  other 

9  appropriate  remedy  against  any  person,  system,  or  agency 

10  responsible  for  such  violation  after  he  has  exhausted  the 

11  administrative  remedies  provided  by  section  207. 

12  (b)    The  Board  or  any  State  agency  created  pursuant 

13  to  subsection  304  (b)  shall  have  a  civil  action  for  declaratory 

14  judgments,  cease  and  desist  orders,  and  such  other  injunctive 

15  relief  against  any  criminal  justice  agency,  criminal  justice 

16  information  system,  or  criminal  justice  intelligence  informa- 

17  tion  system  within  its  regulatory  jurisdiction. 

18  (c)    Such  person,  agency,  or  the  Board  may  bring  a 

19  civil  action  under  this  Act  in  any  district  court  of  the  United 

20  States  for  the  district  in  which  the  violation  occurs,  or  in  any 

21  district  court  of  the  United  States  in  which  such  person 

22  resides  or  conducts  business,  or  has  his  principal  place  of 

23  business,  or  in  the  District  Court  of  the  United  States  for  the 

24  District  of  Columbia. 

25  (d)  The  United  States  district  court  in  which  an  action 
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1  is  brought  under  this  Act  shall  have  exclusive  jurisdiction 

2  without  regard  to  the  amount  in  controversy.  In  any  action 

3  brought  pursuant  to  this  Act,  the  court  may  in  its  discre- 

4  tion  issue  an  order  enjoining  maintenance  or  dissemination 

5  of  information  in  violation  of  this  Act,  or  correcting  records 

6  of  such  information  or  any-  other  appropriate  remedy  ex- 

7  cept  that  in  an  action  brought  pursuant  to  subsection    (b) 

8  the  court  may  order  only  declaratory  or  injunctive  relief.  In 

9  any  action  brought  pursuant  to  this  Act  the  court  may  also 

10  order  the  Board  to  conduct  an  audit  of  the  practices  and  pro- 

11  cedures  of  the  agency  in  question  to  determine  whether  in- 

12  formation  is  being  collected  and  disseminated  in  a  manner 

13  inconsistent  with  the  provisions  of  this  Act. 

14  (e)    In  an  action  brought  pursuant  to  subsection   (a), 

15  any  person  aggrieved  by  a  violation  of  this  Act  shall  be 

16  entitled  to  a  $100  recovery  for  each  violation  plus  actual 

17  and  general   damages  and  reasonable   attorneys'   fees   and 

18  other  litigation  costs  reasonably  incurred.  Exemplary  and 

19  punitive  damages  may  be  granted  by  the  court  in  appropriate 

20  cases  brought  pursuant  to  subsection   (a) .  Any  person,  sys- 

21  tern,  or  agency  responsible  for  violations  of  this  Act  shall 

22  be  jointly  and  severally  liable  to  the  person  aggrieved  for 

23  damages  granted  pursuant  to  this  subsection.  Any  criminal 

24  justice  information  system  or  any  criminal  justice  intelligence 

25  information  system  which  facilitates  the  transfer  of  informa- 
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1  don  in  violation  of  this  Act  shall  he  jointly  and  severally 

2  liable  along  with  any  criminal  justice  agency  or  person  re- 

3  sponsible  for  a  violation  of  this  Act. 

4  (g)    For  the  purposes  of  this  Act  the  United  States 

5  shall  be  deemed  to  have  consented  to  suit  and  any  agency 

6  or  system  operated  by  the  United  States,  found  responsible 

7  for  a  violation  shall  be  liable  for  damages,  reasonable  at- 

8  torneys'  fees,  and  litigation  cost  as  provided  in  subsection 

9  (f)    notwithstanding  any   provisions   of  the   Federal   Tort 
10  Claims  Act. 

U  CRIMINAL  PENALTIES 

12  Sec  309.  Whoever  willfully  disseminates,  maintains,  or 

13  uses  information  knowing  such  dissenunation,  maintenance, 

14  or  use  to  be  in  violation  of  this  Act  shall  be  fined  not  more 

15  than  $5,000  or  imprisoned  for  not  more  than  five  years,  or 

16  both. 

17  peecedence  of  state  laws 

18  Sec.  310.  (a)  Any  State  law  or  regulation  which  places 

19  greater  restrictions  upon  the  dissemination  of  criminal  justice 

20  information  or  criminal  justice  intelligence  information  or  the 

21  operation  of  criminal  justice  information  systems  or  criminal 

22  justice  intelligence  information  systems  or  which  affords  to 

23  any  individuals,  whether  juveniles  or  adults,  lights  of  privacy 

24  or  protections  greater  than  those  set  forth  in  this  Act  shall 
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1  take  precedence  over  this  Act  or  regulations  issued  pursuant 

2  to  this  Act. 

3  (b)  Any  State  law  or  regulation  which  places  greater 

4  restrictions  upon  the  dissemination  of  criminal  justice  infor- 

5  mation  or  criminal  justice  intelligence  information  or  the 

6  operation  of  criminal  justice  information  systems  or  criminal 

7  justice  intelligence  information  systems  or  which  affords  to 

8  any  individuals,  whether  juveniles  or  adults,  rights  of  privacy 

9  or  protections  greater  than  those  set  forth  in  the  State  law 

10  or  regulations  of  another  State  shall  take  precedence  over 

11  the  law  or  regulations  of  the  latter  State  where  such  infor- 

12  mation  is  disseminated  from  an  agency  or  information  system 

13  in  the  former  State  to  an  agency,  information  system,  or 

14  individual  in  the  latter  State.  Subject  to  court  review  pursu- 

15  ant  to  section  308,  the  Board  shall  be  the  final  authority 

16  to  determine  whether  a  State  statute  or  regulation  shall  take 

17  precedence  under  this  section  and  shall  as  a  general  matter 

18  have  final  authority  to  determine  whether  any  regulations 

19  issued  by  a  State  agency,  a  criminal  justice  agency,  or  infor- 

20  mation  system  violate  this  Act  and  are  therefore  null  and 

21  void. 

22  APPROPRIATIONS   AUTHORIZED 

23  Sec.  311.  For  the  purpose  of  carrying  out  the  provisions 

24  of  this  Act  there  are  authorized  to  be  appropriated  such  sums 

25  as  the  Congress  deems  necessary. 
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1  SEVERABILITY 

2  Sec.  312.  If  any  provision  of  this  Act  or  the  application 

3  thereof  to  any  person  or  circumstance  i^  held  invalid,  the 

4  remainder  of  the  Act  and  the  application  of  the  provision 

5  to  other  persons  not  similarly  situated  or  to  other  eircum- 

6  stances  shall  not  he  affected  thereby. 

7  REPEALERS 

8  Sec.  313.  The  second  paragraph  under  the  headings  en- 

9  titled  "Federal  Bureau  of  Investigation;  Salaries  and   Ex- 

10  penses"  contained  in  the  "Department  of  Justice  Appropria- 

11  tions  Act,  1973"  is  hereby  repealed. 

12  EFFECTIVE    DATE 

13  Sec.  314.  The  provisions  of  this  Act  shall  take  effect 

14  upon  the  date  of  expiration  of  the  one-hundred-and-eighty- 

15  day  period  following  the  date  of  the  enactment  of  this  Act: 

16  Provided,  hoiccvcr,  That  section  311  of  this  Act  shall  take 

17  effect  upon  the  date  of  enactment  of  this  Act. 
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93d  CONGRESS 

2d  Session 


S.  3116 


IN  THE  SENATE  OF  THE  UNITED  STATES 

March  0,1074 

Mr.  Hatfield  introduced  the  following  bill;  which  was  read  twice  and  referred 
to  the  Committee  on  the  Judiciary 


A  BILL 

To  protect  the  individual's  right  to  privacy  by  prohibiting  the 
sale  or  distribution  of  certain  information. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  lives  of  the  United  States  of  America  in  Congress  assembled, 

3  That  (a)  title  18,  United  States  Code,  is  amended  by  insert- 

4  ing  after  chapter  87  a  new  chapter  as  follows : 

5  "Chapter  88.— PRIVACY 

"Sec. 

"1801.  Sale  or  distribution  of  personal  information. 

6  "§  1801.  Sale  or  distribution  of  personal  information 

7  "  (a)   Whoever,  by  any  facility  of  interstate  or  foreign 

8  commerce  or  the  mails,  knowingly  sells  or  distributes,   or 

9  offers  or  attempts  to  sell  or  distribute— 

II 
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1  "  ( l )    a  list  of  names  or  addresses,  or  names  and 

2  addresses,  of  individuals; 

3  "(-)  information  concerning  the  personal  or  finan- 

4  cial  condition  or  activities  of  an  individual ;  or 

5  "(3)    information  concerning  the  personal  or  real 
(i  property  of  an  individual ; 

7  without  the  consent  of  any  individual  to  whom  such  list  or 

8  information  relates,  shall  be  lined  not  more  than  $1,000  or 

9  imprisoned  not  more  than  one  year,  or  both. 
10  "  (h)  This  section  shall  not  apply  to- 
ll "(1)    any  such  sale,  distribution,  or  such  offer  or 

12  attempt,  if  a  Federal  statute  specifically  authorizes  the 

13  sale  or  distribution  of  that  type  of  list  or  information  : 

14  "(2)    any  such  sale,  distribution,  or  such  offer  or 

15  attempt,  to  any  department   or  agency   of  the   United 

16  States  Government  or  of  any  State  or  local  government 
IT  if  that  list  or  information  is  to   be   used   only  for  law 

18  enforcement  or  national  security  purposes; 

19  "(3)    any  such  sale,  distribution,  or  such  offer  or 

20  attempt,  if  the  list  or  information  constitutes  only  an 

21  insubstantial  portion  of  a  document,  publication,  news- 

22  paper,  writing,  or  other  means  of  communication  ; 

23  "(4)   any  such  distribution  of,  or  ofTcr  or  attempt 

24  to  distribute,  a  telepbone  directory  which  contains  only 

25  names,  addresses,  and  telephone  numbers,  and  which  is 


653 

3 

1  published    (A)    by  a  regulated   telephone  utility  com- 

2  pany  (if  that  company  does  not  list  in  such  directory  the 

3  name,  address,  or  telephone  number  of  any  individual 

4  who  has  requested  that  such  information  not  be  listed) , 

5  (B)   by  a  person  engaged  in  interstate  or  foreign  com- 

6  merce  (if  that  person  does  not  list  in  such  directory  the 

7  name,  address,  or  telephone  number  of  any  individual 

8  who  is  not  an  officer  or  employee  of  that  person),  or 

9  (C)    by  a  department  or  agency  of  the  United  States 

10  Government  or  of  a  State  or  local  government    (if  that 

11  department  or  agency  does  not  list  in  such  directory  the 

12  name,  address,  or  telephone  number  of  any  individual 

13  who  is  not  an  officer  or  employee  of  a  department  or 
1*  agency  of  any  such  government) ." 

15  (b)    The  table  of  chapters  of  part  I   of  such   title   is 


^()    amended  by  inserting  after  item  87  the  following  new  item: 
u88.  Privacy 180P. 
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S.  3633 


IX  TIIK  SENATE  OF  THE  UNITED  STATES 

Jink  12,  1974 

Mr.  Ervin  (for  himself,  Mr.  IVwir.  Mr.  Goldwatrr,  Mr.  Kennedy,  and  Mr. 
Mathiab)  introduced  the  following  bill ;  which  was  read  twice  and  referred 

to  the  Committee  on  the  Judiciary 


A  BILL 

To  protect  the  constitutional  right  of  privacy  of  individuals 
concerning  whom  identifiable  information  is  recorded  by 
enacting  principles  of  information  practices  in  furtherance 
of  articles  I,  III,  IV,  V,  IX,  X,  and  XIV  of  amendment  to 
the  United  States  Constitution. 

1  Be  it  enacted  b;i  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  SHORT   TITLE 

4  Section  1.  This  Act  may  be  cited  as  the  "Government 

5  Data  Bank  Eight  to  Privacy  Act". 

6  II MHXOS   AND  DECLARATION   OF   POLICY 

7  Sec.  2.  (a)  The  Congress  finds — 
II 
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1  (1)  that  an  individual's  privacy  is  directly  affected 

2  by  the  extensive  collection,  maintenance,  use,  and  dis- 

3  semination  of  personal  information ; 

4  (2)  that  the  increasing  use  of  computers  and  sophis- 

5  ticated   information   technology   has   greatly   magnified 

6  the  harm  that  can  occur  from  these  practices; 

7  (3)    that   an   individual's    opportunities    to    secure 

8  employment,  insurance,  credit,  and  his  right  to  due  proc- 

9  ess  and  other  legal  protections  are  endangered  by  these 

10  personal  information  systems; 

11  (4)  that  in  order  to  preserve  the  rights  guaranteed 

12  by  the  first,  third,  fourth,  fifth,  ninth,  and  fourteenth 

13  amendments  of  the  United  States  Constitution,  uniform 

14  Federal  legislation  is  necessary  to  establish  procedures 

15  to  govern  information   systems   containing  records   on 

16  individuals ; 

17  (5)    that  these  systems  are  federally  operated  or 

18  controlled,  or  federally  funded,  that  they  contain  infor- 

19  mation  obtained  from  Federal  sources  or  by  means  of 

20  Federal  funds,  or  are  otherwise  supported  by  the  Fed- 

21  eral  Government ; 

22  (6)    that  they  utilize  interstate  facilities   of  com- 

23  munication  and  otherwise  affect  commerce  between  the 

24  States; 
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1  (7)    that  the  great  diversity  of  statutes,  rules,  and 

2  regulations  among  the  State  and  Federal  systems  require 

3  uniform  Federal  legislation; 

4  (8)    that   the   right   of  privacy   Is  a   personal   and 

5  fundamental   right   of   Federal   citizenship  granted  and 

6  secured  hy  the  Constitution  of  the  United  States;  and 

7  (9)    that  in  order  to  insure  the  security  of  infor- 

8  mation  systems,  and  to  protect  the  privacy  of  individuals 

9  named  in  such  systems,  it  is  necessary  and  proper  for  the 

10  Congress  to  regulate  the  exchange  of  such  information. 

11  (h)   The  purpose  of  this  Act  is  to  insure  safeguards  for 

12  personal  privacy  from  recordkeeping  organizations  by  ad- 

13  herence  to  the  following  principles  of  information  practice: 

14  (1)   There  should  be  no  personal  information  sys- 

15  tern  whose  existence  is  secret. 

16  (2)  Information  should  not  be  collected  unless  the 

17  need  for  it  has  been  clearly  established  in  advance. 

18  (3)  Information  should  be  appropriate  and  relevant 

19  to  the  purpose  for  which  it  has  been  collected. 

20  (4)  Information  should  not  be  obtained  by  fraudu- 

21  lent  or  unfair  means. 

22  (5)    Information  should  not  be  used  unless  it  is 

23  accurate  and  current. 

24  (6)   There  should  be  a  prescribed  procedure  for  an 

25  individual  to  learn  the  information  stored  about  him,  the 


657 


1  purpose  for  which  it  has  been  recorded,  nod  particulars 

2  about  its  use  and  dissemination. 

3  (7)   There  should  be  a  clearly  prescribed  procedure 

4  for  an  individual  to  correct,  erase,  or  amend  inaccurate, 

5  obsolete,  or  irrelevant  information. 

0'  (8)    Any   organization   holding   personal    informa- 

7  tion  should  assure  its  reliability  and  take  precautions  to 

8  prevent  its  misuse. 

9  (9)  There  should  be  a  clearly  prescribed  procedure 
10  for  an  individual  to  prevent  personal  information  col- 
li lected  for  one  purpose  from  being  used  for  another  pur- 

12  pose  without  his  consent. 

13  (10)    The  Federal  Government  should  not  collect 

14  personal  information  except  as  authorized  by  law. 

15  DEFINITIONS 

16  Sec.  3.  As  used  in  this  Act — 

1"  (1)     the    term    "information    system"    means    the 

18  total    components    and    operations    of    a   recordkeeping 

19  process,  whether  automated  or  manual,  containing  per- 

20  sonal  information  and  the  name,  personal  number,   or 

21  other  identifying  particulars; 

22  (2)     the   tenn    "personal    information"    means    all 

23  information  that  describes,  locates  or  indexes  anything 

24  about    an   individual   including  his   education,    financial 

25  transactions,  medical  history,  criminal,  or  employment 
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1  record,   or   that   affords  a   basis  for  inferring  personal 

2  characteristics,  such  as  finger  and  voice  prints,  photo- 

3  graphs,  or  things  done  by  or  to  such  individual;  and 

4  the  record  of  his  presence,  registration,  or  membership 

5  in  an  organization  or  activity,  or  admission  to  an  in- 

6  stitution; 

7  (:>)    the  term  ''data  subject''  means  an  individual 

8  about  whom  personal  information  is  indexed  or  may  be 

9  located  under  his  name,  personal  number,  or  other  iden- 

10  tifiable  particulars,  in  an  information  system ; 

11  (4)  the  term  "disseminate"  means  to  release,  trans- 

12  fer,   or  otherwise   communicate  information   orally,   in 

13  wTriting,  or  by  electronic  means ; 

14  (5)    the  term  "organization"  means  any  Federal 

15  agency;  the  government  of  the  District  of  Columbia;  and 
1(>  any  authority  of  any  State,  local  government,  or  other 
17  jurisdiction ; 

38  (o)   the  term  "purge"  means  to  obliterate  informa- 

19  tion  completely  from  the  transient,  permanent,  or  ar- 

20  chival  records  of  an  organization ;  and 

21  (7)   the  term  "Federal  agency"  means  any  depart- 

22  ment,  agency,  instrumentality,  or  establishment  in  the 

23  executive  branch  of  the  Government  of  the  United  States 

24  and  includes  any  officer  or  employee  thereof. 
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1  SAFEGUARD  REQUIREMENTS  FOR  PERSONAL  INFORMATION 

2  FOR    ADMINISTRATIVE,    STATISTICAL-REPORTING    AND 

3  RESEARCH  PURPOSES 

4  Sec.  4.   (a)  Administrative  Requirements. — Any 

5  organization  maintaining  an  information  system  that  includes 

6  personal  information  shall — 

7  (1)    collect,   maintain,   use,   and   disseminate   only 

8  personal  information  necessary  to  accomplish  a  proper 

9  purpose  of  the  organization ; 

10  (2)   collect  information  to  the  greatest  extent  pos- 

11  sible  from  the  data  subject  directly; 

12  (3)    establish  categories  for  maintaining  personal 

13  information  to  operate  in  conjunction  with  confidential- 

14  ity  requirements  and  access  controls; 

15  (4)    maintain  information  in  the  system  with  ac- 

16  curacy,  completeness,  timeliness,  and  pertinence  as  nec- 

17  essary  to  assure  fairness  in  determinations  relating  to  a 

18  data  subject; 

19  (5)  make  no  dissemination  to  another  system  with- 

20  out  (A)  specifying  requirements  for  security  and  the  use 

21  of  information  exclusively  for  the  purposes  set  forth  in 

22  the    notice    required    under   subsection     (c)    including 

23  limitations  on  access  thereto,  and   (B)   determining  that 

24  the  conditions  of  transfer  provide  substantial  assurance 

25  that  those  requirements  and  limitations  will  be  observed; 
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1  (6)   transfer  no  personal  information  beyond  the 

2  jurisdiction  of  the  United  States  without  specific  author- 

3  ization  from  the  data  subject  or  pursuant  to  a  treaty  or 

4  executive  agreement  in  force  guaranteeing  that  any  for- 

5  eign  government  or  organization  receiving  personal  in- 

6  formation  will  comply  with  the  applicable  provisions  of 

7  this  Act  with  respect  to  that  personal  information: 

8  (T)  afford  any  data  subject  of  a  foreign  nationality, 

9  whether  residing  in  the  United  States  or  not,  the  same 

10  rights  under  this  Act  as  American  citizens: 

11  (tf )  maintain  a  list  of  all  persons  having  regular  ac- 

12  cess  to  personal  information  in  the  information  system; 

13  (9)    maintain  for  a  reasonable  time  related  to  the 

14  purposes  of  the  particular  system  a  complete  and  accu- 

15  rate  record,   including  identity  and   purpose,    of  every 

16  access  to  any  personal  information  in  a  system,  including 

17  the  identity  of  any  persons  or  organizations  not  hav- 

18  ing  regular  access  authority : 

19  (10)    take  affirmative  action  to  establish   rule!    of 

20  conduct  and  inform  each  person  involved  in  the  design, 

21  development,  operation,  or  maintenance  of  the  system, 

22  or  the  collection  or  use  of  any  personal  information  con- 

23  tained  therein,  about  all  the  requirements  of  this  Act.  the 

24  rules  and  procedures,  including  penalties  for  noncom- 
2-")  pliance,  of  the  organization  designed  to  assure  eompli- 
26  ance  with  such  requirements; 
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1  (11)   establish  appropriate  safeguards  to  secure  the 

2  system  from  any  reasonably  foreseeable  threat   to   its 

3  security; 

4  (12)   comply  with  the  written  request  of  any  indi- 

5  vidual  who  receives  a  communication  in  the  mails,  over 

6  the  telephone,  or  in  person,  who  believes  that  his  name 

7  or  address  is  available  because  of  his  inclusion  on  a  mail- 

8  big  list,  to  remove  his  name  and  address  from  that  list; 

9  and 

10  (1)])    collect   no   personal    information   concerning 

11  the  political  or  religious  beliefs,  affiliations,  and  activities 

12  of  data  subjects  unless  expressly  authorized  by  statute. 

13  (b)   Special  Additional  Requirements  for  Sta- 

14  tistical-Reporting     and     Research     Information 

15  Systems. —  ( 1 )    Any  organization  maintaining  an  informa- 

16  tion  system  that  disseminates  statistical  reports  or  research 
1"  findings  based  on  personal  information  drawn  from  the  sys- 

18  tern,  or  from  systems  of  other  organizations,  shall — 

19  (A)   make  available  to  any  data  subject  or  group, 

20  without    revealing    trade    secrets,    methodology    and 

21  materials  necessary  to  validate  statistical  analyses,  and 

22  (B)    make  no  materials  available  for  independent 

23  analysis  without  guarantees  that   no  personal   informa- 

24  tion  will  be  used  in  a  way  that  might  prejudice  judgments 
2")  about  any  data  subject, 

63-619   O  -  76  -  43 
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1  (2)  No  Federal  agency  shall— 

2  (A)  require  any  individual  to  disclose  for  statistical 

3  purposes  any  personal  information  unless  such  disclosure 

4  is  required  by  a  constitutional  provision  or  Act  of  Con- 

5  gross,  and  the  individual  is  so  informed; 

6  (B)    request  any  individual  voluntarily  to  disclose 

7  personal  information  unless  such  request  has  heen  spe- 

8  cifically    authorized    by    Act    of    Congress,    and    the 

9  individual    shall    he    advised    that    such    disclosure    is 

10  voluntary : 

11  (C)  make  available  to  any  non-Federal  person  any 

12  statistical  studies  or  reports   or  other  compilations  of 

13  information  derived  by  mechanical  or  electrical  means 

14  from  files  containing  personal  information,  or  no  manual 

15  or  computer  material  relating  thereto,  except  those  pre- 
1G  pared,  published,  and  made  available  for  general  public 

17  use; and 

18  (D)  publish  statistics  of  taxpayer  income  classified, 

19  in  whole  or  in  part,  on  the  basis  of  a  coding  system  for 

20  the  delivery  of  mail. 

2i  (3)   Any  organization  maintaining  an  information  sys- 

22  tern  that  disseminates  statistical  reports  or  research  findings 

23  based  on  personal  information  drawn  from  the  system,  or 

24  from  systems  of  other  organizations,  and  which  purges  the 

25  names,  personal  numbers,  or  other  identifying  particulars  of 
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1  individuals  and  certifies  to  the  Federal  Privacy  Board  that 

2  no  inferences  may  be  drawn  about  any  individual,  shall  be 

3  exempt  from  the  requirements  of  section  4(a)     (3)    and 

4  (4),  and  section  4    (c)    and    (d)     (1)    and    (2). 

5  (c)  Public  Notice  Requirement.— Any  organiza- 

6  tion  maintaining  or  proposing  to  establish  an  information 

7  system  for  personal  iiif ormation  shall — 

8  (1)   give  notice  of  the  existence  and  character  of 

9  each  existing  system  once  a  year  to  the  Federal  Privacy 

10  Board; 

11  (2)   give  public  notice  of  the  existence  and  charac- 

12  ter  of  each  existing  system  each  year,  in  the  case  of 

13  Federal  organizations  in  the  Federal  Register,  or  in  the 

14  case  of  other  organizations  in  local  or  regional  printed 

15  media  likely  to  bring  attention  to  the  existence  of  the 

16  records  to  data  subjects ; 

17  (3)  publish  such  annual  notices  for  all  its  existing 

18  systems  simultaneously ; 

19  (4)  in  the  case  of  a  new  system,  or  the  substantial 

20  modification  of  an  existing  system,  shall  give  public  no- 

21  tice  and  notice  to  the  Federal  Privacy  Board  within  a 

22  reasonable  time  but  in  no  case  less  than  three  months,  in 

23  advance  of  the  initiation  or  modification  to  assure  indi- 

24  viduals  who  may  be  affected  by  its  operation  a  reason- 
23  able  opportunity  to  comment : 
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1  (5)  shall  assure  that  public  notice  given  under  this 

2  subsection  specifies  the  following: 

3  ( A  )  The  name  of  the  system. 

4  (B)  The  general  purpose  of  the  system. 

5  (C)    The   categories   of  personal   information, 

6  and  approximate  number  of  persons  on  whom  in- 

7  formation  is  maintained. 

8  (D)   The  categories  of  information  maintained, 

9  confidentiality  requirements,  and  access  controls. 

10  (E)    The  organization's  policies  and  practices 

11  regarding  information  storage,  duration  of  retention, 

12  and  purging  thereof. 

13  (F)    The  categories  of  data  maintained,  indi- 

14  eating   which    categories   are    stored    in    computcr- 

15  accessible  files,  and  flic  categories  of  all  information 

16  sources. 

17  (G)   A  description  of  types  of  use  made  of  in- 

18  formation    including   all    classes    of    users    and    the 

19  organizational  relationships  among  them. 

20  (H)    The   procedures   whereby   an   individual 

21  can — 

22  (i)    be  informed  if  he  is  the  subject  of  in- 

23  formation  in  the  system; 

24  (ii)    gain  access  to  such  information:  and 
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1  (iii)    contest   the   accuracy,    completeness, 

2  timeliness,    pertinence,    and    the    necessity    for 

3  retention. 

4  (I)    The  procedures  whereby  an  individual  or 

5  group  can  gain   access   to   the   information   system 

6  used  for  statistical  reporting  or  research  in  order  to 

7  subject  them  to  independent  analysis. 

8  (J)   The  business  address  and  telephone  num- 

9  ber  of  the  person  immediately  responsible  for  the 

10  system ;  and 

11  (6)  prepare  and  publish  a  privacy  impact  statement 

12  describing  the  consequences  to  the  individual,  including 

13  his  rights,  privileges,  benefits,  detriments,  and  burdens, 
11  of  the  proposed  data  system,  or  in  (lie  ease  of  an  exist- 

15  ing  system,  any  proposed  expansion. 

16  (d)    Rights  of  Data  Buti.tects.— Any  organization 

17  maintaining  personal  information  shall — 

18  (1)   inform  an  individual  asked  to  supply  personal 

19  information  whether  he  is  legally  required,  or  may  re- 

20  fuse,  to  supply  the  information  requested;  and  also  of  any 

21  specific  consequences  which  arc  known  (o  the  organiza- 

22  tion,  of  providing  or  not  providing  such  information; 

23  (2)   iwjuesl  permission  of  ;i  data  subject  i<>  dissemi- 
21  nate  part  or  all  of  this  information  i<»  another  organiza- 
tion or  system  not  having  regular  access  authority,  and 
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1  indicate  the  use  for  which  it  is  intended,  and  the  specific 

2  consequences  for  the  individual,   which   are  known   to 

3  the  organization,    of  providing  or  not  providing  such 

4  permission ; 

5  (3)    upon  request  and  proper  identification  of  any 

6  data  subject,  grant  such  subject  the  right  to  inspect,  in  a 

7  form  comprehensible  to  such  individual — 

8  (A)    all  personal  information  about  that  data 

9  subject  except  in  the  case  of  medical  information, 

10  when  such  information  shall,  upon  written  author- 

11  ization,  be  given  to  a  physician  designated  by  the 

12  data  subject ; 

13  (B)    the  nature  of  the  sources  of  the  iuforma- 

14  iion;and 

15  (C)     the    recipients    of    personal    information 

16  about  the  data  subject  including  the  identity  of  all 
1*7  persons  and  organizations  involved  and  their  rcla- 

18  tionship   to   the   system   when   not  having   regular 

19  access  authority. 

20  (4)    comply  with   the  following  minimum   condi- 

21  tions  of  disclosure  to  data  subject: 

22  (A)   An  organization  shall  make  disclosures  to 

23  data  subjects  required  under  this  Act,  during  normal 
2*  business  hours. 


667 

14 

1  (B)    The  disclosures  to  data  subjects  required 

2  under  this  Act  shall  be  made    (i)   in  person,  if  he 

3  appears  in  person  and  furnishes  proper  identifica- 

4  tion,  (ii)  by  mail,  if  he  has  made  a  written  request, 

5  with  proper  identification,   at  reasonable  standard 

6  charges  for  document  search  and  duplication. 

7  (C)   The  data  subject  shall  be  permitted  to  be 

8  accompanied  by  one  person  of  his  choosing,  who 

9  must  furnish  reasonable  identification.  An  organiza- 

10  tion  may  require  the  data  subject  to  furnish  a  written 

11  statement  granting  permission  to  the  organization  to 

12  discuss    that    individual's    file    in    such    preson's 

13  presence. 

14  (5)  if  the  data  subject  gives  notice  that  he  wishes 

15  to  challenge,  correct,  or  explain  information  about  him 

16  in  the  information  system,  the  following  minimum  pro- 

17  cedures  shall  be  followed : 

18  (A)    The  organization  maintaining  the  infor- 

19  mation  system  shall  investigate  and  record  the  cur- 

20  rent  status  of  that  personal  information. 

21  (B)   If,  after  such  investigation,  such  informa- 

22  tion  is  found  to  be  incomplete,  inaccurate,  not  per- 

23  tinent,  not  timely  nor  necessary  to  be  retained,  or 

24  can   no   longer  be   verified,   it   shall   be   promptly 

25  purged. 
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1  (C)   If  the  investigation  does  not  resolve  the 

2  dispute,   the  data   subject   may   fife   a   statement   of 

3  reasonable  length  setting  forth  his  position. 

4  (D)   Whenever  a  statement  of  dispute  is  Bled, 

5  the  organization  maintaining  the  information  system 

6  shall,  in  any  subsequent  dissemination  or  use  of  the 

7  information  in  question,  clearly  note  that  it  is  dis- 

8  puted  and  supply  the  statement  of  the  data  subject 

9  along  with  the  information. 

10  (E)    The  organization  maintaining  the  informa- 

11  tion  system  shall  clearly  and  conspicuously  disclose 

12  to  the  data  subjec  his  rights  to  make  such  a  request. 

13  (F)    Following  any  correction  or  purging  of 

14  personal  information  the  organization  shall  at  the 

15  request  of  the  data  subject,  take  reasonable  steps  to 

16  furnish  to  past  recipients  notification  that  the  item 

17  has  been  purged  or  corrected. 

18  (G)   In  the  case  of  a  failure  to  resolve  a  dis- 

19  pute,  the  organization  shall  advise  the  data  subject 

20  of  his  right  to  request  the  assistance  of  the  Federal 
2i  Privacy  Board. 

22  (e)   Notification  Procedure—  Not  later  than  two 

23  yeart  from  the  effective  date  of  this  Act,  and  not  less  than 

24  once  each  year,  each  organization  that  maintains  a  personal 

25  information  system  on  a  data  subject  shall  include,  in  any 
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1  regular  communication  by  mail  to  such  data  subject,  a  written 

2  notification  which  includes  the  following: 

3  (1)   The  notice  shall  describe  the  type  of  informa- 

4  tion   held   in    their   system   or   systems,    expected    uses 

5  allowed  or  contemplated. 

6  (2)    The  notice  shall  provide  the  name  and  full 

7  address  of  the  place  where  the  data  subject  may  obtain 
g  personal  information  pertaining  to  him,  and  in  the 
9  system. 

10  (f)  Data  subjects  of  archival-type  inactive  files,  records, 

H  or  reports  shall  be  notified  by  mail  of  the  reactivation,  ac- 

12  cessing,  or  reaccessing  not  later  than  six  months  after  the 

13  date  of  the  enactment  of  this  Act. 

14  (g)  This  Act  applies  to  any  information  system  which — 

15  (1)   is  operated  by  the  Federal  Government;  or 

16  (2)  is  operated  by  a  State  or  local  government  and 

17  funded  in  whole  or  in  part  by  the  Federal  Government, 

18  or  relies  in  whole  or  in  part  on  interstate  channels  of 

19  communication. 

20  EXEMPTIONS   TO  APPLICATIONS   OF   REQUIREMENTS 

2i  Sec.  5.  The  provisions  of  this  Act  shall  not  be  ap- 

22  plicable  to  personal  information  systems — 

23  (1)   to  the  extent  that  information  in  such  systems 

24  is  maintained  by  a  Federal  agency,  and  the  President 

25  determines  by  Executive  order  that  the  application  of 
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1  the  Act,  or  specified  parts  thereof,  would  seriously  dam- 

2  age  national  defense;  and 

3  (2)    which  are  subject  to  State  or  Federal  statutes 

4  affording  substantially  the  same  or  greater  protection  for 

5  individual  privacy;  including  hut  not  limited  to  the  right 

6  to  enforce  by  appropriate  civil  action  in  court  any  viola- 

7  tion  of  said  statute. 

8  USB  OF   SOCIAL   SECURITY   NUMBER 

9  Sec.  6.  It  shall  be  unlawful  for  any  organization  to 

10  require  an  individual  to  disclose  or  furnish  his  social  security 

11  account  number,  for  any  purpose  in  connection  with  any 

12  business  transaction  or  commercial  or  other  activity,  or  to 

13  refuse  to  extend  credit  or  make  a  loan  or  to  enter  into  any 

14  other  business  transaction  or  commercial  relationship  with 

15  an  individual    (except  to  tbe  extent  specifically  necessary 

16  for  the  conduct  or  administration  of  the  old-age,  survivors, 
1'  and  disability  insurance  program)  wholly  or  partly  because 
1^  such  individual  does  not   disclose  or  furnish   such   number 

19  unless  tbe  disclosure  or  furnishing  of  such  number  is  specifi- 

20  cally  required  by  Federal  law. 

21  FEDERAL  PRIVACY  BOARD 

22  Sec.  7.  (a)  Establishment.— There  is  an  office  in  the 

23  General  Accounting  Office  which  shall  be  called  the  Federal 

24  Privacy  Board   (hereinafter  in  this  section  referred  to  as  the 

25  "Board"). 
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1  (b)    Membership.— The  Board  shall  consist   of  live 

2  members,  eaeh  serving  for  a  term  of  three  years,  three  of 

3  whom  shall  constitute  a  quorum.  No  member  shall  serve 

4  more  than  two  terms.  The  members  of  the  Board  shall  be 

5  appointed  by  the  Comptroller  General  of  the  United  States. 

6  No  more  than  three  of  the  members  appointed  to  serve  at 

7  the  same  time  shall  be  of  the  same  political  party.  Each  mem- 

8  ber  shall  be  appointed  from  the  public  at  large  and  not  from 

9  among  officers  or  employees  of  the  United  States.  Member- 

10  ship  on  the  Board  shall  be  the  sole  employment  of  each 

11  member. 

12  (c)   Compensation. — Members  of  the  Board  shall  be 

13  compensated  at  the  rate  provided  for  GS-18  under  section 

14  5332  of  title  5  of  the  United  States  Code. 

15  (d)   Chairman.— The  Chairman  of  the  Board  shall  be 

16  elected  by  the  Board  every  two  years. 

17  (e)  Staff. — The  Comptroller  General  shall  appoint  and 

18  fix  the  compensation  of  such  personnel  as  are  necessary  to  the 

19  carrying  out  of  its  duties. 

20  FUNCTIONS   OF   THE   BOARD 

21  Sec.  8.  The  Board  shall— 

22  (1)  publish  an  annual  Data  Base  Directory  of  the 

23  United  States  containing  the  name  and  characteristics 

24  of  each  personal  information  system  covered  by  section 
23  4(g); 
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1  (2)    make  rule-  to  assure  compliance  with  this  Act; 

2  (-'!)  perform  op  cause  to  be  performed  such  research 

3  activities  as  may  become   necessary   to   implement   this 

4  Act,  and  to  assist  organizations  in  complying  with  this 
Act : 

6  (4)    be  granted  admission  at  reasonable  hoars  to 

7  premises  where  any  information  System  is  kept  or  where 

8  computers   or   equipment    or   recordings   for   automatic 
f)  data  processing  are  kept,  and  may  by  suhpena  compel 

10  the  production  of  documents  relating  to  such   inf or  ma- 
ll tion  system  or  such  processing  as  is  necessary  to  carry 

12  out  its  duties,  hut  no  personal  information  shall  be  com- 

13  polled  to  be  produced  without  the  prior  consent  of  the 

14  data  subject  to  which  it  pertains.  Enforcement  of  any 

15  suhpena   issued   under  this  section  shall  be  had   in   the 

16  appropriate  United  States  district  court : 

IT  (."))   upon  the  determination  of  a  violation  of  a  pro- 

1H  vision    of    this    Act    or    regulation    promulgated    under 

If)  the  Act,  the  Board  may,  after  opportunity  for  a  hearing, 

20  order  the  organization  violating  such  provision  to  cease 

21  and  desisl  such  violation.  The  Comptroller  General  may 

22  enforce  any  order  issued  under  this  paragraph  in  a  civil 
2'.\  action  in  the  appropriate   United  States  district  court; 

24  ((I)     shall    delegate    its    authority    under    this    Act, 

25  with  respect  to  information  systems  within  the  Federal 
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1  Government,  a  State,  or  the  District  of  Columbia,  to  such 

2  Slate  or  District,  which  are  governed  by  express  statu- 

3  tory  law  which  affords  the  minimum  standards  for  the 

4  protection  of  privacy  provided  for  by  this  Act. 

5  (7)    conduct  open,  public  hearings  on  all  petitions 

6  for  exceptions  or  exemptions  from   provisions,   applica- 

7  lion,  or  jurisdiction  of  this  Act.  The  Board  shall  have  no 

8  authority  to  make  such   exceptions  or  exemptions  but 

9  shall  submit  appropriate  reports  and   recommendations 

10  to  Congress ; 

11  (8)    issue  an  annual  report  of  its  activities  to  the 

12  Congress  and  the  President;  and 

13  (9)    recommend  to  Congress  that  a  particular  Fed- 

14  oral  data  hank  proposed  to  be  created,  expanded,  or 
1°  modified,  because  of  its  size,  scope,  sensitivity  of  data, 
1°"  or  impact  on  privacy,  should  not  be  established  except 
1'  by  specific  legislative  authorization. 

18  TRADR   SKCI.'ETS 

19  Sec.  9.  In  connection  with  any  dispute  over  the  appli- 

20  cation  of  any  provision  of  this  Act,  no  organization  shall 

21  reveal  anv  personal  information  or  any  professional,  proprie- 

22  tary,  or  business  secrets;   except   as   is   required   under  this 

23  Act.  All  disclosures  so  required  shall  he  regarded  as  con- 
2^  fidential  by  those  to  whom  they  are  made1. 
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]  CRIMINAL   PENALTY 

•_>  Sec,  LO.  Any  organization  or  responsible  officer  of  an 

3  organization  who  willfully — 

4  (1)    keeps  an   information   system   without   having 

5  notified  the  Federal  Privacy  Board;  or 

q  (2)    issues  personal  information  in  violation  of  this 

7  Act; 

g  shall  he  lined  not  more  than  $10,000  in  each  instance  or 

9  imprisoned  not  more  than  five  years,  or  both. 

10  CIVIL    REMEDIES 

H  Sec.  11.    (a)   Injunctions  for  Compliance.— The 

12  Attorney  General  of  the  United  States,   on  the  advice  of 

13  the  Federal  Privacy  Board,  or  any  aggrieved  person,  may 

14  bring  an  action  in  the  appropriate  United  States   district 

15  court  against  any  person  who  has  engaged,  is  engaged,  or 

16  is  about  to  engage  in  any  acts  or  practices  in  violation  of  the 

17  provisions  of  this  Act  or  rules  of  the  Federal  Privacy  Board, 

18  to  enjoin  such  acts  or  practices. 

19  (b)  Civil  Liability  for  Unfair  Personal  Infor- 

20  mation  Practice. — Any  person,  system,  or  agency  which 

21  violates  the  provisions  of  the  Act,  or  any  rule,  regulation,  or 

22  order  issued  thereunder,  shall  be  liable  to  any   person  ag- 

23  grieved  thereby  in  an  amount  equal  to  the  sum  of — 

24  (1)  any  actual  damages  sustained  by  an  individual 

25  plus  $100  for  each  violation  ; 

26  (2)  punitive  damages  where  appropriate; 
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-j  (3)   in  the  case  of  any  successful  action  to  enforce 

2  any  liability  under  this  section,  the  costs  of  the  action 

3  together  with  reasonable  attorney's  fees  as  determined 

4  by  the  court. 

5  The  United  States  consents  to  be  sued  under  this  section 
q  without  limitation  on  the  amount  in  controversy. 

7  (c)  No  action  shall  lie  under  subsection  (b)  of  this  sec- 

g  tion  with  respect  to  any  system  subject  to  a  statute  which 

9  satisfies  the  provisions  of  section  12  or  of  subsection  5(b)i 

10  PRECEDENCE  OF  OTHER  FEDERAL  AND  STATE  LAWS 

H  Sec.  12.  Any  Federal  or  State  law,  or  regulation  which 

12  places  greater  restrictions  upon  the  dissemination  of  personal 

13  information  or  the  operation  of  personal  information  systems 

14  or  which  affords  to  any  individuals,  whether  juveniles  or 

15  adults,  rights  of  privacy  or  protections  greater  than  those  set 

16  forth  in  this  Act  shall  take  precedence  over  this  Act  or  regu- 

17  lations  issued  pursuant  to  this  Act. 

18  severability 

19  Sec.  13.  If  any  provision  of  this  Act  or  the  application 

20  thereof  to  any  person  or  circumstance  is  held  invalid,  the  re- 

21  mainder  of  the  Act  and  the  application  of  the  provision  to 

22  other  persons  not  similarly  situated  or  to  other  circumstances 

23  shall  not  be  affected  thereby. 

24  effective  date 

25  Sec.  14.  This  Act  shall  take  effect  one  year  after  the  date 

26  of  its  enactment. 
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H.  R.  1281 


IN  TITE  nOUSE  OF  REPRESENTATIVES 

January  3.  1973 

Mr.  Ciiarlks  1  [.  Wilson  of  California  introduced  the  following  hill :  ivlffcn  ivm 
referred  to  the  Committee  on  Post  Office  tind  Civil  Service 


A  BILL 

To  amend  title  5,  United  States  Code,  to  protect  civilian  em- 
ployees of  tbc  executive  branch  of  the  United  States  Gov- 
ernment in  the  enjoyment  of  their  constitutional  rights,  to 
prevent  unwarranted  governmental  invasions  of  their  pri- 
vacy, and  for  other  purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Represcnta- 

-  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  That    (a)    chapter  71    of  title   5,   United   States   Code,    is 

4  amended  by  adding  at  the  end  thereof  the  following  new 

5  subchapter  III: 

G  "SUBCHAPTER  Ill— EMPLOYEE  RIGHTS 

7  "§  7171.  Policy 

8  "It  is  the  policy  of  the  United  Stales,  as  an  employer, 

9  to  assure  that,  those  officials  of  Executive  agencies  charged 
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1  with  administrative  or  supervisory  responsibility  recognize 

2  and  protect  the  personal  and  individual  rights,  entitlements, 

3  and  benefits  of  employees  of,  and  applicants  for  employment 

4  in,  Executive  agencies. 

5  "§  7172.  Definition 

6  "For   the   purpose   of   this   subchapter,    'official    of -an-. 

7  Executive  agency'  means — 

8  "(1)   an  officer  of  an  Executive  agency; 

9  "  (2)   an  'officer'  of  any  of  the  'uniformed  services' 

10  as  such  terms  are  defined  under  section   101    of  title 

11  37;  and 

12  "(3)    an    individual    acting    or   purporting    to    act 

13  under  the  authority  of  an  officer  referred  to  in  para- 

14  graph   (1)   or   (2)   of  this  section. 

15  "§  7173.  Employee  rights 

16  "  (a)    An  official  of  an  Executive  agency  may  not — 

17  "  ( 1 )   require    or   request,    or   attempt    to    require 

18  or  request,  an  employee  of  an  Executive  agency  or  an 

19  applicant  for  employment  in  an  Executive  agency  to 

20  disclose  his  race,  religion,  or  national  origin,  or  the  race, 

21  religion,  or  national  origin  of  any  of  his  forebears.  This 

22  paragraph  does  not  prohibit  inquiry  concerning —             1 
2^  "(A)    the  citizenship  of  an  employee  or  appli- 
24  cant ; 

2°  "(B)    the  national   origin  of  an  employee   or 

63-619   O  -  76  -  44 
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1  applicant  when  that  inquiry  is  considered  necessary 

or    advisable    to    determine    suitability    for    assign- 
ment to  activities  or  undertakings  related  to  the 

4  national   security   of  the   United  States   or  to  law 

5  enforcement  or  to  activities  or  undertakings  of  any 
nature  outside  the  United  States; 

"  (C)  the  race,  religion,  or  national  origin  of  an 
employee  or  applicant  when  that  matter  is  in  issue 
in  an  allegation  or  complaint  of  discrimination;  or 
"  (D)  the  race,  religion,  or  national  origin  of  an 
employee  or  applicant  when  (i)  that  matter  is  di- 
rectly related  to  or  an  integral  part  of  scientific  re- 
search or  program  evaluation,  (ii)  appropriate  safe- 
14  guards  have  been  instituted  to  preserve   both   tbe 

voluntary  participation   and   the   anonymity   of  the 
employee  or  applicant,  and    (iii)    the  inquiry  has 
17  been  approved  by  the  Civil  Service  Commission. 

This  paragraph  does  not  prohibit  an  inquiry  made  to 
satisfy  the  requirements  of  law  providing  preference  for 
Indians  in  connection  witb  functions  or  services  affect- 

21  ing  Indians ; 

22  "(2)    coerce,   require,    or  request,    or   attempt  to 
coerce,  require,  or  request,  an  employee  of  an  Executive 

24  agency  to  attend  or  participate  in  a  formal  or  informal 

25  meeting,  assemblage,   or  other  group  activity  held  to 
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1  present,  advocate,  develop,  explain,  or  otherwise  cover 

2  in  any  way,  by  lecture,  discussion,  discourse,  instruction, 

3  visual  presentation,  or  otherwise,  any  matter  or  subject 

4  other  than — 

;">  "(A)     the    performance    of   official    duties    to 

6  which  that  employee  is  or  may  be  assigned  in  the— . 

7  Executive  agency;  or 

8  "(B)   the  development  of  skills,  knowledge,  or 

9  abilities   that   qualify  him  for  the   performance   of 
1()  those  official  duties; 

"(3)  coerce,  require,  or  request,  or  attempt  to 
coerce,  require,  or  request,  an  employee  of  an  Executive 
agency  to — 

14  "  (A)   participate  in  any  way  in  an  activity  or 

15  undertaking  unless  it  is  related  to  the  performance 

16  of  official  duties  to  which,  the  employee  is  or  may 

17  be  assigned  in  the  Executive  agency  or  related  to 

18  the  development  of  skills,  knowledge,   or  abilities 

19  that  qualify  him  for  the  performance  of  those  official 

20  duties;  or 

21  "  (B)  make  any  report  concerning  any  activity 

22  or  undertaking  of  the  employee  not  involving  his    ^ 
~:>>  official  duties,  except — 

-*  "  (i)    when  there  is  reason  to  believe  that 

-  '  the  activity  or  undertaking  conflicts  with,   or 
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1  adversely  affects  the  performance  of,  his  official 

2  duties;   or 

3  "('')   ;1S  authorized  to  the  contrary  under 

4  paragraph   ((>)   of  this  subsection. 

5  This  paragraph  decs  not  prohibit  the  use  of  appropriate 

6  publicity  to  inform  employees  of  requests  for  assistance 

7  from  public  service  programs  or  organizations; 

8  "(4)    require  or  request,  or  attempt  to  require  or 

9  request,  an  employee  of  an  Executive  agency  or  an  ap- 

10  plicant  for  employment  in  an  Executive  agency  to  submit 

11  to  an  interrogation  or  examination  or  to  take  a  polygraph 

12  or  psychological  test  designed  to  elicit  from  the  employee 

13  or  applicant  information  concerning  his  personal  relation- 

14  ship  with  any  individual  related  to  him  by  blood  or  mar- 

15  riage,  his  religious  beliefs  or  practices,  or  his  attitude  or 
1G  conduct  with  respect  to  sexual  matters.  This  paragraph 

17  does  not  prohibit — 

18  "(A)    a  physician  from  eliciting  this  informa- 

19  fion  or  authorizing  these  tests  in  the  diagnosis  or 

20  treatment  of  an  employee  or  applicant  in  individual 

21  cases  and  not  pursuant  to  general  practice  or  rcgu- 

22  lation  governing  the  examination  of  employees  or 
2:5  applicants,  when  the  physician  considers  the  infor- 
24  mation    necessary    to    enable    him    to     determine 
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whether  or  not  the  employee  or  applicant  is  sufi'er- 

3  ing  from  mental  illness; 

3  "(B)   an  official  of  an  Executive  agency  from 

4  advising   an   employee    or   applicant    of   a   specific 

5  charge  of  sexual  misconduct  made  against  the  em- 
^  ployee  or  applicant  and  giving  him  a  full  opp<&%. 
i                   tunity  to  refute  the  charge;  or 

"(C)  an  official  of  an  Executive  agency  from 
eliciting,  from  an  employee  or  applicant,  in  individ- 
ual cases  and  not  pursuant  to  general  practice  or 
regulation,  information  concerning  the  personal  re- 
lationship of  the  employee  or  applicant  with  any 
individual  related  to  him  by  blood  or  marriage,  when 

**  that  official  considers  the  information  necessary  in 

-^  the  interest  of  national  security; 

"(5)    coerce   or  require,   or  attempt   to   coerce   or 


9 
10 
11 
12 
13 


16 


'  require,  an  employee  of  an  Executive  agency  to  in 


18 
19 
20 
21 
22 
23 
24 
25 


his  earnings  in  bonds  or  other  obligations  or  securities 
issued  by  the  United  States  or  by  an  Executive  agency. 
or  to  make  donations  to  any  institution  or  cause  of  any 
kind.  This  paragraph  does  not  prohibit  an  official  of  an 
Executive  agency  from  ('ailing  meetings  and  taking  any 
action  appropriate  to  inform  an  employee  of  the  op- 
portunity— 

"(A)    voluntarily    to    invest    his    earnings    in 
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1  bonds  or  other  obligations  or  securities  issued  by 

(he  United  States  or  by  an  Executive  agency;  or 
,3  "(K)    voluntarily    to    make    donations    to    any 

4  institution  or  cause; 

5  "(6)    require  or  request,  or  attempt  to  require  or 

6  request,  an  employee  of  an  Executive  agency    (other 

7  than  a  Presidential  appointee)  to  disclose  his  property  or 

8  the  property  of  any  member  of  his  family  or  household. 

9  This  paragraph  does  not  prohibit — 

10  "(A)    the  Department  of  the  Treasury  or  any 

H  other  Executive  agency  from  requiring  an  employee 

to  make  such  reports  as  may  be  necessary  or  appro- 

13  priate  for  the  determination  of  his  liability  for  taxes, 

14  tariffs,  customs  duties,  or  similar  obligations  to  the 

15  United  States;  or 

16  "(B)   an  official  of  an  Executive  agency  from 

17  requiring  an  employee  who  participates  (other  than 

18  in  a  clerical  capacity)  in  any  determination  with  re- 
19- ~_  spect  to — 

20  "(i)   a  Government  contract  or  grant; 

"(ii)    the  regulation  of  non-Federal  enter- 

22  prise : 

23  "  (iii)  the  tax  or  other  liability  of  any  per- 

24  son  to  the  United  States;  or 


10 


683 


S 
I  "(iy)   a  claim  that  requires  expenditure  of 

-  money  of  the  United  States; 

3  from  disclosing  specific  items   of  the  property   of 

1  that  employee,  or  specific  items  of  the  property  of 

•">  any   member   of  his   family    or  household,    which 

G  may  tend  to  indicate  a  conflict  of  interest  withj;e- 

7  spect  to  tiie  performance  of  any  of  the  official  duties 

8  to  which  the  employee  is  or  may  be  assigned. 

9  As  used  in  this  paragraph,   'property'   includes  items 
of  property,  income,  and  other  assets,  and  the  source 

11  thereof,  liabilities,  and  personal  and  domestic  expendi- 

1  2  tures ; 

13  "(7)    prohibit  or  restrict,  or  attempt  to  prohibit 

14  or  restrict,  the  exercise  by  an  employee  of  an  Executive 

15  agency  of  the  right  of  reasonable  communication  with 

16  any  official  of  his  agency;  or 

1^  "  (8)  remove,  suspend  or  furlough  from  duty  with- 

18  out  pay,  demote,  reduce  in  rank,  seniority,  status,  pay, 

19  or  performance  or  efficiency  rating,  deny  promotion  to, 

20  relocate,  reassign,  discipline,  or  discriminate  in  regard 

21  to  any  employment  right,  entitlement,  or  benefit  or  any 

22  term  or  condition  of  employment  of,  an  employee  of  an 

23  Executive  agency,  or  threaten  to  commit  any  of  those 

24  acts,  by  reason  of — 

2:1  "(A)    the  refusal   or  failure  of  the  employee 
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1  to  submit  to  or  comply  with  any  requirement,  re- 

quest, or  action  prohibited  by  this  subsection;  or 
"(H)    tlie  exercise   by  the   employee   of  any 

4  right,    entitlement,    benefit,    or    other    protection 

granted  or  secured  by  this  section  and  section  7175 
6  of  this  title. 

?  "  (1))   The  provisions  of  subsection    (a)  of  this  section  do 

8     not   apply  to — 

*'  ( 1 )    the  Central  Intelligence  Agency; 
10  "(2)   the  National  Security  Agency; 

**  "(3)   the  Federal  Bureau  of  Investigation;  or 

"(4)    any  other  Executive  agency,  or  part  thereof, 
"  as  the  President,   in  the  interest   of  national  security, 

-^  may  recommend  to  the  Congress. 

lo    The  exemption  recommended  by  the  President  and  trans- 
it    mitted  to  the  Congress  under  paragraph    (4)    of  this  sub- 
1'     section  shall  become  effective  at  the  end  of  the  first  period 
18    of  30  calendar  days  of  continuous  session  of  the  Congress 
■■*       after  the  date  on  which  the  recommendation  is  transmitted 
20     unless,  between  the  date  of  transmittal  and  the  end  of  the 
30-day  period,  either  the  committee  of  the  House  of  Reprc- 
sentatives  or  the  committee  of  the  Senale  to  which  the  recom- 

9*^ 

mendation  has  been  referred  adopts  a  resolution  which  specifi- 
cally disapproves  the  exemption  so  recommended  and  trans- 


685 


10 

1  milted.  The  continuity  of  a  session  is  broken  only  by  an  ad- 

2  journment   of  the  Congress  sine  die.   The  days  on  which 

3  either  House  is  not  in  session  because  of  an  adjournment  of 

4  more  than  3  days  to  a  day  certain  are  excluded  in  the  compu- 

5  tation  of  the  30-day  period. 

6  "(c)  (1)   An  employee  of,  or  an  applicant  for  employ- 

7  ment  in,  an  Executive  agency  who  claims  to  be  aggrieved  by 

8  a  violation  or  threatened  violation  of  subsection   (a)   of  this 

9  section  is  entitled  to  file  a  grievance  with  the  agency  con- 

10  cerncd  not  later  than  15  days  after  the  date  of  the  violation 

11  or  threatened  violation. 

12  «(2)    If— 

13  "  (A)   the  decision  on  the  grievance  by  the  Execu- 

14  tive  agency  is  adverse  to  the  employee  or  applicant;  or 

15  "  (B)    after  60  days  from  the  date  the  grievance  is 

16  filed  the  Executive  agency  has  not  issued  a  decision  on 

17  the  grievance; 

18  the  employee  or  applicant  is  entitled  to  file  a  complaint  with 

19  the  Board  on  Employee  Bights  not  later  than  15  days  after 

20  the  adverse  decision  or  the  expiration  of  the  60-day  period, 

21  as  the  case  may  be. 

22  «§  7174.  Board  on  Employee  Rights 

23  "  (a)    There  is  hereby  established  a  Board  on  Employee 

24  Bights  composed  of  three  members  appointed  by  the  Presi- 

25  dent,  by  and  with  the  advice  and  consent  of  the  Senate,  one 
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1  of  whom  shall  bo  a  representative  of  a  labor  organization, 

2  or  association  of  supervisor-,   representing  employees.  Not 

3  more  than  two  members  of  the  Board  may  be  adherents  of  the 

4  same  political  party  and  none  of  the  members  of  the  Board 

5  may  hold  another  office  or  position  in  the  Government  of  the 

6  United  States.  The  President  shall  from  time  to  time  desig- 
?  note  one  of  the  members  as  chairman. 

8  "(b)    The  term  of  oflice  of  each  member  of  the  Board 

9  is  6  years.  A  member  appointed  to  fill  a  vacancy  occurring 
10  before  the  end  of  the  term  of  office  of  his  predecessor  serves 
H  for  the  remainder  of  that  term.  When  the  term  of  office  of  a 
1-  member  ends,  he  may  continue  to  serve  until  his  successor 

13  is  appointed  and  has  qualified.  The  President  may  remove 

14  a  member  only  for  inefficiency,  neglect  of  duty,  or  mai- 
ls feasance  in  office. 

16  "(c)    Two  members  of  the  Board  constitute  a  quorum 

17  for  the  transaction  of  business. 

18  "  (c|)    The  Board  may  appoint  and  fix  the  pay  of  such 

19  officers,  attorneys,  and  employees,  and  make  such  expendi- 

20  hires,  as  may  be  necessary  to  carry  out  its  functions. 

21  "(e)    The  Board  shall  prescribe  rules  and  regulations 

22  necessary  and  proper  to  carry  out  its  functions  under  this 
2^  subchapter.  To  the  extent  consistent  with  efficient  and  cco- 
~*  nominal  administration  and  the  attainment  and  achievement 
"°  of  justice  in  the  consideration  and  disposition  of  matters  be- 
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1  fore  the  Board,  the  rules  and  regulations  shall  provide  for  the 

2  use  of  depositions  of  witnesses.  The  rules  and  regulations 

3  shall  also  prescrihe  the  maximum  attorney's  remuneration 

4  which  may  he  awarded  under  section  7176(c)    of  this  title 

5  for  services  performed  in  connection  with  any  matter  before 

6  the  Board,  or  the  court,  or  both,  under  this  subchapter.  The 

7  Board  may  require,  by  subpena  or  otherwise,  the  attendance 

8  and   testimony   of  witnesses,    and   the   production   of   such 

9  books,    records,    correspondence,    memoranda,    papers,    and 
10  documents,  as  it  considers  necessary. 

H  "  (f )  ( 1 )  The  Board  shall  receive  and  investigate  written 

12  complaints,  filed  under  section  7173  (c)    of  this  title,  from 

13  or  on  behalf  of  an  employee  or  applicant  claiming  to  be 

14  aggrieved  by  a  violation  or  threatened  violation  of  section 

15  7173(a)    of  this  title.  On  receipt  of  such  a  complaint,  the 

16  Board  forthwith  shall  transmit  a  copy  thereof  to  the  head 

17  of  the  Executive  agency  concerned. 

18  "(2)    If  the  Board  determines,  within   10  days  after 

19  its  receipt  of  the  complaint,  that  the  facts  alleged  in  the 

20  complaint  do  not  constitute  a  violation  or  threatened  viola- 

21  tion  of  section  7173(a)    of  this  title  with  respect  to  the 

22  employee  or  applicant,  it  may  dismiss  the  complaint  without 

23  a  hearing.  If  the  Board  dismisses  the  complaint,  it  shall 

24  notify  all  interested  parties  of  the  dismissal. 
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1  "  (3)  If  the  Board  does  not  dismiss  the  complaint  with- 

2  in  10  (lavs  after  its  receipt  thereof,  it  shall — 

3  "(A)    conduct  a  hearing  on  the  complaint  within 

4  30  days  after  its  receipt  of  the  complaint;  and 

«r>  "  (B)   furnish  notice  of  the  time,  place,  and  nature 

6  of  the  lica ring  thereon  to  all  interested  parties. 

7  Tf  a  hearing  on  the  complaint  is  to  he  conducted — 

"  (i)    the  Executive  agency  concerned  shall  file  an 

9  answer  to  the  complaint  and  participate  as  a  party  in 

10  the  hearing;  and 

11  "0>)    any  official  of  that  agency,  who  is  alleged, 

12  in  the  complaint  or  during  the  course  of  the  hearing, 

13  to    have    committed   a   violation    or    threatened    viola- 

14  tion  of  section  7173(a)   of  this  title,  is  entitled,  in  his 
13  individual  capacity,  to  file  an  answer  to  the  allegation 

16  and  participate  as  a  party  in  the  hearing. 

17  "  (4)   The  Board  shall  render  its  final  decision  with  re- 

18  spect  to  any  complaint  within  30  days  after  the  conclusion 

19  of  its  hearing  thereon. 

20  "  (g)   With  the  written  consent  of  the  employee  or  ap- 

21  plicant  concerned,  filed  with  the  Board,  an  officer  or  repre- 

22  sontative  of  not  more  than  one  lahor  organization,  or  asso- 

23  ciatiou  of  supervisors,  representing  employees  shall  he  given 
--1  an  opportunity  to  participate  in  each  hearing  conducted  un- 
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1     dor  (his  section,  through  submission  of  written  data,  views,  or 
-    arguments,  and,  in  the  discretion  of  the  Board,  with  oppor- 
3    tunity  tor  oral  presentation. 

•I  "  (li)  Insofar  as  consistent  with  the  purposes  of  this  sec- 

5     tion,  the  provisions  of  subchapter  II  of  chapter  5  of  this 
°"     title   apply    to    the   rulemaking,    hearing,    and   adjudication"  ■ 

7  functions  of  the  Board  under  this  section. 

8  "  (i)  If,  after  hearing,  the  Board  determines  that  a  vio- 

9  lation  of  section  7173  (a)   of  this  title  has  not  occurred  or  is 
1^    not  threatened,  the  Board  shall  state  its  determination  and 

11  notify  all  interested  parties  of  the  determination.  Each  such 

12  determination,   including  a  dismissal  by  the   Board  of  the 

13  complaint  without  a  hearing,  constitutes  a  final  decision  of 
1-1     the  Board  for  purposes  of  judicial  review. 

15  "  (j)    If.  after  hearing,  the  Board  determines  that  a  vio- 

1b"     lation  of  section  7173(a)    of  this  title  has  been  committed 

17  or  threatened  by  an  oflieial  of  an  Executive  agency  not  sul>- 

18  ject  to  chapter  47  of  title  10,  the  Board— 

19  "  (1)  shall  immediately  issue  and  cause  to  be  served 
on  the  official  an  order  requiring'  him  to  cease  and  desist 
from  the  unlawful  act  or  practice  which  constitutes  a 
violation;  \ 

"(2)  shall  immediately  endeavor  to  eliminate  any 
such  unlawful  act  or  practice  by  informal  methods  of 
conference,  conciliation,  and  persuasion;  and 


20 
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1  "(:>))    may,   without    regard  to  chapter  7.~>  of  this 

2  title— 

^  :>»  "(A)  (i)    in   the  ease   of  the   first  offense   by 

4  such    ;ni    official,    other   fclmii   any   ollieial   appointed 

5  by  flic   I  'resident,  by  and  with  the  advice  and  con- 
°'  sent  of  the  Senate,  issue  an  official  reprimand  against 

7  the  ollieial  or  order  the  suspension  without  pay  of 

8  the  ollieial  from  the  position  or  office  held  by  him 

9  for  a  period  of  not  to  exceed  If)  days;  and 

10  "  (ii)    in  the  case  of  a  second  or  subsequent 

H  offense  by  such  official,  order  the  suspension  with- 

12  out  pay  of  the  official  from  the  position  or  office 

18  held  by  him  for  a  period  of  not  less  than   15  nor 

14  more  than  (>0  days  or,  when  the  Board  considers 

15  such  second  or  subsequent  offense  to  be  sufficiently 

16  serious  to  warrant  such  action,  order  the  removal 

17  of  the  official  from  the  position  or  office;  and 

18  "(R)    in  the  case  of  any  offense  by  such  an 
•'19*—  official   appointed   by   the   President,   by   and   with 

20  the  advice  and  consent  of  the  Senate,  transmit  a 

21  report  concerning  the  violation  to  the  President  and 

22  the  Congress. 

23  A  reprimand  or  order  under  subparagraph    (3)  (A)    of  this 

24  subsection  shall  not  become  effective  until  the  expiration  of 

25  the  period  within  which  the  official  aggrieved  by  the  repri- 
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1  maud  or  order  may  file  a  petition  for  review  or  complaint 

-  for  trial  de  novo  or,  if  sueh  a  petition  or  complaint  is  filed, 

3  until  the  court  makes  a  final  disposition  of  the  case. 

4  "(k)    If,   after  hearing,   the   Board   determines   that   a 

5  violation  of  section  7173  (a)    of  this  title   has  been   com- 

6  mittcd  or  threatened  by  an  official  of  an  Executive  ageney-. 

7  subject  to  chapter  47  of  title   10,  the  Board  shall— 

8  "(1)    submit  a  report  thereon  to  the  Secretary  of 

9  the  military  department  concerned; 

10  "(2)    endeavor  to  eliminate  any  unlawful   act   or 

H  practice  which  constitutes  sueh  a  violation  by  informal 

12  methods  of  conference,  conciliation,  and  persuasion;  and 

13  "  (3)   refer  its  determination  and  the  record  in  the 

14  case  to  the  Secretary  concerned,  as  defined  in  section- 

15  101  of  title  10,  who  shall  take  immediate  steps  to  dis- 

16  pose  of  the  matter  under  chapter  47  of  title  10. 

1?  However,  the  immediate  steps  referred  to  in  paragraph   (3) 

18  of  this  subsection  shall  not  be  taken  by  the  Secretary  con- 

19  cerned  until  the  expiration  of  the  period  within  which  the 

20  official  aggrieved  by  the  reference  to  the  Secretary  by  the 

21  Board  under  that  paragraph  may  file  a  petition  for  review  or 

22  complaint  for  trial  dc  novo  or,  if  such  a  petition  or  complaint    i 
-3  is  filed,  until  the  court  makes  a  final  disposition  of  the  case. 
~4  "(1)  (1)   The  Hoard  shall  submit,  not  later  than  March 
25  31  of  each  year,  to  the  President  for  transmittal  to  the  Con- 
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1  gress  a  report  on  its  activities  under  this  subchapter  during 

2  the  immediately  preceding  calendar  year,  including — 

3  "(A)   the  types  and  kinds  of  complaints  filed  with 

4  the  Board; 

5  "  (B)  ihe  determinations,  orders,  and  actions  of  the 
Board  with  respect  to  those  complaints; 

7  "(C)    the   name  of  each   official   of  an   Executive 
agency  with  respect  to  whom  any  action  was  taken  or 

9  penalty  imposed  under  subsection   (j)   of  this  section; 

1°  "  (D)   the  nature  of  that  action  or  penalty;  and 

H  "(E)    such  other  matters  as  the  Board  considers 

12  relevant  and  appropriate  to  provide  full  and  complete 

13  information  with  respect  to  the  operation  and  administra- 

14  tion  of  this  subchapter. 

15  "(2)    The  Secretary  of  each  military  department  shall 

16  submit,  not  later  than  March  31  of  each  year,  to  the  Presi- 

17  dent  for  transmittal  to  the  Congress,  a  report  on  his  activities 

18  under   this    subchapter   during    the   immediately   preceding 
*19  calendar  year,  including — 

20  "(A)   the  disposition,  under  chapter  47  of  title  10, 

21  of  matters  referred  to  the  Secretary  under  paragraph 

22  (3)  of  subsection  (k)  of  this  section; 

23  "(B)    the  name  of  each   official   of  an   Executive 

24  agency  with  respect  to  whom  any  action  was  taken  or 

25  penalty  imposed  under  such  chapter; 
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1  "(C)    the  nature  of  that  action  or  penalty;  and 

2  "  (1))    such   other   matters   as   the   Secretary    con- 

3  siders  relevant  and  appropriate  to  provide  full  and  coin- 

4  plete   information   with   respect   to   his   activities  under 

5  tli is  subchapter. 

6  "§7175.  Judicial  review  —„ 

7  "(a)    An  employee,  or  applicant  for  employment,  ag- 

8  grieved  by  a  final  determination  or  order  of  the  Board  on 

9  Employee  Eights  may  iile,  within  30  days  after  the  date 

10  of  that  determination  or  order,  in  the  district  court  of  the 

11  United  States  for  the  judicial  district   in  which  the  alleged 

12  violation  or  threatened  violation  of  section  7173  (a)    of  this 

13  ritle  occurred  or  in  which  his  official  duty  station  was  located 

14  at  the  time  of  the  alleged  violation  or  threatened  violation—* 

15  "  (1)   a  petition  for  a  review  of  the  determination  or 

16  order;  or 

17  "(2)   a  complaint  for  a  trial  de  novo  on  the  viola- 

18  tion  or  threatened  violation  of  section  7173(a)    of  this 

19  title,  which  was  the  subject  of  the  determination  or  order 

20  of  the  Board. 

21  The  petition  or  complaint  shall  name  as  defendant  both  the 

22  Executive  agency  concerned  and  the  Board  on  Employee 

23  Bights.    An    official,    or   former   official,    of    an    Executive 

24  agency — 

25  "  (A)    with  respect  to  whom,  in  connection  with  the 

63-619   O  -  76  -  45 
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1  petition  for  review,  there  is  involved  an  alleged  violar 

2  tion  or  threatened  violation  by  biio  of  section  7173(a) 

3  oi  this  title; 

4  "(B)   with  respect  to  whom  the  complaint  for  a 

5  trial  de  novo,  or  the  trial  pursuant  to  the  complaint,  in- 

6  volves  an  alleged  violation  or  threatened  violation  by 

7  him  of  section  717)]  (a)  of  this  title;  or 

8  "(C)   aggrieved  by  a  final  determination  or  order 
of  the  Board,  or  part  or  application  thereof,  in  connec- 

M  tion  with  such  alleged  violation  or  threatened  violation; 

11  is  entitled,  in  his  individual  capacity,  to  file  an  answer  with 

12  respect  to  such  violation  or  threatened  violation  and  partici- 

13  pate  as  a  party  in  the  proceedings. 

1-i  "(b)    If,  after  the  expiration  of  30  days  after  the  date 

15  of  a  final  determination  or  order  of  the  Board,  a  petition  or 

16  complaint  with  respect  to  such  determination  or  order  has 

17  not  been  filed  under  subsection  (a)  of  this  section,  an  official 
IS  or  former  official  of  an  Executive  agency  aggrieved  by  that 

19  determination  or  order,  or  part  or  application  thereof,  may 

20  file,   within   30   days  after  the   expiration   of  such   30-day 

21  period,  in  the  district  court  of  the  United  States  for  the  judi- 

22  cial  district  in  which  the  alleged  violation  or  threatened  vio- 
2^  lation  of  section  7173(a)  of  this  title  occurred  or  in  which 
2^  his  official  duty  station  was  located  at  the  time  of  the  alleged 
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1  violation  or  threatened   violation,   a   petition  for  review   of 

2  the  determination  or  order,  or  part  or  application  thereof. 

3  "(c)    A   petition  for  review  or  complaint  for  trial  de 

4  novo  filed  under  subsection   (a)   or   (b)   of  this  section  shall 

5  name  as  defendant  both  the  Executive  agency  concerned  and 
"  the  Board,  and  a  copy  thereof  shall  be  served  on  the  Execu-. 
^  tive  agency  concerned  and  the  Board. 

"(d)    When  a  copy  of  a  petition  for  review  is  served  on 

9  the  Board,  a  certified  copy  of  the  record  on  which  the  final 

*®  determination  or  order  of  the  Board  is  based  shall  be  filed 

■"  with  the  court.  On  filing  of  a  petition  with  the  court,  and 

12  in  its   consideration   of   the  petition,    the   court   shall   have 

-^  jurisdiction  to — 

14  "(1)     iSSU(}    such   restraining    order,    interlocutory 

15  injunction,  permanent  injunction,  or  mandatory  injunc- 
^  tion,  as  may  be  necessary  and  appropriate  with  respect 
!7  to  any  determination  or  order,  or  part  or  application 

18  thereof,  made  by  the  Board  which  is  under  review; 

19  "(2)  affirm,  modify,  or  set  aside  any  such  deter- 
^0  mination  or  order,  or  part  or  application  thereof; 

21  "(3)  require  the  Board  to  make  any  determination 

--  or  order  which  it  is  authorized  to  make  under  scctiqn 
7174  (j)   of  this  title,  but  which  it  has  failed  or  refused 

^  to  make;  and 

"  (4)  remand  the  matter  to  the  Board  for  appropri- 


696 

21 

1  ate  action  by   the   Board  and   the    Executive   agency 

2  concerned  in  accordance  with  the  decision  of  the  court. 

3  The  reviewing  court  shall  set  aside  any  finding,  conclusion, 

4  determination,  or  order  of  the  Board  as  to  which  a  corn- 
')  plaint  is  made  that  is  unsupported  by  substantia]  evidence 
ti  on  the  record  considered  as  a  whole. 

7  "  (c)    On  the  filing  of  a  complaint  for  a  trial  dc  novo, 

8  the  court  shall  have  jurisdiction  to — 

9  "(1)    fry  ail(l  determine-  the  action,  irrespective  of 

10  the  existence  or  amount  of  pecuniary  injury  done  or 

11  threatened;  and 

12  "(2)    issue  such  restraining  order,  interlocutory  in- 

13  junction,  permanent  injunction,  or  mandatory  injunction, 

14  or  enter  such  other  judgment  or  decree,  as  may  be  neces- 

15  sary  or  appropriate  to  prevent  the  threatened  violation 

16  or  to  afford  the  plaintiff  and  others  similarly  situated 

17  complete  relief  against  the  consequences  of  any  violation. 

18  The  court  shall  decide  all  questions  of  law  in  any  action 

19  under  this  subsection.  'The  court,  upon  application  by  either 

20  party,  shall  order  a  trial  by  jury  of  the  issues  in  any  action 

21  under  this  subsection. 

22  "  (f)  With  the  written  consent,  filed  with  the  court,  of 
^3  an  employee,  applicant  for  employment,  official  of  an  Exccu- 
2"!  tive  affenev,  or  former  official  of  an  Executive  njrenev  ajr- 
25  grieved  by  a  final  determination  or  order  of  the  Board,  who 
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1  is  entitled  to  file  a  petition  for  review,  n   complaint  for  a 

2  trial  de  novo,  or  answer,  or  to  participate  as  a  party  in  any 

3  proceeding,   under   this   section,   not   more   than   one   labor 

4  organization,  or  association  of  supervisors,  representing  em- 

5  ployees  may  intervene  in  connection  with  the  review  or  the 

6  trial  de  novo.  ...)v„ 

7  "§  7176.  General  provisions 

S  "  (a)  An  individual  called  on  to  participate  in  any  phase 

CJ  of  an  administrative  or  judicial  proceeding  under  this  sub- 

10  chapter  shall  be  free  from  restraint,  coercion,  interference, 

H  intimidation,  or  reprisal  in  the  course  of,  or  because  of,  his 

1  2  participation. 

13  "  (b)  An  employee  or  an  official  of  an  Executive  agency 

34  who  is  a  party  to  the  action,  summoned,   or  assigned  by 

15  his  agency  to  appear,  including  an  appearance  to  give  his 

16"  deposition,  before  the  Board  on  Employee  Rights,  or  before 

17  the  appropriate  court,  in  connection  with  any  matter  before 

18  the  Board  or  the  court  under  this  subchapter,  shall  not  incur 
1(^  a  loss  of  or  reduction  in  any  right,  entitlement,  or  benefit  as 
-0  an  employee  or  official  of  that  agency.  A  period  of  such 
21  absence  within  his  regularly  scheduled  tour  of  duty  is  service 
**  performed  by  the  employee  or  official  while  on  official  busi- 
-•>  ness.  Travel  by  the  employee  or  official  during  a  period  of 
**  such  absence,  whether  or  not  performed  within  his  regularly 
25  scheduled  tour  of  duty,  is  travel  on  official  business. 
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1  M(c)  On  written  application  certifying  his  expenses  and 

2  charges  filed  with  the  Board  on  Employee   Rights  by  an 

3  attorney  representing  a  party  to  the  action  who  has  appeared 

4  before  Hie  Board,  or  the  appropriate  court,  in  connection 

5  with  any  matter  before  the  Board,  or  the  court,  or  both,  un- 

6  dor  this  subchapter,  which  has  been  determined  by  the  Board 

7  or  the  court,  in  favor  of  the  party  represented  by  the  at- 

8  tonicy,  the  Board  may  allow,  at  the  conclusion  of  the  rep- 

9  rcsciitfttion  and  in  accordance  with  the  regulations  prescribed 

10  under  section  7174  (c)   of  this  title,  such  remuneration  to  the 

11  attorney  as  it  considers  reasonable  and  proper  and  shall  cer- 

12  Lify  to  the  Executive  agency  concerned  the  amount  of  the 

13  attorney's  remuneration  granted  by  it.  The  agency  shall  pay 

14  the   certified   amount   of  such   remuneration,   in  accordance 

15  with  the  following  provisions: 

16  "(1)    the  agency  shall  charge  against   such   certi- 

17  Tied  amount  of  remuneration  all   sums  previously  paid 

18  to  the  attorney  by  the  party  represented ; 

19  "(2)    if  the  sums  previously  paid  to  the  attorney 

20  by  that   party  for  such  representation   equal  or  exceed 

21  the  certified  amount  of  the  attorney's  remuneration,  the 

22  agency    shall    reimburse    that    party    in    that    certified 

23  amount :  and 

2-4  "(3)    if  the  sums  previously  paid  to  the  attorney 

25  by  that  party  for  such  representation  are  less  than  that 


699 


24 

1  certified  amount,  the  agency  shall  reimburse  that  party 

2  in  the  amount  paid  by  that  party  and  shall  pay  to  the 

3  attorney  an  amount  equal  to  the  difference  between  the 

4  certified  amount  of  the  attorney's  remuneration  and  the 

5  aggregate  of  the  sums  previously  paid  by  that  party  to 

6  the  attorney.".  --.., 

7  (b)   The  analysis  of  chapter  71  of  title  5,  United  States 

8  Code,  is  amended  by  adding  the  following  at  the  end  thereof: 

"SUBCHAPTER  III— EMPLOYEE  RIGHTS 

"Sec. 

"7171.  Policy. 

"7172.  Definition. 

"7173.  Employee  rights. 

"7174.  Board  on  Employee  Rights. 

"7175.  Judicial  review. 

"7176.  General  provisions/'. 

9  (c)   Section  5310   of  title   5,   United   States   Code,   is 

10  amended  by  adding  at  the  end  thereof: 

11  "(131)     Members    of    the    Board    on    Employee 

12  Eights   (3).". 

13  Sec.  2.  Subchapter  III  of  chapter  71  of  title  5,  United 

14  States  Code,  as  added  by  this  Act,  shall  apply  only  with  re- 

15  spect  to  acts,  violations,  threatened  violations,   grievances, 

16  and  other  similar  matters  covered  by  such  subchapter  which 

17  arise  or  occur  on  or  after  such  date  following  the  date  of 

18  enactment  of  this  Act  as  the  Board  on  Employee  Bights, 

19  established  by  (lie  amendments  made  by  the  first  section 

20  of  this  Act,  shall  prescribe  but  in  no  event  later  than  the 


700 


25 

1  one  hundred  and  eightieth  day  following  such  date  of  enact- 

2  ment. 

I      3  BBC.  3.  Notwithstanding  section  7174  of  title  5,  United 

4  States  Code,  as  added  by  the  first  section  of  this  Act,  the 

5  terms  of  office  of  the  three  members  first  appointed  to  the 

6  Board  on  Employee  Eights  shall  end,  as  designated  by  the 

7  President,  one  at  the  end  of  2  years,  one  at  the  end  of  4 

8  years,  and  one  at  the  end  of  6  years. 
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93d  CONGRESS 

1st  Session- 


H.  R.  7677 


Itf  THE  HOUSE  OF  REPRESENTATIVES 

May  9, 1973 

Mr.  Frenzel  introduced  the  following  bill ;  which  was  referred  to  the  Com- 
mittee on  Post  Office  and  Civil  Service 


A  BILL 

To  protect  the  civilian  employees  of  the  executive  branch  of  the 
United  States  Government  in  the  enjoyment  of  their  con- 
stitutional rights  and  to  prevent  unwarranted  governmental 
invasions  of  their  privacy. 

1  Be  it  enacted  by  the  Senate  and  House  of  Bepresenta- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  Section  1.  It  shall  be  unlawful  for  any  officer  of  any 

4  executive  department  or  any  executive  agency  of  the  United 

5  States  Government,  or  for  any  person  acting  or  purporting 

6  to  act  under  his  authority,  to  do  any  of  the  following  things : 
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1  (a)    To  require  or  request,  or  to  attempt  to  require  or 

2  request,  any  civiliau  employee  of  the  United  States  serving 

3  in  the  department  or  agency,  or  any  person  seeking  employ- 

4  merit  in  the  executive  branch  of  the  United  States  Govern- 

5  ment,  to  disclose  his  race,  religion,  or  national  origin,  or 

6  the  race,  religion,   or  national  origin  of  any  of  his  fore- 
■     bears:  Provided,  however,  That  nothing  contained  in  this 

8  subsection  shall  be  construed  to  prohibit  inquiry  concerning 

9  the  citizenship  of  any  such  employee  or  person  if  his  citizen- 
10  ship  is  a  statutory  condition  of  his  obtaining  or  retaining  his 
H  employment:  Provided  further,  That  nothing  contained  in 
12  this  subsection  shall  be  construed  to  prohibit  inquiry  concern- 
1^    ing  the  national  origin  or  citizenship  of  any  such  employee  or 

person  or  of  his  forebears,  when  such  inquiry  is  deemed 
necessary  or  advisable  to  determine  suitability  for  assignment 
to  activities  or  undertakings  related  to  the  national  security 
within  the  United  States  or  to  activities  or  undertakings  of 
any  nature  outside  the  United  States. 

(b)   To  state  or  intimate,  or  to  attempt  to  state  or  inti- 

on 

mate,  to  any  civilian  employee  of  the  United  States  serving 

in  the  department  or  agency  that  any  notice  will  be  taken  of 

22 

his  attendance  or  lack  of  attendance  at  any  assemblage,  dis- 

23 

cussion,  or  lecture  held  or  called  by  any  officer  of  the  execu- 

24 

tive  branch  of  the  United  States  Government,  or  by  any  per- 

25 

son  acting  or  purporting  to  act  under  his  authority,  or  by  any 
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1  outside  parties  or  organizations  to  advise,  instruct,  or  in- 

2  doctrinate  any  civilian  employee  of  the  United  States  serving 

3  in  the  department  or  agency  in  respect  to  any  matter  or 

4  subject  other  than  the  performance  of  official  duties  to  which 

5  he  is  or  may  be  assigned  in  the  department  or  agency,  or 

6  the   development   of   skills,   knowledge,   or  abilities   which 

7  qualify  him  for  the  performance  of  such  duties:  Provided, 

8  however,  That  nothing  contained  in  this  subsection  shall  be 
9.  construed  to  prohibit  taking  notice  of  the  participation  of  a 

10    civilian  employee  in  the  activities  of  any  professional  group 
H    or  association. 

12  (c)   To  require  or  request,  or  to  attempt  to  require  or 

13  request,  any  civilian  employee  of  the  United  States  serving 
i4    in  the  department  or  agency  to  participate  in  any  way  in 

any  activities  or  undertakings  unless  such  activities  or  under- 
takings  are  related  to  the  performance  of  official  duties  to 
which  he  is  or  may  be  assigned  in  the  department  or  agency, 
or  to  the  development  of  skills,  knowledge,  or  abilities  which 

qualify  him  for  the  performance  of  such  duties. 

20 

(d)    To  require  or  request,  or  to  attempt  to  require 

91 

or  request,  any  civilian  employee  of  the  United  States  serv- 

22 

ing  in  the  department  or  agency  to  make  any  report  con- 

23 

cerning  any  of  his  activities  or  undertakings  unless  such 

activities  or  undertakings  are  related  to  the  performance  of 
official  duities  to  which  he  is  or  may  be  assigned  in  the 
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1  department  or  agency,  or  to  the  development  of  skills,  knowl- 

2  edge,  or  abilities  which  qualify  him  for  the  performance  of 

3  such  duties,  or  unless  there  is  reason  to  believe  that  the 

4  civilian  employee  is  engaged  in  outside  activities  or  employ- 

5  ment  in  conflict  with  his  official  duties. 

6  (e)    To  require  or  request,  or  to  attempt  to  require  or 
r  request,  any  civilian  employee  of  the  United  States  serving 

8  in  the  department  or  agency,  or  any  person  applying  for 

9  employment  as  a  civilian  employee  in  the  executive  branch 
I**  of  the  United  States  Government,  to  submit  to  any  interroga- 
H  tion  or  examination  or  to  take  any  psychological  test  which 

12  is  designed   to   elicit  from   him  information  concerning   his 

13  personal  relationship  with  any  person  connected  with  him 

14  by  blood  or  marriage,  or  concerning  his  religious  beliefs  or 

15  practices,  or  concerning  his  attitude  or  conduct  with  respect 

16  to  sexual  matters:   Provided,  however,  That  nothing  con- 

17  tained    in    this    subsection    shall   be  construed  to    prevent 

18  a  physician  from  eliciting  such  information  or  authorizing 

19  such   tests  in  the   diagnosis   or  treatment  of  any    civilian 

20  employee  or  applicant  where  such  physician  deems  such 

21  information  necessary  to  enable  him  to  determine  whether 

22  or  not  such  individual  is  suffering  from  mental  illness :  Pro- 

23  vided  further,   however,   That  this  determination  shall  be 

24  made  in  individual  cases  and  not  pursuant  to  general  practice 

25  or  regulation  governing  the  examination  of  employees  or 
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1  applicants  according  to  grade,  agency,  or  duties:  Provided 

2  further,  however,  That  nothing  contained  in  this  subsection 

3  shall  be  construed  to  prohibit  an  officer  of  the  department  or 

4  agency  from  advising  any  civilian  employee  or  applicant  of  a 

5  specific  charge  of  sexual  misconduct  made  against  that  per- 

6  son,  and  affording  him  an  opportunity  to  refute  the  charge. 

7  (f)    To  require  or  request,   or  attempt  to  require   or 

8  request,  any  civilian  employee  of  the  United  States  serving 

9  in  the  department  or  agency,  or  any  person  applying  for 

10  employment  as  a  civilian  employee  in  the  executive  branch 

11  of  the  United  States  Government,  to  take  any  polygraph 

12  test  designed  to  elicit  from  him  information  concerning  his 

13  personal  relationship  with  any  person  connected  with  him 

14  by  blood  or  marriage,  or  concerning  his  religion  or 

15  practices,  or  concerning  his  attitude  or  conduct  with  respect 

16  to  sexual  matters. 

17  (g)    To  require  or  request,  or  to  attempt  to  req 

18  or  request,  any  civilian  employee  of  the  United  States  serving 

19  in  the  department  or  agency  to  support  by  personal  endeavor 

20  or  contribution  of  money  or  any  other  thing  of  value  the 

21  nomination  or  the  election  of  any  person  or  group  of  persons 

22  to  public  office  in  the  Government  of  the  United  States  or  of 

23  any  State,  district,  Commonwealth,  territory,  or  possess 

24  of  the  United  States,  or  to  attend  any  meeting  held  to  pro- 

25  mote  or  support  the  activities  or  undertakings  of  any  political 
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1  party  of  the  United  States  or  of  any  State,  district,  Common- 

2  wealth,  territory,  or  possession  of  the  United  States. 

3  (h)     To    coerce    or    attempt    to    coerce    any    civilian 

4  employee  of  the  United  States  serving  in  the  department  or 
agency  to  invest  his  earnings  in  bonds  or  other  obligations 
or  securities  issued  by  the  United  States  or  any  of  its  depart- 
ments  or  agencies,  or  to  make  donations  to  any  institution 
or  cause  of  any  kind :  Provided,  however,  That  nothing  con- 
tained in  this  subsection  shall  be  construed  to  prohibit  any 
officer  of  any  executive  department  or  any  executive  agency 

of  the  United  States  Government,  or  any  person  acting  or 

12 

purporting  to  act  under  his  authority,  from  calling  meetings 

and  taking  any  action  appropriate  to  afford  any  civilian  em- 

14 

ployee  of  the  United  States  the  opportunity  voluntarily  to 

15 

invest  his  earnings  in  bonds  or  other  obligations  or  securities 

issued  by  the  United  States  or  any  of  its  departments  or 

17 

agencies,  or  voluntarily  to  make  donations  to  any  institution 

18 

or  cause. 

19 

(i)    To  require  or  request,  or  to  attempt  to  require 

20 

or   request,   any   civilian   employee   of   the   United   States 

21 

serving  in  the  department  or  agency  to  disclose  any  items 

22  . 

of  his  property,  income,  or  other  assets,  source  of  income, 

23 

or  liabilities,  or  his  personal  or  domestic  expenditures  or 

those  of  any  member  of  his  family  or  household :  Provided, 

25 

however,  That  this  subsection  shall  not  apply  to  any  civilian 
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1  employee  who  has  authority  to  make  any  final  determination 

2  with  respect  to  the  tax  or  other  liability  of  any  person,  cor- 

3  poration,   or  other  legal  entity   to   the   United  States,   or 

4  claims  which  require  expenditure  of  moneys  of  the  United 

5  States:  Provided  further,  however,  That  nothing  contained 

6  in   this   subsection   shall   prohibit   the   Department   of   the 
?  Treasury  or  any  other  executive  department  or  agency  of 

8  the  United  States  Government  from  requiring  any  civilian 

9  employee  of  the  United  States  to  make  such  reports  as  may 
10  be  necessary  or  appropriate  for  the  determination  of  his 
H  liability  for  taxes,  tariffs,  custom  duties,   or  other  obliga- 

12  tions  imposed  by  law. 

13  (j)    To  require  or  request,  or  to  attempt  to  require 

14  or   request,   any   civilian   employee   of   the   United   States 

15  embraced  within  the   terms   of  the   proviso   in   subsection 

16  (i)    to   disclose   any   items   of   his   property,    income,    or 

17  other  assets,  source  of  income,  or  liabilities,  or  his  personal 

18  or  domestic  expenditures  or  those  of  any  member  of  his 

19  family  or  household  other  than  specific  items  tending  to 

20  indicate  a  conflict  of  interest  in  respect  to  the  perform- 

21  ance  of  any  of  the  official  duties  to  which  he  is  or  may  be 

22  assigned. 

23  (k)   To  require  or  request,  or  to  attempt  to  require  or 

24  request,  any  civilian  employee  of  the  United  States  serving 

25  in  the  department  or  agency,  who  is  under  investigation  for 
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1  misconduct,  to  submit  to  interrogation  which  could  lead  to 

2  disciplinary  action  without  the  presence  of  counsel  or  other 

3  person  of  his  choice,  if  he  so  requests:  Provided,  however, 

4  That  a  civilian  employee  of  the  United  States  serving  in  the 

5  Central  Intelligence  Agency  or  the  National  Security  Agency 

6  may  be  accompanied  only  by  a  person  of  his  choice  who 

7  serves  in  the  agency  in  which  the  employee  serves,  or  by 

8  counsel  who  has  been  approved  by  the  agency  for  access  to 

9  the  information  involved. 

10  (1)    To  discharge,  discipline,  demote,  deny  promotion 

11  to,  relocate,  reassign,  or  otherwise  discriminate  in  regard  to 

12  any  term  or  condition  of  employment  of,  any  civilian  em- 

13  ployee  of  the  United  States  serving  in  the  department  or 

14  agency,  or  to  threaten  to  commit  any  of  such  acts,  by  reason 

15  of  the  refusal  or  failure  of  such  employee  to  submit  to  or 
lo  comply  with  any  requirement,  request,  or  action  made  un- 

17  lawful  by  this  Act,  or  by  reason  of  the  exercise  by  such 

18  civilian  employee  of  any  right  granted  or  secured  by  this 

19  Act. 

20  SBC.  2.  It  shall  be  unlawful  for  any  officer  of  the  United 

21  States  Civil  Service  Commission,  or  for  any  person  acting 

22  or  purporting  to  act  under  his  authority,  to  do  any  of  the 

23  following  things : 

24  (a)    To  require  or  request,  or  to  attempt  to  require  or 

25  request.,  any  executive  department  or  any  executive  agency 
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1  of  the  United  States  Government,  or  any  officer  or  employee 

2  serving  in  such  department  or  agency,  to  violate  any  of  tlie 

3  provisions  of  section  1  of  this  Act. 

4  (1))   To  require  or  request,  or  to  attempt  to  require  or 

5  request,  any  person  seeking  to  establish  civil  service  status 

6  or  eligibility  for  employment  in  the  executive  branch  of  the 

7  United  States  Government,  or  any  person  applying  for  em- 

8  ployment  in  the  executive  branch  of  the  United  States  Gov- 

9  emment,   or  any   civilian   employee   of  the   United   States 

10  serving  in  any  department  or  agency  of  the  United  States 

11  Government,  to  submit  to  any  interrogation  or  examination 

12  or  to  take  any  psychological  test  which  is  desgined  to  elicit 

13  from  him  information  concerning  his  personal  relationship 

14  with  any  person  connected  with  him  by  blood  or  marriage, 

15  or  concerning  his  religious  beliefs  or  practices,  or  concerning 

16  his  attitude  or  conduct  with  respect  to  sexual  matters:  Pro- 

17  vided,  however,  That  nothing  contained  in  this  subsection 

18  shall  be  construed  to  prevent  a  physician  from  eliciting  such 

19  information   or  authorizing   such   tests   in   the   diagnosis   or 

20  treatment  of  any  civilian  employee  or  applicant  where  such 

21  physician  deems  such  information  necessary  to  enable  him 

22  to   determine   whether   or  not   such   individual   is   suffering 

23  from  mental  illness:   Provided  further,  however^   That   this 

24  determination  shall  be  made  in  individual  cases  and  not  pur- 

25  suant  to  general  practice  or  regulation  governing  the  exami- 
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1  nation  of  employees  or  applicants  according  to  grade,  agency, 

2  or  duties:  Provided,  further,  however,  That  nothing  contained 

3  in  this  subsection  shall  be  construed  to  prohibit  an  officer  of 

4  the   Civil   Service   Commission   from  advising   any   civilian 

5  employee  or  applicant  on  a  specific  charge  of  sexual  miscon- 

6  duct  made  against  that  person,  and  affording  him  an  oppor- 
'     tunity  to  refute  the  charge. 

(c)  To  require  or  request,  or  to  attempt  to  require 
or  request,  any  person  seeking  to  establish  civil  service 
status  or  eligibility  for  employment  in  the  executive  branch 

of  the  United  States  Government,  or  any  person  applying 

12 

for  employment  in  the  executive  branch  of  the  United  States 

i  ° 

Government,  or  any  civilian  employee  of  the  United  States 

14 

serving  in  any  department  or  agency  of  the  United  States 

15 

Goverment,  to  take  any  polygraph  test  designed  to  elicit 
i  /-» 

from  him  information  concerning  his  personal  relationship 

17 

with  any  person  connected  with  him  by  blood  or  marriage, 

18 

or  concerning  his  religious  beliefs  or  practices,  or  concerning 

19 

his  attitude  or  conduct  with  respect  to  sexual  matters. 

20 

Sec.  3.  It  shall  be  unlawful  for  any  commissioned  officer, 

21 

as  defined  in  section  101  of  title  10,  United  States  Code,  or 

22 

any  member  of  the  Armed  Forces  acting  or  purporting  to 
23 

act  under  his  authority,  to  require  or  request,  or  to  attempt 
24 

to  require  or  request,  »nv  civilian  emplovee  of  the  executive 
25 

branch  of  the  United  States  Government  under  his  authority 
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-.  or  subject  to  his  supervision  to  perform  any  of  the  acts  or 

o  submit  to  any  of  the  requirements  made  unlawful  by  section 

3  1  of  this  Act. 

4  Sec.  4.  Whenever  any  officer  of  any  executive  depart- 

5  ment  or  any  executive  agency  of  the  United  States  Gov- 

6  eminent,  or  any  person  acting  or  purporting  to  act  under  his 

7  authority,  or  any  commissioned  officer  as  defined  in  section 
g  101  of  title  10,  United  States  Code,  or  any  member  of  the 
9  Armed  Forces  acting  or  purporting  to  act  under  his  author- 

10  ity,  violates  or  threatens  to  violate  any  of  the  provisions  of 

11  section  1,  2,  or  3  of  this  Act,  any  civilian  employee  of  the 

12  United  States  serving  in  any  department  or  agency  of  the 

13  United   States   Government,    or   any    person    applying  for 

14  employment  in  the  executive  branch  of  the  United  States 

15  Government,  or  any  person  seeking  to  establish  civil  service 

16  status  or  eligibility  for  employment  in  the  executive  branch 

17  of  the  United  States  Government,  affected  or  aggrieved  by 

18  the  violation  or  threatened  violation,  may  bring  a  civil  action 

19  in    his    own    behalf  or    in    behalf    of    himself    and  others 

20  similarly  situated,  against  the  offending  officer  or  person  in 

21  the  United  States  district  court  for  the  district  in  which  the 

22  violation  occurs  or  is  threatened,  or  the  district  in  which  the 

23  offending  officer  or  person  is  found,  or  in  the  United  States 

24  District   Court   for   the    District   of   Columbia,    to    prevent 

25  the  threatened   violation  or   to   obtain   redress   against   the 
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1  consequences  of  the  violation.  The  Attorney  General  shall 

2  defend    all    officers    or    persons    sued    under    this    section 

3  who   acted    pursuant    to   an   order,    regulation,    or   directive. 

4  or    who,    in    his    opinion,    did    not    willfully     violate    the 

5  provisions   of   this   Act.    Such   United   States    district    court 

6  shall  have  jurisdiction  to  try  and  determine  such  civil  action 
?  irrespective  of  the  actuality  or  amount  of  pecuniary  injury 

8  done   or   threatened,   and    without   regard    to    whether   the 

9  aggrieved  party  shall  have  exhausted  any  administrative 
10  remedies  that  may  he  provided  by  law,  and  to  issue  such 
H  restraining  order,  interlocutory  injunction,  permanent  injunc- 
1^  tion,  or  mandatory  injunction,  or  enter  such  other  judgment 
1^  or  decree  as  may  be  necessary  or  appropriate  to  prevent 

14  the  threatened  violation,  or  to  afford  the  plaintiff  and  others 

15  similarly  situated  complete  relief  against  the  consequences  of 

16  the    violation.    With    the    written,  consent    of    any    person 

17  affected  or  aggrieved  by  a  violation  or  threatened  violation 

18  of  section  1,  2,  or  3  of  this  Act,  any  employee  organization 

19  may  bring  such  action  on  behalf  of  such  person,  or  may 

20  intervene  in  such  action.  For  the  purposes  of  this  section, 

21  employee  organizations  shall  be  construed  to  include  any 

22  brotherhood,  council,  federation,  organization,  union,  or  pro- 

23  fessional  association  made  up  in  whole  or  in  part  of  civilian 

24  employees  of  the  United  States  and  which  has  as  one  of  its 

25  purposes  dealing  with  departments,  agencies,  commissions, 
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1  and  independent  agencies  of  the  United  States  concerning 

2  the  condition  and  terms  of  employment  of  such  employees. 

3  Sec.  5.    (a)    There  is  hereby  established  a  Board  on 

4  Employees'  Bights  (hereinafter  referred  to  as  the  "Board") . 

5  The  Board  shall  be  composed  of  three  members,  appointed 

6  by  the  President,  by  and  with  the  advice  and  consent  of  the 

7  Senate.  The  President  shall  designate  one  member  as  chair- 

8  man.  No  more  than  two  members  of  the  Board  may  be  of 

9  the  same  political  party.  No  member  of  the  Board  shall  be 
10  an  officer  or  employee  of  the  United  States  Government. 
H  (b)  The  term  of  office  of  each  member  of  the  Board 
i2  shall  be  five  years,  except  that  (1)  of  those  members  first 
I3    appointed,  one  shall  serve  for  five  years,  one  for  three  years, 

and  one  for  one  year,  respectively,  from  the  date  of  enact- 
ment  of  this  Act,  and  (2)  any  member  appointed  to  fill 
a  vacancy  occurring  prior  to  the  expiration  of  the  term  for 

17.. 

which  his  predecessor  was  appointed  shall  be  appointed  for 

10 

the  remainder  of  such  term. 

(c)  Members  of  the  Board  shall  be  compensated  at  the 

20 

rate  of  $75  a  day  for  each  day  spent  in  the  work  of  the 

21 

Board,  and  shall  be  paid  actual  travel  expenses  and  per 

22  . 

diem  in  lieu  of  subsistence  expenses  when  away  from  their 

23 

usual  places  of  residence,  as  authorized  by  section  5703  of 

24 

title  5,  United  States  Code. 
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1  (d)    Two  members  shall  constitute  a  quorum  for  the 

2  transaction  of  business. 

3  (e)    The  Board  may  appoint  and  fix  the  compensation 

4  of  such  officers,  attorneys,  and  employees,  and  make  such 

5  expenditures,  as  may  be  necessary  to  carry  out  its  functions. 

6  (f)    The  Board  shall  make  such  rules  and  regulations 

7  as  shall  be  necessary  and  proper  to  carry  out  its  functions. 

8  (g)    The  Board  shall  have  the  authority  and  duty  to 

9  receive  and  investigate  written  complaints  from  or  on  be- 
10  half  of  any  person  claiming  to  be  affected  or  aggrieved  by 
H    any  violation  or  threatened  violation  of  this  Act  and  to  con- 

12  duct  a  hearing  on  each  such  complaint.  Within  ten  days 

13  after  the  receipt  of  any  such  complaint,  the  Board  shall 
■"  furnish  notice  of  the  time,  place,  and  nature  of  the  hearing 
1^  thereon  to  all  interested  parties.  The  Board  shall  render 
1"  its  final  decision  with  respect  to  any  complaint  within  thirty 
1 '    days  after  the  conclusion  of  its  hearing  thereon. 

1°  (h)  Officers  or  representatives  of  any  Federal  employee 

19  organization  in  any  degree  concerned  with  employment  of 
0  the  category  in  which  any  alleged  violation  of  this  Act 
occurred  or  is  threatened  shall  be  given  an  opportunity  to 
participate  in  each  hearing  conducted  under  this  section, 
through  submission  of  written  data,  views,  or  arguments, 
and  in  the  discretion  of  the  Board,  with  opportunity  for  oral 
presentation.  Government  employees  called  upon  by  any 
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1  party  or  by  any  Federal  employee  organization  to  participate 

2  in  any  phase  of  any  administrative  or  judicial  proceeding 

3  under  this  section  shall  be  free  to  do  so  without  incurring 

4  travel  cost  or  suffering  loss  in  leave  or  pay ;  and  all  such  em- 

5  ployees  shall  be  free  from  restraint,  coercion,  interference, 

6  intimidation,  or  reprisal  in  or  because  of  their  participation. 

7  Any  peiiods  of  time  spent  by  Government  employees  during 

8  such  participation  shall  be  held  and  considered  to  be  Federal 

9  employment  for  all  purposes. 

10  (i)  Insofar  as  consistent  with  the  purposes  of  this  sec- 

H  tion,  the  provisions  of  subchapter  II  of  chapter  5  of  title  5, 

12  United  States  Code,  relating  to  the  furnishing  of  notice  and 

13  manner  of  conducting  agency  hearings,  shaJl  be  applicable 

14  to  hearings  conducted  by  the  Board  under  this  section. 

15  (j)  If  the  Board  shall  determine  after  hearing  that  a 
1^  violation  of  this  Act  has  not  occurred  or  is  not  threatened, 
17  the  Board  shall  state  its  determination  and  notify  all  inter- 
im ested  parties  of  such  determination.  Each  such  determina- 
1^  tion  shall  constitute  a  final  decision  of  the  Board  for  pur- 

20  poses  of  judicial  review. 

21  (k)    If  the  Board  shall  determine  that  any  violation 

22  of  this  Act  has  been  committed  or  threatened  by  any  civil- 

23  ian  officer  or  employee  of  the  United  States,  the  Board  shall 

24  immediately  (1)  issue  and  cause  to  be  served  on  such  of- 
-")  ficer  or  employee  an  order  requiring  such  officer  or  employee 
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1  to  cease  and  desist  from  the  unlawful  act  or  practice  which 

2  constitutes  a  violation,    (2)    endeavor  to  eliminate  any  such 

3  unlawful  act  or  practice  by  informal  methods  of  conference, 

4  conciliation,  and  persuasion,  and    (3)    may — 

5  (A)  (i)    in  the  case   of  the   first   offense   by   any 

6  civilian  officer  or  employee  of  the  United  States,  other 

7  than  any  officer  appointed  by  the  President,  by  and  with 

8  the  advice  and  consent  of  the  Senate,  issue  an  official 

9  reprimand  against  such  officer  or  employee  or  order  the 
10  suspension  without  pay  of  such  officer  or  employee  from 
H            the  position  or  office  held  by  him  for  a  period  of  not  to 

12  exceed  fifteen  days,  and    (ii)    in  the  case  of  a  second 

13  or  subsequent  offense  by  any  such  officer  or  employee, 
order  the  suspension  without  pay  of  such  officer  or  em- 
ployee  from  the  position  or  office  held  by  him  for  a 

I6  period  of  not  to  exceed  thirty  days  or  order  the  removal 

"  of  such  officer  or  employee  from  such  position  or  office; 

18  and 

19  (B)  in  the  case  of  any  offense  by  any  officer  ap- 
pointed by  the  President,  by  and  with  the  advice  and 
consent  of  the  Senate,  transmit  a  report  concerning  such 
violation  to  the  President  and  the  Congress. 

(1)  If  the  Board  -shall  determine  that  any  violation 
of  this  Act  has  been  committed  or  threat  cued  by  any  officer 
of  anv  of  the  Armed  Forces  of  the  United  States,  or  anv 
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1  person  purporting  to  act  under  authority  conferred  by  such 

2  oflicer,  the  Board  shall   (1)   submit  a  report  thereon  to  the 

3  President,  the  Congress,  and  the  Secretary  of  the  military 

4  department  concerned,    (2)    endeavor  to  eliminate  any  un- 

5  lawful  act  or  practice  which  constitutes  such  a  violation  by 

6  informal  methods  of  conference,  conciliation,  and  persuasion, 

7  and   (3)   refer  its  determination  and  the  record  in  the  case 

8  to  any  person  authorized  to  convene  general  courts-martial 

9  under  section  822    (article  22)    of  title  10,  United  States 

10  Code.  Thereupon  such  person  shall  take  immediate  steps 

11  to  dispose  of  the  matter  under  chapter  47  of  title  10,  United 
States  Code    (Uniform  Code  of  Military  Justice) . 

(m)   Any  party  aggrieved  by  any  final  determination 

14  or  order  of  the  Board  may  institute,  in  the  district  court  of 

15  the  United  States  for  the  judicial  district  wherein  the  viola- 

16  tion  or  threatened  violation  of  this  Act  occurred,  or  in  the 

17  United  States  District  Court  for  the  District  of  Columbia, 

18  a  civil  action  for  the  review  of  such  determination  or  order. 

19  In  any  such  action,  the  court  shall  have  jurisdiction  to  ( 1 ) 

20  affirm,  modify,  or  set  aside  any  determination  or  order  made 

21  by  the  Board  which  is  under  review,  or    (2)    require  the 

22  Board  to  make  any  determination  or  order  which  it  is  author- 

23  ized  to  make  under  subsection  (k) ,  hut  which  it  has  refused 

24  to  make.  The  reviewing  court  shall  set  aside  any  finding, 

25  conclusion,  determination,  or  order  of  the  Board  as  to  which 
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1  complaint  is  made  which  is  unsupported  by  substantial  evi- 

2  dence  on  the  record  considered  as  a  whole. 

3  (n)    The  Board  shall  submit,  not  later  than  March  31 

4  of  each  year,  to  the  Senate  and  House  of  Representatives, 

5  respectively,  a  report  on  its  activities  under  this  section  dur- 

6  ing  the  immediately  preceding  calendar  year,  including  a 

7  statement  concerning  the  nature  of  all  complaints  filed  with 

8  it,  its   determinations   and   orders   resulting   from   hearings 

9  thereon,  and  the  names  of  all  officers  or  employees  of  the 
1°  United  States  with  respect  to  whom  any  penalties  have  been 
H  imposed  under  this  section. 

12  (o)  There  are  authorized  to  be  appropriated  sums  nec- 

13  essary,  not  in  excess  of  $100,000,  to  carry  out  the  provisions 

14  of  this  section. 

15  Sec.  6.  Nothing  contained  in  this  Act  shall  be  construed 

16  to  prohibit  an  officer  of  the  Central  Intelligence  Agency  or 

17  of  the  National  Security  Agency  from  requesting  any  civilian 

18  employee  or  applicant  to  take  a  polygraph  test,  or  to  take  a 

19  psychological  test,  designed  to  elicit  from  him  information 

20  concerning  his  personal  relationship  with  any  person  con- 

21  nected  with  him  by  blood  or  marriage,  or  concerning  his 

22  religious  beliefs  or  practices,  or  concerning  his  attitude  or 

23  conduct  with  respect  to  sexual  matters,  or  to  provide  a  per- 

24  sonal   financial   statement,   if   the   Director  of  the   Central 

25  Intelligence  Agency  or  his  designee  or  the  Director  of  the 

26  National  Security  Agency  or  his  designee  makes  a  personal 
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1  finding  with  regard  to  each  individual  to  be  so  tested  or 

2  examined  that  such    ^st  or  information  is  required  to  protect 

3  the  national  security. 

4  Sec.  7.  No  civilian  employee  of  the  United  States  serving 

5  in  the  Central  Intelligence  Agency  or  the  National  Security 

6  Agency,  and  no  individual  or  organization  acting  in  behalf 

7  of  such  employee,  shall  be  permitted  to  invoke  the  provisions 

8  of  sections  4  and  5  without  first  submitting  a  written  com- 

9  plaint  to  the  agency  concerned  about  the  threatened  or  actual 

10  violation  of  this  Act  and  affording  such  agency  one  hundred 

11  and  twenty  days  from  the  date  of  such  complaint  to  prevent 

12  the  threatened  violation  or  to  redress  the  actual  violation: 

13  Provided,  however,  That  nothing  in  this  Act  shall  be  con- 

14  strued  to  affect  any  existing  authority  of  the  Director  of  Cen- 

15  tral  Intelligence  under  section  403  (c) ,  of  title  50,  United 

16  States  Code,  and  any  authorities  available  to  the  National 

17  Security  Agency  under  section  833  of  title  50,  United  States 

18  Code,  to  terminate  the  employment  of  any  employee. 

19  Sec.  8.  Nothing  in  this  Act  shall  be  construed  to  affect 
2"  in  any  way  the  authority  of  the  Directors  of  the  Central 
21    Intelligence  Agency  or  the  National  Security  Agency  to  pro- 

tect  or  withhold  information  pursuant  to  statute  or  executive 
order.  The  personal  certification  by  the  Director  of  the 
^  agency  that  disclosure  of  any  information  is  inconsistent  with 
the  provision  of  any  statute  or  Executive  order  shall  be  con- 
elusive  and  no  such  information  shall  be  admissible  in  evi- 
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1  dence  in  any  interrogation  under  section  1  (k)    or  in  any 

2  civil  action  under  section  4  or  in  any  proceeding  or  civil 

3  action  under  section  5. 

4  Sec.  9.  This  Act  shall  not  be  applicable  to  the  Federal 

5  Bureau  of  Investigation. 

6  Sec.  10.  Nothing  contained  in  sections  4  and  5  shall 

7  be  construed  to  prevent  establishment  of  department  and 

8  agency  grievance  procedures  to  enforce  this  Act,  but  the 

9  existence  of  such  procedures  shall  not  preclude  any  applicant 

10  or  employee  from  pursuing  the  remedies  established  by  this 

11  Act  or  any  other  remedies  provided  by  law:    Provided, 

12  however,  That  if  under  the  procedures  established,  the  em- 

13  ployee  or  applicant  has  obtained  complete  protection  against 

14  threatened  violations  or  complete  redress  for  violations,  such 

15  action  may  be  pleaded  in  bar  in  the  United  States  district 

16  court  or  in  proceedings  before   the   Board   on   Employee 

17  Rights:  And  provided  further,  That  if  an  employee  elects 

18  to  seek  a  remedy  under  either  section  4  or  section  5,  he 

19  waives  his  right  to  proceed  by  an  independent  action  under 

20  the  remaining  section. 

21  Sec.  11.  If  any  provision  of  this  Act  or  the  application 

22  of  any  provision  to  any  person  or  circumstance  shall  be  held 

23  invalid,  the  remainder  of  this  Act  or  the  application  of  such 

24  provision  to  persons  or  circumstances  other  than  those  as  to 

25  which  it  is  held  invalid,  shall  not  be  affected. 
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93d  CONGRESS 
2i>  Skssion 


H.  R.  1 2206 


IN  THE  HOUSE  OF  REPRESENTATIVES 

January  22,1974 

Mr.  Kocn  introduced  the  following  bill;  which  was  referred  to  the  Com- 
mittee on  Government  Operations 


A  BILL 

To  amend  title  5,  United  States  Code,  to  provide  that  persons  be 
apprised  of  records  concerning  them  which  are  maintained 
by  Government  agencies. 

1  Be  it  enacted  by  the  Senate  and  House  of  Represcnta- 

2  tives  of  the  United  States  of  America  in.  Congress  assembled, 

3  That  (a)  title  5,  United  States  Code,  is  amended  Iry  adding 

4  immediately  after  section  552   thereof  the   following  new 

5  section: 

6  "§  552a.  Individual  records 

7  "  (a)   Each   agency   that   maintains   records,    including 

8  computer  records,   concerning  any  person  which   may   be 

9  retrieved  by  reference  to,  or  are  indexed  under  such  per- 
30    son's  name,   or  some  other  similar  identifying  number   or 

I 
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1  symbol,  and  which  contain  any  information  obtained  from 

2  any  source   other   than   such   person   shall,   with    respect   to 

3  such  records — 

4  "(1)   refrain  from  disclosing  the  record  or  any  in- 

5  formation  contained  therein  to  an}'  other  agency  or  to 

G  any  person  not  employed  hy  the  ngency  maintaining.  _ 

7  such  record,  except — 

8  "  (A)  with  notification  of  the  person  concerned 

9  or,  in  the  event  such  person,  if  an  individual,  can- 

10  not  be  located  or  communicated  with  after  reason- 

11  able   effort,   with   notification   of  members   of   the 

12  individual's  immediate  family  or  guardian,  or,  only 

13  in  the  event  that  such  individual,  members  of  the 

14  individual's  immediate  family,  and  guardian  cannot 

15  be  located  or  communicated  with  after  reasonable 
1G  effort,  upon  good  cause  for  such  disclosure,  or 

17  "(B)    tnat  if  disclosure  of  such  record  is  re- 

18  quired  under  section  552  of  this  chapter  or  by  any 

19  other  provision  of  law,  the  person  concerned  shall 

20  be  notified  by  mail  at  his  last  known  address  of  any 

21  such  required  disclosure ; 

22  "(2)  refrain  from  disclosing  the  record  or  any  infor- 

23  mation    contained    therein    to    individuals   within    that 

24  formation  contained  therein  to  individuals  within   that 

25  agency  other  than  those  individuals  who  need   to  ex- 
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1  amine  such  record  or  information  for  the  execution  of 

2  their  johs ; 

3  "  (3)  maintain  an  accurate  record  of  the  names  and 

4  addresses  of  all  persons  to  whom  any  information  con- 

5  rained  in  such  records  is  divulged  and  the  purposes  for 

6  which  such.divulgcnce  was  made; 

7  "(4)   permit  any  person  to  inspect  his  own  record 

8  and  have  copies  thereof  made  at  his  expense,  which  in 

9  no  event  shall  he  greater  than  the  cost  to  the  agency  of 

10  .  making  such  copies ; 

11  "(5)    permit  any   person   to   supplement   the    in- 

12  formation  contained  in  his  record  by  the  addition  of  any 

13  document  or  writing  of  reasonable  length  containing  in— 
W  formation  such  person  deems  pertinent  to  his  record;  and 

15  "  ((5)  remove  erroneous  information  of  any  kind,  and 

16  notify  all  agencies  and  persons  to  whom  the  erroneous 

17  material  has  been  previously  transferred  of  its  removal. 

18  "(1))   This  section  shall  not  apply  to  records  that  are — 
-19  "(1)    specifically  required  by  Executive  order  to 

20  be  kept  secret  in  the  interest  of  the  national  defense  and 

21  foreign  policy ; 

22  "(2)   investigatory  files  compiled  for  law  enforce- 

23  ment  purposes,  except  to  the  extent  that  such  records 

24  have  been  maintained  for  a  longer  period  than  reason- 
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1  ably  necessary  lo  commence  prosecution  or  oilier  action 

2  or  to  (lie  extent  available  by  law  to  a  party  oilier  tban 

3  an  agency. 

4  "(c)    The  President   shall  report   to   Congress   before 

5  January  30  of  each  year  on  an  agency-by-agency  basis  the 

6  number  of  records  and  the  number  of  investigatory  files 

7  which  were  exempted  from  the  application  of  this  section 

8  by  reason  of  clauses  (I)   and   (2)   of  subsection   (d)   during 

9  the  immediately  preceding  calendar  year. 

10  "(d)    This  section  shall  not  be  held  or  considered  to 

11  permit  the  disclosure  of  the  identity  of  any  person  who  lias 

12  furnished  information   contained   in   any   record   subject   to 

13  this  section. 

14  "  (e)    Each  agency  that  maintains  records  subject  to  the 

15  provisions  of  this  section  shall  publish  rules  establishing  rca- 

16  sonablc  times,  places,  fees  to  the  extent  authorized,  and  pro- 

17  eedures    to   be    followed    with    respect    to    making    records 
IS  promptly  available  to  an  individual  and  otherwise  to  imple- 

19  ment  the  provisions  of  section  552a  of  title  5  of  the  United 

20  States  Code. 

21  "  (f)   Any  employee  of  the  United  States  who  under  the 

22  color  of  agency  authority  knowingly  and  willfully  violates  a 

23  provision  of  this  section,  or  permits  such  a  violation,  shall  be 

24  fined  $1,000. 
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1  "  (g)   Nothing  in  this  section  shall  he  construed  to  pcr- 

2  mit  transfer  or  similar  distribution  of  any  information  deemed 

3  confidential  by  other  statutes.". 

4  (b)   The  table  of  sections  of  chapter  5  of  title  5,  United 

5  Stales  Code,  is  amended  by  inserting: 
"552a.  Individual  records." 

6  immediately  below: 

'•552.  Public  information;  agency  rules;  opinions,  orders,  records,  and 
proceedings.". 

7  Sec.  2.  The  amendments  made  by  this  Act  shall  be- 

8  come  effective  on  the  ninetieth  day  following  the  date  of 

9  enactment  of  this  Act. 


-619   O  -  76  -  47 
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93d  CONGRESS 
2d  Session 


H.  R.  13872 


IN  THE  HOUSE  or  UErRESENTATIVES 

April  2.  1071 

\f?.  Arzug  introduced  the  following  I >i  1 1 ;  which  was  referred  to  tlir  Com- 

mittcc  on  Government  Operations 


A  BILL 

To  amend  title  5,  United  States  Code,  to  provide  for  the  privacy 
of  individual's  records  maintained  by  Federal  agencies. 

1  Be  it  enacted  b>j  the  Senate  and  House  o[  Bcpresenta- 

2  fives  of  the  United  States  of  America  in  Congress  assembled, 

3  That   (a)    flic  Congress  finds — 

:    4  (1)    that  an   individual's   personal   privacy   is   di- 

5  recti  v  a  fleeted  by  the  kind  of  disclosure  and  use  made 

6  of  identifiable  information  about  him  in  a  record; 

7  (2)    that  a  record  containing  information  about  an 
-    8           individual   in   identifiable   form   must  be   governed  by 

9  procedures  that  afford  the  individual  a  right  to  partici- 

10  pate  in  deciding  what  the  content  of  the  record  will  be. 


727 

2 

1  and  what  disclosure  and  use  will  be  made  of  the  identifi- 

2  able  information  in  it;  and 

3  (3)    that   any    recording,    disclosure,    and    use    of 

4  identifiable  personal  information  by  an  agency  not  gov- 

5  erned  by  such  procedures  must  be  proscribed  as  an  un- 

6  fair  information  practice  unless  such  recording,  disclo- 

7  sure,  or  use  is  specifically  authorized  by  Federal  statute. 

8  (b)    The  purpose  of  this  Act  is  to  insure  safeguards  for 

9  personal  privacy  from  Federal  agencies  b}r  adherence  to  the 

10  following  principles  of  information  practice: 

11  ( 1 )    There  must  be  no  personal  data  recordkeeping 

12  system  whose  very  existence  is  secret. 

13  (2)   There  must  be  a  way  for  an  individual  to  find 

14  out  what  information  about  him  is  in  a  record  and  how 

15  it  is  used.  r 

16  (3)  There  must  be  a  way  for  an  individual  to  pre- 

17  vent  information  about  him  obtained  for  one  purpose 

18  from  being  used  or  made  available  for  other  purposes 

19  without  his  consent. 

20  (4)  There  must  be  a  way  for  an  individual  to  cor- 

21  rect  or  amend  a  record  of  identifiable  information  about 

22  him. 

23  (5)    Any  agency  creating,  maintaining,  using,  or 

24  disseminating  records  of  identifiable  personal  data  must 

25  assure  the  reliability  of  the  data  for  their  intended  use 
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1  and  must  take  reasonable  precautions  to  prevent  misuse 

2  of  the  data. 

3  (<>)  Deviations  from  these  principles  should  be  por- 

4  milled  only  if  it  is  clear  that  some  significant  interest  of 

5  the  individual  data  subject  will  he  served  or  if  some 

6  paramount  governmental  interest  can  he  clearly  demon- 

7  strated.    Xo    deviation    should    he    permitted    except    as 

8  specifically  provided  by  statute. 

9  Sue.   2.    (a)    Subchapter  II   of  chapter  f)   of  title  5, 

10  United  States  Code,  is  amended  by  adding  at  the  end- therc- 

11  of  the  following  new  sections : 

12  "§  552a.  Individual  records 

13  "(a)   For  purposes  of  this  subsection,  the  term — 

14  "(1)    'records'  means  computer-accessible  or  man- 

15  ual-accessiblc  information  or  portions  thereof  containing 
1G  personal  data  that  can  be  associated  with  identifiable  in- 

17  dividuals;  or  that  affords  a  clear  basis  for  inferring  pcr- 

18  sonal  characteristic  or  things  done  by  or  to  an  individual, 
*19' ■•  such  as  the  mere  record  of  his  presence  in  a  place,  attend- 
20  ancc  at  a  meeting,  or  admissions  to  some  type  of  serv- 
2i  ice  institution; 

22  "(2)     'data   subject'   means   the    individual    whose 

23  name  or  identity  is  ndded  to  or  maintained  on  an  auto- 

24  -      mated  or  manual  personal  data  system; 

25  rt"(9)     'notification'    means    communication    to    the 
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1  data  subject  of  (A)  the  date  of  the  disclosure;   (15)  the 

2  content  of  the  records  to  be  disclosed;    (C)    the  agency 

3  or  person  to  whom  the  records  shall  be  disclosed;  and 

4  (D)    the   purpose  for  which   the   disclosure   is   being 

5  effected; 

6  "(4)    'consent'  means  an  authorization  signed  by 

7  the  data  subject  for  a  specific  agency  or  person  to  use 

8  specific  records  for  a  specific  purpose,  and  shall  be  ob- 

9  tained  by  notification  to  the  data  subject  by  registered 

10  '    mail,  return  receipt  requested; 

11  "  (5)    'constructive  consent'   means  notification  to 

12  the  data  subject  by  registered  mail,  return  receipt  re- 

13  quested,  with  proof  of  receipt  but  failure  of  the  data  sub- 

14  jeet  to  respond  or  object  within  fourteen  days  after  date 

15  of  receipt; 

16  "(6)   'disclosure'  means  the  transmission  of  records 

17  or  portions  thereof,  whether  orally,  by  writing  or  by 

18  wire  ; 

19  "{7)    'unfair  information  practice'  means  a  failure 

20  to  comply  with  any  safeguard  requirements  of  this  Act. 

21  "(b)   Each  agency  that  maintains  records  shall — 

22  "(1)   refrain  from  disclosing  the  record  or  any  in- 

23  formation  contained  therein  to  any  other  Federal,  State, 
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1  or  local  agency  or  to  any  person  not  employed  by  the 

2  agency  maintaining  such  record,  except — 

3  "(A)    with  consent  or  constructive  consent  of 

4  the  individual  concerned  or,  in  the  event  such  indi- 

5  vidua]  cannot  be  located  or  communicated  with  after 
(i  reasonable  effort,  with  permission  from  members  of 

7  the  individual's  immediate  family,  guardian,  or,  only 

8  in  the  event  that  such  individual,  members  of  the 

9  individual's  immediate  family,  and  guardian  cannot 

10  be  located  or  communicated  with  after  reasonable 

11  effort,  upon  good  cause  for  such  disclosure,  or 

12  "(B)    that  if  disclosure  of  such  record  is  re- 

13  quired  under  this  section  of  this  chapter  or  by  any 

14  other  provision  of  law,  including  by  means  of  com- 

15  pulsory  legal  process,  the  individual  concerned  shall 

16  be  notified  by  mail  at  his  last  known  address  of  any 
1?  such  required  disclosure;  and  shall  be  afforded  full 
18  access  to  the  records  at  least  ten  days  before  they 

J?>g>  are  made  available  in  response  to  the  demand ; 

20  "(2)    refrain  from   disclosing  the   records   to  any 

21  individuals  within  that  agency  other  than  those  indi- 

22  viduals  who  need  to  examine  such  records  in  the  per- 

23  formance  of  their  duties ; 
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1  "(3)  maintain  an  accurate  register  which  shall  bc- 

2  conic  part  of  the  individual's  record,  of  the  names  and 

3  job  classifications  of  all  persons  to  whom  such  records 

4  are  disclosed  and  the  purposes  for  which  such  disclosure 

5  was  made ; 

6  "(4)    permit  any  data  subject  to  inspect  his  own* 

7  record  upon  proper  identification  at  a  convenient  local 

8  office  or  by  mail,  or  by  telephone,  and  have  copies  thereof 

9  -made  at  his  expense,  which  in  no  event  shall  be  greater 

10  than  the  cost  of  reproduction ; 

11  "(5)    permit  any  data  subject  to  supplement  the 

12  information  contained  in  his  record  by  the  addition  of  any 

13  document  or  writing  or  photograph  containing  informa- 

14  tion  such  individual  deems  pertinent  to  his  record,  and 

15  notify  all  agencies  and  persons  to  whom  the  records  were 

16  previously  disclosed  of  the  supplemental  information; 

17  "'(G)    remove  from  records  and  promptly  destroy 

18  all  erroneous  or  irrelevant  information  and  notify  all 

19  agencies  or  persons  to  whom  such  information  has  been 

20  previously  transferred  of  its  removal  and  the  reason  for 

21  its  removal;  and  in  case  of  dispute  as  to  what  constitutes 

22  erroneous  or  irrelevant  information,  the  issue  shall  be 

23  determined  by  the  Federal  Privacy  Board ; 

24  "  (7)  upon  written  request  of  any  data  subject,  give 
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1  notice  to  such  individual,  in  the  event  that  his  record  lias 

2  been  augmented,  of  the  contents  of  the  augmentation, 

3  the  source  of  the  augmentation,  and  the  purpose  for  which 

4  the  augmentation  is  being  effected; 

5  "(H)  inform  an  individual  asked  to  supply  personal 

6  data  for  any  agency  recordkeeping  system  whether  he  is 

7  legally  required,  or  may  refuse,  to  supply  the  data  re- 

8  quested,  and  also  of  any  specific  consequences  for  him, 

9  which  arc  known  to  the  agency,   of  providing  or  not 

10  providing  such  data ;  and 

11  "(9)   assure  that  no  use  of  individually  identifiable 

12  data  is  made  that  is  not  within  the  stated  purposes  of 

13  the  system  as  reasonably  understood  by  the  individual, 

14  unless,  in  the  case  of  each  use  of  such  data,  the  informed 

15  consent  of  the  individual  has  been  explicitly  obtained. 

16  "(c)   Subparagraphs   (1),    (4) ,  and    (7)   of  paragraph 

17  (1))  shall  not  apply  to  records  that  have  been  opened  and  arc 

18  being  used  in  the  pursuit  of  an  active  criminal  prosecution, 
"19  except  to  the  extent  that  such  records  have  been  maintained 

20  for  a  longer  period  than  is  reasonably  necessary  to  commence 

21  prosecution  or  to  the  extent  available  by  law  to  a  party  other 

22  than  an  agency. 

23  "(d)   Subparagraphs   (I),   (4),  and   (7)   of  paragraph 

24  (b)  shall  not  apply  to  records  authorized  under  criteria  es- 
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1  lablished  by  an  Executive  order  to  be  kept  secret  in  the  inter- 
im est  of  national  defense  or  foreign  policy  and  the  disclosure 

3  of  which  would — 

4  "(1)  endanger  the  active  military' plans  or  denloy- 

5  nient  of  United  States  forces, 

6  "(2)    reveal   details   about   current  military    tcch- 

7  nology  or  weaponry,  or 

8  "(3)    endanger  the  life  of  any  person  engaged  in 

9  foreign  intelligence  gathering  operations  of  the  United 

10  States  Government. 

11  "  (e)  The  President  shall  report  to  Congress  before  Jan- 

12  nary  30  of  each  year  on  an  agency-by-agency  basis  the  ninn- 

13  her  of  records  which  were  exempted  from  the  application  of 
1^  this  section  by  reason  of  paragraph  (c)  or  (d)  during  the 
J?  immediately  preceding  calendar  year. 

16  "  (f)  Any  person  who  under  the  color  of  agency  author- 

f7  ity  willingly  or  knowingly  permits  or  causes  to  occur  aii 

IS  unfair  information  practice   shall   be   lined   not  more   than 

19  §10,000  or  imprisoned  for  not  more  than  one  year  or  sua* 

20  pended  from  employment  without  pay  for  not  more  than  one 

21  year,  or  any  combination  thereof. 

22  "(g)    Any  person  or  agency  which  commits  an  unfair 

23  information  practice  shall  be  liable  in  an  amount  equal  to— 
2*^  "  (1)  actual  and  general  damages  but  not  less  than 
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1  liquidated  damages  computed  ai  the  rate  ol  $1,000  for 

2  each  unfair  information  practice; 

3  "(-)  exemplary  and  punitive  damages;  and 

4  " (3)    reasonable  attorney's  Fees  and  other  litiga- 

5  tion  costs  reasonably  incurred. 

G  "00  Any  individual  who  lias  reason  to  believe  that  his 

7  records  have  been,  are  being,  or  arc  about  to  he  disclosed  in 

8  violation  of  paragraph   (h)   may  bring  an  action  in  the  ap- 

9  propriate  district  court  of  the  United  States  to  enjoin  sach 
'10  disclosure.,  and  upon  a  proper  showing  a  temporary  restrain- 

11  irig  order  or  a  preliminary  or  permanent  injunction  shall  he 

12  granted  without  bond. 

13  "(i)  An  action  to  enforce  any  liability  created  under 
^  this  section  may  he  brought  in  any  appropriate  United 
1*  States  district  court  without  regard  to  the  amount  in  con- 
^  troversy  within  two  years  from  the  date  on  which  the  li- 
*'  ability  arises,  except  where  a  defendant  has  materially  and 
18  willfully  failed  to   comply   with' the   safeguards   under   this 

"  W section,  the  action  may  be  brought  at  any  time  within  two 

-0  years  after  discovery  by  the  individual  data  subject. 

21  "§  552b.  Federal  Privacy  Board 

22  "  (a)   There  is  hereby  established  a  Board  to  be  known 

23  as  the  Federal  Privacy  Board  (hereinafter  referred  to  as  the 
u  'Board'). 
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2  "(b)   The  Board  shall  consist  of  seven  members,  each 

2  serving  for  a  term  of  two  years,  four  of  whom  shall  consli- 

3  tnte  a  quorum.  The  members  of  the  Board  shall  be  appointed 

4  by  the  President,  by  and  with  the  advice  and  consent  of 

5  the  Senate.  Xo  more  than  four  of  the  members  appointed 
(3  shall  be  of  the  same  political  party,  and  shall  be  frouftlrc 
7  public  at  large  and  not  officers  or  employees  of  the  United 
g  States.  Any  vacancy  in  the  Board  shall  be  filled  in  the  same 
q  manner  as  the  original  appointment  was  made. 

20  "(c)   Members  of  the  Board  shall  be  entitled  to  receive 

22  $1 00  each  day  during  which  they  are  engaged  in  the  per- 

22  formance  of  the  business  of  the  Board,  including  traveltimc. 

23  "(d)  The  Chairman  of  the  Board  shall  be  elected  by  the 
11  Board  every  year,  and  the  Board  shall  meet  not  less  ire- 

15  quently  than  bimonthly. 

16  "(c)  The  Board  shall  appoint  and  fix  the  compensation 

17  of  such  personnel  as  are  necessary  to  the  carrying  out  of  its 

18  duties. 

29  "  (f)    The  Board  shall  establish  published  rules  stating 

20  the  time,  place,  fees  to  the  extent  authorized,  and  procedures 

21  to  be  followed  with  respect  to  making  records  promptly  avail- 

22  able  to  data  subjects,  and  otherwise  to  implement  the  pro* 

23  visions  of  section  552a  of  title  5  of  the  United  States  Cede. 

24  "(g)    The   Board   shall  periodically   publish   and   dis- 
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1  tribute  through  local  post  offices  a  Citizen's  Privacy  Index 

2  which  shall  include — 

3  "(')    the  name  and  location  of  every  agency  data 

4  keeping  system ; 

5  "  (2)  the  title,  name,  and  address  of  the  person  iin- 

6  mediately  responsible  for  the  system; 

7  "  (3)  the  nature  and  purpose  of  the  system; 

8  "  (4)  the  categories  and  number  of  persons  on  whom 

9  data  are  maintained; 

10  "(5)   the  categories  of  data  maintained,  indicating 

11  which  categories  are  stored  in  computer-accessible  files 

12  and  which  data  arc  stored  in  manual-accessible  files; 

13  "  (0)  each  agency's  policies  and  practices  regarding 

14  data  storage,  duration  of  retention  of  data,  and  disposal 
lo  thereof; 

16  "  (7)  the  categories  of  data  sources; 

17  "  (8)  a  description  of  all  types  of  use  made  of  data, 

18  including  all  classes  of  users  and  the  agency  relationships' 
'IV"  among  them;  and 

20  "'(9)    the   procedures  whereby   an   individual   can 

21  (A)    he  informed  if  he  is  the  subject  of  data  in  the 

22  systems;  (I>)  gain  access  to  such  data ;  and   (0)  contest 

23  (heir  accuracy,  completeness,  timeliness,  pertinence,  and 

24  the  necessity  for  retaining  such  data. 
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1  "00   r J-^  1 1 o  Board  shall  devise  and  distribute  printed  rc- 

2  quest  forms,  preaddressed  -to  agencies  to  enable  individuals 

3  to  exercise  the  rights  granted  pursuant  to  section  552a  (b) 

4  (4)  and  (7)  of  title  5  of  the  United  States  Code. 

5  "  (i)  The  Board  shall  provide  trained  personnel  to  assist 

6  individuals  upon  request  in  interpreting  their  records. 

7  "(j)    The   Board   shall   promptly   consider   complaints 

8  from  any  person  that  one  or  more  of  the  requirements  of  sec- 

9  tion  552a  of  title  5,  United  States  Code,  has  not  been  met, 

10  with  respect  to  the  records  specified  in  such  section,  by  the 

11  responsible  agency.  The  Board,   upon  finding  that  one  or 

12  more  of  the  requirements  has  not  been  met,  shall  issue  a  final 

13  order  directing  the  agency  to  comply  with  such  requirement 

14  or  requirements,  and  this  order  shall  be  binding  on  the  par- 

15  ties  to  such  a  dispute. 

16  "  (k)    The  Board  shall  hold  hearings  in  order  to  make 

17  findings  upon  each  complaint,  unless  it  determines  that  the 

18  complaint  is  frivolous.  The  Board  may  examine  such  evi- 

19  deuce  as  it  deems  useful,  and  shall  establish  such  rules  and 

20  procedures  as  it  determines  are  most  apt  to  the  purposes  of 

21  this  section,  including  rides  insuring  the  exhaustion  of  admin-  j 

22  istrative  remedies  in  the  appropriate  agency.  » 

23  "  (1)  The  Board  shall  establish  a  program  to  educate  the 

24  public  with  respect  to  the  provisions  of  section  552a  of  title  5, 

25  United  States  Code." 
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1  (1>)  The  tabic  of  sections  of  subchapter  II  of  chapter  5 

'  2    of  title  5,  I 'liitcd  Stales  Code,  is  amended  by  inserting  aftci 


I 


(lie  heading  for  section  552  tlie  following  new  headings: 


- 


Individual  records. 
"552b:  Federal  Privacy  Hoard." 


4  SBC,  3.  The  amendments  made  by  this  Act  shall  become 

5  effective  upon  the  expiration  of  the  ninety-day  period  which 

6  begins  on  the  date  of  1  lie  enactment  of  this  Act. 
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IX  THE  HOUSE  OF  REPRESENTATIVES 

|  j  April  30, 1974 

%\ IWjmvater  (for  himself  and  Mr.  Koch)  introduced  the  following  bill; 
whirl)  was  referred  to  the  Committee  on  Government  Operations 


A  BILL 

jwtoot  Iho  right  of  privacy  of  individuals  concerning  whom 
Utiililinhlc  information  is  recorded  by  the  Federal  Govern- 
ment  bv   enacting   principles    to    govern    Federal    agency 

information  practices. 

Be  it  enacted  by  the  Senate  and  House  of  Representa- 
tion of  the  United  States  of  America  in  Congress  assembled, 
Hint  chapter  5  of  title  5,  United  States  Code,  is  amended 
by  adding  immediately  after  section  552  thereof  the  follow- 
ing new  title: 

" SHORT   TITLE 

"Section  1.  This  title  may  be  cited  as  the  'Right  to 

Privacy  Act'. 

I 
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l  "findings  and  declaration  of  policy 

"Sec.  2.   (a)   The  Congress  finds— 

o  "  (1)  that  an  individual's  privacy  is  directly  affected 

4  by  the  extensive  collection,  maintenance,  use  and  dis- 

5  semination  of  personal  information; 

(j  "(2)     that  the   increasing   use   of   computers   and" 

7  sophisticated  information  technology  has  greatly  magni- 

S  ficd  the  harm  that  can  occur  from  these  practices; 

9  "(3)    that  an  individual's  opportunities  to  secure 

10  employment,  insurance,  credit  and  his  right  to  due  proc- 

11  ess,  and  other  legal  protections  are  endangered  by  these 

12  personal  information  system;  and 

13  "(4)    that  in  order  to  preserve  the  rights  guaran- 

14  teed  by  the  first,  third,  fourth,  fifth,  ninth,  and  fourteenth 

15  amendments  of  the  United  States  Constitution,  uniform 

16  Federal  legislation  is  necessary  to  establish  procedures 

17  to  govern   information   systems   containing  records  on 

18  individuals. 

r 

19  "(1))    The  purpose  of  this  Act  is  to  insure  safeguards 

20  for  personal  privacy  from  Federal  agencies  by  adherence  to 

21  the  following  principles  of  information  practice: 

22  "  (1)   There  should  be  no  personal  information  sys- 

23  tern  whose  existence  is  secret. 

24  "  (2)  Information  should  not  be  collected  unless  the 

25  need  for  it  has  been  clearly  established  in  advance. 
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1  "(3)    Information  should  be  appropriate  and  rele- 

2  vant  to  the  purpose  for  which  it  has  been  collected. 

3  "(4)   Information  should  not  be  obtained  by  fraud- 

4  ulent  or  unfair  means. 

5  "(*>)    Information  should  not  be  used  unless  it  is 
G  accurate  and  current. 

7  "  (6)    There  should  be  a  prescribed  procedure  for 

8  an  individual  to  learn  the  information  stored  about  him, 

9  the  purpose  for  which  it  has  been' recorded,  and  partic- 

10  ulars  about  its  use  and  dissemination. 

11  "(7)    There  should  be  a  clearly  prescribed  proce- 

12  dure  for  an  individual  to  correct,  erase,  or  amend  in- 

13  accurate,  obsolete,  or  irrelevant  information. 

14  "(8)    Any  Federal  agency  holding  personal  infor- 

15  niation   should   assure   its   reliability   and   take   precau- 

16  tions  to  prevent  its  misuse. 

17  "(9)    There  should  be  a  clearly  prescribed  proce- 

18  dure  for  an  individual  to  prevent  personal  information 

19  collected  for  one  purpose  from  being  used  for  another 

20  purpose  without  his  consent. 

21  "(1°)    The  Federal  Government  should  not  collect 

22  personal  information  except  as  authorized  by  law. 

23  "DEFINITIONS 

24  "Si:c.  3.  As  used  in  this  Act— 

25  "  ( I  )     the    term    'information    system',    means    the 

63-619   O  -  76  -  48 
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1  il    components    and    operations    of   a    recordkeeping 

-ess,  whether  automated  or  manual,  containing  per- 

3  sonal  information  and  the  name,  personal  number,  or 

4  i  identifying  particulars; 

''  (2)    the    term    'personal   information'    means  all 

G  information  that  describes,  locates,  or  indexes  anything"* 

T  about   an  individual  including  his   education,   financial 

transactions,  medical  history,  criminal,  or  employment 

record,   or  that  affords  a  basis  for  inferring   personal 

10  characteristics,  such  as  finger  and  voice  prints,  photo- 

11  graphs,  or  things  done  by  or  to  such  individual;  and 
the  record  of  his  presence,  registration,  or  membership 

13  in    an    organization    or    activity,    or    admission    to   an 

14  institution; 

1">  "(3)    the  term  'data  subject'  means  an  individual 

l';  about  whom  personal  information  is  indexed  or  may  be 

T7  located  under  his  name,  personal  number,  or  other  iden- 

tifiable particulars,  in  an  information  system; 

19  "  (4)  the  term  'disseminate'  means  to  release,  trans- 

20  fer,   or   otherwise   communicate   information    orally,  in 
.-.riling,  or  by  electronic  means; 

22  "  (5)  the  term  'purge'  means  to  obliterate  informa-  ' 

2:*  tion    completely    from    the    transient,    permanent,    or 

24  archival  records  of  an  organization;  and 
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1  "{ft)  the  term  'Federal  agency'  means 

2  merit,  agency,  instrumentality,  or  establishment  in  the 
t   3  executive  branch  of  the  Government  of  the  United  v 

4  and  includes  any  officer  or  employee  thereof. 

5  "SAFEGUARD  REQUIREMENTS  L<X)E  PERSONAL  INFORMATION 
f;  FOR    ADMINISTRATIVE,    STATISTICAL-REPORTING     AND 

7  RESEARCH   PURPOSES 

8  "Sec.  4.  (a)  Administrative  Requirements.— Any 

9  Federal  agency  maintaining  an  information  system  thai  in- 
20  eludes  persona]  information  shall — 

22  "(1)    collect,  maintain,  use,  and  disseminate  only 

io  personal  information  necessary  to  accomplish  a  proper 

13  purpose  of  the  agency; 

24  "(2)  collect  information  to  the  greatest  extent 

25  sihle  from  the  data  subject  directly; 

25  "(3)    establish  categories  for  maintaining  personal 

27  information  to  operate  in  conjunction  with  confidential- 

18  fry  requirements  and  access  controls ; 

-jr**  "  (4)   maintain  information  in  the  system  with 

9Q  curacy,    completeness,    timeliness,    and    pertinence 

22  necessary  to  assure  fairness  in  determinations  relating 

22  to  a  data  subject ; 

03  "(5)    make   no   dissemination   to  another 

24  without   (A)    specifying  requirements  for  security 

25  the  use  of  information  exclusively  for  the  purpi 
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1  forth  ill  (lie  notice — required  under  subsection    (c)   in- 

2  eluding  limitations  on  access  thereto,  and    (H)    deter- 

3  mining-  that  the  conditions  of  transfer  provide  substantial 

4  assurance   that  those  requirements  and  limitations  will 

5  be  observed; 

(j  "(G)    transfer  no  personal  information  beyond'lhc 

7  jurisdiction   of   the    United   States    without   specific  au- 

S  thorization  from  the  data  subject  or  pursuant  to  a  treaty 

9  or  executive  agreement  in  force  guaranteeing  that  any 

10  foreign  government  or  organization  receiving  personal 

11  information  will  comply  with  the  applicable  provisions 

12  of  this  Act  with  respect  to  that  personal  information; 

"(7)    afford  any  data  subject  of  a  foreign  nation- 

14  ality,  whether  residing  in  the  United  States  or  not,  the 

15  ame  lights  under  this  Act  as  American  citizens; 

1G  " :(8)    maintain  a  list  of  all  persons  having  regular 

17  access    to    personal    information    in    the    information 

18  system; 

19  "  (9)   maintain  a  complete  and  accurate  record,  in- 

20  eluding  identity  and  purpose,  of  every  access  to  any 
2i  personal  information  in  a  system,  including  the  identity 

22  of  any  persons  or  organizations  not  having  regular  aedbsa 

23  authority ; 

24  "(10)   take  affirmative  action  to  establish  rules  of 

25  conduct  and  inform  each  person  involved  in  the  design, 
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1  development,  operation,  or  maintenance  of  the  system, 

2  or  the  collection  or  use  of  any  personal  information  con- 
\    3  taincd  therein,  about  all  the  requirements  of  this  Act,  the 

4  rules  and  procedures  of  such  agency,  including  penalties 

5  for  noncompliance  designed  to  assure  compliance  with 

6  such  requirements ; 

7  "  (11)  establish  appropriate  safeguards  to  secure  the 

8  system  from  any  reasonably  foreseeable   threat   to   its 

9  security ; 

10  "(12)    shall  collect  no  personal  information  con- 

11  corning  the  political  or  religious  beliefs,  affiliations,  and 

12  activities  of  data  subjects  which  is  maintained,  used,  or 

13  disseminated  in  or  by  any  information  system,   unless 

14  authorized  by  statute. 

15  "(h)  Special  Additional  .Requirements  foe  Sta- 

16  tistical    Reporting    and    Research    Information 

17  Systems. —  (1)   Any  Federal  agency  maintaining  an  infor- 

18  mation  system  that  disseminates  statistical  reports  or  research 
- JiL ..findings    based    on    personal    information    drawn    from    the 

20  system,  or  from  systems  or  any  non-Federal  person  or  other 

21  Federal  agency  shall — 

22'  "(A)  make  available  to  any  data  subject  or  group, 

23'  without    revealing    trade     secrets,     methodology     and 

24  materials  necessary  to  validate  statistical  analyses,  and 


1  "(B)   make  no  materials  available  for  independent 

2  Is  without  guarantees  that  no  prison:',!  informa- 

3  tion  will  be  used  in  a  way  that  might  prejudice  judg- 

4  incuts  about  any  data  subject. 

.")  "(2)  Xo  Federal  agency  shall— 

i)  "  (A)  require  any  individual  to  disclose  for  statistical 

7  purposes  any  personal  information  unless  such  disclosure 

8  is  required  by  a  constitutional  provision  or  act  of  Con- 

9  gress,  and  the  individual  is  so  informed; 

10  "  (B)  request  any  individual  voluntarily  to  disclose 

11  personal  information  unless  such  request  has  been  spe- 
ll* cificaHy  authorized  by  act  of  Congress,  and  the 
1.;  individual  shall  be  advised  that  such  disclosure  is 
1  t  voluntary; 

15  "  (C)  make  available  to  any  non-Federal  person  any 

Hi  statistical   studies   or  reports   or   other   compilations  of 
information  derived  by  mechanical  or  electronical  means 

18  from  files  containing'  personal  information,  or  no  manual 

ID  or  computer  material  relating  thereto,  except  those  pre- 

20  pared,  published,  and  made  available  for  general  public 

- 1  use ;  and 

2'2  "  (D)      publish     statistics     of     taxpayer     income 

'JL»  classified,  in  whole  or  in  part,  on  the  basis  of  a  coding 

24  system  for  the  delivery  of  mail. 
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.'I  •-..     "(3)   Any  Federal  agency  maintaining  an  information 

_o    system  that  disseminates  statistical  reports  or  research  find- 

3    ings  based  on  personal  information  drawn  from. the  system, 

;'4    or  from  systems  of  any  non-Federal  person  or  other  Federal 

•5    agency,  and  which  purges  the  names,  .personal  numbers,  or 

G    other  identifying  particulars  of  individuals  and  certifies  to  the 

7    Federal  Privacy  Board  that  no  inferences  may  be   drawn 

-8'  about  any  individual,  shall  be  exempt  from  the  requirements 

.  9    of  sections  4  (a)    (3),  and  (4) ,  and  sections  4  (c)  and  (d) 

10  (l),and  (2). 

11  "(c)-  Public  Notice  Requirement. — Any  Federal 

12  j  agency  maintaining  or  proposing  to  establish  an  information 
.13    system  for  personal  information  shall— 

14  "(1)    give  notice  of  the  existence  and  character. of 

15  each  existing  system  once  a  year  to  the  Federal  Privacy 
16.      ;:.  Board; 

.  17 , ;  •  :  "  (2)   give  public  notice  of  the  existence  and  charac- 

18  ;        ter  of  each  existing  system  each  year,  in  the  Federal 

19  Register; 

•*2C/; '-  : *    ;   :     "(3)  publish  such  annual  notices  for  all  its  existing 

21  systems  simultaneously ;  and 

_22\    •   :;  ;      "  (4)  irr  the  case  of  a  new  system,  or  the  substantial 

23  modification  of  an  existing  system,  shall  give  public  ao- 

r  24  ;■■  ;tice  and  notice  to  the  Federal  Privacy  Board  within  a 

25  reasonable  time  but  in  no  case  less  than  three  months 
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1  advance  of  the  initiation  or  modification  to  assure  indi- 

2  victuals  who  may  be  affected  by  its  operation  a  reason- 

3  able  opportunity  to  comment. 

4  "  (5)  shall  assure  that  public  notice  given  under  this 

5  subsection  specifies  the  following: 

6  "  (A)  The  name  of  the  system. 

7  "(B)  The  general  purpose  of  the  system. 

8;  "(C)    The  categories  of  personal  information, 

9  and  approximate  number  of  persons  on  whom  in- 

10  formation  is  maintained. 

11  "  (D)  The  categories  of  information  maintained, 

12  confidentiality  requirements,  and  access  controls. 

13  "(E)   The  Federal  agency's  policies  and  prao 

14  tices  regarding  information  storage,  duration  of  re- 

15  tention,  and  purging  thereof. 

16  "(F)  The  categories  of  information  sources. 

17  (( (G)  A  description  of  types  of  use  made  of  in- 

18  formation   including   all   classes   of  users   and  the 
10  organizational  relationships  among  them. 

20  "(H)    The  procedures  whereby  an  individual 

21  can — 

22  "  "  (i)  be  informed  if  he  is  the  subject  of  in- 

23  '         formation  in  the  svstem; 

24  "(u)   gam  access  to  such  information;  and 
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1  "  (iii)    contest  the  accuracy,  completeness, 

2  timeliness,    pertinence,    and   the    necessity    for 

3  retention. 

4  "  (T)   The  procedures  whereby  an  individual  or 

5  group  can  gain  access   lo  the  information   system 

6  used  for  statistical  reporting  or  research  in  order  to 

7  subject  them  to  independent  analysis. 

8  "  (J)  The  business  address  and  telephone  num- 

9  ber  of  the  person  immediately  responsible  for  the 

10  system. 

11  "(d)    Eights   of    Data    Subjects.— Any    Federal 

12  agency  maintaining  personal  information  shall — 

13  "  (1)  inform  an  individual  asked  to  supply  personal 

14  information  whether  he  is  legally  required,  or  may  rc- 

15  fuse,  to  supply  the  information  requested,  and  also  of  any 

16  specific  consequences  which  are  known  to  the  Federal 

17  agency,  of  providing  or  not  providing  such  information; 

18  "  (2)  request  permission  of  a  data  subject  to  disscmi- 
49  nate  part  or  all  of  this  information  to  another  organiza- 

20  tion  or  system  not  having  regular  access  authority,  and 

21  indicate  the  use  for  which  it  is  intended,  and  the  specific 

22  consequences  for  the  individual,   which  are  known  to 

23  the  Federal  agency,  of  providing  or  not  providing  such 
24 ;  permission; 
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1  "  (3)   upon  request  and  proper  identification  of  any 

2  data  subject,  grant,  such  subject  the  right  to  inspect,  in 

3  a  form  comprehensible  to  such  individual — 

4  "  (A)   all  personal  information  about  that  data 

5  subject  except  in  the  case  of  medical  information, 

6  when  such  information  shall,  upon  written  authori- 

7  zation,  be  given  to  a  physician  designated  by  the 

8  data  subject; 

9  "  (B)   the  nature  of  the  sources  of  the  infor- 

10  mation;  and 

11  "(C)  the   recipients    of   personal   information 

12  about  the  data  subject  including  the  identity  of  all 

13  persons  and  Federal  agencies  involved  and  their 

14  relationship  to  the  system  when  not  having  regular 
13  access  authority.  ;  I 
16  "  (4)  comply  with  the  following  minimum  condi- 
•W  tions  of  disclosure  to  data  subject:                               tf 

18  "  (A)    A   Federal  agency  shall  make  discld- 

19  sores  to  data  subjects  required  under  this  Act,  during 

20  normal  business  hours. 

21  "(B)   The  disclosures  to  data  subjects  required 

22  under  this  Act  shall  be  made   (i)   in  person,  if  he 

23  appears  in  person  and  furnishes  proper  identifica- 

24  tion,  (ii)  by  mail,  if  he  has  made  a  written  request, 
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,!l   :  ■       with  proper  identification,   at  reasonable  standard 

■'■2  charges  for  document  search  and  duplication. 

•  3:  "(C)    The  data  subject  shall -be  permitted  to 

•:4     .  be   accompanied   by   one   person   of  his   choosing, 

•5  who  must  furnish  reasonable  identification.  A  Fed- 

6  eral  agency  may  require  the  data  Subject  to  furnish 

•  7  a   written    statement   granting-  permission    to    the 

'8  Federal  agency  to  discuss  that  individual's  file  in 

9  such  person's  presence. 

10  "  (5)  if  the  data  subject  gives  notice  that  he  wishes 

'11  to  challenge,  correct,  of  explain  information  about  him 

12  "•  in  the  information  system,  the  following  minimum  pro- 

13  cedures  shall  be  followed: 

14  '  "(A)   The  Federal  agency 'maintaining  the  iri- 

15  formation  system  shall  investigate  and  record  the 

16  current  status  of  that  personal  information. 

17  ,  "(B)  Hj  after  such  investigation,  such  informa- 
•'18 v  tion  is  found  to  be  incomplete,  inaccurate,  not  per- 
T9  tinent,  not  timely  nor  necessary  to  be  retained,'  6r 

20         ■  can  no   longer  be  verified,   it  shall'  be  promptly 

21"  purged.                                       .' 

.22        '  "(C)   If  the  investigation  does  not  resolve  tin 

'23  dispute,  the  data  subject  may  file  a  two  hundred 

>4  word  statement  setting  forth  his  po-;';" 
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1  "  (D)  Whenever  a  statement  of  dispute  is  filed, 

2  the    Federal    agency    maintaining    the    information 

3  system  shall,  in  any  subsequent  dissemination  or  use 

4  of  the  information  in  question,  clearly  note  that  it  is 
.")  disputed  and  supply  the  statement  of  the  data  sub- 
Li  jeet  along  with  the  information. 

7  "(H)   The  Federal  agency  maintaining  the  in- 

8  formation   system   shall   clearly   and   conspicuously 

9  disclose  to  the  data  subject  his  rights  to  make  such 

10  a  request. 

11  "(F)    Following  any  correction  or  purging  of 

12  personal  information  the  Federal  agency  shall  at  the 

13  request  of  the  data  subject,  furnish  to  past  recipients 

14  notification    that    the    item    has    been    purged   or 
I?  corrected. 

16  "(Gr)   In  the  case  of  a  failure  to  resolve  a  dis- 

17  pute,  the  Federal  agency  shall  advise  the  data  sub- 

18  ject  of  his  right  to  request  the  assistance  of  the  Fed- 

19  eral  Privacy  Board. 

20  "(e)    Notification   Pkocedi ike. —Data   subjects  of 

21  archival-type  inactive  files,  records,  or  reports  shall  be  noti- 

22  fied  by  mail  of  the  reactivation,  accessing,  or  reacccssing 

23  not  later  than  six  months  after  the  dat^  of  the  enactment 

24  of  this  Act. 
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1  "exemptions  to  applications  of  requirements 

2  "Sec.  5.    (a)    The  provisions  of  this  Act  shall  not  be 

3  applicable  to  personal  information  systems — 

4  "  ( 1 )  to  the  extent  that  information  in  such  systems 

5  is  maintained  by  a  Federal  agency,  and  the  head  of  that 

6  agency  determines  that  the  release  of  the  information 

7  would  seriously  damage  national  defense; 

g  "  (2)  which  are  part  of  active  criminal  investigatory 

9  files  compiled  by  Federal  law  enforcement  organizations, 

10  except  where  such  files  have  been  maintained   for  a 

11  period  longer  than  is  necessary  to  commence  criminal 

12  prosecution ; 

13  (3)  maintained  by  the  press  and  news  media,  ex- 

14  cept  information  relating  to  employees  of  such  orga- 

15  nizations. 

16  "(h)   Any  data  subject  denied  access  to  personal  infor- 

17  mation  under  this  section  shall  be  entitled  to  judicial  review 

18  of  the  grounds  for  that  denial  in  the  appropriate  United 

19  States  district  court. 

20  "use  of  social  security  number 

21  "Sec.  6.  It  shall  be  unlawful  for  any  Federal  agency  to 
'22  require  an  individual  to  disclose  or  furnish  his  social  security 

23  account  number,  for  any  purpose  in  connection  with  any 

24  activity,  or  to  refuse  to  make  a  loan  or  to  enter  into  any  other 

25  transaction  or  relationship  with  an  individual   (except  to  the 
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1  extent  specifically  necessary  for  the  conduct  or  administra- 

2  tion  of  the  old-age,  survivors,  and  disability  insurance  pro- 

3  gram)  wholly  or  partly  because  such  individual  does  not  dis- 

4  close  or  furnish  such  number,  unless  the  disclosure  or  furnish- 
~>  ing  of  such  number  is  specifically  required  by  Federal  law. 
<i  "federal  privacy  board 

"Sec.  7.   (a)   Establishment.— There  is  established 

8  the  Federal  Privacy  Board   (hereinafter  in  this  section  re- 

9  ferred  to  as  the  'Board' ) . 

10  "'(b)"  Membership.— The  Board  shall  consist  of  five 

11*  members,  each  serving  for  a  term  of  three  years,  three  of 

12  whom  shall  constitute  a  quorum.  No  member  shall  serve 

13  more  than  two  terms.  The  members  of  the  Board  shall  k 

14  appointed  by  the  President,  by  and  with  the  advice  and 

15  consent  of  the  Senate.  No  more  than  three  of  the  members 

16  appointed  to  serve  at  the  same  time' shall  be  of  the  same 
17'  political  party.  Each  member  shall  be  appointed  from  the 

18  public  at  large  and  not  from  among  officers  or  employees  of 

19  the  United  States.  Membership  on. the  Board  shall  be  the 

20  sole  employment  of  each,  member.       ,  :   .  ;- 

21  '      "(G)  Compensation.— Members  of  the  Board  shall  -be 

22  compensated  at  the  rate  provided  for  GS-18-  under  section 

23  5332  of  title  5  of  the  United  States  Code.  ,    ,-    ,, 

24  "(d)  Chairman  —The  Chairman  of  the  Board;  shall  be 

25  elected  by  the  Board  every  two  years. 
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1  "  (c)  StAPF. — The  Board  shall  appoint  and  lix  llic  com- 

2  pcnsatioii  of  such  personnel  as  arc  necessary  to  the  carrying 

3  out  of  its  duties. 

4  "FUNCTIONS  OF  TJJE   BOAL'I) 

-5  "Sec;  8.  The  Board  shall— 

;G  "  (1)  publish  an  annual  Data  Base  Directory  of  the 

7  United  States  containing  the  name  and  characteristics 

.8  of  each  personal  information  system  maintained  by  a 

9  Federal  agency ; 

10  "(2)    make  rules  to  assure  compliance  with   this 

11  Act; 

12  "(3)    perform  or  cause  to  be  performed  such  re- 

13  search  activities  as  may  become  necessary  to  implement 

14  this  Act,  and  to  assist  Federal  agencies  in  complying 

15  with  this  Act; 

16  "(4)   be  granted  admission  at  reasonable  hours  to 

17  any  federally  controlled  premises  where  any  information 

18  system  is  kept  or  where  computers  or  equipment  or 
49  recordings  for  automatic  data  processing  are  kepi,  and 

20  rnay  by  subpena  compel  the  production  of  documents 

21  relating  to  such  information  system  or  such  processing 

22  as  is  necessary  to  carry  out  its  duties,  but  no  personal 

23  information  shall  be  compelled  to  be  produced  without 

24  the  prior  consent  of  the  data  subject  to  which  it  pertains. 

25  Enforcement  of  any  subpena  issued  under  this  section 
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[  shall  be  bad  in  the  appropriate   United  States  district 

2  court; 

;j  "  (5)  upon  the  determination  of  a  violation  of  a  pro- 

4  vision   of    this   Act    or   regulation    promulgated    under 

5  the  Act,  the  Board  may,  after  opportunity  for  a  hear- 
(>  ing,  order  the  Federal  agency  violating  such  provision 

7  to   cease   and   desist   such   violation.    The   Board   may 

8  enforce  any  order  issued  under  this  paragraph  in  a  civil 

9  action  in  the  appropriate  United  States  district  court; 
lo  "  (6)  conduct  open,  public  hearings  on  all  petitions 
H  for  exceptions  or  exemptions  from  provisions,  applies- 

12  tion,  or  jurisdiction  of  this  Act.  The  Board  shall  have  no 

13  authority  to  make  such  exceptions  or  exemptions  but 

14  shall  submit  appropriate  reports  and  recommendations  to 

15  Congress;  and 

16  "  (7)   issue  an  annual  report  of  its  activities  to  the 

17  Congress  and  the  President. 

18  "trade  secrets 

19  "Sec.  9.  In  connection  with  any  dispute  over  the  appli- 

20  cation  of  any  provision  of  this  Act,  no  Federal  agency  shall 

21  reveal  any  personal  information  or  any  professional,  proprie- 

22  tary,  or  business  secrets;  except  as  is  required  under  thi> 

23  Act.  All  disclosures  so  required  shall  be  regarded  as  con- 

24  ndential  by  those  to  whom  they  arc  made. 
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1  "CRIMINAL   PENALTY 

2  "Sec.  10.  Any  responsible  officer  of  a  Federal  agency 

3  who  willfully — 

4  "(1)    keeps  an  information  system  without  having 

5  notified  the  Federal  Privacy  Board;  or 

6  "  (2)  issues  personal  information  in  violation  of  this 

7  Act; 

8  shall  be  fined  not  more  than  810.000  in  each  instance  or 

9  imprisoned  not  more  than  five  years,  or  both. 

10  "civil  remedies 

11  "Sec.  11.   (a)  Injunctions  for  Compliance.— The 
32  Attorney  General  of  the  United   States,   on  the   advice   of 

13  the  Federal  Privacy  Board,  or  any  aggrieved  person,  may 

14  bring  an  action   in   the  appropriate   United   States   district 

15  court  against  any  person  who  has  engaged,  is  engaged,  or 

16  is  about  to  engage  in  any  acts  or  practices  in  violation  of  the 

17  provisions  of  this  Act  or  rules  of  the  Federal  Privacy  Board, 
13  to  enjoin  such  acts  or  practices. 

•^  "  (b)  Civil  Liability  for  Unfair  Personal  Infor- 

20  matiox  Practice. — Any  person  who  violates  the  provi- 

2i  sions  of  the  Act,  or  any  rule,  regulation,  or  order  issued  there- 

22  under,  shall  be  liable  to  any  person  aggrieved  thereby  in  an 

23  amount  equal  to  the  sum  of — 

24  "  (1 )  any  actual  damages  sustained  by  an  individual; 
05  "(2)    punitive  damages  where  appropriate; 

63-619   O  -  76  -  49 
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1  "  (3)  in  the  case  of  any  successful  action  to  enforce 

2  any  liability  under  this  section,  the  costs  of  the  action 
•  '»  together  with  reasonable  attorney's  fees  as  determined 
-1            by  the  court. 

3  The  United  S.tatcs  consents  to  be  sued  under  this  section 

U    without  limitation  on  the  amount  in  controversy.        .. „ 

7  "effective  date 

"Sec.  12.  This  Act  shall  take  effect  one  year  after  the 
9    date  of  its  enactment.". 


PART  3— LEGISLATIVE  DEBATE 
Senate  Action  1 

[From  the  Congressional  Record — Senate,  Sept.  19,  1974] 

FEDERAL  PRIVACY  BOARD  ACT— AMENDMENT 

AMENDMENT  NO.   1914 

(Ordered  to  be  printed  and  referred  to  the  Committee  on  Govern- 
ment Operations.) 

HALTING  USE  OF  THE  SOCIAL  SECURITY  NUMBER  AS  A  UNIVERSAL 
POPULATION    IDENTIFIER 

Mr.  Goldwater.  Mr.  President,  I  am  introducing  today  for  myself 
and  the  senior  Senator  from  Illinois  (Mr.  Percy)  an  amendment  to 
halt  the  spread  of  the  social  security  number  as  a  universal  population 
identifier.  I  am  delighted  that  the  Senator  from  Illinois,  who  is  the 
ranking  Republican  member  of  the  Senate  Committee  on  Government 
Operations,  is  joining  with  me  today  as  a  coauthor  of  this  amendment 
to  S.  3418,  a  privacy  bill  which  was  ordered  favorably  reported  by 
that  committee  on  August  20. 

Mr.  President,  the  amendment  which  we  are  offering  today  is  similar 
to  S.  253T,  a  bill  which  I  introduced  last  year  to  provide  that  no  indi- 
vidual may  be  compelled  to  disclose  his  social  security  number  for  any 
purpose  not  specifically  required  by  law.  An  identical  bill.  II. R.  9968, 
had  been  introduced  in  the  House  of  Representatives  last  year  by  my 
son,  Congressman  Goldwater,  Jr.,  of  California. 

Mr.  President,  when  parents  cannot  open  bank  accounts  for  their 
children  without  obtaining  social  security  numbers  for  them ;  when  all 
schoolchildren  in  certain  ninth  grade  classes  are  compelled  to  apply  for 
social  security  numbers;  when  a  World  War  I  veteran  is  asked  to  fur- 
nish his  social  securial  number  in  order  to  enter  a  Veterans'  Adminis- 
tration hospital ;  and  when  the  account  number  is  used  and  required  for 
numerous  other  purposes  totally  unrelated  with  the  social  security 
program ;  then  it  is  time  for  society  to  stop  this  drift  toward  reducing 
each  person  to  a  number. 

There  already  have  been  issued  a  total  of  over  160  million  social 
security  numbers  to  living  Americans.  There  is  no  statute  or  regulation 
which  prohibits  or  limits  use  of  the  account  number. 

To  the  contrary,  a  directive  President  Roosevelt  issued  32  years  ago. 
is  still  in  effect  requiring  that  any  Federal  agency  which  establishes 
a  new  system  of  personal  identification  must  use  the  social  security 
number. 


1  For  Senator  Ervin's  introductory  remarks  on  S.  3418,  see  p.  3.  Text  of  S.   3418  may 
be  found  on  p.  9. 
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Numerous  Americans  deplore  this  development.  They  resent  being 
constantly  asked  or  required  to  disclose  their  social  security  number 
in  order  to  obtain  benefits  to  which  they  are  legally  enl  itled.  They  sense 
that  they  are  losing  their  identity  as  a  unique  human  being  and  arc  re- 
duced to  a  digit  in  some  bureaucrat  ic  file. 

Scholars  who  have  studied  the  situation  have  fears  which  run  far 
deeper.  These  specialists  consider  use  of  the  social  security  number 
population  number  will  make  us  all  become  marked  individuals, 

What  is  meant  is  that  once  the  social  security  number  is 
universal  identifier,  each  person  would  leave  a  trail  of  personal  data 
behind  him  for  all  of  his  life  which  could  he  immediately  reassem- 
bled to  confront  him.  Once  we  can  he  identified  to  the  administrator  in 
government  or  in  business  by  an  exclusive  number,  we  can  be  pin- 
pointed wherever  we  are,  we  can  he  more  easily  manipulated,  we  can  be 
more  easily  conditioned  and  we  can  he  more  easily  coerced. 

Mr.  President,  the  use  of  the  social  security  number  as  a  method  of 
national  population  numbering  is  inseparable  from  the  rapid  advances 
in  the  capabilities  of  computerized  personal  data  equipment.  The  state 
of  the  an  in  computer  data  storage  is  now  so  advanced  that  the  Na- 
tional Academy  of  Sciences  actually  reported  in  11)72  that — 

Tr  is  technologically  possible  today,  especially  with  recent  advances  in  mass 
storage  memories,  to  build  a  computerized,  on-line  tile  containing  the  compacted 
equivalent  of  20  pages  of  typed  information  about  The  personal  history  and  se- 
lected activities  of  every  man.  woman,  and  child  in  the  United  States,  arranging 
the  system  so  that  am   single  record  could  he  retrieved  in  about  30  seconds. 

Where  will  it  end?  Will  we  allow  every  individual  in  the  United 
States  to  he  assigned  a  unique  identification  number  for  use  in  all  his 
governmental  and  business  activities?  Will  we  permit  computerized 
personal  data  systems  to  interlink  nationwide  so  that  all  the  details  of 
our  personal  Lives  can  he  assembled  instantly  for  use  by  a  single  person 
or  institut  ion  I 

The  time  to  think  about  the  future  is  now.  We  must  build  into  the 
law  safeguards  for  personal  privacy  while  a  national  numbering  system 
is  still  a  concept  and  not  an  accomplished  fact. 

Accordingly,  J  am  introducing  today  with  Senator  Percy  an  amend- 
ment to  the  Federal  privacy  legislation  that  will  impose  a  moratorium 
on  the  use  of  social  security  numbers  for  purposes  unrelated  to  the 
original  social  security  program.  Our  amendment  will  make  it  unlaw- 
ful for  any  governmental  body  at  the  Federal.  State,  or  local  level  to 
deny  to  any  person  a  right,  benefit,  or  privilege  because  the  individual 
does  not  want  to  disclose  his  social  security  account  number.  The 
amendment  also  provides  that  it  shall  be  unlawful  for  anyone  to  dis- 
criminate against  another  person  in  any  business  or  commercial  deal- 
ings because  the  person  chooses  not  to  disclose  his  social  security 
number. 

Iveconmizinnr  that  what  we  are  proposing  will  cause  a  significant 
change  in  the  identification  methods  of  a  great  many  agencies  and 
institutions,  we  provide  for  the  phasing  in  of  these  prohibitions  begin- 
ning on  January  1.  107r>.  Any  information  system  started  after  that 
date  will  be  subject  to  the  restraints  of  our  amendment  and  any  infor- 
mation system  in  existence  before  then  is  exempted  from  the  amend- 
ment. 

In  addition  to  the  prohibitions  on  the  spread  of  the  social  security 
number  in  the  future,  tin1  amendment   includes  a  requirement  that  all 
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agencies  and  persons  who  requesl   of  a   |  the  disclosure  of  his 

social  security  number  must  inform  the  person  whetl 
mandatory  or  voluntary,  state  the  specific  authority  foi  'iinir 

disclosure,  tel]  what  uses  will  be  made  of  it.  and  notify  what  ruli 
confidentiality  will  protect  these  u 

Mr.  President,  medical  and  sociological  evidence  proves  that  the 
need  for  privacy  is  a  basic,  natural  one.  essential  both  to  individual 
physical  and  mental  health  of  each  human  being  and  to  the  creativity 
of  society  as  a  whole.  It  is  for  us  to  determine  today  jnst  how  much 
privacy  shall  remain  for  the  individual  in  the  future,  and  I  hope  the 
Senate  will  shortly  have  the  opportunity  to  act  favorably  upon  the 
amendment  which  we  have  offered  to  proteet  against  a  national  num- 
bering system. 

Mr.  President,  I  ask  unanimous  consent  that  a  copy  of  the  amend- 
ment by  myself  and  Senator  Percy,  as  coauthors,  be  printed  in  the 
Record. 

There  bein^  no  objection,  the  amendment  was  ordered  to  be  printed 
in  the  Record,  as  follows  : 

Amendment  Xo.  1914 

moratorium  ox  use  of  social  security  numbers 

Sec.  307.  (a)  It  shall  be  unlawful  for— 

(1)  any  Federal,  State,  or  local  sovernment  agency  to  deny  any  individual 
any  right,  benefit,  or  privilege  provided  by  law  because  of  such  individual's 
refusal  to  disclose  his  social  security  account  number,  or 

(2)  any  person  to  discriminate  against  any  individual  in  the  course  of  any 
business  or  commercial  transaction  or  activity  because  of  such  individual's 
refusal  to  disclose  his  social  security  account  number. 

Ho  The  provisions  of  <>n   (a)  shall  not  apply  with  respect  to — 

l  1  I  any  disclosure  which  is  required  by  Federal  lav/,  or 
(2)  any  information  system  in  existence  and  operating  before  January  1, 
1975. 
i  (•  i    Any  Federal.  State,  or  local  government  agency  which  requests  an  indi- 
vidual   to   disclose   his    social    security   account    number,    and    any    person    who 
requests,  in  the  course  of  any  business  or  commercial  transaction  or  activity,  an 
individual   to   disclose   his   social   security   account    number,   shall   inform    that 
individual  whether  that  disclosure  is  mandatory  or  voluntary,  by  what  statutory 
or  oilier  authority  such  number  is  solicited,  what  uses  will  be  made  of  it.  and 
what  rules  of  confidentiality  will  govern  it. 

Mr.  Percy.  Mr.  President,  the  issue  of  the  social  seenritv  number, 
SSN",  as  a  universal  identifier,  which  increasingly  is  required  to  be 
supplied  by  an  individual  in  his  transactions  with  both  the  Govern- 
ment  and  with  private  businesses,  and  which  may  soon  make  it  possible 
for  anyone  to  link  and  gain  access  to  a  wide  variety  of  different  data- 
banks, is  a  matter  of  deep  concern  to  me  and  to  other  Members  of  the 
Senate  and  the  House.  I  am  pleased  to  join  Senator  Gold  water,  who 
over  an  extended  period  of  time  has  taken  a  very  active,  constructive 
concern  in  this  issue,  as  cosponsor  of  an  amendment  to  S.  3418  which 
addresses  this  concern  and  commend  Senator  Goldwater,  my  distin- 
guished colleague,  on  his  leadership  in  this  important  matter  to  every 
citizen. 

S.  3418  is  the  privacy  legislation  that  i  have  cosponsored  with  Sena- 
tors Ervin,  Muskie,  and  Ribicoff.  The  bill,  which  was  unanimously 
reported  by  the  Committee  on  Government  Operations  on  August  20, 
establishes  certain  rights  of  privacy  that  apply  to  an  individual's  per- 
sonal information.  The  bill  also  establishes  a  studv  commission,  the 
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Federal  Privacy  Commission,  whose  primary  functions  will  bo  to 
oversee  and  assisl  Federal  agencies  in  the  Implementation  of  this  Aer 
and  to  conduct  a  si  udy  of  a  wide  variety  of  privacy  issues  that,  for  lack 
of  adequate  information  and  understanding,  are  not  covered  m  S.  3 1 L8. 

A  very  important  subject  that  the  Commission  will  study  is  the  use 
of  the  SSX  as  a  universal  identifier.  This  study  will  respond  to  con- 
cerns of  a  wide  variety  of  individuals  who  have  expressed  their 
iment  in  Letters  to  Members  of  Congress  in  recent  years  about 
having  to  furnish  their  SSX  for  purposes  completely  unrelated  to 
social  security. 

The  purpose  of  the  amendment  we  are  proposing  is  to  halt  the 
expansion  of  the  use  of  the  SSX.  Its  primary  importance  is  to  hold 
the  problem  to  a  fixed  dimension  until  the  Privacy  Commission  com- 
pletes a  study  and  decides  upon  appropriate  legislative  recommenda- 
tions to  Congress.  It  follows  the  key  recommendations  of  the  widely 
cited  Report  of  the  Secretary  of  HEW's  Committee  on  Automated 
Personal  Data  Systems,  published  in  1973  under  the  title  "Record-. 
Computers,  and  the  Rights  of  Citizens."  On  page  126  of  the  report, 
the  HEW  Committee  <rives  specific  recommendations  on  the  SSX' 
concerning  the  right  of  an  individual  to  refuse  to  disclose  the  social 
security  number: 

SPECIFIC   RECOMMENDATIONS    ON    THE    SOCIAL    SECURITY    NUMBEB    RIGHT    OF    AN    INDI- 
VIDUAL   TO   DISCLOSE   THE    SOCIAL    SECURITY    NUMBER 

Increasing  demands  are  being  placed  on  individuals  to  furnish  an  SSX  in  cir- 
cumstances when  use  of  the  SSX  is  not  required  by  the  Federal  Government  for 
Federal  program  purposes.  For  example,  the  SSX  is  demanded  of  individuals  by 
State  motor  vehicle  departments,  by  public  utility  companies,  landlords,  credit 
grantors,  schools,  colleges,  and  innumerable  other  organizations, 

Existing  Federal  law  and  Social  Security  regulations  are  silent  on  such  uses 
of  the  SSX".  They  provide  no  clear  basis  for  keeping  State  and  local  government 
agencies  and  private  organizations  from  demanding  and  using  the  number.  As  a 
practical  matter,  disclosure  of  one's  SSN  has  been  made  a  condition  for  obtain- 
ing many  benefits  and  services,  and  legal  challenges  to  this  condition  under 
State  law  have  been  almost  uniformly  unsuccessful. 

If  the  SSX  is  to  be  stopped  from  becoming  a  "de  facto"  universal  identifier, 
the  individual  must  have  the  option  not  to  disclose  his  number  unless  required 
to  do  so  by  the  Federal  government  for  legitimate  Federal  program  purposes,  and 
there  must  be  legal  authority  for  his  refusal.  Since  existing  law  offers  no  such 
clear  authority,  we  recommend  specific,  preemptive,  Federal  legislation  pro- 
viding: 

I  1  )  That  an  individual  has  the  right  to  refuse  to  disclose  his  SSX  to  any  person 
or  organization  that  does  not  have  specific  authority  provided  by  Federal  statute 
to  request  it ; 

(2)  That  an  individual  has  the  right  to  redress  if  his  lawful  refusal  to  disclose 
his  SSX  results  in  the  denial  of  a  benefit,  or  the  threat  of  denial  of  a  benefit :  and 
that,  should  an  individual  under  the  threat  of  loss  of  benefits  supply  his  SSX 
under  protest  to  an  unauthorized  requestor,  he  shall  not  be  considered  to  have 
forfeited  his  rijrht  to  redress  ; 

(3)  That  any  oral  or  written  request  made  to  an  individual  for  bis  SSX  must  be 
accompanied  by  a  clear  statement  indicating  whether  or  not  compliance  with  the 
request  is  required  by  Federal  statute,  and.  if  so.  citing  the  specific  legal 
requirement. 

Tti  response  to  those  recommendations,  our  amendment  to  8.  3418 
prohibits  Government  agencies  from  conditioning  any  right,  benefit, 
or  privilege  provided  by  law  upon  an  individual's  decision  not  to  dis- 
close his  SSX.  Tt  would  also  prohibit  discrimination  against  any  indi- 
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vidual  who,  in  the  course  of  any  business  or  commercial  transaction  or 
activity,  chooses  not  to  furnish  his  number.  Finally,  the  amendment 
requires  that  whenever  a  Federal  agency  or  private  organization 
requests  an  individual  to  supply  his  SSN,  it  must  inform  him  whether 
disclosure  is  mandatory  or  voluntary,  by  what  statutory  authority  the 
number  is  requested,  what  uses  will  be  made  of  it,  and  what  rules  of 
confidentiality  will  govern  it. 

I  would  like  to  point  out  that  our  amendment  fills  a  void  created 
when  an  earlier  provision  was  dropped  from  S.  3418.  It  would  have 
prohibited  Government  and  private  organizations  that  currently  rely 
on  the  SSN  from  compel  ling  an  individual  to  furnish  his  number 
except  when  specifically  required  by  law.  The  members  of  the  Govern- 
ment Operations  Committee  voted  to  delete  this  provision  after  several 
important  objections  were  identified.  These  objections  centered  around 
the  disruption  of  established  procedures  and  uncertain  but  large  cost 
involved  in  changing  recordkeeping  procedures  nationwide.  The  earlier 
provision  would  have  meant  redesigning  forms  and  reprograming 
computers  to  an  unknown  extent.  It  would  have  had  the  undesirable 
effect  of  requiring  the  Army  to  change  their  identification  system  for 
military  personnel. 

Our  amendment  overcomes  the  flaws  in  the  earlier  provision.  It  does 
not  interfere  with  existing  uses  of  the  number.  It  specifically  exempts 
any  disclosure  which  is  required  by  Federal  law  and  it  exempts  any 
use  of  the  SSN  by  any  information  system  that  is  in  existence  and 
operating  prior  to  January  1, 1975.  Thus  it  will  not  disrupt  established 
procedures  and  it  will  not  create  unwarranted  cost  burdens.  Instead,  it 
serves  the  important  function  of  blocking  further  expansion  of  the 
use  of  the  number  as  a  universal  identifier  until  needed  policy  recom- 
mendations can  be  developed  by  the  Federal  Privacy  Commission. 
And  finally,  it  brings  needed  congressional  attention  to  an  issue  of 
long  standing. 


[From  the  Congressional  Record — Senate,  Nov.  21,  1974] 

SENATE  CONSIDERS  S.  3418  AS  REPORTED  BY  THE 
COMMITTEE  ON  GOVERNMENT  OPERATIONS 

The  Senate  continued  with  the  consideration  of  the  bill  (S.  3418)  to 
establish  a  Federal  Privacy  Board  to  oversee  the  gathering  and  dis- 
closure of  information  concerning  individuals,  to  provide  manage- 
ment systems  in  Federal  agencies.  State  and  local  governments,  and 
other  organizations  regarding  such  information,  and  for  other 
purposes. 

Mr.  Hruska.  Mr.  President,  I  ask  unanimous  consent  on  lxmalf  of 
the  Senator  from  Arkansas  (Mr.  McClellan)  and  of  myself  for  the 
privilege  of  the  floor  during  consideration  of  S.  3418  and  voting  thereon 
of  Mr.  Paul  C.  Summitt,  Dennis  G.  Thelan,  J.  C.  Argetsinger,  and 
Douglas  Marvin. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

Mr.  Goldwater.  Mr.  President,  I  ask  unanimous  consent  that  dur- 
ing the  proceedings  this  afternoon  on  S.  3418  my  legal  assistant.  Terry 
Emerson,  be  allowed  the  privilege  of  the  floor.* 
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The  !Yi  Without  objection,  it  is 

tator  from  North  Carolina. 

Mr.  Kkyin.  Mr.  President,  I  ask  unanimous  consent  thai  Robert 
Smith,  Jr..  Al  From.  A\T.  1\  Goodwin,  Jr.,  1  >avid  Johnson.  Bob  Vastine, 
Mark  Bravin,  Marrilyn  Harris.  Wright  Andrews.  Jim  Davidson, 
bchen  MacNair.  Mark  Gitenstein,  W.  Thomas  Foxwell.  and  Eliza- 
beth Preast  of  the  staff  of  the  Committee  on  Government  Operations 
be  allowed  the  privilege  of  the  floor  at  all  times  during  the  considera- 
tion of  >.    Wls.  including  all  votes  thereon. 

The  Presiding  Officer.  Without  object  ion.  it  is  so  ordered. 

Mr.  Knvix.  Mr.  President.  S.  3418  was  originally  introduced  by 
If  with  the  cosponsorship  of  the  distinguished  Senator  from  Illi- 
nois (Mr.  Percy),  the  distinguished  Senator  from  Maine  (Mr. 
Muskie),  the  distinguished  Senator  from  Connecticut  (Mr.  Ribi<  • 
the  distinguished  Senator  from  Washington  (Mr.  Jackson),  the  dis- 
tinguished  Senator  from  Arizona  (Mr.  Goldwater).  and  the  di>tin- 
tator  from  Tennessee  (Mr.  Baker). 

Since  that  time  the  following  Senators  have  been  made  cospcnsors 
of  the  bill  the  distinguished  Senator  from  Tennessee  (Mr.  Brock), 
the  distinguished  Senator  from  Michigan  (Mr.  Hart),  the  distin- 
guished Senator  from  California  (Mr.  Cranston),  the  distinguished 
Senator  from  Massachusetts  (Mr.  Kennedy),  the  distinguished  Sen- 
ator from  New  York  (Mr.  Buckley),  the  distinguished  Senator  from 
Minnesota  (Mr.  Humphrey),  and  the  distinguished  Senator  from 
Maryland  (Mr.  Mathias). 

Mr.  President,  to  facilitate  the  consideration  of  the  bill,  I  ask  unani- 
mous consent  that  the  committee  amendment  of  the  Committee  on 
Government  Operations  in  the  nature  of  a  substitute  l>e  agreed  to  and 
that  the  committee  amendment  as  agreed  to  be  considered  original  text 
for  the  purposes  of  further  amendment. 

The  Presiding  Officer.  Is  there  objection?  The  (hair  hears  none. 
Without  objection,  it  is  so  ordered. 

The  committee  amendment  in  the  nature  of  a  substitute  may  be  found 
on  p.  f»7. 

consideration   of   perfecting   amendments 

Mr.  Ervix".  Mr.  President,  after  the  committee  had  reported  the  bill, 
the  committee  staff  worked  out  a  number  of  amendments  with  the  Office 
of  Management  and  Budget  and  also  other  perfecting  amendments 
which  I  send  to  the  desk  at  this  time  and  ask  they  be  voted  on  en  bloc. 

The  Presiding  Officer.  The  clerk  will  report  the  amendments. 

The  legislative  clerk  read  as  follows: 

On  page  26.  line  21  immediately  after  the  period  insert  the  following  new 
sentence:  "A  snbpena  shall  he  issued  only  upon  an  affirmative  vote  of  a  majority 
of  all  memhers  of  the  Commission.". 

On  page  31.  line  1.  strike  out  "travel,  hotel,  and  entertainment  res-"  and  insert 
in  lieu  thereof  '-cable  television  and  other  telecommunications  media,  travel, 
hotel,  and  entertainment  res-". 

On  page  33.  line  10.  strike  out  all  after  "CI  i"  up  to  the  semicolon  on  line  13. 
and  insert  in  lieu  thereof  the  following:  "insure  that  personal  information  main- 
tained in  the  system  or  file  is  accurate,  complete,  timely,  and  relevant  to  the 
purpose  for  which  it  is  collected  or  maintained  by  the  agency  at  the  time  any 
access  is  granted  to  the  file,  material  is  added  to  or  taken  from  the  file,  or  at 
any  time  it  is  used  to  make  a  determination  affecting  the  subject  of  the  file." 
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On  page  34,  line  22,  strike  out  all  that  follows  through  the  period  on  line  24, 
and  insert  in  lieu  thereof  the  following :  "Such  information  is  relevant  and  neces- 
sary to  carry  out  a  statutory  purpose  of  the  agency." 

On  page  37,  line  15,  strike  out  all  through  the  semicolon  on  line  17  and  insert 
in  lieu  thereof  the  following  new  subparagraph  : 

"(D)  to  know  the  sources  of  personal  information  (i)  unless  the  confiden- 
tiality of  any  source  is  required  by  statute,  then  the  right  to  know  the  nature  of 
such  source;  or  (ii)  unless  investigative  material  used  to  determine  the  suitabil- 
ity, eligibility,  or  qualifications  for  Federal  civilian  employment,  military  service, 
Federal  contracts,  or  access  to  classified  information,  is  compiled  by  a  Federal 
agency  in  pursuit  of  an  authorized  investigative  responsibility,  and  in  the  course 
of  compiling  such  materials,  information  prejudicial  to  the  subject  of  the  investi- 
gation is  revealed  through  a  source  who  furnishes  such  information  to  the 
Government  under  tbe  express  provision  that  the  identity  of  the  source  will  be 
held  in  confidence,  and  where  the  disclosure  of  such  information  would  identify 
and  be  prejudicial  to  the  rights  of  the  confidential  source,  then  the  right  to  know 
the  nature  of  such  information  and  to  examine  that  information  if  it  is  found  to 
be  material  or  relevant  to  an  administrative  or  judicial  proceeding  by  a  Federal 
judge  or  Federal  administrative  officer.  Provided,  that  investigative  material 
shall  not  be  made  available  to  promotion  boards  which  are  empowered  to  promote 
or  advance  individuals  in  Federal  employment,  except  when  the  appointment 
would  be  from  a  noncritical  to  a  critical  security  position." 

On  page  38,  line  15,  after  "relevant"  strike  the  comma  and  insert  the  following  : 
"to  a  statutory  purpose  of  the  agency,". 

On  page  39,  line  5,  strike  out  all  after  "(F)"  through  line  8,  and  insert  in  lieu 
thereof  the  following :  "Not  later  than  sixty  days  after  receipt  of  notice  from  an 
individual  making  a  request  concerning  personal  information,  make  a  determina- 
tion with  respect  to  such  request  and  notify  the  individual  of  the  determination 
and  of  the  individual's  right  to  a  hearing  before  an  official  of  the  agency  which 
shall  if  requested  by  the  individual,  be  conducted  as  follows  :". 

On  page  39,  line  9,  immediately  after  "hearing"  insert  "shall  be  conducted  in 
an  expeditious  manner  to  resolve  the  dispute  promptly  and". 

On  page  39,  line  10,  strike  out  "at  which  time"  and  insert  the  following : 
"and,  unless  the  individual  requests  a  formal  hearing,  shall  be  conducted  on 
an  informal  basis,  except  that". 
On  page  39,  line  11,  strike  out  "appeal"  and  insert  in  lieu  thereof  "appear". 
On  page  39.  line  22,  immediately  after  "reviewable"  insert  "de  novo". 
On  page  39,  between  lines  23  and  24,  insert  the  following :  "An  agency  may,  for 
good  cause,  extend  the  time  for  making  a  determination  under  this  subparagraph. 
The  individual  affected  by  such  an  extension  shall  be  given  notice  of  the  exten- 
sion and  the  reason  therefore." 
On  page  39,  line  25,  immediately  after  "agreement"  insert  "for",  and. 
On  page  40,  line  1,  immediately  before  "of"  insert  ",  or  the  operation  by  or  on 
behalf  of  the  agency". 

On  page  40,  line  2,  strike  out  "or"  the  second  time  it  appears  and  insert  in  lieu 
thereof  a  comma. 

On  page  40,  line  3,  immediately  after  "alteration"  insert  ",  or  the  operation  bv 
or  on  behalf  of  the  agency". 

On  page  42,  line  19,  strike  out  "or  the  recipient". 
On  page  42.  line  21,  strike  out  "201(b)  (4)  and  section". 

On  page  43.  line  6.  strike  out  "research  or  reporting"  and  insert  in  lieu  thereof 
"reporting  or  research". 

On  page  43,  line  10,  strike  out  "safety,  or  identification"  and  insert  in  lieu 
thereof  "or  safety". 

On  page  43.  line  13.  strike  out  all  through  the  period  on  line  17. 
On  page  43,  line  IS.  strike  out  "(d)"  and  insert  in  lieu  thereof  "(c)" 
On  page  44,  line  1.  strike  out  "(e)"  and  insert  in  lieu  thereof  "(dV. 
On  page  44,  line  12.  strikeout  "(f)"  and  insert  in  lieu  thereof  "(e)". 
On  page  45,  line  2.  strike  out  the  comma  and  insert  in  lieu  thereof  "or". 
On  page  45.  line  10,  after  the  colon  insert  the  following  :   •Provided  that  investi- 
gatory records  shall  he  exempted  only  to  the  extent  that  the  production  of  such 
records  would  (A)  interfere  witli  enforcement  proceedings,  I  B)  deprive  a  person 
of  a  right  to  a  fair  trial  or  an  impartial  adjudication,  (,C)  disci,:-.,  the  identity 
of  a  confidential  source,  and  in  the  case  of  a  record  compiled  by  a  criminal  law 
enforcement  authority  in  the  course  of  a  criminal  investigation,' or  by  an  agency 
conducting  a  lawful  national  security  intelligence  investigation,  confidential  hi- 
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formation  furnished  only  by  the  confidential  source,  (E)  disclose  confidential 
investigative  techniques  and  procedures  which  are  not  Otherwise  generally  known 
OUtside  the  agency,  or  <  F)  endangers  the  life  Or  physical  safety  of  law  enforce- 
ment personnel.'" 

On  page  47,  line  7.  strike  out  "section  201(c)  (3),  (G),  (I),  and  (J)"  and  insert 
in  lieu  thereof  "sections  202(c)(3)  (A),  (B),  (D),  (E),  (F),  (G),  (I),  and 
(J)." 

( >n  page  47,  between  lines  23  and  24.  insert  the  following  new  subsection  : 

"(d)  The  provisions  of  this  Act  shall  not  require  the  disclosure  of  testing  or 
examination  material  used  solely  to  determine  individual  qualifications  for  ap- 
pointment or  promotion  in  the  Federal  service  if  the  disclosure  of  such  material 
would  compromise  the  objectivity  or  fairness  of  the  testing  or  examination 
proces 

On  page  48,  between  lines  8  and  9.  insert  the  following  new  section  : 

REGULATIONS 

Sec.  207.  Each  Federal  agency  subject  to  the  provisions  of  this  Act  shall,  not 
later  than  six  months  after  the  date  on  which  this  Act  becomes  effective,  promul- 
gate regulations  to  implement  the  standards,  safeguards,  and  access  require- 
ments of  this  title  and  such  other  regulations  as  may  be  necessary  to  implement 
the  requirements  of  this  Act. 

On  page  52.  line  5,  strike  out  "$10,000"  and  insert  in  lieu  thereof  "$2,000". 

On  page  52.  line  6,  strike  out  "five"  and  insert  in  lieu  thereof  "two". 

On  page  52.  lines  22  and  23,  strike  out  "has  engaged,  is  engaged,"  and  insert 
in  lieu  thereof  "is  engaged." 

On  page  53,  line  1,  strike  out  "Any"  and  all  that  follows  through  "liable"  on 
line  3,  and  insert  in  lieu  thereof  the  following :  "The  United  States  shall  be 
liable  for  the  actions  or  omissions  of  any  officer  or  employee  of  the  Government 
who  violates  the  provisions  of  this  Act,  or  any  rule,  regulation,  or  order  issued 
thereunder  in  the  same  manner  and  to  the  same  extent  as  a  private  individual 
under  like  circumstances". 

On  page  53.  line  12,  immediately  after  the  period  insert  the  following :  "A 
civil  action  against  the  United  States  under  subsection  (c)  of  this  section  shall 
be  the  exclusive  remedy  for  the  wrongful  action  or  omission  of  any  officer  or 
employee." 

On  page  47,  between  lines  23  and  24,  insert  the  following  : 

(d)  "The  provisions  of  this  Act,  with  the  exception  of  Sections  201(a)(2), 
201(b)  (2),  (3),  (4),  (5),  (6),  and  (7),  201(c)  (2),  201(c)  (3)  (A),  (B),  (D), 
and  (F)  and  202(a)  (2)  and  (3)  shall  not  apply  to  foreign  intelligence  informa- 
tion systems  or  to  systems  of  personal  information  involving  intelligence  sources 
and  methods  designed  for  protection  from  unauthorized  disclosure  pursuant  to 
50U.S.C.A.  403." 

Mr.  Ervin.  I  might  state  to  the  Senate  that  none  of  these  amend- 
ments makes  any  fundamental  alteration  in  the  bill.  They  merely 
clarify  certain  sections  and  make  certain  adjustments  to  satisfy  some 
of  the  requests  made  by  the  Office  of  Management  and  Budget. 

The  amendments  were  agreed  to  en  bloc. 

Mr.  Ervin.  Mr.  President,  I  yield  to  the  distinguished  Senator 
from  Connecticut  with  the  understanding  I  do  not  thereby  lose  my 
right  to  the  floor. 

Mr.  Weicker.  Mr.  President,  I  ask  unanimous  consent  that  Mr. 
Bob  Dotchin,  Geoffrey  Baker,  and  John  Harvey  of  my  staff  be  per- 
mitted the  privilege  of  the  floor  during  debate  on  this  matter. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

Mr.  Weicker.  I  thank  the  distinguished  Senator. 

The  Presiding  Officer.  The  Senator  from  North  Carolina. 

Mr.  Ervin.  Mr.  President.  I  ask  unanimous  consent  to  insert  in  the 
Record  at  this  point  a  memorandum  which  explains  in  detail  the 
amendments  to  the  bill  that  the  Senate  has  just  adopted. 
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There  being  no  objection,  the  memorandum  was  ordered  to  be 
printed  in  t  he  Record,  as  follows : 

Amendments  to  the  Federal  Privacy  Act 

Attached  are  both  technical  and  substantive  Committee  amendments  to  S. 
3418  which  have  been  drafted  since  this  legislation  was  reported  August  20  by 
the  Committee  on  Government  Operations.  These  amendments  reflect  an  effort 
to  improve  S.  3418  and  in  part  are  based  upon  suggestions  offered  by  OMB 
director,  Roy  Ash  in  a  letter  to  Senator  Ervin  dated   September  18,  1974. 

technical  and  substantive  committee  amendments 

1.  Section  105(a)(1)  on  page  26,  line  21.  It  was  intended  in  the  bill  as 
reported  by  the  Government  Operations  Committee  that  no  subpoena  shall  be 
issued  by  the  Federal  Privacy  Protection  Commission  unless  it  was  approved 
by  a  majority  vote  by  all  members  of  the  Commission.  While  this  point  was 
covered  indirectly  in  another  section  governing  action  by  the  Commission,  it 
was  felt  necessary  to  clear  up  any  ambiguity  with  an  amendment  which  specif- 
ically states  that  requirement. 

2.  Section  201(b)(1)  on  page  33,  line  10.  As  reported  the  bill  requires  that 
information  maintained  in  agency  systems  or  files  be  accurate,  complete,  timely, 
and  relevant.  Under  these  standards  agencies  would  be  required  to  search 
through  all  of  their  files  and  clean  out  any  "dirty"',  inaccurate,  or  irrelevant 
material.  In  order  to  reduce  the  cost  and  administrative  burden  of  such  a 
requirement  this  amendment  proposes  to  require  the  "cleaning  up''  of  files  at 
the  time  any  access  is  granted  to  a  file,  material  is  added  to  or  taken  from  a 
file,  or  at  any  time  the  file  is  used  to  make  a  determination  affecting  the  subject 
of  the  file. 

There  may  be  an  Administration  amendment  which  would  seek  to  require  the 
cleaning  up  of  files  only  at  the  time  a  determination  is  made  affecting  the  sub- 
ject of  the  file — a  much  weaker  standard  than  proposed  here. 

3.  Section  201(b)  (7)  on  page  34,  line  22.  This  section  would  prohibit  agencies 
from  establishing  programs  to  collect  or  maintain  information  about  how 
individuals  exercise  First  Amendment  rights.  An  exception  is  provided  if  an 
agency  head  specifically  determines  that  the  program  is  required  for  the  ad- 
ministration of  a  statute  which  the  agency  is  charged  with  administering.  It 
seemed  that  a  much  tighter  standard  would  be  that  used  throughout  the  rest 
of  the  Act  which  would  permit  an  exception  only  when  ••such  information  is 
relevant  and  necessary  to  carry  out  a  statutory  purpose  of  the  agency." 

4.  Section  201(d)(1)(D)  on  page  37,  line  15.  This  section  requires  that 
agencies  disclose  the  sources  of  personal  information  unless  the  confidentiality 
of  such  sources  is  required  by  statute.  In  any  other  instance,  however,  agencies 
would  be  required  under  tins  Act  to  make  available  to  the  subject  of  the  file 
any  comments  by  third  parties  and  identify  those  third  parties  in  the  record. 
While  this  requirement  is  not  without  merit  the  Civil  Service  Commission  and 
other  agencies  express  concern  that  confidentiality  is  necessary  in  soliciting 
candid  comments  during  background  investigations  of  persons  to  determine  their 
suitability  for  employment  for  military  service,  to  receive  Federal  contracts  or 
to  gain  access  to  classified  materials. 

Should  it  be  decided  that  protection  is  needed  for  certain  third  party  com- 
ments, the  attached  amendments  include  a  fairly  restrictive  draft  amendment 
which  would,  in  a  case  where  disclosure  of  third  party  information  would 
identify  and  be  prejudicial  to  the  rights  of  the  confidential  sources,  permit  the 
subject  of  the  file  to  know  only  the  nature  of  the  information  provided.  How- 
ever, if  the  information  were  to  be  found  material  or  relevant  to  an  administra- 
tive or  judicial  proceeding  the  judge  or  federal  administrative  officer  could 
make  it  available  to  the  subject  of  the  file.  A  further  proviso  would  require 
that  such  investigative  material  could  be  made  available  to  promotion  boards 
unless  the  appointment  under  consideration  would  be  from  a  non-critical  to  a 
critical  security  position. 

5.  Section  201(d)(2)(F)  on  page  39.  line  5.  As  the  bill  was  reported,  there 
was  no  time  limit  for  the  agency  to  respond  to  an  initial  request  for  information 
about  his  file.  This  amendment  would  set  a  limit  for  sixty  days  after  receipt 
of  notice  from  an  individual  requesting  certain  personal  information  for  the 
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agency  to  make  a  determination  with  respect  to  Buch  request  and  notify  the 
Individual  whether  tin1  agency  will  provide  the  Information  and  of  his  righl  to 
a  hearing  within  the  agency. 

r>.  Section  201  (d)  (2)  I  F  I  an  page  .">(.>.  lines  9  and  L0.  These  amendments  require 
the  agency  to  conduct  hearings  in  an  expeditious  manner  and  permit  the  indi- 
vidual to  request  either  a  formal  or  informal  hearing  before  the  agency  regarding 
requests  to  challenge  certain  information  within  a  file. 

7.  Section  201(d)  (2)  (F)  (ii)  on  page  .">'•>.  line  22.  This  amendment  provides 
for  a  Federal  district  court  to  review  a  petition  to  challenge  personal  data  in  a 
fir  novo  proceeding.  This  is  a  technical  amendment-  albeit  an  important  one 
since  it  has  always  been  assumed  thai  appeals  would  be  d<  novo  in  fact  was 
so  discussed  in  the  Committee  report.  The  actual  wording  was  merely  left  out 
of  the  final  draft. 

s.  Section  210(e)  on  page  40,  lino  1.  It  was  felt  that  an  amendment  wis 
needed  to  i>oi mit  agencies  to  extend  the  safeguards  of  this  Act  to  those  private 
or  State  and  local  government  contractors  or  grantees,  in  those  limited  situa- 
tions covered  by  the  hill  where  tin1  contract  or  grant  is  for  the  specific  purpose 
of  creating  or  altering  an  information  system,  to  the  additional  case  where  the 
contract  or  grant  might  specifically  he  for  the  operation  by  or  on  behalf  of  the 
agency.  Apparently.  Federal  agencies  docontract  with  private  firms  on  a  regular 
basis  for  the  use  of  data  processing  and  information  facilities  and  this  eo\ 
is  therefore  necessary. 

U.  Section  202(b)  on  page  42,  line  21.  Strike  out  the  words  "201(b)(4)  and 
Section".  Under  this  general  section,  an  agency  would  have  to  obtain  the  con- 
sent of  an  individual  before  it  could  transfer  information  out  of  its  tiles  about 
that  individual  to  offices  and  employees  of  the  agency  in  the  ordinary  course  of 
their  duties;  to  the  Bureau  of  the  Census  to  carry  out  a  census  or  survey  under 
the  provisions  of  its  act;  where  advance  written  notice  has  been  obtained  that 
the  information  provided  will  be  used  only  as  a  statistical  record;  or  whether 
it  is  a  compelling  circumstance  affecting  the  health  or  safety  of  the  subject  of 
the  file.  As  reported,  the  bill  would  also  excuse  the  agency  in  the  aforementioned 
circumstances  from  recording  the  persons  or  agencies  to  whom  the  information 
was  distributed.  On  reflection,  it  was  determined  that  this  would  not  be  a  de- 
sirable feature  and  that  all  disclosures  of  information  outside  of  the  file  should 
be  recorded. 

10.  Section  203(b)  on  page  45,  line  10.  In  the  bill  as  recorded  criminal  investi- 
gative information  would  have  had  to  be  released  after  a  period  necessary  to 
commence  criminal  prosecution.  It  was  felt  that  the  language  of  the  Hart 
Amendment,  adopted  when  the  Congress  passed  the  recent  Amendments  to  the 
Freedom  of  Information  Act,  was  a  much  more  specific  and  carefully  drawn 
provision  for  the  ultimate  release  of  criminal  investigative  records  and  that  its 
language  be  substituted  here  since  it  had  already  received  Justice  Department 
approval. 

11.  Section  205  on  page  47,  between  lines  23  and  24.  The  Civil  Service  Com- 
mission has  made  what  appears  to  be  a  reasonable  request  that  the  Act  not 
permit  the  disclosure  of  testing  or  examination  material  used  solely  to  deter- 
mine qualifications  of  an  individual  for  appointment  or  promotion  in  the  Federal 
service.  In  those  instances  where  the  disclosure  of  that  material  would  compro- 
mise the  testing  of  examination  process — in  other  words,  where  the  release  of 
test  scores  would  permit  the  transfer  of  that  information  outside  an  agency  and 
require  the  frequent  changing  of  Civil  Service  Commission  exams. 

12.  Section  207.  This  would  be  a  new  section  adding  a  specific  requirement 
that  Federal  agencies  subject  to  the  provisions  of  this  Act.  within  six  months 
after  the  date  on  which  the  Act  becomes  effective — this  would  be  one  year  and 
six  months  after  the  bill  is  signed  into  law — would  be  required  to  promulgate 
regulations  to  implement  the  standards,  safeguards,  and  access  requirements  of 
the  Act. 

13.  Section  303(c)  on  page  53,  line  1  and  on  page  53,  line  12.  As  it  is  now 
drafted,  the  civil  liability  under  the  Act  runs  against  an  individual  employee 
of  a  Federal  agency  who  might  violate  the  provisions  of  the  Act  or  a  rule  issued 
thereunder.  It  has  been  suggested  that  this  is  an  unusual  provision  and  that 
civil  liabilities  should  run  only  against  the  agency  itself.  An  individual  suing 
under  the  Act.  however,  should  be  able  to  recover  both  actual  and  general  dam- 
ages and  there  should  be  included  a  provision  for  liquidated  damages  of  say 
$1,000  into  the  assessed  against  the  agency  for  a  violation  of  the  Act. 
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Mr.  Erven.  Mr.  President,  I  think  this  bill  as  amended  by  the  amend- 
ments just  adopted,  as  well  as  by  the  committee  substitute,  consl  it  utes 
landmark  legislol  ion. 

Mr.  President,  S.  3418  represents  the  culmination  of  many  months 
of  work  by  the  Committee  on  Government  Operations  to  fashion  leg- 
islation that  will  guarantee  the  rights  of  all  Americans  with  res 
to  the  gathering,  use,  and  disclosure  of  information  about  them  by  the 
Federal  Government.  I  might  also  add  inferentially  that  this  bill  also 
represents  the  culmination  of  many  years  of  work  by  the  Judiciary 
Subcommittee  on  Constitutional  Rights. 

A  debt  of  gratitude  is  owed  to  two  members  of  the  committee  in 
particular — Senator  Percy  of  Illinois,  the  ranking  minority  member, 
and  Senator  Muskie  of  Maine,  the  chairman  of  the  Subcommittee  on 
Intergovernmental  Relations. 

Senator  Percy  supplied  much  of  the  initiative  behind  the  introduc- 
tion of  the  bill  and  much  of  the  manpower  behind  its  development  in 
the  committee. 

Senator  Muskie's  contributions  to  the  bill  have  been  invaluable.  He 
and  his  able  staff  on  the  Subcommittee  on  Intergovernmental  Rela- 
tions have  been  largely  responsible  for  the  reasonable  and  sensible 
approach  that  is  embodied  in  the  bill  before  us  today. 

Of  course,  praise  must  go  to  all  members  of  the  Committee  on  Gov- 
ernment Operations.  Without  their  many  valuable  contributions,  we 
would  have  been  unable  to  develop  the  sensible  bill  that  the  committee 
reported  unanimously  to  the  Senate. 

Mr.  President.  S.  3418  establishes  a  Federal  Privacy  Commission 
and  provides  for  safeguards  and  standards  which  Federal  agencies 
must  follow  in  the  collection,  maintenance,  and  dissemination  of  in- 
formation about  individual  Americans. 

The  bill  applies  to  the  departments  and  agencies  of  the  Federal 
executive  branch. 

In  addition,  a  department  or  agency  may  apply  its  provisions  to  a 
personal  data  bank  or  a  personal  information  system  which  is  specif- 
ically created  or  substantially  altered  through  a  grant,  contract,  or 
agreement  with  that  department  or  agency. 

The  reforms  wrought  by  S.  3418  have  been  a  long  time  coming.  This 
is  true  despite  the  fact  that  the  principles  it  implements,  of  fair,  honest, 
and  responsible  behavior  by  Government  toward  its  citizens,  are  those 
recognized  values  of  Western  jurisprudence  and  democratic  consti- 
tutional government.  More  important,  they  are  the  principles  upon 
which  our  own  Constitution  rests.  Their  restatement  as  legislative 
guarantees  are  vital  today. 

Somehow,  the  varied  and  wide-ranging  functions  which  have  been 
thrust  very  rapidly  upon  the  Federal  management  machinery  of  an 
earlier  time,  have  left  great  loopholes  for  the  gathering,  use  and  dis- 
closure of  information  about  Americans  in  ways  and  for  reasons  that 
should  give  us  serious  pause.  The  advent  of  computer  technology  and 
new  ways  of  information  storage  and  sharing  which  have  made  it  pos- 
sible for  government  to  provide  new  services  and  to  carry  out  new 
programs,  have  also  encouraged  the  extension  of  some  practices  of 
doubtful  wisdom  or  constitutionality.  These  practices  have  been 
sanctioned  or  tolerated  by  administrations  regardless  of  the  party  in 
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power.  For  this  reason  the  concern  overthe  resulting  threats  to  freedom 
lias  brought  complaints  to  Congress  from  Americans  in  all  walks  of 
life. 

These  complaints  have  been  examined  by  congressional  commit! 
special  Government  studies,  commissions,  boards,  and  groups.  They 
have  been  examined  by  private  organizations  and  professional  as 
at  ions.  Throughout  our  land,  the  subject  of  privacy  has  been  debated 
as  it  applies  for  all  citizens  and  as  it  applies  to  the  nerds  of  special 
groups. 

Mr.  President,  it  is  my  opinion  that  there  is  very  little  left  to  del 
I  believe  S.  34 11^  contains  the  minimum  recommendations  made  for  pro- 
tecting privacy  and  for  establishing  constitutional  rules  for  Govern- 
ment's use  of  computer  technology  for  persona]  data  systems. 

This  bill  provides  an  information  hill  of  rights  for  the  citizen  and  a 
code  of  fair  information  practice  for  the  departments  and  agencies  of 
the  executive  branch.  There  have  been  many  bills  introduced  to  protect 
the  privacy  of  certain  groups  of  citizens.  S.  3418  i>  legislation  aimed 
at  protecting  the  privacy  of  all  Americans,  whenever  the  Federal  Gov- 
ernment collects,  keeps,  or  uses  personal  information  from  or  about 
them. 

Although  many  witnesses  have  said  that  the  disclosures  of  Water- 
gate highlighted  the  need  for  this  bill,  the  committee  report  makes 
clear  that  the  bill  is  based  on  long-standing  complaints  of  governmental 
threats  to  privacy  which  will  haunt  Americans  in  the  years  ahead 
unless  this  legislation  is  enacted. 

According  to  the  report  of  the  Government  Operations  Committee, 
the  purpose  of  the  bill  is  to  : 

Promote  governmental  respect  for  the  privacy  of  citizens  by  requiring  all  de- 
partments and  agencies  of  the  executive  branch  and  their  employees  to  observe 
certain  constitutional  rules  in  the  computerization,  collection,  management,  use 
and  disclosure  of  personal  information  about  individuals. 

It  is  to  promote  accountability,  responsibility,  legislative  oversight,  and  open 
governnent  with  respect  to  use  of  computer  technology  in  the  personal  informa- 
tion systems  and  data  banks  of  the  Federal  government  and  with  respect  to  all  of 
its  other  manual  or  mechanical  files. 

It  is  designed  to  prevent  the  kind  of  illegal,  unwise,  over-broad,  investigation 
and  record  surveillance  of  law-abiding  citizens  which  has  resulted  in  recent  years 
from  actions  of  some  over-zealous  investigators,  from  the  curiosity  of  some  gov- 
ernment administrators,  and  from  the  wrongful  disclosure  and  use  of  personal 
files  held  by  Federal  agencies. 

It  is  to  prevent  the  secret  gathering  of  information  or  the  creation  of  secret 
information  systems  or  data  banks  on  Americans  by  employees  of  the  depart- 
ments and  agencies  of  the  Executive  branch. 

It  is  designed  to  set  in  motion  a  long-overdue  evaluation  of  the  needs  of  the 
Federal  government  to  acquire  and  retain  personal  information  on  Americans,  by 
requiring  stricter  review  within  agencies  or  criteria  for  collection  and  retention 
of  such  information. 

It  is  also  to  promote  observance  of  valued  principles  of  fairness  and  individual 
privacy  by  those  who  develop,  operate  and  administer  other  major  institu- 
tional and  organizational  data  banks  of  government  and  society. 

The  bill  accomplishes  these  purposes  in  five  major  ways: 
First,  title  I  of  the  bill  establishes  an  independent  Privacy  Protec- 
tion Commission  with  subpena  power  and  authority  to  receive  and  in- 
vestigate charges  of  violations  of  the  act  and  report  them  to  the  proper 
officials;  to  develop  model  guidelines  and  assist  agencies  in  imple- 
menting the  act ;  and  to  alert  the  President  and  Congress  to  proposed 
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Federal  information  programs  and  data  banks  which  deviate  from  the 
standards  and  requirements  of  the  act. 

The  Commission  is  also  directed  to  make  a  study  of  the  major  data 
banks  and  computerized  information  systems  of  other  governmental 
agencies  and  of  private  organizations  and  to  recommend  any  changes 
in  the  law  governing  their  practices,  including  the  application  of  all 
or  part  of  this  legislation  in  order  to  protect  the  privacy  of  the  indi- 
vidual. 

Second,  it  requires  agencies  to  give  detailed  notice  of  the  nature  and 
uses  of  their  personal  data  banks  and  information  systems  and  their 
computer  resources.  It  requires  the  new  Privacy  Commission  to  main- 
tain and  publish  a  directory  for  the  public  of  Federal  data  banks  and 
personal  information  systems,  a  citizen's  guide  to  personal  files:  to 
examine  executive  branch  proposals  for  new  personal  data  banks  and 
systems,  and  to  report  to  Congress  and  the  President  if  they  adversely 
affect  privacy  and  individual  rights.  It  penalizes  those  who  keep  secret 
such  a  personal   information  system  or  data  bank. 

Third,  the  bill  establishes  certain  minimum  information-gathering 
standards  for  all  agencies  to  protect  the  privacy  and  due  process  rights 
of  the  individual  and  to  assure  that  surrender  of  personal  information 
is  made  with  informed  consent  or  with  some  guarantees  of  the  uses  and 
confidentiality  of  the  information.  To  this  end.  it  charges  agencies  to  do 
the  following  things : 

To  collect,  solicit,  and  maintain  only  personal  information  that  is 
relevant  and  necessary  for  a  statutory  purpose  of  the  agency : 

To  prevent  hearsay  and  inaccuracies  by  collecting:  information  di- 
rectly from  the  person  involved  as  far  as  practicable; 

To  inform  people  requested  or  required  to  reveal  information  about 
themselves  whether  their  disclosure  is  mandatory  or  voluntary,  what 
uses  the  penalties  are  involved  and  what  confidentiality  guarantees 
surround  the  data  once  Government  acquires  it ;  and 

To  establish  no  program  for  collecting  or  maintaining  information 
on  how  people  exercise  first  amendment  rights  without  a  strict  review- 
ing process  based  on  a  statutory  duty. 

Fourth,  title  II  of  the  bill  establishes  certain  minimum  standards 
for  handling  and  processing  personal  information  maintained  in  the 
data  banks  and  systems  of  the  executive  branch ;  for  preserving  the 
security  of  the  computerized  or  manual  system;  and  for  safeguarding 
the  confidentiality  of  the  information.  To  this  end.  it  requires  every 
department  and  agency  to  insure,  by  whatever  steps  they  deem  neces- 
sary : 

That  the  information  they  keep,  disclose  or  circulate  about  citizens  is 
as  accurate,  complete,  timely  and  relevant  to  the  agency's  needs  as 
possible. 

That  they  refrain  from  disclosing  it  within  an  agency  unless  neces- 
sary for  employee  duties,  or  from  making  it  available  outside  the 
agency  without  the  consent  of  the  individual  and  proper  guarantees 
for  confidentiality,  unless  pursuant  to  open  records  laws  or  unless  it 
is  for  certain  law  enforcement  or  other  purposes  which  are  cited  in 
the  bill. 

That  they  establish  rules  of  conduct  with  regard  to  the  ethical  and 
legal  obligations  of  all  employees  and  others  involved  in  handling  per- 
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sonal  data,  and  take  anion  to  instruct  all  empL  :  such  duties 

and  of  the  requirements  of  this  a 

That  they  issue  appropriate  administrative  orders,  provide  person- 
nel sanctions,  and  establish  appropriate  technical  and  physical  safe- 
guards to  insure  the  security  of  the  Information  systems  and  the  con- 
fident iality  of  the  data, 

That  they  not  sell  or  rent  the  names  and  addresses  of  people  whose 
files  they  hold. 

That  a  person  may.  upon  request,  have  his  or  her  name  removed  from 
a  mailing  list  maintained  by  a  private  organization. 

That  agencies  make  an  effort  to  notify  a  person  before  surrendering 
personal  data  in  response  to  compulsory  legal  process. 

That  they  take  positive  steps  to  assure  that  the  technological  hat  uree 
of  their  automated  data  systems  reflect  the  needs  of  Government  to 
prevent  unauthorized  access  and  dissemination. 

That  they  report  to  the  Commission  and  to  Congress  when  they 
propose  centralizing  computer  resonrces  and  facilities  involving  stor- 
age, processing,  or  use  of  personal  information. 

Fifth,  to  aid  in  the  enforcement  of  these  legislative  restraints,  the 
hill  provides  administrative  and  judicial  machinery  for  oversight  and 
for  civil  remedy  of  violations.  To  this  end.  the  bill  gives  the  individual 
the  rights,  with  certain  exceptions,  to  be  told  upon  request  whether  or 
not  there  is  Government  information  on  him  or  her.  to  have  ace* 
it  to  determine  its  accuracy  and  relevance,  and  to  challenge  it  with 
a.  hearing  upon  request,  and  with  judicial  review  in  the  Federal  court — 
section  201(d). 

The  provisions  of  title  III  establish  judicial  remedies  for  the  enforce- 
ment of  the  act  through  the  courts  by  individuals  and  organizations 
in  civil  actions  challenging  denial  of  access  to  personal  information  or 
through  civil  suits  by  the  Attorney  General  or  any  aggrieved  person  to 
enjoin  violations  of  the  act. 

Mr.  President,  Senate  Eeport  No.  93-1183  contains  a  section-by- 
section  analysis  of  the  provisions  of  the  bill.  I  commend  this  analysis 
to  critics  of  this  proposal. 

I  believe  the  committee's  careful  explanation  of  the  background  and 
purpose  of  the  text  of  the  bill  provides  a  satisfactory  response  to  most 
questions  about  the  effect  of  the  bill. 

In  many  instances,  this  language  reflects  testimony  and  advice  from 
witnesses,  expert  consultants,  and  advisers,  as  well  as  consultation  with 
agencies  and  groups  concerned  about  the  possible  impact  of  the  legisla- 
tion. 

EXECUTIVE   BRAXCH   VIEWS 

The  bill  has  been  revised  to  deal  with  some  legitimate  problems 
raised  by  some  private  organizations  and  by  some  departments  and 
agencies  of  the  executive  branch. 

Despite  these  extensive  revisions,  some  in  the  Federal  Government 
still  see  legal  ghosts.  From  the  administration's  lengthy  list  of  objec- 
tions to  S.  3418,  it  almost  appears  that  nothing  but  deletion  of  the 
major  provisions  of  the  bill  will  satisfy  some  people  in  the  executive 
branch. 

Mr.  Philip  Buchen  testified  before  the  committee  on  behalf  of  the 
White  House  Domestic  Council  on  Privacy.  The  burden  of  his  testi- 
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mony  was  that  the  problems  of  privacy  and  confidential  it  \  iried 

and  complex  that  they  arc  beyond  the  legislative  capacities oi  I 
to  address  in  a  comprehensive  bill  imposing  similar  standai 

agencies. 

I  disagree  with  those  who  hold  this  view.  I  believe  the  I 
been  demonstrated  for  a  rule  of  law  concerning  the  technology,  poli- 
cies,   and    practices  of   Government   which   affect    the   freedoms  of 
Americans. 

The  committee  asked  the  Office  of  Management  and  Budget  for  a 
report  on  S.  3418.  They  replied  with  a  draft  of  a  bill  which  repre- 
sented their  approach  to  these  "complex"  matters,  by  doing  little  more 
than  affording  the  individual  the  opportunity  to  challenge  inaccurate 
information  used  to  make  a  decision  about  the  person. 

Mr.  President,  the  committee  response  to  the  administration  views 
and  to  this  counterproposal  from  the  Office  of  Management  and  Budget 
is  set  forth  in  the  committee  report  on  page  16  as  follows : 

The  Committee  is  convinced  that  effective  legislation  must  provide  standards 
for  and  limitations  on  the  information  power  of  government.  Providing  a  right  of 
access  and  challenge  to  records,  while  important,  is  not  sufficient  legislative  solu- 
tion to  threats  to  privacy.  Contrary  to  the  views  of  Administration  spokesmen,  it 
is  not  enough  to  tell  agencies  to  gather  and  keep  only  data  which  is  reliable  by 
their  rights  for  whatever  they  determine  is  their  intended  use.  and  then  to  pit 
the  individual  against  government,  armed  only  with  a  power  to  inspect  his  file, 
and  a  right  to  challenge  it  in  court  if  he  has  the  resources  and  the  will  to  do  so. 

To  leave  the  situation  there  is  to  shirk  the  duty  of  Congress  to  protect  freedom 
from  the  incursions  by  the  arbitrary  exercise  of  the  power  of  government  and 
to  provide  for  the  fair  and  responsible  use  of  that  power.  For  this  reason,  the 
Committee  deems  especially  vital  the  restrictions  in  section  201  which  deal  with 
what  data  are  collected  and  by  what  means.  For  this  reason,  the  establishment 
of  the  Privacy  Commission  is  essential  as  an  aid  to  enforcement  and  oversight. 

Mr.  President,  a  month  after  this  bill  was  unanimously  approved  by 
the  Government  Operations  Committee,  we  received  a  second  com- 
munication concerning  S.  3418  from  Mr.  Roy  Ash,  Director  of  the 
President's  Office  of  Management  and  Budget.  He  expressed  concern 
about  the  wisdom  of  passing  the  bill  in  its  present  state. 

His  first  objection  was  to  the  coverage  of  the  bill  to  State  and  local 
government  and  the  private  sector.  This  coverage  has  now  been  deleted. 

His  second  objection  was  that  the  creation  of  an  independent  agency 
to  implement  the  act  was  unnecessary  and  counterproductive,  and 
would  fragment  responsibility.  He  advised  us  to  delete  title  I  of  the 
bill  establishing  the  Privacy  Commission,  and  "thus  let  the  agencies 
police  themselves.'' 

It  is.  however,  the  judgment  of  the  Committee  that  such  a  Commis- 
sion is  necessary  to  assist  in  implementing  the  bill,  to  police  violations, 
and  to  assist  both  Congress  and  the  executive  branch  in  controlling  the 
Federal  Government's  incursions  of  the  privacy  of  Americans.  Clearly, 
responsibility  could  not  be  more  fragmented  than  has  been  demon- 
strated in  recent  years.  The  Commission's  efforts  would  coordinate 
efforts  to  protect  privacy  and  would  develop  the  kind  of  systematic 
reporting  and  information  to  allow  all  branches  of  Government  and 
all  levels  of  government  to  perform  the  duties  assigned  them  by  the 
constitutions  and  laws  of  this  country. 

The  White  House  also  objected  to  section  201(a)  (3)  which  requires 
the  department  or  agency  to  tell  the  person  requested  or  ordered  to 
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disclose  information,  whether  that  disclosure  is  mandatory  or  volun- 
tary, what  penalties  or  consequences  will  result  from  nondisclosure) 
and  what  confident iality  rules  will  govern  the  respons 

Administration  spokesmen  felt  this  would  have  "the  adverse  effect 
of  encouraging  coercive  data-gathering  practices  by  emphasizing  the 
penalties  of  not  answering  a  request  ." 

In  my  view,  this  argument   is  on  a   par  with  old-fashioned  ho 
trading.  T  believe  the  committee  has  answered  it  at  length  on  pagi 
and  4t>  of  the  committee  report. 

The  administration  also  objected  to  section  201  (h)(1)  which  estab- 
lished for  the  first  time  a  standard  for  all  departments  and  agencies 
in  the  quality  of  their  management  of  personal  records.  It  is  a  mat 
ment  principle  which  has  been  largely  ignored  in  the  rapid  growth 
of  the  Federal  Government's  size  and  services.  With  the  intense  efforts 
by  the  General  Services  Administration  and  the  Office  of  Management 
and  Budget  to  create  uniform  standards  and  to  extend  automation 
of  records  in  all  agencies,  there  is  an  immediate  need  for  such  a  legis- 
lative mandate  so  that  administrators  make  such  considerations  an 
essential  element  of  management  for  all  records  systems.  It  is  no 
longer  sufficient  to  wait  until  one  individual  file  is  produced  for  the 
purpose  of  making  a  decision  on  one  individual.  There  is  something 
more  than  efficiency  at  stake  here.  The  ease  of  producing  computer 
printouts  with  information  about  many  people,  the  technological  ease 
of  producing  "enemies  lists"  from  great  masses  of  stored  information, 
should  give  serious  pause  to  those  who  agree  too  quickly  with  the 
"White  House  argument. 

The  administration  has  also  objected  to  section  201  (f )  (1)  requiring 
reporting  of  proposed  data  banks  on  people  and  proposed  sharing  and 
centralizing  of  computer  facilities.  They  urge  instead,  "that  agencies 
be  held  accountable  by  a  system  of  public  scrutiny,  for  assuring  that 
privacy  concerns  are  assessed  before  any  personal  record-keeping 
system  is  implemented.''  They  claim  that  regulations  to  this  effect  are 
being  developed  by  the  Domestic  Council  Privacy  Committee.  Tt  is 
clear  that  public  scrutiny  is  not  sufficient  to  protect  our  constitutional 
liberties  in  the  face  of  the  complex  scientific  and  administrative 
problems  which  make  it  difficult  for  anyone  other  than  an  expert  in  this 
field  to  understand  what  is  goino;  on  until  it  is  almost  too  late. 

President  Ford  himself,  as  Vice  President,  explained  the  dangers  to 
freedom  when  agencies  are  left  to  their  own  pursuits  where  computers 
and  data  are  involved.  lie  has  stated  about  the  recent  proposal  for 
FEDNET : 

I  am  concerned  that  Federal  protection  of  individual  privacy  is  not  yet 
developed  to  the  degree  necessary  to  prevent  FEDNET  from  being  uspd  to  probe 
into  the  lives  of  individuals.  TSefore  building  a  nuclear  reactor,  we  design  the 
safeguards  for  its  use.  We  also  require  environmental  impact  statements 
specifying  the  anticipated  effect  to  the  reactor's  operation  on  the  environment. 
Prior  to  approving  a  vast  computer  network  affecting  personal  lives,  we  need  a 
comparable  privacy  impact  statement.  We  must  also  consider  the  fallout  hazards 
of  FEDNET  to  traditional  freedoms. 

I  think  this  is  too  vital  an  issue  to  bo  left  to  an  ad  hoc  committee  of 
the  Domestic  Council.  It  is  a  matter  in  which  Congress  has  the  duty 
and  the  right  to  establish  the  procedures  for  effective  oversight  and 
for  accountability  to  the  rights  of  the  American  people. 
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Mr.  President,  the  background  of  this  legislation,  going  back  many 
years,  is  described  in  the  committee  report.  It  is  also  set  forth  in  the 
two  volumes  of  the  published  hearings  conducted  by  the  <  rovernment 

Operations  ad  hoc  Subcommittee  on  Information  Systems  and  the 
Judiciary  Subcommittee  on  Constitutional  Rights. 

I  might  state  that  there  have  never  been  more  complete  hearings 
held  on  any  legislative  proposal  than  have  been  held  by  the 
subcommittees. 

The  support  for  this  legislation  is  found  in  these  hearings  and  in 
the  investigations  conducted  over  many  years  by  the  Subcommittee  on 
Constitutional  Rights,  whose  members  have  diligently  and  patiently 
pursued  governmental  invasions  of  privacy  wherever  they  arose. 

Mr.  President,  pages  3  through  17  of  the  committee's  report  describe 
the  background  of  this  legislation  and  sets  forth  some  examples  of 
unwarranted  invasions  of  privacy. 

I  wish  to  direct  attention  to  a  clerical  error  in  the  report  on  page  13 
in  the  section  entitled,  "First  Amendment  Programs  :  The  Army." 

The  first  sentence  should  read : 

Section  201(b)  (7)  prohibits  departments  and  agencies  from  undertaking  pro- 
grams for  gathering  information  on  how  people  exercise  their  First  Amendment 
rights  unless  certain  standards  are  observed. 

Mr.  President,  S.  3418  as  reported  by  the  Committee  on  Government 
Operations  represents  a  very  sensible  approach  to  the  protection  of  the 
individual  right  of  privacy  with  respect  to  information  collected,  used, 
and  maintained  by  the  Federal  Government.  It  represents  an  impor- 
tant first  step  in  the  protection  of  our  individual  right  to  be  left  alone, 
and  I  strongly  urge  all  Senators  to  vote  for  this  important  legislation. 

Mr.  President,  I  would  like  to  express  my  appreciation  for  the  out- 
standing work  of  the  staff  of  the  Committee  on  Government  Opera- 
tions in  perfecting  this  bill.  Robert  Bland  Smith,  Jr.,  the  chief  counsel 
and  staff  director,  and  J.  Robert  Vastine,  the  minority  counsel,  exerted 
formidable  leadership  over  the  efforts  of  the  staff.  They  were  extremely 
instrumental  in  securing  consideration  of  this  bill  by  the  committee. 

They  were  assisted  most  admirably  by  Jim  Davidson,  counsel  to  the 
Subcommittee  on  Intergovernmental  Relations;  W.  P.  Goodwin,  Jr., 
counsel  to  the  committee;  and  W.  Thomas  Foxwell,  the  committee's 
staff  editor  who  had  the  burden  of  producing  the  voluminous  printed 
record  of  the  bill  compiled  by  the  committee. 

Marcia  J.  MacNaughton,  the  committee's  chief  consultant  on  this 
bill — who,  incidentally,  spent  several  years  on  the  staff  of  the  Subcom- 
mittee on  Constitutional  Rights — and  Mark  Bravin,  special  consultant 
to  the  minority,  made  monumental  contributions  to  the  bill.  Al  From, 
aide  to  Senator  Muskie,  was  also  of  great  assistance  to  the  committee. 

senator  Percy's  remarks  ox  s.  34 i 8 

Mr.  Percy.  Mr.  President,  in  1890.  Louis  Brandeis  wrote  an  historic 
essay  for  the  Harvard  Law  Review.  In  that  essay  he  noted  that  an 
advancing  communications  technology  imperiled  the  individual's  right 
of  privacy.  Brandeis  pointed  to  the  development  of  the  telephone  and 
the  snapshot  camera  as  mechanical  (Unices  that  would  seriously  and 
irrevocably  alter  a  person's  fundamental   right  to  be  let  alone.  He 
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warned  legislators  and  legal  scholars  of  his  time  that  a  "next  step"  was 
to  protect  that  right.  That  "next  step"  is  long  overdue. 

Today,  s  I  years  later,  now  that  we  have  very  sophisticated  electronic 
we  have  computers,  the  type  of  devices  Brandeis  prob- 
ably never  even  conceived  of.  I  hope  that  we  are  prepared  to  take  that 

slation  to  safeguard  prh  acy. 

Communications  technology  has  now  achieved  a  speed  and  facility 
that  far  outstrips  anything  Brandeis  may  have  dreamed  possible.  It  is 
asingly  apparent  that  in  the  long  series  of  technological  break- 
§  -  that  have  made  the  gathering,  use  and  trading  of  personal 
data  both  efficient  and  economical,  privacy  sa feguards  have  simply  not 
kept  pace.  This  ha6  resulted  in  a  tremendously  increased  potential  for 
damaging  misuse  of  personal  information,  and  burgeoning  abua 
our  privacy. 

Today,  almost  every  fact  about  us  is  on  file  somewhere  in  this  coun- 
try. Federal  census  surveys  record  our  household,  family,  and  personal 
lives.  The  Internal  Revenue  Service  gathers  our  income  tax  data.  Motor 
Vehicle  Registries  keep  track  of  our  driving  records  and  automobile 
ownership.  ( Yedit  card  files  reveal  how  we  spend  our  money  and  credit 
reporting  companies  monitor  how  we  pay  our  hills.  Hospital  and  phy- 
sician tiles  register  intimate  facts  about  our  physical  and  mental  well- 
being.  Police  agencies  account  for  our  dealings  with  the  law  and  law 
enforcement  agencies.  Schools  retain  teachers'  comments  and  records 
of  our  academic  achievement  and  social  adjustment.  The  list  may  be 
virtually  endless  because  new  system>  of  files  are  constantly  being 
created. 

In  and  of  itself,  any  one  of  the>e  personal  files  is  not  particularly 
ominous.  Most  people  readily  accept  the  fact  that  data  gathering  sys- 
tems are  necessary  to  our  institutions  if  they  are  to  keep  pace  with 
the  complex  needs  of  a  modern  society.  Without  records  there  would 
be  chaos.  The  real  problem  comes,  however,  when  these  information 
systems  are  linked  with  one  another  and  are  used  to  exchange  informa- 
tion without  the  knowledge  or  consent  of  the  individuals  concerned. 
When  personal  data  collected  by  one  organization  for  a  stated  purpose 
is  used  and  traded  by  another  organization  for  a  completely  unrelated 
purpose,  individual  rights  could  be  seriously  threatened. 

I  hope  that  we  never  see  the  day  when  a  bureaucrat  in  Washington  or 
Chicago  or  Los  Angeles  can  use  his  organization's  computer  facilities 
to  assemble  a  complete  dossier  of  all  known  information  about  an 
individual.  Hut.  T  fear  that  is  the  trend.  Many  of  our  Federal  agen- 
cies have  become  omniverous  facf  collectors  —gathering,  combining, 
using,  and  trading  information  about  persons  without  regard  for  his 
or  her  rights  of  privacy.  Simultaneously,  numerous  private  institu- 
tions have  also  amassed  huge  files  and  information  retrieval  systems 
containing  millions  of  files  of  unprotected  information  on  millions 
of  Americans.  Our  ability  as  individuals  to  control  access  to  per- 
sonal information  about  us  has  all  but  completely  faded. 

To  illustrate  our  inability  to  control  personal  data,  consider  the 
term  "data  banks."  This  metaphor  is  really  inappropriate.  Fnlike  the 
usual  banks  where  an  individual  generally  has  the  sole  right  to  de- 
termine the  contents  of  his  accounts,  the  contents  of  a  data  bank  are 
seldom  deposited  exclusively  by  the  individual  and  they  seldom,  if 


777 

ever,  ran  be  withdrawn  by  him.  Instead,  information  is  collected 
from  multiple  sources  by  numerous  organizal  ions  and  it  is  drawn  upon 
by  whoever  purchases  or  otherwise  acquires  access  to  it. 

Unlike  our  personal  bank  statement  which  is  checked  for  inaccura- 
cies at  least  monthly  by  us  and  as  often  as  daily  by  the  institutions  who 
keep  our  accounts,  our  data  bank  accounts  are  seldom  if  ever  checked 
for  accuracy  and  completeness. 

Thus  the  individual  is  not  the  depositor,  not  the  beneficiary,  and  not 
the  guardian  of  personal  information  stored  in  a  data  bank.  He  is 
given  little  or  no  opportunity  to  see  the  information  kept  on  him, 
and  only  rarely  can  he  challenge  the  accuracy  of  that  information. 
And  yet  this  same  information  is  used  by  all  manner  of  organizations 
to  make  important  decisions  that  may  personally  affect  him.  This  must 
be  corrected. 

Where  personal  rights,  benefits,  privileges  and  opportunities  are 
determined  by  the  contents  of  an  individual's  file,  he  should  be  given 
the  rights  necessary  to  assure  these  determinations  are  based  upon 
accurate  up-to-date  and  relevant  information.  He  should  be  kept  full}' 
aware  of  the  uses  to  which  personal  data  he  is  asked  to  disclose  will 
be  used.  And  this  includes  knowing  what  organizations  will  have  access 
to  his  file  and  knowing  the  purposes  for  which  they  will  use  his  data. 

We  have  the  opportunity  here  today  to  make  an  important  begin- 
ning. The  bill  we  are  about  to  debate  directs  Federal  employees  to  treat 
personal  files  with  respect.  Federal  agencies  are  given  a  mandate  to 
hold  open  public  hearings  to  establish  rides  to  protect  The  confidenti- 
ality of  personal  information  they  maintain.  These  open  proceedings 
are  an  essential  means  of  obtaining  the  input  of  trained  privacy  ex- 
perts and  private  citizens,  to  assure  that  agency  rules  are  responsible 
and  equitable.  Once  these  rules  are  determined,  all  Federal  employees 
involved  in  the  design  and  operation  of  systems  of  records  on  indi- 
viduals must  be  trained  to  understand  and  to  obey  these  rules. 

When  substantial  changes  or  entire  new  computer  systems  are  pro- 
posed by  an  agency,  careful  attention  must  at  least  be  paid  to  their 
potential  impact  on  personal  privacy.  These  proposals  must  be  evalu- 
ated by  the  Administration,  by  Congress  and  by  privacy  experts  before 
they  are  so  far  along  that  they  cannot  be  stopped  even  if  they  pose  a 
serious  and  unwarranted  threat  to  our  personal  privacy.  If  a  proposal 
does  not  comply  with  the  privacy  standards  in  this  act  or  with  the 
privacy  regulations  of  the  agency  involved,  it  will  be  set  aside  for 
60  days.  This  will  afford  Congress  and  responsible  executive  branch 
officials  an  opportunity  to  decide  what  additional  safeguards  are 
needed  or  whether  the  project  should  be  halted  completely.  Our  pro- 
posed oversight  mechanism  is  designed  to  force  adequate  consider- 
ation by  Federal  agencies  of  the  privacy  impact  of  their  proposals. 
President  Ford  has  strongly  endorsed  this  analysis  of  new  systems.  It 
is  intended  to  give  high  visibility  to  the  trend  toward  more  centralized 
files  and  to  permit  us  to  make  informed  decisions  about  our  informa- 
tion practices  in  this  country. 

S.  3418  will  cause  the  Federal  Government  to  exercise  caution  and 
a  new  balanced  judgment  when  considering  proposals  to  implement 
new  computer  data  systems  and  new  techniques  for  handling  personal 
information.  This  is  essential  to  the  broader  purposes  of  the  bill,  which 
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must  be  emphasized.  First,  the  bill  establishes  legal  rights  that  permit 
the  individual  to  exercise  considerable  control  oven-  his  personal  data. 
These  rights  are  given  substance  through  a  carefully  drawn  se!  of 
information  management  requirements  For  Federal  agencies  backed 
by  court  review  and  enforcement.  These  individual  rights  and  their 
corresponding  agency  requirements  have  been  carefully  studied  by  an 
impressive  number  of  organizations,  both  in  and  out  of  Government. 
The  chief  recommendations  of  the  L973  HEW  privacy  report,  perhaps 
the  most  widely  cited  of  all  privacy  studies,  have  been  embodied  in 
s.  3418. 

To  understand  how  our  bill  provides  these  rights  to  every  individual, 
I  think  we  might  consider  a  hypothetical  example.  Let  us  suppose, 
once  S.  3418  is  put  into  effect,  that  an  individual  hears  about  an  infor- 
mation system  called  the  National  Driver  Register.  He  could  consult 
the  U.S.  Directory  of  Information  Systems,  which  must  he  compiled 
by  the  Privacy  Commission,  and  learn  that  this  particular  data  system 
IS  maintained  by  the  Department  of  Transportation.  Reading  the 
directory  he  would  learn  that  this  particular  information  system  holds 
approximately  ^.^OO.OOO  files  on  persons  whose  licenses  have  been  de- 
nied, suspended,  or  revoked  in  any  State.  He  could  see  that  the  main 
office  of  the  system  is  located  here  in  Washington  and  he  would  find 
the  name,  address,  and  telephone  number  of  the  Department  of  Trans- 
portation official  directly  responsible  for  the  maintenance  and  activity 
of  the  system.  He  would  also  find  other  pertinent  facts  about  these 
files  including  why  they  are  kept,  what  they  are  used  for.  and  who  has 
access  to  them. 

Let  us  now  suppose  that  this  individual  wants  to  know  whether  his 
name  is  in  the  National  Driver  Register  or  in  other  files  kept  by  the 
Department  of  Transportation.  Following  procedures  explained  in 
the  information  systems  directory,  he  could  write  to  the  Secretary  of 
Transportation  or  the  appropriate  official  in  that  Department  and  ask 
what  files  exist  on  him.  Their  reply  must  include  a  complete  list  of  all 
files  about  him.  Then,  if  he  wishes,  he  may  request  to  see  his  file.  He 
may  be  required  to  pay  for  the  production  of  copies  if  he  wants  them, 
but  the  fee  can  be  no  greater  than  the  actual  cost  of  reproduction. 

Suppose  that  the  DOT  file  indicates  a  conviction  for  a  drunken 
driving  offense  for  which  he  was  actually  acquitted.  In  this  case,  the 
individual  can  ask  the  Department  of  Transportation  to  investigate 
the  facts  and  make  necessary  corrections.  If  he  gets  no  satisfaction 
from  the  Department  within  a  reasonable  period  of  time,  he  can 
demand  an  informal  or  formal  hearing  before  the  Agency.  If  even 
the  hearing  fails  to  resolve  the  dispute  to  his  satisfaction,  the  indi- 
vidual may  appeal  his  case  to  a  district  court  of  the  United  States. 
If  the  court  decides  in  his  favor,  it  may  direct  the  Department  to  take 
appropriate  corrective  action  and  it  may  award  damages  to  him.  in- 
cluding reasonable  attorney's  fees. 

Mr.  President,  these  are  the  steps  that  our  bill  entitles  a  person  to 
take  to  correct  inaccurate  or  incomplete  data  kept  about  him  by  a 
Federal  agency.  This  illustration  demonstrates  that  the  bill  requires 
the  Federal  Government  to  be  responsive  to  the  rights  of  privacy  and 
confidentiality.  We  cannot  and  do  not  allow  an  individual  to  be  caught 
up  in  an  endless  struggle  with  the  Federal  bureaucracy  to  enforce 
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these  rights.  This  is  the  first  and  most  important  contribution  of 
S.  3418. 

Another  major  purpose  of  S.  3418  is  to  establish  a  nonregulatory 
Commission.  The  Commission  will  perform  two  crucial  roles,  both 
as  an  adviser  to  Federal  agencies  who  must  implement  I  bis  Legislal  ion, 
and  as  an  adviser  to  Congress,  recommending  legislative  solutions  to 
the  chief  privacy  problems  of  the  private  sector. 

I  believe  that  the  Commission  is  a  necessary  part  of  this  legislation, 
even  though  there  has  been  strong  controversy  about  its  advisability. 
Our  Federal  agencies  have  expanded  their  information-gathering  and 
surveillance  activities  to  such  an  extent  that  they  pose  serious  threats 
to  our  basic  privacy  rights.  Until  the  agencies  develop  and  adopt 
adequate  rules  and  procedures,  effective  oversight  can  and  must  be 
performed  by  experts  who  understand  the  technology  and  yet  who  are 
sensitive  to  the  basic  question  of  how  to  safeguard  privacy.  This  is  a 
central  reason  for  establishing  the  Commission.  Equally  important,  I 
believe,  is  the  need  to  develop  effective  solutions  to  privacy  problems 
outside  the  realm  of  the  Federal  Government.  This  effort  requires  a 
concentration  of  talent  and  attention  in  a  single  unit.  It  also  requires 
a  clear  mandate  and  adequate  power  to  seek  access  to  files,  plans,  and 
computer  facilities.  We  have  granted  the  Commission  a  limited 
authority  to  conduct  studies  and  make  recommendations  to  Congress 
and  to  the  President.  If  this  authority  is  exercised  fully  and  properly, 
major  questions  of  policy  will  be  resolved  by  the  Commission  years 
before  Congress  could  act  through  the  committee  hearing  process. 

An  example  of  this  need  for  the  Commission  to  make  informed 
policy  decisions  involves  what  I  believe  to  be  one  of  the  most  impor- 
tant symbols  of  the  trend  toward  centralized  records.  I  am  speaking 
of  the  growing  abuse  of  the  social  security  number,  for  purposes  com- 
pletely unrelated  to  the  social  security  system.  The  senior  Senator 
from  Arizona  Mr.  Goldwater,  and  I  have  introduced  an  amend- 
ment to  S.  3418  to  curb  the  expanding  use  of  the  social  security  num- 
ber as  a  universal  identifier,  a  single  number  that  identifies  each  of  us 
uniquely  for  all  purposes.  We  are  joined  by  the  distinguished  senior 
Senator  from  Washington,  Mr.  Magnuson.  Our  amendment  will  make 
it  unlawful  for  any  governmental  body  at  the  Federal,  State,  or  local 
level  to  deny  any  person  a  right,  benefit,  or  privilege  simply  because 
that  individual  does  not  want  to  disclose  his  social  security  number. 
The  amendment  also  prohibits  discrimination  against  a  person  in  any 
business  or  commercial  dealing  because  he  chooses  not  to  disclose  his 
number.  What  we  propose  is  to  phase  in  restrictions  so  that  any  new 
use  of  the  social  security  number  initiated  after  January  1.  107.5.  will 
be  subiect  to  this  amendment.  Existing  uses  of  the  number  will  be 
allowed  to  continue  pending  the  recommendations  resulting  from  the 
formal  studv  of  the  issue  required  of  the  Privacy  Commission.  But 
we  must  hold  the  problem  to  a  constant  size  to  permit  this  study  to 
be  complete  and  balanced. 

Mr.  President,  the  connection  between  the  social  security  number 
and  privacy  is  not  at  all  obscure.  Our  number  is  used  much  as  our 
name  to  identify  us  and  to  index  our  personal  data.  A  striking  example 
is  contained  in  a  report  issued  last  year  by  the  Federal  Trade  Com- 
mission. This  report  contains  a  formal  Commission  interpretation  on 
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the  Bale  of  lists  of  individual  credit  ratings  in  what  are  called  credit 
guides.  These  published  credit  guides,  according  to  the  FTC.  demon- 
strate a  lack  of  "resped  for  the  consumer's  right  to  privacy"  and 
therefore  constitute  a  violation  of  the  Fair  Credit    Reporting 

The  FTC  opinion  goes  on  to  say  that  although  publication  of  an 
individual's  name  together  with  his  credit  rating  is  an  unacceptable 
invasion  of  privacy,  it  is  perfectly  permissible  to  publish  the  credit 
information  together  with  individual  social  security  numbers.  J  can- 
not understand  how  it  is  less  of  an  invasion  of  privacy  to  use  the  social 
security  number  in  this  situation,  especially  when  the  number 
widely  a<  cessible. 

Other  examples  exist  in  which  an  individual  is  actually  deprived 
of  the  right  to  vote  in  a  State1  or  Federal  election  or  to  register  for  a 
driver's  license  if  he  refuses  to  disclose  his  social  security  number. 
There  is  the  case  of  a  telephone  company  in  the  Rocky  Mountain  area 
that  has  charged  its  customers  a  higher  phone  rate  for  failure  to 
supply  that  number.  Many  of  these  coercive  efforts  to  force  an  indi- 
vidual to  supply  this  personal  information  have  no  basis  in  law.  They 
certainly  fly  in  the  face  of  recommendations  of  the  Social  Security 
Administration  and  HEW  and  they  defy  my  understanding  of  what 
is  reasonable.  Senator  Goldwater  and  I  have  thus  included  a  provi- 
sion in  our  amendment  that  requires  any  government  or  private 
organization  that  requests  an  individual  to  disclose  his  social  security 
number  to  inform  that  individual  whether  that  disclosure  is  manda- 
tory, or  voluntary,  by  what  statutory  or  other  authority  the  number 
is  solicited,  what  uses  will  be  made  of  it,  and  what  rules  of  confiden- 
tiality will  govern  it. 

This  provision  is  identical  to  a  parallel  provision  in  S.  3418.  It  is 
designed  to  promote  openness  by  removing  the  element  of  intimida- 
tion from  requests  for  personal  data.  It  is  intended  to  give  back  to 
each  of  us  the  freedom  to  choose  the  recipients  and  the  circumstances 
in  which  our  personal  information  is  disclosed. 

Mr.  President,  this  bill  is  directlv  responsive  to  the  publicly  stated 
priorities  of  President  Ford.  Last  March,  the  President  promised  dele- 
gates to  the  National  Governors'  Conference  that  action  was  soon  to 
come.  In  June,  he  called  for  congressional  action  this  year  to  pass  a 
privacy  bill.  And  on  August  12  before  a  joint  session  of  Congress. 
President  Ford  said : 

There  will  he  hot  pursuit  of  tough  laws  to  prevent  illegal  invasions  of  pri- 
vacy in  both  government  and  private  activities. 

Mr.  President,  the  bill  we  have  before  us  today  is  tough,  yet  reason- 
able. It  is  the  product  of  years  of  research,  both  in  and  out  of  Govern- 
ment, and  it  is  the  product  of  several  thousand  man-hours  of  draft- 
ing effort  by  our  staff,  by  the  administration,  and  by  a  wide  variety 
of  private  organizations.  This  bill  is  certainly  not  the  final  word  on 
privacy.  There  will  be  additional  laws  needed  to  solve  particular  prob- 
lems in  such  areas  as  medical  files,  records  of  scientific  and  statistical 
research,  and  credit  files.  But  this  bill  is  a  historic  bcofinninp;.  a  be- 
ginning which  we  owe  in  very  great  part  to  the  distinguished  Sena- 
tor from  North  Carolina,  Senator  Ervin,  who  has  devoted  so  much 
of  a  remarkable  career  to  protecting  personal  freedoms. 
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In  closing  I  would  particularly  like  to  commend  the  initiative  of 
Robert  Smith,  chief  counsel  of  the  committee,  and  Robert  Yastine. 
chief  counsel  to  the  minority,  in  expediting  consideration  of  this  bill. 
It  was  introduced  as  Late  as  May  1  this  year,  and  hearings  were  held 
on  June  18.  We  have  moved  with  deliberate  speed  to  produce  a  care- 
fully drafted  bill.  A  great  deal  of  the  credit  for  this  solid  workman- 
ship goes  to  Mark  Bravin,  of  the  minority  stall',  and  James  Davidson, 
of  the  majority  staff,  who  made  an  especially  important  contribution 
to  this  effort.  Marcia  McNaughton  and  Marilyn  Harris,  both  of  the 
majority  staff,  each  played  an  important  role  in  preparation  of  this 
bill  for  our  consideration  today. 

I  might  say  also  it  is  one  other  capstone  that  Senator  Ervin  places 
on  a  very  distinguished  career  of  service  to  the  American  people. 

Mr.  Ervix.  I  commend  the  Senator  from  Illinois  on  the  fine  work 
that  he  did  in  this  field.  No  Senator  has  been  more  interested  in  this 
subject  or  has  devoted  more  hard  work  and  study  for  this  in  the  Sen- 
ate bill  and  it  merits  the  thanks  of  the  American  people  for  his  serv- 
ices in  respect  to  this. 

Mr.  President,  as  chairman  of  the  Subcommittee  on  Constitutional 
Rights  of  the  Committee  on  the  Judiciary,  as  well  as  the  chairman 
of  the  Committee  on  Government  Operations,  I  have  studied  this 
problem  of  privacy  for  many  years,  have  conducted  many  hearings 
on  the  subject,  have  had  the  benefit  of  wise  counsel  of  manv  experts 
in  this  field,  and  have  read  in  large  part  the  voluminous  literature 
which  has  grown  up  around  the  question  of  privacy. 

I  think  that  this  bill,  in  its  present  form,  is  about  as  fine  a  piece 
of  legislation  as  can  be  drawn  on  this  subject  until  we  have  the  Pri- 
vacy Board's  experience  to  assist  us  in  further  refining  the  law. 

I  yield  to  the  distinguished  Senator  from  Nebraska. 

senator  Curtis'   questions  regarding  bureau  of  the   census 

Mr.  Curtis.  I  thank  the  distinguished  Senator. 

Mr.  President,  I  wTish  to  commend  my  distinguished  friend  for  the 
thoroughness  with  which  he  has  gone  into  this  subject.  It  is  a  matter 
that  merits  the  attention  of  the  Congress.  I  wish  to  ask  a  question  or 
two  concerning  the  Bureau  of  the  Census. 

The  junior  Senator  from  Nebraska  receives  many  compliments  about 
the  conduct  of  the  Bureau  of  the  Census.  They  sent  out  questionnaires 
consisting  of  many,  many  pages.  Apparently,  it  is  a  selected  list ;  it  is 
not  part  of  the  10-vear  enumeration.  It  asks  for  all  sorts  of  informa- 
tion. Our  citizens  have  two  complaints  against  it.  One  is  that  it  in- 
vades privacy.  It  asks  all  kinds  of  questions  about  their  manner  of 
living. 

The  second  complaint  is  that  it  takes  hours  and  hours  to  fill  out 
the  questionnaires,  and  there  is  a  penalty  imposed,  a  rather  stiff 
penalty,  if  it  is  not  filled  out  and  returned, 

Does  this  proposal  repeal  any  of  these  laws  that  permit  that? 

Mr.  Ervin.  Yes;  I  am  glad  that  the  Senator  from  Nebraska  has 
called  the  attention  of  this  Senator  to  this  problem.  I  might  state  that, 
as  he,  I  have  received  letters  over  the  years. 

In  addition  that  that.  I  introduced  a  bill  at  one  time  to  require  the 
Bureau  of  the  Census,  when  they  send  out  a  questionnaire,  to  advise  the 
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person  to  whom  it  is  sent  whether  it  is  mandatory  for  him  to  answer 

it  or  not.  I  was  unable  to  get  that  bill  passed. 

There  is  a  provision  of  law  that  if  one  fails  to  Lri\v  the  Bureau  of 

the  Census  information  which  they  are  required  by  law  to  collect, 
he  is  guilty  of  a  criminal  offense  and  can  he  sent  to  jail  for  a  relat  ively 
short  period  of  time.  As  the  Senator  from  Nebraska  has  indicate.  1. 
the  Bureau  of  the  Census,  on  far  too  many  occasions,  sends  out  ques- 
tionnaires about  things  that  it  is  not  required  to  investigate  by  law. 
and  they  fail  to  tell  the  people  that  they  are  not  required  to  answer 
them. 

I  have  had  small  businessmen  in  North  Carolina  inform  me  that 
they  have  been  compelled  on  occasion  to  pay  out  substantia]  sum-  of 
money  and  devote  many  man-hours  to  answering  these  questionnaires, 
when,  as  a  matter  of  fact,  under  the  law.  the  Bureau  of  the  Census  has 
no  right  to  compel  them  to  answer.  This  bill  deals  with  the  subject  by 
saying  that  no  agency  of  the  Government  is  allowed  to  solicit  infor- 
mation from  the  American  people  unless  the  securing  of  such  infor- 
mation is  reasonable  and  necessary  to  enable  an  agency  to  perform 
some  function  that  the  law  imposes  upon  it. 

It  further  provides  that  when  an  agency,  such  as  the  Bureau  of  the 
Census,  sends  out  a  questionnaire,  it  must  inform  the  people  to  whom 
the  questionnaire  is  directed  whether  or  not  it  is  a  mandatory  or  a 
voluntary  questionnaire,  and  whether  or  not  they  are  obliged  by  law  to 
answer  it.  That  will  take  care  of  the  situation  in  large  measure  that 
the  Senator  is  concerned  about.  I  share  his  concern. 

Mr.  Curtis.  On  every  inquiry  T  have  ever  made,  they  come  back  and 
say  that  it  is  mandatory  and  threaten  the  people  with  punishment 
for  not  filling  it  out.  Tt  has  nothing  to  do  with  the  10-year  census.  It  is 
a  total  invasion  of  people's  privacy. 

Furthermore,  it  costs  a  lot  of  time  and  monev  to  comply. 

Mr.  Erven.  The  Bureau  of  the  Census,  a  few  years  ago,  sent  out  a 
questionnaire  to  selected  lawyers  throughout  the  United  States,  just 
because  some  official  of  the  American  Bar  Association  suggested  that 
it  would  be  desirable  for  the  American  Bar  Association  to  have  the 
information.  They  wanted  to  know  how  much  of  a  lawver's  practice 
was  civil,  how  much  was  criminal,  how  much  was  counseling,  and  they 
wanted  to  know  what  he  paid  the  secretaries,  and  things  like  that.  They 
had  no  power  to  send  out  that  questionnaire.  This  bill  will  put  an  end 
to  that  kind  of  questionnaire,  because  they  have  to  tell  the  people 
whether  they  are  required  to  answer  it  and  under  what  law. 

Mr.  Curtis.  If  the  Senator  will  yield  further,  I  shall  submit  another 
examole.  Fortunately,  in  this  case,  the  Government  bureau  retreated 
and.  discontinued  the  practice. 

The  Committee  on  Finance  has  had  the  matter  before  it  many  times 
concerning  the  qualifications  of  individuals  who  assist  citizens  in 
making  out  their  tax  returns.  The  problem  is  very  narrow.  It  con- 
sists of  a  not-too-large  number  of  fly-by-night  operators  that  advertise 
that  they  will  save  so  much  monev  on  one's  taxes.  That  is  what  the 
Committee  on  Finance  had  in  mind  when  they  talked  about  it. 

It  ended  up  in  practice  that  the  Internal  Revenue  Service  moved  into 
a  small  community  in  the  State  of  Nebraska.  This  town  has  less  than 
1,500  people.  It  has  a  very  distinguished  lawyer  there.  They  came  into 
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his  office  and  asked  to  see  his  files  concerning  every  income  tax  he  had 
made  out.  Then  the  Government  proceeded  to  contact  every  one  of  his 

clients. 

Xebraska  is  a  very  law-abiding  State.  People  have  respect  for  their 
Government.  All  they  had  to  do  to  ruin  this  fine  citizen  was  to  state 
that  the  Government  of  the  United  States  was  investigating  his  prac- 
tice, interviewing  every  one  of  his  clients.  He  was  an  upright,  law-abid- 
ing citizen  of  excellent  reputation. 

He  secured  a  lawyer.  I  was  advised  of  the  matter.  It  was  taken  up 
with  the  Internal  Revenue  Service,  and  they  discontinued  it  entirely. 
But  we  are  not  always  that  lucky.  I  have  never  gotten  the  Bureau  of 
the  Census  to  discontinue  anything. 

I  wish  there  were  something  a  little  more  specific  here  that  really 
clips  their  wings  and  provides  that  when  they  send  these  scattered 
questionnaires  out  that  go  to  just  a  few  people,  there  absolutely  could 
not  be  any  penalty  whatever. 

Mr.  Ervix.  There  cannot.  Under  the  law.  there  can  be  no  penalty 
placed  on  any  person  for  failing  to  respond  to  a  questionnaire  unless 
the  questionnaire  calls  for  information  that  the  Bureau  of  the  Census 
is  required  by  law  to  collect. 

Mr.  Curtis.  They  can  always  slip  in  one  sentence  of  that.  They  come 
back  to  my  citizens  every  time  and  say,  "This  is  required  by  law  and 
you  are  subject  to  a  penalty." 

Mr.  Ervix.  If  the  Senator  will  pardon  me,  the  Senator  from  Maine 
has  an  amendment  and  he  has  to  leave  at  4  o'clock.  If  the  Senator  from 
Nebraska  will  yield  now.  we  shall  let  him  introduce  his  amendment  and 
then  wo  shall  return  to  the  colloquy,  because  I  am  very  much  inter- 
ested in  this  subject. 

Mr.  Curtis.  I  thank  the  distinguished  Senator. 

AMENDMENT   TO    ENLARGE    MAXDATE   BY    SEXTATOR    MUSKIE 

Mr.  Muskie.  Mr.  President,  I  thank  the  distinguished  floor  man- 
ager of  the  bill  (Mr.  Ervin) . 

I  send  my  amendment  to  the  desk  and  ask  for  its  immediate  con- 
sideration. 

The  Presidixg  Officer.  The  clerk  will  state  the  amendment. 

The  assistant  legislative  clerk  proceeded  to  read  the  amendment. 

Mr.  Muskie.  Mr.  President,  I  ask  unanimous  consent  that  further 
reading  of  the  amendment  be  dispensed  with. 

The  Presidixg  Officer.  Without  objection,  it  is  so  ordered. 

The  amendment  is  as  follows : 

On  page  25,  line  16.  strike  out  "and". 

On  page  25,  line  21,  strike  out  the  period  and  insert  in  lieu  thereof  a  semi- 
colon and  "and". 

On  page  25,  between  lines  21  and  22,  insert  the  following  new  paragraph : 

"(4)  prepare  model  legislation  for  use  by  State  and  local  governments  in 
establishing  procedures  for  handling,  maintaining,  and  discriminating  personal 
information  at  the  State  and  local  level  and  provide  such  technical  assistance  to 
State  and  local  governments  as  they  may  require  in  the  preparation  and  im- 
plementation of  such  legislation." 

Mr.  Muskie.  Mr.  President,  as  a  cosponsor  of  S.  3418  and  one  who 
has  followed  the  progress  of  Federal  privacy  legislation  with  great 


784 

inter*  several  years,  I  wish  to  i  my  support  for  this  most 

important  bill  which  is  before  the  Senate  today. 

Many  observers  have  characterized  the  93d  Congrt  the  uPri- 

\  acy  ( longress."  That  appellat  ion  has  been  earned  in  Large  pari  by  the 
effort  and  dedication  of  the  foremosl  leader  on  this  issue  of  individ- 
ual rights— the  distinguished  Senator  from  North  Carolina  (Senator 
Ervin ». 

His  concern,  his  persistence  and  his  great  knowledge  built  on  years 
of  judicial  and  Legislative  experience  in  this  field,  have  brought   us 
to  the  consideration  of  what  could  become  a  hallmark  of  his  car 
the  Federal  Privacy  Act  of  L974. 

The  privacy  of  our  citizens  has  been  a  fundamental  concern  since  the 
founding  of  our  Republic.  Two  hundred  years  ago,  William  Pitt  ex- 
Bed  this  with  regard  to  the  rights  of  citizens  in  the  colonies  still 
under  Knglishrule: 

The  poorest  man  may  in  his  cottage  bid  defiance  to  all  the  force  of  the 
Crown.  It  may  he  frail;  its  roof  may  shake:  the  wind  may  blow  through  it; 
tin-  storms  may  enter — but  the  Kins  of  England  cannot  enter;  all  his  forces 
dare  not  cross  the  threshold  of  the  ruined  tenement. 

While  the  concern  for  the  rights  of  American  citizens  to  be  secure 
from  government  invasion  has  run  from  the  adoption  of  the  Bill  of 
Rights  to  present  day  times,  it  has  not  found  widespread  recognition 
in  the  courts  outside  of  the  area  of  criminal  law.  In  applying  the  pro- 
visions of  the  fourth  amendment  to  the  Constitution  to  this  issue,  Mr. 
Justice  Frankfurter  observed  in  Wolf  v.  Colorado  (338  U.S.  25, 
27-28  1949 : 

The  security  of  one's  privacy  against  arbitrary  intrusion  by  the  police — which 
is  at  the  core  of  the  Fourth  Amendment — is  baste  to  a  free  society  .  .  .  The 
knock  at  the  door,  whether  by  day  or  by  night,  as  a  prelude  to  a  search,  without 
authority  of  law  but  solely  on  the  authority  of  the  police,  did  not  need  the  com- 
mentary of  recent  history  to  be  condemned  as  inconsistent  with  the  conception 
of  human  rights  enshrined  in  the  history  and  the  basic  constitutional  documents 
of  English-speaking  peoples. 

In  a  famous  dissenting  opinion  in  Olmstead  v.  United  Mates  (277 
U.S.  438,  478  1938),  Mr.  Justice  Brandeis  characterized  the  "right  to 
be  let  alone''  by  the  Government  as  "the  most  comprehensive  of  rights 
and  the  right  most  valued  by  civilized  men." 

In  his  book.  "Th,e  Assault  on  Privacy,"  Prof.  Arthur  Miller  ob- 
served that  while  the  fourth  amendment  was  probably  conceived  to 
protect  tangible  objects,  it  has  since  been  extended  in  Katz  v.  United 
States  (389  U.S.  347,  353  1967)  to  restrict  the  Government's  right  to 
seize  personal  information. 

While  the  courts  have  begun  to  recognize  the  capacity  of  Govern- 
ment to  invade  individual  privacy  by  the  gathering  or  misuse  of  in- 
formation, it  is  the  responsibility  of  the  Congress  to  develop  specific 
legislative  guidelines  in  this  area. 

The  Federal  Privacy  Act  draws  upon  the  constitutional  and  judi- 
cial recognition  accorded  to  the  right  of  privacy  and  translates  it  into 
a  system  of  procedural  and  substantive  safeguards  against  obtrusive 
Government  information  gathering  practices. 

Up  until  now  we  have  allowed  technological  advances  in  Federal 
recordkeeping  to  outpace  our  efforts  to  control  and  safeguard  the  use 
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of  the  information  we  have  collected.  This  act  would  balance  those  ad- 
vances with  specific  safeguards  and  add  a  new  dimension  of  rights  to 
the  citizen.  In  effect  it  would  bring  the  law  in  line  with  a  concept  en- 
dorsed by  then  Secretary  of  Health.  Education  and  Welfare.  Elliot 
Richardson,  that  "Government  is  not  the  owner  of  information  on 
individuals,  but  only  the  trustee." 

Almost  a  year  ago.  the  Subcommittee  on  Intergovernmental  Rela- 
tions, of  which  I  am  chairman,  released  a  survey  of  individual  attitudes 
toward  their  Government  prepared  by  Louis  Harris  and  Associates. 
That  survey,  revealed  that  the  American  people's  loss  of  confidence 
in  their  Government  had  reached  severe  proportions.  Forty-five 
percent  of  the  public  described  themselves  as  alienated  and  disen- 
chanted, feeling  profoundly  impotent  to  influence  the  actions  of  their 
leaders.  The  relationship  between  this  feeling  and  the  Government's 
invasion  of  individual  privacy  is  underscored  by  a  report  by  the  Com- 
mittee on  Security  and  Privacy,  of  the  Project  Search  task  force  au- 
thorized by  the  Department  of  Justice  to  examine  the  handling  of 
criminal  records.  Calling  for  citizen  right  of  access  and  challenge  to 
certain  law  enforcement  records,  the  search  report  stated : 

An  important  case  of  fear  and  distrust  of  computerized  data  systems  has  been 
the  feelings  of  powerlessness  they  provoke  in  many  citizens.  The  computer  has 
come  to  symbolize  tbe  unresponsiveness  and  insensitivity  of  modern  life.  What- 
ever may  be  thought  of  these  reactions,  it  is  at  least  clear  that  genuine  rights 
of  access  and  challenge  would  do  much  to  disarm  this  hostility. 

S.  3418  is  addressed  to  that  very  point.  Under  title  II  of  this  bill  we 
have  inserted  the  individual  citizen  into  an  active  role  regarding  the 
collection,  use  and  dissemination  of  his  personal  data  by  Federal 
agencies. 

If  an  agency  asks  a  citizen  for  information  he  would  have  the  right 
to  know  if  he  is  required  to  divulge  it  and  to  know  what  use  the  agency 
will  make  of  it. 

He  would  be  entitled  to  know  what  information  systems  or  files  a 
Federal  agency  operates  and  whether  those  systems  or  files  contain 
information  about  him. 

He  would  be  entitled  to  see  what  is  in  those  files  and  if  necessary 
to  challenge  the  accuracy,  the  completeness,  the  timeliness  and  the 
relevancy  to  the  needs  of  the  agency  of  their  contents. 

He  would  be  entitled  to  know  who  has  seen  information  about  him, 
and  if  the  agency  makes  changes  at  his  request,  to  inform  past  recipi- 
ents of  that  data  about  those  changes. 

Finally,  each  citizen  would  be  entitled  to  enforce  this  right  of  access 
and  challenge  in  a  Federal  district  court  and  to  seek  an  award 
of  damages  for  injuries  resulting  from  the  misuse  of  personal 
information. 

These  are  fundamental  rights  to  be  included  in  any  privacy  legisla- 
tion, and  they  should  help  begin  to  restore  public  faith  in  our  Govern- 
ment's information  practices. 

The  remarks  which  follow  relate  specifically  to  my  amendment-. 

In  considering  this  legislation  it  was  understood  that  privacy  con- 
siderations do  not  stop  at  the  Federal  Government.  Our  concern  for 
the  handling  of  information  about  individuals  extends  beyond  Fed- 
eral agencies  to  State  and  local  government  and  to  the  private  sector. 
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State  government  witnesses  at  the  Government  Operations  Com- 
mittee hearings  in  S.  3418  indicated  the  need  to  incorporate  privacy 
safeguards  in  their  information  systems.  Andre  Atkinson,  represent- 
ing State  and  local  government  information  system  managers  said: 

Effective  solutions  will  come  only  from  administrative  and  statutory  regula- 
tions which  can  interact  in  concert  at  all  levels  of  government— Federal,  State 
and  local. 

While  there  have  been  extensive  studies  of  information  gathering 
systems  operated  by  the  Federal  Government  and  the  need  for  safe- 
guards and  regulation  of  those  systems,  the  record  still  is  incomplete 
about  the  information  practices  of  State  and  local  governments. 

We  have  asked  the  Privacy  Protection  Commission  established  by 
this  bill  to  examine  those  systems  and  recommend  what  legislation 
might  be  necessary  in  that  area. 

In  the  interim  we  can  help  those  States  and  local  governments  which 
are  attempting  to  deal  with  this  issue  now.  I  am  offering  an  amend- 
ment to  S.  3418  along  with  the  distinguished  Senator  from  Illinois, 
which  would  authorize  the  Commission  to  draft  model  privacy  legis- 
lation for  State  and  local  governments  and  to  make  available  to  State 
and  local  officials  the  technical  services  of  the  Commission  to  aid  in 
the  preparation  of  privacy  legislation  to  meet  their  needs. 

I  recognize  that  the  establishment  of  the  Privacy  Commission  has 
been  the  focus  of  some  objection  by  the  administration. 

The  need  for  an  independent  authority  to  examine  Federal.  State, 
and  local  and  private  information  practices  has  received  substantial 
support  from  the  many  witnesses  who  have  testified  in  behalf  of  this 
bill. 

It  is  not  only  essential  to  help  the  Congress  and  the  executive  branch 
to  examine  Federal  practices,  it  can  help  bridge  the  gap  between  the 
standards  we  are  setting  for  the  Federal  agencies  and  those  we  want  to 
see  adopted  by  other  information  systems  outside  the  Government. 

The  assistance  to  State  and  local  governments  which  would  be  pro- 
vided by  our  amendment  is  but  one  example. 

Mr.  President,  this  is  an  important  piece  of  legislation.  I  hope  that 
this  Congress  will  meet  its  responsibility  and  earn  the  label  which  it 
has  already  received  as  the  Privacy  Congress  by  passing  S.  3418. 

This,  I  think.  Mr.  President,  is  a  very  modest  response  to  consid- 
erable pressures  to  expand  this  legislation  to  cover  State  and  local 
governments  as  well  as  the  private  sector.  It  is  for  that  reason  that  I 
submit  the  amendment  to  the  Senate  and  urge  its  adoption. 

I  have  discussed  this  proposal  with  Senator  Frvin  and  with  Senator 
Percy,  who  is  a  cosponsor  of  the  amendment,  and  I  believe  they  are  in 
a  position  to  accept  it. 

Mr.  Percy.  Mr.  President,  as  a  cosponsor  of  the  amendment,  I  would 
simply  like  to  indicate  that,  as  a  result  of  my  work  as  a  member  of  the 
Intergovernmental  Commission.  I  believe  certainly  it  is  in  the  best 
interests  of  State  and  local  governments  to  have  the  benefits  now  of  all 
the  magnificent  work  done  by  Senator  Frvin  through  the  years  in 
preparing  a  piece  of  legislation  at  the  Federal  level.  Certain  of  the 
States  are  moving  in  this  direction  now.  but  we  ought  to  provide  this 
as  a  service  to  all  the  States,  and  I  am  pleased  to  support  the  amend- 
ment as  a  cosponsor. 
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Mr.  Ervln.  Mr.  President,  I  think  this  is  a  very  wise  amendment. 
As  I  see  it,  the  amendment  would  simply  empower  the  Federal  Privacy 

Board  to  assist  the  States  in  establishing  privacy  laws  and  privacy 
boards  at  the  State  level.  It  is  not  obligatory  on  anyone;  it  would 
merely  enable  the  Federal  Privacy  Board,  out  of  their  experience  and 
knowledge  of  the  subject,  to  be  of  assistance  to  the  States,  and  I  would 
urge  the  Senate  to  adopt  the  amendment. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  amend- 
ment of  the  Senator  from  Maine. 

The  amendment  was  agreed  to. 

AMENDMENT   NO.    194  5 

Mr.  Nelson.  Mr.  President,  I  call  up  my  amendment  No.  1945. 
The  Presiding  Officer.  The  amendment  will  be  stated. 
The  assistant  legislative  clerk  proceeded  to  read  the  amendment. 
Mr.  Nelson's  amendment  is  as  follows : 

At  the  end  of  the  bill,  add  the  following  new  title : 

"TITLE    IV— JOINT    COMMITTEE    ON    GOVERNMENT    SURVEILLANCE 
AND  INDIVIDUAL  RIGHTS 

"establishment 

"Sec.  401.  (a)  There  is  hereby  established  a  Joint  Committee  on  Government 
Surveillance  and  Individual  Rights  (hereinafter  referred  to  as  the  "joint  com- 
mittee")  which  shall  be  composed  of  fourteen  members  appointed  as  follows: 

"(1)  seven  Members  of  the  Senate,  four  to  be  appointed  by  the  majority 
leader  of  the  Senate  and  three  to  be  appointed  by  the  minority  leader  of  the 
Senate;  and 

"(2)  seven  Members  of  the  House  of  Representatives,  four  to  be  appointed  by 
the  majority  leader  of  the  House  of  Representatives  and  three  to  be  appointed 
by  the  minority  leader  of  the  House  of  Representatives. 

"(b)  The  joint  committee  shall  select  a  chairman  and  a  vice  chairman  from 
among  its  members. 

"(c)  Vacancies  in  the  membership  of  the  joint  committee  shall  not  affect 
the  power  of  the  remaining  members  to  execute  the  functions  of  the  joint  com- 
mittee and  shall  be  filled  in  the  same  manner  as  in  the  case  of  the  original 
appointment. 

"functions 

"Sec  402.   (a)   It  shall  be  the  function  of  the  joint  committee — 

"(1)  to  make  a  continuing  study  of  the  extent  and  the  method  of  investiga- 
tion or  surveillance  of  individuals  by  any  department,  agency,  or  independent 
establishment  of  the  United  States  Government  as  such  investigation  or  sur- 
veillance relates  to  the  right  of  privacy,  the  authority  for,  and  the  need  for  such 
investigation  or  surveillance,  and  the  standards  and  guidelines  used  to  protect 
the  right  to  privacy  and  other  constitutional  rights  of  individuals  ; 

"(2)  to  make  a  continuing  study  of  the  intergovernmental  relationship  be- 
tween the  United  States  and  the  States  insofar  as  that  relationship  involves 
the  area  of  investigation  or  surveillance  of  individuals ;  and 

"(3)  as  a  guide  to  the  several  committees  of  the  Congress  dealing  with  legis- 
lation with  respect  to  the  activities  of  the  United  States  Government  involving 
the  area  of  surveillance,  to  file  reports  at  least  annually  and  at  such  other 
times  as  the  joint  committee  deems  appropriate,  with  the  Senate  and  the  House 
of  Representatives,  containing  its  findings  and  recommendations  witli  respect 
to  the  matters  under  study  by  the  joint  committee,  and,  from  time  to  time,  to 
make  such  other  reports  and  recommendations  to  the  Senate  and  the  House  of 
Representatives  as  it  deems  advisable ;  except  that  nothing  in  the  foregoing 
provisions  shall  authorize  the  joint  committee,  or  any  subcommittee  thereof,  to 
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examine  lawful  Investigative  or  surveillance  activities  related  to  the  defense 
<>r  national  security  of  the  United  States  conducted  within  the  territorial  bound- 
aries of  the  United  Stairs  citizens.  For  purposes  Of  this  subsection,  lawful  investi- 
gative  or  surveillance  activities   related   to  the  defense  or  national   security   of 

the  United  states  means  Investigative  or  surveillance  activities  carried  on  by 
duly  authorized  agencies  to  obtain  Information  concerning  unlawful  activities 
directed  against  the  Government  of  the  United  states  which  are  substantially 
financed  by,  directed  by,  sponsored  by,  or  otherwise  involving  the  direct  col- 
laboration <,>{  foreign  po\i 

"(hi  Nothing  in  this  title  shall  give  the  joint  committee,  or  any  subcommittee 
thereof,  jurisdiction  to  examine  any  activities  of  agencies  and  departments  of  the 
1'nited  States  Government  conducted  outside  the  territorial  boundaries  of  the 
United  States. 

"REPORTS    BY    AGENCIES 

"Sec.  403.  In  carrying  out  its  functions,  the  joint  committee  shall,  at  least 
once  each  year,  receive  the  testimony,  under  oath,  of  a  representative  of  every 
department  and  agency  of  the  Federal  Government  which  engages  in  investiga- 
tions or  surveillance  of  individuals,  such  testimony  to  relate  to  the  full  scope 
and  nature  of  the  respective  agency's  or  department's  investigations  or  sur- 
veillance of  individuals,  subject  to  the  exceptions  provided  for  in  subsections 
402(a) (3)  and  402(b). 

"POWERS 

"Sec  M)4.  (a  )  The  joint  committee,  or  any  subcommittee  thereof,  is  authorized, 
in  its  discretion  (1)  to  make  expenditures,  (2)  to  employ  personnel,  (3)  to 
adopt  rules  respecting  its  organization  and  procedures,  (4)  to  hold  hearings,  (5) 
and  act  at  any  time  or  place,  (6)  to  subpena  witnesses  and  documents. 
(7)  with  the  prior  consent  of  tin1  agency  concerned,  to  use  on  a  reimbursable 
basis  the  services  of  personnel,  information,  and  facilities  of  any  such  agency, 
i  procure  printing  and  binding.  (9)  to  procure  the  temporary  services  (not 
in  excess  of  one  year)  or  intermittent  services  of  individual  consultants,  or 
organizations  thereof,  and  to  provide  assistance  for  the  training  of  its  pro- 
fessional staff,  in  the  same  manner  and  under  the  same  conditions  as  a  standing 
committee  of  the  Senate  may  procure  such  services  and  provide  such  assist- 
ance under  subsections  (i)  and  (j).  respectively,  of  section  202  of  the  Legisla- 
tive Reorganization  Act  of  1946.  and  (10)  to  take  depositions  and  other  testimony. 
Xo  rule  shall  be  adopted  by  the  joint  committee  under  clause  (3)  providing  that 
a  finding,  statement,  recommendation,  or  report  may  be  made  by  other  than  a 
majority  of  the  members  of  the  joint  committee  then  holding  office. 

"(b)  (1)  Subpenas  may  be  issued  under  the  signature  of  the  chairman  of  the 
committee  or  of  any  subcommittee,  or  by  any  member  designated  by  such  chair- 
man, when  authorized  by  a  majority  of  the  members  of  such  committee,  or 
subcommittee,  and  may  be  served  by  any  person  designated  by  such  chairman 
or  member. 

"(2)  Each  subpena  shall  contain  a  statement  of  the  committee  resolution 
authorizing  the  particular  investigation  with  respect  to  which  the  witness  is 
summoned  to  testify  or  to  produce  papers,  and  shall  contain  a  statement  notify- 
ing the  witness  that  if  he  desires  a  conference  with  a  representative  of  the 
committee  prior  to  the  date  of  the  hearing,  he  may  call  or  write  to  counsel  of  the 
committee. 

"(3)  Witnesses  shall  be  subpenaed  at  a  reasonably  sufficient  time  in  advance 
of  any  hearing  in  order  to  give  the  witness  an  opportunity  to  prepare  for  the 
hearing  and  to  employ  counsel,  should  he  so  desire.  The  chairman  of  the  joint 
committee  or  any  member  thereof  may  administer  oaths  to  witnesses. 

"(c)  The  expenses  of  the  joint  committee  shall  be  paid  from  the  contingent 
fund  of  the  Senate  from  funds  appropriated  for  the  joint  committee,  upon 
vouchers  signed  by  the  chairman  of  the  joint  committee  or  by  any  members  of 
the  joint  committee  authorized  by  the  chairman. 

"id)  Members  of  the  joint  committee,  and  its  personnel,  experts,  and  con- 
sultants, while  traveling  on  official  business  for  the  joint  committee  within  or 
outside  the  United  States,  may  receive  either  the  per  diem  allowance  authorized 
to  be  paid  to  Members  of  the  Congress  or  its  employees,  or  their  actual  and 
necessary  expenses  if  an  itemized  statement  of  such  expenses  is  attached  to  the 
voucher. 
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"(e)  (1)  The  District  Court  of  the  United  States  for  the  District  of  Columbia 
shall  have  original  jurisdiction,  without  regard  to  the  sum  or  value  of  the 
matter  in  controversy,  of  any  civil  action  heretofore  or  hereafter  brought  by 
the  joint  committee  to  enforce  or  secure  a  declaration  concerning  the  validity 
of  any  subpena  heretofore  or  hereafter  issued  by  such  joint  committee,  and 
the  said  District  Court  shall  have  jurisdiction  to  enter  any  such  judgment  or 
decree  in  any  such  civil  action  as  may  be  necessary  or  appropriate  to  enforce 
obedience  to  any  such  subpena. 

"(2)  The  joint  committee  shall  have  authority  to  prosecute  in  its  own  name 
or  in  the  name  of  the  United  States  in  the  District  Court  of  the  United  States 
for  the  District  of  Columbia  any  civil  action  heretofore  or  hereafter  brought  by 
the  joint  committee  to  enforce  or  secure  a  declaration  concerning  the  Validity 
of  any  subpena  heretofore  or  hereafter  issued  by  such  committee,  and  pray  the 
said  district  court  to  enter  such  judgment  or  decree  in  said  civil  action  as  may 
be  necessary  or  appropriate  to  enforce  any  such  subpena. 

"(.3)  The  joint  committee  may  be  representee!  by  such  attorneys  as  it  may 
designate  in  any  action  prosecuted  by  such  committee  under  this  title.". 

On  page  3.  line  23.  after  "Act",  insert  "  (other  than  title  IV  |  *'. 

On  page  4,  line  6,  after  "Act",  insert  "(other  than  title  IV)". 

On  page  6,  line  9,  immediately  after  "of",  insert  "titles  I,  II,  and  III  of". 

On  page  6,  line  12,  after  "under",  insert  "titles  I.  II.  and  III  of". 

On  page  7,  line  1,  immediately  before  "this",  insert  "titles  I.  II,  and  III  of". 

On  page  7,  line  2.  immediately  before  "this",  insert  "title  I.  II,  or  III  of". 

On  page  12,  line  9.  immediately  before  "this",  insert  "title  I,  II,  or  III  of". 

On  page  16,  line  13,  immediately  before  "this",  insert  "titles  I.  II.  and  III  of". 

On  page  18,  line  3,  immediately  before  "this",  insert  "title  I.  II.  or  III  of". 

On  page  18,  line  14.  immediately  before  "this",  insert  "title  I,  II.  or  III  of". 

On  page  18,  line  23,  immediately  before  "this",  insert  "titles  I.  II,  or  III  of". 

On  page  19,  line  1,  immediately  before  "this",  insert  "title  I,  II.  or  III  of". 

On  page  19,  line  21,  immediately  before  "this",  insert  "title  I,  II.  or  III  of". 

On  page  20,  line  2.  immediately  after  "Act"  insert  "(other  than  title  IV)". 

On  page  20,  line  6,  immediately  before  "this"  insert  "titles  I,  II,  and  III  of". 

Mr.  Ervix.  Mr.  President,  will  the  Senator  yield  for  a  unanimous- 
consent  request? 

Mr.  Xelsox.  I  yield. 

Mr.  Ervix.  I  ask  unanimous  consent  that  Brian  Conboy,  an  aide  to 
Senator  Javits,  and  Barbara  Dixon,  an  aide  to  Senator  Bayh,  have  the 
privilege  of  the  floor  during  the  consideration  of  the  pending  measure. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

Mr.  Percy.  Mr.  President.  I  have  an  inquiry  of  the  distinguished 
Senator  from  Wisconsin.  We  did  go  a  little  out  of  order  in  order  to 
accommodate  the  schedule  of  the  Senator  from  Maine  (Mr.  Muskie). 
We  have  not  finished  our  opening  statements  yet.  Unless  the  Senator 
has  a  time  problem  himself.  I  would  like  to  complete  our  opening  state- 
ments so  we  can  proceed  in  an  orderly  manner,  and  I  had  indicated 
that  1  would  yield  to  the  Senator  from  Arizona  (Mr.  Goldwater) 
immediately  after  that,  to  present  an  amendment. 

Mr.  Xelsox.  My  reason  for  calling  up  this  amendment  now  is  that 
the  Senator  from  Maine  (Mr.  Muskie)  will  participate  in  a  brief 
colloquy  in  connection  with  it. 

Mr.  Percy.  Does  the  Senator  have  any  idea  how  long  that  brief 
colloquy  may  take? 

Mr.  Xelsox.  Just  a  few  minutes.  Senator  Jackson  has  a  brief  state- 
ment. I  will  submit  my  statement  for  the  Record. 

Mr.  President.  I  have  a  modification  of  the  amendment  as  printed, 
I  withdraw  the  amendment  that  is  at  the  desk,  and  submit  a  clean 
copy  that  modifies  that  amendment.  I  ask  for  the  immediate  considera- 
tion of  the  amendment  as  modified. 
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Mr.  Nelson's  amendment  No.  194£,  as  modified,  is  as  follows c 

A:  the  fiui  of  the  bill,  add  the  following  new  title : 

"TITLE  IV     JOINT  COMMITTEE  ON  GOVERNMENT  SURVE1  LI.axch  AND 

INDIVIDUAL  RIGH 

\i;i  [8HMENT 

.  401  (a)  There  la  hereby  established  a  Joint  Committee  on  Government 
Surveillance  and  individual  Rights  (hereinafter  referred  t<>  as  the  "joint  com- 
mittee") which  shall  be  composed  of  sixteen  members  appointed  as  follows: 

■ill  eight  Members  of  the  Senate,  four  to  be  appointed  i>y  the  majority 
leader  of  the  Senate  and  four  to  be  appointed  by  the  minority  leader  of 
the  Senate :  and 

eighl  Members  of  the  House  of  Representatives,  four  to  be  appointed 
by  the  majority  Leader  of  the  House  of  Representatives  and  four  to  be 
appointed  by  the  minority  loader  of  the  House  of  Representative 
"(b)  The  joint  committee  shall  Belect  a  chairman  and  a  vice  chairman  from 
among  it^  mom; 

I  Vacancies  in  the  membership  of  the  joint  committee  shall  not  affect  the 
power  of  the  remaining  members  to  execute  the  functions  of  the  join  committee 
and  shall  be  filed  in  the  same  manner  as  in  the  case  of  the  original  appointment. 

"FUNCTIONS 

"Sec.  402.   (a)   It  shall  he  the  function  of  the  joint  committee — 

••(  1  i  to  make  a  continuing  study  of  the  extent  and  the  method  of  Investiga- 
tion or  surveillance  of  individuals  by  any  department,  agency,  or  independent 
establishment  of  the  United  States  Government  as  such  investigation  or  sur- 
veillance relates  to  the  right  to  privacy,  the  authority  for,  and  the  need  for 
such  investigation  or  surveillance,  and  the  standards  and  guidelines  used 
to  protect  the  right  to  privacy  and  other  constitutional  rights  of  individuals  ; 
"(2)  to  make  a  continuing  study  of  the  intergovernmental  relationship 
between  the  United  States  and  the  States  insofar  as  that  relationship  in- 
volved the  area  of  investigation  or  surveillance  of  individuals;  and 

"(3)  as  a  guide  to  the  several  committees  of  the  Congress  dealing  with 
legislation  with  respect  to  the  activities  of  the  United  States  Government  In- 
volving the  area  of  surveillance,  to  file  reports  at  least  annually  and  at  such 
other  times  as  the  joint  committee  deems  appropriate,  with  the  Senate  and 
the  House  of  Representatives,  containing  its  findings  and  recommendations 
with  respect  to  the  matters  under  study  by  the  joint  committee,  and,  from 
time  to  time,  to  make  such  other  reports  and  recommendations  to  the  Senate 
and  the  House  of  Representatives  as  it  deems  advisable;  except  that  nothing 
in  the  foregoing  provisions  shall  authorize  the  joint  committee,  or  any  sub- 
committee thereof,  to  examine  lawful  investigative  or  surveillance  activities 
related  to  the  defense  or  national  security  of  the  United  States  conducted 
within  the  territorial  boundaries  of  the  United  States.  For  purposes  of  this 
subsection*  lawful  investigative  or  surveillance  activities  reiated  to  the 
defense  or  national  security  of  the  United  States  means  investigative  or  sur- 
veillance activities  carried  on  by  duly  authorized  agencies  to  obtain  informa- 
tion concerning  unlawful  activities  directed  against  the  Government  of  the 
United  States  which  are  substantially  financed  by,  directed  by,  or  otherwise 
involving  the  direct  collaboration  of  foreign  powers. 
"(b)  Nothing  in  this  title  shall  give  the  joint  committee,  or  any  subcommittee 
thereof,  jurisdiction  to  examine  any  activities  of  agencies  and  the  departments 
of  the  United  States  Government  conducted  outside  the  territorial  boundaries 
of  the  United  States. 

"reports  by  agencies 

"Sec.  403.  In  carrying  out  its  functions,  the  joint  committee  shall,  at  least  each 
year,  receive,  subject  to  the  exceptions  provided  for  in  sections  402(a)  (3)  and 
402(b),  the  testimony,  under  oath,  of  a  representative  of  every  department, 
agency,  instrumentality  or  other  entity  of  the  Federal  Government,  which 
engages  in  investigations  or  surveillance  of  individuals,  such  testimony  to  relate 
to 
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"(a)  the  full  scope  and  nature  of  the  respective  department's,  agency's,  in- 
strumenality'Sj  or  other  entity's  investigations  or  surveillance  of  individuals ; 
and 

"<h)  the  criteria,  standards,  guidelines  or  other  general  basis  utilized  by 
each  such  department,  agency,  instrumentality  or  Ltity,  in  determin- 

ing whether  or  not  investigative  or  surveillance  activities  carried   out   or 
being  carried  out  by  such  department,  agency,  instrumentality,  or  other  en- 
tity were  or  are  related  to  the  defense  or  national  security  of  the  United 
States  and  thus  within  the  purview  of  the  exception  provided  for  in  i  Uch 
tions  402 (a)  (3)  and  402  ( b ) . 

"powers 

"Sec.  404.  (a)  The  joint  committee,  or  any  subcommittee  thereof,  is  authorized, 
in  its  discretion  (1)  to  make  expenditures,  (2)  to  employ  personnel,  (3)  to  ado] it 
rules  respecting  its  organization  and  procedures,  (4)  to  hold  hearings,  (5)  to 
sit  and  act  at  any  time  or  place,  (6)  to  subpena  witnesses  and  documents,  (7) 
with  the  prior  consent  of  the  agency  concerned,  to  use  on  a  reimbursable  basis  the 
services  of  personnel,  information,  and  facilities  of  any  such  agency,  (8)  to  pro- 
cure printing  and  binding,  (9)  to  procure  the  temporary  services  (not  in  excess 
of  one  year)  or  intermittent  services  of  individual  consultants,  or  organizations 
thereof,  and  to  provide  assistance  for  the  training  of  its  professional  staff,  in 
the  same  manner  and  under  the  same  conditions  as  a  standing  committee  of  the 
Senate  may  procure  such  services  and  provide  such  assistance  under  subsections 
( i )  and  (j),  respectively,  of  section  202  of  the  Legislative  Reorganization  Act  of 
1946,  and  (10)  to  take  depositions  and  other  testimony.  No  rule  shall  be  adopted 
by  the  joint  committee  under  clause  (3)  providing  that  a  finding,  statement, 
recommendation,  or  report  may  be  made  by  other  than  a  majority  of  the  members 
of  the  joint  committee  then  holding  office. 

"(b)  (1)  Subpenas  may  be  issued  under  the  signature  of  the  chairman  of  the 
committee  or  of  any  subcommittee,  or  by  any  member  designated  by  such  chair- 
man, when  authorized  by  a  majority  of  the  members  of  such  committee,  or  sub- 
committee and  may  be  served  by  any  person  designated  by  any  such  chairman 
or  member. 

"(2)  Each  subpena  shall  contain  a  statement  of  the  committee  resolution 
authorizing  the  particular  investigation  with  respect  to  which  the  wdtness  is 
summoned  to  testify  or  to  produce  papers,  and  shall  contain  a  statement  notifying 
the  witness  that  if  he  desires  a  conference  with  a  representative  of  the  committee 
prior  to  the  date  of  the  hearing,  he  may  call  or  write  to  counsel  of  the  committee. 

"(3)  Witnesses  shall  he  suhpenaed  at  a  reasonably  sufficient  time  in  advance  of 
any  hearing  in  order  to  give  the  witness  an  opportunity  to  prepare  for  the  hear- 
ing and  to  employ  counsel,  should  he  so  desire.  The  chairman  of  the  joint  com- 
mittee or  any  member  thereof  may  administer  oaths  to  witnesses. 

"(c)  The  expenses  of  the  joint  committee  shall  be  paid  from  the  contingent 
fund  of  the  Senate  from  funds  appropriated  for  the  joint  committee  upon  vouchers 
signed  by  the  chairman  of  the  joint  committee  or  by  any  member  of  the  joint 
committee  authorized  by  the  chairman. 

"(d)  Members  of  the  joint  committee,  and  its  personnel,  experts,  and  consult- 
ants, while  traveling  on  official  business  for  the  joint  committee  within  or  outside 
the  United  States,  may  receive  either  the  per  diem  allowance  authorized  to  be 
paid  to  Members  of  the  Congress  or  its  employees,  or  their  actual  and  necessary 
expenses  if  any  itemized  statement  of  such  expenses  is  attached  to  the  voucher. 

"(e)  (1)  The  District  Court  of  the  United  States  for  the  District  of  Columbia 
shall  have  original  jurisdiction,  without  regard  to  the  sum  or  value  of  the 
matter  in  controversy,  of  any  civil  action  heretofore  or  hereafter  brought  by 
the  joint  committee  to  enforce  or  secure  a  declaration  concerning  the  validity 
of  any  subpena  heretofore  or  hereafter  brought  by  the  joint  committee,  and  the 
said  District  Court  shall  have  jurisdiction  to  enter  any  such  judgment  or  decree 
in  any  such  civil  action  as  may  be  necessary  or  appropriate  to  enforce  obedience 
to  any  such  subpena. 

"(2)  The  joint  committee  shall  have  authority  to  prosecute  in  its  own  name 
or  in  the  name  of  the  United  States  in  the  District  Court  of  the  United  States 
for  the  District  of  Columbia  any  civil  action  heretofore  or  hereafter  brought  by 
the  joint  committee  to  enforce  or  secure  a  declaration  concerning  the  validity 
of  any  subpena  heretofore  or  hereafter  issued  by  such  committee,  and  pray  the 
said  district  court  to  enter  such  judgment  or  decree  in  said  civil  action  as  may 
be  necessary  or  appropriate  to  enforce  any  such  subpena. 
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The  joint  committee  may  he  represented  by  such  attorneys  as  it  may 
mate  In  any  action  prosecuted  hy  such  committee  under  this  title." 

"DISCLAIMER 

405.  The  provisions  of  this  title  shall  not  in  any  way  limit  or  otherwise 
Interfere  with  the  jurisdiction  or  powers  of  any  committee  of  the  Senate,  or 
the  House  of  Representatives,  or  of  Congress  to  request  or  require  testimony 
or  the  submission  of  information  from  any  representative  of  any  department, 
agency,  instrumentality  or  other  entity  of  the  Federal  Government. 

<  >n  page  •'*,  line  23,  a  iter  "Act",  insert  "(other  than  title  IV  >". 
On  page 4,  line  6,  after  "Act",  insert  "(other  than  title  IV)". 

( )n  page  0,  line  9,  immediately  after  "of",  insert  "titles  I,  II.  and  III  of". 
(  m  page  (>,  line  12.  after  "under",  insert  "titles  I,  II.  and  III  of". 
on  page 7,  line  1.  immediately  before  "this",  insert  "titles  I,  II,  and  III  of". 
On  page  7,  line  2,  immediately  before  "this",  insert  "title  I,  II  or  III  or*. 
( )n  page  12.  line  it,  immediately  before  "this",  insert  "title  I,  II  or  III  of". 

<  >n  page  1(5,  line  13.  immediately  before  "this",  insert  "title  I.  II  or  III  of". 
( )n  page  IS.  line  3,  immediately  before  "this",  insert  "title  I,  II,  or  III  of". 

(  Mi  page  IS,  line  1-i,  immediately  before  "this",  insert  "title  I.  II,  or  III  of". 

<  >n  page  IS.  line  2.'5,  immediately  before  '"this",  insert  "titles  I,  II  or  III  of". 
On  page  19.  line  1.  immediately  before  "this",  insert  I,  II,  or  III  of". 

<  >n  page  19,  line  21,  immediately  before  "this",  insert  "title  I,  II,  or  III  of", 
on  page  20.  line  2.  immediately  after  "Act"  insert  "(other  than  title  IV  i". 
On  page  20,  line  6,  immediately  before  "this"  insert  "titles  I,  II,  and  III  of. 

Mr.  Nelson.  Mr.  President,  last  November,  the  Senator  from  Wash- 
ington (Mr.  Jackson)  and  I  introduced  legislation  to  create  a  joint 
committee  of  the  Senate  and  the  House  of  Representatives  to  provide 
legislative  oversight  over  the  surveillance  activities  of  all  the  various 
agencies  of  the  Federal  Government,  including  the  FBI,  military 
intelligence,  and  the  IRS. 

The  purpose,  of  course,  is  quite  obvious :  there  is  great  potential  for 
abuse  of  authority  and  invasions  of  privacy,  which  we  have  seen  ex- 
tensively engaged  in  in  recent  years,  and  Congress  at  present  has  no 
effective  way  to  maintain  a  continuing  oversight  function  to  determine 
whether  agencies  were  abusing  their  power  and  whether  there  need  to 
bo  modifications  or  changes  in  current  law. 

The  principal  function  of  this  joint  committee  would  be  to  require 
that  these  respective  agencies  appear  before  the  joint  committee  in 
public  session  or  executive  session  when  necessary,  under  whatever 
procedures  would  be  established  by  that  joint  committee,  and  that 
the  representatives  of  these  agencies,  such  as  the  FBI,  be  put  under 
oath,  bring  their  records,  show  the  committee  what  surveillance  ac- 
tivities they  have  engaged  in.  For  example,  the  FBI  would  show  what 
wiretaps  they  have  used,  and  whether  the  wiretaps  in  fact  were  secured 
pursuant  to  law,  particularly  the  fourth  amendment,  which  requires 
that  searches  and  seizures  are  authorized  only  upon  presentation  of 
probable  cause  to  an  appropriate  court,  which  may  then  issue  the 
warrant. 

Unless  we  bring  these  activities  under  congressional  supervision, 
then,  of  course,  the  opportunities  exist,  as  they  have  in  the  past,  for 
very  serious  invasions  of  privacy  of  individuals,  and  freedom  itself  is 
endangered. 

That,  therefore,  is  the  purpose  of  this  amendment:  to  create  this 
kind  of  a  joint  committee,  with  the  authority  which  I  have  previously 
mentioned. 

Hearings  wore  conducted  on  the  measure  by  the  distinguished  Sen- 
ator from  Maine  (Mr.  Muskio).  Those  proceedings  have  not  all  been 
completed. 
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Senator  Jackson  and  I  offered  this  as  an  amendment  to  the  bill 
offered  by  the  distinguished  Senator  from  North  Carolina  (Mr.  Ervin) 
some  time  ago  because  we  thought  it  urgent  and  timely  that  this  issue 
be  raised,  debated,  and  voted  upon  because  we  believe  that  Congress 
has  to  oversee  Government  surveillance  activities  on  a  continuing  basis. 

However,  we  have  no  desire  to  impair  the  possibilities  of  the  adoption 
of  the  very  fine  piece  of  legislation  that  was  designed  by  the  dis- 
tinguished Senator  from  North  Carolina,  and  since  it  is  now  late  in 
the  session,  the  adoption  of  this  amendment  may  very  well  cause  the 
downfall  of  the  whole  bill. 

If  it  were  some  time  back,  with  plenty  of  room  to  maneuver  in  in 
terms  of  time,  I  would  want  to  have  the  full  debate  and  a  rollcall 
vote. 

I  know  that  the  distinguised  Senator  from  North  Carolina,  as  we 
all  do,  has  been  a  leader  in  this  whole  field  of  protecting  individual 
rights,  especially  the  rights  of  privacy  and  other  constitutional  rights, 
and  that  he  agrees  certainly  with  the  principle  of  the  bill,  although 
I  have  not  asked  him  about  the  details.  But  Senator  Jackson  and  I 
did  not  want  to,  in  any  way,  jeopardize  the  possibilities  of  the  adoption 
of  his  measure. 

I  would  therefore  like  to  ask  the  distinguished  Senator  from  Maine 
if  he  might  be  able  to  advise  us  what  his  future  plans  would  be  in  his 
committee  for  consideration  of  this  particular  subject  matter. 

Mr.  Muskie.  I  would  be  delighted  to  do  so. 

First  I  compliment  the  distinguished  Senator  from  Wisconsin  and 
the  distinguished  Senator  from  Washington  for  their  concern  in  the 
subject.  It  is  one,  I  think,  that  is  of  increasing  interest  to  Members  of 
Congress  and  to  the  Members  generally.  It  is  deserving  of  the  most 
extensive  and  comprehensive  kinds  of  hearings. 

Already  we  have  had  6  days  of  hearings  in  the  Government  Opera- 
tions Committee  on  national  security  secrecy,  and  the  distinguished 
Senator  from  Wisconsin,  as  a  matter  of  fact,  testified  at  those  hearings 
on  his  bill. 

But  we  proceed  from  here.  There  are  before  us  the  Nelson- Jackson 
bill,  to  which  the  Senator  is  addressing  himself,  the  Baker- Weicker 
bill  on  the  same  subject,  and  the  Mathias-Mansfield  resolution  to  have 
a  study  committee  on  oversight. 

All  of  these  have  been  referred  to  my  subcommittee,  and  we  will 
hold  hearings  and,  I  think,  it  is  reasonably  certain  that  the  hearings 
will  begin  on  December  9  and  10  of  this  year.  There  may  be  further 
hearings  in  addition  to  those,  but  I  am  committed  to  those,  and  I  assure 
the  Senator  that  we  will  pursue  those  hearings  and  the  subject  until 
the  committee  is  in  position  to  form  some  judgments. 

Mr.  President,  more  than  20  years  ago,  Supreme  Court  Justice  Felix 
Frankfurter  described  the  evolution  of  tyrannical  power  in  the  execu- 
tive branch : 

The  accretion  of  dangerous  power  does  not  come  in  a  day.  It  does  come,  how- 
ever slowly,  from  the  generative  force  of  unchecked  disregard  of  the  restrictions 
that  fence  in  even  the  most  disinterested  assertion  of  authority. 

Unfortunately,  Justice  Frankfurters  observation  does  much  to 
explain  why  individual  liberty  has  been  eroded  by  an  expanding  web  of 
snooping  conducted  at  all  levels  of  government.  For  many  years  now, 
the  Government  has  used  both  simple  and  sophisticated  techniques 
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;ise  almost  unlimited  power  oxer  the  individual.  The  Govern- 
ment installs  wiretaps,  plants  electronic  bugs,  uses  computerized  in- 
formation to  assemble  dossiers  on  individuals,  and  engages  in  other 
surveillance  activities  which  make  a  mockery  of  the  individual  free- 
doms guaranteed  by  our  Constitution. 

The  dangers  of  unconl  rolled  Government  surveillance  were  exposed 
again  only  this  past  week.  The  Justice  Department  released  q  report 
detailing  the  "cointelpro"  program-  the  FBI's  secret  surevillance  and 
disruption  of  organizations  which  the  FBI  considered  to  be  a  threat. 
These  organizations  included  the  Urban  League,  the  Southern  Chris- 
tian Leadership  Conference,  the  Congress  on  Racial  Equality  and 
other  politically  active  groups.  It  svas  not  shown  that  the  individual 
members  of  iolating  the  law,  and  the-FBJ 

did  uot  seek  or  receive  the  approval  of  the  Attorney  General  or  the 
President.  Acting  entirely  on  its  own,  the  FBI  engaged  in  these  activi- 
ties between  1956  and  11)71.  They  were  terminated  when  the  "Media 
Papers"  publicly  exposed  some  of  the  FBI  activities  in  1  i>7 1 .  And  it 
was  understandable  why  such  public  exposure  would  be  a  deterrent 
Hie  Justice  Department's  study  called  some  of  those  activities  "ab- 
horrent to  a  free  society,"  and  for  good  reason.  These  activities  in- 
cluded sending  false  and  anonymous  letters  to  diseredit  selected 
individuals  in  the  eyes  of  their  peers,  informing  an  employer  of  the 
individual's  membership  in  a  particular  group  so  that  the  individual 
might  be  tired,  and  passing  on  information  to  credit  bureaus  to  harm 
the  individual  economically. 

Mr.  Nelson.  I  appreciate  the  comments  of  the  Senator  from  Maine. 
I  also  know,  as  we  all  do.  of  his  concern  about  individual  rights  and 
constitutional  rights,  and  I  know  that  the  measure  is  in  good  hands  in 
his  committee  and  that  he  recognizes  the  importance  of  Congress 
doing  something  about  managing  this  problem  that  has  arisen  and 
received  so  much  publicity  in  recent  years. 

These  revelations  concerning  the  FBI  coincided  with  other  revela- 
tions concerning  the  surveillance  activities  of  the  Internal  Revenue 
Service.  According  to  recently  disclosed  documents,  the  IKS — acting 
at  the  behest  of  the  White  1  louse — monitored  the  tax  records  and 
political  activities  of  3,000  groups  and  8,000  individuals  between  10G9 
and  197:'.  The  groups  monitored  included  the  Urban  League,  Ameri- 
cans for  Democratic  Action,  the  National  Student  Association,  the 
Unitarian  Society  and  the  National  Council  of  Churches.  These  TRS 
activities  did  not  reflect  a  neutral  enforcement  of  the  tax  laws:  they 
represented  instead  a  blatant  attempt  to  secure  private  information 
about  the  politics  of  people  whose  views  did  not  coincide  with  those 
of  the  White  House.  Indeed,  these  secret  activities  were  continued  for 
four  years  despite  the  fact  that  there  was  little  information  to  show 
violation  of  the  tax  laws. 

These  FBI  and  IRS  actions,  as  well  as  other  surveillance  activities, 
make  clear  the  need  for  congressional  controls  of  Government  spying. 
To  this  end  Senator  Jackson  and  I  are  introducing  an  amendment  to 
S.  3418  which  would  establish  a  bipartisan  joint  committee  of  Congress 
to  oversee  all  Government  surveillance  activities.  At  least  once  each 
year,  representatives  of  the  FBI.  the  IRS,  and  everv  Governmental 
agency  that  engages  in  surveillance  would  be  required  to  testify  before 
the  join:  e  under  oath  about  the  full  scope  and  nature  of 
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their  respective  agency's  spying  activities.  The  joint  committee,  more- 
over, would  be  entitled  to  all  relevant  information  concerning  those 
activities  and  practices.  There  is  only  one  narrowly  denned  exception 
to  the  committee's  broad  jurisdiction  over  Government  surveillance: 
those  cases  directly  involving  foreign  powers  who  are  engaged  in  un- 
lawful activities  which  endanger  this  country's  security.  However,  the 
committee  would  be  explicitly  directed  to  obtain  information  from  the 
Government  concerning  the  criteria  used  to  determine  whether  an 
activity  qualifies  under  the  exception.  This,  in  turn,  would  help  insure 
that  the  exception  is  not  misused  or  interpreted  too  broadly. 

As  part  of  its  responsibilities;  the  joint  committee  would  be  obli- 
gated to  report  to  the  full  Congress  as  often  as  it  deems  necessary, 
but  in  any  event,  at  least  once  a  year.  The  report  would  include  the 
committee's  findings  as  to  whether  the  Government  is  complying  fully 
with  the  law,  whether  the  courts  are  exercising  their  review  powers 
diligently,  and  whether  additional  legislation  is  needed  to  protect  the 
right  to  privacy  and  other  fundamental  liberties  from  Government 
snooping. 

The  need  for  this  continuing  and  comprehensive  congressional  over- 
sight is  beyond  question.  The  FBI  and  IRS  activities  I  cited  earlier 
are  not  isolated  incidents.  Indeed,  other  examples  make  clear  that 
there  is  an  incredibly  broad  system  of  Government  surveillance  which 
can  and  often  does  escape  congressional  scrutiny.  Among  these  exam- 
ples are  the  following : 

In  1970,  President  Nixon  approved  the  "Huston  Plan/'  an  inter- 
agency scheme  for  domestic  surveillance  which  provided  for  the  use 
of  wiretaps,  electronic  bugs,  break-ins  and  other  activities  which  a 
staff  assistant  described  as  "clearly  illegal.''  Although  the  plan  was 
revoked  five  days  later,  because  of  the  objections  by  FBI  Director 
Hoover,  President  Nixon's  continued  interest  in  the  idea  ultimately 
led  to  the  creation  of  the  "Plumbers,"  a  White  House  unit  which 
carried  out  the  break-in  at  Daniel  Ellsberg's  psychiatrist's  office  and 
engaged  in  other  questionable  surveillance  activities.  Indeed,  one 
recent  article  reported  that  there  had  been  at  least  100  illegal  break- 
ins  conducted  by  the  "plumbers"'  and  other  secret  Government  units. 

A  1973  Senate  subcommittee  report  detailed  the  extensive  spying 
secretly  conducted  by  1,500  agents  of  the  U.S.  Army  on  more  than 
100,000  civilians  in  the  late  1960?s.  This  surveillance  was  directed 
principally  at  those  suspected  of  engaging  in  political  dissent.  Xo  one 
in  the  Congress  knew  about  this  spying.  Xo  one  in  the  executive 
branch  would  accept  responsibility  for  it.  Again,  there  is  no  guaran- 
tee that  this  sorry  episode  will  not  be  repeated.  In  fact,  a  Senate  com- 
mittee learned  recently  that  in  the  last  3  years — after  the  administra- 
tion assured  the  public  that  the  military  would  no  longer  spy  on 
civilians — the  U.S.  Army  has  maintained  numerous  surveillance  oper- 
ations on  civilians  in  the  United  States.  And  an.  article  in  the  New 
Republic  magazine  of  March  30,  1974.  detailed  the  U.S.  Army's  use 
of  wiretaps,  infiltrators,  and  other  surveillance  techniques  to  spy  on 
American  citizens  living  abroad  who  supported  the  Presidential  can- 
didacy of  George  McGrOvern.  The  Army's  spying  was  reportedly  so 
extensive  that  it  even  intercepted  a  letter  from  a  college  librarian  in 
South  Carolina  who  requested  information  about  a  German  publica- 
tion. 
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On  April  14,  1971,  it  was  revealed  that  the  FBI  had  conducted 
genera]  surveillance  of  those  who  participated  in  the  Earth  Day 
celebrations  in  1970.  These  celebrations  involved  tens  of  thousands  of 

citizens.  State  officials,  representatives  of  the  Nixon  administration, 
and  Members  of  Congress.  As  the  one  who  planned  that  first  Earth 

Day.  I  cannot  imagine  any  valid  reason  for  spying  on  individuals 
exercising  their  constitutional  rights  of  speech  and  assembly  in  a 
peaceable  manner.  There  is  still  no  satisfactory  explanation  of  the 
surveillance.  Xor  is  there  any  guarantee  it  will  not  be  repeated  in 
the  future. 

Innumerable  Government  officials,  including  President  Lyndon 
Johnson,  Supreme  Court  Justice  William  O.  Douglas,  Congressman 
Hale  Boggs,  and  Secretary  of  State  Henry  Kissinger,  believed  that 
their  private  telephones  had  been  secretly  wiretapped.  These  concerns 
coincide  with  known  facts  regarding  other  citizens.  In  May  19GP,  for 
example,  the  White  House  secretly  authorized  wiretaps  on  17  Govern- 
ment officials  and  newspapermen  without  first  obtaining  an  approv- 
ing judicial  warrant.  The  purported  basis  of  these  "taps"  was  a  concern 
that  these  individuals  were  involved  in  "leaks"  of  sensitive  infor- 
mation. The  Government  allegedly  believed  tliat  publication  of  this 
information  did  or  would  jeopardize  "national  security."  There  is  still 
no  public  evidence  to  justify  that  belief.  Indeed,  there  is  no  public 
evidence  to  demonstrate  that  all  of  the  individuals  tapped  even  had 
access  to  the  information  leaked. 

The  Justice  Department  still  maintains  a  practice  of  installing  war- 
rantless wiretaps  on  American  citizens  and  others  when  it  feels  "na- 
tional security"  is  involved.  This  practice  violates  the  plain  language 
of  the  fourth  amendment — which  requires  a  judicial  warrant  based 
on  probable  cause  before  the  Government  can  invade  an  individual's 
privacy.  There  is  no  public  information  concerning  the  number  of 
warrantless  wiretaps  installed  in  the  last  year  or  presently  maintained. 
Incredibly  enough,  the  Department  has  refused  to  provide  this  infor- 
mation— even  in  executive  session — to  legislative  subcommittees  of  the 
House  and  Senate.  However,  it  is  known  that  some  of  these  wiretaps 
were  authorized  even  though  there  was  no  direct  collaboration  of  a 
foreign  power.  The  tap  installed  on  newspaper  columnist  Joseph 
Kraft's  home  telephone  is  perhaps  the  best  known  example.  Under 
our  proposal,  the  joint  committee  would  be  required  to  interrogate 
Government  officials  about  "national  security"  wiretapping  and  un- 
cover the  actual  criteria  used  by  the  Government  in  determining  that 
a  foreign  power  is  directly  involved. 

The  Senate  Watergate  and  Senate  Judiciary  Committees  received 
evidence  that  in  1969  the  White  House  established  a  special  unit  in  the 
Internal  Revenue  Service  to  provide  the  administration  with  secret 
access  to  the  confidential  tax  records  of  thousands  of  its  "enemies." 
The  dissemination  of  these  private  records  was  so  flagrant  and  so 
widespread  that  one  investigating  Senator  likened  the  IRS  to  a  public 
lending  library. 

These  examples  are  only  the  tip  of  the  iceberg.  As  early  as  19G7. 
Prof.  Alan  Westin  reported  in  his  book,  "Privacy  and  Freedom," 
that: 

At  least  fifty  different  federal  agencies  have  substantial  investigative  and 
enforcement  functions,  providing  a  corps  of  more  than  20,000  "investigators" 
working  for  agencies  such  as  the  FBI,  Naval  Intelligence,  the  Post  Office,  the 
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Narcotics  Bureau  of  the  Treasury,  the  Securities  and  Exchange  Commission. 
the  Internal  Revenue  Service,  the  Food  and  Drug  Administration,  the  State 
Department,  and  the  Civil  Service  Commission.  While  all  executive  agencies 
are  under  federal  law  and  executive  regulation,  the  factual  reality  is  that  each 
agency  and  department  has  wide  day-to-day  discretion  over  the  investigative 
practices  of  its  officials. 

The  numbers — and  dangers — of  this  official  spying  have  surely 
increased  since  1967.  But  even  those  1967  figures,  as  well  as  the  exam- 
ples I  have  described,  should  be  more  than  sufficient  to  demonstrate 
what  should  be  clear  to  everyone:  uncontrolled  Government  snoop- 
ing is  a  dangerous  assault  on  our  constitutional  liberties.  Those  liber- 
ties are  the  cornerstone  of  our  democratic  system  and  any  assault 
on  them  cannot  be  treated  lightly.  A  society  cannot  remain  free  and 
tolerate  a  Government  which  can  invade  an  individual's  privacy  at 
will. 

Government  snooping  is  particularly  dangerous  because  often  it 
is  executed  without  the  knowledge  or  approval  of  those  officials  who 
are  accountable  to  the  public.  This,  in  turn,  increases  the  probability 
that  Government  invasions  of  individual  privacy,  as  well  as  other 
fundamental  constitutional  liberties,  will  be  accomplished  by  illicit 
means  and  for  illegitimate  purposes. 

The  FBI's  "comtelpro"  activities  are  a  clear  illustration  of  the 
problem.  Another  example  is  the  break-in  of  Daniel  Ellsberg's  psy- 
chiatrist's office.  This  illegal  act  was  perpetrated  in  September  1971 
by  members  of  the  "plumbers,"  a  special  unit  established  within  the 
White  House  and  ultimately  accountable  to  the  President  himself. 
After  the  break-in  was  publicly  exposed,  the  "plumbers"  claimed  that 
they  were  acting  under  the  explicit  authority  of  the  President  in  an 
effort  to  protect  "national  security."  But  available  public  evidence 
suggests  that  Mr.  Nixon  did  not  give  his  approval  to  the  break-in. 
Indeed,  the  White  House  transcripts  indicate  that  President  Nixon 
did  not  learn  of  the  break-in  until  March  1973 — 18  months  after  it 
occurred.  In  short,  a  blatant  criminal  act — which  included  the  viola- 
tion of  one  doctor's  privacy — was  perpetrated  by  Government  agents 
and  those  with  ultimate  responsibilit}-  had  no  procedure  to  stop  it. 

The  central  question  is  how  many  other  incidents  of  illegal  spying 
by  the  Government  remain  undisclosed?  And  how  many  more  such 
incidents  must  be  disclosed  before  Congress  recognizes  the  need  for 
immediate  action  ? 

There  is  no  question,  however,  that  those  sensitive  to  civil  liberties 
have  long  understood  the  need  for  congressional  action  to  end  the 
<langers  of  Government  snooping.  As  early  as  1971  I  introduced  legis- 
lation for  that  purpose.  Now  the  public  at  large  has  also  awakened  to 
the  need  for  legislation  to  protect  their  rights  against  Government 
snooping.  Numerous  opinion  polls  indicate  that  the  people's  principal 
concern  today  is  the  preservation  of  their  freedom — freedom  which  is 
too  easily  and  too  often  taken  for  granted.  These  polls,  including  some 
conducted  by  Louis  Harris,  have  made  the  following  findings : 

Fifty-two  percent  of  the  public  believes  that  "things  have  become  more  repres- 
sive in  this  country  in  the  past  few  years ;" 

Seventy-five  percent  of  the  public  believes  that  "wiretrapping  and  spying  under 
the  excuse  of  national  security  is  a  serious  threat  to  people's  privacy  ;" 

Seventy-seven  percent  of  the  public  believes  Congress  should  enact  legislation 
to  curb  government  wiretapping ; 

Seventy-three  percent  of  the  public  believes  Congress  should  make  political 
spying  a  major  offense. 
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On  tin1  basis  of  these  and  other  findings,  pollster  Harris  drew  two 

conclusions.  First,  "government  secrecy  can  no  longer  be  excused 

as  an  operational  necessity,  since  it  can  exclude  the  participation  of 

the  people  in  theirown  government,  and.  indeed,  can  be  used  as  a  screen 

ibverting  their  freedom."  Second,  "the  key  to  any  kind  of  sua 
l*u I  future  leadership  must  be  iron  bound  integrity 

The  message  of  these  opinion  polls  is  clear:  Congress  must  enact 
legislation  to  end  abusive  government  surveillance  practices  which  vio- 

lie  fundamental  rights  and  liberties  guaranteed  by  our  Consl 
tion.  The  government  should  not  be  able  to  use  wiretaps  and  other 
ronic  devices  to  eavesdrop  on  citizens  for ''national  security"  pur- 
poses when  there  is  no  involvement  of  a  foreign  power  and  no  judicial 
warrant.  The  Government  should  not  be  able  to  use  income  tax  returns 
and  other  computerized,  confidential  information  for  political  pur- 
poses. The  Government  should  not  be  able  to  conceal  its  illicit  activities 
by  invoking  the  "separation  of  powers"  or  the  need  for  secrecy.  In  a 
word,  the  Government  should  not  be  able  to  escape  its  obligation  to  the 
Constitution  and  the  rule  of  law.  Otherwise,  we  shall  find  that  unre- 
st rained  Government  power  has  replaced  individual  liberty  as  the  hall- 
mark of  our  society. 

One  does  not  have  to  attribute  malevolent  motives  to  government 
officials  in  order  to  realize  the  need  for  congressional  action.  Good 
intentions  are  not  the  criteria  for  judging  the  lawfulness  of  propriety 
of  Government  action.  In  fact,  the  best  of  intentions  often  produce  the 
greatest  dangers  to  individual  liberty.  As  Supreme  Court  Justice 
Brandeis  once  observed  : 

Experience  should  teach  us  to  be  most  on  our  guard  to  protect  liberty  when  the 
Government's  purposes  are  beneficient.  Men  born  to  freedom  are  naturally  alert 
to  repel  invasions  of  their  liberty  by  evil-minded  rulers.  The  greatest  dangers  to 
liberty  lurk  in  insidious  encroachment  by  men  of  zeal,  well-meaning  but  without 
understanding. 

Relying  on  this  historical  judgment,  the  Supreme  Court  held  in  the 
1972  Keith  case  that  the  Government  cannot  wiretap  American  citi- 
i'or  "domestic  security"  purposes  without,  court  authorization.  In 
issuing  this  decision,  the  court  declared,  as  a  matter  of  constitutional 
hat  the  Government's  solf-disciplhie  is  inadequate  to  protect  the 
[dual  freedoms  guaranteed  by  the  fourth  amendment.  The  Court's 
judgment  was  not  premised  on  the  malicious  dispositions  of  those  who 
inhabit  the  executive  branch.  "Rather,  the  judgment  flowed  from  the 
conflicting  interests  which  the  Government  is  reauired  to  servo.  Speak- 
ing for  a  unanimous  Court,  Justice  Lewis  Powell  examined  the  evolu- 
and  contours  of  the  freedoms  protected  by  the  fourth  amendment. 
He  then  stated : 

These  Fourth  Amendment  freedoms  cannot  properly  be  guaranteed  if  domestic 
security  surveillances  may  be  conducted  solely  within  tbe  discretion  of  the  execu- 
tive branch.  The  Fourth  Amendment  does  not  contemplate  the  executive  officers 
of  Government  as  neutral  and  disinterested  magistrates.  Their  duty  and  responsi- 
bility is  to  enforce  the  laws,  to  investigate  and  to  prosecute.  .  .  .  The  historical 
judgment,  which  the  Fourth  Amendment  accepts,  is  that  unreviewed  executive 
discretion  may  yield  too  roadilv  to  pressure  to  obtain  incriminating  evidence  and 
overlook  potential  invasion  of  privacy  and  protected  speech. 

In  this  context,  a  congressional  oversight  committee  would  be  a  two- 
edged  sword  in  the  effort,  to  end  the  abuses  of  Government  snooping. 
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On  the  one  hand,  this  committee  could  provide  Assurances  to  the  public 

that  Government  surveillance  activities  are  limited  to  those  conducted 
by  lawful  means  and  for  legitimate  purposes.  On  the  other  hand,  the 
oversight  committee  could  help  the  executive  branch  to  ins 
Government  agents  do  not  misuse  the  public  authority  entr 
them.  Fulfillment  of  these  two  fun<  tions  by  the  oversight  com;:. 
would  do  much  to  eliminate  illegal  and  unethical  Government  spying. 

In  considering  creation  of  a  congressional  oversight   commi 
Congress  should  not  yield  to  self-sen  big  assertions  by  the  executive 
branch  that  the  power  to  investigate  and  conduct  surveillance  to  i; 
tigate  and  conduct  surveillance  is  exclusively  within  its  jurisdiction 
and  that  Congress  has  no  right  to  sensitive  information  concerning 
such  investigations  and  surveillance  activities.  This  argument  is  non- 
s '  rise.  Certainly  there  is  no  language  in  the  Constitution  which  allows 
Government  surveillance  activities  to  escape  congressional  scrutiny. 
Indeed,  such  an  escape  clause  would  be  at  odds  with  the  fundamental 
premise  of  our  constitutional  system  that  all  power  is  "fenced  about." 
that  every  coordinate  branch  of  Government  is  subject  to  the  check  of 
the  other  brandies.  If  Government  investigative  and  surveillance  a 
ities  can  be  maintained  by  Govern]  ix-y.  there  would  be  no  way 

for  the  Congress  to  know  whether  it  should  exercise  its  power  to  check 
the  executive  branch. 

Moreover,  a  lack  of  congressional  oversight  would  cripple  Congress 
ability  to  protect  those  individual  freedoms  guaranteed  to  everyone 
by  the  Constitution.  In  the  Federalist  Papers,  James  Madison  acknowl- 
edged Congress  as  "the  confidential  guardians  of  the  rights  and  lib- 
erties of  the  people."  Congress  cannot  fulfill  its  responsibility  to 
protect  those  rights  and  liberties  unless  it  first  has  the  facts  concerning 
the  scope  and  nature  of  Government  investigative  and  surveillance 
activities.  Access  to  those  facts  is  also  important  if  Congress  is  to 
exercise  its  other  responsibilities.  Thus,  the  Constitution  empowers 
Congress — not  the  President — to  regulate  interstate  commerce:  the 
Constitution  empowers  Congress — not  iho>  President — to  appropriate 
public  moneys  for  Government  operations,  including  investigative  and 
surveillance  activities:  the  Constitution  empowers  Congress — not  the 
President — to  enact  laws  concerning  the  punishment  of  criminal 
offenses  and  the  protection  of  individual  privacy.  Having  been  granted 
these  powers,  the  Congress  should  obtain  the  information  necessary  to 
insure  that  they  are  exercised  wisely. 

The  need  for  this  congressional  oversight  committee,  then,  should 
not  be  underestimated.  The  individual's  right  to  privacy  is  one  of  our 
most  cherished  liberties.  It  is  fundamental  to  the  concept  of  democratic 
self-government  where  each  individual's  private  thoughts  and  beliefs 
are  beyond  the  reach  of  Government.  Without  that  right  to  privacy, 
the  individual's  freedom  to  participate  in  and  guide  his 
is  jeopardized.  Government  then  becomes  a  monster  to  be  feared 
rather  than  a  servant  to  be  trusted. 

As  Justice  Stephen  Field  stated  b 

Of  all.  the  rights  of  the  citizens,  few  are  of  greater  importance  or  m 
tial  to  his  peace  and  happiness  than  the  right  of  personal  security,  and  H  at 
involves  not  merely  protection  of  his  person  from  assault,  but  exemption  of  his 
private  affairs,  books  and  papers  from  the  scrutiny  of  others.  Without  enjoy- 
ment of  this  right  all  others  would  lose  half  their  value. 
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A  right  so  vital  to  individual  liberty  and,  indeed,  to  our  constitu- 
tional system  deserves  rigorous  protection  by  Congress— the  people's 


hoseo  representatives.  The  amendment  being  offered  today  provides  a 
imely  opportunity  to  establish  that  protection  and  assure  tne  Ameri- 
can public  that  individual   freedom  is  still  the   foundation  of  our 


political  system. 

Mr.  Jackson.  Mr.  President,  last  November  Senator  Nelson  and  I 
introduced  S.  2738  to  establish  a  watchdog  joint  congressional  com- 
mittee to  oversee  activities  of  the  Federal  Government  affecting  the 
right  to  privacy  of  all  American  citizens.  Our  purpose  was  to  create 
and  focus  in  one  congressional  committee  the  responsibility  for  over- 
seeing domestic  surveillance  and  investigative  activities  of  Federal 
agencies  as  those  activities  relate  to  the  need  to  protect  and  defend 
individual  privacy  and  freedom  for  all  American  citizens  from  serious 
and  destructive  erosion.  Today  I  am  pleased  to  join  with  Senator 
Nelson  to  offer  a  modified  version  of  this  legislation  as  an  amendment 
to  S.  341S,  a  bill  to  create  a  Federal  Privacy  Commission  to  monitor 
and  regulate  data  banks. 

Individual  privacy  and  freedom,  which  are  at  the  heart  of  our  sys- 
tem of  democratic  self-government,  are  under  severe  pressure  today. 
Modern  technology  has  vastly  increased  the  ease  with  which  intrusions 
on  individual  privacy  may  be  conducted.  By  1967  over  50  Federal 
agencies  were  engaged  in  investigative  activities  employing  over  20,000 
investigators.  These  included  such  diverse  agencies  as  the  Food  and 
Drug  Administration,  the  Securities  and  Exchange  Commission,  the 
Treasury  Department,  the  Justice  Department,  and  many  others.  Since 
that  time  the  number  of  agencies  and  investigators  has  almost  cer- 
tainly increased  and  it  has  become  clear  to  the  American  people  that 
there  is  a  danger  that  the  power  of  the  Federal  Government  may  be 
abused  to  indiscriminately  employ  modern  techniques  of  surveillance 
for  illegitimate  purposes  or  by  unregulated  procedures.  This  danger 
represents  a  serious  threat  to  the  integrity  of  individual  rights  and, 
therefore,  to  our  entire  way  of  life  in  America. 

The  American  people  are  deeply  disturbed  about  evidence  that  has 
accumulated  in  recent  years  of  widespread  Government  insensitivity 
and  disregard  for  the  rights  of  individual  citizens.  Watergate  and 
related  scandals  have  brought  to  light  a  callous  disregard  for  the  law 
and  for  the  sanctity  of  individual  rights  within  the  highest  circles  of 
government.  Such  activities  as  the  formation  of  the  ''Plumbers''  for 
the  purpose  of  carrying  on  internal  security  operations  which  included 
wiretapping  and  burglarv  smacks  of  a  secret  police  operation  that 
has  no  place  in  American  life. 

Over  the  past  week  there  have  been  new  revelations  that  Government 
agencies  have  engaged  in  secret  intelligence  gathering  and  "dirty 
tricks'-  operations  aimed  at  political  and  activist  organizations.  These 
revelations  have  further  shaken  the  confidence  of  the  American  people 
in  the  integrity  and  methods  of  Federal  investigative  agencies. 

A  lawsuit  filed  by  a  public  interest  law  firm  brought  the  disclosure 
that  a  secret  unit  within  the  IRS  named  the  "Special  Service  Staff'' 
began  gathering  intelligence  in  the  summer  of  1969  as  a  result  of  direct 
White  House  pressure.  The  Special  Service^ Staff  unit  collected  intelli- 
gence and  investigated  99  political  and  activist  organizations  and  was 
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not  disbanded  until  after  the  Watergate  scandals  became  public.  The 
use  of  the  IRS  to  perform  unauthorized  law  enforcement  type  func- 
tions for  essentially  political  purposes  is  a  flagrant  and  inexcusable 
abuse  of  power.  This  action  undermines  public  confidence  which  is 
absolutely  essential  if  the  IRS  is  to  perform  its  job  of  administering 
the  tax  laws.  More  importantly,  it  runs  counter  to  fundamental  values 
of  freedom  of  expression  and  equal  treatment  under  the  law  to  have  an 
agency  of  Government  collecting  data  to  be  used  against  organizations 
with  political  views  that  are  not  favored  by  the  current  administration. 
The  purpose  of  the  Joint  Committee  which  Senator  Nelson  and  I 
have  suggested  would  be  to  assure  public  accountability  of  Federal 
investigative  agencies  by  assuring  better  congressional  oversight  of 
their  activities.  As  was  noted  editorially  in  the  Washington  Star  on 
November  20 : 

It  is  imperative  that  Congress  begin  exercising  much  closer  oversight  of  opera- 
tions for  which  it  provides  the  legal  basis  and  the  financing.  It  should  not  be 
left  to  high-level  bureaucrats,  especially  in  the  agencies  with  awesome  investi- 
gative authority,  nor  to  White  House  politicians  to  decide  what  is  or  is  not  good 
for  the  people  and  then  use  highly  questionably  means  to  exercise  that  which 
they  consider  bad. 

I  firmly  believe  that  the  Congress  does  bear  a  heavy  responsibility 
to  assure  that  Federal  investigative  agencies  do  not  disregard  the  civil 
liberties  of  the  American  people.  The  legislation  which  Senator  Nelson 
and  I  have  suggested  will  give  us  the  tools  to  do  this  job. 

Senseless  violations  of  individual  rights  have  occurred,  in  part,  be- 
cause we  in  the  Congress  have  not  pursued  with  sufficient  vigor  our 
responsibility  to  closely  oversee  the  activities  of  the  innumerable  Fed- 
eral agencies  which  have  an  impact  on  the  right  to  privacy  of  millions 
of  Americans.  As  a  result,  the  American  people  are  very  much  con- 
cerned about  the  need  for  increased  efforts  to  protect  our  cherished 
tradition  of  individual  liberty  in  the  wake  of  disclosures  of  such 
blatant  abuses.  Recent  polls  indicate  that  75  to  80  percent  of  the  Ameri- 
can people  favor  tough  new  laws  making  unlawful  wiretapping  a 
major  criminal  offense. 

1  am  pleased  that  the  Congress  has  begun  to  respond  to  the  need  for 
legislation  designed  to  better  protect  individual  rights.  S.  3418  is  an 
important  bill  which  will  do  a  great  deal  to  assure  the  right  to  privacy 
for  millions  of  Americans  about  whom  the  Federal  Government  has 
collected  and  maintains  records  in  computer  data  banks.  For  this  rea- 
son, I  have  been  active  in  the  development  and  joined  as  a  cosponsor  of 
this  legislation. 

I  believe  the  amendment  that  Senator  Nelson  and  I  are  now  offering 
would  strengthen  and  broaden  the  scope  of  S.  3418  by  addressing  the 
equally  important  issue  of  regulating  and  overseeing  the  activities  of 
Federal  investigative  agencies.  The  committee  we  are  suggesting  would 
be  invaluable  as  a  means  of  focusing  and  improving  congressional  over- 
sight of  Federal  agencies  to  assure  that  they  do  not  overstep  their 
statutory  and  constitutional  authority  in  ways  that  have  an  adverse 
impact  on  individual  freedom.  At  present,  12  or  more  congressional 
committees  oversee  the  activities  of  the  uncounted  but  innumerable 
Federal  agencies  which  conduct  investigative  activities.  The  compre- 
hensive overview  of  these  agencies  that  would  be  provided  by  our  legis- 
lation would  provide  a  more  effective  safeguard  against  the  use  of  in- 


gative  and  surveillance  powers  in  ways  that  fly  in  the  face  of  our 
ial  commitment  to  persona]  freedom  and  liberty. 

I  am  pleased  that  Senator  Muskie  will  hold  headings  on  this  amend- 
ment on  the  9th  and  10th  of  December. 

.  Ervin.  Mr.  President,  will  the  Senator  from  Wisconsin  yield? 

Mr.  Nelson,  1  yield  to  the  Senator. 

Mr.  Ervin.  I  thank  the  Senator  for  his  very  complimentary  state- 
ment of  my  work  in  the  field  of  individual  rights.  I  have  always  had 
the  ai  distinguished  Senator  from  Wisconsin  on  that,  and  I  am 

proud  to  be,  along  with  him  and  one  or  two  other  Members  of  the 
►ft  he  authors  of  the  bill  to  repeal  the  no-knock  law. 

I  wish  to  commend  his  action  in  this  matter  and  the  action  of  the 
distinguished  Senator  from  Maine.  I  think  that  is  the  proper  course  to 
takebecause  :  put  too  big  a  load  on  one  little  legislative 

lard  t  ime  making  the  journey  to  his  ultimate  destination. 
Lank  the  Senator  for  his  course  of  action  and  the  Senator  from 
Maine  for  giving  the  assurance  that  he  will  hold  hearings  on  the  pro- 
posal  which,  I  think,  deserves  wise  and  careful  thought. 

Mr.  Nelson.  I  thank  the  Senator  from  North  Carolina.  I  only  regret 
that  he  has  decided  voluntarily  not  to  join  us  again  in  the  next  session 
because  T  think  that  about  90  percent  of  the  influence  I  have  on  this 
kind  of  an  issue  is  as  a  result  of  my  association  with  the  Senator  from 
North  Carolina,  which  I  now  lose. 

Mr.  Weicker.  If  the  Senator  from  Wisconsin  will  yield  for  one 
moment.  I  commend  the  Senator  from  Wisconsin  and  the  Senator  from 
Washington  for  their  legislation. 

I  want  to  thank  the  distinguished  Senator  from  Maine  for  proposing 
hearings  on  this  bill,  and  also  on  the  bill  proposed  by  Senator  Baker 
and  myself. 

As  each  week  goes  by  and  more  of  these  abuses  come  to  the  public's 
knowledge,  I  think  it  is  terribly  important  that  we  act.  We  all  realize 
the  difficulties  that  this  type  of  legislation,  the  type  proposed  by  Sen- 
ator Xelson  and  Senator  Baker,  have  had  in  the  past.  But  it  has  got  to 
be  clear  to  this  body  that  nobody  has  been  taking  responsibility  for  any 
oversight  relative  to  these  various  agencies. 

We  owe  it  to  the  public  now  to  take  this  entire  area  of  law  enforce- 
ment and  intelligence  gathering  and  make  it  accountable  to  the  people 
of  the  United  States  through  their  elected  representatives. 

I  would  hope  that  wTe  not  only  have  the  hearings  but  also  we  make 
this  one  of  the  first  orders  of  business  for  Congress  in  the  months  ahead. 

I  thank  the  Senator  from  Wisconsin. 

Mr.  Nelson.  I  thank  the  Senator. 

T  yield  the  floor. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  amend- 
ment of  the  Senator  from  Wisconsin. 

Mr.  Nelson.  Mr.  President,  I  withdraw  my  amendment. 

The  Presiding  Officer.  The  Senator's  amendment  is  withdrawn. 

Mr.  Goldwater.  Mr.  President,  by  a  happy  coincidence,  the  House 
at  this  very  moment  is  considering  almost  identical  legislation  to  this, 
hit  ion  introduced  by  my  son  who  represents  the  20th  District  of 
California. 

Mr.  President,  I  am  very  happy  to  be  a  cosponsor  of  this  legislation 
and  happy  to  have  introduced  a  piece  of  legislation  quite  similar  to  it. 


Mr.  President,  I  am  proud  to  rise  today  in  support  of  the  committee 
bill  to  protect  individual  privacy  in  the  collection  and  use  of  personal 
data  by  Federal  agencies. 

Mr.  President,  the  need  for  protection  of  personal  privacy  has  come 
to  the  fore  only  in  recent  years,  although  its  source  is  found  in  the  Con- 
stitution itself. 

Reports  uniformly  calling  for  the  adoption  of  safeguards  for  the 
fair  storing  and  handling  of  personal  information  have  been  published 
by  the  Departments  of  Communications  and  Justice  in  Canada  in  1971, 
the  Younger  Committee  on  Privacy  in  Great  Britain  in  1072.  the  In- 
ternational Commission  of  Jurists  in  1972,  the  National  Academy  of 
Sciences  Project  on  Computer  Databanks,  also  in  1972,  and  the  Secre- 
tary's Advisory  Committee  on  Automated  Personal  Data  Systems  of 
the  Department  of  Health,  Education,  and  Welfare  in  1973. 

In  late  1973,  legislation  was  introduced  in  the  House  of  Representa- 
tives (H.R.  10042)  by  Congressman  Goldwater,  Jr.,  and  in  the  Senate 
(S.  2810)  by  me,  to  implement  the  common  principles  shared  by  these 
various  studies.  I  believe  the  committee  bill  before  us  today  includes 
these  same  safeguards  insofar  as  the  operations  of  Federal  agencies  and 
departments  are  concerned.  The  basic  safeguards  are : 

First.  There  must  be  no  personal  data  system  whose  very  existence 
is  secret. 

Second.  There  must  be  a  way  for  an  individual  to  find  out  what 
information  about  him  is  in  a  record  and  how  that  information  is  to 
be  used. 

Third.  There  must  be  a  way  for  an  individual  to  correct  information 
about  him,  if  it  is  erroneous. 

Fourth.  There  must  be  a  record  kept  of  every  significant  access  to 
any  personal  data  in  the  s}^stem,  including  the  identity  of  all  persons 
and  organizations  to  whom  access  has  been  given- 
Fifth.  There  must  be  a  way  for  an  individual  to  prevent  information 
about  him  collected  for  one  purpose  from  being  used  for  other  pur- 
poses, without  his  consent. 

Mr.  President,  it  is  my  belief  that  in  order  for  the  individual  to 
truly  exist,  some  reserve  of  privacy  must  be  guaranteed  to  him.  Pri- 
vacy is  vital  for  the  flourishing  of  the  individual  personality  and  to 
"the  imaginativeness  and  creativity  of  the  society  as  a  whole."  So  said 
the  Report  of  the  Committee  on  Privacy  of  Great  Britain  in  1972. 

By  privacy.  Mr.  President,  I  mean  the  great  common  law  tradition 
that  a  person  has  a  right  not  to  be  defamed  whether  it  be  by  a  machine 
or  a  person.  I  mean  the  right  "to  be  let  alone" — from  intrusions  by  Big 
Brother  in  all  his  guises.  I  mean  the  right  to  be  protected  against  dis- 
closure of  information  given  by  an  individual  in  circumstances  of 
confidence,  and  against  disclosure  of  irrelevant  embarrassing  facts  re- 
lating to  one's  own  private  life,  both  rights  having  been  included  in 
the  authoritative  definition  of  privacy  agreed  upon  by  the  Interna- 
tional Commission  of  Jurists  at  its  world  conference  of  May,  1967. 

By  privacy,  I  also  mean  what  the  U.S.  Supreme  Court  has  referred 
to  as  the  embodiment  of  "our  respect  for  the  inviolability  of  the  human 
personality.*'  and  as  a  right  which  is  "so  rooted  in  the  traditions  and 
conscience  of  our  people  as  to  he  ranked  as  fundamental.'' 

"What  we  must  remember  today  is  that  privacy  in  the  computer  age 
must  be  planned.  Privacy,  as  liberty,  is  all  too  easily  lost,  TTe  must 
act  now  while  there  is  still  privacy  to  cherish. 
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AMENDMENT    NO.    1914 


Mi-.  Goldwater.  Mr.  President,  I  call  up  for  myself  and  the  senior 

Senator  from  Illinois  (Mr.  Percy),  our  amendment  No.  1914,  to  halt 
■oread  of  the  social  security  number  as  a  universal  population 

identifier. 

The  PiirsiniNo  Offh  er.  The  clerk  will  report  the  amendment. 
The  assistant  legislative  clerk  read  as  follows: 

\ioi;aioricm    OH    USE  OF  social  SECURER   number 

:u)~.  (a)  It  shall  be  unlawful  for— 
i  1 »  any  Federal,  state,  or  Local  government  agency  to  deny  to  any  individual 
any    right,    benefit,   <>r   privilege   provided    i>y    law   because   of   such   individual's 
al  to  disclose  bis  social  security  account  aumber,  or 
any  person  to  discriminate  against  any  individual  in  the  course  of  any 
business  or  commercial  transaction  or  activity  because  of  such  individual's  re- 
to  dis  lose  bis  social  security  account  number. 
The  provisions  of  subsection  (a)  shall  not  apply  with  respect  to — 
.my  disclosure  which  is  required  by  Federal  law.  or 
i  •_' i  any  information  system  in  existence  and  operating  before  January  1.  1975. 
(c)    Any   Federal.    State,   or  local   government   agency    which   requests  an   in- 
dividual to  disclose  his  social  security  account  number,  and  any  person  who  re- 
s,  in  the  course  of  any  bu>iness  or  commercial  transaction  or  activity,  an 
individual  to  disclose  his  social  security  account  number,  shall  inform  that  in- 
dividual whether  that  disclosure  is  mandatory  or  voluntary,  by  what  statutory 
or  other  authority  such  number  is  solicited,  what  uses  will  be  made  of  it.  and  what 
rules  cf  confidentiality  will  govern  it. 

Mr.  (toldwatkk.  Mr.  President,  when  parents  cannot  open  bank 
accounts  for  their  children  without  obtaining  social  security  numbers 
for  them  :  when  all  schoolchildren  in  many  ninth  grade  classes  are  com- 
pelled to  apply  for  social  security  numbers;  when  a  World  War  I 
veteran  is  asked  to  furnish  his  social  security  number  in  order  to  enter 
a  Veterans'  Administration  hospital:  and  when  the  account  number 
is  used  and  required  for  numerous  other  purposes  totally  unrelated 
to  the  original  social  security  program:  then  I  believe  it  is  time  for 
society  to  stop  this  drift  toward  reducing  each  person  to  a  number. 

There  already  have  been  issued  a  total  of  over  160  million  social 
security  numbers  to  living  Americans.  The  total  number  issued  in  1972 
increased  almost  50  percent  over  1071.  while  the  number  issued  to  chil- 
dren aire  10  and  younger  ro?e  100  percent. 

There  is  no  statute  or  regulation  which  prohibits,  or  limits,  use  of 

the  account  number.  To  the  contrary,  a  directive  issued  by  President 

Roosevelt  32  years  ago,  is  still  in  effect  requiring  that  any  Federal 

agency  which  establishes  a  new  system  of  personal  identification  must 

r  he  social  security  number. 

Numerous  Americans  deplore  this  development.  They  resent  being 
constantly  asked  or  required  to  disclose  their  social  security  number 
in  order  to  obtain  benefits  to  which  they  are  legally  entitled.  They 
sense  that  they  are  losing  their  identity  as  unique  human  beings  and 
are  being  reduced  to  a  digit  in  some  bureaucratic  file. 

Scholars  who  have  studied  the  situation  have  fears  which  run  far 
deeper.  These  writers  believe  that  the  growing  use  of  the  social  security 
number  as  a  population  number  will  brand  us  all  as  marked  individ- 
uals. 

What  is  meant  is  that  when  the  social  security  number  becomes  a 
universal  identifier,  each  person  will  leave  a  trail  of  personal  data 
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behind  him  for  all  of  his  life  which  can  be  reassembled  to  confront 
him.  Once  we  can  be  identified  to  the  Administrator  in  government  or 
in  business  by  an  exclusive  number  tied  to  each  of  our  past  activities — ■ 
our  travels,  the  kinds  of  library  books  we  have  checked  out,  the  hotels 
we  have  stayed  at,  our  education  record,  our  magazine  subscription.-, 
our  health  history,  our  credit  and  check  transactions — we  can  be  pin- 
pointed wherever  we  are.  We  can  be  manipulated.  We  can  be  condi- 
tioned. And  we  can  be  coerced. 

Mr.  President,  the  use  of  the  social  security  number  as  a  method 
of  national  population  numbering  is  inseparable  from  the  rapid  ad- 
vances in  the  capabilities  of  computerized  personal  data  equipment. 
The  state  of  the  art  in  computer  data  storage  is  now  so  advanced  that 
the  National  Academy  of  Sciences  reported  in  1972 : 

That  it  is  technologically  possible  today,  especially  with  recent  advances  in 
mass  storage  memories,  to  build  a  computerized,  on-line  file  containing  the  com- 
pacted equivalent  of  20  pages  of  typed  information  about  the  personal  history 
and  selected  activities  of  every  man.  woman,  and  child  in  the  United  States, 
arranging  the  system  so  that  any  single  record  could  be  retrieved  in  about  30 
seconds. 

The  concern  I  have  about  the  spread  of  the  social  security  identifier 
is  also  tied  to  the  ravenous  appetite  of  the  Washington  bureaucracy 
for  information.  A  House  Post  Office  and  Civil  Service  Subcommittee 
reported  in  1970  that  Washington's  paperwork  files  would  fill  12  Em- 
pire State  buildings  stacked  on  top  of  each  other.  These  files  already 
include  over  2  billion  records  traceable  to  personal  individuals. 

Where  will  it  end  \  Will  we  allow  every  individual  in  the  United 
States  to  be  assigned  a  personal  identification  number  for  use  in  all  his 
governmental  and  business  activities?  Will  we  permit  all  computerized 
systems  to  interlink  nationwide  so  that  every  detail  of  our  personal 
lives  can  be  assembled  instantly  for  use  by  a  single  bureaucrat  or 
institution  ? 

The  time  to  think  about  the  future  is  now.  We  must  build  into  the 
law  safeguards  of  human  privacy  while  a  national  numbering  system 
is  not  yet  an  accomplished  fact.  Accordingly,  Senator  Percy  and  I 
propose  to  place  a  moratorium  on  the  use  of  social  security  numbers 
for  purposes  unrelated  to  the  original  program. 

Our  amendment  will  make  it  unlawful  for  any  governmental  body 
at  the  Federal,  State,  or  local  level  to  deny  to  any  person  a  right,  ben- 
efit, or  privilege  because  the  individual  does  not  want  to  disclose  his 
social  security  account  number.  The  amendment  also  provides  that  it 
shall  be  unlawful  for  anyone  to  discriminate  against  another  person 
in  any  business  or  commercial  dealings  because  the  person  chooses  not 
to  disclose  his  account  number. 

The  prohibitions  of  our  amendment  would  take  effect  beginning  on 
January  1,  1975.  Any  information  system  started  after  that  date  will 
be  subject  to  the  amendment,  but  any  information  system  in  existence 
before  then  is  exempt. 

Mr.  President,  medical  and  sociological  evidence  proves  that  the 
need  for  prh'acy  is  a  basic,  natural  one,  essential  both  to  individual 
physical  and  mental  health  of  each  human  being  and  to  the  creativity 
of  society  as  a  whole.  The  Supreme  Court  of  the  United  States  has 
stated  on  repeated  occasions  that  personal  privacy  is  also  a  funda- 
mental right  of  U.S.  citizenship,  guaranteed  by  the  Constitution  to 
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every  citizen.  Mr.  President,  it  is  for  us  to  determine  today  just  how 
much  privacy  shall  remain  for  the  individual  in  the  future,  and  I  hope 
Senate  will  act  favorably  upon  both  our  amendment  and  the  com- 
mittee bill. 

Mr.  President.  T  ask  unanimous  consent  that  Senator  Helms'  name 
be  added  as  a  COSponSOr. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

Mi  s .  Will  the  Senator  yield  I 

Mr,  Goldwater.  T  yield  to  the  Senator. 

Mr.  Percy.  Mr.  President,  1  shall  be  very  brief.  Mr.  President,  it  is 

Mint  pleasure  to  join  Senator  Goldwater.  together  with  my 
:ned  colleague,  Senator  Ribicoff,  who  asked  to  be  included  as  a 
v  of  the  pending  amendment,  in  offering  an  amendment  to 
limit  use  of  the  social  security  number.  The  senior  Senator  from  Ari- 
zona is  an  acknowledged  leader  in  the  Senate  on  matters  relating  to 
the  social  security  number  and  privacy.  On  the  same  matters.  I  have 
had  long  extended  discussions  with  Congressman  Barry  Goldwater, 
Jr.  from  California,  who  is  a  principal  author  in  the  House  of  the 
privacy  legislation  shortly  to  be  considered  by  that  body. 

1  consider  him  to  be  vigilant  defender  of  citizens'  individual  rights 
of  privacy. 

Our  concern  is  that  the  social  security  number  is  fast  becoming  the 
single  common  identification  number  for  each  and  every  American 
citizen.  For  many  years  we  have  heard  proposals  to  compel  all  school 
children  of  a  certain  grade  level  to  receive  a  social  security  number. 
It  has  even  been  suggested  that  every  newborn  infant  be  labeled  with 
such  a  number.  To  a  great  many  Americans,  the  image  of  such  a  policy 
put  into  practice  is  abhorrent.  Yet  the  problems  surrounding  the  mis- 
use <>f  the  social  security  number  are  more  than  symbolic  of  our  new 
era  of  data  banks  and  our  fears  of  a  centrally  controlled  Big  Brother 
society. 

In  23  States,  it  is  impossible  to  vote  in  a  local.  State  or  even  national 
election  without  first  supplying  a  social  security  number.  In  the  State 
of  Virginia,  for  example,  you  cannot  vote,  register  an  automobile,  or 
even  obtain  a  driver's  license  unless  you  first  disclose  your  social  secu- 
rity number. 

In  West  Virginia,  it  is  required  for  fishing  licenses.  The  Federal 
Reserve  Board  requires  it  to  join  their  car  pool.  Senate  wives  once 
had  to  give  it  before  entering  the  White  House  when  visiting  with 
Mrs.  Xixon  for  tea.  The  social  security  number  appears  on  every 
Senate  staff  member's  identification  card.  The  number  is  used  widely 
throughout  the  Government,  and  it  is  even  used  as  the  principal  iden- 
tification number  by  the  U.S.  Army.  All  of  these  uses  continue,  and 
yet  if  you  look  at  your  own  social  security  card,  at  the  bottom,  it  reads. 

For  social  security  and  tax  purposes — not  for  identification. 

The  social  security  number  was  clearly  not  intended  by  its  creators 
to  become  the  universal  identifier.  But  in  the  race  to  computerize  every 
known  fact  stored  by  the  Government  about  its  citizens,  the  warning 
on  our  cards  has  been  ignored.  It  is  not  so  much  that  the  social  security 
number  had  to  be  used  by  the  computer  programmers  and  data  col- 
lector-. It  was  there  and  it  was  convenient.  Apparently  no  one  gave 
thought  15  or  20  years  ago  to  the  possibility  that  massive  computeriza- 
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tion  of  personal  data  files  on  the  basis  of  a  single  unprotected  number 
could  someday  pose  a  problem. 

That  lack  of  foresight  was  unfortunate — for  now  hundreds  of  Gov- 
ernment computer  systems  and  thousands  of  private  computer  systems 
use  the  social  security  number  in  the  indexing  and  identification  of 
individuals.  The  possibility  is  growing  that  anyone  with  access  to  the 
proper  computer  terminal  could  type  in  a  social  security  number  and 
thereby  order  the  computer  to  print  out  details  concerning  what  cars 
we  own,  and  what  our  driving  record  is  like,  how  we  spend  our  money 
and  how  we  pay  our  bills,  how  we  did  hi  school,  what  we  tell  our 
doctor  and  what  he  tells  us  in  return. 

The  amendment  that  we  offer  is  a  modest  proposal  to  limit  the  ex- 
pansion of  the  use  of  the  social  security  number.  We  recognize  that 
we  cannot  yet  justify  a  law  requiring  the  reprogramming  of  massive 
computer  systems  maintained  by  the  military,  by  universities,  and  by 
private  employers.  After  careful  consideration,  we  have  determined 
that  a  moratorium  ought  to  be  placed  on  the  ability  of  both  Govern- 
ment and  private  organizations  to  develop  new  programs  and  new 
procedures  that  require  an  individual  to  furnish  his  social  security 
number. 

Under  our  amendment,  Federal  Government  and  private  organiza- 
tions that  begin  using  the  social  security  number  after  January  1, 1975, 
cannot  deny  a  right,  benefit,  or  privilege  to  an  individual  who  refuses 
to  disclose  his  number,  unless  the  disclosure  is  required  by  Federal  law. 
Furthermore,  all  requests  by  an  organization  of  an  individual  for  his 
social  security  number  must  be  accompanied  by  the  following  infor- 
mation :  whether  disclosure  is  mandatory,  what  is  the  legal  authority 
for  the  request,  what  uses  will  be  made  of  the  number,  and  what  rules 
of  confidentiality  will  apply. 

Mr.  President,  these  provisions  directly  reflect  the  specific  recom- 
mendations of  the  oft-cited  text  "Records,  Computers,  and  the  Rights 
of  Citizens,-'  which  was  published  in  1973  by  the  Secretary  of  HEW's 
Committee  on  Automated  Personal  Data  Systems.  The  amendment  is 
also  consistent  with  the  general  position  presented  in  the  Social  Secu- 
rity Administration's  "1971  Task  Force  Report  on  the  Social  Security 
Number." 

Our  amendment  overcomes  the  questions  raised  earlier  by  several 
of  my  colleagues.  These  questions  centered  around  the  disruption  of 
established  procedures  and  the  uncertain  but  large  cost  involved  in 
changing  recordkeeping  procedures  nationwide.  The  amendment  will 
not  require  redesigning  forms  and  reprograming  computers.  It  will 
not  disrupt  established  procedures  and  it  will  not  create  unwarranted 
cost  burdens,  because  it  specifically  exempts  any  disclosure  of  the  social 
security  number  which  is  required  by  Federal  law,  or  any  use  which  is 
in  existence  and  operation  prior  to  January  1,  1975. 

Mr.  President,  the  amendment  that  we  now  propose  is  but  a  small 
tribute  to  the  tireless  efforts  over  many  years  by  the  niosi  respected 
senior  Senator  from  North  Carolina,  Senator  Ervin,  to  beat  down  in- 
vasion of  privacy  on  numerous  fronts.  Our  amendment  does  not 
pretend  to  solve  all  of  the  problems  raised  by  abuses  of  the  social 
security  number,  but  it  will  halt  the  unchecked  spread  of  these  abuses 
and  bring  us  to  a  uniform  national  policy. 
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Mr.  Ervin-.  "Will  the  Senator  from  Arizona  yield  ! 

Mr.  Goldwateb.  1  will  be  happy  to  yield. 

Mr.  Kkvix.  I  think  the  amendment  offered  by  the  Senator  from 
Arizona,  cosponsored  by  the  distinguished  Senator  from  Illinois,  is 
very  meritorious,  and  1  hope  the  Senate  will  adopt  it.  I  want  to  take 
this  occasion  to  commend  the  Senator  from  Arizona  for  the  good  work 
he  has  done  in  supporting  this  entire  Legislation. 

Mr.  GoLDWATER.  I  thank  the  Senator. 

Mr.  IIiu'ska.  Mr.  President,  has  the  amendment  been  disposed  of }. 

Mr.  GrOLbWAfER.  I  was  wondering  if  it  had  been  disposed  of. 

The  Presiding  Officer.  The  amendment  is  still  pending.  The  Chair 
was  not  certain  whether  the  Senator  from  Nebraska  wanted  to  address 
the  amendment. 

If  not,  the  question  is  on  the  amendment  of  the  Senator  from  Arizona 
(putting  the  question) . 

The  amendment  was  agreed  to. 

The  Presiding  (  >fficer.  The  Senator  from  Xebraska. 

Mr.  Hruska.  Mr.  President,  I  rise  to  address  some  questions  and 
express  some  misgivings  about  the  pending  measure.  It  is  a  measure 
which  seeks  to  establish  a  Federal  privacy  board  to  oversee  the  gather- 
ing and  disclosure  of  information  concerning  individuals,  to  provide 
management  systems  in  Federal  agencies,  State  and  local  governments, 
and  other  organizations,  regarding  such  information,  and  for  other 
purposes. 

It  seeks  to  gain  these  objectives,  Mr.  President,  by  granting  very 
extensive  powers  and  duties  to  the  Privacy  Commission  which  the 
legislation  creates. 

Mr.  President,  the  general  declared  objectives  of  the  bill  are  de- 
sirable and  worthy.  I  support  these  objectives.  There  have  been  many 
abuses  in  the  area  of  privacy  with  which  this  bill  deals.  Many  past 
abuses  have  been  identified  and  have  been  corrected.  As  new  abuses  of 
privacy  appear,  there  have  been  good  faith  efforts  by  both  the  con- 
gressional and  executive  branch  to  remedy  them. 

But  notwithstanding  such  efforts,  there  are  still  a  number  of  areas 
in  which  great  improvement  can  be  made,  to  protect  the  privacy  of 
individual  data  collected  and  maintained  by  the  Government,  by  proper 
statutory  authority  and  other  regulatory  efforts.  There  is  little  doubt 
that  there  is  much  room  for  improvement  in  the  manner  in  which  our 
Government  treats  the  personal  information  of  its  citizens. 

It  is,  however.  Mr.  President,  the  effectiveness,  the  propriety,  and 
the  wisdom  of  the  form  which  this  bill  takes  in  order  to  safeguard 
personal  information  which  raises  some  question. 

While  there  are  other  observations  which  could  be  addressed  to 
various  specific  provisions  of  the  bill,  I  shall  briefly  refer  only  to  two 
major  aspects  of  the  legislation  in  my  present  remarks. 

One  aspect  has  to  do  with  the  nature  and  scope  of  the  duties  and 
responsibilities  of  the  Federal  Privacy  Commission  provided  for  in 
the  bill. 

The  second  major  aspect  pertains  to  the  inclusion  of  criminal  justice 
and  the  law  enforcement  records  and  files  within  the  purview  of  the 
legislation. 

As  to  the  first,  Mr.  President,  it  should  be  noted  that  the  scope  and 
range  of  activities  permitted  the  board  are  very  broad.  The  board 
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may  concern  itself  not  only  with  Federal  agencies  and  offices,  but  also 
with  organizations  in  the  private  sector,  in  State  and  regional  govern- 
ment, and  in  charitable  and  political  organizations. 

Happily,  it  is  excluded  from  examining  religious  organizations,  but 
aside  from  that  I  doubt  very  much  that  any  system  of  data  gathering 
would  escape  the  microscopic  as  well  as  the  macroscopic  eye  of  the 
Federal  Privacy  Commission. 

Mr.  President,  the  present  law,  together  with  many  longstanding 
precedents,  assigns  oversight  responsibilities  regarding  many  of  the 
Federal  agencies  and  activities  to  the  Congress.  There  are,  for  example, 
oversight  powers,  presently  being  exercised  by  the  Committees  on  the 
Judiciary,  in  both  bodies  of  Congress,  dealing  with  the  Federal  Bureau 
of  Investigation  and  its  related  information  gathering  activities. 

Similarly,  there  are  the  Committees  on  Commerce  in  both  bodies 
of  Congress  which  concern  themselves,  and  have  for  many  decades 
with  the  regulatory  bodies,  such  as  the  Interstate  Commerce  Commis- 
sion, the  Civil  Aeronautics  Board,  and  the  Federal  Trade  Commission. 

"We  also  have  the  Committee  on  Finance  in  the  Senate  and  the 
Ways  and  Means  Committee  in  the  House  which  concern  themselves 
with  the  Internal  Revenue  Service  and  with  the  various  activities 
that  are  lodged  in  the  Treasury  Department. 

These  are  examples  where,  through  the  years — either  by  statute 
or  by  inherent  constitutional  powers — Congress  has  exercised  over- 
sight on  Federal  activities  and  agencies. 

Normally  when  Congress  seeks  to  delegate  its  powers  and  responsi- 
bilities it  does  so  in  a  limited  fashion.  But  here,  Mr.  President,  under 
the  terms  of  this  bill,  the  Federal  Privacy  Board  would  be  vested 
with  vast  responsibility  and  supervisory  power. 

Such  a  delegation  of  responsibility  as  is  represented  in  this  bill  is 
a  little  at  variance  with  what  we  like  to  see.  This  is  because  when  we 
create  powers  in  bodies  of  this  kind  Congress  has  generally  tried  to 
define  in  more  or  less  precise  language — preferably  more  precise — 
the  bounds  of  such  power. 

Mr.  President,  the  Board  created  by  this  act  would  supersede  and 
impose  itself  upon  all  existent  statutory,  or  actual,  oversight  and 
supervision  of  the  various  other  agencies  and  activities  that  are  in- 
volved. It  would  create  another  layer  of  Federal  officials  who  would 
go  abroad  and  interest  themselves  in  getting  into  almost  limitless 
numbers  of  activities  and  areas  of  human  conduct  in  this  country.  It 
would  indeed  be  far  flung  in  its  organization.  It  would  have  to  be, 
of  course,  if  it  were  going  to  be  effective  for  its  declared  purposes.  It 
would  be  armed  with  money  and  with  penetrating  powers — power  to 
<zet  witnesses  and  records  in  almost  any  public  or  private  area  in 
which  it  might  care  to  interest  itself. 

Mr.  President,  it  is  respectfully  suggested  that  this  type  of  super- 
visory activity  will  tend  to  result  in  confusion  and  conflict  and  inde- 
cision. It  may  tend  to  diminish  the  immediate  and  direct  interest  of 
Congress  in  the  exercise  of  its  oversight  role. 

As  indicated,  the  scope  of  coverage  of  the  Commission  covers  vir- 
tually all  of  the  data -collecting  activity  of  the  Government.  It  includes 
civil  as  well  as  criminal  data. 

The  remainder  of  my  remarks  pertain  to  the  assignment  to  the 
Federal  Privacy  Commission  of  criminal  justice  records  and  of  law 
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inal  justice  records,  I  submit,  is  of  such  complexity  that  it  should  not 
be  dealt   with  on  the  Same  term  irds.  It  should  be  the 

subject  of  separate  regulation. 

The  held  of  criminal  justice  records  and  the  related  information,  if 
it   were  not  handled  properly,  would  be  dangerous  to  inform 
opera;  ives,  agents,  and  officers  of  t  he  law. 

Mr.  President,  there  is  no  need  for  this  legislation  to  got  into  the 
regulation  of  criminal  justice  records.  There  is  presently  rig  in 

Congress   legislation— which   now   is  narrowing  down   to   its 
stages — that    deals  specifically  with  criminal   justice  history,   with' 
criminal  information  centers,  with  data  banks,  court  records,  and  ail 
the  other  information  which  pertains  to  law  enforcement. 

This  legislation,  S.  2963  and  S.  2$6i,  is  well  along,  and  it  is  near 
resolution.  It  has  been  the  subject  of  extensive  hearings.  Many  hours 
have  gone  into  perfecting  its  provisions. 

It  is  a  difficult  field  in  itself  and  with  its  specific  points — very  diffi- 
cult. Because  of  its  complexity,  the  legislation  has  not  been  treated 
superficially  and  lias,  therefore,  taken  a  period  of  time  in  which  to 
reach  the  near-completion  stage  it  now  occupies. 

With  all  this  effort,  in  the  passage  of  the  pending  bill.  S.  3418,  we 
would  have  superimposed  upon  the  criminal-justice  field  very  general 
rules  which  were  designed  for  civil  record  systems  and  do  not  properly 
fit  law  enforcement.  This  would  cause  no  end  of  confusion  and  no 
end  of  conflict. 

Generally,  it  has  been  assumed  that,  criminal  justice  or  law  enforcement 
information  (whether  used  by  Government  or  in  the  private  sector)  gives  rise 
to  problems  requiring  treatment  different  from  that  of  information  used  to  carry 
out  social,  health,  or  money  benefit  programs,  to  administer  revenue  and  regula- 
tory laws,  to  select  and  manage  employees  and  outside  contractors,  and  to  con- 
duct the  multiplicity  of  other  operations  by  Government  or  business.  However, 
even  within  the  broad  range  of  separate  informational  relationships  between 
individuals  and  Government  or  between  individuals  and  business,  where  crim- 
inal detection  and  apprehension  or  enforcement  of  regulatory  laws  i^  not  the 
object,  wide  differences  occur.  Material  differences  occur  in  the  kinds  and  vol- 
ume of  information  used,  in  the  manner  of  collecting  and  disseminating  informa- 
tion, in  the  degrees  of  data  sensitivity,  in  the  uses  made  of  the  information,  and 
in  the  risks  of  possible  abuse. 

The  Committee  on  the  Judiciary  is  formulating  this  criminal  justice 

data  legislation.  S.  2963  and  S.  2964.  The  Judiciary  Committees  of 
the  House  and  the  Senate,  have,  through  the  years,  acquired  a  great 
deal  of  experience  arid  seasoning  in  this  area.  I  submit  that  it  is  only 
fitting  and  proper,  as  well  as  wise,  to  reserve  the  responsibility  of 
drafting  complex  legislation  to  those  committees  which  developed 
background  and  expertise  on  the  topic  in  question. 

Th"»  job  can  be  done.  Mr.  President,  to  protect  privacy  in  t])o  area 
of  law  enforcement  records  and  criminal  information  centers.  It  can 
he  done  in  a  way  to  assure  privacy  and  to  assure  relevance,  to  assure 
timeliness  and  completeness  and  accuracy  of  tho,  data  involved.  That 
will  he  done.  But  it  can  be  done  best  by  those  who  are  versed  and 
knowledgeable  in  that  field. 

It  is  imperative  that  competent,  seasoned,  and  expoi-f  authorities 
handle  situations  of  that  kind.  The  goal,  after  all,  in  law  enforce- 
ment is  good  police  work,  good  investigation  work,  good  prosecution, 
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sentencing,  raid  correction.  Legislation  should  be  enacted  which  con- 
siders these  various  aspects  of  law  enforcement.  In  ad  ing  in  this  area 
we  must  insure  that  we  have  struck  a  proper  and  equitable  balance 
between  the  individual's  right  to  privacy  and  society's  interest  in  good 
and  effective  law  enforcement. 

Mr.  President,  again  I  say  that  I  do  believe  that  the  thrust  of 
bill,  with  its  broad  regulatory  Commission  and  its  effort  to  apply  the 
same  regulations  to  civil  and  criminal  data — arrest  records  as  well  as 
intelligence  information — is  the  wrong  means  to  approach  the  prob- 
lem with  which  we  are  attempting  to  deal.  Happily,  in  the  other 
body,  there  is  being  perfected  a  companion  bill  which  has  approached 
the  matter  in  a  vastly  different  way.  It  is  my  hope  that  in  due  time, 
rather  than  trying  to  amend  this  bill  on  the  floor  of  the  Senate,  which 
would  be  a  mighty  poor  way  of  trying  to  legislate  in  such  a  complex 
field,  that  we  should  make  an  effort  to  consider  the  product  of  the 
other  body. 

Again,  I  want  to  say  that  the  objectives  of  S.  3418  are  good.  They 
are  fine,  and  there  will  be  a  great  deal  of  popular  support  for  an 
attempt  to  correct  practices  which  sometimes  result  in  abuse  of  pri- 
vacy. But  it  is  not  the  label  of  the  bill,  it  is  not  its  declared  progr 
for  which  we  should  vote;  it  is  rather  the  fashion  in  which  it  is  sought 
to  achieve  those  objectives  that  really  counts. 
Mr.  President,  I  yield  the  floor. 

Mr.  Percy.  Mr.  President,  I  certainly  think  that  the  remarks  of  our 
distinguished  colleague,  Senator  Hruska,  are  worthy  of  comment  and 
the  concerns  he  has  raised  are  worthy  of  consideration.  S.  3418  requires 
that  criminal  history  and  arrest  records — that  is,  routine  records  of 
arrest  and  court  decisions  or  rap  sheets — be  subject  to  the  requirements 
of  the  bill. 

But  our  bill  does  make  a  careful,  proper  distinction  between  this 
type  of  criminal  record  and  another  type.  The  latter  type  are  criminal 
intelligence  and  investigative  files. 

These  files,  of  course,  are  of  a  sensitive  nature,  and  S.  3418,  in  section 
203,  provides  that  agencies  maintaining  such  files  may  exempt  them 
from  the  provisions  of  the  bill  providing  that  people  may  have  access 
to  their  own  records.  We  believe  this  exception  to  be  proper  and  ample 
to  meet  the  legitimate  concerns  of  the  law  enforcement  agencies. 

The  kinds  of  exception  that  arose,  that  have  given  such  great  em- 
phasis to  this  bill,  are  the  kind  of  situation  which  a  mail  cover  p 
up  the  fact  that  a  high  school  girl — in  this  case,  it  was  a  girl  by  the 
name  of  Lori  Paton — wrote  a  letter  in  connection  with  a  high  school 
theme  to  an  agency  that  happened  to  be  on  the  FBI's  subversive  list. 
The  mail  surveillance  picked  up  that  she  was  corresponding  with  such 
an  agency,  and  she  Avas  therefore  named  in  the  record,  and  a  high 
school  girl  had  an  FBI  record. 

All  she  was  doing  was  writing  a  high  school  theme.  She  was  not  a 
subversive,  but  there  she  was,  she  had  a  file  with  the  FBI.  The  family 
literally  had  to  go  to  court  and  sue  the  Government  in  order  to  have 
that  record  taken  out,  along  with  all  the  other  people  that  might  be  in 
such  a  position. 

Our  bill  is  so  carefully  drafted,  that  it  would  permit  her  to  obtain 
access  to  her  file.  However,  if  the  information  in  her  file  were  in  fact 
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criminal  intelligence  information,  part  of  a  current  investigation  of 
criminal  activities,  our  bill  would  safeguard  the  ability  of  law  enforce- 
ment personnel  to  withhold  information  until  the  possibility  of  prose- 
rut  ion  had  passed. 

Certainly,  we  have  no  intention  of  interfering  with  criminal  records 
and  that,  type  of  thing,  which  the  distinguished  Senator  pointed  out 

must  be  preserved. 

1  think  the  bill  has  been  carefully  drawn  in  this  regard.  Nothing  in 
S.  3418  would  do  damage  to  the  quality  of  arrest  records,  for  instance. 

Xo  excessive  burdens  for  law  enforcement  agencies  are  created  by 

this  bill.  Indeed,  the  specific  legislation  that  the  administration  has 
-cut  to  Congress  to  deal  with  criminal  arrest  records,  and  the  two 
Senate  bills — Ervin  and  Ilruska — all  of  which  are  far  more  detailed 
and  comprehensive  in  their  treatment  of  arrest  records,  are  not  incon- 
sistent with  the  treatment  provided  by  S.  ;>418.  All  of  these  bills 
provide  the  same  basic  protections :  an  individual  can  see  his  own  "rap 
sheet,"  the  information  must  be  accurate  and  up-to-date,  and  standards 
are  established  to  regulate  the  disclosure  and  access  to  arrest  record 
files. 

S.  3418  provides  these  same  minimum  safeguards,  to  become  effective 
1  year  after  enactment.  This  delay  allows  time  to  permit  a  more  ex- 
plicit criminal  records  bill  to  be  passed.  However,  until  a  bill  passes 
there  is  no  reason  not  to  provide  minimum  standards. 

The  need  for  criminal  records  coverage  is  demonstrated  by  the 
XCIC — National  Crime  Information  Center — a  centralized  national 
computer  center  that  collects  and  disburses  information  about  wanted 
persons,  stolen  property,  and  criminal  history  records,  now  operates 
without  legal  privacy  restrictions.  As  of  December  1.  1973,  there  were 
more  than  5  million  active  files  in  this  system.  Computer  terminals 
located  in  cities  and  towns  all  across  the  nation  create  easy  access  to 
these  records.  "They  could  lead  to  access  b}T  more  users  and  for  check- 
ing on  more  individuals  than  is  socially  desirable" — from  the  July 
1073  HEW  report  on  privacy.  If  harmful  information  about  a  person 
were  placed  in  the  file,  it  would  be  disseminated  and  available 
nationwide. 

The  HEW  report  says : 

In  practice,  the  NCIC  does  not  have  effective  control  over  the  accuracy  of  all 
the  information  in  its  files.  If  a  subscribing  system  enters  a  partially  inaccurate 
record,  or  fails  to  submit  additions  or  corrections  to  the  NCIC  files  (e.g..  the 
return  of  a  stolen  vehicle  or  the  disposition  of  an  arrest),  there  is  not  much 
that  the  XCIC  can  do  about  it. 

Our  bill  would  require  the  FBI,  which  administers  the  NCIC,  to 
develop  procedures  to  insure  that  information  disseminated  by  NCIC 
is  accurate,  complete  and  up-to-date. 

The  HEW  report  continues  to  say  that — 

Once  a  subscribing  police  department  contributes  an  arrest  report  to  the  NCIC, 
that  report  is  available  to  any  "qualified  requestor"  in  the  system. 

In  some  states,  this  means  employers  and  licensing  agencies  (for  physicians, 
barbers,  plumbers  and  the  like).  Thus,  unless  a  criminal  record  information 
system  is  designed  to  keep  track  of  all  the  ultimate  users  of  each  record  released, 
and  of  every  person  who  has  seen  it.  any  correction  or  emendation  of  the  original 
record  can  never  be  certain  to  reach  holder  of  a  copy. 

Our  bill  requires  a  complete  log  of  all  disclosures  of  personal  in- 
formation to  individuals  outside  the  acrency  maintaining  the  data. 
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Mr.  Hruska.  On  that  score,  my  main  point  pertains.  To  do  some- 
thing like  that  should  be  not  through  some  board  that  has  no  expert  ise 
or  exposure  to  that  type  of  thing;  the  Congress,  through  its  oversight 
powers  over  the  FBI  and  the  Department  of  Justice  and  so  on,  would 
be  able  to  take  care  of  that.  The  proposed  legislation,  S.  2963  and 
S.  2964  does,  and  if  it  is  in  the  field  of  security,  or  if  it  is  in  the  field 
of  something  else,  the  proper  legislative  body,  oversight  body,  can  deal 
with  that  very  satisfactorily,  without  getting  into  this  nebulous  and 
innovative  area  and  something  really  new  that  would  be  loosed  upon 
the  width  and  breadth  of  the  land. 

Mr.  Ervin.  Mr.  President,  I  wish  to  reply  very  briefly  to  the  distin- 
guished Senator  from  Nebraska  (Mr.  Hruska). 

This  bill  does  not  empower  the  Privacy  Commission  to  have  any 
jurisdiction  over  any  other  agency  of  Government  except  to  the  extent 
that  that  other  agency  of  Government  is  engaged  in  collecting  or 
storing  or  disseminating  personal  information  about  individuals.  Out- 
side of  that,  it  has  no  jurisdiction  whatever. 

The  term,  "personal  information"  is  defined  in  subsection  2  of  section 
301  of  the  bill,  on  page  48. 

The  bill  is  a  very  simple  bill  when  you  stop  to  analyze  it  sufficiently. 
In  the  first  place,  it  says  that  Government  shall  not  call  on  individuals 
for  any  information  unless  that  information  is  reasonable  or  necessary 
to  enable  the  agency  asking  for  it  to  perform  its  statutory  duties. 
Then  it  requires  Federal  agencies  to  restrict  that  information — that 
is,  personal  information  only.  They  will  restrict  its  disclosure  to 
officials  who  have  some  public  duty  to  perform  that  requires  them  to 
have  access  to  that  information. 

Then  it  provides  that  no  information  will  be  released  to  unauthor- 
ized persons. 

Those  are  very  simple  requirements. 

With  reference  to  law  enforcement  provisions,  it  expressly  provides 
that  the  head  of  any  law  enforcement  agency  can  exempt  the  agency 
from  certain  crucial  provisions  of  the  bill.  It  will  not  impede  the 
agency's  operations  as  a  law  enforcement  agency. 

With  reference  to  the  CIA,  the  Senate  has  adopted  an  amendment 
today,  among  other  amendments,  which  virtually  relieves  the  CIA 
from  coverage  by  the  act,  except  to  the  extent  that  it  must  file  some 
reports. 

This  is  a  very  simple  bill,  with  simple  features.  It  is  necessary  to 
give  the  Privacy  Commission  some  power  to  enforce  it ;  otherwise,  it 
will  be  just  a  hollow  piece  of  legislative  mockery  on  the  statute  books. 
I  sincerely  hope  that  the  Senate  will  pass  it. 

AMENDMENT    NO.    199  2 

Mr.  Wetcker.  Mr.  President,  I  call  up  my  amendment  No.  1992,  and 
ask  for  its  immediate  consideration. 

The  legislative  clerk  proceeded  to  read  the  amendment. 

Mr.  Weicker.  I  ask  unanimous  consent  that  further  reading  of  the 
amendment  be  waived,  and  that  the  amendment  be  printed  in  the 
Kecord. 

The  Presiding  Officer  (Mr.  Pearson).  Without  objection,  it  is  so 
ordered. 
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Mr.  Weicker's  amendment  (No.  1002)  is  as  follows: 

Ob  page  54,  line  s.  strike  out  -This  Act"  and  insert  in  lien  thereof  'Titles  I,  II, 

and  III  of  this  Act". 

On  page  54,  line  L4,  strike  ont  "this  Act"  and  insert  In  lieu  thereof  "titles  I,  II, 
and  III  of  this  Act'". 

On  page  .14.  immediately  below  line  14,  insert  the  following  new  title: 

"TITLE  IV— FINANCIAL  DISCLOSURE 

.  401.  This  title  may  he  cited  as  the  "Net  Worth  Disclosure  Act'. 
.  402.   (a)  Each  individual  referred  to  in  subsection   (b)  shall  tile  annually 
with  the  Comptroller  General  of  the  United  States  a  full  and  complete  stab 
of  net  worth  to  consist  of  : 

"(1)    A  list  of  the  identity  and  value  of  each  asset  held  hy  him.  or  jointly  by 
and   iiis  spouse  or  hy  him  and  his  child  or  children,  and  which  has  a   fair 
market  value  in  excess  of  $1,500  as  of  the  end  of  the  calendar  year  prior  to  that 
in  which  he  is  required  to  tile  a  report  under  this  Act 

"(2)   A  list  <>f  the  identity  and  amount  of  each  liability  owed  hy  him,  or  jointly 
hy  him  and  his  spouse  or  hy  him  and  his  child  or  children,  and  which  is  in  - 
of  $1,500  as  of  the  end  of  the  calendar  year  prior  to  that  in  which  he  is  required 
to  file  a  report  under  this  Act. 

"(h)  The  provisions  of  this  Act  apply  to  the  President,  the  Vice  President,  each 
Member  of  the  Senate,  each  Member  of  the  House  of  Representatives  (including 
Delegates  and  the  Resident  Commissioner  from  Puerto  Rico),  and  each  officer 
and  employee  of  the  United  States  within  the  executive  and  legislative  hranches 
of  Government  receiving  compensation  at  an  annual  rate  in  excess  of  stw.000. 

"(c)  Reports  required  hy  this  Act  shall  he  in  such  form  and  shall  contain  such 
information  in  order  to  meet  the  provisions  of  this  Act  as  the  Comptroller  Gen- 
eral may  prescribe.  All  reports  filed  under  this  Act  shall  he  maintained  by  the 
Comptroller  General  as  public  records,  open  to  inspection  by  members  of  the 
public,  and  copies  of  such  records  shall  be  furnished  upon  request  at  a  reasonable 
fee. 

•-Sf.c.  403.  Each  person  to  whom  this  Act  applies  on  January  1  of  any  year 
shall  file  the  report  required  by  this  on  or  before  February  15  of  that  year.  Each 
person  to  whom  this  Act  first  applies  during  a  year  after  January  1  of  that  year 
shall  file  the  report  required  by  this  Act  on  or  before  the  forty-fifth  day  after 
this  Act  first  applies  to  him  during  that  year. 

'•Sec.  404.  Any  person  who  knowingly  and  willfully  fails  to  file  a  report  required 
to  he  filed  under  this  Act,  or  who  knowingly  and  willfully  files  a  false  report 
required  to  be  filed  under  this  Act.  shall  he  fined  not  more  than  $2,000,  or  im- 
prisoned for  not  more  than  two  years,  or  both. 

•'Sec  405.  This  title  shall  become  effective  on  January  1,  197.V. 

Mr.  Weicker.  Mr.  President,  to  digress  briefly.  I  do  not  know  how 
many  more  occasions  I  will  have  to  speak  of  my  admiration  for  the 
distinguished  Senator  from  North  Carolina,  an  admiration  that  has 
crown  during  my  years  here  in  the  Senate,  as  I  have  seen  him  devote 
his  energies  to  a  piece  of  paper  that,  very  frankly,  has  almost  been 
forgotten,  specifically,  the  Constitution  of  the  United  States. 

Yon  know,  there  is  no  greatness  in  this  land  that  does  not  spring 
from  that  document.  That  which  is  good,  tangibly  good,  that  we  see 
around  us,  is  the  manifestation  of  its  great  concepts  and  its  great 
ideals.  At  a  time  when  so  many  people  had  forgotten  those  concepts 
and  ideals,  it  was  the  Senator  from  North  Carolina  who  gave  them 
legislative  meaning  and.  indeed,  very  practical  meaning,  to  the  people 
of  this  country. 

So,  regardless  of  our  respective  positions  on  any  amendments  that 
I  have  to  offer  to  this  bill,  the  fact  is  that  I  want  to  express  now  my 
humble  admiration  for  Senator  Ervin's  great  contribution  to  this 
Nation,  at  a  time  when  such  was  very  specifically  called  for.  He  was 
the  only  one.  at  a  certain  time,  to  stand  up  and  be  counted. 
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I  am  today  offering  an  amendment  to  the  Federal  Privacy  Board 
Act  to  require  the  full  disclosure  of  net  worth  by  high-ranking  officials 
in  the  executive  and  congressional  branches  of  Government.   This 

amendment  is  the  same  as  the  net  worth  disclosure  bill,  S.  405'.),  which 
I  originally  introduced  before  the  Senate  on  September  30. 

I  ask  unanimous  consent  that  the  name  of  the  distinguished  Sen- 
ator from  Oklahom  (Mr.  Bartlett)  be  added  as  a  cosponsor  of  the 
amendment. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

Mr.  Weicker.  It  is  a  matter  of  particular  concern  to  me  that  the 
Congress  has  not  yet  enacted  legislation  to  guarantee  to  the  public  the 
right  to  know  the  financial  interests  of  those  who  guide  their  Govern- 
! .  I  strongly  believe  that  the  public  has  that  right  and  that  the 
disclosure  of  financial  worth  by  policymakers  is  one  step  toward 
strengthening  the  public  trust  in  Government. 

Obviously,  we  consider  this  matter  of  the  financial  interests  of  public 
officials  to  be  of  importance,  otherwise  we  would  not  be  spending  the 
time  spent  already  in  making  such  inquiries  of  a  potential  Vice  Presi- 
dent of  the  United  States.  There  is  not  one  single  confirmation  hear- 
ing that  we  conduct  in  the  Senate  that  does  not  have  as  a  key  part  of 
the  hearing  a  statement  of  assets  and  liabilities  and  the  elimination 
of  any  assets  and  liabilities  which  we  demand,  where  any  conflict  of 
interest  might  arise. 

During  floor  consideration  of  the  Federal  Election  Campaign  Act, 
I  supported  and  the  Senate  passed  an  amendment  that  would  have 
ired  public  reporting  by  elected  Federal  officials  of  personal  fin- 
ancial affairs*  This  amendment  would  have  covered  each  candidate  for 
election  to  Congress.  Members  of  Congress,  the  President,  the  Vice 
President  and  certain  U.S.  officers  and  employees,  at  GS-16  level  or 
earning  more  than  $25,000  per  year. 

Renorts  of  financial  interests  would  have  been  filed  with  the  Fed- 
eral Election  Commission  and  would  have  included  : 

First,  amounts  of  Federal,  State,  and  local  income  or  property  taxes 
paid : 

Second,  amount  and  source  of  each  item  of  income  or  gift  over  $100 ; 

Third,  identity  of  assets  and  liabilities  over  Si. 000 ; 

Fourth,  all  dealing  in  securities  and  commodities  over  $1,000:  and 

Fifth,  all  purchases  or  sales  of  interest  in  real  property  involving 
over  £1,000,  except  for  personal  residence. 

However,  this  amendment,  passed  in  the  Senate  by  voice  vote,  was 

deleted  afterwards  during  conference  consideration  of  the  Federal 

Election  Campaign  Act.  The  Federal  Election  Campaign  Act,  as 

passed  into  law.  contained  no  provision  for  financial  disclosure — pub- 

Lancial  disclosure — by  elected  and  appointed  Federal  officials. 

The  amendment  that  I  am  proposing  today  is  simple  and  straight- 
forward. It  is  not  as  comprehensive  as  the  previous  disclosure  amend- 
ment that  was  deleted  in  conference — but  seeks  to  establish  in  law  min- 
imal  disclosure  requirements  for  elected  Federal  officials. 

Those  covered  by  the  act  would  be  the  President,  the  Vi-  lent, 

Members  of  the  Senate.  Members  of  the  House  of  Representatives,  and 
all  employees  of  the  executive  and  legislative  branches 
pensation  at  an  annual  rate  of  more  than  s 
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What  and  when  do  they  have  to  file  I  Annually  with  the  Comptroller 

General  a  list  of  all  assets  and  liabilities  over  $1,500,  on  the  basis  of 
fair  market  value  as  of  December  31  of  the  previous  year.  All  reports 
filed  with  the  Comptroller  Genera]  are  to  be  maintained  by  the  Comp- 
troller ( leneral  as  public  records,  open  to  inspection  by  members  of  the 

public 

The  act  would  become  effective  as  of  January  1975.  The  time  period 
covered  would  be  the  preceding  calendar  year.  Therefore,  by  February 

15  of  1975,  all  persons  covered  by  this  legislation  would  have  to  indi- 
cate what  their  net  worth  was  as  of  December  31,  1974.  Anyone  who 
had  been  appointed  or  elected  in  a  public  election  during  the  course  of 
1975  would  have  to  file  such  a  statement  within  45  days  of  his  election 
or  appointment. 

I  recognize  that  the  bill  we  are  dealing  with  concerns  privacy,  a 
need  for  which,  as  I  have  already  indicated,  has  always  been  of  deep 
concern  to  the  distinguished  Senator  from  North  Carolina.  Indeed, 
the  distinguished  Senator  from  Illinois  has  also  been  a  leader  in  assur* 
ing  this  most  basic  right. 

I  predict  right  now  that  the  question  of  the  right  to  privacy  will 
be  one  of  the  great  issues  of  the  1970's  and  1980's.  It  goes  to  the  very 
basis  of  the  Constitution  which  the  Senator  from  Xorth  Carolina  has 
so  ably  defended  over  the  years. 

I  think  it  is  important  to  point  out  on  every  occasion  that  we  can 
that  the  difference  between  our  political  system  and  that  of  any  other 
nation  in  today's  world,  or  indeed  throughout  history,  is  that  our 
Constitution  and  our  political  system  focus  on  the  individual,  not  on 
society  as  a  whole — not  on  the  mass,  but  on  the  individual. 

If  we  want  something  that  is  efficient,  trouble  free,  and  expeditious, 
it  cannot  be  the  Constitution  of  the  United  States.  How  can  we  have 
something  that  is  quiet,  efficient,  and  trouble  free  when  it  concerns  it- 
self with  210  million  people?  It  is  impossible.  That  is  why  the  is^ue 
of  privacy  is  important — so  that  we  preserve  that  spirit  which  has 
guaranteed  to  each  human  being  in  this  country  a  full  flowering  of 
their  abilities  and  their  aspirations  and  their  hopes.  That  opportunity 
for  individual  flowering  has  given  us  a  magnificent  historical 
experience. 

So  this  is  not  an  academic  issue,  to  be  debated  by  scholars  and  pro- 
fessors, but  indeed  it  goes  to  the  very  heart  of  our  experience  as  a 
nation. 

Mr.  President,  just  to  wrap  up  my  comments  relative  to  this  amend- 
ment, there  are  those  areas,  however,  where  I  think  that  what  we  do 
not  want  is  privacy  and  secrecy.  Wq  want  openness ;  we  want  sunshine. 
Specifically,  I  speak  of  that  which  deals  with  those  in  positions  of 
public  trust. 

I  find  it  rather  ironic  that  we  have  recently  sat  through  a  number 
of  well-publicized  Senate  hearings  and  still  do  not  impose  upon  our- 
selves the  same  requirements  we  have  been  imposing  upon  those  being 
investigated.  If  Ave  want  credibility  in  this  country,  indeed,  what  is 
sauce  for  the  goose  is  sauce  for  the  gander.  I  think  quite  properly  this 
must  be  so  in  this  country,  so  that  people  might  understand  our  actions 
in  relation  to  our  economic  interests. 

This  is  the  reason  that,  despite  my  desire  to  guarantee  the  privacy 
of  individuals,  I  want  our  lives  as  elected  officials  to  be  totally  open 
to  scrutiny  by  the  American  people. 
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I  propose  to  achieve  such  an  end  by  virt  ue  of  t  his  amendment  which 
is  very,  very  simple,  a  listing  of  those  assets  and  liabilities  over  $1,500 
once  a  year  by  every  one  of  us,  by  the  President,  the  Vice  President, 
his  Cabinet  officers,  those  highly  paid  staff  members,  which  documen- 
tation would  be  available  to  the  public  upon  request . 

I  would  hope,  Mr.  President,  that  my  colleagues  would  see  fit  to  im- 
pose this  obligation  on  themselves,  and  I  think  it  would  do  a  great  deal 
to  bring  us  up  the  ladder  of  respect  in  the  eyes  of  the  American  people. 

I  might  add  that  I  believe  most  of  the  individuals  wThom  I  see  in  this 
Chamber  have  done  that  anyway.  I  am  not  pointing  any  finger,  but  I 
would  just  like  to  see  us  go  ahead  and  make  it  a  matter  of  law  rather 
than  a  matter  of  individual  discretion. 

Mr.  Ervix.  Mr.  President,  as  I  observed  earlier,  if  we  take  on  legis- 
lative nag  and  put  too  heavy  a  load  on  it,  the  nag  might  not  be  able  to 
reach  its  intended  destination. 

Ever  since  I  have  been  in  the  Senate  there  have  been  amendments 
proposed  from  time  to  time  on  the  floor  with  reference  to  disclosure  of 
the  assets  of  Senators. 

I  have  never  known,  however,  of  any  committee  to  conduct  any 
hearing  on  any  bill  of  that  kind,  and  I  think  it  is  a  matter  that  ought 
to  be  explored  by  the  appropriate  committee,  or  there  ought  to  be  a 
hearing,  or  there  ought  to  be  a  decision  based  on  a  hearing  on  this 
subject. 

I  respectfully  submit  that  this  amendment  is  not  really  germane 
to  this  bill.  This  bill  is  a  bill  to  regulate  how  the  agencies  of  the  Federal 
Government  shall  conduct  themselves  in  respect  to  the  collection,  the 
storage,  the  use  and  the  dissemination  of  personal  information,  and  I 
hope  that  the  Senator  from  Connecticut  will  not  press  his  amend- 
ment for  that  reason. 

I  do  not  want  to  jeopardize  this  bill.  I  think  we  have  got  a  good  bill 
here. 

I  am  going  to  introduce  in  a  few  days  a  bill  encompassing  some  of 
the  election  reforms  recommended  by  the  Senate  Select  Committee 
on  Presidential  Campaign  Activities  which  have  not  been  enacted 
into  law,  and  I  think  the  Senator's  amendment  would  be  quite  appro- 
priate for  consideration  in  connection  with  that  legislation. 

I  will  cease  to  be  chairman  of  the  Government  Operations  Com- 
mittee on  the  expiration  of  my  present  term  in  the  Senate.  I  trust, 
according  to  all  the  precedents,  that  my  colleague,  the  distinguished 
Senator  from  Connecticut  (Mr.  Ribicoff),  will  be  my  successor.  I  hope 
that  he  can  give  the  Senator  assurance  that  it  would  be  considered, 
either  in  the  introduction  of  legislation  to  implement  the  recommenda- 
tions of  the  Senate  select  committee  or  as  an  independent  bill. 

I  hope  that  the  Senator  from  Connecticut  (Mr.  Weicker)  will  not 
press  his  amendment  because  it  might  jeopardize  this  particular  bill 
which  is  restricted  in  its  nature  to  Government  action  rather  than 
action  of  individuals. 

I  want  to  thank  the  distinguished  Senator  from  Connecticut  (Mr. 
Weicker)  for  his  most  gracious  and  generous  remarks  that  he  made 
concerning  my  activities  as  a  Member  of  the  Senate. 

Ever  since  he  came  to  the  Senate,  he  has  had  offices  across  the  hall 
from  my  offices,  and  T  have  had  very  many  contacts  with  him. 

I  do  not  know  any  Senator  who  has  ever  rendered  more  intelligent 
and  more  courageous  service  in  any  particular  field  than  the  Senator 
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from  Connecticut  (Mr.  Weicker)  rendered  to  this  country  and  to  this 
Senate  as  a  member  oi  the  Senate  Belect  committee.  I  cannot  pay  him 

too  high  a  tribute  for  his  intelligent  ami  courageous  actions  in  that 
respect. 
Mr.  Weicker.  I  thank  the  Senator. 

Mr.  lvir.unrr.    I   have  been  apprised  of  the  colloquy  between   the 
Senator  from  North  Carolina,  the  chairman   of  the  Government 
Operations  Committee,  and  my  esteemed  colleague  from  Connect 
Senator  Weicker. 

First,  I  can  only  make  assurances,  subject  to  tin-  Senate  naming 
to  succeed  our  esteemed  chairman,  Mr.  Krvin,  chairman  oi"  the  Govern** 
ment  Operations  Committee. 

But  should  I  be  designated  as  chairman  of  the  Government  Opera- 
tions Committee  when  Ave  meet  in  session  next  year.  I  assure  my  col- 
league from  Connecticut  that  in  connection  with  the  bearings  on 
Krvin  bill,  which  is  an  outgrowth  of  the  important  reforms  Bugg< 
by  the  Select  Committee  on  Presidential  Campaign  Activities,  1  would 
also  believe  it  appropriate  to  have  hearings  on  the  proposal  of  my 
colleague  from  the  State  of  Connect  Lcut. 

I  would  assure  him  that,  in  conjunction  with  the  hearings  on  the 
Ervin  bill,  we  could  proceed  with  hearings  on  the  Weicker  bill  and 
adopt  it,  if  the  committee  so  agrees,  Mr.  AVeicker. 

Mr.  Weicker.  I  thank  my  colleague. 

Mr.  Bayii.  Mr.  President,  will  the  Senator  from  Connecticut  (Mr. 
Weicker)  yield  to  the  Senator  from  Indiana  ? 

Mr.  Weicker.  Yes. 

Mr.  Bayh.  I  listened  with  a  great  deal  of  interest  to  what  I  thought 
was  a  very  eloquent,  appropriate,  and  on-the-mark  assessment  of  the 
validity  behind  the  amendment  of  my  distinguished  friend  and  col- 
league, the  Senator  from  Connecticut. 

This  is  very  much  along  the  same  lines  of  a  measure  introduced  by 
the  Senator  from  Indiana  some  time  ago,  and  I  would  like  to  sug 
to  my  other  distinguished  colleague,  the  Senator  from  Connecticut, 
that  if  we  are  exploring  that  situation  next  year,  which  I  certainly 
hope  we  will,  we  look  at  the  need  to  broaden  disclosure  beyond  the  cur- 
rent boundary  lines  as  well  as  examining  our  measure  suggested  by 
our  distinguished  colleague  from  Connecticut. 

As  the  Senate  may  recall,  we  had  a  very  difficult  battle  on  this  floor 
relative  to  the  merits  of  a  certain  Supreme  Court  judge.  One  of  the 
significant  aspects  of  that  debate,  and  one  of  the  issues  which  I  feel  we 
did  not  agree  upon,  was  a  conflict  of  interest  that  concerned  many  of 
us  and  led  to  his  not  being  confirmed  by  the  Senate. 

At  that  time,  it  seemed  to  me  that  we  should  deal  with  judicial  con- 
flicts of  interests  as  well  as  in  the  legislative  and  executive  branch.es. 
So  I  would  suggest  that  in  looking  into  this,  we  include  the  importance 
of  disclosure  with  regard  to  judicial  conflicts  of  interest,  as  to  their 
propriety  or  appearance  of  propriety,  and  that  we  also  explore  lower- 
ing that  dollar  figure  down  to  $1,800.  We  have  a  number  of  people 
on  our  staffs  and  in  executive  positions  who  are  making  decisions 
behind  closed  doors,  away  from  public  assessment  and  disclosure  to 
our  constituents  generally,  who  have,  perhaps,  as  much  influence  in 
making  decisions  as  some  of  the  rest  of  us  who  are  in  the  limelight  all 
the  time. 
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So  I  want  to  compliment  my  distinguished  colleague,  the  Senator 
from  Connecticut,  and  I  would  like  to  join  with  him  and  ask  him  to 
join  with  me  in  studying  this. 

I  also  hope  that  my  other  friend  and  colleague,  the  Senator  from 
Connecticut,  who  has  been  here  now  for  12  long  years  with  the  Sei 
from  Indiana,  will  start  the  13th  by  exploring  the  wry  important 
aspects  of  putting  it  all  on  top  of  the  table  and  letting  our  consl  it  uents 
then  judge  whether  this  really  is  a  conflict  of  interest. 

Mr.  Ribicoff.  May  I  respond  to  my  distinguished  colleague  from 
Indiana  that  should  such  a  proposal  be  included  in  the  bill  to  be 
sented  by  the  Senator  from  Connecticut  or  by  the  Senator  from  In- 
diana, and  it  is  referred  to  the  Government  Operations  Committee,  we 
could  certainly  explore  through  hearings  the  proposal  of  the  Sen 
from  Indiana  at  the  same  time.  I  would  certainly  so  assure  the  Senator 
from  Indiana. 

Mr.  Weicker.  Mr.  President,  I  certainly  accept  the  assurances  of  my 
distinguished  colleague  from  Connecticut  and  the  Senator  from  North 
Carolina. 

Mr.  Percy.  And  the  Senator  from  Illinois,  as  ranking  minority 
member,  would  like  to  join  in  assuring  the  Senator  from  Connecticut 
that  hearing  will  be  held. 

Mr.  Weicker.  Mr.  President,  under  those  circumstances,  admittedly 
it  is  certainly  less  than  germane.  You  see,  the  last  time  the  amendment 
was  offered  it  was  on  a  Dill  which  it  was  said  was  not  germane  either, 
so  I  thought  we  might  try  something  that  was  less  than  germane  to 
have  it  become  law. 

I  know  that  we  will  have  hearings  and  believe  me,  it  would  certainly 
enhance  the  image  of  this  body.  The  eyes  of  the  American  people 
should  be  addressed  to  this  separate  subject,  and  legislation  Should  be 
enacted  right  away.  With  those  remarks,  I  ask  that  the  amendment 
which  I  have  offered  be  withdrawn. 

The  Presiding  Officer  (Mr.  Helms) .  The  Senator  has  the  right  to 
withdraw  his  amendment. 

Mr.  Ervix.  Mr.  President,  I  ask  for  the  yeas  and  the  nays  on  final 
passage. 

The  Presidixg  Officer.  Is  there  a  sufficient  second  ? 

The  yeas  and  the  nays  were  ordered. 

Mr.  Weicker.  Mr.  President,  I  send  an  amendment  to  the  desk. 

The  Presiding  Officer.  The  clerk  will  report  the  amendment. 

The  second  assistant  legislative  clerk  read  as  follows : 

On  page  43,  line  2,  strike  the  (  ; )  and  insert  the  following : 
,  provided  such  personal  information  is  transferred  or  disseminated  in  a  form 
not  individually  identifiable." 

On  page  47,  line  23,  strike  the  (-)  and  insert  the  following  : 

",  provided  such  personal  information  is  transferred  or  disseminated  in  a  form 
not  individually  identifiable." 

Mr.  Ervix.  Mr.  President,  the  amendment  referred  to  by  the  Sena- 
tor from  Connecticut  is  meritorious  and  I  hope  the  Senate  will  adopt 
it. 

Mr.  Weicker.  I  thank  the  Senator  from  North  Carolina.  What 
this  does  is  attack  the  confidentiality  of  our  income  tax  returns.  It  is 
as  simple  as  that.  With  my  amendment — the  relevant  information  is 
available.  However,  as  far  as  the  individual  return  and  idenl  ity  of  the 
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return  is  concerned,  no,  it  is  not  available  to  the  Census  Bureau,  and 
should  not  be.  I  am  delighted  my  amendment  is  acceptable  to  the  Sen- 
ator from  North  Carolina. 

I  hope  we  can  get  the  point  home  to  the  people  downtown.  I  file  my 
tax  return  for  the  purposes  of  collection  of  taxes  and  nothing  else. 

This  amendment  does  that.  The  generalized  information  is  available, 
but  not  the  specific  return. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  amend- 
ment of  the  Senator  from  Connecticut. 

The  amendment  was  agreed  to. 

The  Presiding  Officer.  The  bill  is  open  to  further  amendment. 

Mr.  Bath.  Mr.  President,  a  parliamentary  inquiry. 

The  Presiding  Officer.  The  Senator  will  state  it. 

Mr.  Bath.  Mr.  President,  we  are  not  operating  under  controlled 
time  1 

The  Presiding  Officer.  That  is  correct. 

Mr.  Bayh.  Mr.  President.  I  would  like  to  add  my  word  of  com- 
mendation to  the  distinguished  Senator  from  North  Carolina  for  the 
significant  contribution  he  has  made  as  represented  here  in  this  bill. 

J  would  like  to  go  further,  if  I  might,  as  one  who  has  had  the  good 
fortune  of  sitting  with  him  as  a  member  of  the  Constitutional  Eights 
Subcommittee  for  a  number  of  years,  to  suggest  that  the  product  of 
this  bill  is  like  one  acorn  in  the  forest  compared  to  the  hours  of  work 
contributed  by  our  distinguished  friend  from  North  Carolina. 

My  friend  from  North  Carolina  and  I  have  not  always  agreed  on 
issues  that  have  been  before  this  body,  but  I  must  say  it  has  been  like  a 
breath  of  fresh  air  for  some  of  us  who  believe  that  the  first  10  amend- 
ments of  the  Constitution  are  as  absolutely  indispensable  today  as 
when  they  were  introduced  long  ago,  to  see  a  champion  like  the  distin- 
guished Senator  from  North  Carolina  stand  up  and  lead  the  charge  in 
defending  these  rights  from  attack. 

I  must  say,  I  have  a  lump  in  my  throat,  if  I  might  say  it  as  unemo- 
tionally as  I  know  how,  to  think  of  the  void  that  will  exist  when  he- 
lea  ves  the  Congress. 

I  suppose  most  of  us  here  are  dedicated  to  the  principles  of  the  Rill 
of  Rights,  but  I  know  of  no  other  person  who  has  had  a  greater  feel  for 
the  indispcnsability  of  these  amendments  and  a  willingness  to  put  the 
work  and  the  effort  behind  that  dedication.  I  just  cannot  thank  him 
enough. 

He  has  been  more  prominently  on  the  national  scene  as  a  result  of 
his  work  in  the  Watergate  hearings,  and  we  owe  him  a  debt  for  that, 
but  I  think  perhaps  an  even  greater  debt  goes  to  the  effort  he  has  been 
leading  a  long  time  before  anybody  heard  of  Watergate. 

I  think  if  this  Nation  and'tmVbody  had  listened  to  what  the  Sena- 
tor from  North  Carolina  was  trying  to  say  over  the  years,  and  cer- 
tainly if  the  Department  of  Justice  and  some  of  those  folks  who  suc- 
cumbed to  temptation  down  at  the  White  House  had  listened  to  what 
he  was  trying  to  say.  there  would  never  have  been  a  Watergate. 

Now,  may  I  ask  my  distinguished  colleague  from  North  Carolina 
if  he  would  care  to  give  us  his  opinion,  for  the  record,  relative  to  the 
importance  of  the  Committee  on  the  Judiciary  continuing  to  explore 
any  violations  of  our  individual  rights,  privacy,  and  the  area  of  per- 
sonal information  systems  and  data  bank-  i 
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I  note  this  is  a  joint  effort  of  governmental  operations  and  the  Judi- 
ciary Subcommittee  of  which  he  was  chairman. 

I  would  not,  by  default,  want  the  Judiciary  Committee,  which  he 
served  so  faithfully  through  the  years  and  which  was  moving  in  this 
area,  to  lose  jurisdiction  or  the  opportunity  to  continue  the  vigilance 
he  established  at  quite  a  high  level. 

Mr.  Ervin.  Mr.  President,  first  I  want  to  thank  my  good  friend  from 
Indiana  for  his  most  generous  and  gracious  remarks. 

I  also  want  to  say  that  while  he  and  I  have  differed  at  times  on  cer- 
tain issues,  that  we  have  never  disagreed  about  the  value  of  the  Bill  of 
Rights  as  a  guarantee  of  the  freedom  of  all  Americans. 

On  all  occasions  when  I  have  been  fighting  for  the  Bill  of  Rights, 
he  has  been  by  my  side. 

The  Government  Operations  Committee  had  jurisdiction  of  this 
particular  bill  because  it  does  affect  the  structure  of  the  Government 
in  that  it  creates  a  Federal  Privacy  Board. 

I  recognize  also  in  the  sense  that  the  Judiciary  Committee,  through 
its  Subcommittee  on  Constitutional  Rights,  had  a  concrete  jurisdiction 
because  this  involves  some  of  the  basic  constitutional  rights  of  Amer- 
icans. 

I  do  not  think  passage  of  this  bill  will  alter  in  any  way  the  provi- 
sions of  the  rules  which  give  the  Subcommittee  on  Constitutional 
Rights  as  part  of  the  Judiciary  Committee  jurisdiction  to  investigate 
and  initiate  legislation  dealing  with  constitutional  rights  in  the  field 
of  privacy  or  any  other  field  where  they  exist. 

Mr.  Bath.  I  appreciate  the  Senator's  assessment  in  this  area. 

Might  I  also  ask  him  to  give  us  the  benefit  of  his  thoughts  or  feeling 
in  some  additional  areas.  I  understand  there  are  restrictions  between 
what  we  might  like  to  accomplish  and  what  we  feel  we  have  51  votes 
for.  One  of  the  concerns  that  the  Senator  from  Indiana  had  addressed 
in  other  legislation  is  the  existence  of  other  kinds  of  information- 
gathering  s}Tstems  that  are  now  under  the  jurisdiction  of  State  or  local 
governments,  or  indeed  in  the  private  sector  with  particular  concern 
expressed  about  the  credit  rating  business.  Could  the  Senator  give  us 
his  thoughts  on  this? 

Mr.  Ervin.  Well,  the  Government  Operations  Committee  and  the 
Subcommittee  on  Constitutional  Rights  agreed  to  restrict  the  provi- 
sions of  this  bill  very  narrowly  and  to  make  it  apply  primarily  to  the 
information-gathering  activities  affecting  an  individual  on  the  part 
of  the  Federal  agencies. 

We  originally  did  have  provision  to  apply  it  to  the  States,  but 
there  was  some  considerable  opposition  to  it.  As  a  pragmatic  matter 
we  restricted  coverage  of  the  bill,  as  far  as  States  are  concerned,  to 
a  study  of  State  agencies.  The  provisions  of  the  bill  do  apply  to  a 
State  agency  which  is  created  by  a  grant  or  contract  with  the  Federal 
agency  where  it  sets  up  a  computer  system.  Otherwise,  it  does  not 
apply  to  States. 

We  also  restricted  its  application  insofar  as  individuals'  private  af- 
fairs are  concerned  for  the  pragmatic  reason  we  felt  that  if  we  tried  to 
deal  with  the  whole  subject  in  one  bill,  we  would  be  inviting  consider- 
able opposition. 

I  agree  with  the  Senator  from  Indiana  that  it  is  a  very  serious  ques- 
tion which  arises  as  to  the  privacy  of  Americans  by  the  activities  of 
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credit  corporations  and  that  there  should  be  some  Legislation  in  the 
Federal  held  to  safeguard  the  individual's  right  of  privacy  in  respect 
!-•  such  credit  organizations  and  similar  organizations  engaged  in 
commercial  busim 

Mr.    Bath.    I   certainly  appreciate  the  Senator's  thoughts  on  this. 
M  'edit  I  ask  him  to  give  his  attenl  ion  to  one  ot  her  area  \ 
I  am  quite  concerned  about  the  exemption  clause  in  section  203,  sub- 
ions  (a)  and  (b).  I  am  concerned  because  whenever  yon  set  up  an 
exempt  ion,  the  question  is  how  broad  is  the  exemption. 

A.s  the  Senator  from  Indiana  reads  this,  we  are  talking  specifically 
abouf  national  defense  and  foreign  policy,  and  intelligence  and  in* 
\  est  igation  in  format  ion. 

Does  the  Senator  suggest  that  this  should  be  narrowly  defined,  par- 
ticularly when  we  look  at  foreign  policy?  It  is  a  rather  broad  con- 
struction that  could  be  interpreted  from  this  exempt  ion. 

Mr.  Erven.  I  think  that  "national  security1'  embraces  foreign 
policy  in  a  sense.  There  is  an  executive  order  which  says  that  national 
security  embraces  only  two  things:  our  national  defense,  that  is.  our 
defense  posture,  our  armed  services  and  plans  in  that  connection:  and 
our  sensitive  dealings  with  foreign  countries. 

1  think  that  the  first  one  of  these  exemptions  would  include  those 
things. 

While  the  bill  does  allow  the  head  of  an  agency  engaged  in  investi- 
gatory work  for  criminal  law  enforcement  purposes  to  exempt  the 
agency  if  he  finds  the  provisions  regulating  the  dissemination  of  these 
records,  and  so  on.  of  individuals  would  impede  the  accomplishment 
of  his  department's  professional  duties  or  statutory  duties. 

T  think  those  are  narrow  restrictions.  I  think  they  are  essential  if 
we  are  going  to  got  a  bill  that  will  command  the  majority  of  both 
1  [ouses  of  Congress,  and  one  that  will  be  signed  into  law  by  the  Presi- 
dent. We  have  to  take  those  practical  considerations  into  effect. 

Also.  I  would  doubt  the  advisability  of  Congress'  creating  a  new 
agency  and  giving  it  some  jurisdiction  to  veto  the  action  of  long-estab- 
lished law  enforcement  agencies. 

Mr.  Bath.  My  concern,  as  I  am  sure  the  Senator  from  North  Caro- 
lina understands,  is  based  on  the  fact  that  it  is  some  of  those  agencies 
that  have  been  the  primary  culprits  in  violating  these  rights  which 
he  cherishes  and  lias  done  so  much  to  protect  in  the  past. 

Mi-.  Ervix.  Yes.  Of  course,  that  is  otie  trouble:  whenever  power  is 
lodged,  it  is  always  subject  to  be  abused.  But  you  have  to  lodge  power 
somewhere  in  order  to  <ref  things  done. 

Mr.  Bath.  In  talking  about  national  defense  and  foreign  policy, 
and  in  talking  about  intelligence  and  investigative  information,  is  it 
the  Senators  assessment  that  we  are  talking  about  three  agency  heads 
there,  or  three  general  departments? 

Mr.  Kkvix.  The  FBI.  in  the  first  place.  Also,  the  Secret  Service. 
Also,  the  Customs  people  who  have  certain  law  enforcement  powers. 
( Generally,  you  would  have  the  CIA  also. 

However,  we  offered  an  amendment  which  was  adopted  and  which 
only  requires  the  CIA  to  make  reports  to  the  Commission  with  respect 
to  it-  intallations  and  does  not  require  them  to  divulge  information. 
When  they  stay  within  their  field,  as  they  apparently  did  not  do  in 
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the  case  of  Chile,  they  are  concerned  solely  with  national  security  in 
foreign  areas. 

Mr.  Bath.  I  assume  we  are  also  talking  about  the  Secretary  of  De- 
fense ?  And  the  Secretary  of  State,  perhaps  '. 

Mr.  Ervin.  Yes,  to  a  limited  degree,  where  he  is  engaged  in  enforc- 
ing military  law. 

Mr.  Bath.  What  concerns  me  is  that  it  could  not  be  a  reasonable  in- 
terpretation that,  for  example,  the  Secretary  of  Agriculture  or  some- 
body dealing  with  Public  Law  480  which  affects  our  foreign  policy. 
or  the  Secretary  of  Commerce,  which,  in  some  instances,  would  also 
be  a  fleeting  our  foreign  policy,  to  be  able  to  utilize  these  two  exemp- 
tions as  a  way  to  get  themselves  out  from  under  the  restrictions  of  this 
legislation. 

Mr.  Ervin.  I  do  not  think  it  would  bother  anybody  except  those 
engaged  in  investigative  work  either  to  protect  national  security  or  the 
enforcement  of  the  criminal  laws.  That  is  not  the  function  of  the  De- 
partment of  Agriculture. 

Mr.  Bayti.  I  share  that  belief,  but  I  think  it  makes  a  lot  more  sense 
and  makes  better  legislative  history  coming  from  my  distinguished 
friend  from  North  Carolina. 

One  last  question :  In  subsection  (c)  on  page  45,  where  we  talk  about 
a  determination  to  exempt  any  such  system,  and  go  on  and  talk  about 
the  head  of  any  such  agency  on  line  23,  are  we  talking  specifically 
and  only  about  those  agencies  covered  in  subsections  (a)   and   (b)  ? 

Mr.  Ervin.  That  is  right. 

The  word  "such"  there  is  just  like  we  lawyers  so  frequently  say 
the  said  agencies  or  aforesaid  agencies  specified  in  those  two  preceding 
sections. 

Mr.  Bayh.  I  appreciate  the  patience  of  my  good  friend  as  well  as 
his  great  contribution. 

Mr.  Ervin.  Thank  you  very  much. 

amendment  by  senator  biden 

Mr.  Biden.  Mr.  President,  I  send  an  amendment  to  the  desk  and 
ask  for  its  immediate  consideration.  I  understand  that  both  the  ma- 
jority and  minority  members  have  agreed  to  this  amendment. 

The  Preseoing  Officer.  The  amendment  will  be  stated. 

The  legislative  clerk  read  as  follows : 

On  page  22,  line  17,  insert  the  following  new  section  : 

"h(l)  Whenever  the  Commission  submits  any  budget  estimate  or  request  to 
the  President  or  the  Office  of  Management  and  Budget,  it  shall  concurrently 
transmit  a  copy  of  that  request  to  Congress. 

(2)  Whenever  the  Commission  submits  any  legislative  recommendations,  or 
testimony,  or  comments  on  legislation  to  the  President  or  Office  of  Management 
and  Budget,  it  shall  concurrently  transmit  a  copy  thereof  to  the  Congress.  No 
officer  or  agency  of  the  United  States  shall  have  any  authority  to  require  the 
Commission  to  submit  its  legislative  recommendations,  or  testimony,  or  com- 
ments on  legislation,  to  any  officer  or  agency  of  the  United  States  for  approval, 
comments,  or  review,  prior  to  the  submission  of  such  recommendations,  testi- 
mony, or  comments  to  the  Congress." 

Mr.  Biden.  Mr.  President,  the  amendment  I  have  offered  would 
help  to  insure  that  the  Privacy  Protection  Commission  which  would 
be  established  by  this  bill.  Would  truly  be  an  independent  regulatory 


y.  The  amendment  would  require  that  the  Commission  submit  to 
virtually  every  communication  it  h  h  the 

President  or  tlie  Office  of  Management  and  Budget  in  regard  to 
budgetary  or  policy  matters. 

Fui  re,  wheu  the  Commission  offered  Legislative  recommenda- 

to  Congress,  neither  the  President,  die  Office  of  Management 
and  Budget  nor  any  other  Federal  agency  or  officer — could  require 
thai  the  Commission  clear  its  remarks  with  them  fir- 
Mr.  President,  as  events  of  the  last  2  years  have  indicated,  we  can 
ill-afford  to  allow  the  executive  branch  to  control  our  supposedly 
independent  agencies. 

These  agencies  are  instruments  not  only  of  the  executive,  but  also  of 
rress.  This  amendment  will  allow  Congress  to  act  as  a  watch- 
dog to  determine  that  it  receives  the  agencys'  views  as  to  policy  and 
budget,  not  the  executive's.  In  other  words,  we  will  be  able  to  deter- 
mine for  ourselves  not  only  the  needs  of  the  Commisison,  but  its  ad- 
vice and  its  problems. 

Furthermore,  by  playing  this  watchdog  role,  perhaps  we  can  cur- 
tail the  common  practice  of  an  agency  submitting  an  overly  large 
budget  knowing  full  well  that  the  Office  of  Management  and  Budget 
would  cut  it. 

This  an  l1  would  not  only  allow  us  to  scrutinize  the  actions 

of  the  Executive  regard  to  the  Commission,  but  to  also  scrutinize  the 
act  ions  of  the  Commission  itself. 

In  1972.  an  identical  provision  was  enacted  as  part  of  the  legisla- 
tion creating  the  Consumer  Product  Safety  Commission.  The  provi- 
sion has  apparently  proved  to  be  very  effective.  For  the  first  time,  dis- 
cussions between  the  budget  office  and  a  regulatory  agency  have  been 
transmitted  to  Congress.  Since  we  must  vote  on  the  appropriations 
for  such  agencies,  it  seems  only  natural  that  we  be  able  to  see  budget. 
estimates  from  the  agencies  themselves,  not  after  they  have  been  sifted 
through  the  executive  branch. 

Mr.  President,  in  this  Congress  we  have  taken  great  strides  toward 
reasserting  our  control  over  such  things  as  the  budget.  We  have  at- 
'  ted  to  assure  that  the  three  branches  of  Government  are  truly 
coequal.  My  amendment  to  this  bill  would  be  one  more  step  in  that 
direction. 

Mr.  Ervix.  Mr.  President,  as  I  understand,  this  amendment  merely 
requires  the  Privacy  Board  to  be  created  by  this  legislation  to  file 
with  the  Congress  its  budget  at  the  same  time  it  files  its  budget  re- 
quest with  the  President.  I  think  it  is  a  wholesome,  meritorious  amend- 
ment. I  hope  the  Senate  will  adopt  it. 

Mr.  Bbden.  Everybody  has  been  complimentary  to  the  Senator  from 
North  Carolina.  I  would  like  to  add  my  compliments,  though  I  have 
not  shared  any  lengthy  amount  of  time  with  him  in  the  Senate. 

I  compliment  him  on  one  thing  that  has  been  in  short  supply  here — 
consistency. 

T  yield  the  floor. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  amend- 
r  of  the  Senator  from  Delaware. 

The  amendment  was  agreed  to. 

The  Presiding  Officer.  The  bill  is  open  to  further  amendment. 
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Mr.  Ervin.  Mr.  President,  I  would  like  to  ask  to  be  printed  in 
the  Record  at  this  point  the  marked  portions  of  the  committee  i 
as  marked  by  me  from  page  4  through  page  14,  which  shows  why  we 
need  this  legislation. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 

There  being  no  objection,  the  excerpt  was  ordered  to  be  printed  in 
the  Record,  as  follows : 

Committee  Oversight 

These  hearings  continued  the  oversight  by  the  Government  Operations  Com- 
mittee of  the  development  and  proper  management  of  automated  data  proa 
in  the  Federal  Government  and  its  concern  for  the  effect  of  Federal-State 
tions  of  national  and  intergovernmetal  data  systems  involving  electronic  and 
manual  transmissions,  sharing,  and  distribution  of  personal  information  about 
citizens. 

Senator  Ervin  announced  the  joint  hearings  as  Chairman  of  both  subcom- 
mittees, in  a  Senate  speech  on  June  11  in  which  he  summarized  the  issues  and 
described  some  of  the  complaints  from  citizens  which  have  been  received  by 
Members  of  Congress,  as  follows  : 

"It  is  a  rare  person  who  has  escaped  the  quest  of  modern  government  for 
information.  Complaints  which  have  come  to  the  Constitutional  Rights  Sub- 
committee and  to  Congress  over  the  course  of  several  administrations  show 
that  this  is  a  bipartisan  issue  which  effects  people  in  all  walks  of  life.  The 
complaints  have  shown  that  despite  our  reverence  for  the  constitutional  prin- 
ciples of  limited  Government  and  freedom  of  the  individual,  Government  is  in 
danger  of  tilting  the  scales  against  those  concepts  by  means  of  its  information- 
gathering  tactics  and  its  technical  capacity  to  store  and  distribute  information. 
When  this  quite  natural  tendency  of  Government  to  acquire  and  keep  and  share 
information  about  citizens  is  enhanced  by  computer  technology  and  when  it  is 
subjected  to  the  unrestrained  motives  of  countless  political  administrators,  the 
resulting  threat  to  individual  privacy  make  it  necessary  for  Congress  to  re- 
affirm the  principle  of  limited,  responsive  Government  on  behalf  of  freedom. 

"The  complaints  show  that  many  Americans  are  more  concerned  than  ever 
before  about  what  might  be  in  their  records  because  Government  has  abused,  and 
may  abuse,  its  powers  to  investigate  and  store  information. 

"They  are  concerned  about  the  transfer  of  information  from  data  bank  to 
data  bank  and  black  list  to  black  list  because  they  have  seen  instances  of  it. 

"They  are  concerned  about  intrusive  statistical  questionnaires  backed  by  the 
sanctions  of  criminal  law  or  the  threat  of  it  because  they  have  been  subject  to 
these  practices  over  a  numbers  of  years." 

S.  3418  provides  an  "Information  Bill  of  Rights"  for  citizens  and  a  "Code  of 
Fair  Information  Practices"  for  departments  and  agencies  of  the  executive 
branch. 

Testimony  and  statements  were  received  from  Members  of  Congress  who  have 
sponsored  legislation  and  conducted  investigations  into  complaints  from  citizens : 
from  Federal,  State,  and  local  officials  including  representatives  of  the  Admin- 
istration and  certain  departments  and  agencies,  the  Domestic  Council  Commit- 
tee on  Right  to  Privacy,  the  Commerce  Department,  Bureau  of  the  Census.  Na- 
tional Bureau  of  Standards,  the  General  Services  Administration,  the  Office  of 
Telecommunications  Policy;  the  National  Governors  Conference,  the  Na 
Legislative  Conference,  the  National  Association  for  State  Information  Systems, 
and  the  Government  Management  Information  Sciences.  Many  in  '  orga- 

nizations and  individuals  with  expert  knowledge  of  the  subjeel  advised  the  Com- 
mittee. These  included  the  former  Secretary  of  Health,  Education,  and  Welfare, 
Eliot  Richardson,  authors  of  major  studies,  experts  in  computer  te  .  con- 

stitutional law,  and  public  administration,  the  American  Civil  Liberti  -  Union, 
Liberty  Lobby,  the  National  Committee  for  Citizens  in  Education,  the  Ajnerican 
Society  of  Newspaper  Editors,  and  others. 

The  provisions  of  the  bill  as  reported,  reflect  the  bill  as  introduced!,  with  revi- 
sions based  on  testimony  of  witnesses  at  hearings,  consultations  with  experts  in 
privacy,  computer  technology,  and  law.  representatives  of  Federal  agencies  and 
of  many  private  organizations  and  businesses,  as  well  as  the  staffs  <*!'  a  numb<  r 
of  congressional  committees  engaged  in  investigations  related  to  privacy  and  gov- 
ernmental information  systems. 
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The  Committee  finds  thai  the  need  for  enactment  of  these  provisions  \a  sup- 
ported by  tin1  Investigations  and  recommendations  of  numerous  congressional 
committees,  reports  of  bar  associations,  and  other  organizations,  and  conclusions 
of  governmental  study  commissions. 

To  cite  only  a  few,  there  are : 

Earlier  studios  of  computers  and  Information  technology  by  the  Senate  Com- 
mittee on  Government  Operations  and  the  current  hearings  and  studies  relating 
to  s.  3418; 

The  hearings  and  studios  on  computers,  data  banks  and  the  bill  of  rights  and 
other  Investigations  of  privacy  violations  before  the  Constitutional  Bights  Sub- 
committee ; 

The  hearings  and  studies  of  computer  privacy  and  government  information- 
gathering  before  the  Judiciary  Administrative  Practices  Subcommittee; 

The  hearings  On  insurance  industries  and  other  data  banks  before  the  Judici- 
ary Antitrust  Subcommittee: 

The  hearings  on  abuses  In  the  credit  reporting  industries  and  on  protection  of 
hank  records  before  the  Senate  Banking.  Housing  and  Urban  Affairs  Committee; 

Investigations  over  many  years  by  the  House  Government  Operations  Com- 
mittee: and 

Finally,  there  are  many  revelations  during  the  hearings  before  the  Select  Com- 
mittee on  Watergate  of  improper  access,  transfer  and  disclosure  of  personal  files 
and  of  unconstitutional,  illegal  or  improper  investigation  of  and  collection  of 
personal  information  on  individuals. 

Particularly  supportive  of  the  principles  and  purposes  of  S.  3418  are  the  fol- 
lowing reports  sponsored  by  Government,  agencies: 

1.  "Legal  Aspects  of  Computerized  Information  Systems"  by  the  Committee 
on  Scientific  and  Technical  Information,  Federal  Council  of  Science  and  Tech- 
nology, 1072. 

2.  "Records,  Computers  and  the  Rights  of  Citizens",  Report  of  the  Secretary's 
Advisory  Committee  on  Automated  Personal  Data  Systems,  Department  of 
Health.  Education,  and  Welfare,  July  1973. 

3.  "Databanks  in  a  Free  Society,  Computers,  Record-Keeping  and  Privacy", 
of  the  Computer  Science  and  Engineering  Board,  National  Academy  of  Sciences, 
by  Alan  F.  Westin  and  Michael  Baker. 

4.  Technical  Reports  by  Project  Search  Law  Enforcement  x\ssistance  Admin- 
istration. Department  of  Justice. 

5.  A  draft  study  by  the  Administrative  Conference  of  the  United  States  on 
Interagency  Transfers  of  Information. 

6.  Report  by  the  National  Governors  Conference. 

7.  Reports  by  international  study  bodies. 

The  ad  hoc  subcommittee  has  initiated  two  surveys  of  the  Governors  and  of 
the  attorneys  general  of  the  States  which  are  producing  responses  supportive  of 
congressional  legislation  on  privacy  and  Federal  computers  and  information 
technology.  They  also  reveal  strong  efforts  in  State  and  local  governments  to 
enact  similar  or  stronger  legislation  to  protect  privacy. 

The  need*  for  the  bill  is  also  evident  from  the  sample  of  legal  literature  and 
public  administration  articles  and  press  articles  reprinted  in  the  appendix  of  the 
subcommittee  hearings. 

Finally,  there  are  the  complaints  of  information  abuses  received  by  many 
Members  of  Congress  and  diligently  investigated  by  each  of  them. 

Dr.  Alan  F.  Westin,  director  of  the  1972  National  Academy  of  Sciences  Proj- 
ect, reported  that  the  study  suggested  "six  major  areas  of  priority  for  public 
action  :  laws  to  give  individuals  a  right  of  notice,  access,  and  challenge  to  virtual- 
ly every  file  held  by  local,  State,  and  national  government,  and  most  private 
record  systems  as  well;  promulgation  of  clearer  rules  for  data-sharing  and  data- 
restriction  than  we  now  have  in  most  important  personal  data  files;  rules  to 
limit  the  collection  of  unnecessary  and  overbroad  personal  data  by  any  organiza- 
tion :  increased  work  by  the  computer  industry  and  professionals  on  security 
measures  to  make  it  possible  for  organizations  to  keep  their  promises  of  con- 
fidentiality: limitations  on  the  current,  unregulated  use  of  the  Social  Security 
Dumber;  and  the  development  of  independent,  'information-trust'  agencies  to 
hold  especially  sensitive  personal  data,  rather  than  allowing  these  data  to  be  held 
automatically  by  existing  agencies." 

Witnesses  cited  the  failure  of  legislation  and  judicial  decisions  to  keep  pace 
with  the  growing  efficiency  of  data  usag?  by  promulgating  clear  standards  for 
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data  collection,  data  exchange,  and  individual  access  rights.  Similarly,  many 
other  witnesses  hefore  Congress  agreed  with  his  judgment  that  the  mid-1970's  is 
precisely  the  moment  when  such  standards  need  to  be  denned  and  Installed  if  the 

managers  of  large  data  systems,  and  the  specialists  of  the  computer  industry,  are 
to  have  tiie  necessary  policy  guidelines  around  which  to  engineer  the  new  data 
systems  that  are  being  designed  and  implemented. 

Dr.  Westin  cautioned : 

"To  delay  congressional  action  in  1974-75,  therefore,  is  to  assure  that  a  large 
number  of  major  data  systems  will  be  built,  and  other  existing  computerized 
systems  expanded,  in  ways  that  will  make  it  extremely  costly  to  alter  the  soft- 
ware, change  the  file  structures,  or  reorganize  the  data  flows  to  respond  to 
national  standards.  And  beyond  the  money,  such  late  changes  threaten  to  jeopard- 
ize many  operations  in  vital  public  services  that  will  be  increasingly  based  on 
computerized  systems — national  health  insurance,  family  assistance  plans,  na- 
tional criminal-offender  records,  and  many  others.  In  fact,  these  systems  may 
become  so  large,  so  expensive,  and  so  vial  to  so  many  Americans  that  public 
opinion  will  be  put  to  a  terrible  choice — serious  interruption  of  services  or  instal- 
lation of  citizen-rights  measures." 

The  spread  of  the  data  bank  concept,  the  increasing  computerization  of  sensi- 
tive subject  areas  relating  to  people's  personal  lives  and  activities,  and  the  tend- 
ency of  government  to  put  information  technology  to  uses  detrimental  to  indi- 
vidual privacy  were  detailed  by  Professor  Arthur  Miller.  He  stated  : 

"Americans  today  are  scrutinized,  measured,  watched,  counted,  and  interro- 
gated by  more  governmental  agencies,  law  enforcement  officials,  social  scientists 
and  poll  takers  than  at  any  other  time  in  our  history.  Probably  in  no  Nation  on 
earth  is  as  much  individualized  information  collected,  recorded  and  disseminated 
as  in  the  United  States. 

"The  information  gathering  and  surveillance  activities  of  the  Federal  Govern- 
ment have  expanded  to  such  an  extent  that  they  are  becoming  a  threat  to  several 
of  every  American's  basic  rights,  the  rights  of  privacy,  speech,  assembly,  associa- 
tion, and  petition  of  the  Government. 

******* 

"I  think  if  one  reads  Orwell  and  Huxley  carefully,  one  realizes  that  "1984"  is 
a  state  of  mind.  In  the  past,  dictatorships  always  have  come  with  hobnailed 
boots  and  tanks  and  machineguns,  but  a  dictatorship  of  dossiers,  a  dictatorship  of 
data  banks  can  be  just  as  oppressive,  just  as  chilling  and  just  as  debilitating  on 
our  constitutional  protections.  I  think  it  is  this  fear  that  presents  the  greatest 
challenge  to  Congress  right  now." 

Professor  Miller  characterized  the  reported  bill  as  "a  major  step  in  developing 
a  rationale  regulatory  scheme  for  achieving  an  effective  balance  between  a  citizen 
and  the  Government  in  the  important  field  of  information  privacy.  The  creation  of 
a  Privacy  Protection  Commission  with  broad  power  of  investigation,  reporting, 
and  suasion  seems  to  me  to  be  an  effective  way  of  developing  policy  in  this  rapidly 
changing  environment.  Also  worthy  of  enthusiastic  support  is  Title  II  of  the  pro- 
posed legislation.  We  simply  cannot  allow  more  time  to  pass  without  developing 
standards  of  care  with  regard  to  the  gathering  and  handling  of  personal  informa- 
tion. In  that  regard,  S.  3418  goes  a  long  way  to  establish  the  much  needed  infor- 
mation bill  of  rights." 

The  four-year  survey  by  the  Constitutional  Rights  Subcommittee,  intended  as 
an  aid  to  Congress  in  evaluating  pending  legislation,  demonstrates  the  need  for 
requiring  the  following  Congressional  action  : 

Explicit  statutory  authority  for  the  creation  of  each  data  bank,  as  well  as  prior 
examination  and  legislative  approval  of  all  decisions  to  computerize  files  ; 

Privacy  safeguards  built  into  the  increasingly  computerized  government  files 
as  they  are  developed,  rather  than  merely  attempting  to  supplement  existing 
systems  with  privacy  protections  ; 

Notification  of  subjects  that  personal  information  about  them  Is  stored  in  a 
Federal  data  bank  and  provision  of  realistic  opportunities  to  review  and  correct 
their  own  records  ; 

Constraints  on  interagency  exchange  of  personal  data  about  individuals  and 
the  creation  of  interagency  data  bank  cooperatives  : 

The  implementation  of  strict  security  precautions  to  protect  the  data  banks  and 
the  information  they  contain  from  unauthorized  or  illegal  access  :  and 

Continued  legislative  control  over  the  purposes,  contents  and  uses  of  govern- 
ment data  systems. 


HEW    REPORT 

Another  report  reflecting  major  provisions  of  s.  ::ns  is  that  rendered  by  the 
Secretary's  Advisory  Committee  on  Automated  Personal  Data  Systems  to  the 
>f  Health,  Education  and  Welfare.  Former  Secretary  Elliot  Richard- 
bod  described  their  findings  In  his  testimony. 

report  found  that  "concern  about  computer-based  record  keeping  usually 
centers  on  its  implications  for  personal  privacy,  and  understandably  so  if  privacy 
I  red  to  entail  control  by  an  individual  over  t ho  uses  made  of  informa- 
tion about  him.  In  many  circumstances  in  modern  life,  an  Individual  must  either 
surrender  some  of  that  centred  or  fOregO  the  services  that  an  Organisation  pro- 
vides. Although  there  is  nothing  inherently  unfair  in  trading  some  measure  of 
privacy  for  a  benefit,  both  parties  to  the  exchange  should  participate  in  setting 
the  terms." 

"Under  current  law.  a  person's  privacy  is  poorly  protected  against  arbitrary  or 
abusive  record-keeping  practices."  For  this  reason,  as  well  as  because  of  the  n 
to  establish  standards  of  record-keeping  practice  appropriate  to  the  computer  age, 
report  recommends  the  enactment  of  a  Federal  "Code  of  Fair  Information 
Practice"  for  all  automated  personal  data  systems.  The  Code  rests  on  five  basic 
principles  that  would  be  given  legal  effect  as  "safeguard  requirements"  for  auto- 
mated personal  data  systems. 

There  must  he  no  personal  data  record-keeping  systems  whose  very  existence 
is  secret. 

■  a  way  for  an  individual  to  find  out  what  information  aboui 
is  in  a  record  and  how  it  is  used. 

There  must  be  a  way  for  an  individual  to  prevent  information  about  him  that 
was  one  purpose  from  being  used  or  ailable  for  other  pur- 

•  his  c<  as< 
There  must  be  a  way  for  an  individual  to  correct  or  amend  a  record  of  iden- 
tifiable information  about  him. 

Any  organization  creating,  maintaining,  using,  or  disseminating  records :of  iden- 
tifiable personal  data  must  assure  the  reliability  of  the  data  for  their  intended 
list  take  precautions  to  prevent  misuse  of  the  data.1 
The  Advisory  Committee  recommended  "the  enactment  of  legislation  establish- 
ing a  Code  of  Fair  Information  Practice  for  all  automated  personal  data  systems 
as  r.';,.'A  s : 

The  Code  should  define  "fair  information  practice"  as  adherence  to  specified 
a  i  .1  requirements. 

uld  prohibit  violation  of  any  safeguard  requirement  as  an  "unfair 
information  practice." 

i'oCio  should  provide  that  an  unfair  information  practice  be  subject  to  both 
and  criminal  penalties. 
The  Code  should  provide  for  injunctions  to  prevent  violation  of  any  safeguard 
requirement. 

The  Code  should  give  individuals  the  right  to  bring  suits  for  unfair  informa- 
.  practices  to  recover  actual.  Iiqt  and  punitive  damages,  in  individual 

or  class  actions.  It  should  also  provide  for  recovery  of  reasonable  attorneys'  fees 
and  other  costs  of  litigation  incurred  bv  individuals  who  bring  successful  sni 

ling  the  enactment  of  a  code  of  fair  information  practice,  the  Advisory 

recommended  that  all  Federal  agencies  apply  these  requirements 

to  all   Federal   systems,  and  assure  through  formal  rulemaking  that  they  are 

applied  to  all  other  systems  within  reach  of  the  Federal  government's  authority. 

ral  Government,  they  urged  that  state  and  local  governments,  the 

institutions  within  reach  of  their  authority,  and  all  private  organizations  adopt 

requirements  by  whatever  means  are  appropriate. 

Revolutii  ages  in  data  collection,  storage  and  sharing  were  described 

by  Senator  Goldwater,  who  was  one  of  many  witnesses  who  called  for  enactment 

of  the  recommendations  of  the  HEW  Advisovr  Committee.  He  stated  : 

"Computer  si  irage  devices  now  exist  winch   make  it  entirely  practicable  to 

record  thous  tnds  of  millions  of  characters  of  information,  and  to  have  the  whole 

C  this  alwa  ble  for  instant  retrieval  .  .  .  Distance  is  no  obstacle.  Com- 

munications  telephone  lines,  radio  waves,  even  laser  beams,  can  be  used  to 

carry  information  in  hulk  at  speeds  which  can  match  the  computer's  own.  Time- 


i  Reror,i.«,  Cot7i»uter*.  and  the  Rights  of  Citi;rn.<t,  U.S.  Department  of  Health,  Education 
and  Welfare.  1973.  p.  xx. 
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sharing  is  normal  .  .  .  we  are  now  hearing  of  a  system 

there  to  be  several  thousan  Is  of  simultane  of  our 

health,  our  education,  our  employment,  our  tax< 

ance,  our  banking  and  financial  trai  contributions,  our 

borrowed,  our  airline  and  hotel  reservations,  our 

relationships,  all  are  being  handled  by  computi  com- 

puters, both  governmental  and  private,   a 

unwanted  history,  these  details  from  our  past  can  at  a  i  mbled 

to  confront  us  .  .  .  We  must  program  the  programmers  while  there  is 
•v  left." 

The  ee  has  found  that  the  concern  for  privacy  is  a  biparl .  ie  and 

knows    no   poll:;  .il    boundaries.   President   Ford,   as   Vice-President,  chaired   a 

Domestic  Council  Committee  on  the  Right  of  Priv  cy  whi  •!.  ablished  by 

a  in  February  1974.  In  a  recent  address  on  the  subject,  he  stated: 

"In  dealing  with  troublesome  privacy  problems,  let  us  not,  however,  scap   - 
the  computer  Itself  as  a  Frankenstein's  monster.  But  let  us  be  aware  of  the  impli- 
cations posed  to  freedom  and  privacy  emerging  from  the  ways  we  use  computers 
t.i  collect  and  disseminate  personal  information.  A  concerned  inv  by  a1! 

who  use  computers  is  the  only  way  to  produce  standards  ties  that  v.  i 

the  job.  It  is  up  to  us  to  assure  that  information  is  not  fed  into  the  computer 
unless  it  is  relevant. 

■'Even  if  it  is  relevant,  there  is  still  a  need  for  di-cretion.  A  determine 
be  made  if  the  social  harm  done  from  some  data  outweighs  its  usefulness 
decisionmaking  process  is  activated  by  demands  of  people  on  the  government  and 
business  for  instant  credit  and  instant  services.  Computer  technology  has  made 
privacy  an  issue  of  urgent  national  significance.  It  is  not  the  technology  tha 

me  but  its  abuse.  I  am  also  confident  that  technology  c  designing 

such  intricate  systems  can  also  design  measures  to  assure  security." 


In  the  i  ame  address,  the  Vice-President  called  attention  to  FEDNET  and 
lems  involved  in  a  proposed  centralization  of  computer  facilities  which  concerned 
several  Congressional  committees  and  which  provisions  in  S.  3418  would  correct. 
He  stated  : 

"The  Government's  General  Services  Adminisl  Lbuted  specifica- 

tions for  bids  on  centers  throughout  the  country  for  a  massive  new  computer  net- 
work. It  would  have  the  potential  to  store  comprehensive  data  on  individual 
institutions.  The  conten  i,  known  as  FEDXET.  would  link  Federal 

ries  in  a  network  that  would  allow  GSA  to  obtai  d  information  from 

the  files  of  many  Federal  departments.  It  is  portrayed  as  the  largest  single  cl 
mental  purchase  of  civilian  data  communi  ry. 

•-I  ;r.n  cono-rned  that  Federal  protection  of  individual  privacy  is  not  yet  d 
oped  to  the  degree  necessary  to  prevent  FEDXET  from  being  used  to  j  r  he  into 
ti'e  lives  of  individuals.  Before  building  a  nuclear  reactor,  we  design  the  safe- 
guards for  its  use.  We  also  require  environmental  impact  statements  specifying 
the  anticipated  effect  of  the  reactor's  operation  on  the  environment.  Prior  to 
approving  a  vast  computer  network  affecting  personal  lives,  we  need  a  comparable 
privacy  impact  s'.atemenr.  We  mm  ashler  the  fallout  hazards  of  FEDNET 

to  traditional  freedoms." 

EXAMPLES 

The  revelations  before  the  Select  Committee  to  Investigate  Presidential  Cam- 
paign Activities  concerning  policies  and  practices  of  promoting  the  illegal  gath- 
ering, use  or  disclosure  of  information  on  Americans  who  disagreed  with  gov- 
ernmental policies  were  cited  by  almost  all  witnesses  as  additional  reasons  for 
immediate  oongressional  action  on  S.  3418  and  other  privacy  legislation.  The 
representative  of  the  American  Civil  Liberties  Union  stated  : 

"Watergate  has  thus  been  the  symbolic  catalyst  of  a  tremendous  upsur. 
interest  in  securing  the  right  of  privacy  :  wiretapping  and  bugging  political  op 
ponents.  breaking  and  entering,  enemies  lists,  the  Huston  plan,  national  security 
.iustificafion<   for  wiretapping   and   burglary,    misuse   of   information    compiled 
by  government  agencies  for  political  purposes,  ace  >tel,  telephone  and 

bank  records;  all  of  these  show  what  government  can  do  if  its  actions  are 
shrouded  in  secrecy  and  its  vast  information  resources  are  applied  and  manip- 
ulated in  a  punitive,  selective,  or  political  fashion." 
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?plte  such  current  concern,  Congressional  studies  and  complaints  to  Con- 
-how  that   the  threats  to  individual  privacy  from  the  curiosity  of  admin- 
istrator* and  salacious  inquiries  of  investigators  predated  "Watergate"  hy  many 
years.  These  have  been  described  at  length  In  the  hearing  record  on  s.  'Mis. 

For  example,  under  pain  of  civil  and  criminal  sanctions,  many  people  have 
been  selected  and  told  to  respond  to  questions  on  statistical  census  questionnaires 
such  a^  the  following  : 

How  much  rent  do  you  pay? 

I '  i  you  live  iu  a  one-family  house? 

1!'  a  woman,  how  many  babies  have  you  had?  Not  counting  still  hirths. 

How  much  did  you  earn  in  1967? 

if  married  more  than  once,  how  did  your  first  marriage  end? 

Do  you  have  a  clothes  dryer? 

l>o  you  have  a  telephone,  if  so.  what  is  the  numher? 

I  ><>  you  have  a  home  food  freezer? 

Do  yon  own  a  second  home? 

Does  your  TV  set  have  DHF? 

1  ><>  you  have  a  Hush  toilet? 

you  have  a  bathtub  or  shower? 

The  studies  show  that  thousands  of  questionnaires  are  sent  out  yearly  asking 
persona]  questions,  but  people  are  not  told  their  responses  are  voluntary;  many 
think  criminal  penalties  attach  to  them:  it  is  difficult  for  them  to  find  out  what 
penalties  attach  to  a  denial  of  the  information  or  what  will  he  done  with 
it.  [f  they  do  not  respond,  reports  show  that  they  are  subjected  to  telephone  calls, 
illow-up  letters,  and  personal  visits.  Much  of  this  work  is  done  by 
the  Tenons  Bureau  under  contract,  and  many  people  believe  that  what 
agency  receives  the  responses,  their  answers  are  subject  to  the  same  mandatory 
provisions  and  confidentiality  rules  as  the  decennial  census  replies.  A  Senate  sur- 
vey revealed  that  in  3  years  alone  the  Census  Bureau  had  provided  their  com- 
puter services  at  the  request  '>f  21  other  agencies  and  departments  for  conducting 
voluntary  surveys  covering  over  6  million  people.  Other  independent  voluntary 
surveys  were  conducted  by  the  agencies  themselves  on  subjects  ranging  from 
bomb  shelters,  to  smoking  habits,  to  birth  control-methods,  to  whether  people 
who  had  died  had  slept  with  the  window  open.  The  form  usually  asked  for  social 
security  number,  address  and  phone  number. 

One  such  survey  technique  came  to  light  through  complaints  to  Congress  from 
elderly,  disabled  or  retired  people  in  all  walks  of  life  who  were  pressured 
to  answer  a  15-page  form  sent  out  by  the  Census  Bureau  for  the  Department  of 
Heath.  Education  and  Wefare  which  asked  : 

What  have  you  been  doing  in  the  last  4  weeks  to  find  work? 

Taking  things  all  together,  would  you  say  you  are  very  happy,  pretty  happy, 
or  not  too  happy  these  days? 

Do  you  have  any  artificial  dentures? 

Do  you — or  your  spouse — see  or  telephone  your  parents  as  often  as  once  a 
week  ? 

What  is  the  total  number  of  gifts  that  you  give  to  individuals  per  year? 

How  many  different  newspapers  do  you  receive  and  buy  regularly? 

About  how  often  do  you  go  to  a  barber  shop  or  beauty  salon? 

What  were  you  doing  most  of  last  week? 

Applicants  for  Federal  jobs  in  some  agencies  and  employees  in  certain  cases, 
have  been  subjected  to  programs  requiring  them  to  answer  forms  of  psycholo-:';:l 
tests  which  contained  questions  such  as  these  : 2 

I  am  seldom  troubled  by  constipation. 

My  sex  life  is  satisfactory. 

At  times  I  feel  like  swearing. 

I  have  never  been  in  trouble  because  of  my  sex  behavior. 

T  do  not  always  tell  the  truth. 

I  have  no  difficulty  in  starting  or  holding  my  bowel  movements. 

T  am  very  strongly  attracted  hy  members  of  my  own  sex. 

I  like  poetry. 

T  go  to  church  almost  every  week. 

I  believe  in  the  second  coming  of  Christ. 


-  Senate  Report  n.3-724.  to  accompany  S.  1638.  "To  Protect  the  Privacy  and  Riehts  of 
Federal  Employees."  The  report  describes  other  similar  programs  for  soliciting,  collecting 
or  usinsr  personal  information  from  and  about  applicants  and  employees.  S.  1688  has  been 
approved  by  the  Senate  five  times. 
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I  believe  in  a  life  hereafter. 

My  mother  was  a  good  woman. 

I  believe  my  sins  are  unpardonable. 

I  have  used  alcohol  excessively. 

I  loved  my  Mother. 

I  believe  there  is  a  God. 

Many  of  my  dreams  are  about  sex  matters. 

At  periods  my  mind  seems  to  work  more  slowly  than  usual. 

I  am  considered  a  liberal  "dreamer"  of  new  ways  rather  than  a  practical 
follower  of  well-tried  ways,  (a)  true,  (b)  uncertain,  (c)  false. 

When  telling  a  person  a  deliberate  lie,  I  have  to  look  away,  being  ashamed  to 
look  him  in  the  eye.  (a)  true,  (b)  uncertain,  (c)  false. 

FIRST   AMENDMENT   PROGRAMS  :    THE   ARMY 

Section  201(b)  (7)  prohibits  departments  and  agencies  from  undertaking  pro- 
grams for  gathering  information  on  how  people  exercise  their  First  Amendment 
rights.  Section  201(a)  prevents  them  from  collecting  and  maintaining  informa- 
tion which  is  not  relevant  to  a  statutory  purpose. 

The  need  for  these  provisions  have  been  made  evident  in  many  ways.  In  addi- 
tion to  federal  programs  for  asking  people  questions  such  as  whether  they  "be- 
lieve in  the  second  coming  of  Christ,"  there  have  been  numerous  other  programs 
affecting  First  Amendment  rights. 

One  of  the  most  pervasive  of  the  intrusive  information  programs  which  have 
concerned  the  Congress  and  the  public  in  recent  years  involved  the  Army  surveil- 
lance of  civilians,  through  its  own  records  and  those  of  other  federal  agencies. 
The  details  of  these  practices  have  been  documented  in  Congressional  hearings 
and  reports  and  where  summarized  by  Senator  Ervin  as  follows  : 3 

Despite  First  Amendment  rights  of  Americans,  and  despite  the  constitutional 
division  of  power  between  the  federal  and  state  governments,  despite  laws  and 
decisions  defining  the  legal  role  and  duties  of  the  Army,  the  Army  was  given 
the  power  to  create  an  information  system  of  data  banks  and  computer  programs 
which  threatened  to  erode  these  restrictions  on  governmental  power. 

"Allegedly  for  the  purpose  of  predicting  and  preventing  civil  disturbances 
which  might  develop  beyond  the  control  of  state  and  local  officials,  Army  agents 
were  sent  throughout  the  country  to  keep  surveillance  over  the  way  the  civilian 
population  expressed  their  sentiments  about  government  policies.  In  churches,  on 
campuses,  in  classrooms,  in  public  meetings,  they  took  notes,  taperecorded.  and 
photographed  people  who  dissented  in  thought,  word  or  deed.  This  included 
clergymen,  editors,  public  officials,  and  anyone  who  sympathized  with  the 
dissenters. 

"With  very  few,  if  any,  directives  to  guide  their  activities,  they  monitored  the 
membership  and  policies  of  peaceful  organizations  who  were  concerned  with 
the  war  in  Southeast  Asia,  the  draft,  racial  and  labor  problems,  and  com- 
munity welfare.  Out  of  this  surveillance  the  Army  created  blacklists  of  organiza- 
tions and  personalities  which  were  circulated  to  many  federal,  state  and  local 
agencies,  who  were  all  requested  to  supplement  the  data  provided.  Not  only 
descriptions  of  the  contents  of  speeches  and  political  comments  were  included, 
but  irrelevant  entries  about  personal  finances,  such  as  the  faet  that  a  militant 
leaders  credit  card  was  withdrawn.  In  some  cases,  a  psychiatric  diagnosis  taken 
from  Army  or  other  medical  records  was  included. 

"This  information  on  individuals  was  programmed  info  at  least  four  com- 
puters according  to  their  political  beliefs,  or  their  memberships,  or  their  geo- 
graphic residence. 

#  "The  Army  did  not  .iusf  collect  and  share  this  information.  Analysts  were  as- 
signed the  task  of  evaluating  and  labeling  these  people  on  thp  basis  of  reports  on 
their  attitudes,  remarks  and  activities.  They  were  then  coded  for  entry  into  com- 
puters or  microfilm  data  banks." 

Mr.  Htddlerton-.  Mr.  President,  as  n  member  of  the  Government 

Onornticvns  roiriim'ttpo.  T  nrn  plonSe(]  fn  Qiirmort  S.  34-18,  which  is  de- 
signed to  protect  the  rip-lit  of  privnov  of  individual  citizens  in  the  col- 
lection, maintenance  and  dissemination  of  personal  information. 


*  TJoni-'^nn  before  the  Snheommlttor  cm  Constitutional  Kicrhts  of  the  Jndloiarv  Committee 
4  Columbia  Unman  Rifjhts  Review  (1972)  Hearings,  92d  Cong.,  2d  soss.  February  1971. 


i •  i £xl  1 1  of  individual  privacy  is  vital  to  any  free  society. 

Ths  •  concept  which  permeates  the  very  fiber  of  our 

,  even  though  it  is  not  an  explicit  constitutional  guarantee. 
The  freedoms  guaranteed  by  the  first  amendment — free  speech,  a  rree 
press,  an  ssembly  and  religion — at  the  very  Least  imply 

:<>  be  "let  alone"  by  the  Government.  The  principle  is  further 
demonstrated  by  the  constitutional  prohibition  against  the  Govern- 
ment invading  the  privacy  of  homes  or  businesses  by  conducting  un- 
reasoi  ■  and  the  right  againsl  self-incrimination 

isan<  tionthai  deals 'with  privacy. 

The  Individual's  right  to  privacy  has  long  been  recognized  by  the 
courts  which  have  consistently  protected  it  from  both  governmental 
and  :  rnmental  intervention.  As  technological  advances— cam- 

eras, win  ound  recordings,  and  so  forth—;  d  new  oppor- 

Lfringement  upon  these  rights,  the  courts  responded  in  an 
affirmative  manner.  Unfortunately,  due  to  the  nature  of  t'he  courts, 
tiiis  response  has  often  been  slow  and  incomplete.  Case  law  is  built 
gradually  over  a  period  of  years  and  is  often  incomplete  because  it  is 
usually  decided  on  narrow  issues  of  law.  Thus,  what  is  needed  now  is  a 
linated  a  hensive  approach  to  the  problems  that  can  be 

provided  only  by  the  Congress. 

Technology  is  again  advancing,  this  time  in  the  form  of  computers. 
This  new  technology  brings  with  it,  as  advancements  often  do,  the 
possibility  for  negligent  use  or  deliberate  misuse.  This  is  what  we 
must  guard  against.  With  the  development  of  the  computer  it  has 
become  possible  to  collect,  instantly  retrieve  and  analyze  vast  amounts 
of  personal  information.  Access  to  this  personal  data  lias  been  ex- 
panded bv  the  computer's  ability  to  retrieve  data  across  agency,  in- 
stitutional, govei  nmental  and  geographic  boundaries. 

A  prime  example  of  the  type  of  advanced  computer  system  we 
may  be  dealing  with  in  the  future  is  the  proposed  FEDXET.  This 
giant  computerized,  information  system,  brainchild  of  the  General 
Services  Administration,  was  designed  to  centralize  the  data  proc- 
essing and  telecommunications  operations  of  numerous  Federal  agen- 
cies. Without  proper  safeguards,  vast  amounts  of  personal 
information  retained  by  the  various  agencies  would  be  instantly 
available  at  hundreds  of  terminals  scattered  throughout  the  United 
States.  And  that  infonnation  covers  every  spectrum — educational, 
medical,  financial  and  judicial — of  the  lives  of  hundreds  of  thousands 
of  private  citizens.  Fortunately  this  system  has  been  temporarily 
sidetracked.  But  the  threat  of  "Big  Brother"  was  clearly  there. 

Our  recent  experience  with  Watergate  and  related  matters  points 
up  the  need  for  enacting  safeguards  to  protect  the  collection  and  use 
of  such  information.  The  compilation  of  an  enemies  list,  for  example, 
must  be  viewed  as  only  the  first  step  in  an  abuse  of  power,  for  the 
next  logical  step  would  be  the  compilation  of  "useful*'  information 
about  those  on  the  list.  And  what  more  ready  source  exists  than  the 
bulging  files  of  rh^  Federal  Government. 

The  need  for  protective  legislation  is  well  documented.  The  record 
is  replete  with  calls  for  safeguards  in  tins  area.  Congress  has  been 
probing  this  problem  for  years  with  the  leadership  of  such  members 
as  the  distinguished  Senator  from  North  Carolina   (Mr.  Ervin).  In 
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June  of  this  year,  the  Committee  on  Government  Operations  ad  hoc 
Subcommittee  on  Privacy  and  Information  Systems  in  conjunction 
with  the  Judiciary  Committee's  Subcommittee  on  Constitutional 
Rights  conducted  hearings  on  S.  3418.  The  roster  of  witnesses  included 
high  ranking  civil  servants  and  recognized  nongovernment  experts. 
The  general  consensus  of  those  testifying  was  that  there  is  a  definite 
need  to  protect  individual  privacy  in  this  area.  Former  Attorney 
General  Elliot  Richardson,  for  example,  stated  at  those  hearings : 

I   certainly  hope  ...  a  major  bill  will  be  enacted  to  est) 
fundamental  principles  of  fair  information  practice  that  are  necessary  to 
guard  the  right  of  personal  privacy  as  it  relates  to  record  keeping  about  indi- 
vidual Americans. 

Several  major  studies  drew  the  same  conclusion. 

The  HEW  Advisory  Committee  on  Automated  Personal  Data  Sys- 
tems issued  its  report,  "Records,  Computers,  and  The  Rights  of  Citi- 
zens," in  1073.  This  committee  determined  that  under  current  ! 
person's  privacy  is  not  adequately  protected  against  arbitrary  •  r 
abusive  recordkeeping  practices  and  that  there  is  a  need  to  establish 
standards  of  recordkeeping  practices  which  are  appropriate  to  the 
computer  age. 

Another  study,  made  by  the  Judiciary  Committee's  Subcommittee 
on  Constitutional  Eights,  entitled  "Federal  Data  Banks  and  Consti- 
tutional Rights,"  produced  some  sobering  statistics.  Agencies  main- 
taining 84  percent  of  the  Federal  data  banks  analyzed — 858 — were 
unable  to  cite  explicit  statutory  authority  for  their  existence  and  18 
percent  could  not  cite  any  statutory  authority. 

While  the  actual  and  potential  abuses  of  personal  information 
ins  have  been  well  documented,  we  should  not  view  all  such  sys- 
tems as  sinister  threats  to  personal  privacy.  Information  regarding 
private  individuals  is  a  vital  element  of  any  government.  Officials 
must  have  certain  information  and  statistics  if  they  are  to  devise  and 
implement  programs  and  policies  which  fit  the  needs  of  the  people. 
This  requires  the  collection,  analysis,  and  dissemination  of  some  per- 
sonal information.  Most  agencies  accomplish  this  without  infringing 
upon  individual  rights.  However,  the  need  for  safeguards  is  not 
negated  by  this.  The  threat  still  exists  and  must  be  dealt  with. 

I  believe  that  S.  3418  would  promote  accountability  and  responsi- 
bility in  Federal  agencies  by  establishing  minimum  standards  for 
gathering,  handling,  and  processing  personal  information  by  Federal 
departments  and  agencies.  Only  information  that  is  relevant  aiid  nec- 
essary for  a  statutory  purpose  of  the  agency  could  be  collected, 
solicited,  and  maintained. 

Furthermore,  information  would  have  to  be  accurate,  complete, 
timely,  and  relevant  to  the  agencies'  needs.  Disclosure  of  information 
could  only  be  made  under  certain  defined  conditions. 

With  some  necessary  exceptions — for  example,  if  national  defense 
would  be  endangered — an  individual  would  be  allowed  to  review  his 
or  her  files  and  challenge  the  content.  To  enforce  his  or  her  rights  under 
the  act,  the  individual  would  have  access  to  the  courts. 

A  significant  feature  of  the  bill  is  the  creation  of  the  Privacy  Pro- 
tection Commission  to  assist  agencies  in  complying  with  the  letter  and 
spirit  of  the  act;  investigate  abuses;  and  make  recommendations  to 
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Congress  regarding  the  need  for  additional  Legislation  to  protect  in- 
dividual privacy  in  a  computer  age.  The  Commission  would  also  com- 
pile an  annual  directory  of  Federal  personal  information  files  such 
as  those  maintained  on  civilians  by  the  military  several  years  ago. 

There  even  would  be  some  relief  for  those  who  find  themsleves  inun- 
dated with  unwanted  or  junk  mail.  An  individual  could  have  his  or  her 
name  removed  from  a  mailing  list. 

I  believe  that  the  time  to  act  on  this  matter  is  now.  Delay  may  well  he 

tly  in  terms  of  freedoms  lost  and  increased  financial  burdens. 

I  )r.  Alan  West  in.  professor  of  public  law  and  government,  Columbia 
University,  has  warned  in  his  testimony  before  the  Committee  on  ( rov- 
ernment  Operations,  that  a  delay  will  assure  that  a  large  number  of 
major  data  systems  will  be  built  in  ways  that  will  make  it  extremely 
expensive  to  alter  the  software,  change  the  file  structures  or  reorganize 
the  data  flows.  Let  us  not  delay  at  our  own  expense. 

Mr.  Baker.  Mr.  President,  it  is  my  privilege  to  join  my  colleagues 
from  North  Carolina  (Air.  Ervin),  Illinois  (Mr.  Percy),  Maine  (Mr. 
Muskie),  Connecticut  (Mr.  I libicoff),  Washington  (Mr.  Jackson),  and 
Arizona  (Mr.  Cioldwater)  in  cosponsoring  S.  3-118,  the  so-called  pri- 
vacy bill. 

I  think  it  is  fair  to  term  S.  3418  a  "privacy"  bill  because  it  seeks 
to  reduce,  if  not  eliminate,  the  peril  to  personal  privacy  and  individual 
rights  presented  by  governmental  data  banks  and  information  gather- 
ing systems.  Moreover,  traveling  in  the  wake  of  the  recent  disclosures 
of  the  dubious  uses  to  which  Internal  Revenue  Service  files,  FP>T  data 
banks,  and  military  information  systems  have  been  directed,  and  in 
light  of  the  massive  information  recording  facilities  possessed  by  other 
Federal  agencies,  privacy  legislation  designed  to  effect  fair  informa- 
ton  practices  and  to  provide  for  a  single  mission  oversight  and  clear- 
inghouse Privacy  Protection  Commission  is  particularly  appropriate. 

As  an  advocate  of  increased  congressional  and  Presidential  over- 
sight of  Federal  intelligence  gathering,  surveillance,  and  law  enforce- 
ment agencies,  I  believe  that  an  independent  Privacy  Protection  Com- 
mission, as  proposed  by  S.  3418,  will  facilitate  legislative  and  executive 
oversight  through  creating  a  central  clearinghouse  for  ascertaining 
the  character  and  existence  of  all  Federal  information  systems  and  by 
bearing  a  positive  responsibility  to  monitor  governmental  data  system 
procedures  and  policies.  Perhaps  more  importantly,  title  IT  of  S.  341,8 
outlines  Federal  standards  governing  the  gathering  and  distribution 
of  information  relating  to  U.S.  citizens  and  permanent  resident  aliens. 
These  standards  affirm  that  the  existence  of  governmental  recordkeep- 
ing systems  should  be  public  knowledge;  that  governmental  agencies 
should  maintain  only  such  records  as  are  related  to  and  permitted  by 
its  statutory  authority;  that  Federal  information  systems  containing 
personal  data  are  accurate,  relevant,  and  complete:  that  personal  files 
be  kept  secure  and  confidential :  and  that  interagency  pooling  or  trans- 
fers of  personal  data  be  recorded,  disclosed,  and  relevant  to  the  needs 
of  the  agency  to  which  the  information  is  transferred.  The  standards 
provided  in  title  TT  of  the  bill  also  strictly  limit  the  collection  of  in- 
formation regarding  a  citizen's  exercise  of  his  first  amendment  rights — 
therebv  reaching  the  concern  produced  by  ongoing  revelations  of 
FPT,  IPS,  and  military  compilations  of  information  concerning  dissi- 
dent or  political  action  groups. 
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To  those  of  my  colleagues  who  may  be  concerned  regarding  the 
impact  of  S.  3418  upon  the  intelligence  and  law-enforcement  com- 
munity, I  would  note  that  section  203  of  the  bill  provides  responsible 
foreign  policy,  national  defense,  and  law  enforcement  related  exemp- 
tions from  the  bill's  personal  information  disclosure  requirements,  dis- 
closure of  the  source  of  personal  information,  and  the  right  of  the 
individual  to  be  informed  of  the  existence  of  personal  information  on 
file.  It  should  be  emphasized  that  the  standards  and  sanctions  imposed 
by  S.  3418  pertain  only  to  personal  information  regarding  American 
citizens  and  resident  aliens  and  should  not  impair  the  ability  of  U.S. 
intelligence  agencies  to  collect  and  keep  confidential  information  re- 
garding foreign  agents  and  nonresident  aliens. 

Senate  passage,  and  I  hope  it  will  pass,  of  this  privacy  bill  should  not 
be  construed  as  imputing  any  unworthy  motives  to  the  executive  branch 
or  the  officials  of  Federal  agencies  currently  involved  in  information 
collection  and  data  bank  operations.  What  this  bill  is  designed  to  do  is 
to  limit  personal  data  collection  to  a  necessary  minimum,  to  apprise  the 
citizenry  of  the  existence  and  character  of  all  governmental  data 
systems,  to  insure  that  data  collection  does  not  impair  individual 
constitutional  rights,  and  to  provide  the  public  with  an  awareness  of 
how  much  and  under  what  authority  personal  information  is  being  as- 
sembled and  assimilated  by  the  Federal  Government. 

Mr.  Kibicoff.  Mr.  President,  41  years  ago,  George  Bernard  Shaw,  in 
a  speech,  commented : 

There  is  no  such  thing  as  privacy  in  this  country. 

Unfortunately,  the  statement  remains  true  today. 

Over  the  past  two  decades,  the  computer  has  allowed  the  Govern- 
ment to  expand  its  information-gathering  facilities.  In  1972,  the  Na- 
tional Academy  of  Sciences  reported : 

That  is  technologically  possible  today,  especially  with  recent  advances  in  mass 
storage  memories,  to  build  a  computerized,  on-line  file  containing  the  compacted 
equivalent  of  20  pages  of  typed  information  about  the  personal  history  of  selected 
activities  of  every  man,  woman,  and  child  in  the  United  States,  arranging  the 
system  so  that  any  single  record  could  be  retrieved  in  about  30  seconds. 

This  possibility  requires  that  we  ask  a  fundamental  question  about 
the  rights  of  the  individual  citizen  in  our  society.  Is  it  in  our  best  in- 
terests to  allow  the  Government  to  continue  to  expand  its  files  on 
citizens  and  to  gather  detailed  information  on  any  citizen  without 
proper  safeguards  for  the  privacy  of  those  individuals  ? 

As  early  as  1967,  the  Senate  Administrative  Practices  Subcommittee 
revealed  that — 

Our  names  alone  are  in  government  files  2.800  million  times.  Our  social  security 
numbers  are  listed  2,800  million  times.  Police  records  number  264,500  million; 
medical  histories,  342  million  ;  and  psychiatric  histories  279  million. 

The  Federal  Government  now  maintains  over  800  data-collection 
systems.  These  data  systems  contain  over  1  billion  records  on  individ- 
uals. Yet,  of  the  over  800  Federal  data  collection  systems,  only  10  per- 
cent are  specifically  authorized  by  law — more  than  40  percent  do  not 
inform  individuals  that  records  are  being  kept  on  them — half  the 
systems  do  not  permit  individuals  to  review  or  correct  their  own  files. 

Today,  the  Government  maintains  "files''  on  a  large  majority  of 
Americans.  Often,  these  files  contain  information  of  a  most  personal 
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nature.  Often  the  information  is  outdated  and  incorrect.  Yet,  decisions 
affecting  people's  lives  are  made  based  on  these  same  files.  It  appeals 
that  a  Large  and  unmeasured  toll  appears  to  he  taken  on  the  constitu- 
tional principles  of  accountability,  responsibility,  and  limited  govern- 
ment. 

Both  the  Republican  and  Democratic  policy  platforms  have  placed 
privacy  as  a  high  priority  concern.  President  Ford,  in  his  speech  o 
the  joint  session  of  Congress  on  August  12, 1974,  commented  : 

There  will  bo  hot  pursuit  of  tough  laws  to  prevent  Illegal  Invasions  of  privacy 
in  both  government  ami  private  activities. 

The  HEW  Advisory  Committee  on  Automated  Personal  Data  Sys- 
tems recommended  the  enactment  of  a  Federal  "Code  of  Fair  Informa- 
tion Practice,-  based  on  live  basic  principles,  for  all  automated  per- 
sonal data  systems.  The  principles  are  incorporated  into  the  indiviaual 
rights  guaranteed  in  S.  3418,  the  bill  before  us  today,  which  I  am 
pleased  to  be  a  sponsor : 

To  know  that  no  secret  data  system  exists ; 

To  know  what  information  about  that  individual  is  in  a  record  and 
how  it  is  used; 

To  prevent  information  obtained  for  one  purpose  from  being  used 
for  other  purposes  without  consent  of  the  individual ;  and 

To  correct  or  amend  information  about  that  individual. 

S.  3418  establishes  an  independent  Privacy  Protection  Commission 
to  deal  systematically  with  the  range  of  administrative  and  technolog- 
ical problems  throughout  Federal  Government  agencies  and  to  study 
privacy  abuses  in  the  private  sector  as  well  as  in  State  and  local  govern- 
ment agencies.  The  commission  will  serve  as  an  effective  balance  be- 
tween citizens  and  the  Government  in  order  to  further  develop  policy 
in  our  rapidly  changing  technological  environment.  There  is  a  need 
for  a  staff  of  experts  to  furnish  assistance  to  Government  agencies  and 
to  inform  Congress  and  the  public  of  the  scope  and  kinds  of  data- 
handling  used  by  Government  and  private  organizations.  The  commis- 
sion would  continually  check  the  need  for  new  or  expanded  data  sys- 
tems and  provide  citizens  with  adequate  information  about  which  agen- 
cies maintain,  distribute,  or  use  information  about  them. 

The  bill  requires  that  an  individual  be  informed  when  a  file  is  kept 
on  him  and  that  he  be  given  an  opportunity  to  challenge  information  in 
the  file.  The  bill  requires  that  all  files  be  regularly  updated,  that  in- 
formation be  disclosed  only  in  accord  with  strict  guidelines,  and  that 
records  be  kept  of  all  such  disclosures. 

New  advances  in  computer  techno1ogy  doubtless  provide  our  societv 
with  advantages.  Our  technology  allows  Government  and  industry  to 
operate  more  efficiently  and  cheaply.  It  allows  quick  access  to  infor- 
mation— information  that  becomes  too  ensilv  available.  TTe  would  be 
foolish  to  contend  that  the  computer  presents  ns  with  no  dangers.  We 
would  be  wrong  not  to  consider  the  very  real  threats  presented  by 
loosely  controlled  or  unregulated  computer  data  systems.  I  believe 
S.  3418  is  a  necessary  check  on  Government  data  systems. 

Justice  Brandeis'  wisdom  in  his  dissenting  opinion  in  the  first  wire- 
tap case  to  reach  the  Supreme  Court,  Olmstead  v.  United  States  (1927) , 
in  crediting  the  framers  of  the  Constitution  with  having  "conferred, 
as  against  the  Government,  the  right  to  be  left  alone — the  most  com- 
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prehensive  of  rights  and  the  right  most  yalued  by  civilized  man" 
must  be  remembered.  He  urged  that  privacy  musl  be  prot<  I  d  by 
nothing  less  than  the  prevention  of  "every  unjustifiable  intrusion  by 
the  Government  upon  the  privacy  of  the  individual,  whatever  th< 
means  employed." 

No  specific  statute  allowed  the  Army  to  blacklist  persons  invo 
in  the  antiwar  movement.  No  act  of  Congress  authorized  the  Army 
to  send  the  names  of  blacklisted  persons  to  numerous  State  an 
agencies.  Congress  never  intended  that  persons  be  subjected  to 
veillance  and  intimidation,  because  they  chose  to  exerci  first 

amendment  rights. 

I  lend  my  support  to  S.  3418  and  will  vote  for  its  passage. 

Mr.  Robert  0.  Byrd.  Mr.  President.  I  ask  unanimous  consent  that 
the  names  of  Mr.  Cranston  and  Mr.  Nelson  be  added  as  cosponsors  of 
the  bill  under  consideration  (S.  3418)  to  establish  a  Federal  Privacy 
Board. 

The  Presiding  Officer.  Without  objection,  it  isso  ordered. 

Mr.  Ervin.  Mr.  President,  I  commend  the  distinguished  Senator 
from  Connecticut  (Mr.  Ribieoff)  for  the  great  contribution  which  he 
has  made  to  the  development  of  this  bill. 

The  Presiding  Officer.  The  question  is  on  the  engrossment  and 
third  reading  of  the  bill. 

The  bill  was  ordered  to  be  engrossed  for  a  third  reading  and  was 
read  the  third  time. 

The  Presiding  Officer.  The  question  is,  Shall  the  bill  pass  ? 

The  yeas  and  nays  have  been  ordered,  and  the  clerk  will  call  the 
roll. 

The  legislative  clerk  called  the  roll. 

Mr.  Robert  C.  Byrd.  I  announce  that  the  Senator  from  Texas  (Mr. 
Bentsen),  the  Senator  from  Mississippi  (Mr.  Eastland),  the  Senator 
from  Arkansas  (Mr.  Fulb right),  the  Senator  from  South  Dakota 
(Mr.  McGovern),  the  Senator  from  Minnesota  (Mr.  Mondale),  the 
Senator  from  New  Mexico  (Mr.  Montoya),  the  Senator  from  Maine 
(Mr.  Muskie) ,  the  Senator  from  Rhode  Island  (Mr.  Pastore) ,  the  Sen- 
ator from  Alabama  (Mr.  Sparkman),  and  the  Senator  from  Missouri 
(Mr.  Symington)  are  necessarily  absent. 

I  further  announce  that  the  Senator  from  Minnesota  (Mr.  Hum- 
phrey) is  absent  on  official  business. 

I  further  announce  that,  if  present  and  voting,  the  Senator  from 
Minnesota  (Mr.  Humphrey),  the  Senator  from  Rhode  Island  (Mr. 
Pastore),  and  the  Senator  from  Missouri  (Mr.  Symington)  would 
each  vote  "yea." 

Mr.  Griffin.  I  announce  that  the  Senator  from  Utah  (Mr.  Bennett), 
the  Senator  from  Colorado  (Mr.  Dominick),  and  the  Senator  from 
Arizona  (Mr.  Fannin)  are  necessarily  absent. 

I  also  announce  that  the  Senator  from  Now  York  (Mr.  Buck! 
and  the  Senator  from  Maryland  (Mr.  Mathias)  are  absent  on  official 
business. 

I  further  announce  that  the  Senator  from  Oregon  (Mr.  Hatfield) 
is  absent  due  to  illness  in  the  family. 

I  further  announce  that,  if  present  and  voting,  the  Senator  from 
Oregon  (Mr.  Hatfield)  would  vote  "yea." 

63-619 — 76 54 
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The  result  was  announced — yeas  74,  nays  9,  as  follows : 


[No.  496  Leg.] 

YEAS- 

-74 

Abonrezk 

Fong 

Metzenbaum 

A  lion 

i  toldwater 

Moss 

Baker 

Gravel 

-on 

Hnitlett 

Griffin 

Xiiiin 

Bayh 

Gurney 

Packwood 

BeaU 

Hart 

Pearson 

Bellmoo 

Hartke 

Pell 

Bible 

Kaskell 

Percy 

Biden 

Hathaway 

Proxmire 

Brock 

Helms 

Randolph 

Brooke 

Hollinga 

Ribi. 

Burdick 

Huddleston 

Roth 

Byrd,  Harry  F.,  Jr. 

Hughes 

Schweiker 

Byrd,  Robert  C. 

Inouye 

Scott,  Hugh 

Cannon 

Jackson 

Stafford 

Case 

Javits 

Stennis 

Chiles 

Johnston 

Stevens 

Church 

Kennedy 

Stevenson 

(lark 

Long 

Taft 

Cook 

Magnuson 

Talmadge 

Cranston 

Mansfield 

Tunney 

Dole 

McClure 

Weicker 

Domenici 

McGee 

Williams 

Eagleton 

Mclntyre 

Young 

Ervin 

Metcalf 

NAYS- 

-9 

Aiken 

Hansen 

Scott,  William  L 

Cotton 

Hruska 

Thurmond 

Curtis 

McOlellan 

Tower 

NOT  VOTING— 17 

Bennett 

Fulbright 

Montoya 

Bentsen 

Hatfield 

Muskie 

Buckley 

Humphrey 

Pastore 

Dominick 

Mathias 

Sparkman 

Eastland 

McGovern 

Symington 

Fannin 

Mondale 

So  the  bill  (S.  3418) 

was  passed.1 

[From  the  Congressional  Record — Senate,  Nov.  22,  1974] 

SENATE  CONSIDERS  H.R.  16373;  SUBSTITUTES 
TEXT  OF  S.  3418 


Mr.  Ervtx.  Mr.  President,  I  move  that  the  Chair  lay  before  the 
Senate  the  message  from  the  House  of  Representatives  on  H.R.  16373. 

The  motion  was  agreed  to;  and  the  Presiding  Officer  (Mr.  Steven- 
son) laid  before  the  Senate  H.R.  16373,  an  act  to  amend  title  5,  United 
States  Code,  by  adding  a  section  552a  to  safeguard  individual  privacy 
from  the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by 
Federal  agencies,  which  was  read  twice  by  its  title. 

1  See  p.  334. 
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Mr.  Ekvix.  This  is  the  House-passed  bill  on  privacy.  The  Senate 
has  passed  its  own  bill.  I  move  to  strike  out  everything  in  H.R.  L6373 
after  the  enacting  clause,  and  to  substitute  therefor  the  text  of  the 
Senate  version  of  the  privacy  bill  (S.  3418)  as  passed  by  the  Senate 
yesterday. 

The  motion  was  agreed  to. 

The  Presiding  Officer.  The  question  is  on  the  engrossment  of  the 
amendment  and  third  reading  of  the  bill. 

The  amendment  was  ordered  to  be  engrossed,  and  the  bill  to  be  read 
a  third  time. 

The  bill  (II.R.  16373)  was  read  the  third  time,  and  passed.1 


[From  the  Congressional  Record — Senate,  Dec.  17,  1974] 

SENATE  CONSIDERS  HOUSE  SUBSTITUTE  OF  TEXT  OF 
H.R.  16373  TO  S.  3418  AND  ADOPTS  COMPROMISE  AMEND- 
MENTS IDENTICAL  TO  THOSE  CONSIDERED  IN  HOUSE 

Mr.  Ervix.  Mr.  President,  I  ask  the  Chair  to  lay  before  the  Senate 
a  message  from  the  House  of  Representatives  on  S.  3418. 

The  Presiding  Officer  laid  before  the  Senate  the  amendments  of 
the  House  of  Representatives  to  the  bill  (S.  3418)  to  establish  a 
Privacy  Protection  Commission,  to  provide  management  systems  in 
Federal  agencies  and  certain  other  organizations  with  respect  to  the 
gathering  and  disclosure  of  information  concerning  individuals,  and 
for  other  purposes,  as  follows : 

Strike  out  all  after  the  enacting  clause,  and  insert :  That  this  Act  may  he  cited 
as  the  "Privacy  Act  of  1974". 

Sec.  2.  (a)  The  Congress  finds  that — 

(1)  the  privacy  of  an  individual  is  directly  affected  by  the  collection, 
maintenance,  use,  and  dissemination  of  personal  information  by  Federal 
agencies ; 

(2)  the  increasing  use  of  computers  and  sophisticated  information  tech- 
nology, while  essential  to  the  efficient  operations  of  the  Government,  has 
greatly  magnified  the  harm  to  individual  privacy  that  can  occur  from  any 
collection,  maintenance,  use,  or  dissemination  of  personal  information; 

(3)  the  opportunities  for  an  individual  to  secure  employment,  insurance, 
and  credit,  and  his  right  to  due  process,  and  other  legal  protections  are 
endangered  by  the  misuse  of  certain  information  systems  ; 

(4)  the  right  to  privacy  is  a  personal  and  fundamental  right  protected 
by  the  Constitution  of  the  United  States ;  and 

(5)  in  order  to  protect  the  privacy  of  individuals  identified  in  information 
systems  maintained  by  Federal  agencies,  it  is  necessary  and  proper  for  the 
Congress  to  regulate  the  collection,  maintenance,  use,  and  dissemination  of 
information  by  such  agencies. 

(b)  The  purpose  of  this  Act  is  to  provide  certain  safeguards  for  an  individual 
against  an  invasion  of  personal  privacy  by  requiring  Federal  agencies,  exccpr  as 
otherwise  provided  by  law,  to — 

(1)  permit  an  individual  to  determine  what  records  pertaining  to  him 
are  collected,  maintained,  used,  or  disseminated  by  such  agencies : 

(2)  permit  an  individual  to  prevent  records  pertaining  to  him  obtained  by 
such  agencies  for  a  particular  purpose  from  being  used  or  made  available 
for  another  purpose  without  his  consent ; 

(3)  permit  an  individual  to  gain  access  to  information  pertaining  to  him 
in  Federal  agency  records,  to  have  a  copy  made  of  all  or  any  portion  thereof, 
and  to  correct  or  amend  such  records ; 


1  See  p.  334. 
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(4)  collect,  maintain,  use,  or  disseminate  any  record  of  identifiable 
persona]  Information  In  a  manner  that  assures  thai  such  actios  is  tor  a 

try  and  Lawful  purpose,  that  the  information  i  and  accurate 

Its  Intended  use,  and  that  adequate  safeguards  arc  provid  event 

,'  such  information  : 

(5)  permil  exemptions  from  the  requirements  with  respecl  to  records 
vided  in  this  Act  only  in  those  cases  where  there  is  an  important  pi 
policy  need  for  such  exemption  as  has  been  determined  by  specific  statutory 
authority ;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which  occur  as  a  result  of 
willful,  arbitrary,  or  capricious  action  which  violates  any  individual's 
rights  under  tins   \ 

3.  Title  5,  United  states  Code,  is  amended  by  adding  after  s<  ction  555 
following  new  section: 

*'§  552a.  Records  maintained  on  individuals 
"(a)    1  mi  i vttions.— For  purposes  of  this  section — 

"(1)  the  term  'agency'  means  agency  as  defined  in  section  552(e)  of  this 
title: 

"(2)  the  term  •individual'  means  a  citizen  of  the  United  States  or  an 
alien  lawfully  admitted  for  permanent  residence; 

"{'.>>)   the  term  'maintain'  includes  maintain,  collect,  use,  or  disseminate; 

"(4J   the  term  'record'  means  any  collection  or  grouping  of  information 

about  an  individual  that  is  maintained  by  an  agency  and  that  contains  his 

name,  or  the  identifying  number,  symbol;  or  other  identifying  particular 

assigned  to  the  individual ; 

"(5)  the  term  'system  of  records'  means  a  group  of  any  records  under  the 
control  of  any  agency  from  which  information  is  retrieved  by  the  name  of 
the  individual  or  by  some  identifying  number,  symbol,  or  other  identifying 
particular  assigned  to  the  individual;  and 

"((>)  the  term  'statistical  research  or  reporting  record'  means  a  record  in 
a  system  of  records  maintained  for  statistical   research  or  reporting  pur- 
poses only  and  not  xised  in  whole  or  in  part  in  making  any  determination 
about  an  identifiable  individual,  except  as  provided  by  section  8  of  title  13. 
"(b)  Conditions  of  Disclosure.— No  agency  shall  disclose  any  record  which 
is  contained  in  a  system  of  records  by  any  means  of  communication  to  any  per- 
son, or  to  another  agency,  except  pursuant  to  a  written  request  by,  or  with  the 
prior  written  consent  of,  the  individual  to  whom  the  record  pertains,  unless 
disclosure  of  the  record  would  be — 

"(1)  to  those  officers  and  employees  of  the  agency  which  maintains  the 
record  who  have  a  need  for  the  record  in  the  performance  of  their  duties: 
"(2)    for  a  routine  use  described  under  subsection    (e)(2)(D)    of  this 
section ; 

"(3)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or  carrying  out 
a  census  or  survey  or  related  activity  pursuant  to  the  provisions  of  title  13 ; 
"(4)  to  a  recipient  who  has  provided  the  agency  with  advance  adequate 
written  assurance  that  the  record  will  be  used  solely  as  a  statistical  research 
or  reporting  record,  and  the  record  is  to  be  transferred  in  a  form  that  is  not 
individually  identifiable : 

"(5)  to  the  National  Archieves  of  the  United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to  warrant  its  continued  preservation  by 
the  United  States  Government,  or  for  evaluation  by  the  Administrator  of 
General  Services  or  his  designee  to  determine  whether  the  record  has  such 
value : 

"(6)  to  another  agency  to  to  any  instrumentality  of  any  governmental  jur- 
isdiction within  or  under  the  control  of  the  United  States  for  a  law  enforce* 
ment  activity  if  the  activity  is  authorized  by  law,  and  if  the  head  of  the 
agency  or  instrumentality  lias  made  a  written  request  to  the  agency  which 
maintains  the  record  specifying  the  particular  portion  desired  and  the  law 
enforcement  activity  for  which  the  record  is  sought; 

"(7)  to  a  person  who  is  actively  engaged  in  saving  the  life  of  such  indi- 
vidual, if  upon  such  disclosure  notification  is  transmitted  to  the  last  known 
address  of  such  individual : 

"(8)  to  either  House  of  Congress,  or,  to  the  extent  of  matter  within  its 
jurisdiction,  any  committee  or  subcommittee  thereof,  or  any  joint  com- 
mittee of  Congress  or  subcommittee  of  any  such  joint  committee ;  or 
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"(9)  pursuant  to  the  order  of  a  court  of  competenl  jurisdiction. 
"(c)    Accounting  of  Certain   Disclosures. — Each  agency,    with    respect   to 
each  system  of  records  under  its  control,  shall — 

"(1)  except  for  disclosures  made  under  subsection  (b)  (1)  of  tl 
or  disclosures  to  the  public  from  records  which  by  law  or  n 
open  to  public  inspection  or  copying,  keep  an  accurate  accounting  of— 

"(A)  the  date,  nature,  and  purpose  of  each  disclosure  of  a  record  to 
any  person  or  to  another  agency  made  under  subsection  <  b)  of  this  sec- 
tion ;  and 

"(B)  the  name  and  address  of  the  person  or  agency  to  whom  thi 
closure  is  made ; 
"(2)  retain  the  accounting  made  under  paragraph  (1)  of  this  subsection 
for  at  least  five  years  after  the  disclosure  for  which  the  accounting  is 
made ; 

"(3)  except  for  disclosures  made  under  subsection  (b)  (6)  of  this  section, 
make  the  accounting  made  under  paragraph  (1)  of  this  subsection  avail- 
able to  the  individual  named  in  the  record  at  his  request;  and 

"(4)  inform  any  person  or  other  agency  about  any  correction  or  noi 
of  dispute  made  by  the  agency  in  accordance  with  subsection    (d)    of 
section  of  any  record  that  has  been  disclosed  to  the  person  or  agency  wil 
two  years  preceding  the  making  of  the  correction  of  the  record  of  the  indi- 
vidual, except  that  this  paragraph  shall  not  apply  to  any  record  that  was 
disclosed  prior  to  the  effective  date  of  this  section  or  for  which  no  account- 
ing of  the  disclosure  is  required. 
"(d)  Access  to  Records. — Each  agency  that  maintains  a  system  of  records 
shall— 

"(1)  upon  request  by  any  individual  to  gain  access  to  his  record  or  to 
any  information  pertaining  to  him  which  is  contained  in  the  system,  permit 
him  to  review  the  record  and  have  a  copy  made  of  all  or  any  portion  thereof 
in  a  form  comprehensible  to  him  ; 

"(2)  permit  the  individual  to  request  amendment  of  a  record  pertaining 
to  him  and  either — 

"(A)  make  any  correction  of  any  portion  thereof  which  the  individual 
believes  is  not  accurate,  relevant,  timely,  or  complete  ;  or 

"(B)   promptly  inform  the  individual  of  its   refusal   to  amend   the 
record  in  accordance  with  his  request,  the  reason  for  the  refusal,  the 
procedures  established  by  the  agency  for  the  individual  to  request  a 
review  by  the  agency  of  that  refusal,  arid  the  name  and  busings  add.]    - 
of  the  official  within  the  agency  to  whom  the  request  for  review  may  be 
taken ; 
"(3)  permit  any  individual  who  disagrees  with  the  refusal  of  the  agency 
to  amend  his  record  to  request  review  of  the  refusal  by  the  official  named 
in  accordance  with  paragraph  (2)  (B)  of  this  subsection;  and  if.  after  the 
review,  that  official  also  refuses  to  amend  the  record  in  accordance 
the  request,  permit  the  individual  to  file  with  the  agency  a  concise  statem 
setting  forth  the  reasons  for  his   disagreement  with   the  refusal   of   the 
agency ; 

"(4)   in  any  disclosure,  containing  information  about  which  the  individ- 
ual has  filed  a  statement  of  disagreement,  occurring  after  the  filing  of 
statement  under  paragraph  (3)  of  this  subsection,  clearly  note  any  portion 
of  the  record  which  is  disputed  and,  upon  request,   provide  copies  of 
statement  and,  if  the  agency  deems  it  appropriate,  copies  of  a  concise  si 
ment  of  the  reasons  of  the  agency  for  not  making  the  amendments  requested, 
to  persons  or  other  agencies  to  whom  the  disputed  record  has  been  disclosed  : 
and 

"(5)  nothing  in  this  section  shall  allow  an  individual  aco  in- 

formation  compiled  in  reasonable  anticipation  of  a  civil  action  or  pro 
"(e)  Agency  Requirements. — Each  agency  that  maintains 
shall— 

"(1)  inform  each  individual  whom  if  asks  to  supply  information,  on  the 
form  which  it  uses  to  collect  the  information  or  on  a  separate  form  • 
can  be  retained  by  the  individual — 

"(A)  which  Federal  statute  or  regulation,  if  any,  requires  disclo 
of  the  information : 

"(B)  the  principal  purpose  or  purposes  for  which  the  information  is 
intended  to  be  used  ; 
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M(C)  other  purposes  for  which  the  Information  may  be  used,  as  pub- 
lished pursuant  to  paragraph  (2)  (D)  of  this  subsection  ;  and 

••(in    the  effects  on  him,  it*  any.  of  not  providing  all  or  any  part  of  the 
requested  information  : 
"(2)  subject  to  the  provisions  of  paragraph  (5)  of  this  subsection,  publish 
in  the  Federal  Register  at  least  annually  a  notice  of  the  existence  and  char- 
acter of  the  system  of  records,  which  notice  shall  Include — 
"(A)   the  name  and  location  of  the  system ; 
"ii'.i   the  categories  of  individuals  on  whom  records  arc  maintained 

in  the  system  : 

"(C)   t  he  categories  <>f  records  maintained  In  the  system  ; 
"(D)  each  routine  purpose  for  which  the  records  contained  in  the 
system  are  used  or  intended  to  be  used,  Including  the  categories  of  users 
of  the  records  for  each  such  purpose  ; 

"(B)   th<  and   practices   of  the  agency   regarding 

retrievability,  >ntrols,  retention,  and  disposal  of  the  records: 

')   the  title  and  business  address  of  the  agency  official  who  If  i  - 
Sponsible  for  the  system  of  records; 

"(G)  the  agency  procedures  whereby  an  individual  can  be  notified 
at  his  request  If  the  system  of  records  contains  a  record  pertaining  to 
him  :  and 

"i  II  i    the  agency  procedures  whereby  an   individual  can  be  notified 
at  his  request  how  he  can  gain  access  to  any  record  pertaining  to  him 
contained  in  the  system  of  records,  and  howT  he  can  contest  its  content  ; 
'•(."'.  i   maintain  all  records  which  are  used  by  the  agency  in  making  any 
determination    ahout    any   individual   with   such    accuracy,    relevance,    time- 
liness, and  completeness  as  is  reasonably  necessary  to  assure  fairness  to  the 
individual  in  the  determination ; 

"(4)  maintain  no  record  concerning  the  political  or  religious  belief  or 
activity  of  any  individual,  unless  expressly  authorized  by  statute  or  by  tin1 
individual  about  whom  the  record  is  maintained:  Provided,  however,  That 
the  provisions  of  this  paragraph  shall  not  be  deemed  to  prohibit  the  mainte- 
nance of  any  record  of  activity  which  is  pertinent  to  and  within  the  scope 
of  a  duly  authorized  law  enforcement  activity  ;  and 

"(5)   at  least  30  days  prior  to  publication  of  information  under  paragraph 

(2)  (D)  of  this  subsection  published  in  the  Federal  Register  notice  of  the 

use  or  intended  use  of  the  information  in  the  system,  and  provide  an  oppor- 

tunity  for  interested  persons  to  submit  written  data,  views,  or  arguments  to 

the  agency. 

"(f)   Agency  Rt-r,F.s. — In  order  to  carry  out  the  provisions  of  this  section,  each 

agency  that  maintains  a  system  of  records  shall  promulgate  rules,  in  accordance 

with  the  requirements    (including  general  notice)   of  section  553  of  this  title. 

which  shall — 

"  ( 1 )  establish  procedures  whereby  an  individual  can  be  notified  in  response 
to  his  request  if  any  system  of  records  named  by  the  individual  contains  a 
record  pertaining  to  him ; 

"(2)  define  reasonable  times,  places,  and  requirements  for  identifying  an 
individual  who  requests  his  record  or  information  pertaining  to  him  before 
the  agency  shall  make  the  record  or  information  available  to  the  individual  : 
"(3)  establish  procedures  for  the  disclosure  to  an  individual  upon  his 
request  of  bis  record  or  information  pertaining  to  him.  ineluding  special 
procedure,  if  deemed  necessary,  for  the  disclosure  to  an  individual  of  medical 
records,  including  psychological  records,  pertaining  to  him  ; 

"(4)  establish  procedures  for  reviewing  a  request  from  an  individual 
concerning  the  amendment  of  any  record  or  information  pertaining  to  the 
individual,  for  making  a  determination  on  the  request,  for  an  appeal  within 
the  agency  of  an  initial  adverse  agency  determination,  and  for  whatever 
additional  means  the  head  of  the  agency  may  deem  necessary  for  each  in- 
dividual to  be  able  to  exercise  fully  his  rights  under  this  section:  and 

"(5)  establish  fees  to  be  charged,  if  any.  to  any  individual  for  making 
copies  of  his  record,  excluding  the  cost  of  any  search  for  and  review  of  the 
record. 

The  Office  of  the  Federal  Register  shall  annually  compile  and  publish  the 
rules  promulgated  under  this  subsection  and  aireney  notices  published  under 
subsection  (e)  (2)  of  this  section  in  a  form  available  to  the  public  at  low  cost. 
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"(g)  (1)  Civil  Remedies.— Whenever  any  agency  (A)  refuses  to  comply  with 
an  individual  request  under  subsection  (d)(1)  of  this  section,  (B)  fails  to 
maintain  any  record  concerning  any  individual  with  such  accuracy,  relevance, 
timeliness,  and  completeness  as  is  necessary  to  secure  fairness  in  any  detenu i na- 
tion relating  to  the  qualifications,  character,  rights,  or  opportunities  of,  or  bene- 
fits to  the  individual  that  may  be  made  on  the  basis  of  records  and  consequently 
a  determination  is  made  which  is  adverse  to  the  individual,  or  (O)  fails  to  comply 
with  any  other  provision  of  this  section,  or  any  rule  promulgated  thereunder,  in 
such  a  way  as  to  have  an  adverse  effect  on  an  individual,  the  individual  may 
bring  a  civil  action  against  the  agency,  and  the  district  courts  of  the  I  nited 
States  shall  have  jurisdiction  in  the  matters  under  the  provisions  of  this 
subsection. 

'•(2)  (A)  In  any  suit  brought  under  the  provisions  of  subsection  (g)  (1)  (A) 
of  this  section,  the  court  may  enjoin  the  agency  from  withholding  the  records 
and  order  the  production  to  the  complainant  of  any  agency  records  Lmpn 
withheld  from  him.  In  such  a  case  the  court  shall  determine  the  matter  de  novo, 
and  may  examine  the  contents  of  any  agency  records  in  camera  to  determine 
whether  the  records  or  any  portion  thereof  may  be  withheld  under  any  o 
exemptions  set  forth  in  subsection  (k)  of  this  section,  and  the  burden  is  on 
the  agency  to  sustain  its  action. 

"(B)   The  court  may  assess  against  the  United   States  reasonable  att< 
fees  and  other  litigation  costs  reasonably  incurred  in  any  case  under  this  para- 
graph in  which  the  complainant  has  substantially  prevailed. 

"(3)  In  any  suit  brought  under  the  provisions  of  subsection  (g)(1)  (B)  or 
(C)  of  this  section  in  which  the  court  determines  that  the  agency  acted  in  a 
manner  which  was  willful,  arbitrary,  or  capricious,  the  United  States  shall  be 
liable  to  the  individual  in  an  amount  equal  to  the  sum  of— 

"(A)  actual  damages  sustained  by  the  individual  as  a  result  of  the  refusal 
or  failure ;  and 

"(B)   the  costs  of  the  action  together  with  reasonable  attorney  fees  as 
determined  by  the  court. 

"(4)  An  action  to  enforce  any  liability  created  under  this  section  may  be 
brought  in  the  district  court  of  the  United  States  in  the  district  in  which  the 
complainant  resides,  or  has  his  principal  place  of  business,  or  in  which  the  agency 
records  are  situated,  or  in  the  District  of  Columbia,  without  regard  to  the 
amount  in  controversy,  within  two  years  from  the  date  on  which  the  cause  of 
action  arises,  except  that  where  an  agency  has  materially  and  willfully  mis- 
represented any  information  required  under  this  section  to  be  disclosed  to  an 
individual  and  the  information  so  misrepresented  is  material  to  the  establish- 
ment of  the  liability  of  the  agency  to  the  individual  under  this  section,  the 
action  may  be  brought  at  any  time  within  two  years  after  discovery  by  the 
individual  of  the  misrepresentation. 

"(h)  Rights  of  Legal  Guardians. — For  the  purposes  of  this  section,  the 
parent  of  any  minor,  or  the  legal  guardian  of  any  individual  who  has  been  de- 
clared to  be  incompetent  due  to  physical  or  mental  incapacity  or  age  by  a  court 
of  competent  jurisdiction,  may  act  on  behalf  of  the  indi vidua1. 

"(i)(l)  Criminal  Penalties. — Any  officer  or  employee  of  the  United  States, 
who  by  virtue  of  his  employment  or  official  position,  has  possession  of.  or  access 
to,  agency  records  which  contain  individually  identifiable  information  the  dis- 
closure of  which  is  prohibited  by  this  section  or  by  rules  or  regulations  estab- 
lished thereunder,  and  who  knowing  that  disclosure  of  the  specific  materiel 
is  so  prohibited,  willfully  discloses  the  material  in  any  manner  to  any  person 
or  agency  not  entitled  to  receive  it,  shall  be  fined  not  more  than  $5,000. 

"(2)  Any  person  who  knowingly  and  willfully  requests  or  obtains  any  record 
concerning  an  individual  from  an  agency  under  false  pretenses  shall  be  fined 
not  more  than  $5,000. 

"(j)  General  Exemptions. — The  head  of  any  agency  may  promulgate  rules, 
in  accordance  with  the  requirements  (including  general  notice)  of  section  553 
of  this  title,  to  exempt  any  system  of  records  within  the  agency  from  any  pari  of 
this  section  except  subsections  (b)  and  (e)(2)(A)  through  (F)  and  (i)  if  the 
system  of  records  is — 

"(1 )  maintained  by  the  Central  Intelligence  Agency  :  or 
"(2)  maintained  by  an  agency  or  component  thereof  which  performs  as 
its  principal  function  any  activity  pertaining  to  the  enforcement  of  criminal 
laws,  including  police  efforts  to  prevent,  control,  or  reduce  crime  or  to  ap- 
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Iminals,  ami  the  activities  of  prosecutors  Tectional, 

.  I  m,  pardon,  or  parole  authorities,  and  which  consists  of  (A)  Irifor- 
tion  compiled  for  the  purpose  of  Identifying  individual  criminal  offej 
and  alleged  offenders  and  consisting  only  of  Identify] 

of  arre    s,  the  nature  and  disposition  of  criminal  chi  .  con- 

ement,  release,  and  parole  and  probation  status;   (B)   information  corn- 
ed for  the  purpose  of  a  criminal  Investigation,  including  reports  of  in- 
mants  and  investigators,  and  associated  with  an  identifiable  individual; 
or   (C)   reports  identifiable  to  an  individual  compiled  at  any  stage  of  th< 
process  of  i  at  of   the  criminal   laws   from  arrest    or  Indictment 

through  release  from  supervision. 
"ik)   Specific  Exemptions.-  -The  head  of  any  agency  may  promulgate  rules, 
in  accordance  with  the  requirements  (including  general  notice)  of  section  553 
of  this  title,  to  exempt  any  system  of  records  within  the  agency  from  subsections 
.    (e)(2)    (G)    and    (II),   and    (f)    of  tins  section   if  the   system 
of  records  in — 

••il)  subject  to  the  provisions  of  section  552(b)  (1)  of  this  title  ; 
"(2)  Investigatory  material  compiled  for  law  enforcement  purposes,  other 
than  material  within  the  scope  of  subsection  (j)  (2)  of  this  section  :  Provided, 
'■<f>  r,  That  if  any  individual  is  denied  any  right,  privilege,  or  b  went  that 
he  .vould  otherwise  be  entitled  by  Federal  law,  or  for  which  he  would  ol 
wise  I  e  eligible,  as  a  result  of  the  maintenance  of  such  material,  such  ma- 
ter e  provided  to  such  individual,  except  to  the  extent  that  the  dis- 
clos  ich  material  would  reveal  the  identity  of  a  source  who  furnished 
information  to  the  Government  under  an  express  promise  that  the  identity 
of  the  source  would  be  held  in  confidence,  or,  prior  to  the  effective  date  of 
this  section,  under  an  implied  promise  that  the  identity  of  the  source  would 
be  held  in  confidence  ; 

"(3)  maintained  in  connection  with  providing  protective  services  to  the 
President  of  the  United  States  or  other  individuals  pursuant  to  section  30.~6 
of  title  18 ; 

"(4)  required  by  statute  to  be  maintained  and  used  solely  as  statistical 
•■arch  or  reporting  records  ; 

"(5)  investigatory  material  compiled  solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications  for  Federal  civilian  employment, 
military  service.  Federal  contracts,  or  access  to  classified  information,  but 
only  to  the  extent  that  the  disclosure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  information  to  the  Government  under 
an  express  promise  that  the  identity  of  the  source  would  be  held  in  confidence, 
or.  prior  to  the  effective  date  of  this  section,  under  an  implied  promise  that 
tho  identity  of  the  source  would  be  held  in  confidence ; 

"(6)  testing  or  examination  material  used  solely  to  determine  individual 
qualifications  for  appointment  or  promotion  in  the  Federal  service  the  dis- 
closure of  which  would  compromise  the  objectivity  or  fairness  of  the  testing 
or  examination  process  ;  or 

"(7)  evaluation  material  used  to  determine  potential  for  promotion  in  the 
armed  services,  but  only  to  the  extent  that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  source  who  furnished  information   to  the 
Government  under  an  express  promise  that  the  identity  of  the  source  would 
be  held  in  confidence,  or,  prior  to  the  effective  date  of  this  section,  under  an 
implied  promise  that  the  identify  of  the  source  would  be  bold  in  confidence. 
"(1)(1)    Archival  Records. — Each  agency  record  which  is  accepted  bv   the 
Administrator  of  Genera!  Services  for  storage,  processing,  and  servicing  in  ac- 
cordance with  section  3103  of  title  44  shall,  for  the  purposes  of  this  section,  be 
considered  to  be  maintained  by  the  agency  which  deposited  the  record  and  shall 
he  subject  to  the  provisions  of  this  section.  The  Administrator  of  General  Services 
ot  disclose  the  record  except  to  the  agency  which  maintains  the  record, 
or  under  rules  established  by  that  agency  which  are  not  inconsistent  with  the 
provi  -ions  of  this  section. 

"('?.)  Each  agency  record  pertaining  to  an  identifiable  individual  which  was 
transferred  to  the  National  Archives  of  the  United  States  ns  a  record  which 
lias  sufficient  historical  or  other  value  to  warrant  its  continued  preservation  bv 
the  United  States  Government,  prior  to  the  effective  date  of  this  section,  shall,  for 
the  purposes  of  this  section,  he  considered  to  be  maintained  by  the  National 
Archives  and  shall  not  be  subject  to  the  provisions  of  this  section. 
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"(3)  Each  agency  record  pertaining  to  an  identifiable  individual  which  is  trans- 
ferred to  the  National  Archives  of  the  United  States  as  a  record  which  hi 
cient  historical  or  other  value  to  warrant  its  continued  preservation  by  the  United 
States  Government,  on  or  after  the  effective  date  of  his  sectb  '»r  the  pur- 

poses of  this  section,  be  considered  to  be  maintained  by  the  National  Ar 
and  shall  be  subject  to  all  provisions  of  this  section  except  subsections  (c)  (4)  ; 
(d)   (2),  (3),  and  (4);  (e)(1),  (2)  (H)  and  (3)  ;  (f)(4)  ;  (g)(1)   (B)  and  (C), 
and  (3). 

"(m)(l)   Moratorium  on  the  Use  of  the  Social  Security  Account   ! 
ber. — No  Federal  agency,  or  any  State  or  local  government  acting  in  compliance 
with  any  Federal  law  or  federally  assisted  program,  shall  deny  any  individual 
any  right.  ) benefit,  or  privilege  provided  by  law  by  reason  of  such  individual's 
refusal  to  disclose  his  social  security  account  number. 

"(2)  This  subsection  shall  not  apply — 

"(A)   with  respect  to  any  system  of  records  in  existence  and  operating 
prior  to  January  1, 1975  ;  and 

"(B)  when  disclosure  of  a  social  security  account  number  is  required  by 
Federal  law. 

"(3)  No  Federal  agency,  or  any  State  or  local  government  acting  in  com- 
pliance with  any  Federal  law  or  federally  assisted  program,  shall  use  the  social 
security  account  number  for  any  purpose  other  than  for  verification  of  the 
identity  of  an  individual  unless  such  other  purpose  is  specifically  authorized  by 
Federal  law. 

"(n)  Annual  Report. — The  President  shall  submit  to  the  Speaker  of  the  House 
and  the  President  of  the  Senate,  by  June  30  of  each  calendar  year,  a  consolidated 
report,  separately  listing  for  each  Federal  agency  the  number  of  records  con- 
tained in  any  system  of  records  which  were  exempted  from  the  application  of  this 
section  under  the  provisions  of  subsections  (j)  and  (k)  of  this  section  during  the 
preceding  calendar  year,  and  the  reasons  for  the  exemptions,  and  such  other 
information  as  indicates  efforts  to  administer  fully  this  section.". 

Sec.  4.  The  chapter  analysis  of  chapter  5  of  title  5,  United  States  Code,  is 
amended  by  inserting : 
"552a.  Records  About  Individuals." 
immediately  below : 
"552.  Public  Information  ;  Agency  Rules,  Opinion,  Orders,  and  Proceeding^.". 

Sec.  5.  The  amendments  made  by  this  Act  shall  become  effective  on  the  one 
hundred  and  eightieth  day  following  the  date  of  enactment  of  this  Act. 

Amend  the  title  so  as  to  rend:  "An  act  to  amend  til1-  5',  United 
States  Code,  by  adding  a  section  552a  to  safeguard  individual  pri- 
vacy from  the  misuse  of  Federal  records  and  to  nrovide  that  individ- 
uals be  granted  access  to  records  concerning  them  which  are  main- 
tained by  Federal  np;e:ieies." 

Mr.  EJrvtnt.  Mr.  President,  on  Xovember  21.  just  before  the  Thanks- 
giving recess,  both  the  Senate  and  the  House  adopted  in  different 
forms ■ 

The  Presiding  Qfstcer.  Will  the  Senator  suspend  briefly  until  the 
Chair  o-ots  order  in  the  Senate. 

I  would,  like  to  ask  the  ?  [embers  of  the  Senate  to  pl<  lg  order 

to  the  Chamber  because  the  Senator  from  North  Carolina  is  entitle;] 
to  be  heard  and  he  cannot  be  heard.  Would  t)  s  conversing 

please  remove  themselves  to  the  cloakroom. 

The  Senator  will  continue  to  suspend  until  there  is  orde^  in  I  e 
Chamber. 

The  Senator  may  proceed. 

Mr.  Fiwix.  On  Xovember  21.  just  before  '  iving  re< 

both  the  Senate  and  the  House  passed  in  different  forms  Federal  pri- 
vacy legislation.  Because  of  the  limited  amount  of  time  availabli 

ri  the  time  of  the  reconvening  of  ConoTOss  afti  and  the 

end  of  the  session  of  Congress  members  of  the  (  to 
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Committee  of  the  Senate  ami  the  House  agreed  that  they  would  have 
the  different  versions  studied  by  their  respective  staffs  during  the 
recess. 

After  the  recess  the  mei  dbers  of  the  staffs  who  had  made  this  study 
reported  to  the  members  of  the  two  committees,  and  after  that  the 
members  of  the  two  committees  met  informally  and  agreed  on  the 
amendments  that  I  will  offer  in  behalf  of  all  the  original  cosponsors  of 
the  privacy  bill. 

We  thought  this  was  a  better  way  of  doing  it  without  having  a  con- 
ference and  I  have  been  assured  by  the  members  of  the  House  Govern- 
ment Operations  Committee  interested  in  privacy  Legislation,  that  the 
House  will  accept  these  amendments  which  I  propose  on  behalf  of 
myself  and  all  of  the  original  cosponsors  of  the  bill. 

The  main  differences  between  the  two  versions  which  are  reconciled 
here  was  that  instead  of  establishing  a  privacy  board,  as  the  Senate 
bill  did,  that  we  will  have  a  privacy  study  commission  to  study  the 
subject  and  report  back  to  the  President,  to  the  Senate,  and  to  the 
House. 

Wo  also  eliminated,  in  deference  to  the  House,  provisions  of  the  bill 
dealing  with  the  private  sector  and  we  also  eliminated  some  of  the  pro- 
visions dealing  with  law  enforcement  agencies. 

Xow,  Mr.  President,  on  behalf  of  the  original  cosponsors  of  the 
Senate  bill  and  mvself,  T  make  this  motion. 

Mr.  President,  T  move  that  the  Senate  agree  to  the  engrossed  amend- 
ments of  the  House  to  the  bill  (S.  P>418)  to  establish  a  Privacv  Pro- 
tection Commission,  to  provide  management  systems  in  Federal  agen- 
cies and  certain  other  organizations  with  respect  to  the  gathering  and 
disclosure  of  information  concerning  individuals,  and  for  other  pur- 
poses, with  the  following  amendments  to  such  engrossed  amend- 
ments: 

In  lieu  of  the  matter  proposed  to  be  inserted  by  the  House  to  the 
text  of  the  bill,  insert  the  following  amendment  which  I  now  send  to 
the  desk. 

The  Presiding  Officer.  The  amendment  will  be  stated. 

The  assistant,  legislative  clerk  proceeded  to  read  the  amendment. 

Mr.  Ervix.  Mr.  President.  I  ask  unanimous  consent  that  further 
reading  of  the  amendment  be  dispensed  with. 

The  Presiding  Officer.  "Without  objection,  it  is  so  ordered. 

The  amendment  is  as  follows : 

Tn  lieu  of  the  matter  proposed  to  be  inserted  by  the  House  to  the 
text  of  the  bill,  insert  the  following : 

That  this  Act  may  be  cited  as  the  'Privacy  Act  of  1074". 
Sec.  2.  (a)  The  Congress  finds  that— 

(1)  the  privacy  of  an  individual  is  directly  affected  by  the  collection,  main- 
tenance, use,  and  dissemination  of  personal  information  by  Federal  agen- 
cies : 

(2)  the  increasing  use  of  computers  and  sophisticated  information  tech- 
nology, while  essential  to  the  efficient  operations  of  the  Government,  lias 
greatly  magnified  the  harm  to  individual  privacy  that  can  occur  from  any 
collection,  maintenances  use,  or  dissemination  of  personal  information; 

(3)  the  opportunities  for  an  individual  to  secure  employment,  insurance, 
and  credit,  and  his  right  to  due  process,  and  other  legal  protections  are  en- 
dangered by  the  misuse  of  certain  information  systems  ; 

(4)  the  right  to  privacy  is  a  personal  and  fundamental  right  protected 
hy  the  Constitution  of  the  United  States  :  and 
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(5)  in  order  to  protect  the  privacy  of  individuals  identified  in  information 

systems  maintained  by  Federal  agencies,  it  is  necessary  and  proper  lor  the 
Congress  to  regulate  the  collection,  maintenance,  use,  and  dissemination  of 
information  by  such  agencies. 
1 1) )  The  purpose  of  this  Act  is  to  provide  certain  safeguards  for  an  individual 

against  an  invasion  of  personal  privacy  by  requiring  Federal  agencies,  except 

as  otherwise  provided  by  law,  to — 

(1)  permit  an  individual  to  determine  what  records  pertaining  to  him  are 
collected,  maintained,  used,  or  disseminated  by  such  agencies; 

(2)  permit  an  individual  to  prevent  records  pertaining  to  him  obtained 
by  such  agencies  for  a  particular  purpose  from  being  used  or  made  avail- 
able for  another  purpose  without  his  consent ; 

(3)  permit  an  individual  to  gain  access  to  information  pertaining  to  him  in 
Federal  agency  records,  to  have  a  copy  made  of  all  or  any  portion  thereof,  and 
to  correct  or  amend  such  records  ; 

(4)  collect,  maintain,  use  or  disseminate  any  record  of  identifiable  per- 
sonal information  in  a  manner  that  assures  that  such  action  is  for  a  neces- 
sary and  lawful  purpose,  that  the  information  is  current  and  accurate  for  its 
intended  use,  and  that  adequate  safeguards  are  provided  to  prevent  misuse 
of  such  information ; 

(5)  permit  exemptions  from  the  requirements  with  respect  to  records  pro- 
vided in  this  Act  only  in  those  cases  where  there  is  an  important  public 
policy  need  for  suoh  exemption  as  has  been  determined  by  specific  statutory 
authority  ;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which  occur  as  a  result  of  will- 
ful or  international  action  which  violates  any  individual's  rights  under  this 
Act. 

Sec.  3.  Title  5,  United  States  Code,  is  amended  by  adding  after  section  552  the 
following  new  section : 

"§552a.  Records  maintained  on  individuals 

"  (a)  Definitions. — For  a  purposes  of  this  section — 

"(1)  the  term  'agency'  means  agency  as  defined  in  section  552(e)  of  this 
title ; 

"(2)  the  term  'individual'  means  a  citizen  of  the  United  States  or  an 
alien  lawfully  admitted  for  permanent  residence  ; 

"(3)  the  term  'maintain'  includes  maintain,  collect,  use,  or  disseminate; 

"(4)  the  term  'record'  means  any  item,  collection,  or  grouping  of  informa- 
tion about  an  individual  that  is  maintained  by  an  agency,  including,  but  not 
limited  to,  his  education,  financial  transactions,  medical  history,  and  crimi- 
nal or  employment  history  and  that  contains  his  name,  or  the  identifying 
number,  symbol,  or  other  identifying  particular  assigned  to  the  individual, 
such  as  a  finger  or  voice  print  or  a  photograph  ; 

"(5)  the  term  'system  of  records'  means  a  group  of  any  records  under  the 
control  of  any  agency  from  which  information  is  retrieved  by  the  name  of  the 
individual  or  by  some  identifying  number,  symbol,  or  other  identifying  partic- 
ular assigned  to  the  individual : 

"(6)  the  term  'statistical  record'  means  a  record  in  a  system  of  records 
maintained  for  statistical  research  or  reporting  purposes  only  and  not  used 
in  whole  or  in  part  in  making  any  determination  about  an  identifiable  in- 
dividual, except  as  provided  by  section  8  of  title  13. 

"(7)  the  term  'routine  use'  means,  with  respect  to  the  disclosure  of  a  rec- 
ord, the  use  of  such  record  for  a  purpose  which  is  compatible  with  the  pur- 
pose for  which  it  was  collected. 
"(b)  Conditions  of  Disclosure. — Xo  agency  shall  disclose  any  record  which  is 
contained  in  a  system  of  records  by  any  means  of  communication  to  any  person, 
or  to  another  agency,  except  pursuant  to  a  written  request  by,  or  with  the  prior 
written  consent  of,  the  individual  to  whom  the  record  pertains,  unless  disclosure 
of  the  record  would  be — 

"(1)  to  those  officers  and  employees  of  the  agency  which  maintains  the 
record  who  have  a  need  for  the  record  in  the  performance  of  their  duties ; 

"  (2)  required  under  section  552  of  this  title  ; 

"(3)  for  a  routine  use  as  defined  in  subsection  (a)  (7)  of  this  section  and 
described  under  subsection  (e)  (4)  (D)  of  this  section; 

"(4)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or  carrying  out 
a  census  or  survey  or  related  activity  pursuant  to  the  provisions  of  title  13 ; 


"(5)  to  a  recipient  who  has  provided  the  agency  with  advance  a  [equate 
written  assurance  that  the  record  will  be  used  solely  a^  a  statistical  research 
Or  reporting  record,  and  the  record  is  to  be  transferred  in  a  form  that  is 
not  individually  Identifiable; 

■'if'-)   to  the  National  Archives  Of  the  United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to  warrant  its  continued  preserv; 
the  United  states  Government,  or  for  evaluation  by  the  Administrate. 
General  Services  or  his  designee  to  determine  whether  the  record  has  such 
value ; 

"(7)  to  another  agency  or  to  an  instrumentality  of  any  governmental  juris- 
diction within  or  under  the  control  of  the  United  States  for  a  civil  or  crim- 
!  law  enforcement  activity  if  the  activity  is  authorized  by  law.  and  if  the 
head  of  the  agency  or  instrumentality  lias  made  a  written  request  to  the 
agency  which  maintains  the  record  specify  in;.:  the  particular  portion  desired 
and  the  law  enforcement  activity  for  which  the  record  is  sought : 

"(Si  in  a  person  pursuant  to  a.  showing  <>f  compelling  circumstances  affect- 
ing the  health  or  safety  of  an  individual  if  upon  such  disclosure  notification 
is  transmitted  to  the  last  known  address  of  such  Individual ; 

"(0)  to  either  House  of  Congress,  or,  to  the  extent  of  matter  within  its 
jurisdiction,  any  committee  or  subcommittee  thereof,  any  joint  committee 
of  Congress  or  subcommittee  of  any  such  joint  committee: 

"(10)   to  the  Comptroller  General,  or  any  of  his  authorized  representa- 
tives, in  the  course  of  the  performance  of  the  duties  of  the  General   Ac- 
count ing  ( Office  ;  or 
"(13  I  pursuant  to  the  order  of  a  court  Of  competent  jurisdiction. 
"(c)  Accounting  of  Certain  Disclosures. — Each  agency,  with  respect  to  each 
system  of  records  under  its  control,  shall — 

"(1)  except  for  disclosures  made  under  subsections  (b)(1)  or  (b)(2)  of 
this  sei  ti  >n,  keep  an  accurate  accounting  of — 

"i  A  )  the  date  natu  o  and  purpose  of  each  disclosure  of  a  record  to 
any  person  or  to  another  agency  made  under  subsection  (b)  of  this 
section  ;  and 

"(B)  the  name  and  address  of  the  person  or  agency  to  whom  the  dis- 
closure is  made ; 
"(2)   retain  the  accounting  made  under  paragraph  (1)  of  this  subsection 
for  at  least  five  years  or  the  life  of  the  record,  whichever  is  longer,  after  the 
di  -^closure  for  which  the  accounting  is  made  ; 

"(3)  except  for  disclosures  made  under  subsection  (b)  (7)  of  this  section, 
make  the  accounting  made  under  paragraph  (1)  of  this  subsection  available 
to  the  individual  named  in  the  record  at  bis  request ;  and 

"(4)  inform  any  person  or  other  agency  about  anv  correction  or  notation 

of  dispute  made  by  the  agency  in  accordance  with  subsection  (d)  of  this 

section  of  any  record  that  has  been  disclosed  to  the  person  or  agency  if  an 

accounting  of  the  disclosure  was  made. 

"(d)   Access  to  Records. — Each  agency  that  maintains  a  system  of  records 

shall— 

"(1)  upon  ronuesf  by  any  individual  to  gain  access  to  his  record  or  to 
aay  information  pertaining  to  him  which  is  contained  in  the  system,  permit 
him  and,  upon  his  request,  a  person  of  his  own  choosing  to  accompany  him, 
to  review  the  record  and  have  a  copy  made  of  all  or  any  portion  thereof  in 
a  form  oon!T)r"i>en--ih1e  to  him.  except  that  the  agency  may  require  the  in- 
dividual to  furnish  a  written  statement  authorizing  discussion  of  that  in- 
dividual's record  in  the  accompanying  person's  presence: 

"(2)  nermit  the  individual  to  request  amendment  of  a  record  pertaining  to 
him  and — 

"(A)  not  later  than  10  days  (excluding  Saturdays.  Sundays,  and  legal 
public  holidays)  after  the  date  of  receipt  of  such  request,  acknowledge 
in  writing  such  receipt :  and 
"(B)  promptly;  either — 

"(i)  make  any  correction  of  any  portion  thereof  which  the  in- 
dividual believes  is  not  accurate,  relevant,  timely,  or  complete:  or 
"(ii)  inform  the  individual  of  its  refusal  to  amend  the  record 
in  accordance  with  his  roouosf.  the  reason  for  the  refusal,  the  pro- 
cedures established  by  the  agency  fo^  the  individual  to  request  a 
review  of  that  refusal  by  the  head  of  fcbe  agency  or  an  officer  desig- 
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nated  by  the  head  of  the  agency,  and  the  name  and  business  address 
of  that  official ; 
"(3)  permit  the  individual  who  disagrees  with  the  refusal  of  the  agency 
to  amend  his  record  to  request  a  review  of  such  refusal,  and  no*  Later  than 
30  days  (excluding  Saturdays,  Sundays,  and  legal  public  holidays)  i 
the  date  on  which  the  individual  requests  such  review,  complete  such  review 
and  make  a  final  determination  unless,  for  good  cause  shown,  the  head  of 
the  agency  extends  such  30-day  period;  and  if,  after  his  review,  the  review- 
ing official  also  refuses  to  amend  the  record  in  accordance  with  the  request, 
permit  the  individual  to  file  with  the  agency  a  concise  statement  setting 
forth  the  reasons  for  his  dis.-igreement  with  the  refusal  of  the  agency,  and 
notify  the  individual  of  the  provisions  for  judicial  review  of  the  reviewing 
officials'  determination  under  subsection  (g)  (1)  (A)  of  this  section  ; 

"(4)   in  any  disclosure,  containing  information  about  which  the  individ- 
ual has  filed  a  statement  of  disagreement,  occurring  after  the  filing  of  the 
statement  under  paragraph  (3)  of  this  subsection,  clearly  note  any  portion 
of  the  record  which  is  disputed  and  provide  copies  of  the  statement  and, 
if  the  agency  deems  it  appropriate,  copies  of  a  concise  statement  of  the 
reasons  of  the  agency  for  not  making  the  amendments  requested,  to  per- 
sons or  other  agencies  to  whom  the  disputed  record  has  been  disclosed;  and 
"(5)   nothing  in  this  section  shall  allow  an  individual  access  to  any  in- 
formation compiled  in  reasonable  anticipation  of  a  civil  action  or  proceeding. 
"(e)  Agency  Requirements. — Each  agency  that  maintains  a  system  of  records 
shall— 

"(1)  maintain  in  its  records  only  such  information  about  an  individual 
as  is  relevant  and  necessary  to  accomplish  a  purpose  of  the  agency  required 
to  be  accomplished  by  statute  or  by  executive  order  of  the  President ; 

"(2)  collect  information  to  the  greatest  extent  practicable  directly  from 
the  subject  individual  when  the  information  may  result  in  adverse  deter- 
minations about  an  individual's  rights,  benefits,  and  privileges  under  Federal 
programs ; 

"(3)  inform  each  individual  whom  it  asks  to  supply  information,  on  the 
form  which  it  uses  to  collect  the  information  or  on  a  separate  form  that 
can  be  retained  by  the  individual — 

"(A)  the  authority  (whether  granted  by  statute,  or  by  executive  order 

of  the  President)   which  authorizes  the  solicitation  of  the  information 

and  whether  disclosure  of  such  information  is  mandatory  or  voluntary ; 

"(B)  the  principal  purpose  or  purposes  for  which  the  information  is 

intended  to  be  used ; 

"(C)  the  routine  uses  which  may  be  made  of  the  information,  as  pub- 
lished pursuant  to  paragraph  (4)  (D)  of  this  subsection;  and 

"  (D)  the  effects  on  him,  if  any,  of  not  providing  all  or  any  part  of  the 
requested  information ; 
"(4)  subject  to  the  provisions  of  paragraph  (11)  of  this  subsection,  publish 
in  the  Federal  Register  at  least  annually  a  notice  of  the  existence  and 
character  of  the  system  of  records,  which  notice  shall  include? — 
"(A)  the  name  and  location  of  the  system  ; 

"(B)  the  categories  of  individuals  on  whom  records  are  maintained 
in  the  system ; 

"(C)  the  categories  of  records  maintained  in  the  system; 
"(D)  each  routine  use  of  the  records  contained  in  the  system,  includ- 
ing the  categories  of  users  and  the  purpose  of  such  use ; 

"(E)  the  policies  and  practices  of  the  agency  regarding  storage,  re- 
trievability,  access  controls,  retention,  and  disposal  of  the  records ; 

"(F)  the  title  and  business  address  of  the  agency  official  who  is 
responsible  for  the  system  of  records  ; 

"(G)  the  agency  procedures  whereby  an  individual  can  be  notified 
at  his  request  if  the  system  of  records  contains  a  record  pertaining 
to  him; 

"(H)  the  agency  procedures  whereby  an  individual  can  be  notified  at 
his  request  how  he  can  gain  access  to  any  record  pertaining  to  him 
contained  in  the  system  of  records,  and  how  he  can  contest  its  con- 
tent ;  and 

"(I)   the  categories  of  sources  of  records  in  the  system; 
"(5)  maintain  all  records  which  are  used  by  the  agency  in  making  any 
determination  about  any  individual  with  such  accuracy,  relevance,  time- 
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liness,  and  completeness  as  is  reasonably  necessary  t<>  assure  fairness  to  the 

individual  in  the  determination  ; 

"(6)  prior  to  disseminating  any  record  about  an  individual  to  any  person 
other  than  an  agency,  make  reasonable  efforts  to  assure  that  such  records 

are  accurate,  complete,  timely,  and  relevant  : 

"(7)  maintain  no  record  describing  how  any  individual  exercises  rights 

guaranteed  by  the  first    amendment   unless  expressly   authorized   by   sl.itute 
or  by  the  individual  about  whom  the  record  Is  maintained  or  unless  \ht- 

tinent  to  and  within  thes  scope  of  an  authorized  law  enforcement  activity: 
"is  i    make  reasonable  efforts  to  serve  notice  on  an  individual   when  any 
record  on  such  individual  is  made  available  to  any  person  under  compulsory 
legal  process  when  such  process  becomes  a  matter  of  public  record; 

"(9)  establish  rules  of  conduct  for  persons  involved  in  the  design,  develop- 
ment, operation,  or  maintenance  of  any  system  of  records,  or  In  maintain- 
ing any  record,  and  instruct  each  such  person  with  respect  to  such  rule*; 
and  the  requirements  of  this  section,  including  any  other  rules  and  procedures 
adopted  pursuant  to  this  section  and  the  penalties  for  noncompliance; 

"(10)  establish  appropriate  administrative,  technical,  and  physical  safe- 
guards to  insure  the  security  and  confidentiality  of  records  and  to  protect 
against  any  anticipated  threats  or  hazards  to  their  security  or  Integrity 
which  could  result  in  substantial  harm,  embarassment,  inconvenience,  or 
unfairness   to  any   individual   on  whom   information  is  maintained:  and 

"(11 )  at  least  30  days  prior  to  publication  of  information  under  paragraph 
(4)  (D)  of  this  subsection,  publish  in  the  Federal  Register  notice  of  any  new 
use  or  intended  use  of  the  information  in  the  system,  and  provide  an  oppor- 
tunity for  interested  persons  to  submit  written  data,  views,  or  arguments 
to  the  agency. 
"(f)  Agency  Rules. — In  order  to  carry  out  the  provisions  of  this  section,  each 
agency  that  maintains  a  system  of  records  shall  promulgate  rules,  in  accordance 
with   the  requirements    (including  general   notice)    of  section  553  of  this  title, 
which  shall — 

"(1)  establish  procedures  whereby  an  individual  can  he  notified  in  re- 
sponse to  his  request  if  any  system  of  records  named  by  the  individual  con- 
tains a  record  pertaining  to  him  ; 

"(2)  define  reasonable  times,  places,  and  requirements  for  identifying  nn 
individual  who  requests  his  record  or  information  pertaining  to  him  before 
the  agency  shall  make  the  record  or  information  available  to  the  individual : 
"(3)  establish  procedures  for  the  disclosure  to  an  individual  upon  his 
request,  of  his  record  or  information  pertaining  to  him,  including  special 
procedure,  if  deemed  necessary,  for  the  disclosure  to  an  individual  of  medical 
records,  including  psychological  records,  pertaining  to  him; 

"(4)  establish  procedures  for  reviewing  a  request  from  an  individual 
concerning  the  amendment  of  any  record  or  information  pertaining  to  the 
individual,  for  making  a  determination  on  the  request,  for  an  appeal  within 
the  agency  of  an  initial  adverse  agency  determination,  and  for  whatever  addi- 
tional means  may  be  necessary  for  each  individual  to  be  able  to  exercise 
fully  his  rights  under  this  section:  and 

"(5)   establish  fees  to  be  charged,  if  any,  to  any  individual  for  making 
copies  of  his  record,  excluding  the  cost  of  any  search  for  and  review  of 
the  record. 
The  Office  of  the  Federal  Register  shall  annually  compile  and  publish  the  rules 
promulgated  under  this  subsection  and  agency  notices  published  under  subsec- 
tion (e)  (4)  of  this  section  in  a  form  available  to  the  public  at  low  cost. 
"(g)  (1 )    Civil  Remedies. — Whenever  any  agency — 

"(A)  makes  a  determination  under  subsection  (d)  (3)  of  this  section  not 
to  amend  an  individual's  record  in  accordance  with  his  request,  or  fails  to 
make  such  review  in  conformity  with  that  subsection  : 

"(P»)  refuses  to  comply  with  an  individual  request  under  subsection  (d) 
(1)  of  this  section  : 

"(C)  fails  to  maintain  any  record  concerning  any  individual  with  such 
accuracy,  relevance,  timeliness,  and  completeness  as  is  necessary  to  assure 
fairness  in  my  determination  relating  to  the  qualifications,  character,  rights, 
or  opportunities  of.  or  benefits  to  the  individual  that  may  be  made  on  the 
basis  of  such  record,  and  consequently  a  determination  is  made  which  is 
adverse  to  the  individual ;  or 
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"(D)   fails  to  comply  with  any  other  provision  of  this  section,  or  any  rule 
promulgated  thereunder,  in  such  a  way  as  to  have  an  adverse  effect  on  an 
individual, 
the  individual  may  bring  a  civil  action  against  the  agency,  and  the  district  courts 

of  the  United  States  shall  have  jurisdiction  in  the  matters  under  the  provisons  •.;' 
this  suhsection. 

"(2)  (A)  In  any  suit  brought  under  the  provisions  of  subsection  (g)(1)(A) 
of  this  section,  the  court  may  order  the  agency  to  amend  the  individuals  record 
in  accordance  with  his  request  or  in  such  other  way  as  the  court  may  direct.  In 
such  a  case  the  court  shall  determine  the  matter  de  novo. 

"(B)  The  court  may  assess  against  the  United  States  reasonable  attorney  fees 
and  other  litigation  costs  reasonably  incurred  in  any  case  under  this  paragraph 
in  which  the  complainant  has  substantially  prevailed. 

"(3)  (A)  In  any  suit  brought  under  the  provisions  of  subsection  (g)  (1  I  (B) 
of  this  section,  the  court  may  enjoin  the  agency  from  withholding  the  records  and 
order  the  production  to  the  complainant  of  any  agency  records  improperly  with- 
held from  him.  In  such  a  case  the  court  shall  determine  the  matter  de  novo,  and 
may  examine  the  contents  of  any  agency  records  in  camera  to  determine  whether 
the* records  or  any  portion  thereof  may  be  withheld  under  any  of  the  exemption- 
set  forth  in  subsection  (k)  of  this  section,  and  the  burden  is  on  the  agency  to 
sustain  its  action. 

"(B)  The  court  may  assess  against  the  United  States  reasonable  attorney  fees 
and  other  litigation  costs  reasonably  incurred  in  any  case  under  this  paragraph 
in  which  the  complaint  has  substantially  prevailed. 

'•(4)  In  any  suit  brought  under  the  provisions  of  subsection  (g)  (1)  (C)  or 
(D)  of  this  section  in  which  the  court  determines  that  the  agency  acted  in  a  man- 
ner which  was  intentional  or  willful,  the  United  States  shall  be  liable  to  the 
individual  in  an  amount  equal  to  the  sum  of — 

"  ( A)  actual  damages  sustained  by  the  individual  as  a  result  of  the  refusal 
or  failure,  but  in  no  case  shall  a  person  entitled  to  recovery  receive  less  than 
the  sum  of  $1,000  :  and 

"(B)  the  costs  of  the  action  together  with  reasonable  attorney  fees  as 
determined  by  the  court. 

"(5)  An  action  to  enforce  any  liability  created  under  this  section  may  be 
brought  in  the  district  court  of  the  United  States  in  the  district  in  which  the 
complainant  resides,  or  has  his  principal  place  of  business,  or  in  which  the  agency 
records  are  situated,  or  in  the  District  of  Columbia,  without  regard  to  the  amount 
in  controversy,  within  two  years  from  the  date  on  which  the  cause  of  action 
arises,  except  that  where  an  agency  has  materially  and  willfully  misrepresented 
any  information  required  under  this  section  to  be  disclosed  to  an  individual  and 
the  information  so  misrepresented  is  material  to  the  establishment  of  the  liability 
of  the  agency  to  the  individual  under  this  section,  the  action  may  be  bought  at 
any  time  within  two  years  after  discovery  by  the  individual  of  the  misrepresenta- 
tion. Nothing  in  this  section  shall  be  construed  to  authorize  any  civil  action  by 
reason  of  any  injury  sustained  as  the  result  of  a  disclosure  of  a  record  prior  to 
the  effective  date  of  this  section. 

"  (h)  Rights  of  Legal  Guardians. — For  the  purposes  of  the  section,  the  parent 
of  any  minor,  or  the  legal  guardian  of  any  individual  who  has  been  declared  to 
be  incompetent  due  to  physical  or  mental  incapacity  or  age  by  a  court  of  com- 
petent jurisdiction,  may  act  on  behalf  of  the  individual. 

"(i)  (1)  Criminal  Penalties. — Any  officer  or  employee  of  an  agency,  who  by 
virtue  of  his  employment  or  official  position,  has  possession  of,  or  access  to, 
agency  records  which  contain  individually  identifiable  information  the  disclosure 
of  which  is  prohibited  by  this  secton  or  by  rules  or  regulations  establshed  there- 
under, and  who  knowing  that  disclosure  of  the  specific  material  is  so  prohibited, 
willfully  discloses  the  material  in  any  manner  to  any  person  or  agency  not  en- 
titled to  receive  it.  shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than 
$5,000. 

"(2)  Any  officer  or  employee  of  any  agency  who  willfully  maintains  a  system 
of  records  without  meeting  the  notice  requirements  of  subsection  (e)  (4)  of  this 
section  shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than  $o.000. 

"(3)  Any  person  who  knowingly  and  willfully  requests  or  obtains  any  record 
concerning  an  individual  from  an  agency  under  false  pretenses  shall  be  guilty  of 
a  misdemeanor  and  fined  not  more  than  $.",000. 

"(j)  General  Exemptions. — The  head  of  any  agency  may  promulgate  rules,  in 
accordance  with  the  requirements   (including  general  notice)   of  section  553(b) 


(1),  (2),  and  i  and  (e)  of  this  title,  to  exempt  anj 

within  the  i  any  parr  of  this  section  excepl  subsections  (b),  (c)(1), 

(2),  and  (4),  (e)(4)(A)  through  (F)  (e)(6),  (7),  (0),  (10),  and  (11),  and  tii 
if  the  system  of  records  is — 

••Mi   maintained  i»y  the  Cent  ral  Intelligence  Agency  ;  or 
"(2)  maintained  by  an  agency  or  component  thereof  which  performs  as  Its 
principal   function  any   activity   pertaining  to  the  enforcement  Of  criminal 
Laws,  Including  police  I  Sorts  to  prevent,  control,  or  reduce  crime  or  to  appre- 
hend criminals,  and  the  activities  of  prosecutors,  courts,  correctional,  proba- 
tion, pardon,  or  parole  authorities,  and  which  consists  of   (A)    information 
ipiled  for  the  purpose  of  Identifying  individual  criminal  offenders  and 
alleged  offenders  and  consisting  only  of  identifying  data  and  notations  of 
arrests,  the  nature  and  disposition  of  criminal  charges,  sentencing,  confine- 
ment,  release,  and  parole  and  probation  status;    (B)    information  compiled 
for  the  purpose  of  a  criminal  investigation,  including  reports  of  informants 
d  investigators,  and  associated  with  an  identifiable  individual;  or   (C) 
reports  identifiable  to  an  individual  compiled  at  any  stage  of  the  process  of 
enforcement  of  the  criminal  laws  from  arrest  or  indictment  through  release 
from  supervision. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall  include  in 
the  statement  required  under  section  553(c)   of  this  title,  the  reasons  why  the 
system  of  records  is  to  be  exempted  from  a  provision  of  this  section. 

"(k)  Specific  Exemptions. — The  head  of  any  agency  may  promulgate  rules,  in 
accordance  with  the  requirements  (including  general  notice)  of  sections  553(b) 
(1).  (2)  and  (3),  (c),and  (e)  of  this  title,  to  exempt  any  system  of  records  within 
the  agency  from  subsections  (c)  (3),  (d),  (e)  (1),  (e)  (4)  (G),  (H),  and  (I),  and 
(f )  of  this  section  if  the  system  of  records  is — 

"(1)  subject  to  the  provisions  of  section  552(b)  (1)  of  this  title; 
"(2)  investigatory  material  compiled  for  law  enforcement  purposes,  other 
than  material  within  the  scope  of  subsection  (j)  (2)  of  this  section  :  Provided, 
however,  That  if  any  individual  is  denied  any  right,  privilege,  or  benefit  that 
he  would  otherwise  be  entitled  by  Federal  law.  or  for  which  he  would  other- 
wise be  eligible,  as  a  result  of  the  maintenance  of  such  material,  such  ma- 
terial shall  be  provided  to  such  individual,  except  to  the  extent  that  the  dis- 
closure of  such  material  would  reveal  the  identity  of  a  source  who  furnished 
information  to  the  Government  under  an  express  promise  that  the  identity  of 
the  source  would  be  held  in  confidence,  or,  prior  to  the  effective  date  of  this 
section,  under  an  implied  promise  that  the  identity  of  the  source  would  be 
held  in  confidence ; 

"(3)  maintained  in  connection  with  providing  protective  services  to  the 
President  of  the  United  States  or  other  individuals  pursuant  to  section  3056 
of  title  18 ; 

"(4)  required  by  statute  to  be  maintained  and  used  solely  as  statistical 
records ; 

"(5)  investigatory  material  compiled  solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications  for  Federal  civilian  employment,  mili- 
tary service.  Federal  contracts,  or  access  to  classified  information,  but  only 
to  the  extent  that  the  disclosure  of  such  material  would  reveal  the  identity 
of  a  source  who  furnished  information  to  the  Government  under  an  express 
promise  that  the  identity  of  the  source  would  be  held  in  confidence,  or,  prior 
to  the  effective  date  of  this  section,  under  an  implied  promise  that  the  identity 
of  the  source  would  be  held  in  confidence ; 

"(6)  testing  or  examination  material  used  solely  to  determine  individual 
qualifications  for  appointment  or  promotion  in  the  Federal  service  the  dis- 
closure of  which  would  compromise  the  objectivity  of  fairness  of  the  testing 
or  examination  process  ;  or 

"(7)  evaluation  material  used  to  determine  potential  for  promotion  in  the 
armed  services,  but  only  to  the  extent  that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  source  who  furnished  information  to  the  Gov- 
ernment under  an  express  promise  that  the  identity  of  the  source  would  be 
held  in  confidence,  or,  prior  to  the  effective  date  of  this  section,  under  an  im- 
plied promise  that  the  identity  of  the  source  would  be  held  in  confidence. 
At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall  include 
in  the  statement  required  under  section  553(c)  of  this  title,  the  reasons  why  the 
system  of  records  is  to  be  exempted  from  a  provision  of  this  section. 
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"(1)  (1)  Archival  Records. — Each  agency  record  which  is  accepted  by  the  Ad- 
ministrator of  General  Services  for  storage,  processing,  and  servicing  in  accord- 
ance with  section  3103  of  title  44  shall,  for  the  purposes  of  this  section,  he  con- 
sidered to  he  maintained  by  the  agency  which  deposited  the  record  and  shall  be 
subject  to  the  provisions  of  this  section.  The  Administrator  of  General  Services 
shall  not  disclose  the  record  except  to  the  agency  which  maintains  the  record,  or 
under  rules  established  by  that  agency  which  are  not  inconsistent  with  the  provi- 
sions of  this  section. 

"(2)  Each  agency  record  pertaining  to  an  identifiable  individual  which  Mas 
transferred  to  the  National  Archives  of  the  United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to  warrant  its  continued  preservation  by  the 
United  States  Government,  prior  to  the  effective  date  of  this  section  shall,  for  the 
purposes  of  this  section,  be  considered  to  be  maintained  by  the  National  Archives 
and  shall  not  be  subject  to  the  provisions  of  this  section,  except  that  a  statement 
generally  describing  such  records  (modeled  after  the  requirements  relating  to 
records  subject  to  subsections  (a)  (4)  (A)  through  (G)  of  this  section)  shall  be 
published  in  the  Federal  Register. 

"(3)  Each  agency  record  pertaining  to  an  identifiable  individual  which  is  trans- 
ferred to  the  National  Archives  of  the  United  States  as  a  record  which  has  suffi- 
cient historical  or  other  value  to  warrant  its  continued  preservation  by  the  United 
States  Government,  on  or  after  the  effective  date  of  this  section,  shall,  for  the  pur- 
poses of  this  section,  be  considered  to  be  maintained  by  the  National  Archives  and 
shall  be  exempt  from  the  requirements  of  this  section  except  subsections  (e)  (4) 
(A)  through  (G)  and  (e)(9)  of  this  section. 

"(m)  Government  Contractors. — When  an  agency  provides  by  a  contract  for 
the  operation  by  or  on  behalf  of  the  agency  of  a  system  of  records  to  accomplish 
an  agency  function,  the  agency  shall,  consistent  with  its  authority,  cause  the  re- 
quirements of  this  section  to  be  applied  to  such  system.  For  purposes  of  subsection 
(i)  of  this  section  any  such  contractor  and  any  employee  of  such  contractor,  if 
such  contract  is  agreed  to  on  or  after  the  effective  date  of  this  section,  shall  be 
considered  to  be  an  employee  of  an  agency. 

"(n)  Mailing  Lists. — An  individual's  name  and  address  may  not  be  sold  or 
rented  by  an  agency  unless  such  action  is  specifically  authorized  by  law.  This 
provision  shall  not  be  construed  to  require  the  withholding  of  names  and  ad- 
dresses otherwise  permitted  to  be  made  public. 

"(o)  Report  on  New  Systems. — Each  agency  shall  provide  adequate  advance 
notice  to  Congress  and  the  Office  of  Management  and  Budget  of  any  proposal  to 
establish  or  alter  any  system  of  records  in  order  to  permit  an  evaluation  of  the 
probable  or  potential  effect  of  such  proposal  on  the  privacy  and  other  personal 
or  property  rights  of  individuals  or  the  disclosure  of  information  relating 
to  such  individuals,  and  its  effect  on  the  preservation  of  the  constitutional  prin- 
ciples of  federalism  and  separation  of  powers. 

"(p)  Annual  Report. — The  President  shall  submit  to  the  Speaker  of  the 
House  and  the  President  of  the  Senate,  by  June  30  of  each  calendar  year,  a  con- 
solidated report,  separately  listing  for  each  Federal  agency  the  number  of  rec- 
ords contained  in  any  system  of  records  which  were  exempted  from  the  applica- 
tion of  this  section  under  the  provisions  of  subsections  (j)  and  (k)  of  this  sec- 
tion during  the  preceding  calendar  year,  and  the  reasons  for  the  exemptions, 
and  such  other  information  as  indicates  efforts  to  administer  fully  this  section. 

"(q)  Effect  of  Other  Laws. — No  agency  shall  rely  on  any  exemption  con- 
tained in  section  552  of  this  title  to  withhold  from  an  individual  any  record 
which  is  otherwise  accessible  to  such  individual  under  the  provisions  of  this 
section.". 

Sec.  4.  The  chapter  analysis  chapter  5  of  title  5,  United  States  Code,  is 
amended  by  inserting : 

"552a.  Records  About  Individuals." 
immediately  below : 

"552.  Public  Information  ;  Agency  Rules,  Opinions,  Ordf.rs.  and  Proceedings." 
Sec  5.   (a)  (1)  There  is  established  a  Privacy  Protection  Study  Commission 
(hereinafter  referred  to  as  the  "Commission")  which  shall  be  composed  of  seven 
members  as  follows : 

(A)  three  appointed  by  the  President  of  the  United  States. 

(B)  two  appointed  by  the  President  of  the  Senate,  and 

(C)  two  appointed  by  the  Speaker  of  the  House  of  Representatives. 
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Members  of  the  Commission  shall  be  chosen  from  among  persons  who,  by  tea- 
son  of  thoir  knowledge  ami  expertise  In  any  of  the  following  areas— civil  rights 
ami  liberties,  law,  social  sciences,  computer  technology,  business,  records  man- 
agement, ami  State  and  local  government— are  well  qualified  for  service  on  the 

Commission. 

(2)  The  members  of  the  Commission  .-ball  elect  a  Chairman  from  among 
themselves. 

(,*i)  Any  vacancy  in  the  membership  of  the  Commission,  as  long  as  there  are 
four  members  in  office,  shall  not  impair  the  power  of  the  Commission  bnt  shall 
be  tilled  in  the  same  manner  in  which  the  original  appointment  was  made. 

(4)  A  quorum  of  the  Commission  shall  consist  of  a  majority  of  the  members, 
except  that  the  Commission  may  establish  a  lower  Dumber  as  a  quorum  for  tbe 
purpose'  of  taking  testimony.  The  Commission  is  authorized  to  establish  such 
committees  and  delegate  sneb  authority  to  them  as  may  be  necessary  to  carry 
out  its  functions.  Bach  member  of  the  Commission,  including  the  Chairman, 
shall  have  equal  responsibility  and  authority  in  all  decisions  and  actions  of  the 
Commission,  shall  have  full  access  to  all  information  necessary  to  the  perfor- 
mance of  their  functions,  and  shall  have  one  vote.  Action  of  the  Commission 
shall  be  determined  by  a  majority  vote  of  the  members  present.  The  Chairman 
(or  a  member  designated  by  the  Chairman  to  be  acting  Chairman)  shall  be  the 
official  spokesman  of  the  Commission  in  its  relations  with  the  Congress,  Gov- 
ernment agencies,  other  persons,  and  the  public,  and,  on  behalf  of  the  Commis- 
sion, shall  see  to  the  faithful  execution  of  the  administrative  policies  and  deci- 
sions of  the  Commission,  and  shall  report  thereon  to  the  Commission  from  time 
to  time  or  as  the  Commission  may  direct. 

(5)  (A)  Whenever  the  Commission  submits  any  budget  estimate  or  request 
to  the  President  or  the  Office  of  Management  and  Budget,  it  shall  concurrently 
transmit  a  copy  of  that  request  to  Congress. 

(B)  Whenever  the  Commission  submits  any  legislative  recommendations,  or 
testimony,  or  comments  on  legislation  to  the  President  or  Office  of  Management 
and  Budget,  it  shall  concurrently  transmit  a  copy  thereof  to  the  Congress.  No 
officer  or  agency  of  the  United  States  shall  have  any  authority  to  require  the 
Commission  to  submit  its  legislative  recommendations,  or  testimony,  or  com- 
ments on  legislation,  to  any  officer  or  agency  of  the  United  States  for  approval, 
comments,  or  review,  prior  to  the  submission  of  such  recommendations,  testi- 
mony, or  comments  to  the  Congress. 

(b)  The  Commission  shall — 

(1)  make  a  study  of  the  data  banks,  automated  data  processing  programs, 
and  information  systems  of  governmental,  regional,  and  private  organiza- 
tions, in  order  to  determine  the  standards  and  procedures  in  force  for  the 
protection  of  personal  information ;  and 

(2)  recommend  to  the  President  and  the  Congress  the  extent,  if  any,  to 
which  the  requirements  and  principles  of  section  552a  of  title  5,  United 
States  Code,  should  be  applied  to  the  information  practices  of  those  orga- 
nizations by  legislation,  administrative  action,  or  voluntary  adoption  of  such 
requirements  and  principles,  and  report  on  such  other  legislative  recom- 
mendations as  it  may  determine  to  be  necessary  to  protect  the  privacy  of 
individuals  while  meeting  the  legitimate  needs  of  government  and  society 
for  information. 

(c)  (1)  In  the  course  of  conducting  the  study  required  under  subsection  (b"i 
(1)   of  this  section,  and  in  its  reports  thereon,  the  Commission  may  research 

examine,  and  analyze — 

(A)  interstate  transfer  of  information  about  individuals  that  is  under- 
taken through  manual  files  or  by  computer  or  other  electronic  or  telecom- 
munications means ; 

(B)  data  banks  and  information  programs  and  systems  the  operation  of 
which  significantly  or  substantially  affect  the  enjoyment  of  the  privacy  and 
other  personal  and  property  rights  of  individuals  ; 

(C)  the  use  of  social  security  numbers,  license  plate  numbers,  universal 
identifiers,  and  other  symbols  to  identify  individuals  in  data  banks  and  to 
gain  access  to,  integrate,  or  centralize  information  systems  and  fdes :  and 

(D)  the  matching  and  analysis  of  statistical  data,  such  as  Federal  census 
data,  with  other  sources  of  personal  data,  such  as  automobile  registries  and 
telephone  directories,  in  order  to  reconstruct  individual  responses  to  statis- 
tical questionnaires  for  commercial  or  other  purposes,  in  a  way  which  results 
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in  a  violation  of  the  implied  or  explicitly  recognized  confidentiality  of  such 
information. 

(2)  (A)  The  Commission  may  include  in  its  examination  personal  information 
activities  in  the  following  areas:  medical;  insurance;  education:  employment 
and  personel ;  credit,  banking  and  financial  institutions  ;  credit  bureaus  ;  the  i  om- 
mercial  reporting  industry  ;  cable  television  and  other  telecommunications  media  ; 
travel,  hotel,  and  entertainment  reservations;  and  electronic  check  processing. 

(B)  The  Commission  shall  include  in  its  examination  a  study  of — 

(i)  whether  a  person  engaged  in  interstate  commerce  who  maintains  a 
mailing  list  should  be  required  to  remove  an  individual's  name  and  address 
from  such  list  upon  request  of  that  individual : 

(ii)  whether  the  Internal  Revenue  Service  should  be  prohibited  from 
transferring  individually  indentifiable  data  to  other  agencies  and  to  agencies 
of  State  governments ; 

(iii)  whether  the  Federal  Government  should  be  liable  for  general  damages 
incurred  by  an  individual  as  the  result  of  a  willful  or  intentional  violation 
of  the  provisions  of  sections  552a  (g)  (1)  (C)  or  (D)  of  title  5,  United 
States  Code;  and 

(iv)  whether  and  how  the  standards  for  security  and  confidentiality  of 
records  required  under  section  552a  (e)  (10)  of  such  title  should  be  applied 
when  a  record  is  disclosed  to  a  person  other  than  an  agency. 

(C)  The  Commision  may  study  such  other  personal  information  activities 
necessary  to  carry  out  the  congressional  policy  embodied  in  this  Act,  except 
that  the  Commission  shall  not  investigate  information  systems  maintained  by 
religious  organizations. 

(3)  In  conducting  such  study,  the  Commission  shall — 

(A)  determine  what  laws,  Executive  orders,  regulations,  directives,  and 
judicial  decisions  govern  the  activities  under  study  and  the  extent  to  which 
,they  are  consistent  with  the  rights  of  privacy,  due  process  of  law,  and  other 
guarantees  in  the  Constitution ; 

(B)  determine  to  what  extent  governmental  and  private  information 
systems  affect  Federal-State  relations  or  the  principle  of  separation  of 
powers ; 

(C)  examine  the  standards  and  criteria  governing  programs,  policies,  and 
practices  relating  to  the  collection,  soliciting,  processing,  use,  access,  inte- 
gregation,  dissemination,  and  transmission  of  personal  information ;  and 

(D)  to  the  maximum  extent  practicable,  collect  and  utilize  findings, 
reports,  studies,  hearing  transcripts,  and  recommendations  of  governmental, 
legislative  and  private  bodies,  institutions,  organizations,  and  individuals 
Which  pertain  to  the  problems  under  study  by  the  Commission. 

(d)  In  addition  to  its  other  functions  the  Commission  may — 

(1)  request  assistance  of  the  heads  of  appropriate  departments,  agencies, 
and  instrumentalities  of  the  Federal  Government,  of  State  and  local  govern- 
ments, and  other  persons  in  carrying  out  its  functions  under  this  Act ; 

(2)  upon  request,  assist  Federal  agencies  in  complying  with  the  require- 
ments of  section  552a  of  title  5,  United  States  Code ; 

(3)  determine  what  specific  categories  of  information,  the  collection  of 
which  would  violate  an  individual's  right  of  privacy,  should  be  prohibited 
by  statute  from  collection  by  Federal  agencies  ;  and 

(4)  upon  request,  prepare  model  legislation  for  use  by  State  and  local 
governments  in  establishing  procedures  for  handling,  maintaining,  and 
disseminating  personal  information  at  the  State  and  local  level  and  provide 
such  technical  assistance  to  State  and  local  governments  as  they  may  re- 
quire in  the  preparation  and  implementation  of  such  legislation. 

(e)  (1)  The  Commission  may,  in  carrying  out  its  functions  under  this  section, 
conduct  such  inspections,  sit  and  act  at  such  times  and  places,  hold  such  hearings, 
take  such  testimony,  require  by  subpena  the  attendance  of  such  witnesses  and  the 
production  of  such  books,  records,  papers,  correspondence,  and  documents,  ad- 
minister such  oaths,  have  such  printing  and  binding  done,  and  make  such  expendi- 
tures as  the  Commission  deems  advisable.  A  subpena  shall  be  issued  only  upon 
an  affirmative  vote  of  a  majority  of  all  members  of  the  Commission.  Snbpenas 
shall  be  issued  under  the  signature  of  the  Chairman  or  any  member  of  the  Com- 
mission designated  by  the  Chairman  and  shall  be  served  by  any  person  designated 
by  the  Chairman  or  any  such  member.  Any  member  of  the  Commission  may  ad- 
minister oaths  or  affirmations  to  witnesses  appearing  before  the  Commission. 
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(2) (A)  Each  department  agency,  and  Instrumentality  of  the  executive  branch 
of  the  Government  is  authorised  to  furnish  to  the  Commission,  upon  request  made 
by  the  Chairman,  such  information,  data,  reports  and  such  other  assistance  as 
the  Commission  deems  necessary  to  carry  out  its  functions  under  this  section. 
Whenever  the  head  of  any  such  department,  agency,  or  instrumentality  submits 
:i  report  pursuant  to  section  552a  (o)  of  title  ."i.  United  States  Code,  a  copy  of  BUCfa 
report  shall  be  transmitted  to  the  Commission. 

(R)  In  carrying  out  its  functions  and  exercising  its  powers  under  this  section, 
the  Commission  may  accept  from  any  such  department,  agency,  Independent  in- 
strumentality, or  other  person  any  individually  identifiable  data  if  such  data  is 
necessary  to  carry  out  such  powers  and  functions.  In  any  case  in  which  the  Com- 
mission accepts  any  such  information,  it  shall  assure  that  the  information  is  used 
only  for  the  purpose  for  which  it  is  provided,  and  upon  completion  of  that  purpose 
such  information  shall  be  destroyed  or  returned  to  such  department,  agency,  inde- 
pendent instrumentality,  or  person  from  which  it  is  obtained,  as  appropriate. 

(3)  The  Commission  shall  have  the  power  to — 

'A)  appoint  and  fix  the  compensation  of  an  executive  director,  and  such 
additional  staff  personnel  as  may  be  necessary,  without  regard  to  the  pro- 
visions of  title  5.  United  States  Code,  governing  appointments  in  the  competi- 
tive service,  and  without  regard  to  chapter  51  and  subchapter  ITT  of  chapter 
.".",  of  such  title  relating  to  classification  and  General  Schedule  pay  rates,  but 
at  rates  not  in  excess  of  the  maximum  rate  for  GS-1S  of  the  General  Schedule 
under  section  5332  of  such  title  :  and 

(B)   procure  temporary  and  intermittent  services  to  the  same  extent  as  is 
authorized  by  section  3109  of  title  5.  United  States  Code. 
The  Commission  may  delegate  any  of  its  functions  to  such  personnel  of  the 
Commission  as  the  Commission  may  designate  and  may  authorize  such  successive 
redelegations  of  such  functions  as  it  may  deem  desirable. 

(4)  The  Commission  is  authorized — 

(A)  to  adopt,  amend,  and  repeal  rules  and  regulations  governing  the  man- 
ner of  its  operations,  organization,  and  personnel : 

(B )  to  enter  into  contracts  or  other  arrangements  or  modifications  thereof, 
with  any  government,  any  department,  agency,  or  independent  instrumen- 
tality of  the  United  States,  or  with  any  person,  firm,  association,  or  corpora1 
tion.  and  such  contracts  or  other  arrangements,  or  modifications  thereof,  may 
be  entered  into  without  legal  consideration,  without  performance  or  other 
bonds,  and  without  regard  to  section  3709  of  the  Revised  Statutes,  as  amended 
(41U.S.C.5)  : 

(C)  to  make  advance,  progress,  and  other  payments  which  the  Commission 
deems  necessary  under  this  Act  without  regard  to  the  provisions  of  section 
3(548  of  the  Revised  Statutes,  as  amended  (31  U.S.C.  r>29)  ;  and 

(D)  to  take  such  other  action  as  may  be  necsesary  to  carry  out  its  func- 
tions under  this  section. 

(f )  (1)  Each  member  of  the  Commission  who  is  an  officer  or  employee  of  the 
United  States  shall  serve  without  additional  compensation,  but  shall  continue 
to  receive  the  salary  *of  his  regular  position  when  engaged  in  the  performance  of 
the  duties  vested  in  the  Commission. 

(2)  A  member  of  the  Commission  other  than  one  to  whom  paragraph  (1)  ap- 
plies shall  receive  per  diem  at  the  maximum  daily  rate  for  GS-18  of  the  General 
Schedule  when  engaged  in  the  actual  performance  of  the  duties  vested  in  the 
Commission. 

(3)  All  members  of  the  Commission  shall  be  reimbursed  for  travel,  subsistence, 
and  other  necessary  expenses  incurred  by  them  in  the  performance  of  the  duties 
vested  in  the  Commission. 

(g)  The  Commission  shall,  from  time  to  time,  and  in  an  annual  report,  report 
to  the  President  and  the  Congress  on  its  activities  in  carrying  out  the  provisions 
of  this  section.  The  Commission  shall  make  a  final  report  to  the  President  and  to 
the  Congress  on  its  findings  pursuant  to  the  study  required  to  be  made  under  sub- 
section (b)  (1)  of  this  section  not  later  than  two  years  from  the  date  on  which  all 
of  the  members  of  the  Commission  are  appointed.  The  Commission  shall  cease  to 
exist  thirty  days  after  the  date  on  which  its  final  report  is  submitted  to  the  Presi- 
dent and  the  Congress. 

(h)  (1)  Any  member,  officer,  or  employee  of  the  Commission,  who  by  virtue  of 
his  employment  or  official  position,  has  possession  of,  or  access  to,  agency  records 
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which  contain  individually  identifiable  information  the  disclosure  of  which  is  pro- 
hibited by  this  section,  and  who  knowing  that  that  disclosure  of  the  specific  mate- 
rial is  so  prohibited,  willfully  discloses  the  material  in  any  manner  to  any  person 
or  agency  not  entitled  to  receive  it,  shall  be  fined  not  more  than  $5,000. 

(2)  Any  person  who  knowingly  and  willfully  requests  or  obtains  any  record 
concerning  an  individual  from  the  Commission  under  false  pretenses  shall  be  fined 
not  more  than  $5,000. 

Sec.  6.  The  Office  of  Management  and  Budget  shall — 

(1)  develop  guidelines  and  regulations  for  the  use  of  agencies  in  imple- 
menting the  provisions  of  section  552a  of  title  5,  United  States  Code,  as  added 
by  section  3  of  this  Act ;  and 

(2)  provide  continuing  assistance  to  and  oversight  of  the  implementation 
of  the  provisions  of  such  section  by  agencies. 

Sec  7.  (a)  (1)  It  shall  be  unlawful  for  any  Federal,  State  or  local  government 
agency  to  deny  to  any  individual  any  right,  benefit,  or  privilege  provided  by  law 
because  of  such  individual's  refusal  to  disclose  his  social  security  account  number. 

(2)  The  provisions  of  paragraph  (1)  of  this  subsection  shall  not  apply  with 
respect  to — 

(A)  any  disclosure  which  is  required  by  Federal  statute,  or 

(B)  the  disclosure  of  a  social  security  number  to  any  Federal,  State,  or 
local  agency  maintaining  a  system  of  records  in  existence  and  operating 
before  January  1,  1975,  if  such  disclosure  was  required  under  statute  or 
regulation  adopted  prior  to  such  date  to  verify  the  identity  of  an  individual. 

(b)  Any  Federal,  State,  or  local  government  agency  which  requests  an 
individual  to  disclose  his  social  security  account  number  shall  inform  that 
individual  whether  that  disclosure  is  mandatory  or  voluntary,  by  what  statutory 
or  other  authority  such  number  is  solicited,  and  what  uses  will  be  made  of  it. 

Sec.  8.  The  provisions  of  this  Act  shall  be  effective  on  and  after  the  date  of 
enactment,  except  that  the  amendments  made  by  sections  3  and  4  shall  become 
effective  270  days  following  the  day  on  which  this  Act  is  enacted. 

Sec  9.  There  is  authorized  to  be  appropriated  to  carry  out  the  provisions  of 
section  5  of  this  Act  for  fiscal  year  1975,  1976,  and  1977  the  sum  of  $1,500,000, 
except  that  not  more  than  $750,000  may  be  expended  during  any  such  fiscal  year. 

In  lieu  of  the  engrossed  amendment  to  the  title,  insert  the  following: 

Amend  the  title  so  as  to  read :  "An  Act  to  amend  title  5,  United  States  Code, 
by  adding  a  section  552a  to  safeguard  individual  privacy  from  the  misuse  of 
Federal  records,  to  provide  that  individuals  be  granted  access  to  records  con- 
cerning them  which  are  maintained  by  Federal  agencies,  to  establish  a  Privacy 
Study  Commission,  and  for  other  purposes." 

Mr.  Ervix.  We  preserve  most  of  the  essential  elements  of  the  Senate 
bill  with  these  few  minor  changes. 

I  have  been  asked  by  the  distinguished  Senator  from  Louisana,  as 
chairman  of  the  Finance  Committee,  the  question  whether  these  amend- 
ments would  interfere  with  the  practice  of  the  Internal  Revenue  Serv- 
ice in  furnishing  information  to  the  State  taxing  authorities  and  to 
congressional  committees,  and  my  assurance  is  that  will  not  be  inter- 
fered with  in  any  respect  whatever. 

I  would  like  to  address  more  specifically  some  other  questions  raised 
about  how  the  bill  will  work  with  respect  to  tax  information  and  tax 
returns.  Specifically,  the  questions  relate  to  the  ability  of  the  IRS  to 
disclose  tax  information  under  the  provision  of  the  bill  that  allows 
disclosure  for  a  routine  use  under  a  purpose  which  is  compatible  with 
the  purpose  for  which  the  information  is  collected. 

State  and  local  tax  agencies  now  heavily  rely  on  Federal  tax  infor- 
mation and  investigations  when  State  agencies  enforce  their  tax  laws. 
For  example,  when  the  IRS  sets  up  a  deficiency  against  a  taxpayer 
who  lives  in  a  State,  the  IRS  frequently  sends  information  on  this 
deficiency  to  the  State,  or  local,  tax  agency.  The  States  use  this  infor- 
mation in  collecting  their  own  taxes.  This  information  may  be  sent 
before  the  State  itself  conducts  any  tax  investigation  on  the  individual. 
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Under  the  bill,  this  is  intended  to  constitute  a  routine  use  for  a 
purpose  compatible  with  the  purpose  for  which  the  information  was 
collected,  so  the  IRS  could  continue  to  send  this  information  to  the 
State  and  local  tax  agencies  as  is  presently  done. 

Also,  the  IRS  sends  to  State,  and  local,  tax  agencies  the  Federal  tax 
returns  of  individuals  who  live  in  the  State  so  the  State  agency  can 
check  to  see  i  f  the  individual  lias  reported  the  same  income  and  deduc- 
tions on  his  Federal  and  State,  or  local,  tax  returns.  Again,  the  States 
rely  on  this  information  in  enforcing  their  own  tax  laws.  Also,  this 
information  may  be  sent  to  a  State  before  it  conducts  a  tax  investiga- 
tion on  its  own. 

Under  the  bill,  it  is  intended  that  this  would  be  a  routine  use  for  a 
purpose  compatible  with  the  purpose  for  which  the  information  is 
collected  so  the  IRS  can  continue  to  send  tax  information  to  State  and 
local  tax  agencies  in  this  way. 

The  IRS,  of  course,  provides  tax  information  on  individuals  to  the 
Justice  Department  when  the  Justice  Department  is  preparing  a  tax 
case  against  the  individual.  This  information  is  used  by  the  Justice 
Department  in  investigating  and  preparing  tax  cases  and  also  is  dis- 
closed in  court  as  the  Justice  Department  presents  evidence  against 
the  individual. 

This  disclosure  both  to  the  Justice  Department  and  in  court  would 
represent  a  routine  use  of  the  tax  information  compatible  with  the 
purpose  for  which  it  was  collected  and  this  disclosure  would  continue 
to  be  possible  under  the  provisions  of  the  bill. 

Under  the  bill  tax  returns  and  other  tax  information  can — as  under 
present  law — be  disclosed  to  the  tax  committees  of  the  Congress — the 
Senate  Finance  Committee,  the  House  Ways  and  Means  Committee, 
and  the  Joint  Committee  on  Internal  Revenue  Taxation. 

Under  the  bill  this  information  can  also  continue  to  be  disclosed  to 
the  staffs  of  these  committees,  as  under  present  law. 

Under  the  bill  an  agency  can  disclose  tax  returns  to  either  House 
of  Congress  or  to  committees  of  Congress — to  the  extent  of  matters 
within  their  jurisdiction.  Since  tax  returns  can  be  disclosed  by  an 
agency  to  the  Senate  and  House,  it  is  intended  that — as  under  present 
law — the  committees  which  have  received  tax  returns  can  also  disclose 
them  to  the  Senate  or  House,  just  as  the  Joint  Committee  on  Internal 
Revenue  Taxation  did  with  the  tax  information  on  President  Nixon. 

I  have  also  prepared  an  analysis  of  these  amendments  which  I  sub- 
mit entitled  "Analysis  of  House  and  Senate  Compromise  Amendments 
to  the  Federal  Privacy  Act,"  which  explains  the  provisions  of  the 
amendments. 

Mr.  President,  I  ask  unanimous  consent  that  this  statement  be 
printed  at  this  point  in  the  Record. 

There  being  no  objection,  the  analysis  was  ordered  to  be  printed  in 
the  Record,  as  follows: 

Analysts  of  House  and   Senate  Compromise  Amendments  to  the   Federal 

Privacy  Act 

The  establishment  of  a  Privacy  Protection  Study  Commission.  Only  the  Senate 
bill  provided  for  an  oversight  and  study  commission  to  assist  in  the  implementa- 
tion of  the  act  and  to  explore  areas  concerned  with  individual  privacy  which  have 
not  been  included  in  the  provisions  of  this  legislation.  The  compromise  measure 
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will  establish  a  Privacy  Protection  Study  Commission  of  seven  members  instead 
of  the  five  provided  in  the  Senate  bill.  Three  of  these  members  will  be  appointed 
by  the  President,  two  by  the  President  of  the  Senate,  and  two  by  the  Speaker  of 
the  House  of  Representatives. 

The  membership  should  be  representative  of  the  public  at  large  who.  by  reason 
of  their  knowledge  and  expertise  in  the  areas  of  civil  rights  and  liberties,  law, 
social  sciences,  and  complete  technology,  business,  and  State  and  local  govern- 
ment  are  well  qualified  for  service  on  the  Commission.  While  there  is  no  statutory 
requirement,  the  Committee  could  expect  that  no  more  than  five  members  of  the 
Commission  could  be  members  of  one  political  party. 

It  is  intended  that  this  commission,  which  will  serve  for  a  period  of  two  > 
will  be  solely  a  study  commission.  In  that  capacity  it  is  hoped  the  commission 
can  assist  the  Executive  Branch  and  the  Congress  in  their  examination  of  Fed- 
eral government  activities  and  their  impact  on  privacy  as  well  as  representatives 
of  State  and  local  governments  and  the  private  sector  who  are  attempting  to  deal 
with  this  important  problem. 

The  scope  of  the  commission's  study  authority  is  outlined  specifically  within 
the  legislation.  In  subsection  (c)  (2)  (b),  the  commission  is  directed  to  examine 
certain  issues  which  are  not  included  in  the  compromise  between  the  House  and 
Senate  bill,  such  as  a  requirement  that  a  person  maintaining  mailing  lists  re- 
move an  individual's  name  upon  request ;  the  question  of  prohibiting  the  transfer 
of  individually  identifiable  data  from  the  Internal  Revenue  Service  to  other  agen- 
cies and  to  Senate  governments;  a  question  of  whether  the  Federal  government 
should  be  liable  for  general  damages  occurring  from  a  willful  or  intentional 
violation  of  the  provisions  of  (g)  (1),  (C)  or  (D)  of  this  act;  and  the  extent  to 
which  requirements  for  security  and  confidentiality  of  records  maintained  under 
this  act  should  be  applied  to  a  person  other  than  an  agency. 

The  commission  shall  from  time  to  time  and  in  an  annual  report,  report  to  the 
Congress  and  to  the  President  on  its  activities,  and  it  shall  submit  a  final  report 
of  its  findings  two  years  from  the  date  the  members  of  the  commission  are 
appointed. 

In  addition,  the  commission  is  authorized  to  provide  necessary  technical  as- 
sistance and  prepare  model  legislation  upon  request  for  State  and  local  govern- 
ments interested  in  adopting  privacy  legislation.  Strict  standards  and  penalties 
are  placed  upon  commission  members  and  employees  with  regard  to  the  handling 
and  unlawful  distribution  of  information  about  individuals  which  it  receives  in 
the  course  of  carrying  out  its  functions. 

While  the  provisions  of  the  rest  of  this  act  do  not  go  into  effect  until  270  days 
from  the  date  of  enactment,  the  commission  is  authorized  to  go  into  effect  im- 
mediately upon  the  appointment  of  its  members  in  order  that  some  of  its  work 
may  be  available  to  the  Congress  and  the  Executive  Branch  by  the  time  the 
remainder  of  the  legislation  becomes  effective. 

ROUTINE   USE 

The  House  bill  contains  a  provision  not  provided  for  in  the  Senate  measure 
exempting  certain  disclosures  of  information  from  the  requirement  to  obtain 
prior  consent  from  the  subject  when  the  disclosure  would  be  for  a  "routine  use." 
The  compromise  would  define  "routine  use*'  to  mean ;  "with  respect  to  the  dis- 
closure of  a  record,  the  use  of  such  records  for  a  purpose  which  is  compatible 
with  the  purpose  for  which  it  was  collected." 

Where  the  Senate  bill  would  have  placed  tight  restrictions  upon  the  transfer 
of  personal  information  between  or  outside  Federal  agencies,  the  House  bill, 
under  the  routine  use  provision,  would  permit  an  agency  to  describe  its  routine 
uses  in  the  Federal  Register  and  then  disseminate  the  information  without  the 
consent  of  the  individual  or  without  applying  the  standards  of  accuracy,  rel- 
evancy, timeliness  or  completeness  so  long  as  no  determination  was  being  made 
about  the  subject. 

The  compromise  definition  should  serve  as  a  caution  to  agencies  to  think  out 
in  advance  what  uses  it  will  make  of  information.  This  act  is  not  intended  to 
impose  undue  burdens  on  the  transfer  of  information  to  the  Treasury  Depart- 
ment to  complete  payroll  checks,  the  receipt  of  information  by  the  Social  Secu- 
rity Administration  to  complete  quarterly  posting  of  accounts,  or  other  such 
housekeeping  measures  and  necessarily  frequent  interagency  or  intra-agency 
transfers  of  information.  It  is,  however,  intended  to  discourage  the  unnecessary 
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exchange  of  Information  to  another  person  or  to  agencies  who  may  not  Ik*  as 
sensitive  to  the  collecting  agency's  reasons  for  using  and  interpreting  the  mate- 
rial 

INFORMATION    ON    POLITICAL    ACTIYITU  B 

The  House  bill  tells  agencies  that  they  may  not  maintain  a  record  concerning 
the  political  or  religions  beliefs  or  activities  of  any  Individual  unless  mainte- 
nance Of  Hit'  record  would  1h>  authorised  expressly  by  Statute  or  by  the  indi- 
vidual about  whom  the  record  is  maintained.  The  House  bill  goes  on  to  provide 
that  tbis  subsection  is  not  deemed  to  prohibit  the  maintenance  of  any  record  or 
activity  which  is  pertinent  to  and  within  the  scope  of  a  duly  authorised  law 
enforcement  activity. 

The  Senate  bill  constitutes  a  prohibition  against  agency  programs  established 
for  the  purpose  Of  collecting  or  maintaining  information  about  how  individuals 
exorcise  First  Amendment  rights  unless  the  agency  head  specifically  determines 
that  the  program  is  required  for  the  administration  of  a  statute. 

The  compromise  broadens  the  House  provisions  application  to  all  First  Amend- 
ment ritrhts  and  directs  the  prohibition  against  the  maintenance  of  records.  How- 
ever, as  in  the  House  bill,  it  does  permit  the  maintenance,  use.  collection  or  dis- 
semination *">f  these  records  which  are  expressly  authorized  by  statute  or  the 
individual  subject  or  are  pertinent  to  a  duly  authorized  law  enforcement  activity. 

CONFIDENTIAL    SOURCES    OF    INFORMATION 

The  compromise  provision  for  the  maintenance  of  information  received  from 
confidential  sources  represents  an  acceptance  of  the  House  language  after 
receiving  an  assurance  that  in  no  instance  would  that  language  deprive  an 
individual  from  knowing  of  the  existence  of  any  information  maintained  in  a 
record  about  him  which  was  received  from  a  "confidential  source."  The  agencies 
would  not  be  able  to  claim  that  disclosure  of  even  a  small  part  of  a  particular 
item  would  reveal  the  identity  of  a  confidential  source.  The  confidential  infor- 
mation would  have  to  be  characterized  in  some  general  way.  The  fact  of  the 
item's  existence  and  a  general  characterization  of  that  item  would  have  to  be 
made  known  to  the  individual  in  every  case. 

Furthermore,  the  acceptance  of  this  section  in  no  way  precludes  an  individual 
from  knowing  the  substance  and  source  of  confidential  information,  should  that 
information  be  used  to  deny  him  a  promotion  in  a  government  job  or  access  to 
classified  information  or  some  other  right,  benefit  or  privilege  for  which  he  was 
entitled  to  bring  legal  action  when  the  government  wished  to  base  any  part  of 
its  legal  case  on  that  information. 

Finally,  it  is  important  to  note  that  the  House  provision  would  require  that  all 
future  promises  of  confidentiality  to  sources  of  information  be  expressed  and 
not  implied  promises.  Under  the  authority  to  prepare  guidelines  for  the  adminis- 
tration of  this  act  it  is  expected  that  the  Office  of  Management  and  Budget  will 
work  closer  with  agencies  to  insure  that  Federal  investigators  make  sparing  use 
of  the  ability  to  make  express  promises  of  confidentiality. 

STANDARDS   APPLIED   TO  DISSEMINATION   OUTSIDE   THE  GOVERNMENT 

H.R.  16373  requires  that  all  records  which  are  used  by  an  agency  in  making 
any  determination  about  an  individual  be  maintained  with  such  accuracy,  rele- 
vance, timeliness  and  completeness  as  is  reasonably  necessary  to  assure  fairness 
to  the  individual  in  the  determination.  S.  3418  goes  much  further  and  requires 
that  agencies  apply  these  standards  at  any  time  that  access  is  granted  to  the 
file,  material  is  added  to  or  taken  from  the  file,  or  at  any  time  it  is  used  to  make 
a  determination  affecting  the  subject  of  the  file. 

The  difference  between  these  two  measures  represents  a  difference  in  philosophy 
regarding  the  handling  of  personal  information.  The  Senate  measure  is  designed 
to  complement  the  requirement  that  agencies  maintain  only  information  which  is 
relevant  and  necessary  to  accomplish  a  statutory  purpose.  The  standard  of  rele- 
vancy should  be  that  statutory  basis  for  an  information  program  which  is  now- 
set  forth  in  (e)  (1)  of  the  compromise  measure.  By  adopting  this  section,  the 
Senate  hoped  to  encourage  a  periodic  review  of  personal  information  contained 
in  Federal  records  as  those  records  were  used  or  disseminated  for  any  purpose. 

The  House  provision  would  have  applied  those  important  standards  for  mainte- 
nance of  information  in  records  at  any  time  a  determination  is  made  about  an 
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individual.  The  House  bill  goes  on  to  permii  additional  "routine  nses"  of  Lnforma- 
lion  which  may  not  rise  to  the  fehreshhold  of  an  "agency  determination"  without 
requiring  that  the  information  he  upgraded  to  meet  those  standards. 
The  compromise  amendment  would  adopt  the  section  of  the  House  bill  applying 

the  standards  of  accuracy,  relevance,  timeliness  and  completeness  ;it  the  time 
of  a  determination.  Tt  would  add  the  additional  requirement,  however,  that  prior 
to  the  dissemination  of  any  record  about  an  individual  to  any  person  other  than 
another  agency,  the  sending  agency  shall  make  a  reasonable  effort  to  assure  that 
the  record  is  accurate,  complete,  timely,  and  relevant.  This  proviso  was  included 
because  Federal  agencies  would  he  governed  by  a  requirement  to  clean  up  their 
records  hefore  a  determination  is  made  and  limited  by  a  requirement  to  publish 
each  routine  use  of  information  in  the  Federal  Register,  hut  the  use  of  infor- 
mation hy  persons  outside  the  Federal  government  would  not  he  governed  by 
this  act.  Therefore,  agencies  are  directed  to  he  far  more  careful  about  the  dis- 
semination of  personal  information  to  persons  not  governed  hy  the  enforcement 
provisions  of  this  hill. 

THE   FREEDOM    OF    INFORMATION    ACT    AND    PRIVACY 

Perhaps  the  most  difficult  task  in  drafting  Federal  privacy  legislation  was  that 
of  determining  the  proper  balance  hetween  the  public's  right  to  know  about  the 
conduct  of  their  government  and  their  equally  important  right  to  have  informa- 
tion which  is  personal  to  them  maintained  with  the  greatest  degree  of  confidence 
by  Federal  agencies.  The  House  hill  made  no  specific  provision  for  Freedom  of 
Information  Act  requests  of  material  which  might  contain  information  protected 
hy  the  Privacy  Act.  Instead,  in  the  committee  report  on  the  hill,  it  recognized 
that: 

'•This  legislation  would  have  an  effect  on  suhsection  (h)  (6)  of  the  Freedom 
of  Information  Act  (5  U.S.C..  Section  552)  which  states  that  the  provision^ 
regarding  disclosure  of  information  to  the  puhlic  shall  not  apply  to  material 
'the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of 
personal  privacy.'  H.R.  16373  would  make  all  individually  identifiahle  information 
in  government  files  exempt  from  puhlic  disclosure.  Such  disclosure  could  he  made 
avail  aide  to  the  puhlic  only  pursuant,  to  rules  puhlished  hy  agencies  in  the  Federal 
Register  permitting  the  transfer  of  particular  data  to  persons  other  than  the 
individuals  to  whom  they  pertain." 

The  committee  report  went  on  to  express  a  desire  that  agencies  continue  to 
make  certain  individually  identifiahle  records  open  to  the  puhlic  because  such 
disclosure  would  be  in  the  public  interest. 

The  Senate  hill  reflected  the  position  of  an  earlier  draft  of  the  Plouse  measure 
in  Section  205(b)  where  it  provided  that  nothing  in  the  act  shall  he  construed 
to  permit  the  withholding  of  any  personal  information  which  is  otherwise  required 
to  he  disclosed  by  law  or  any  regulation  thereunder.  This  section  was  intended 
as  specific  recognition  of  the  need  to  permit  disclosure  under  the  Freedom  of 
Information  Act. 

The  compromise  amendment  would  add  an  additional  condition  of  disclosure 
to  the  House  bill  which  prohibits  disclosure  without  written  request  of  an  indi- 
vidual unless  disclosure  of  the  record  would  be  pursuant  to  Section  552  of  the 
Freedom  of  Information  Act.  This  compromise  is  designed  to  preserve  the  status 
quo  as  interpreted  by  the  courts  regarding  the  disclosure  of  personal  information 
under  that  section. 

A  related  amendment  taken  from  the  Senate  bill  would  prohibit  any  agency 
from  relying  upon  any  exemption  contained  in  Section  552  to  withhold  from  an 
individual  any  record  which  is  otherwise  accessible  to  such  individual  under  the 
provisions  of  this  section. 

CIVIL   REMEDIES 

Under  the  House  bill  an  individual  would  be  permitted  to  seek  an  injunction 
against  an  agency  only  to  produce  his  record  upon  a  failure  of  an  agency  to 
comply  with  his  request.  An  individual  would  be  able  to  sue  for  damages  only 
if  an  agency  failed  to  maintain  a  record  about  him  with  such  accuracy,  relevance, 
timeliness  and  completeness  as  would  be  necessary  to  assure  fairness  and  a 
determination  about  him,  and  consequently  an  adverse  determination  was  made. 
A  suit  for  damages  would  also  be  in  order  against  an  agency  if  it  fails  to  comply 
with  any  other  provision  of  this  act  in  such  a  way  to  have  an  adverse  effect  on 
the  individual. 
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Under  the  Senate  Mil  injunctive  relief  would  be  available  to  as  individual  to 

enforce  any  right  granted  to  him.  And  an  individual  would  bo  permitted  to  sue 
f<»r  damages  for  any  action  or  omission  of  an  officer  or  employee  of  the  govern* 

ment  who  violates  a  provision  of  the  act. 

The  standard  for  recovery  of  damages  under  the  House  bill  would  have  rested 
on  the  determination  by  a  court  that  the  agency  acted  in  a  manner  which  was 
willful,  arbitrary,  or  capricious.  The  Senate  bill  would  have  i>ennittod  recovery 
against  an  agency  on  a  finding  that  the  agency  was  negligent  in  handling  his 
records. 

These  amendments  represent  a  compromise  between  the  two  positions,  per- 
mitting an  individual  to  seek  injunctive  relief  to  correct  or  amend  a  record 
maintained  by  an  agency.  In  a  suit  for  damages,  the  amendment  reflects  a  belief 
that  a  finding  of  willful,  arbitrary,  or  capricious  action  is  too  harsh  a  standard 
of  proof  for  an  individual  to  exercise  the  rights  granted  by  this  legislation.  Thus 
the  standard  for  recovery  of  damages  was  reduced  to  "willful  or  intentional" 
action  by  an  agency.  On  a  continuum  between  negligence  and  the  very  high 
standard  of  willful,  arbitrary,  or  capricious  conduct,  this  standard  is  viewed  as 
only  somewhat  greater  than  gross  negligence. 

Roth  the  House  and  Senate  bills  provided  for  an  individual  to  recover  reason- 
able attorney  fees  and  costs  of  litigation.  The  compromise  amendments  adopt 
the  standard  of  the  House  bill  permitting  the  court  to  award  attorney  fees  and 
reasonable  costs  to  an  individual  where  the  complainant  has  substantially  pre- 
vailed, in  an  injunctive  action.  Fees  would  be  required  to  be  paid  with  any 
award  of  damages. 

ACCESS   AND    CHALLENGE   TO   RECORDS 

The  House  bill  would  apply  a  standard  of  promptness  to  agency  considerations 
of  requests  for  access  to  records  and  requests  to  challenge  or  correct  those  records. 
In  addition,  it  allows  the  individual  to  request  a  review  of  a  refusal  to  correct 
a  record  by  the  agency  official  named  in  its  public  notice  of  information  systems. 

The  Senate  bill  requires  the  agency  to  make  a  determination  with  respect  to 
an  individual's  request  for  a  record  change  within  60  days  of  the  request  and 
to  permit  him  a  hearing  within  30  clays  of  a  request  for  one,  with  extension  for 
good  cause  permitted.  The  individual  would  have  the  option  of  a  formal  or  in- 
formal hearing  procedure  within  the  agency  upon  a  refusal  of  a  request  to  correct 
or  amend  a  record.  The  compromise  amendment  would  require  the  agency  to 
respond  within  10  working  days  to  acknowledge  an  individual's  request  to  amend 
a  record.  Following  acknowledgement,  the  agency  must  promptly  correct  the  in- 
formation which  the  individual  believes  is  not  accurate,  relevant,  timely  or  com- 
plete or  inform  the  individual  of  its  refusal. 

If  the  individual  disagrees  with  the  refusal  of  the  agency  to  amend  his  record, 
the  agency  shall  conduct  a  review  of  that  refusal  within  30  working  days,  provided 
that  an  extension  may  be  obtained  for  good  cause.  We  expect  that  agency  heads 
will  conduct  these  reviews  themselves  or  assign  officers  of  the  rank  of  Deputy 
Assistant  Secretary  or  above  to  review  them. 

The  House  bill  would  not  have  permitted  a  Federal  District  Court  to  review 
de  novo  an  agency's  refusal  to  amend  a  record.  The  compromise  adopts  the  Senate 
provision  which  would  require  a  de  novo  review  of  such  refusal  and  to  order  a 
correction  where  merited.  Finally,  the  compromise  requires  that  in  any  disclosure 
of  information  subject  to  disagreement  that  the  asrency  include  with  the  dis- 
closure a  notation  of  any  dispute  over  the  information  or  a  copy  of  any  state- 
ment submitted  by  the  individual  stating  his  reasons  for  disagreement  with  the 
information. 

ACCOUNTING    FOR    DISCLOSURE 

Section  c  of  the  House  bill  requires  an  agency  to  inform  any  person  or  another 
agency  about  a  correction  or  notation  of  dispute  regarding  a  record  that  has  been 
disclosed  to  that  person  or  agency  within  two  years  before  making  the  correction 
or  notation.  It  would  not  apply  if  no  accounting  of  the  disclosure  had  been  re- 
quired. No  such  limitation  was  placed  upon  accounting  for  disclosures  in  the 
Senate  bill  and  the  compromise  measure  would  require  any  person  or  agency 
receiving  the  record  at  any  time  before  a  notation  or  dispute  is  made  to  be  notified 
if  an  accounting  of  the  disclosures  were  made. 

The  House  bill  requires  an  agency  to  maintain  an  accounting  for  disclosures 
for  only  five  years.  The  Senate  bill  places  no  limitation  on  the  length  of  time 
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for  maintaining  such  disclosures.  The  compromise  amendment  would  require 
maintaining  of  the  disclosure  for  five  years  or  the  life  of  the  record,  whichever 
is  longer. 

LIMITATIONS    ON    THE    TYPES    OF    INFORMATION    COLLECTED    AND    THE    USE    OF    THIRD 

PARTY    INFORMATION 

The  Senate  bill  requires  Federal  agencies  to  maintain  only  such  information 
about  an  individual  as  is  relevant  and  necessary  to  accomplish  a  statutory  pur- 
pose of  the  agency.  The  House  bill  did  not  address  this  issue.  The  compromise 
amendment  modifies  the  Senate  provision  to  permit  the  collection  of  information 
which  would  be  required  to  accomplish  not  only  a  purpose  set  out  by  a  statute 
but  also  a  purpose  outlined  by  a  Presidential  Executive  Order. 

The  provision  is  included  to  limit  the  collection  of  extraneous  information  by 
Federal  agencies.  It  requires  that  a  conscious  decision  be  made  that  the  informa- 
tion is  required  to  meet  the  needs  of  an  agency  as  dictated  by  a  statute.  Agencies 
should  formulate  as  precisely  as  possible  the  policy  objectives  to  be  served  by  a 
data  gathering  activity  before  it  is  undertaken.  It  is  hoped  that  multiple  requests 
for  information  will  be  reduced  and  that  agencies  will  collect  no  more  sensitive 
personal  information  than  is  necessary. 

The  Senate  bill  also  requires  agencies  to  collect  information  to  the  greatest 
extent  practicable  directly  from  the  subject  when  that  information  could  result 
in  an  adverse  determination  about  an  individual's  rights  and  benefits  and  privi- 
leges under  a  Federal  program.  The  House  bill  had  no  provision,  bnt  the  com- 
promise amendment  accepts  the  Senate  language.  This  section  is  designed  to  dis- 
courage the  collection  of  personal  information  from  third  party  sources  and 
therefore  to  encourage  the  accuracy  of  Federal  data  gathering.  It  supports  the 
principle  that  an  individual  should  to  the  greatest  extent  possible  be  in  control 
of  information  about  him  which  is  pdven  to  the  government.  This  may  not  be 
practical  in  all  cases  for  financial  or  logistical  reasons  or  because  of  other  statu- 
tory requirements.  However,  it  is  a  principle  designed  to  insure  fairness  in  in- 
formation collection  which  should  be  instituted  wherever  possible. 

ARCHIVAL   RECORDS 

The  House  bill  provides  that  records  accepted  by  the  Administrator  of  General 
Services  for  temporary  storage  and  servicing  shall  be  considered  for  purposes  of 
this  act,  to  be  maintained  by  the  agency  which  deposits  the  records.  Records 
transferred  to  the  National  Archives  after  the  effective  date  of  this  Act  for  pur- 
poses of  historical  preservation  are  considered  to  be  maintained  by  the  Archives 
and  are  subject  only  to  limited  provisions  of  the  Act.  Records  transferred  to 
the  National  Archives  before  the  effective  date  of  this  Act  are  not  subject  to  the 
provisions  of  this  Act. 

The  Senate  bill  provides  that  records  accepted  by  the  Administrator  of  General 
Services  for  temporary  storage  and  servicing  shall  be  considered,  for  purposes 
of  this  Act.  to  be  maintained  by  the  agency  which  deposits  the  records.  All  records 
transferred  to  the  National  Archives  for  purposes  of  historical  preservation  are 
considered  to  be  maintained  by  the  Archives  and  are  subject  only  to  those  provi- 
sions of  this  Act  requiring  annual  public  notice  of  the  existence  and  character 
of  the  information  systems  maintained  by  the  Archives,  establishment  of  ap- 
propriate safeguards  to  insure  the  security  and  integrity  of  preserved  personal 
information,  and  promulgation  and  implementation  of  rules  to  insure  the 
effective  enforcement  of  those  safeguards. 

The  compromise  amendment  subjects  records  transferred  to  the  National 
Archives  for  historical  preservation  to  a  modified  requirement  for  annual  public 
notice.  It  is  intended  that  the  notice  provision  not  be  applied  separately  and 
specifically  to  each  of  the  many  thousands  of  separate  systems  of  records  trans- 
ferred to  the  Archives  prior  to  the  effective  date  of  this  Act.  but  rather  that  a 
more  general  description  be  provided  which  pertains  to  meaningful  groupings 
of  record  systems.  However,  record  systems  transferred  to  the  Archives  after 
the  effective  date  of  this  Act  are  individually  subject  to  the  specific  notice  pro- 
visions. This  coverage  is  intended  to  support  and  encourage  improvements  in 
the  organization  and  cataloging  of  records  maintained  by  the  Archives,  both  to 
make  authorized  access  to  such  records  simpler  and  to  insure  broader  applica- 
tion to  Archival  records  of  safeguards  for  data  security  and  confidentiality. 
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MORATORIUM  ON  THE  USE  OF  THE  SOCIAL  EU  .1  IKI1Y  ACOOTJlfT  NUMI'.KR 

The  House  bill  provides  that  a  Federal  agency,  or  a  State  or  local  government 
acting  in  compliance  with  Federal  law  or  a  federally  assisted  program,  is  pro- 
hibited from  denying  to  Individuals  rights,  benefits  or  privileges  by  reason  of  re- 
fusal to  disclose  the  social  security  account  number.  Any  such  governmental 
agency  is  further  prohibited  from  utilizing  the  social  security  account  Dumber  for 
purposes  apart  from  verification  of  individual  identity  except  where  another 
purpose  is  specifically  authorized  by  law.  Exempt  from  these  prohibitions  are 
systems  of  records  in  existence  and  operating  prior  to  January  1.  1975.  Ex- 
emption is  further  granted  where  disclosure  of  a  social  security  account  number 
i-  required  by  Federal  law. 

The  Senate  bill  provides  that  B  Federal  agency,  or  a  State  or  local  government, 
Is  prohibited  from  denying  to  individuals  rights,  benefits  or  privileges  by  reason 
of  refusal  to  disclose  the  social  security  account  number.  Persons  engaged  in  the 
business  Of  commercial  transactions  or  activities  are  prohibited  from  discrimi- 
nating against  any  individual  in  the  course  of  such  activities  by  reason  of  refusal 
to  disclose  the  social  security  account  number.  Exempt  from  these  prohibitions 
are  systems  of  records  in  existence  and  operating  prior  to  January  1.  1975.  Also 
exempt  are  disclosures  of  the  social  security  account  number  required  by  Fed- 
eral law.  This  section  further  provides  that  any  Federal,  State  or  local  govern- 
ment agency  or  any  person  who  requests  an  individual  to  disclose  his  social 
security  number  shall  inform  that  individual  whether  that  disclosure  is  man- 
datory or  voluntary,  by  what  statutory  or  other  authority  such  number  is  soli- 
cited, what  uses  will  be  made  of  it,  and  what  rules  of  confidentiality  will 
g>vern  it. 

The  compromise  amendment  changes  the  House  language  by  broadening  the 
coverage  of  State  and  local  governments  so  as  to  prohibit  any  new  activity  by 
such  a  government  that  would  condition  a  right  benefit  or  privilege  upon  an 
individual's  disclosure  of  his  social  security  account  number. 

To  clarify  the  intent  of  the  Senate  and  House,  the  grandfather  clause  of  this 
section  was  re-stated  to  exempt  only  those  governmental  uses  of  the  social 
security  account  number  continuing  from  before  January  1,  1975,  pursuant  to  a 
prior  law  or  regulation  that,  for  purposes  of  verifying  identity,  required  in- 
dividuals to  disclose  their  social  security  account  number  as  a  condition  for 
exercising  a  right,  benefit,  or  privilege.  Thus,  for  illustration,  after  January  1. 
1975,  it  will  be  unlawful  to  commence  operation  of  a  State  or  local  government 
procedure  that  requires  individuals  to  disclose  their  social  security  account 
number  in  order  to  register  a  motor  vehicle,  obtain  a  driver's  license  or  other 
permit,  or  exercise  the  right  to  vote  in  an  election.  The  House  section  was 
amended  to  include  the  Senate  provision  for  informing  an  individual  requested 
to  disclose  his  social  security  account  number  of  the  nature,  authority  and  pur- 
pose of  the  request.  This  provision  is  intended  to  permit  an  individual  to  make 
an  informed  decision  whether  or  not  to  disclose  the  social  security  account  num- 
ber, and  it  is  intended  to  bring  recognition  to,  and  discourage,  unnecessary  or 
improper  uses  of  that  number. 

MAILING   LISTS 

The  Senate  bill  prohibits  the  sale  or  rental  of  an  individual's  name  and  address 
by  a  Federal  agency  unless  such  action  is  specifically  authorized  by  law.  This 
section  further  provides  that  upon  written  request  of  any  individual  any  person 
engaged  in  interstate  commerce  who  maintains  a  mailing  list  shall  remove  the 
individual's  name  and  address  from  such  list. 

The  compromise  amendment  accepts  the  Senate  prohibition  of  the  sale  or 
rental  of  mailing  lists  by  Federal  agencies.  Names  and  addresses  associated  with 
other  personal  information  obtained  by  Federal  agencies  pursuant  to  statute  or 
executive  order,  or  by  unauthorized  means,  are  thus  not  permitted  to  be  sold 
or  rented  to  the  public.  Public  disclosure  of  mailing  lists  by  authority  of  Section 
552(h),  the  Freedom  of  Information  Act,  or  by  authority  of  other  Federal  law, 
is  not  prohibited.  Public  disclosure  would  be  permitted  in  certain  other  circum- 
stances where  the  agency  determines  that  the  potential  for  adverse  effects  from 
such  disclosure  on  the  privacy  or  other  rights  of  persons  on  a  mailing  list  are 
inconsequential  and  that  the  benefits  likely  to  accrue  to  such  persons  and  to  the 
general  public  are  clear  and  significant.  In  this  regard,  a  directive  from  the 
Oflice  of  Management  and  Budget  forbidding  disclosure  by  Federal  agencies  of 
a  person's  name  absent  his  specific  consent  would  be  relevant  to  the  intent  of 
this  subsection. 
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RULEMAKING    PROCEDUEES    FOR    MAKING    EXEMPTIONS 

To  obtain  an  exemption  from  certain  provisions  of  this  Act  under  the  House 
bill,  agencies  entitled  to  those  exemptions  would  be  required  to  public  notice  of 
the  proposed  exemptions  in  the  Federal  Register  pursuant  to  Section 
Administrative  Procedures  Act  permitting  comments  to  be  submitted  in  writing 
for  inclusion  in  the  Record  with  such  exemptions. 

The  Senate  bill  applied  a  much  more  stringent  standard  and  would  have 
required  agencies  to  hold  adjudicatory  hearings  as  provided  in  APA  Sections 
556  and  557.  The  compromise  agreement  would  no  longer  require  full  adjudicatory 
proceeding  by  any  agency  seeking  an  exemption  permitted  under  the  act.  How- 
ever, agencies  would  still  be  required  to  publish  notice  of  a  proposed  rulemaking 
in  the  Federal  Register  and  could  not  waive  the  30  day  period  for  such  publi- 
cation. In  addition  it  is  specifically  provided  in  this  act  that  agencies  obtaining 
such  exemptions  state  the  reasons  why  the  system  of  records  is  to  be  exempted. 
Should  objection  be  filed  with  the  Commission  to  any  rulemaking  exempt  ion.  it 
is  expected  that  the  agency  would  respond  specifically  to  each  objection  in  setting 
forth  its  reason  in  support  of  the  exemption. 

DUTIES    OF   THE    OFFICE    OF    MANAGEMENT    AND    BUDGET 

Under  the  Senate  bill  the  Privacy  Protection  Commission  was  directed  to  de- 
velop model  guidelines  and  conduct  certain  oversight  of  the  implementation  of 
this  Act  to  Federal  agencies.  Since  the  compromise  amendment  would  change  the 
scope  of  authority  of  the  commission,  it  was  felt  there  remained  a  need  for  an 
agency  within  the  government  to  develop  guidelines  and  regulations  for  agencies 
to  use  in  implementing  the  provisions  of  the  Act  and  to  provide  continuing 
assistance  to  and  oversight  of  the  implementation  of  the  provisions  of  this  Act 
by  the  agencies. 

This  function  has  been  assigned  to  the  Office  of  Management  and  Budget. 

REPORTS  ON  NEW   SYSTEMS 

Under  the  Senate  bill  the  Privacy  Protection  Commission  was  to  have  a  central 
role  in  evaluating  proposals  to  establish  or  alter  new  systems  of  information  in 
the  Federal  government.  If  the  commission  had  determined  that  such  a  proposa  1 
was  not  in  compliance  with  the  standards  established  by  the  Senate  bill  the 
agency  which  prepared  the  report  could  not  proceed  to  establish  or  modify  an 
information  system  for  60  days  in  order  to  give  the  Congress  and  the  President 
an  opportunity  to  review  that  report  and  the  commission's  recommendations. 

The  compromise  amendment  still  would  require  that  agencies  provide  adequate 
advance  notice  to  the  Congress  and  to  the  Office  of  Management  and  Budget  of 
any  proposal  to  establish  or  alter  a  system  of  records  in  order  to  permit  an 
evaluation  of  the  privacy  impact  of  that  proposal.  In  addition  to  the  privacy 
impact,  consideration  should  be  given  to  the  effect  the  proposal  may  have  on 
our  Federal  system  and  on  the  separation  of  powers  between  the  three  branches 
of  government.  These  concerns  are  expressed  in  connection  with  recent  proposals 
by  the  General  Services  Administration  and  Department  of  Agriculture  to 
establish  a  giant  data  facility  for  the  storing  and  sharing  of  information  between 
those  and  perhaps  other  departments.  The  language  in  the  Senate  report  on 
pages  64—66  reflects  the  concern  attached  to  the  inclusion  of  this  language  in 
S.  3418. 

The  acceptance  of  the  compromise  amendment  does  not  question  the  motiva- 
tion or  need  for  improving  the  Federal  government's  data  gathering  and  handling 
capabilities.  It  does  express  a  concern,  however,  that  the  office  charged  with 
central  management  and  oversight  of  Federal  activities  and  the  Congress  have 
an  opportunity  to  examine  the  impact  of  new  or  altered  data  systems  on  our 
citizens,  the  provisions  for  confidentiality  and  security  in  those  systems  and  the 
extent  to  which  the  creation  of  the  system  will  alter  or  change  interagency  or 
intergovernmental  relationships  related  to  information  programs. 

GOVERNMENT    CONTRACTS 

The  Senate  bill  would  have  extended  its  provisions  outside  the  Federal  gov- 
ernment only  to  those  contractors,  grantees  or  participants  in  agreements  with 
the  Federal  government,  where  the  purpose  of  the  contract,  grant  or  agreement 
was  to  establish  or  alter  an  information  system.  It  addressed  a  concern  over 
the  policy  governing  the  sharing  of  Federal  criminal  history  information  with 
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State  and  Local  government  law  enforcement  agencies  BB.4  tor  the  amount  of 
money  which  has  been  spent  through  the  haw  Enforcement  Assistance  Admin- 
istration for  the  purchase  of  State  and  local  government  criminal  information 
systems. 

The  compromise  amendment  would  now  permit  Federal  law  enforcement 
agencies  to  determine  to  what  extent  their  information  systems  would  he  covered 
by  the  Act  and  to  what  extent  they  will  extend  that  coverage  to  those  with  which 
they  share  that  information  or  resources. 

At  the  same  time  it  is  recognized  that  many  Federal  agencies  contract  for  the 
operation  of  systems  of  records  on  behalf  of  the  agency  in  order  to  accomplish  an 
agency  function.  It  was  provided  therefore  that  such  contracts  if  agreed  to  on  or 
after  the  effective  date  Of  this  Legislation  shall  provide  that  those  contractors 
and  any  employees  of  those  contractors  shall  be  consider!  d  to  be  employees  of  an 
agency  and  subject  to  the  provisions  of  the  legislation. 

DEFINITION    OF   RECORD 

The  definition  of  the  term  "Record"  as  provided  in  the  House  bill  has  been 
expanded  to  assure  the  intent  that  a  record  can  include  as  little  as  one  descrip- 
tive item  about  an  individual  and  that  such  records  may  incorporate  hut  not  be 
limited  to  information  about  an  individual's  education,  financial  transactions, 
medical  history,  criminal  or  employment  records,  and  that  they  may  contain  his 
name,  or  the*  identifying  number,  symbol,  or  other  identifying  particularly 
assigned  to  the  individual,  such  as  a  finger  or  voice  print  or  a  photograph.  The 
amended  definition  was  adopted  to  more  closely  reflect  the  definition  of  "personal 
information"  as  used  in  the  Senate  bill. 

DEFINITION    OF    THE    TERM    AGENCY 

Some  questions  have  been  raised  regarding  the  applicability  of  H.R.  16373  and 
S.  3418  to  the  U.S.  Postal  Service,  the  Postal  Rate  Commission  and  similarly 
related  entities. 

H.R.  16373  defines  "agency"  to  mean  an  agency  as  defined  in  Section  552(e)  of 
Title  V.  S.  3418  defines  the  term  "Federal  agency"  to  mean  any  department, 
agency,  instrumentality,  or  establishment  in  the  Executive  Branch  of  the  Govern- 
ment of  the  United  States  and  includes  any  officer  or  employee  thereof. 

A  compromise  agreement  adopts  the  definition  by  reference  to  section  552(e) 
as  provided  in  H.R.  16373.  It  is  the  intention  of  the  House  and  Senate  that  the 
Federal  Privacy  Act  clearly  apply  to  the  Postal  Service,  the  Postal  Rate  Com- 
mission, and  government  corporations  or  government  controlled  corporations  now 
in  existence  or  which  may  be  created  in  the  future  as  provided  in  Public  Law 
93-502.  the  amendments  to  the  Freedom  of  Information  Act. 

While  Section  410(a)  of  Title  39  of  the  U.S.  Code  exempts  the  Postal  Service 
and  Postal  Rate  Commission  from  legislation  generally  applicable  to  Federal 
agencies,  barring  a  clear  expression  of  Congressional  intent  to  the  contrary,  is  the 
considered  intent  of  the  committees  which  consider  this  legislation  that  it  should 
apply  to  the  Postal  Service  and  Postal  Rate  Commission,  notwithstanding  the 
operation  of  Title  39  Section  14(a)  of  the  United  States  Code. 

Mr.  Ekvix.  Mr.  President.  I  have  also  prepared  a  statement  giving 
credit  to  members  of  the  Government  Operations  Committee,  and 
another  statement  giving  credit  to  members  of  the  Subcommittee  on 
Constitutional  Eights,  which  worked  on  privacy  matters  for  many 
years,  commending  them  for  their  work. 

I  would  like  to  ask  unanimous  consent  these  be  printed  in  the  Record 
at  this  point. 

There  being  no  objection,  the  statements  were  ordered  to  be  printed 
in  the  Record,  as  follows : 

Statement  to  Members  of  the  Government  Operations  Committee 

Mr.  President.  S.  3418  represents  the  culmination  of  many  months  of  work  hy 
the  Committee  on  Government  Operations  to  fashion  legislation  that  will  guaran- 
tee the  rights  of  all  Americans  with  respect  to  the  gathering,  use,  and  disclosure 
of  information  about  them  by  the  Federal  Government. 
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Again,  I  want  to  express  my  gratitude  to  two  members  of  this  committee  who 
have  helped  make  this  legislation  possible,  Senator  Percy  from  Illinois,  the  rank- 
ing minority  member,  and  Senator  Muskie  from  Maine,  the  chairman  of  the  Sub- 
committee on  Intergovernmental  Relations. 

Their  efforts,  and  that  of  their  staffs  have  been  indispensable  in  helping  to 
reach  the  compromise  reflected  in  the  amendments  adopted  by  the  Senate  today. 

Great  credit  also  is  due  to  Senator  Ribicoff,  Senator  Javits  and  the  other 
cosponsors  of  this  legislation  as  well  as  to  all  the  members  of  the  Committee  on 
Government  Operations.  Without  their  many  valuable  contributions,  we  would 
have  been  unable  to  develop  the  sensible  bill  that  the  committee  reported  unani- 
mously to  the  Senate. 

Finally,  the  Committee  wishes  to  express  appreciation  for  the  valuable  time 
and  effort  devoted  to  the  drafting  of  this  legislation  by  Mr.  Bill  Ticer,  in  the  office 
of  the  Senate  Legislative  Counsel. 

Mr.  President,  I  am  pleased  to  note  that  the  compromise  which  has  been 
reached  between  the  Senate  and  the  House  on  this  privacy  legislation  will  pro- 
vide for  the  establishment  of  a  Privacy  Protection  Study  Commission.  While  the 
scope  of  the  commission's  authority  is  not  as  broad  as  we  had  sought  in  the 
Senate  bill,  it  should  serve  as  an  important  function  in  providing  the  President 
and  the  Congress  with  the  kind  and  caliber  of  information  about  problems  related 
to  privacy  in  the  public  and  private  sectors  which  are  needed  to  make  informed 
decisions. 

I  believe  that  this  bill  also  strengthens  the  ability  of  the  individual  to  enforce 
the  rights  granted  to  him  under  this  act  from  the  provisions  which  were  con- 
tained in  the  House  measure. 

Finally  the  compromise  bill  contains  the  minimum  recommendations  made  for 
protecting  privacy  and  for  establishing  rules  of  due  process  for  the  Government's 
use  of  computer  technology  for  personal  data  systems. 

It  is  in  keeping  with  the  recommendation  of  the  Committee  on  Government 
Operations  which  stated  the  purpose  of  the  Senate  bill  is  to  : 

Promote  government  respect  for  the  privacy  of  citizens  by  requiring  all  de- 
partments and  agencies  of  the  executive  branch  and  their  employees  to  observe 
certain  constitutional  rules  in  the  computerizing,  collection,  management,  use 
and  disclosure  of  personal  information  about  individuals. 

It  is  to  promote  accountability,  responsibility,  legislative  oversight,  and  open 
government  with  respect  to  the  use  of  computer  technology  in  the  personal  in- 
formation systems  and  data  banks  of  the  Federal  government  and  with  respect 
to  all  of  its  other  manual  or  mechanized  files. 

It  is  designed  to  prevent  the  kind  of  illegal,  unwise,  over-broad,  investigation 
and  record  surveillance  of  law-abiding  citizens  which  has  resulted  in  recent  years 
from  actions  of  some  over-zealous  investigators,  from  the  curiosity  of  some  gov- 
ernment administrators,  and  from  the  wrongful  disclosure  and  use  of  personal 
files  held  by  Federal  agencies. 

It  is  to  prevent  the  secret  gathering  of  information  or  the  creation  of  secret 
information  systems  or  data  banks  on  Americans  by  employees  of  the  depart- 
ments and  agencies  of  the  Executive  branch. 

It  is  designed  to  set  in  motion  a  long-overdue  evaluation  of  the  needs  of  the 
Federal  government  to  acquire  and  retain  personal  information  on  Americans, 
by  requiring  stricter  review  within  agencies  or  criteria  for  collection  and  reten- 
tion of  such  information. 

It  is  also  to  promote  observance  of  valued  principles  of  fairness  and  individual 
privacy  by  those  who  develop,  operate  and  administer  other  major  institutional 
and  organizational  data  banks  of  government  and  society. 

While  this  is  a  momentous  day  for  the  Senate,  it's  work  in  the  filed  of  privacy 
is  not  completed  with  the  adoption  of  this  legislation.  It  will  require  aggressive 
oversight  by  the  Committee  on  Government  Operations,  and  I  would  hope  that 
Senator  Muskie  through  his  Subcommittee  on  Intergovernmental  Relations,  and 
that  Senator  Percy,  as  the  ranking  minority  member  of  the  Committee  on  Gov- 
ernment Operations,  will  continue  to  exercise  their  leadership  in  this  regard. 


Statement  to  Members  of  the  Subcommittee  ox  Constitutional  Rights 

Mr.  Ervin.  Mr.  President,  when  the  Senate  approved  S.  3418  in  November,  I 
paid  tribute  to  the  contributions  of  the  members  and  the  staff  of  the  Government 
Operations  Committee  and  to  the  staffs  of  the  members  of  the  Committee  who 
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the  Committee's  special  consultant,  Professor  Alan  F.  Westin  of  Columbia  Uni- 
versity whose  testimony  in  .June  and  expert  counsel  through  tin-  summer  pro- 
vided the  basis  for  policy  judgments  and  for  detailed  amendments  of  the  hill  in 

order    that    a    workable    proposal    COUld    he    reported    to    the    Senate.    Profi 
Christopher  Pyle  of  the  John  .lay  College  of  Criminal  Justice  in  New  York. 
rendered  valuable  assistance  t<>  the  Committee,  as  he  has  during  his  service  as  a 
consultant  of  the  Constitutional  Rights  Subcommittee. 

Much  credit  is  also  due  to  Lawrence  lhiskir.  former  chief  counsel  <>f  the  Con- 
stitutional Bights  Subcommittee,  Mark  Gitenstein,  present  chief  Counsel  "i"  the 
Subcommittee,  Irene  Siargolis,  Dorothy  Glanzer  and  the  rot  of  the  Subcommittee 
staff  who  helped  immeasurably  in  the  development  of  the  biU  and  report  during 
the  joint  bearings  and  study. 

Furthermore,  no  person  who  lias  walked  on  Capitol  Hill  merits  greater  com- 
mendation in  this  connection  than  Mareia  MacNaughton,  who  served  for  a  sub- 
stantia] time  on  the  staff  of  the  Subcommittee  on  Constitutional  Rights  ami  made 
herself  most  knowledgeable  in  respect  to  privacy  and  the  threats  to  it.  During 
last  months  she  left  the  academic  world  temporarily  to  aid  the  Senate  Committee 
OD  Government  Operations  in  the  drafting  of  S.  3418. 

I  believe  the  comprehensive  hearings  and  studies  of  the  Constitutional  Rights 
Subcommittee  have  helped  to  provide  the  Congress  with  an  excellent  basis  for 
this  and  other  needed  legislation  in  years  to  come.  I  hope  the  many  published 
volumes  of  the  result  of  the  Subcommittee's  work  on  privacy,  computers  and  data 
banks  will  aid  those  working  on  this  subject  in  the  future.  The  members  who 
serve  on  that  Subcommittee  have  made  many  contributions  to  the  protection  of 
privacy  by  their  sponsorship  of  legislation  and  their  support  and  participation  of 
the  investigations  and  reports  which  were  needed  to  draft  legislation.  They  have 
also  provided  the  Executive  Branch  with  the  background  and  information  for 
reports  and  action  to  proteet  privacy  and  I  hope  officials  in  all  federal  depart- 
ments and  agencies  will  continue  to  take  advantage  of  this  research  and  this 
documentation  of  public  concern  over  governmental  incursion  on  individual 
freedoms. 

Since  the  Senate  and  the  House  passed  their  respective  privacy  bills.  Jim 
Davidson  has  labored  tirelessly  to  reconcile  their  varying  provisions  and  thus 
make  the  enactment  of  legislation  to  protect  the  rights  of  privacy  of  Americans 
possible.  I  will  always  be  grateful  to  him  for  his  most  helpful  assistance  to  me. 

Mr.  Ervix.  Mr.  President.  I  would  urge  all  Members  of  the  Senate 
to  support  these  amendmetns  with  my  assurance  that  I  have  been 
informed  by  the  House  that  the  House  will  immediately  take  them 
and  send  the  bill  to  the  T\  nite  House  and  we  will  have,  for  the  first 
time  in  the  history  of  our  Nation,  some  effective  privacy  legislation. 

Mrr.  Percy.  Mr.  President,  the  compromise  privacy  bill  we  bring 
before  the  Senate  today  is  a  remarkable  achievement.  It  marks  the 
culmination  of  more  than  10  years  of  concern  and  attention  by  the 
Congress  to  the  fundamental  issue  of  personal  privacy.  It  represents 
the  continuing  efforts  by  the  distinguished  senior  Senator  from  North 
Carolina  (Mr.  Ervin)  to  cultivate  that  concern  and  I  believe  this  leg- 
islation is  a  fine  tribute  to  Senator  Ervin's  work. 

I  would  like  to  strongly  commend  the  staff  of  the  Government 
Operations  Committee  in  their  efforts  to  produce  a  compromise  with 
the  House.  Their  diligent  efforts  have  been  quite  crucial  to  the 
successful  resolution  of  extremely  difficult  policy  differences.  In  this 
regard.  I  would  like  to  o-ive  a  soecial  commendation  and  extend  mv 
appreciation  to  Mr.  Bill  Ticer.  office  of  the  Senate  Legislative  Counsel, 
for  his  dedicated  assistance  to  the  committee  staff  during  the  past  fi 
months.  I  understand  that  his  participation  was  of  immense  value  in 
clarifying  difficult  portions  of  the  legislation. 

I  also  commend  Congressman  Moorhead  of  Pennsylvania.  Congress- 
man Erlenborn,  and  Congressman  Goldwater  for  their  diligent  efforts 
in  connection  with  this  legislation. 
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I  am  pleased  to  note  that  the  compromise  which  lias  been  reached 
does  include  a  provision  for  a  2-year  Privacy  Protection  Study  ( Join- 
mission.  While  this  Commission  does  not  retain  some  of  the  enforce- 
ment powers  afforded  to  it  in  the  Senate-passed  bill,  S.  3  H8,  I  believe 
that  it  is  certainly  equipped  to  perform  the  functions  intended  by  the 
Senate.  The  Commission  will  be  responsible  for  assembling  experts  in 
the  fields  of  computer  science,  law,  social  sciences,  business,  and  Gov- 
ernment to  study  and  recommend  solutions  to  privacy  problems  not 
adequately  addressed  by  this  bill.  1  believe  that  the  Commission  will 
serve  to  keep  focused  attention  on  this  important  issue  of  public 
policy  so  that  Federal  agencies.  State  and  local  governments,  and 
private  organizations  will  continue  to  implement  the  basic  principles 
of  fair  treatment  for  personal  data   contained   in  this  bill. 

I  am  pleased  that  the  compromise  bill  contains  the  provision,  intro- 
duced by  Senator  Goldwater  and  myself,  to  limit  abuses  of  the  social 
security  number.  I  look  forward  to  a  more  final  solution  to  the  problems 
associated  with  this  number,  which  is  widely  used  as  a  universal  identi- 
fier in  this  country.  The  Privacy  Protection  Study  Commission  will 
study  the  problem  and  bring  back  to  the  Congress  policy  recommenda- 
tions on  this  matter. 

Finally,  I  am  pleased  that  Congress  has  acted  with  authority  to 
establish,  across  the  board  in  the  Federal  Government,  fundamental 
protections  of  personal  privacy.  The  challenge  now  rests  with  the  Fed- 
eral agencies  to  adopt  regulations  and  implement  procedures  to  carry 
out  the  intent  of  this  statute.  We  intend  to  work  with  the  agencies  and 
we  hope  that  thej^  will  cooperate  fully,  in  return,  with  the  Government 
Operations  Committees  of  both  Houses,  in  their  oversight  capacity. 
and  with  the  Privacy  Protection  Study  Commission,  in  its  study 
capacity. 

Mr.  Muskie.  Mr.  President,  this  is  a  momentous  day  for  the  Senate 
and  for  every  citizen  of  this  country  on  whom  the  Government  main- 
tains a  record. 

The  compromise  agreement  which  has  been  worked  out  between  the 
Senate  and  the  House  under  the  able  leadership  of  the  chairman  of 
the  Committee  on  Government  Operations,  Mr.  Ervin,  represents  the 
first  major  assault  on  the  invasion  of  privacy  in  recent  decades. 

Mr.  President,  I  would  like  to  note  the  outstanding  work  in  the  de- 
velopment of  this  bill  by  Mr.  James  H.  Davidson,  of  the  staff  of  my 
Subcommittee  on  Intergovernmental  Eolations,  who  has  spent  count- 
less hours  working  on  this  legislation. 

The  passage  of  this  legislation  will  rightfully  earn  for  this  Congress 
the  reputation  as  the  Privacy  Congress. 

While  the  courts  have  begun  to  recognize  the  capacity  and  the  prac- 
tices of  the  Government  to  invade  the  privacy  of  its  citizens,  it  is  the 
responsibility  of  the  Congress  to  develop  the  legislative  protection 
against  those  invasions. 

The  Federal  Privacy  Act  draws  upon  the  constitutional  and  judicial 
recognition  accorded  to  the  right  of  privacy  and  translates  it  into  a 
system  of  procedural  and  substantive  safeguards  against  obtrusive 
Government  information-gathering  practices. 

Until  now  we  have  allowed  technological  advances  in  Federal  record- 
keeping to  outpace  our  efforts  to  control  and  safeguard  the  information 
we  have  collected.  This  act  would  restore  balance  against  those  ad- 
vances by  adding  new  protections  for  every  citizen. 
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I  am  pleased  to  note  that  this  act  has  developed  an  important  bal- 
ance between  the  rights  of  privacy  of  each  01  our  citizens  and  the 
public  need  for  disclosure  of  Government  materials  under  the  Freedom 

of  Information  Art. 

Mr.  President,  this  legislation  incorporates  fundamental  rights  of 
fair  information  practices  into  Federal  information  systems.  It  is  an 

important  beginning.  And  I  hope  to  be  able  to  follow  the  implementa- 
tion of  this  act  in  the  next  Congress  through  the  work  of  my  Subcom- 
mittee on  Intergovernmental  Relations. 
Mr.  Brock.  Will  the  Senator  yield  1 
Mr.  Ervin.  I  yield  to  the  Senator  from  Tennessee. 
Mr.  Brock.  Mr.  President,  may  I  take  a  moment  to  express  my 
gratitude  to  the  Senator  from  North  Carolina  for  his  leadership  in  a 
matter  in  which  1  have  had.  as  so  many  others  have  had,  a  great,  con- 
tinuing,  and  growing  concern.  The  privacy  bill  is  a  much-needed  piece 
of  reform  legislation  which  I  am  proud  to  have  sponsored. 

There  is  no  question  about  the  abuse  of  personal  privacy  in  this  coun- 
try, and  it  is  growing  at  a  geometric  rate  each  year.  I  understand,  for 
example,  that  it  is  presently  possible  to  have  every  telephone  in  Amer- 
ica bugged. 

Privacy  is  not  a  privilege,  it  is  a  basic  right,  a  fundamental  freedom 
which  is  deeply  rooted  in  our  American  heritage.  It  is  the  ability  to  be 
secure  in  our  homes,  persons,  and  papers.  We  simply  must  take  firm 
and  specific  action  to  protect  the  people  of  this  Xation  from  the  erosion 
of  their  personal  liberties. 

This  bill,  which  addresses  itself  to  the  use  and  abuse  of  Federal  data 
banks,  establishes  several  basic  standards.  First,  only  relevant  personal 
information  can  be  collected,  and  the  individual  must  be  informed  as 
to  which  data  is  required,  which  is  voluntary,  why  it  is  needed,  and 
under  which  authority.  Second,  only  timely  data  may  be  maintained 
and  disseminated,  and  access  to,  and  security  of,  the  data  must  be  regu- 
lated. Additionally,  the  nature  of  all  data  banks  must  be  announced. 
Individuals  will  have  access  to  inspect  their  records  and  must  be  told 
the  source  of  the  data  and  how  it  is  used.  Finally,  information  chal- 
lenged by  an  individual  must  be  reinvestigated  and,  where  proper, 
modified  or  corrected. 

I  personally  want  to  express  my  great  debt  to  the  Senator  from  North 
Carolina  for  his  efforts  to  remedy  this  problem. 

AVe  did  have  differences  with  the  House,  but  the  compromise  is  an 
effort  to  deal  with  those  differences  in  a  very  frank  and  very  healthy 
way. 

I  appreciate  the  result  of  the  labors  of  the  gentleman  and  I  wrant  him 
to  know  it. 

Mr.  Ervix.  I  thank  my  friend  from  Tennessee  and  want  to  commend 
him  for  the  work  he  did  in  the  Government  Operations  Committee  in 
this  legislation. 

Mr.  President,  I  ask  for  the  yeas  and  nays  on  the  motion. 

The  Presiding  Officer.  Is  there  a  sufficient  second  ?  There  is  a  suffi- 
cient second. 

The  yeas  and  nays  were  ordered. 

Mr.  Ervin.  I  yield  the  floor. 

Mr.  Hruska.  Mr.  President. 

The  Presiding  Officer.  The  Senator  from  Nebraska. 
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Mr.  Hruska.  Mr.  President,  I  yield  to  the  Senator  from  West  Vir- 
ginia, reserving  my  right  to  the  floor,  for  a  brief  statement . 


The  Senate  continued  with  the  consideration  of  the  message  from  the 
House  of  Representatives  on  the  bill  (S.  3418)  to  establish  a  Privacy 
Protection  Commission,  to  provide  management  systems  in  Federal 
agencies  and  certain  other  organizations  with  respect  to  the  gathering 
and  disclosure  of  information  concerning  individuals,  and  for  other 
purposes. 

The  Presiding  Officer.  The  Senator  from  Nebraska. 
Mr.  Hruska.  Mr.  President,  I  rise  to  suggest  that  the  consideration 
of  the  instant  bill,  S.  3418,  pursuant  to  the  motion  of  the  Senator  from 
North  Carolina,  is  not  exactly  in  keeping  with  the  better  traditions 
of  this  body  regarding  consideration  of  legislation  of  this  gravity. 

I  am  not" going  to  take  very  long,  but  I  would  like  to  recite  briefly 
the  chronology  of  this  legislation  and  what  we  are  doing  here  today. 

Last  month.  Mr.  President,  S.  3418  was  approved  by  this  body  and 
sent  to  the  other  body.  The  bill,  incidentally,  as  passed  by  the  Senate, 
was  about  40  printed  pages  in  length. 

The  House  also  passed  a  measure,  at  approximately  the  same  time, 
H.R.  16373.  which  dealt  with  the  question  of  privacy  of  individuals' 
records.  While  many  provisions  of  the  House  and  Senate  bill  were 
similar,  the  Senate  version  contained  provisions  establishing  a  privacy 
commission,  with  far  reaching  powers,  and  providing  extensive  cov- 
erage of  law  enforcement  records,  features  not  found  in  the  House  bill. 
The  other  body  took  the  Senate  bill  S.  3418,  and,  upon  consideration 
thereof,  voted  to  strike  all  but  the  enacting  clause  and  insert  entirely  in 
place  therein  the  text  of  H.R.  16373,  which  consisted  of  approximately 
20  printed  pages.  Apparently,  the  members  of  the  Senate  Government 
Operations  Committee  were  displeased  with  the  House  version.  There 
was  contact  established  between  the  staff  of  the  Government  Opera- 
tions Committee  of  the  Senate  and  the  staif  of  the  Government 
Operations  Committee  of  the  House.  There  emanated  therefrom,  Mr. 
President,  the  text  and  the  substance  of  the  motion  now  pending  by 
way  of  an  amendment  to  the  House  bill,  which  I  understand  was  com- 
pleted yesterday. 

This  text,  Mr.  President,  was  submitted  to  my  office  less  than  24 
hours  ago.  It  consists  of  approximately  40  pages  of  typewritten  mate- 
rial. It  is  in  many  respects  from  the  bill  as  passed  by  the  Senate  in 
the  original  instance.  And  it  is  different  than  the  text  of  the  bill  thst 
was  approved  by  the  other  body. 

In  addition  to  that  text,  I  was  furnished  by  the  very  courteous 
and  distinguished  Senator  from  Xorth  Carolina  with  a  copy  of  his 
remarks,  consisting  of  an  analysis  of  House  and  Senate  compromise 
amendments  to  the  Federal  Privacy  Act. 

Let  me  suggest,  Mr.  President,  that  tins  occurred  about  24  hours 
ago.  I  believe  I  received  these  remarks  probably  at  4  o'clock  yesterday 
afternoon  and  the  actual  text  of  the  amendment  shortly  after  6  p.m. 
We  adjourned  the  Senate.  Mr.  Pre-ident.  at  about  6  :40  p.m.  yes- 
terday. We  convened  at  0  :30,  as  I  remember  it.  I  have  been  in  com- 
mittee most  of  the  day.  I  started  my  first  committee  meeting  at  9:30 
this  morning. 
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T  know  all  of  my  colleagues  have  been  very  busy  in  the  later  part  of 
this  session,  in  the  closing  hours  of  this  session. 

I  make  no  apology  for  the  fact  that  I  did  not  have  time  to  read  and 

to  study  this  bill,  nor  the  remarks  of  the  Sena  tor  from  North  Carolina. 
1  did  impose  upon  my  staff  for  the  consumption  on  their  part  of  a  litt  le 
midnight  oil.  I  find,  Mr.  President,  it  is  not  quite  as  easy  to  explain 
the  lack  of  difference  between  the  House  bill  and  the  compromise  bill 
as  we  might  imagine. 

There  are  some  things  that  are  of  real  substance.  There  are  some 
items  that  are  of  very  substantial  difference;  and,  in  my  judgment, 
some  items,  on  the  basis  of  this  staff  analysis,  that  would  bear  close 
study  and  scrutiny,  and  which  should  receive  a  little  more  deliberate 
treatment  than  a  mere  consideration  of  the  motion  of  amendment  as 
proposed,  and  which  we  are  considering  now. 

Let  me  suggest,  Mr.  President,  first  of  all  there  is  the  suggestion,  and 
there  is  the  representation  made,  that  the  law  enforcement  files  are 
exempted.  Of  course,  that  was  one  of  our  original  objections  to  the 
bill  as  approved  by  the  Senate.  When  I  say  "our"  I  mean  those  who 
are  interested  with  me  in  the  preservation  of  the  integrity  of  law- 
enforcement  files,  particularly  the  investigatory  files,  and  to  prevent 
a  compromise  thereof. 

As  I  suggested  at  that  time,  the  area  of  law  enforcement  files  is  of 
such  complexity  that  it  should  not  be  dealt  with  on  the  same  terms  as 
civil  records.  I  believe  it  can  be  readily  understood  that  criminal  justice 
or  law  enforcement  information  gives  rise  to  problems  requiring  treat- 
ment different  from  that  of  information  used  to  carry  out  the  social 
health,  or  money  benefit  programs  in  which  the  Government  may  be  in- 
volved. Law  enforcement  records  should  be  treated  in  separate  legis- 
lation. 

The  Senate  Constitutional  Rights  Subcommittee  presently  has  such 
legislation  before  it,  S.  2963  and  S.  2004.  Many  hours  of  healings  and 
research  have  gone  into  perfecting  the  provisions  of  this  legislation 
in  order  to  strike  a  proper  and  equitable  balance  between  the  in- 
dividual's rights  to  privacy  and  society's  interest  in  receiving  good 
and  effective  law  enforcement. 

This  legislation,  represented  by  S.  2063  and  S.  2064,  is  well  along  and 
near  resolution.  It  is  expected  that  similar  legislation  will  be  reported 
to  the  Senate  floor  early  next  year.  It  is  my  understanding  that  the 
Members  in  the  House  similarly  expect  to  act  on  legislation  dealing 
with  law  enforcement  files  early  in  the  next  Congress.  It  is  further 
my  understanding  that  this  was  the  reason  that  H.R.  16373  contained 
an  exemption  from  most  of  its  provisions  for  criminal  law  enforcement 
files  and  records,  an  exemption  which  I  found  acceptable. 

The  staff  compromise  we  have  before  us  in  the  form  of  the  amend- 
ment in  question,  however,  narrows  the  law7  enforcement  exemption,  by 
making  additional  provisions  of  the  bill  applicable  to  law  enforcement. 

For  example,  the  requirement  that  an  accounting  of  all  disclosures  of 
a  record  be  kept  for  a  period  of  5  years,  "or  for  the  life  of  the  record, 
whichever  is  the  longer''  would  nowr  be  applied  to  law  enforcement 
files. 

It  should  be  noted  that  the  statute  of  limitations  for  civil  suits 
related  to  improperly  disclosed  records  is  only  2  years.  The  provision 
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that  all  future  disclosures  of  the  record  be  accompanied  by  notice  of 
disputes  as  to  its  accuracy  is  also  applied  to  law  enforcement  records. 

Similarly,  law  enforcement  would  be  covered  by  the  requirement 
that  proposed  rulemaking  hearings  be  held  with  respect  to  a  statement 
of  the  routine  uses  to  which  records  would  be  subject. 

The  expanded  coverage  of  the  law  enforcement  files  is  objectionable 
as  a  matter  of  principle,  and  may  raise  serious  practical  problems 
of  which  we  may  be  unaware  after  only  a  brief  study  of  the  amendment . 

Mr.  Percy.  Would  my  distinguished  colleague  mind  just  a  brief 
comment?  If  the  distinguished  Senator  from  Nebraska  has  finished 
the  history  of  what  happened  on  this  legislation,  I  think  for  purposes 
of  accuracy  it  would  be  well  to  make  one  insertion. 

Mr.  Hruska.  I  will  yield  briefly  for  that  purpose.  I  do  not  want  to 
detain  the  Senate  too  long.  I  shall  cite  one  other  example  of  detriment 
in  the  proposed  amendment.  Then  I  shall  put  the  rest  of  this  state- 
ment into  the  Record.  If  it  is  a  brief  comment,  I  will  be  happy  to  yield. 

Mr.  Percy.  I  very  much  appreciate  the  deep  interest  that  our  dis- 
tinguished colleague  has  taken  in  this  legislation. 

It  would  be,  I  believe,  unfair  to  the  Senate  to  assume,  however,  that 
what  has  resulted  is  a  result  only  of  staff  discussions  between  the 
House  and  Senate.  Obviously,  on  this  legislation,  as  in  most  legislation, 
staff  has  done  a  great  deal  of  work.  But  we  cannot  overlook  the  fact 
that  Senator  Ervin  and  myself,  as  the  chairman  and  the  ranking 
minority  member  of  the  Senate  Government  Operations  Committee, 
and  Congressman  Moorhead  of  Pennsylvania,  and  Congressman 
Erlenborn.  of  Illinois,  as  the  House  Foreign  Operations  and  Govern- 
ment Information  Subcommittee  chairman  and  the  ranking  minority 
member  of  the  House  Government  Operations  Committee,  met  together 
for  a  very  extended  session  to  discuss  our  respective  bills. 

We  worked  out  compromises.  We  negotiated  differences.  We  came 
to  an  accord,  and  we  put  the  stamp  of  approval  of  two  Senators  and 
two  Congressmen,  representing  the  chairman  and  ranking  members 
of  the  respective  committees,  before  it  was  brought  before  the  Senate 
today. 

I  believe  that  this  one  additional  point  would  update  and  complete 
the  historical  account  of  this  legislation  up  to  this  point. 

T  thank  my  distinguished  colleague. 

Mr.  Hruska.  I  am  happy  to  accept  that  supplement  to  the  descri p- 
tion  of  the  history  of  this  bill,  Mr.  President.  It  was  not  my  intention 
to  exclude  from  the  consideration  of  the  amendment  before  us  the 
participation  by  members  of  Vae  committee.  But  the  bulk  of  the  work. 
I  am  confident,"  was  done  by  the  staff.  Many  of  the  changes  pertaining 
to  law  enforcement  mav  have  been  inadvertently  included  with  a  full 
realization  of  their  total  effect. 

Mr.  President,  I  am  just  goinir  to  outline  one  other  change.  That  has 
to  do  with  the  access  to  law  enforcement  records  intelligence  informa- 
tion by  the  privacy  commission.  The  compromise  with  which  we  are 
now  confronted  would  create  a  seven-member  study  commission  with 
n  broad  mandate  to  examine  privacy  considerations  as  applied,  Mr. 
President,  to  Federal,  State,  and  private  records. 

The  study  commission  would  have  full  access  to  all  information 
relating  !o  the  performance  of  their  function,  and  it  could  issue  sub- 
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penas  us  to  enforce  its  requesl  for  information.  I  am  concerned,  Mr, 
President,  thai  individual's  rights  may  be  offended  by  fishing  expedi- 
tions by  the  commission  into  the  raw  background  files  maintained  by 
the  Government  and  into  other  particularly  sensitive  law  enforcement 
and  intelligence  records. 

1  feel  the  compromise  gives  the  commission  too  broad  authority  to 
examine  Government  records  under  the  language  in  the  bill. 

I  ask  unanimous  consent,  Mr.  President,  that  this  memorandum, 
which  was  prepared  by  staff  and  from  which  1  have  quoted,  and  which 
I  have  checked  with  the  text  of  the  hill  and  its  proposed  compromise 
be  printed  in  the  Record  at  this  point. 

There  being  no  objection,  the  memorandum  was  ordered  to  he 
printed  in  the  Record,  as  follows : 

Memorandum 

The  "final"  staff  compromise  which  is  now  before  the  Senate  presents  real 
problems  for  law  enforcement  generally. 

Exemption  of  law  enforcement  files.  H.R.  16373  contained  an  exemption  from 
most  of  its  provisions  for  criminal  law  enforcement  files  and  records.  It  was 
acceptable  in  this  regard.  The  staff  compromise  narrows  the  law  enforcement 
exemption,  thus  making  additional  provisions  of  the  bill  applicable  to  law  enforce- 
ment. For  example,  the  requirement  that  an  accounting  of  all  disclosures  of  a 
record  be  kept  for  a  period  of  five  years  "or  the  life  of  the  record  whichever  is 
longer"  would  now  be  applied  to  law  enforcement  files.  (Note  that  the  statute  of 
limitations  for  civil  suits  relating  to  improperly  disclosed  records  is  only  two 
years).  The  provision  that  all  future  disclosures  of  the  record  be  accompanied 
bv  notice  of  disputes  as  to  its  accuracy  is  also  applied  to  law  enforcement  records. 
Compare  p.  24  with  page  9.  Similarly,  law  enforcement  would  be  covered  by  the 
requirement  that  proposed  rule  making  hearings  be  held  with  respect  to  a 
statement  of  the  "routine  uses"  to  which  such  records  would  be  subject,  p.  17. 
The  expanded  coverage  of  law  enforcement  files  is  objectionable  as  a  matter  of 
prinoiple  and  may  raise  serious  practical  problems. 

New  provisions  concerning  law  enforcement.  The  staff  compromise  defines 
records  as  including  not  only  collections  of  information  about  individuals  but 
also  an  "item"  of  information  about  an  individual.  The  intent  of  this  change  is 
not  clear  but  it  could  be  read  so  broadly  as  to  include  any  single  piece  of  paper 
bearing  an  individual's  name  within  the  meaning  of  record  even  though  it  may  be 
filed  as  part  of  an  investigatory  file  on  a  corporation  or  on  some  other  individual. 
This  would,  among  other  things,  require  that  annual  notice  of  such  "items"  be 
published  in  the  Federal  Register.  See  §  3(a)  (4)   [p.  5] 

The  new  definition  of  record  also  includes  a  reference  to  fingerprints,  voice 
prints  and  photographs.  The  same  reference  is  not  included,  however,  in  the 
description  of  those  law  enforcement  files  which  may  be  exempted  from  provi- 
sions of  the  bill  such  as  individual  access  to  records  or  limitations  on  dis- 
closure without  the  individual's  consent.  While  it  would  be  ludicrous  to  inter- 
pret the  bill  to  require  a  fugitive's  consent  before  his  photograph  is  displaved 
on  a  wanted  poster,  the  bill  literally  has  this  effect.  Moreover,  it  may  be  read 
to  permit  individual  access  to  photographs  or  voice  prints  in  an  investigatory  file 
even  though  access  to  the  file  itself  is  not  permitted  by  the  bill.  3(a)  (4)   [p.  51 

"Routine"  exchanges  of  information  among  government  agencies — see  3(a) 
(7)  TP-  6]  3  (b)  (3)  [p.  6] — are  permitted  by  the  bill  so  Ions  as  annual  notice 
describing  such  routine  exchanges  is  published.  We  were  successful  in  obtain- 
ing a  flower  explanation  of  routine  exchange  in  the  House  which  would  be 
helpful  to  law  enforcement.  The  bill,  however,  has  added  a  definition  of  "routine 
use"  which  may  present  problems  for  law  enforcement.  "Routine"  use  is  de- 
fined as  that  which  is  compatible  with  the  purpose  for  which  the  information 
was  originally  collected.  There  may  be  numerous  exchanges  of  information 
with  the  FP.T  that  are  now  undertaken  by  non-law  enforcement  agencies  which 
would  not  fall  within  the  scope  of  this  definition,  for  example,  information  con- 
cerning possible  civil  disturbance  activities.  If  such  exchanges  do  not  fall  within 
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the  definition  of  routine  use  then  it  would  be  necessary  to  secure  the  consent 
of  the  individual  before  furnishing  it  to  the  FBI  or  it  would  be  necessary  for  the 
Director  to  make  a  written  request  for  the  information. 

Since  the  information  is  of  the  sort  normally  brought  to  our  attention  only 
when  it  is  voluntarily  provided  to  us,  the  provision  for  requesting  such  records 
is  virtually  meaningless. 

Among  the  new  provisions  added  to  the  staff  compromise  is  a  requirement 
that  before  disseminating  a  record  the  agency  must  assure  that  the  record  is 
accurate,  complete,  timely  and  relevant.  No  standard  is  provided  as  to  the  proper 
application  of  these  terms.  The  provision  is  applicable  to  law  enforcement  files 
as  well  as  all  other  records.  It  would,  of  course,  put  the  burden  on  the  Identi- 
fication Division  to  assure  the  completeness  and  relevance,  as  well  as  accuracy, 
of  all  rap  sheets  before  dissemination.  Moreover,  it  would  appear  to  require 
that  investigatory  files  be  accurate,  complete,  timely  and  relevant  before  they 
are  disseminated  regardless  of  the  purpose  of  the  dissemination.  Presumably 
this  would  even  apply  to  old  investigatory  records  made  available  pursuant 
to  the  historic  records  policy  adopted  under  the  Freedom  of  Information  Act. — 
See  §  3(e)  (6)  p.  16 

Access  to  law  enforcement  records.  The  staff  compromise  would  create  a  seven 
member  study  commission  with  a  broad  mandate  to  examine  privacy  considera- 
tions as  applied  to  federal,  state  and  private  records.  The  study  commission 
would  have  "full  access  to  all  information  relating  to  the  performance  of 
their  functions"  and  could  issue  subpoenas  to  enforce  its  requests  for  informa- 
tion. This  could  include  requests  for  "raw  files"  and  other  sensitive  law  enforce- 
ment and  intelligence  records.  The  staff  compromise,  we  feel,  gives  the  Com- 
mission top  broad  authority  to  examine  government  records,   [p.  38]   §  5(e)(1) 

Civil  law  enforcement  problems.  The  bill  requires  that  whenever  an  agency 
seeks  information  from  an  individual  it  must  inform  him  of  the  source  of  its 
authority  to  seek  the  information,  the  purpose  for  which  it  is  sought,  routine 
uses  that  may  be  made  of  it,  and  the  effects  of  not  providing  the  informa- 
tion. Criminal  law  enforcement  is  exempt  from  these  provisions  but  civil  law 
enforcement  is  not.  In  certain  cases  such  as  civil  frauds,  civil  rights  investiga- 
tions, antitrust  investigations,  etc.  this  may  produce  an  inhibiting  effect  on  a 
potential  witness.  (There  is  also  incidental  burden  of  including  all  of  this 
information  on  all  applicant  forms  as  well.) 

In  a  related  vein,  each  agency  is  required  to  publish  annually  a  description 
of  its  records  systems.  Except  in  the  case  of  law  enforcement,  national  defense, 
and  similar  files,  a  description  of  the  "categories  of  sources"  is  to  be  included 
in  the  description.  This  too  may  present  difficulties  with  respect  to  civil  rights, 
fraud,  and  antitrust  investigations  where  sources  may  require  as  much  protec- 
tion as  they  do  in  criminal  cases. 

An  agency  would  be  required  to  serve  notice  on  an  individual  when  a  record 
pertaining  to  the  individual  is  to  be  disclosed  subject  to  "compulsory  legal  pro- 
cess." While  law  enforcement  records  would  be  exempt  from  this  requirement, 
civil  investigatory  files  would  not  be.  Again  this  may  present  particular  prob- 
lems with  respect  to  those  civil  actions  which  are  quasi-criminal  in  nature. 
Moreover,  it  places  an  enormous  burden  on  agencies  and  may,  through  motions 
to  quash  and  similar  interventions,  seriously   delay  civil  litigation. 

Relationship  to  Freedom  of  Information  Act.  The  Staff  draft  expressly  pro- 
vides that  nothing  in  the  Freedom  of  Information  Act  permits  withholding  a 
record  from  the  subject  of  that  record.  This  presents  no  serious  problems  since 
the  bill  itself  permits  withholding  investigatory  and  similar  files  from  the  indi- 
vidual. The  bill  also  provides,  however,  that  disclosure  is  not  permitted  with- 
out an  individual's  consent  unless  disclosure  would  be  required  under  FOI. 
Since  the  FOI  Act  itself  authorizes  the  refusal  of  disclosure  where  this  would 
constitute  an  "unwarranted  invasion  of  privacy"  the  privacy  bill's  disclaimer 
of  any  intent  to  affect  FOI  is  circular.  In  the  face  of  the  disclaimer,  the  govern- 
ment's efforts  to  mesh  the  two  bills  when  faced  with  litigation  over  the  nondis- 
closure of  records  to  protect  privacy  may  meet  considerable  difficulty. 

Mr.  Hruska.  Mr.  President,  the  motion  before  us  and  the  amend- 
ment before  us  may  be  a  .crood  one.  It  may  have  merit.  Maybe  that 
would  be  the  ultimate  result  of  the  action  taken  by  the  Senate. 
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Ajs  T  indicated  when  S.  3418  was  before  us  last  month,  Mr.  Presi- 
dent, I  share  tlio  objective  of  my  good  friend  from  North  Carolina  to 
protect  Americans  in  their  right  to  privacy.  The  declared  purpoa 
this  hill  arc  desirable  and  worthy.  It  is,  Mr.  President,  only  some  of 
the  specific  features  of  the  bill,  which  I  have  mentioned  briefly,  with 
which  I  have  question. 

I  do  not  know  how  many  copies  of  this  40-page  typewritten  manu- 
script which  contains  the  compromise  measure  have  been  made,  or  how 
many  are  available.  As  1  indicated.  I  did  not  <xet  one  in  my  office  until 
6:30  last  night.  I  have  not  made  inquiry  as  to  its  distribution*  It  just 
seems  to  me  that  notwithstanding  the  lateness  of  this  session,  this 
subject  and  this  measure  are  entitled  to  a  little  more  deliberate,  proper, 
and  complete  consideration  by  the  Senate.  It  is  an  important  subject 
and  T  hope  that  in  our  rush  to  enact  this  legislation  that  we  are  not 
inadvertently  including  provisions  that  will  trouble  us  later. 

I  have  no  disposition  to  get  into  the  matter  of  proposing  an  amend- 
ment at  this  time.  If  I  did.  Mr.  President.  I  would  propose  an  amend- 
ment by  way  of  a  substitute  to  reinstate,  a  substitute  for  the  Ervin 
amendment,  by  way  of  a  substitute  to  that,  the  text  of  the  bill  as 
originally  passed  by  the  House,  which  was  understandable,  which 
had  been  closely  studied  ;  and  with  which  we  have  had  some  familiarity. 
I  shall  not  do  that,  because  to  do  that  at  this  late  hour  would  be 
putting  the  Senate  in  the  same  position  with  regard  to  that  substitute 
] nea sure  that  it  is  placed  in  with  regard  to  the  principal  amendment — 
to  wit.  we  would  not  have  that  discretion  and  we  would  not  have  that 
amplification  upon  the  content  of  the  amendment,  and  that  would  not 
be  fair. 

So  I  submit  again,  Mr.  President,  that  it  is  a  mistake  to  proceed 
at  this  late  hour  with  the  consideration  of  the  pending  amendment. 
It  is  my  hope  that  it  will  not  be  approved.  If  the  amendment  before 
us  does  not  succeed,  we  will  have  before  us  the  House  version  of  the 
privacy  bill  which  I  find  an  extremely  meritorous  measure.  It  will 
readily  achieve  the  objectives  of  the  protection  of  privacy  we  seek  and 
would  receive  my  strong  support. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  motion 
of  the  Senator  from  North  Carolina.  On  this  question  the  yeas  and 
nays  have  been  ordered,  and  the  clerk  will  call  the  roll. 

The  legislative  clerk  called  the  roll. 

Mr,  Egbert  C.  Byrd.  I  announce  that  the  Senator  from  Texas  (Mr. 
Bextsex"),  the  Senator  from  Nevada  (Mr.  Bible),  the  Senator  from 
Alaska  (Mr.  Gravel),  the  Senator  from  Rhode  Island  (Mr.  Pastore), 
the  Senator  from  California  (Mr.  Crax'stox),  the  Senator  from  Mis- 
sissippi (Mr.  Eastlax*d),  the  Senator  from  Arkansas  (Mr.  Ful- 
bright).  the  Senator  from  Louisiana  (Mr.  Jotix"stgx),  the  Senator 
from  Arkansas  (Mr.  McClellax~)  .  the  Senator  from  Connecticut  (Mr. 
Ribtcoff).  and  the  Senator  from  Georgia  (Mr.  Talmadge)  are  neces- 
sarily absent. 

I  further  announce  that  the  Senator  from  Montana  (Mr.  Mans- 
field )  is  absent  on  official  business. 

I  also  announce  that  the  Senator  from  Maine  (Mr.  Hathaway)  is 
absent  because  of  a  death  in  the  f  ami]  v. 
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I  further  announce  that,  if  present  and  voting,  the  Senator  from 
Rhode  Island  (Mr.  Pastore)  would  vote  "yea." 

Mr.  Griffin.  I  announce  that  the  Senator  from  Oklahoma  ( Mr. 
Bellmon)  and  the  Senator  from  Utah  (Mr.  Bennett)  are  necessarily 
absent. 

The  result  was  announced — yeas  77,  nays  8,  as  follows : 


[No.  567  Leg.] 

YEAS— 77 

Abourzek 

Goldwater 

Montoya 

Allen 

Griffin 

Moss 

Baker 

Hansen 

Muskie 

Bartlett 

Hart 

Nelson 

Bayh 

Hartke 

Nunn 

Beall 

Haskell 

Packwood 

Biden 

Hatfield 

Pearson 

Brock 

Helms 

Pell 

Brooke 

Rollings 

Percy 

Buckley 

Huddleston 

Proxmire 

Burdick 

Hughes 

Randolph 

Byrd,  Harry  F.,  Jr. 

Humphrey 

Roth 

Byrd,  Robert  C. 

Inouye 

Schweiker 

Cannon 

Jackson 

Scott,  Hugh 

Case 

Javits 

Scott,  William  L 

Chiles 

Kennedy 

Sparkman 

Church 

Long 

Stafford 

Clark 

Magnuson 

S  tennis 

Cook 

Mathias 

Stevens 

Dole 

McClure 

Stevenson 

Domenici 

McGee 

Symington 

Dominick 

McGovern 

Thurmond 

Eagleton 

Mclntyre 

Tunney 

Ervin 

Metcalf 

Weioker 

Fannin 

Metzenbaum 

Williams 

Fong 

Mondale 

NAYS— S 

Aiken 

Gurney 

Tower 

Cotton 

Hruska 

Young 

Curtis 

Taft 

NOT  VOTING— 15 

Bellmon 

Eastland 

Mansfield 

Bennett 

Ful  bright 

McClellan 

Bentsen 

Gravel 

Pastore 

Bible 

Hathaway 

Ribicoff 

Cranston 

Johnston 

Talmadge 

So  Mr.  Ervin 's  motion  to  concur  in  the  House  amendment  with 
amendments  was  agreed  to. 

Mr.  Ervin.  Mr.  President,  I  move  to  reconsider  the  vote  by  which 
the  Senate  amendments  were  agreed  to. 

Mr.  Church.  Mr.  President,  I  move  to  lay  that  motion  on  the  table. 

The  motion  to  lay  on  the  table  was  agreed  to. 

Mr.  Robert  C.  Byrd.  Mr.  President,  I  ask  unanimous  consent  that 
the  Senator  from  Washington  (Mr.  Jackson)  may  proceed  for  1 
minute. 

The  Presiding  Officer.  Without  objection,  it  is  so  ordered. 
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[From  the  Congressional  Record — Senate,  I>oc  is.  i!)74] 

SENATE  CONSIDERS  AND  ADOPTS  THREE  TECHNICAL 
AMENDMENTS  PASSED  BY  THE  HOUSE  WHICH  FUR- 
THER AMEND  THE  SENATE-HOUSE  COMPROMISE 
AMENDMENTS  TO  S.  3418 

Mr.  Krvix.  Mr.  President.  I  ask  the  Chair  to  lay  before  the  Senate  a 
message  from  the  House  of  Representatives  on  S.  341S. 

The  Presiding  Officer  (Mr.  Nunn)  laid  before  the  Senate  the  amend- 
ments of  the  House  of  Representatives  to  the  amendments  of  the  Sen- 
ate to  the  amendments  of  the  House  to  the  bill  (S.  3418)  to  establish 
a  Privacy  Protection  Commission,  to  provide  management  systems  in 
Federal  agencies  and  certain  other  organizations  with  respect  to  the 
gathering  and  disclosure  of  information  concerning  individuals,  and 
for  other  purposes  as  follows : 

(1)  Page  16,  strike  out  lines  1  through  10,  inclusive,  and  insert : 

"(6)  prior  to  disseminating  any  record  about  an  individual  to  any  person  other 
than  an  agency,  unless  the  dissemination  is  made  pursuant  to  subsection  (b)  (2) 
of  this  section,  make  reasonable  efforts  to  assure  that  such  records  are  accurate, 
complete,  timely,  and  relevant  for  agency  purposes  : 

"(7)  maintain  no  record  describing  how  any  individual  exercises  rights  guar- 
anteed by  the  First  Amendment  unless  expressly  authorized  by  statute  or  by 
the  individual  about  whom  the  record  is  maintained  of  unless  pertinent  to  and 
within  the  scope  of  an  authorized  law  enforcement  activity. 

(2)  Page  24,  strike  out  all  after  line  10  over  to  and  including  line  24  on  page 
25,  and  insert : 

"(j)  General  Exemptions. — The  head  of  any  agency  may  promulgate  rules, 
in  accordance  with  the  requirements  (including  general  notice)  of  sections 
553(b)(1).  (2),  and  (3),  (c),  and  (e)  of  this  title,  to  exempt  any  system  of 
records  within  the  agency  from  any  part  of  this  section  except  subsections  (b), 
(c)(1)  and  (2),  (e)(4)(A)  through  (F),  (e)(6),  (7),  (9),  (10),  and  (11), 
and  (i)  if  the  system  of  records  is — 

"  (1)  maintained  by  the  Central  Intelligence  Agency  ;  or 

"(2)  maintained  by  an  agency  or  component  thereof  which  performs  as  its 
principal  function  any  activity  pertaining  to  the  enforcement  of  criminal  laws, 
including  police  efforts  to  prevent,  control,  or  reduce  crime  or  to  apprehend 
criminals,  and  the  activities  of  prosecutors,  courts,  correctional,  probation,  par- 
don, or  parole  authorities,  and  which  consists  of  (A)  information  compiled  for 
the  purpose  of  identifying  individual  criminal  offenders  and  alleged  offenders 
and  consisting  only  of  identifying  data  and  notations  of  arrests,  the  nature  and 
disposition  of  criminal  charges,  sentencing,  confinement,  release,  and  parole  and 
probation  status;  (B)  information  compelled  for  the  purpose  of  a  criminal  in- 
vestigation, including  reports  of  informants  and  investigators,  and  associated 
with  an  identifiable  individual;  or  (C)  reports  identifiable  to  an  individual  com- 
piled at  any  stage  of  the  process  of  enforcement  of  the  criminal  laws  from  arrest 
or  indictment  through  release  from  supervision. 

At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall  include 
in  the  statement  required  under  section  552(c)  of  this  title,  the  reasons  why  the 
system  of  records  is  to  be  exempted  from  a  provision  of  this  section." 

(3)  Page  42,  strike  out  lines  11  through  21,  and  insert: 

"(h)  (1)  Any  member,  officer,  or  employee  of  the  Commission,  who  by  virtue 
of  his  employment  or  official  position,  has  possession  of,  or  access  to,  agency  rec- 
ords which  contain  individually  identifiable  information  the  disclosure  of  which 
is  prohibited  by  this  section,  and  who  knowing  that  disclosure  of  the  specific 
material  is  so  prohibited,  willfully  discloses  the  material  in  any  manner  to  any 
person  or  agency  not  entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and 
fined  not  more  than  $5,000. 

"(2)  Any  person  who  knowingly  and  willfully  requests  or  obtains  any  record 
concerning  an  individual  from  tlie  Commission  under  false  pretenses  shall  be 
guilty  of  a  misdemeanor  and  fined  not  more  than  $5,000.'' 
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Mr.  Ervix.  Mr.  President,  the  House  amendments  to  the  Senate 
amendments  to  the  House  amendments  are  merely  technical  in  nature 
and  there  is  no  opposition  to  them,  so  far  as  I  can  find. 

I  would  therefore  move  that  the  Senate  concur  in  the  House  amend- 
ments to  the  Senate  amendments  to  the  House  amendments. 

The  Presiding  Officer.  The  question  is  on  agreeing  to  the  motion  of 
the  Senator  from  North  Carolina  (Mr.  Ervin). 

The  motion  was  agreed  to. 


HOUSE  ACTION 

[From  the  Congressional  Record — House,  Nov.  20,  1974] 

HOUSE  CONSIDERS  H.R.  16373 

Mr.  Murphy  of  Illinois.  Mr.  Speaker,  by  direction  of  the  Commit- 
tee on  Rules,  I  call  up  House  Resolution  1419  and  ask  for  its  immedi- 
ate consideration. 

The  Clerk  read  the  resolution  as  follows  : 

II.  Res.  1419 

Resolved,  That  upon  the  adoption  of  this  resolution  it  shall  be  in  order  to  move 
that  the  House  resolve  itself  into  the  Committee  of  the  Whole  House  on  the 
State  of  the  Union  for  the  consideration  of  the  bill  (U.K.  1U373)  to  amend  title 
5,  United  States  Code,  by  adding  a  section  552a  to  safeguard  individual  privacy 
from  the  misuse  of  Federal  records  and  to  provide  that  individuals  be  granted 
access  to  records  concerning  them  which  are  maintained  by  Federal  agencies. 
After  general  debate,  which  shall  be  confined  to  the  bill  and  shall  continue  not 
to  exceed  one  hour,  to  be  equally  divided  and  controlled  by  the  chairman  and 
ranking  minority  member  of  the  Committee  on  Government  Operations,  the  bill 
shall  be  read  for  amendment  under  the  five-minute  rule.  It  shall  be  in  order  to 
consider  the  amendment  in  the  nature  of  a  substitute  recommended  by  the  Com- 
mittee on  Government  Operations  now  printed  in  the  bill  as  an  original  bill  for 
the  purpose  of  amendment  under  the  five-minute  rule.  At  the  conclusion  of  such 
consideration,  the  Committee  shall  rise  and  report  the  bill  to  the  House  with  such 
amendments  as  may  have  been  adopted,  and  any  Member  may  demand  a  sep- 
arate vote  in  the  House  on  any  amendment  adopted  in  the  Committee  of  the 
Whole  to  the  bill  or  to  the  committee  amendment  in  the  nature  of  a  substitute. 
The  previous  question  shall  be  considered  as  ordered  on  the  bill  and  amend- 
ments thereto  to  final  passage  without  intervening  motion  except  one  motion 
to  recommit  with  or  without  instructions. 

Mr.  Murphy  of  Illinois.  Mr.  Speaker,  I  yield  30  minutes  to  the  mi- 
nority, to  the  distinguished  gentleman  from  Ohio  (Mr.  Latta) ,  pending 
which  I  yield  myself  such  time  as  I  may  consume. 

(Mr.  Murphy  of  Illinois  asked  and  was  given  permission  to  revise 
and  extend  his  remarks.) 

Mr.  Murphy  of  Illinois.  Mr.  Speaker,  House  Resolution  1419  pro- 
vides for  an  open  rule  with  1  hour  of  general  debate  on  H.R.  16373.  the 
Privacy  Act  of  1974. 

House  Resolution  1419  provides  that  it  shall  be  in  order  to  consider 
the  amendment  in  the  nature  of  a  substitute  recommended  by  the  Com- 
mittee on  Government  Operations  now  printed  in  the  bill  as  an  origi- 
nal bill  for  the  purpose  of  amendment  under  the  5-minute  rule. 

H.R.  16373  permits  an  individual  to  have  access  to  records  contain- 
ing personal  information  on  him  kept  by  Federal  agencies  for  pur- 
poses of  inspection,  copying,  supplementation  and  correction,  with 
certain  exceptions,  including  law  enforcement  and  national  security 
records. 
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1I.R.  1G3T3  also  allows  an  individual  to  control  the  transfer  of  per- 
sonal information  about  him  from  one  Federal  agency  to  another  for 
nonroutine  purposes  by  requiring  his  prior  written  consent. 

ILK.  16373  also  provides  a  civil  remedy  each  loan  involving  energy- 
related  products  and  services  and  a  statement  assessing  the  impact  of 
each  such  loan  on  the  availability  of  such  products,  services,  or  energy 
supplies  for  use  in  the  United  States. 

Finally.  I  believe  I  should  point  out  that  this  legislation  specifies 
that  until  such  time  as  the  Trade  Reform  Act  is  approved  "by  the  Con- 
gress and  signed  into  law  by  the  President,  no  loan,  guarantee,  insur- 
ance, or  credit  shall  be  extended  by  the  Bank  to  the  Soviet  Union. 

Mr.  Speaker,  I  urge  adoption  of  the  conference  report. 

*  *****  * 

Mr.  Derwixski.  Mr.  Speaker,  will  the  gentleman  yield  \ 

Mr.  Murphy  of  Illinois.  I  will  be  happy  to  yield  to  the  gentleman 
from  Illinois. 

Mr.  Derwixski.  Mr.  Speaker.  I  had  a  number  of  questions  about  this 
rule  and  the  bill,  but  the  gentleman  from  Illinois  (Mr.  Murphy)  de- 
scribed it  in  such  a  truly  effective  fashion  that  I  at  this  point  do  not 
have  any  questions. 

I  commend  the  gentleman  for  the  scholarly  presentation. 

Mr.  Murphy  of  Illinois.  I  thank  the  gentleman  for  that  comment. 

Mr.  Speaker,  I  yield  to  the  gentleman  from  Ohio   (Mr.  Latta). 

(Mr.  Latta  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Latta.  Mr.  Speaker,  this  rule,  House  Resolution  1-110  provides 
for  the  consideration  of  H.R.  16373.  the  Privacy  Act  of  1974.  There 
will  be  1  hour  of  general  debate  on  the  bill  and  it  will  be  open  to  all 
germane  amendments.  In  order  to  preserve  the  normal  amending 
process,  the  rule  makes  the  committee  substitute  in  order  as  an  original 
bill  for  the  purpose  of  amendment. 

The  general  purpose  of  H.R.  16373  is  to  protect  the  privacy  of  indi- 
viduals by  regulating  the  Federal  Government's  collection  and  use  of 
personal  information. 

The  bill  includes  provisions  to  do  the  following  things:  (a)  The 
bill  permits  an  individual  to  have  access  to  records  containing  personal 
information  on  him  kept  by  Federal  agencies  for  purpose  of  inspec- 
tion and  correction,  with  some  exceptions,  such  as  national  security 
and  law  enforcement  records,  (b)  The  bill  will  make  known  to  the 
American  public  the  existence  and  characteristics  of  all  personal  infor- 
mation systems  kept  by  every  Federal  agency,  (c)  The  bill  prohibits 
any  Federal  agency  records  from  including  information  on  political 
and  religious  beliefs  unless  authorized  by  law  or  the  individual  him- 
self, (d)  The  bill  provides  a  civil  remedy  by  individuals  who  have 
been  denied  access  to  their  records  or  whose  records  have  been  kept  or 
used  in  violation  of  this  act.  The  plaintiff  may  recover  actual  damages 
and  costs  and  attorney's  fees  if  the  agency's  violation  was  willful. 
arbitrary  or  capricious,  (e)  The  bill  provides  that  anyone  who  obtains 
a  Federal  record  containing  personal  information  by  false  pretenses  is 
subject  to  a  fine  up  to  $5,000. 
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Mr.  Speaker,  I  would  like  to  point  out  that  on  October  0  the  Presi- 
dent sent  a  message  up  here  in  which  ho  stated  as  follows: 

u.u.  16373,  the  Privacy  Act  of  1074.  has  my  enthusiastic  support,  excepl  for  the 

provisions  which  allow  unlimited  individual  access  to  records  vital  to  determin- 
ing eligibility  and  promotion  in  the  Federal  service  and  access  to  classified 
information.  I  strongly  urge  hour  amendments  permitting  workable  exemptions 

to  accommodate  these  situations. 

The  cost  of  implementing  this  bill  is  estimated  to  be  between  $200 
million  and  $300  million  a  year,  with  a  one-lime  "start  up"  cost  of 
$100  million. 

Mr.  MlJRPHY  of  Illinois.  Mr.  Speaker,  I  have  no  further  requests 
for  time,  and  I  move  the  previous  question  on  the  resolution. 

The  previous  question  was  ordered. 

The  resolution  was  agreed  to. 

A  motion  to  reconsider  was  laid  on  the  table. 

Ms.  Abeug,  Mr.  Speaker,  I  move  that  the  House  resolve  itself  into 
the  Committee  of  the  Whole  House  on  the  State  of  the  Union  for  the 
consideration  of  the  bill  (H.K.  16373)  to  amend  title  5,  United  States 
Code,  by  adding  a  section  552a  to  safeguard  individual  privacy  from 
the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by 
Federal  agencies. 

The  Speaker.  The  question  is  on  the  motion  offered  by  the  gentle- 
woman from  Xew  York  (Ms.  Abzug). 

The  motion  was  agreed  to. 

IX    THE    COMMITTEE    OF   THE    WHOLE 

Accordingly  the  House  resolved  itself  into  the  Committee  of  the 
Whole  House  on  the  State  of  the  Union  for  the  consideration  of  the 
bill,  ILK.  16373,  with  Mr.  Brademas  in  the  chair. 

The  Clerk  read  the  title  of  the  bill. 

By  unanimous  consent,  the  first  reading  of  the  bill  was  dispensed 
with. 

The  Chairman.  Under  the  rule,  the  gentleman  from  California 
(Mr.  Holifield)  will  be  recognized  for  30  minutes,  and  the  gentleman 
from  Illinois  (Mr.  Erlenborn)  will  be  recognized  for  30  minutes. 

The  Chair  recognizes  the  gentleman  from  California  (Mr.  Holi- 
field). 

Mr.  Holifield.  Mr.  Chairman,  I  yield  9  minutes  to  the  gentleman 
from  Pennsylvania  (Mr.  Moorhead). 

(Mr.  Moorhead  of  Pennsylvania  asked  and  was  given  permission 
to  revise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  it  is  with  a  deep 
feeling  of  honor  and  pride  that  I  present  to  the  House  of  Representa- 
tives today  TT.Pv.  16373,  "The  Privacy  Act  of  1974.'' 

Like  the  Freedom  of  Information  Act,  this  bill  is  also  totally  bi- 
partisan. It  was  approved  by  the  Committee  on  Government  Opera- 
tions by  a  unanimous  rollcall  vote  of  39  to  0.  It  has  the  enthusiastic 
support  of  President  Ford  except  on  one  point  which  the  House  itself 
will  resolve  when  an  amendment  is  offered  on  the  floor.  More  impor- 
tant, I  sincerely  believe  such  legislation  has  the  widespread  support  of 
the  American  people.  I  believe  they  want  us  to  act  on  this  bill  without 
delay. 
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It  seems  to  me  that  the  events  of  the  past  several  years  have  a  lesson 
in  them.  Americans  want  to  see  more  credibility  in  Government,  and 
they  want  to  see  the  removal  of  any  undue  Government  power  which 
could  be  used  to  invade  their  personal  privacy. 

This  landmark  legislation,  IT.R.  16373,  is  a  first  step  in  that  direc- 
tion. It  is  in  total  harmony  with  the  spirit  of  the  Constitution.  It 
gives  individuals  as  a  matter  of  right  some  meaningful  control  over 
how  the  Federal  Government  utilizes  personal  information  about 
them. 

H.K.  16373,  when  passed  and  signed  by  the  President,  will  be  the 
first  comprehensive  law  dealing  with  the  right  of  privacy  of  the  indi- 
vidual citizen. 

At  the  outset,  I  should  state  that  this  bill  affects  only  personally 
identifiable  files  or  systems  of  files  held  by  the  Federal  Government. 
It  does  not  seek  to  regulate  those  files  maintained  by  State  or  local 
governments  or  by  private  entities. 

Although  this  bill  appears  complicated  on  its  face,  it  breaks  down 
into  four  straightforward  provisions:  First,  notice;  second,  access; 
third,  regulation  of  disclosure,  and  fourth  civil  and  criminal  remedies. 

notice 

Basically  the  bill  provides  that  each  and  every  system  of  records,  as 
defined  by  the  act,  shall  be  made  public  by  notice  in  the  Federal 
Register.  This  notice  shall  list  the  essential  characteristics  of  the  sys- 
tem, the  categories  of  persons  to  which  it  applies,  its  physical  char- 
acteristics, the  uses  to  which  it  is  put,  and  the  person  responsible  for 
its  maintenance  and  operation. 

ACCESS 

Each  individual  shall  be  given  access  to  his  record  within  the  sys- 
tem on  his  request,  with  the  exception  of  files  related  to  criminal  inves- 
tigations or  national  security.  Along  with  access  to  the  file,  the  indi- 
vidual concerned  shall  have  the  right  to  challenge  inaccurate  informa- 
tion and  supplement  the  file  to  explain  or  contradict  inaccuracies. 

DISCLOSURE 

Disclosure  of  the  information  by  the  agency  holding  the  file  shall  be 
limited  to  those  disclosures  which  are  of  the  type  previously  announced 
in  the  Federal  Register.  Other  disclosures  of  a  "nonroutine  nature"' 
may  be  made  only  upon  the  prior  written  informed  consent  of  the 
individual  concerned. 

REMEDIES 

Civil  damages  are  available  to  individuals  who  are  injured  by 
determinations  made  on  the  basis  of  inaccurate  or  incomplete  records 
and  criminal  penalties  are  provided  for  illegal  disclosure  by  Govern- 
ment employees,  or  fraudulent  access  by  individuals. 

I  am  going  to  say  something  very  important  now,  especially  in  light 
of  disclosures  during  the  last  week  or  so  on  the  Federal  Bureau  of 
Investigation  and  the  Internal  Revenue  Service.  H.R.  16373  also  pro- 
hibits the  Government  from  keeping  secret  personal  information  sys- 
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tema  and  collecting  records  on  political  and  religions  beliefs.  This 
proposed  statute  would  thus  provide  greater  safeguards  for  protecting 

the  lawful  exercise  of  first  amendment  rights. 

The  remainder  of  the  provisions  of  the  bill  are  designed  to  provide 
the  Legal  tooth  to  enforce  these  rights  and  limitations.  Special  provi- 
sion is  made  to  protect  America's  legitimate  and  legally  authorized 
interests  in  national  security  and  law  enforcement. 

We  have  tried  to  tailor  this  bill  so  that  it  will  protect  individual 
rights  and  at  the  same  time  permit  the  Government  to  operate  respon- 
sibly and  perform  its  functions  without  unjustifiable  impediments. 

as  a  result,  we  think  it  will  go  a  long  way  in  restoring  confidence  by 
the  American  people  that  Government  is  indeed  responsive  and  sensi- 
tive to  individual  rights.  Simply  put.  this  legislation  will  demonstrate 
that  Congress  is  determined  that  Government  will  act  as  the  servant 
of  the  people  and  not  its  master. 

Under  a  key  provision  of  this  bill,  no  Federal  agency  shall  disclose 
any  personal  information  record  to  another  agency  or  person  unless 
this  action  is  done  by  request  of  the  individual  or  with  his  prior  writ- 
ten consent. 

An  exception  is  permitted  in  the  case  of  routine  transfers,  such  as 
when  the  Social  Security  Administration  instructs  the  Treasury  to 
issue  a  benefit  check. 

'Hi us  routine  transfers  of  personal  information  will  be  permitted 
between  agencies  so  that  the  regular  business  of  Government  can  pro- 
ceed without  delay.  Xonroutine  transfers,  however,  are  another  matter. 
In  those  cases,  the  prior  written  consent  of  the  individual  will  be 
required  by  law. 

What  is  a  nonroutine  transfer?  That  is  a  transfer  of  personal  infor- 
mation used  for  a  different  purpose  than  for  which  it  was  originally 
collected.  This  in  itself  is  going  to  stop  a  lot  of  hanky-panky.  It  will 
make  it  legally  impossible  for  the  Federal  Government  in  the  future  to 
put  together  anything  resembling  a  "1984"  personal  dossier  on  a 
citizen. 

It  means  interagency  computer  data  banks  will  not  be  able  to  share 
personal  information  unless  the  data  is  truly  a  routine  transfer  where 
its  general  use  has  already  been  made  known  to  the  individual  and  his 
consent  obtained. 

The  consent  requirement  and  other  provisions  of  the  bill  are  backed 
up  with  criminal  and  civil  penalties.  This  also  will  help  protect  Amer- 
icans and  at  the  same  time  give  Government  officials  a  good  reason  to 
say  •'no*'  to  any  improper  requests  from  anyone  for  personal  infor- 
mation on  any  other  American. 

This  legislation  also  requires  that  Federal  agencies,  in  making  deter- 
minations on  individuals,  utilize  records  which  are  accurate,  relevant, 
timely,  and  complete.  This  assures  fairness  to  the  individual  and,  in 
our  view,  is  going  to  result  in  much  better  decisions  by  Government 
officials. 

Senator  Ervin  has  referred  to  the  situation  existing  now  as  "the 
Governments  voracious  appetite  for  personal  information  about  each 
of  us." 

His  subcommittee  reported  that  the  Federal  Government  has  at  least 
858  data  banks  of  which  741  were  computerized.  Although  93  agencies 
did  not  report  the  number  of  records  kept,  those  which  did,  reported  a 
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total  number  of  records  kept  as  1  billion,  245  million  individual  rec- 
ords for  every  man,  woman,  and  child  in  America. 

When  such  information  is  stored  on  tape  it  is  easily  transferred 
from  one  user  to  another. 

The  potential  danger  to  individual  freedom  is  so  great  that  it  is  easy 
to  understand  why  the  concept  of  legislation  to  protect  the  privacy  has 
support  from  a  broad  spectrum  of  political  and  philosophical  belief s. 
I  think  the  Members  should  be  aware  of  the  fact  that  in  the  event  of 
the  failure  of  Congress  to  act  on  this  legislation,  the  President  intends 
to  issue  an  Executive  order  which  would  put  a  similar  privacy  system 
into  effect.  However,  it  would  lack  the  necessary  civil  remedies  and 
criminal  penalties  to  provide  our  citizens  with  adequate  redress.  Be- 
sides, this  task  is  a  congressional  responsibility  and  I  think  you  will 
agree,  we  should  face  up  to  it. 

On  another  matter,  our  subcommittee  has  received  numerous  phone 
calls  from  State  tax  commissioners  asking  whether  their  tax  infor- 
mation transfer  agreements  with  the  U.S.  Internal  Revenue  Service 
will  be  harmed  by  this  bill.  The  answer  is  "no,"  because  I  am  certain 
the  Treasury  Department  will  publish  that  type  of  activity  as  a  "rou- 
tine transfer"  permitted  under  this  bill  and  other  statutes. 

My  colleagues,  H.R.  16373  actually  is  the  result  of  an  awareness  of 
the  problems  of  invasion  of  privacy  which  began  growing  more  than 
a  decade  a<ro  when  the  House  Committee  on  Government  Operations 
started  its  initial  investigations  into  this  subject.  Other  committees  also 
discovered  what  these  problems  are. 

A  lot  of  water  has  passed  under  the  bridge  since  then.  The  Nation 
has  survived  numerous  major  and  minor  "floods."  It  is  now  time  to 
build  a  strong  dam  to  make  certain  we  are  not  endangered  again.  I 
beseech  you  to  support  this  bill  and  implement  the  Constitution,  as  we 
have  a  duty  to  do. 

Mr.  Dennis.  Mr.  Chairman,  will  the  gentleman  yield  ? 
Mr.  Moorhead  of  Pennsylvania.  I  yield  to  the  gentleman  from 
Indiana. 

Mr.  Dennis.  I  thank  the  gentleman  for  yielding.  With  reference  to 
the  gentleman's  statement  that  this  would  keep  the  Government  from 
maintaining  records  as  to  political  beliefs,  would  this  bill  prevent  the 
Federal  Bureau  of  Investigation  from  maintaining  a  list  of  Commu- 
nist Party  members  or  people  who  belong  to  organizations  which  are 
dedicated  to  the  violent  overthrow  of  the  Government,  or  anything  of 
that  sort? 

Mr.  Moorhead  of  Pennsylvania.  Lawful  criminal  investigations  of 
that  type  would  be  exempt  from  the  bill,  but  normal  dissidents,  exer- 
cising first  amendment  rights,  would  be  covered. 

Mr.  Dennis.  If  it  hinged  on  the  criminal  field,  it  would  come  under 
the  exemption  which  was  referred  to  earlier? 

Mr.  Moorhead  of  Pennsylvania.  The  gentleman  is  correct. 
Mr.  Dennis.  And  would  the  gentleman  agree  that  if  it  dealt  with 
individuals  or  organizations  dedicated  to  the  violent  overthrow  of  the 
Government,  that  that  would  fall  within  the  criminal  exempt  ion  \ 

Mi-.  Moorhead  of  Pennsylvania.  Anything  that  falls  within  th^. 
criminal  exemption  is  taken  care  of.  We  have  tried  to  prepare  it  very 
carefully. 
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Mr.  Dennis.  Activity  dedicated  to  violent  overthrow  of  the  Govern- 
ment would  fall  under  criminal  exemption,  would  the  gentleman  agree 
with  me  on  that  \ 

Mr.  Moorhead  of  Pennsylvania.  Yes.  That  is  what  I  am  Baying. 

Mr.  Dennis.  I  thank  the  gentleman. 

Mr.  Noli/ii  i.n.  Mr.  Chairman,  T  yield  5  minutes  to  the  gentlewoman 
from  New  York  (Ms.  Abzug). 

i  Ms.  Abzug  asked  and  was  given  permission  to  revise  and  extend  her 
remarks.) 

Ms.  Abzug.  Mr.  Chairman,  this  is  indeed  a  landmark  piece  of  legis- 
lation. U.K.  16373  regulates  the  collection,  maintenance,  and  use  by 
Federal  agencies  of  information  pertaining  to  individuals.  It  is  a  very 
significant  first  step  in  an  attempt  to  guarantee  the  right  of  privacy  to 
all  Americans.  It  is  the  product  of  many,  many  months  of  hard  work, 
and  of  many  bills  that  have  l>een  before  the  Congress  which  the  com- 
mittee has  considered  in  great  depth.  Much  credit  is  (h\o  to  my  col- 
league. Mr.  Moorhead  of  Pennsylvania,  the  chairman  of  the  Foreign 
Operations  and  Government  Information  Subcommittee,  and  to  that 
subcommittee's  staff  members  for  the  months  of  diligent  effort  in  the 
drafting  of  this  significant  legislation.  The  bill  which  has  l>een  re- 
ported out  of  the  committee  is  a  good  h'\]],  but  I  believe  it  is  a  bill  which 
requires  some  additions  and  changes  to  strengthen  it.  The  amendments 
which  I  plan  to  offer  today  in  connection  with  this  bill  are  amendments 
which  would  have  been  brought  before  the  full  committee,  but,  in  or- 
der to  expedite  the  consideration  and  the  bringing  of  the  bill  to  the 
floor  of  the  House,  they  were  left  for  floor  action.  So.  although  I  sup- 
port the  bill  and.  indeed,  have  been  the  author  of  one  of  the  bills  before 
the  committee,  along  with  the  gentleman  from  Xew  York  (Mr.  Koch) 
and  the  gentlemen  from  California  (Mr.  Groldwater)  who  also  had 
bills  which  were  considered  by  the  committee.  I  feel  that  there  have  to 
be  some  improvements. 

There  are  three  basic  weaknesses  in  the  bill:  the  numerous  and 
unjustified  exemption  provisions,  the  failure  to  provide  either  liq- 
uidated or  punitive  damages,  and  the  lack  of  any  administrative 
mechanism  to  oversee  the  implementation  of  the  bill. 

First,  exemptions  from  the  provisions  of  this  bill  or  of  anv  bill 
designed  to  protect  individual  rights  of  privacy  can  be  justified  only 
in  the  face  of  overwhelming  societal  interests.  There  are,  at  most,  only 
three  areas  where  societal  interests  can  be  paramount  to  the  individ- 
ual rights  provided  in  this  bill :  First,  where  granting  an  individual 
access  to  his  or  her  records  would  seriously  damage  national  defense 
or  foreign  policy:  Second,  where  such  access  would  interfere  with  an 
active  criminal  prosecution :  and  Third,  where  records  are  required  by 
law  to  be  maintained  for  statistical  research  or  reporting  purposes  and 
are  not.  in  fact,  used  to  make  determinations  about  identifiable 
individuals. 

It  follows  that  exemptions  should  relate  to  the  type  of  data  sought 
to  be  protected  from  disclosure,  not  to  the  agency  maintaining  such 
records.  For  this  reason,  I  will  offer  amendments  to  eliminate  the  ircn- 
eral  agency  exemptions  provided  in  the  bill  for  the  CIA  and  the  Secret 
Service. 

I  will  also  support  an  amendment  to  provide  for  the  assessment  of 
punitive  damages  in  cases  of  willful,  arbitrary,  or  capricious  viola- 
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tion  of  the  bill  and  for  actual  damages  in  cases  of  negligent  violations. 
These  provisions  were  stricken  in  the  full  committee,  and,  as  a  result, 

an  individual  who  may  have  suffered  by  violation  of  the  act  must  now 
prove  not  only  actual  damages  but  that  such  damages  were  caused  by 
willful,  arbitrary,  or  capricious  agency  action.  I  believe  that  1  hese  t  wo 
stricken-out  provisions  must  be  restored  to  the  bill  to  provide,  as  the 
bill  in  the  other  body  does,  for  actual  damages  to  compensate  cor  any 
violation  of  the  act  and  for  punitive  damages  to  compensate  for  any 
willful,  arbitrary,  or  capricious  violation.  If  this  is  not  done,  there 
really  is  no  adequate  remedy  at  law. 

I  will  also  support  an  amendment  which  I  brought  in  the  committee 
to  establish  a  Federal  Privacy  Commission.  Without  such  a  com- 
mission, we  have  no  assurance  that  agencies  will  not  be  motivated  by 
mere  whim  or  convenience  in  divulging  or  withholding  information. 

We  would  be  more  than  naive  if  we  failed  to  recognize  tint  in- 
dividual Federal  agencies  cannot  be  expected  to  take  an  aggressive 
role  in  enforcing  privacy  legislation.  Enforcement  of  the  provisions 
of  this  bill  will  be  secondary  to  each  agency's  legislative  mandate  and 
will,  of  necessity,  cause  additional  expense  and  administrative  incon- 
venience. Only  by  providing  a  separate  administrative  agency  with 
authority  for  implementing  this  legislation  and  for  coordinating  the, 
privacy  programs  of  the  various  Federal  agencies  can  we  be  assured 
of  uniform,  effective  enforcement  of  the  rights  guaranteed  by  this  bill. 

I  would  hope  that  we  will  support  this  bill  with  the  amendments 
proposed.  I  think  that  will  be  the  beginning  of  an  important  first  step 
in  the  protection  of  the  right  of  privacy. 

(Ms.  Abzug  asked  and  was  given  permission  to  revise  and  cxtcn<] 
her  remarks.) 

Mr.  Erlexborx.  Mr.  Chairman,  I  yield  myself  5  minutes. 

(Mr.  Erlenborn  asked  and  was  given  permission  to  revise  and  ex- 
tend his  remarks.) 

Mr.  Erlenbokn.  Mr.  Chairman,  I  rise  in  support  of  the  Privacy  Act 
of  1974,  H.R.  16373.  I  think  it  is  rather  fitting  that  this  bill  comes  to 
the  floor  today  on  the  same  day  that  we  considered  a  motion  to  override 
and  have  overridden  the  President's  veto  on  the  Freedom  of  Informa- 
tion Act. 

The  Subcommittee  of  Government  Operations,  known  as  Forei<m 
Operations  and  Government  Information,  is  the  parent  subcommittee 
of  both  bills,  the  Freedom  of  Information  Act  and  now  this  new 
Privacy  Act.  It  has  been  quite  an  effort  to  walk  a  tightrope  in  the  one 
bill  fo  provide  the  maximum  access  to  information  on  the  part  of  the 
public,  and  in  the  other  bill  to  limit  access  to  protect  an  individual 
privacy. 

There  has  been  a  tendency.  I  think,  to  view  these  often  as  conflicting. 
but  I  think  that  we  have  successfully  walked  that  tightrope  and  have, 
in  both  of  these  pieces  of  legislation,  very  important  landmark  legis- 
lation for  open  government,  and  yet  the  protection  of  individual 
rights. 

The  Privacy  Act  of  1074  does  several  things  that  I  am  sure  will  be 
delineated  and  explained  by  the  several  Members  who  will  be  engaged 
in  debate.  Generally  it  requires  that  when  the  Federal  Government 
does  maintain  a  system  of  records  pertaining  to  individuals,  it  must 
identify  publicly  those  systems  of  records.  There  will  no  longer  be 
the  ability  within  Government  to  maintain  secret  systems. 
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Not  only  in  the  past  lias  this  been  done  for  any  nefarious  purpose, 
but  the  system  of  records  may  bo  instituted  and  maintained  and  the 

public  just  not  know  about  it. 

So  that  is  the  first  thing  that  will  bo  done:  identify  the  systems  of 
records  and  make  public  the  fact  that  such  records  are  being 
maintained. 

Second,  again  a  public  record  would  be  made  of  the  purpose  for 
which  the  system  is  being  maintained.  Then  we  would  limit  in  the  bill 
access  to  these  records  for  those  purposes  so  that  information  con- 
tained in  those  systems  would  be  used  only  for  those  routine  purposes, 
and  unless  the  individual  about  whom  the  information  related  agreed 
to  its  use  for  other  than  routine  purposes,  it  could  not  be  so  used. 

It  could  be  used  then  only  for  the  routine  purposes.  Tin's  limits  the 
purposeand  the  use  of  these  information  systems  to  the  public  pur- 
pose which  has  been  made  known,  the  purposes  identified  in  the  Fe'd- 
rral  Register. 

Third,  we  provide  for  access  by  individuals  to  information  in  these 
record  systems  pertaining  to  himself  or  herself,  so  that  a  person  about 
whom  information  has  been  collected  will  have  an  opportunity  to  get 
a  copy  of  that  information  and  to  see  if  it  is  accurate  and  will  have  the 
procedure  where  he  can  request  the  amendment  of  the  information 
to  make  it  accurate  and  will  have  an  opportunity  if  the  information 
is  misused  under  the  terms  of  the  act  for  recourse  in  a  civil  action 
through  the  courts. 

In  addition  criminal  penalties  are  provided  for  people  within  Gov- 
ernment who  violate  the  terms  of  the  act  in  making  information  avail- 
able that  they  should  not,  thereby  invading  the  privacy  of  the  individ- 
uals about  whom  the  information  is  maintained  and  also  criminal 
penalties  for  those  who  would  seek  and  obtain  illegally  this 
information. 

I  think  this  is  truly  landmark  legislation.  It  has  been  very  difficult 
to  draft  because  of  the  varying  systems  and  the  varying  purposes  for 
the  systems  within  the  Federal  Government.  We  were  of  course,  at 
times  importuned  to  expand  this  to  all  record  systems,  not  just  of  the 
Federal  Government  but  of  States  and  local  governments  and  also  in 
the  private  sector.  I  think  if  we  had  done  so  we  would  have  bitten  off 
more  than  Ave  could  chew. 

I  think  we  have  here  maybe  a  modest  beofinnimr  in  the  field  of 
privacy  but  we  have  an  important  piece  of  legislation  affecting  only 
Federal  Government  systems. 

We  generally  exempt  from  the  provisions  of  this  bill  the  law 
enforcement  proceedings,  systems  for  the  criminal  justice  system,  and 
other  committees  of  Congress  will  be  turning  and  already  have; 
turned  their  attention  to  this  criminal  justice  field. 

There  is  one  amendment  that  I  hope  will  be  adopted.  Several  will  be 
offered  and  I  will  offer  one  amendment  and  T  hope  it  will  be  adopted 
and  T  think  it  is  crucial  in  making  this  a  workable  bill.  The  bill  as  it 
has  been  reported  by  the  committee  and  is  before  us  today  will  open 
up  all  preemployment  and  security  clearance  files  retroactively  as  well 
as  Drospeotivoly.  Just  think  of  this.  In  the  past  years  there  have  been 
implied  and  expressed  promises  of  confidentiality  given  to  people  who 
have  been  asked  to  make  statements  concerning  the  security  clearance 
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investigation  or  preemployment  investigation  for  those  who  would 
be  employed  by  the  Federal  Government,  appointed  to  Federal  office, 
or  Federal  contractors  engaged  in  defense  work,  let  us  say.  These 
promises  of  confidentiality  would  be  violated  by  this  bill  because  the 
bill  would  mandate  opening  up  these  files  so  that  the  person  about 
whom  the  investigation  was  conducted  would  have  access  to  the  files 
and  find  out  who  said  what  about  them. 

In  the  name  of  privacy  we  would  be  violating  the  privacy  of  those 
who  have  given  such  statements  in  the  past.  I  think  we  have  to  strike  a 
balance  and  see  that  we  cannot  violate  the  privacy  of  individuals  by 
the  very  bill  that  is  supposed  to  be  the  bill  of  rights  for  individual 
privacy. 

The  amendment  I  will  offer  was  discussed  in  an  editorial  in  the 
Washington  Post  this  morning  inaccurately.  They  say  my  amendment, 
would  close  these  preemployment  and  security  files.  It  would  not. 

Mr.  Chairman,  the  amendment  that  I  will  offer  will  make  all  of 
the  information  in  these  files  available  to  the  individual  about  whom 
the  investigation  has  been  conducted,  except  that  information  which 
would  reveal  the  identity  of  a  person  who  has  under  a  promise  of  con- 
fidentiality given  information  contained  in  the  file.  Even  the  Wash- 
ington Post  editorial  suggested  that  other  legislation  in  the  field  of 
credit,  the  Fair  Credit  ReiDorting  Act,  had  struck  a  good  balance  here 
by  saying  it  is  to  protect  only  that  information  which  would  reveal 
a  confidential  source.  They  seem  to  think  that  was  a  good  way  of  pro- 
tecting both  individuals'  privacy.  That  is  exactly  what  the  amendment 
that  I  will  offer  will  do.  It  will  protect  only  those  sources  that  have 
given  information  under  a  promise  of  confidentiality. 

In  addition,  the  Office  of  Management  and  Budget  has  assured  me 
that  regulations  will  be  adopted  in  the  future  so  that  only  in  the 
most  compelling  circumstances  will  a  promise  of  confidentiality  be 
given.  It  will  not  be  the  customary  thing  to  make  these  promises  of 
confidentiality,  so  that  most  all  of  the  information  will  be  made 
available. 

Mr.  Brown  of  Ohio.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Erlenborn.  I  yield  to  the  gentleman  from  Ohio. 

Mr.  Brown  of  Ohio.  For  the  purpose  of  making  legislative  history,. 
I  should  like  to  ask  about  the  impact  of  this  legislation  as  it  affects  one 
aspect  of  the  current  law. 

I  currently  represent  an  area  which  at  one  time  was  represented  by 
one  of  our  predecessors  in  the  Congress,  the  illustrious  Jackson  Betts, 
who  was  very  concerned  about  the  confidentiality  of  the  Bureau  of 
Census  information. 

The  Chairman.  The  time  of  the  gentleman  has  expired. 

Mr.  Erlenborn.  I  yield  myself  2  additional  minutes. 

Mr.  Brown  of  Ohio.  Mr/Chairman,  the  Bureau  of  the  Census  has 
a  singular  and  highly  commendable  record  of  scrupulous  protection  of 
the  confidentiality  and  privacy  of  census  data  about  individuals  and 
about  businesses. 

This  is  a  matter  of  concern  to  every  American,  and  the  integrity 
of  such  information  is  essential  to  the  public  trust  which  is  in  turn 
essential  to  the  accuracy  of  census  findings. 
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These  census  findings  provide  the  factual  basis  for:  First,  countless 
governmental  and  private  decisions  which  profoundly  affect  the  econ- 
omy, second,  equity  and  fairness  in  revenue  sharing  measures,  and 
third,  the  determination  of  representation  in  the  Congn 

The  continuing  confidentiality  of  such  census  information  is  man- 
dated by  -  -section  9  of  title  L'$  of  the  United  States  (\x\v — as 
affirmed  by  repeated  Presidential  proclamations. 

It  is  true  that  neither  the  purpose  nor  effect  of  subsection  (h)  or  (1) 
or  of  any  other  provisions  or  section  562a  asset  forth  in  this  bill  are  to 
modify  or  relax  in  any  way  the  safeguards  of  title  13 1 

Mr.  Erlenborn.  Mr.  Chairman,  (he  answer  to  the  gentleman's  ques- 
tion is  that  this  bill  in  no  way  would  diminish  the  protection  provided 
by  law  for  census  data. 

Mr.  Brown  of  Ohio.  I  wonder  if  the  gentleman  would  yield  further 
so  that  I  might  receive  the  concurrence  of  the  chairman  of  the  sub- 
committee, the  gentleman  from  Pennsylvania   (Mr.  Moorhead). 

Mr.  Erlenborn.  Mr.  Chairman,  I  yield  to  the  gentleman  from 
Pennsylvania. 

Mr.  Moorhead  of  Pennsylvania.  I  agree  with  the  remarks  of  the 
gentleman  from  Ohio  and  with  the  gentleman  from  Illinois. 

Mr.  Dennis.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Erlenborn.  I  yield  to  the  gentleman  from  Indiana. 

Mr.  Dennis.  I  would  like  to  make  reference  to  the  question  of 
criminal  records,  publication  of  criminal  records,  which  are  generally 
exempted  from  the  bill,  as  I  understand  it. 

The  gentleman  said  a  moment  ago  that  those  records  are  the  subject 
of  pending  special  legislation,  and  obviously  those  are  very  sensitive 
records  and  present  a  peculiar  problem,  and  the  subcommittee  of  the 
Committee  on  the  Judiciary,  chaired  by  the  gentleman  from  California 
(Mr.  Edwards)  and  of  which  the  gentleman  from  California  (Mr. 
Wiggins)  is  the  ranking  minority  member,  has  special  legislation  on 
that  subject  now  before  it.  That  subcommittee  is  tied  up  in  a  meeting 
today  on  a  very  important  matter  that  the  members  of  the  subcom- 
mittee could  not  avoid,  and  hence  they  are  not  on  the  floor;  and  they 
have  asked  me  to  bring  the  matter  tip  and  express  the  strong  hope  that 
the  House  adopt  no  amendment  that  would  impinge  on  that  situation 
and  would  include  criminal  records  in  this  bill. 

Mr.  Erlenborn.  Mr.  Chairman.  I  yield  such  time  as  he  may  con- 
sume to  the  ranking  member  of  the  Committee  on  Government  Oper- 
ations, the  gentleman  from  Xew  York  (Mr.  Horton). 

(Mr.  Horton  asked  and  was  given  permission  to  revise  and  extend 
Ids  remarks.) 

Mr.  Hortox.  Mr.  Chairman,  I  rise  in  support  of  H.R.  16373,  the 
Privacy  Act  of  1971. 

Having  served  as  a  member  of  the  Special  Subcommittee  on  Inva- 
sion of  Privacy  of  the  Committee  on  Government  Operations  some 
10  years  ago.  I  have  a  particular  interest  in  the  subject  of  personal 
privacy.  During  my  5  years  of  service  on  the  Foreign  Operations 
and  Government  Information  Subcommittee.  I  participated  in  sev- 
eral investigative  hearings  into  this  important  area.  Today,  as  rank- 
ing minority  member  of  the  Government  Operations  Committee.  I 
am  very  happy  to  lend  my  strong  support  to  a  bill  which  insures  that 
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Federal  Government  agencies  protect  individuals'  rights  to  privacy 

when  dealing  with  information  about  people. 

The  bill  does  this  in  two  ways : 

First,  it  mandates  that  agencies  disclose  an  individual's  records  to 
other  persons  or  other  agencies  only  with  the  written  consent  of  that 
individual,  unless  the  disclosure  would  be  for  a  purpose  which  had 
been  endorsed  by  the  Congress  or  published  in  the  Federal  Kegister. 
Whenever  the  Government  asks  someone  for  information  about  him- 
self, according  to  the  bill,  it  would  have  to  inform  him  of  the  dis- 
closures which  had  been  published  as  permissible. 

Second,  the  bill  provides  that  individuals  shall  have  access  to  all 
Government  records  maintained  about  them,  and  shall  have  the  right 
to  petition  agencies  to  correct  any  misstatements  in  those  records. 
Agencies  would  have  to  make  the  changes  requested  or  note  on  the 
records  that  the  changes  had  been  sought,  but  that  the  Government 
disagreed  with  them. 

All  Federal  records  pertaining  to  individuals  would  be  covered  by 
these  provisions,  except  for  national  security  information,  investiga- 
tory material  compiled  for  law  enforcement  purposes,  other  criminal 
justice  records,  Secret  Service  and  CIA  files,  and  statistical  data. 

To  make  sure  that  Government  agencies  fulfill  their  responsibilities 
under  this  legislation,  the  bill  permits  individuals  who  are  injured 
by  Government  agency's  failure  to  comply  with  the  law  to  bring  suit 
against  the  agency  in  Federal  court.  A  successful  complainant  could 
be  awarded  actual  damages  and  attorney's  fees  by  the  judge. 

Mr.  Chairman,  this  is  landmark  legislation  in  an  area  of  concern 
to  all  Americans.  I  urge  its  enactment. 

Mr.  Erlenborn.  Mr.  Chairman,  I  yield  3  minutes  to  the  gentleman 
from  Maryland  (Mr.  Gude). 

(Mr.  Gude  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Gude.  Mr.  Chairman,  as  a  cosponsor  of  this  legislation,  I  am 
indeed  gratified  that  it  is  finally  receiving  the  floor  consideration 
which  it  should. 

I  want  to  commend  the  chairman  of  our  subcommittee,  the  gentle- 
man from  Pennsylvania  (Mr.  Moorhead)  ;  the  ranking  member,  the 
gentleman  from  Illinois  (Mr.  Erlenborn)  ;  and,  in  particular,  the 
gentleman  from  California  (Mr.  Goldwater),  the  gentlewoman  from 
New  York  (Ms.  Abzug),  and  the  gentleman  from  Xew  York  (Mr. 
Koch)  who  are  also  cosponsors  of  this  legislation.  They  have  been  a 
driving  force  toward  its  consideration  and  in  bringing  it  to  the  point 
where  we  find  it  at  this  moment. 

The  chairman  of  the  subcommittee  has  very  well  outlined  exactly 
what  this  legislation  does.  It  is  long  overdue.  This  is  the  kind  of  atten- 
tion that  Government  records  have  needed  for  some  period  of  time. 
I  think  matters  which  we  consider  routine  and  perfunctory  are  very 
often  hidden  under  agency  directives,  rules,  and  regulations,  and  we 
assume  what  is  normal  to  us  on  the  Hill  to  be  what  is  normal  through- 
out the  Federal  Government. 

Increasingly,  as  the  society  and  the  Government  have  grown  more 
complex,  the  maze  of  Federal  activity  and  regulation  have  intensified, 
and  the  individual  citizen  has  had  to  make  increasing  concessions  to 
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the  imperatives  of  the  Federal  bureaucracy.  The  quantity  of  Federal 
paperwork  alone,  for  example,  has  reached  such  proportions,  that  the 

House  felt  the  need  last  month  to  authorize  the  establishment  of  a 
Commission  on  Paperwork  to  study  the  problem  and  find  ways  of 
reducing  the  burden  which  bureaucracy  imposes  on  the  citizen. 

The  level  of  regulatory  activity  which  touches  on  the  lives  of  indi- 
vidual citizens  has  also  increased.  Seat  belt  standards,  now  repealed, 
safety  and  health  standards,  labeling  and  advertising  standards,  while 
important  Government  tools  to  correct  serious  problems  we  have,  all 
intrude  on  the  freedom  of  the  individual  in  some  small  way. 

Certainly  the  demands  of  a  complex  technological  society  call  for 
some  concessions,  but  we  have  before  us  today  an  opportunity  to  help 
balance  the  recent  trend  of  legislative  activity  by  enacting  legisla- 
tion to  help  restore  individual  rights  and  individual  privacy.  This 
bill  imposes  limits  on  what  the  Government  can  do  with  individual 
data,  and  it  imposes  obligations  on  the  Government  to  the  subjects  of 
the  data,  and  in  doing  so  it  helps  to  maintain  the  balance  of  indi- 
vidual freedom  and  privacy  which  we  all  cherish. 

Symbolic  of  this  balance  is  the  controversy  over  the  use  of  social 
security  numbers  for  identification  purposes.  While  such  a  proposal 
may  make  sound  technological  sense,  to  many  citizens  it  implies  re- 
moval of  an  important  element  of  their  privacy  and  individuality. 
This  question  is  not  dealt  with  in  this  bill,  but  some  of  the  same 
principles  are — the  right  of  the  individual  to  maintain  his  privacy 
and  personal  identity. 

Beyond  these  questions  of  principle,  the  bill  also  has  substantive 
significance  for  many  citizens  who  feel,  rightly  or  wrongly,  that  they 
have  not  received  a  "fair  deal"  from  their  Government. 

Mr.  Chairman,  T  would  like  to  quote  the  experience  which  one  vet- 
eran had  in  regard  to  the  Veterans'  Administration.  He  was  unable 
to  obtain  compensation  and  relief  for  injuries  he  had  received  while 
serving  his  country  abroad,  and  yet  he  was  unable  to  look  at  his 
records  in  the  Veterans1  Administration  files.  He  finally  had  to  obtain 
legal  counsel  in  order  to  ^et  access  to  his  files,  and  he  found  the  reason 
the  Veterans*  Administration  had  denied  his  obvious  need  was  because 
certain  records  that  were  in  his  file  actually  belonged  to  another 
veteran  who  had  a  similar  name. 

This  may  seem  to  be  a  very  small  thing,  but  this  is  the  type  of  action 
which  can  occur  in  situations  when  we  in  Congress  have  not  enacted 
regulations  to  provide  for  the  overseeing  of  Federal  records,  which 
can  sometimes  be  buried  under  a  lot  of  bureaucratic  redtape  which 
denies  the  citizen  the  access  to  which  he  is  entitled. 

Mr.  Chairman.  T  am  coing  to  offer  two  amendTUPnts  to  this  bill  at 
the  appropriate  time.  Thev  are  amendments  which  T  was  unable  to 
offer  in  the  committee,  because  of  the  pressure  of  business  when  we 
were  reporting  the  legislation  to  the  floor.  The  first  has  to  do  with 
medical  records. 

This  first  amendment  would  clarifv  one  item  that  I  believe  to  be 
ambienious  in  intent,  in  restricting  the  circumstances  under  which 
individuals  would  be  granted  disclosure  by  Federal  agencies.  It  was 
the  intention  of  the  committee  to  exclude  information  which  would  be 
vital  to  the  health  or  safety  of  an  individual. 
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I  believe  that  the  current  language  in  the  bill  is  vague  in  this 
regard,  in  that  it  would  permit  such  disclosures  without  prior  per- 
mission, unless  it  is  an  emergency  case.  It  does  not  make  clear  to 
whom  the  information  would  be  disclosed. 

The  second  amendment  I  would  offer  is  one  that  would  establish  a 
Privacy  Commission,  which  I  believe  is  a  vital  necessity  if  the  privacy 
legislation  we  are  enacting  is  to  become  a  meaningful  statute.  Clearly, 
the  enactment  and  maintenance  of  successful  privacy  standards 
would  hinge  on  the  degree  of  cooperation  provided  by  Federal  agen- 
cies which  have  to  implement  the  program. 

The  Privacy  Commission  which  I  will  propose  will  coordinate  and 
assist  in  these  efforts,  and  it  would  be  an  important  goal  for  gaining 
the  necessary  agency  cooperation  in  order  to  make  this  legislation 
meaningful  in  the  service  of  American  citizens. 

Mr.  Chairman,  I  will  oiler  these  two  amendments  at  the  appropri- 
ate time. 

Mr.  Holtfif.ld.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Gude.  I  will  be  glad  to  yield  to  the  chairman  of  the  full 
committee. 

Mr.  Holifield.  Does  the  gentleman's  amendment  of  the  privacy 
bill  follow  the  words  of  the  Senate  provision  ? 

Mr.  Gude.  I  have  not  compared  them  word  for  word.  Mr.  Chair- 
man, but  I  believe  it  does. 

I  urge  the  passage  of  this  legislation. 

Mr.  Mooehead  of  Pennsylvania.  Mr.  Chairman,  I  yield  5  minutes 
to  the  crentleman  from  Arkansas  (Mr.  Alexander),  a  member  of  the 
subcommittee. 

(Mr.  Alexander  asked  and  was  given  permission  to  revise  and  ex- 
tend his  remarks.) 

Mr.  Alexander.  Mr.  Chairman,  on  June  19,  following  hearings  on 
the  Federal  Government's  use  of  telephone  monitoring  and  lie  detec- 
tion devices  conducted  by  the  Subcommittee  on  Government  Infor- 
mation. I  stated  that  it  appears  our  Government  has  been  overcome 
by  a  snooping  mania  and  that  we  must  find  the  medicine  to  cure  this 
disease.  H.R.  16373.  the  Privacy  Act  of  1974,  is  a  good  dose  of  such 
medicine. 

I  was  alarmed  to  discover  in  those  hearings  that  it  is  literally  pos- 
sible to  have  every  home  in  America  bugged. 

Mr.  Chairman.  I  am  convinced  that  Americans  do  not  want  to  be 
a  part  of  one  big  party  line.  If  present  Government  preoccupation 
with  spying  on  its  citizens  continues.  George  Orwell ?s  fictional  fish- 
bowl  existence  and  "Big  Brother-  era  in  his  book  "1984"  may  very 
well   occur. 

H.R.  16373  provides  basic  safeguards  for  the  individual  to  help 
remedy  the  misuse  of  personal  information  by  the  Federal  Govern- 
ment, and  reasserts  the  fundamental  rights  of  personal  privacy  that 
are  derived  from  the  Constitution.  At  the  same  time,  it  recognizes 
the  legitimate  need  of  the  Government  to  collect,  store,  use.  and  share 
among  various  agencies  certain  types  of  personal  data,  but  under  a 
framework  of  law  to  protect  the  citizen. 

Like  the  Freedom  of  Information  Act  Amendments.  H.R.  16373 
also  recognizes  that  certain  areas  of  Federal  records  are  of  such  a 
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highly  sensitive  nature  that  they  must  bo  exempted  from  some  of  its 
provisions. 

The  Privacy  Art  provides  for  the  exercise  of  civil  remedies  by 
individuals  against  the  Federal  Government  through  the  courts  to 
enforce  their  rights.  Provision  is  made  for  the  actual  collection  of 
damages  by  the  individual  against  the  Government  if  the  infraction 
was  willful,  arbitrary,  or  capricious.  Penalties  are  also  provided  for 
the  unauthorized  knowing  and  willful  disclosure  of  identifiable  ma- 
terial by  a  Government  officer  or  employee  by  a  fine  of  not  more  than 
$5,000.  Criminal  penalties  and  fines  would  also  be  imposed  on  persons 
requesting  or  obtaining  any  such  individually  identifiable  record 
under  false  pretenses. 

The  bill  attempts  to  strike  that  delicate  balance  between  two  con- 
flicting and  fundamental  needs — on  the  one  hand,  the  need  for  a 
maximum  degree  of  privacy  and  control  over  personal  information 
the  individual  American  furnishes  his  Government,  and.  on  the  other 
hand,  the  need  for  information  about  the  individual  which  the  Gov- 
ernment finds  necessary  to  carry  out  its  legitimate  functions. 

Over  40  years  ago,  Supreme  Court  Justice  Louis  Brandeis.  in  his 
famous  dissent  in  the  case  of  Olmsted  against  United  States,  said : 

Every  unjustifiable  intrusion  by  the  government  upon  the  privacy  of  the 
individual  whatever  the  means  employed,  must  be  deemed  a  violation  of  the 
fourth  amendment. 

He  further  stated  in  terms  relevant  to  current  wholesale  abuses  of 
power  that : 

Experience  should  teach  us  to  be  most  on  guard  to  protect  liberty  when  the 
government's  purposes  are  beneficient.  Men  born  to  freedom  are  naturally 
alert  to  repel  invasions  to  their  liberty  by  evil-minded  rulers.  The  greatest 
dangers  to  liberty  lurk  in  insidious  encroachment  by  men  of  zeal,  well-meaning, 
but  without  understanding  .  .  . 

Let  us  talk  a  moment  on  the  concept  of  privacy.  Privacy  is  the 
ability  to  be  confident  of  security  in  our  homes,  persons,  and  papers. 
It  is  not  only  the  bedrock  of  freedom.  Privacy  is  the  very  essence  of 
democracy.  If  we  cannot  speak  or  transact  business  without  being 
snooped  on  by  hordes  of  bureaucrats — we  soon  will  not  be  able  to 
speak  or  transact  business  without  government  permission. 

In  my  opinion,  events  in  recent  years  have  brought  about  a  chilling 
effect  on  the  exercise  of  first  amendment  rights.  It  is  now  time  for  a 
defrosting.  Every  American  must  insist  that  government  is  the 
servant  of  the  people — not  our  master. 

In  his  first  speech  as  Chief  Executive.  President  Ford  pledged  his 
personal  and  official  dedication  to  the  individual  right  of  privacy,  in 
declaring  that  "there  will  be  hot  pursuit  of  tough  laws  to  prevent 
illegal  invasion  of  privacy  in  both  government  and  private  activities.*' 

ILK.  16373  is  a  first  step  in  that  pursuit.  I  strongly  urge  my  col- 
leagues to  support  this  legislation. 

Mr.  Erlenbokn".  Mr.  Chairman,  I  vield  such  time  as  he  may  con- 
sume to  the  gentleman  from  Indiana  (Mr.  Hudnut). 

Mr.  Hudnut.  I  thank  the  gentleman  for  yielding. 

(Mr.  Hudnut  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Hudnut.  Mr.  Chairman.  I  rise  in  support  of  H.E.  16373,  the 
Privacy  Act  of  1974.  While  there  will  be  amendments  offered  to 
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strengthen  this  bill,  I  feel  the  Committee  on  Government  Operations 

has  done  a  good  job  in  bringing  this  legislation  before  us.  There  is  a 
great  need  for  statutory  guidelines  to  protect  the  privacy  of  indi- 
viduals by  regulating  the  Federal  Government's  collection,  mainte- 
nance, use.  or  dissemination  of  personal,  identifiable  information. 

In  this  computer  age,  it  is  easy  to  obtain  information  about  an  indi- 
vidual and  along  with  many  others  I  am  concerned  over  the  extent 
to  which  citizens'  privacy  is  being  invaded.  We  see  this  in  the  accumu- 
lation of  personal  data  in  computer  banks  and  other  such  means  which 
constitute  a  threat  to  the  privacy  of  every  American  citizen.  There 
are  some  who  look  upon  individual  tax  returns  as  the  greatest  source 
of  such  information. 

Earlier  this  year  I  cosponsored  a  bill  (H.R.  10977)  to  provide  fur- 
ther restrictions  on  accessibility  to  individual  tax  returns.  The  assur- 
ance provided  the  American  people  that  information  voluntarily  given 
on  tax  returns  will  be  carefully  protected  from  disclosure  and  im- 
proper use  is  one  of  the  basic  concepts  underlying  this  country's  sys- 
tem of  collecting  taxes  and  I  want  to  assure  that  protection.  I  am 
hopeful  that  the  Ways  and  Means  Committee  will  take  specific  action 
on  that  measure. 

In  the  meantime,  H.R.  16373  provides  a  series  of  basic  safeguards 
for  the  individual  to  help  remedy  the  misuse  of  personal  information 
by  the  Federal  Government  and  reassert  the  fundamental  rights  of 
personal  privacy  of  all  Americans  that  are  derived  from  the  Constitu- 
tion of  the  United  States.  At  the  same  time,  it  attempts  to  strike  that 
delicate  balance  between  the  right  of  individuals  for  a  maximum 
degree  of  privacy  over  the  personal  information  he  furnishes  his  Gov- 
ernment and  the  need  of  the  Government  for  information  to  carry 
out  legislative  functions. 

Mr.  Erlexborx.  Mr.  Chairman,  I  yield  5  minutes  to  the  gentleman 
from  California  (Mr.  Goldwater). 

(Mr.  Goldwater  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Goldwater.  Mr.  Chairman,  I  thank  the  distinguished  minority 
member  on  the  subcommittee,  the  gentleman  from  Illinois  (Mr.  Erlen- 
born)  for  allowing  me  the  privilege  of  speaking  in  favor  of  this  par- 
ticular legislation  before  us  today,  which  has  been  long  in  coming  and 
long  overdue. 

This  particular  piece  of  legislation  is  the  result  of  a  strong  bipartisan 
effort  in  the  House  of  Representatives.  The  efforts  of  my  colleague, 
the  gentleman  from  New  York  (Mr.  Koch)  in  behalf  of  an  individ- 
ual's right  to  privacy,  are  well  known  and  were  extremely  important 
in  the  preparation  of  tins  legislation.  Equally  significant  were  the 
efforts  of  the  members  and  the  staff  of  the  Subcommittee  on  Foreign 
Operation  and  Government  Information  of  the  Committee  on  Gov- 
ernment Operations  and,  particularly,  the  subcommittee  chairman,  the 
gentleman  from  Pennsylvania  (Mr.  Moorhead)  who  was  most  diligent 
in  pursuing  this  veiw  difficult  task,  and  who  was  assisted  quite  ably  by 
the  ranking  Republican  member,  the  gentleman  from  Illinois  (Mr. 
Erlenborn).  They  are  both  to  be  commended  for  this  excellent  piece 
of  legislation. 

This  legislation,  as  I  said,  has  been  long  in  coming,  and  is  only  here 
today  because  of  the  persistent  efforts  of  not  only  members  of  the 
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Committee  on  Government  Operations,  but  also  many  Members  of 

the  House  of  Representatives,  as  well  as  Members  of  the  other  body, 
not  to  mention  the  private  sector,  educators,  members  of  private  orga- 
nizations, and  just  plain  people,  and  it  certainly  would  be  most  fitting 
to  mention  the  fine  efforts  by  our  President  of  the  United  States, 
Gerald  1\.  Ford,  and  his  Committee  on  the  Right  of  Privacy. 

Mr.  Chairman,  my  concern  for  privacy  is  a  long-standing  one.  The 
right  to  privacy  La  a  derivative  right.  It  is  not  specifically  mentioned 
in  the  Constitution,  as  are  the  general  rights  of  life,  liberty,  and  the 
pursuit  of  happiness,  nor  is  this  subject  mentioned  in  the  Bill  of 
Rights.  But  none  of  these  would  have  had  the  content  that  we  know 
them  to  have  without  the  element  of  privacy  being  present.  It  is  an 
essential,  inherent  element  of  our  inalienable  rights. 

The  concern  for  protecting  personal  privacy  as  it  relates  to  personal 
information  is  fairly  recent  in  its  origin.  The  rapid  growth  of  our 
population  and  the  rise  of  massive  urban  centers,  the  advent  of  mod- 
ern communication  and  electronic  technology,  and  the  rise  of  the  com- 
puter, have  brought  a  basic  change  in  our  society.  Massive  amounts  of 
personal  information  can  be  conveniently  and  economically  collected, 
stored,  and  used.  The  individual  is  no  longer  directly  involved  in  the 
modern  personal  information  transaction  process.  Many  information 
practices  have  been  developed  and  adopted  because  they  were  con- 
venient, technologically  feasible,  and  cost -effective.  The  individual 
actually  became  an  impediment  in  these  new  processes.  As  he  began  to 
protest  his  exclusion  and  try  to  protect  himself  from  the  injury  and 
damage  that  occasionally  resulted,  he  found  he  had  no  legal  rights  to 
fall  back  on. 

Mr.  Chairman,  the  Federal  Government  has  a  relentless  appetite 
for  information.  There  seems  to  be  a  direct  correlation  between  the 
continued  growth  of  Government  and  the  continued  growth  of  privacy 
invasion. 

The  Federal  Government,  as  we  enact  more  and  more  programs,  has 
a  need  to  collect  more  and  more  information  in  order  to  administer 
these  programs.  So  it  is  with  this  piece  of  legislation  that  we  are  trying 
to  strike  a  balance  between  the  need  to  know  in  order  to  successfully 
and  correctly  administer  Government  programs,  and  the  rights  of  an 
individual  to  l>e  left  alone,  to  control  his  own  personal  life.  This  par- 
ticular bill  undertakes  to  redress  this  disastrous  imbalance. 

The  Federal  Government  is  required  to  permit  an  individual  to  know 
what  records  it  has  pertaining  to  him.  It  introduces  the  element  of 
active  consent  as  a  requirement  before  information  that  is  collected 
for  one  purpose  can  be  put  to  a  new  use.  It  permits  an  individual  to 
have  copies  of  files  about  him  and  to  correct  or  amend  erroneous  por- 
tions of  them. 

Finally,  it  requires  the  Government  to  keep  records  accurately  and 
securely  in  accordance  with  specific,  published  regulations. 

The  Chairman.  The  time  of  the  gentleman  has  expired. 

Mr.  Erlenborx.  Mr.  Chairman,  I  yield  2  additional  minutes  to  the 
gentleman  from  California. 

Mr.  Goldwater.  It  is  noteworthy.  Mr.  Chairman,  that  this  Privacy 
Act  of  1974-  prohibits  the  Federal  Government  from  maintaining 
secret  personal  information  systems.  This  bill  is  an  important  major 
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first  step  in  the  restoration  of  the  individual's  righi  to  privacy,  and 

I  would  caution  and  suggest  to  my  colleagues  that  as  we  pursue  further 

legislation  in  other  areas,  we  constantly  be  vigilant  that  we  do  not 
undermine  this  effort  today,  that  we  take  into  consideration  in  new 
legislation,  enabling  legislation,  the  rights  of  the  individual  to  his 
privacy.  It  is  time  that  we  insert  human  rights  into  the  programs  and 
the  programers.  It  is  time  that  we  insert  privacy  rights  into  the  policy 
of  our  agencies.  It  is  time  that  we  instill  a  spirit  of  concern  for  our 
liberties.  We  must  reestablish  and  I  think  we  do  so  with  this  legisla- 
tion— the  right  to  be  left  alone  for  the  people  of  this  country. 

Mr.  Chairman,  I  urge  my  colleagues  to  support  this  legislation. 

Mr.  Symms.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Goldwater.  I  yield  to  the  gentleman  from  Idaho. 

Mr.  Symms.  I  thank  the  gentleman  for  yielding. 

(Mr.  Symms  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Symms.  Mr.  Chairman,  I  wish  to  associate  myself  with  the  re- 
marks of  the  gentleman  from  California  (Mr.  Goldwater). 

I  should  like  to  commend  the  gentleman  from  California  for  his 
efforts  that  he  has  made  on  behalf  of  this  Privacy  Act  which  we  have 
here  before  the  House  today.  I  would  say  to  the  gentleman  in  the  well 
I  thank  him  for  his  support,  effort,  and  leadership  on  it  and  hope  that 
it  is  successful  today,  as  this  Privacy  Act  offers  some  protection  for 
people  from  big  brother  government  snoopervision. 

Mr.  Gonn water.  I  thank  the  gentleman  and  commend  him  also  for 
Ins  support  and  active  participation  on  the  Republican  Task  Force 
on  Privacy,  which  issued  what  I  considered  a  very  comprehensive 
report  and  bibliography  this  past  year. 

The  Chairman.  The  time  of  the  gentleman  has  expired. 

Mr.  Erlexborx.  Mr.  Chairman.  I  yield  such  time  as  he  may  require 
to  the  gentleman  from  California  (Mr.  Rousselot) . 

(Mr.  Rousselot  asked  and  was  given  permission  to  revise  and  ex- 
tend his  remarks.) 

Mr.  RorssELOT.  Mr.  Chairman,  I  want  to  commend  my  colleague,  the 
gentleman  from  California  (Mr.  Goldwater)  for  the  effort  he  has  put 
forward  on  this  issue,  and  our  subcommittee  chairman  for  his  work  on 
this  issue. 

Mr.  Chairman,  as  one  of  the  original  cosponsors  in  this  Congress  of 
right  to  privacy  legislation,  I  rise  in  support  of  H.R.  16373,  the  Pri- 
vacy Act  of  1974. 

This  is  a  comprehensive  bill  which  is  intended  to  protect  the  pri- 
vacy rights  of  individuals  by  regulating  the  Federal  Government's 
collection,  maintenance,  use  or  dissemination  of  personal,  identifiable 
information. 

Through  my  committee  assignments  on  Banking  and  Currency,  and 
Post  Office  and  Civil  Service.  I  have  become  particularly  aware  of  the 
need  for  the  protection  of  an  individual's  privacy  rights  with  regards 
to  bank  records  and  census  data.  Very  strict  care  must  be  taken  to  pro- 
tect the  confidentiality  of  these  records  and  insure  that  the  information 
is  used  only  for  proper  purposes.  Since  the  census  questions  have  be- 
come more  detailed  and  extensive,  the  dissemination  by  the  Census 
Bureau  of  statistical  data  must  be  more  closely  regulated  in  order  to 
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protect  the  individual  from  being  identified  by  thai  data.  II. R.  16373 
docs  provide  proper  safeguards  in  this  area. 

Mr.  Chairman,  I  have  sponsored  legislation,  FLR.  10021,  the  Right 
to  Financial  Privacy  Act.  My  bill  would  protect  the  constitutional 
rights  of  citizens  by  prescribing  procedures  and  standards  governing 
the  disclosure  of  financial  information  by  financial  insi  Ltutions  to  Fed- 
eral officials  or  agencies.  The  bill  we  are  discussing  here  oil  the  floor 
today  docs  not  regulate  the  collection  of  information  by  the  Fe  Leral 
iiuncnt  other  than  to  prohibit  any  agency  from  maintaining  any 
record  concerning  the  political  or  religious  belief  or  activity  of  any- 
individual  unless  expressly  authorized  by  statute  or  the  individual 
himself.  I  realize  that  by  the  very  nature  of  the  subc  -the 

Foreign  Operations  and  Government  Information  Sub 
the  House  Government  Operations  Committee — jurisdiction  it  could 
not  get  into  this  area  of  regulating  the  activities  of  the  Federal  Gov- 
ernment specifically  with  regards  to  obtaining  individual  bank  rec- 
ords, so  I  hope  that  our  concern  about  privacy  rights  will  not  stop 
with  the  passage  of  this  one  bill,  H.R.  16373. 

I  urge  support  of  ELK.  16373  with  the  hope  that  in  the  next  Con- 
,  we  will  give  further  attention  to  areas  t  ha1  need  to  be  specifically 
considered  in  order  to  afford  our  citizens  full  protection  from  the 
violation  of  their  privacy  rights  by  the  Federal  Government.  Of  these 
areas,  one  of  the  most  important  is.  I  believe,  the  legislation  w]  : 
have  sponsored  to  preserve  the  confidential  relationship  between  fi- 
nancial institutions  and  their  customers  and  the  constitutional  rights 
of  these  customers. 

Mr.  Erlenborn.  Mr.  Chairman,  I  yield  such  time  as  he  may  require 
to  the  gentleman  from  Minnesota  (Mr.  Frenzel). 

(Mr.  Frenzel  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Fhexz^l.  Mr.  Chairman,  T  rise  today  in  enthusiastic  support 
of  H.R.  16373.  The  Privacy  Act  of  1974.  In  this  bill  we  are  regulating 
the  collection,  maintenance,  and  use  of  by  Federal  agencies  of  informa- 
tion concerning  American  citizens. 

I  hope  this  bill  will  be  the  first  of  a  wave  of  privacy  oriented  legis- 
lation which  the  Congress  will  consider  in  the  next  few  years.  Thc7*e- 
fore,  we  must  be  very  careful  in  laying  a  foundation  for  future  re- 
forms. Other  areas  which  clearly  need  attention  are  the  protection 
of  constitutional  freedoms  for  Federal  employees,  limitations  upon 
distribution  of  federally  collected  information,  and  strict  regulations 
upon  the  types  and  use  of  surveillance  tactics  employed  by  Federal 
agencies.  Beyond  our  limited  Federal  perspective,  we  must  also  seri- 
ously examine  the  activities  of  private  information  and  collection 
services. 

Since  T  entered  this  body  in  the  92d  Congress  T  have  proposed  over 
a  dozen  bills  relating  to  questions  of  individual  and  financial  privacy* 
aid  domestic  intelligence.  Along  with,  most  Members,  I  am  committed 
to  guaranteeing  the  rights  implicit  in  the  1st,  4th,  and  14th  amend- 
ments. This  bill,  H.R.  1 0373.  is  a  good  start. 

I  urge  that  we  pass  this  bill,  with  the  inclusion  of  a  Federal  Privacy 
Commission  and  some  changes  in  the  civil  procedure  and  criminal  pen- 
alties sections.  It  is  only  a  start,  but  it  will  be  a  good  base  for  future 
laws  to  protect  the  personal  privacy  of  all  Americans. 
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Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  at  this  time  T  yield 
5  minutes  to  the  gentleman  from  Missouri  (  Mr.  [chord). 

(Mr.  Ichord  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Ichord.  Mr.  Chairman,  as  its  title — the  Privacy  Act  of  1974 — 
and  the  prefatory  findings  indicate,  it  is  the  commendable  purpose  of 
the  measure  to  protect  the  individual  against  the  misuse  of  official  in- 
formation. To  that  end  the  act  would  add  a  new  section  to  what  is 
commonly  known  as  the  Freedom  of  Information  Act  (5  U.S.C.  552  j. 
The  new  section,  to  be  designated  section  552a,  would  impose  coi 
tions  upon  the  disclosure  of  official  information,  and  would  give  in- 
dividuals affected  access  to  such  information  so  as  to  permit  them 
record. 

The  committee  which  reported  the  measure  and  the  gentleman  from 
Pennsylvania  (Mr.  Mooriieao)  who  chaired  the  subcommittee  which 
had  the  measure  under  consideration,  are  to  be  commended  for  the 
professional  manner  in  which  they  have  sought  to  deal  with  this  ex- 
tremely complex  and  difficult  subject. 

The  "right"  of  privacy  has  been  said  to  be  the  right  of  the  individ- 
ual "to  be  left  alone.'*  It  is  without  doubt  a  right  inherent  in  our  liber- 
tarian system.  While  it  is  said  that  this  right  is  not  explicitly  asserted 
in  our  Constitution,  it  does  however  find  expression  in  certain  re! 
provisions  and  in  the  basic  philosophv  which  prompted  the  adoption 
of  the  Constitution  itself.  By  that  instrument  those  freedoms  and  lib- 
erties were  reserved  to  the  individual  which  were  not  deemed  essential 
to  the  coexistence  of  man  in  society.  Hence,  like  other  rights,  the  right 
of  privacy  is  not  deemed  an  absolute  right. 

Logically,  the  absolute  right  of  privacy  could  be  fully  asserted  only 
in  a  state  of  anarehy.But  even  in  such  a  state,  if  extended  to  its  outer 
and  extreme  limits,  the  exercise  of  any  such  absolute  right  must  neces- 
sarily collide  with  the  rights  of  other  individuals.  The  resulting  con- 
flict would  consequently  result  in  the  destruction  of  the  rights  asserted 
by  each.  It  necessarily  follows  that  if  the  right  of  privacy  is  to  be  rec- 
ognized as  a  legitimate  claim  in  an  ordered  society,  it  must  be-  subject 
to  limitations  and  must  be  conditioned  upon  the  rights  of  others  and 
exercised  consistently  also  with  the  rights  of  the  public. 

What  we  are  dealing  with  in  statutes  of  this  type  is  thus  necessarily 
a  balancing  process  by  which  we  seek  to  resolve  the  right  of  the  indi- 
vidual to  be  left  alone  with  the  public  and  other  individual  rights 
"to  know."  For  it  is  a  fact  that  such  latter  rights  are  equally  recog- 
nized by  the  Constitution,  although  in  a  sense  they  may  collide,  with 
the  individual's  "right  of  privacy."  The  first  amendment  rights  of 
freedom  of  speech  and  of  the  press,  for  example,  intrude  upon  an 
individual's  right  of  privacy,  but  they  are  rights  which  are  essential 
to  the  administration  of  Government  and  to  the  free  functioning  of 
our  libertarian  and  democratic  institutions.  Moreover,  the  individual's 
right  to  privacy  must  be  conditioned  by  that  which  is  consistent  with 
the  continued  existence  and  protection  of  that  Nation  and  its  consti- 
tutional system  upon  which  the  vitality  of  the  right  itself  must  ulti- 
mately depend. 

It  appears  to  me  that  the  bill  before  us  has  generally  resolved  the 
conflict  between  the  rights  of  the  individual  and  the  public  and  other 
private  rights  with  considerable  success.  I  propose  today  to  offer  only 
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two  amendments  to  the  bill  which  are  directed  toward  clarifying 
certain  aspects  of  the  measure's  impart  upon  our  intelligence  services, 
particularly  in  relation  to  the  acquisition  and  use  of  information 
which  is  essential  to  the  maintenance  of  the  national  and  internal 
Security.  On  their  adoption  T  shall  support  this  measure. 

First,  however.  T  should  like  to  express  my  concern  over  an  am- 
biguity inherent  in  the  provisions  of  the  proposed  subsection  (b),  at 
22,  line  10,  relating  to  conditions  of  disclosure.  This  subsection 
would,  subject  to  the  exceptions  therein  set  forth,  generally  prohibit 
an  agency  from  disclosing  to  any  person  information  about  an  indi- 
vidual without  the  individual's  prior  written  consent.  The  subsection 
would  generally  authorize  only  interagency  and  intraagency  dis- 
closures for  authorized  law  enforcement  activities, but  does  not  a; 
to  contain  any  explicit  provisions  authorizing  certain  essential  dis- 
closures outside  official  agencies  which  would  be  clearly  required  if 
certain  vital  security  programs  maintained  by  the  Government  are  to 
be  effectively  carried  out.  These  include,  for  example,  the  effective 
maintenance  of  the  industrial  security,  industrial  defense,  atomic 
energy,  and  port  and  vessel  security  programs.  Defense  contractors 
and  others  involved  in  the  receipt  of  classified  information  and  related 
information  about  individuals  are  mainly  private  employers. 

I  am  informed,  however,  that  the  provision  of  subsection  (b)  (2) 
which  would  except  from  the  prohibition  the  communication  of  in- 
formation therein  described  as  "for  a  routine  use,"  is  intended  by  the 
sponsors  of  the  legislation  to  permit  such  essential  disclosures  beyond 
the  bounds  of  the  particular  agencies  involved.  If  this  is  effectively  ac- 
complished by  the  language  of  this  exception,  it  may  well  be  that  a 
specific  clarifying  amendment  is  unnecessary  on  this  aspect  of  the  bill. 
Tt  is  my  hope  that  any  such  ambiguity  as  may  exist  on  the  reach  and 
meaning  of  this  provision,  can  be  obviated  in  colloquy  with  the  spon- 
sors of  the  measure  at  the  appropriate  time. 

On  the  other  hand,  I  deem  it  necessary  to  offer  a  specific  clarifying 
amendment  to  the  provisions  of  subsection  (e),  paragraph  4.  This  sec- 
tion commences  at  page  26.  line  18,  of  the  bill.  The  particular  para- 
graph of  this  subsection  to  which  the  amendment  will  be  offered  is 
at  page  28.  line  13.  This  subsection  and  paragraph  prohibits  an  agency 
from  maintaining  any  record,  and  I  quote,  "concerning  the  political 
or  religious  belief  or  activity  of  any  individual,  unless  expressly  au- 
thorized by  statute  or  by  the  individual  about  whom  the  record  is 
maintained."  We  may  well  recognize  that  the  purpose  of  this  provision 
is  commendable  and  legitimate  in  prohibiting  the  disclosure  of  records 
with  respect  to  conventional  political  and  religious  beliefs  and  activ- 
ities. However,  in  its  present  form  it  is  clear  that  the  provisions  can  be 
construed  to  cover  activities  which  are  properly  within  the  scope  of 
legitimate  law  enforcement.  I  am  assured  that  the  authors  of  this 
measure  have  not  intended  the  provisions  to  foreclose  this  proper 
purpose. 

The  terms  of  the  broad  prohibitions  on  maintenance  of  records 
relating  to  "political"  and  "religious"  activities  would,  for  example, 
embrace  the  activities  of  the  Communist  Party  and  similar  groups, 
which,  although  generally  recognized  as  conspiratorial  or  clandestine. 
are  nevertheless  commonly  described  as  "political."  Similarly,  cer- 
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tain  sects  within  the  Black  Muslim  movement,  which  have  been  de- 
scribed by  the  Director  of  the  FBI  as  endangering  the  int  ernaJ  security, 
may  claim  protection  under  this  clause  as  a  "religious"  activity. 

Although  those  records  of  political  or  religious  activity  which  are 
"expressly  authorized  by  statute,"  are  excepted  from  the  prohibitions 
of  this  paragraph,  this  is  not  adequate  to  exempt  the  activities  of  such 
Subversive  groups  as  I  have  indicated.  I  know  of  no  existing  or  en- 
forceable statute  which  expressly  and  generally  authorizes  any  par- 
ticular agency  to  maintain  the  records  of  political  or  religious  activities 
of  subversive  groups.  I  would  therefore  amend  this  paragraph  by 
striking  out  the  period  after  the  word  "maintained"  and  add  the 
following : 

"  ;  provided,  however,  that  the  provisions  of  this  paragraph  shall  not  be  deemed 
to  prohibit  the  maintenance  of  any  record  of  activity  which  is  pertinent  to  and 
within  the  scope  of  a  duly  authorized  law  enforcement  activity." 

I  believe  this  clarifying  amendment  would  obviate  any  ambiguities 
as  to  the  reach  of  the  prohibition,  and  would  serve  to  eliminate  any 
adverse  litigation  on  the  subject. 

The  second  and  final  amendment,  which  I  propose  to  offer  to  the 
measure,  would  affect  the  provisions  of  paragraph  (2)  of  subsection 
(k),  at  page  34.  line  7.  This  section  deals  with  certain  specific  exemp- 
tions that  may  be  made  to  the  disclosure  requirements  of  the  act, 
particularly  with  respect  to  those  investigatory  files  or  material  which 
the  Act  would  otherwise  require  the  agencies  to  disclose  to  an  indi- 
vidual by  the  provisions  of  subsection  (d).  While  the  provisions  of 
paragraph  (2)  of  subsection  (k)  would  permit  the  agency  to  exempt 
from  the  mandatory  disclosure  requirements  of  subsection  (d)  investi- 
gatory material  compiled  for  law  enforcement  purposes  to  the  extent 
it  is  not  now  open  to  public  inspection  under  the  provisions  of  exist- 
ing law,  that  is,  section  552(b)  (7)  of  title  5,  United  States  Code,  it 
would  appear  to  me  that  under  this  paragraph  there  is  a  question 
whether  the  agency  could  exempt  from  public  disclosure  the  identity 
of  individuals  and  information  pertaining  to  those,  for  example,  who 
are  members  of  such  organizations  as  the  Communist  Party  and 
other  revolutionary  groups  having  similar  objectives. 

In  view  of  the  fact  that  there  are  literally  tens  of  thousands  of  in- 
dividuals who  are  involved  in  such  revolutionary  organizations,  to 
require  such  agencies  of  the  Government  as  the  FBI  and  the  defense 
intelligence  agencies  to  disclose  investigatory  material  pertaining  to 
such  individuals  on  request,  would  not  only  have  the  effect  of  literally 
immobilizing  the  agencies  in  the  effective  execution  of  their  essential 
and  vital  work,  but  would  greatly  impair,  if  not  destroy,  their  func- 
tioning. The  research  which  would  be  involved,  the  extensive  corre- 
spondence required,  and  the  litigation  which  would  likely  ensue  as  a 
result  of  the  thousands  of  requests  that  would  conceivably  and  very 
likely  pour  into  the  agencies  would  wreak  havoc  upon  the  agencies. 
Moreover,  to  permit  the  indiscriminate  raiding  of  investigatory  files, 
the  maintenance  of  which  in  confidence  is  so  essential  to  the  protection 
of  the  national  and  internal  security,  would  also  destroy  their  useful- 
ness by  revealing  the  extent  of  coverage  and  the  method  and  adequacy 
of  operation  of  our  intelligence  forces.  Any  such  result  is  wholly  un- 
necessary to  the  attainment  of  the  objectives  and  purposes  of  the  bill. 
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I  would  thus  amend  paragraph  (2)  of  subsection  (f)  by  striking  the 

paragraph  in  its  present  form  and  amend  it  to  read  as  follows: 
On  page  34,  strike  lines  7  through  11  and  insert  the  following  in  lieu 

thereof: 

I  Investigatory  material  compiled  for  law  enforcement  purposes,  other  than 
materia]  within  the  Bcope  of  Bubsection  (j)(2)  of  this  Bection  ;  provided,  however, 
that  if  any  Individual  is  denied  any  right,  privilege,  or  benefit  that  he  would 
otherwise  be  entitled  by  Federal  law,  or  for  which  he  would  otherwise  he  eligible, 
as  a  result  of  the  maintenance  of  such  material,  rach  material  shall  be  provided 
to  such  individual,  except  to  the  extent  that  the  disclosure  of  such  ma 
would  reveal  the  identity  of  B  source  who  furnished  information  to  the  <■ 
ment  under  an  express  promise  that  the  identity  of  the  source  would  he  held  in 
confidence,  or.  prior  to  the  effective  date  of  this  section,  under  an  implied  promise 
thai  the  identity  of  the  source  would  he  held  in  confidence; 

Thns  by  its  terms  the  amendment  would  fully  protect  the  individual 
by  requiring  the  disclosure  to  him  of  relevant  investigatory  material 
in  the  system  of  records — other  than  that  within  the  scope  of  subsec- 
tion (j)(2) — when,  as  a  result  of  the  maintenance  of  such  material, 
denied  any  right,  privilege,  or  benefit  to  which  he  would  other- 
wise  be  entitled  by  Federal  law.  or  for  which  he  would  otherwise  be 
eligible.  In  such  event  disclosure  is  limited  to  the  extent  necessary  to 
protect  the  identity  of  a  source  who  furnished  information  to  the 
Government  under  a  promise  that  the  identity  of  the  source  would  be 
held  in  confidence. 

This  amendment  very  properly  serves  the  purpose  of  protecting  the 
investigatory  material  from  being  raided  by  the  thousands  and  p  r- 
haps  tens  of  thousands  of  persons  who  may  seek  to  do  so  for  no  legiti- 
mate or  excusable  purpose. 

Hence  the  right  of  privacy  of  the  individual  is  protected,  without 
diminution,  to  the  extent  of  his  legitimate  requirements.  It  shall  be 
recognized  that  the  amendment  does  not  affect  the  requirements  of 
sin  'section  (b)  of  the  bill,  which  prohibits  disclosure  of  information  be- 
yond the  legitimate  uses  of  the  Federal  agencies  maintaining  them. 
Thus  the  privacy  of  the  individual  remains  protected  by  the  amend- 
ment consistently  with  the  attainment  of  the  purposes  of  the  bill  and 
the  national  security  interest. 

There  is  one  final  point  to  which  I  should  direct  attention,  regarding 
both  the  wording  of  this  and  my  prior  amendment,  in  the  use  of  the 
term  ''law  enforcement*'  as  applied  in  the  context  of  these  amendments 
and  the  bill  as  a  whole.  In  referring  to  a  "law  enforcement  activity" 
and  ulaw  enforcement  purposes."  I  am,  of  course,  using  the  expression 
"law  enforcement"  in  its  general  meaning  and  in  the  broadest  reach 
of  the  term.  I  include  within  that  term  those  purposes  and  activities 
which  are  authorized  by  the  Constitution,  or  by  statute,  or  by  the  rules 
and  regulations  and  the  executive  orders  issued  pursuant  thereto. 
Thus,  the  investigatory  material  maintained  shall  include,  but  not  be 
limited  to,  that  which  is  compiled  or  acquired  by  any  Federal  agency 
in  connection  with  and  for  the  purpose  of  determining  initial  orcon- 
t hiring  eligibility  or  qualification  for  Federal  employment,  military 
service,  Federal  contracts,  or  access  to  classified  information. 

I  want  to  emphasize — so  that  there  is  no  misunderstanding — these 
chancres  are  designed  to  protect  only  legitimate  national  or  internal 
security  intelligence  and  investigations,  and  no  records  or  files  shall  be 
kept  oil  persons  which  are  not  within  constitutional  limitations.  Let 
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the  legislative  history  be  explicit.  None  of  these  changes  are  intended 
to  abridge  the  exercise  of  first  amendment  rights.  The  rights  of  Amer- 
icans to  dissent  in  a  lawful  manner  and  for  lawful  purposes  must  be 
preserved. 

Mr.  Moorkead  of  Pennsylvania.  Mr.  Chairman,  we  did  discuss  those 
two  questions,  I  will  say  to  the  gentleman  from  [Missouri,  and  we 
did  say  it  was  our  understanding  that  under  n  e  gentleman's  amend- 
ments no  file  would  be  kept  of  persons  who  are  merely  exercising  their 
constitutional  rights,  as  the  gentleman  stated. 

Mr.  Ichord.  The  gentleman  is  exactly  correct. 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Chairman,  I  yield  5  minutes 
to  the  gentleman  from  New  York  (Mr.  Koch),  who  has  been  so  very 
active  in  the  privacy  of  information  field. 

(Mr.  Koch  asked  and  was  given  permission  to  revise  and  extend  his 
remarks.) 

Mr.  Koch.  [Mr.  Chairman,  first  I  want  to  thank  the  distingushed 
gentleman  from  Pennsylvania,  my  good  friend  (Mr.  Moorhead),  who 
is  responsible  for  so  much  of  the  language  incorporated  into  this  bill 
and  for  the  efforts  necessary  to  bring  it  to  the  floor. 

I  just  want  to  take  special  note  of  what  he  lias  done  on  behalf  of 
privacy  as  well  as  take  note  of  the  enormous  efforts  on  the  Democratic 
side  by  the  gentlewoman  from  Xew  York  (Ms.  Abzug)  and  on  the 
Republican  side  by  the  gentleman  from  Illinois  (Mr.  Erlenborn)  and 
the  gentleman  from  Xew  York  (Mr.  Horton) . 

Rather  than  restate  the  provisions  of  the  bill  which  have  been  so 
amply  set  forth  by  a  number  of  the  speakers.  I  would  rather  simply 
comment  on  the  fact  that  this  kind  of  legislation  which  relates  to  the 
privacy  of  the  individual,  protecting  that  individual  from  Govern- 
ment, has  the  support  of  those  who  are  conservatives  and  those  who 
are  liberals. 

They  have  indicated  that  support  by  rising  in  the  well  this  very 
afternoon,  on  both  sides  of  the  political  spectrum  and  both  sides  of  the 
aisle. 

That  is  not  to  say  that  this  bill  is  a  perfect  bill.  I  do  not  know  of  any 
perfect  legislation.  It  may  be  there  have  been  occasions  when  there  has 
been  legislation  never  requiring  an  amendment  of  any  kind  brought  to 
this  floor  and  passed,  but  I  am  not  aware  of  it. 

This  bill,  however,  is  a  very  good  bill.  There  are  amendments  that 
will  be  offered,  some  that  I  support,  some  that  I  oppose;  but  the  thrust 
of  most  of  those  amendments  and  the  nature  of  those  amendments  is 
intended  by  those  offering  them  to  improve  the  bill.  We  may  disagree 
on  whether  they  do  or  do  not;  but  the  persons  involved  in  most  of  the 
amendments  want  to  protect  privacy  ami  that  is  the  key  and  very  im- 
portant to  understand  when  we  discuss  those  particular  amendments. 

There  is  an  area  that  ought  to  be  covered  which  is  not  by  this  bill. 
If  I  had  my  way,  I  certainly  would  have  it  in  the  bill:  that  area  re- 
lates to  law  enforcement  agencies  which  are,  frankly,  not  covered 
adequately  under  this  bill.  The  reason  for  that  is  that  the  Committee 
on  the  Judiciary  has  before  it  legislation  which  relates  to  the  criminal 
data  banks  of  law  enforcement  agencies.  I  know  that  that  great  com- 
mittee with  its  distinguished  chairman  (Mr.  Ronixo)  and  the  sub- 
committee chairman  in  charge  of  that  subject,  the  gentleman  from 
California    (Mr.  Edwards)    are  very  concerned  about  the  rights  of 
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privacy.  So  I  have  no  doubt  that  the  legislation  which  I  am  informed 
they  intend  to  bring  to  the  floor,  hopefully  early  in  the  next  session, 
will  cover  that  data  not  covered  under  this  legislation,  pertaining  to 
law  enforcement  agencii 

What  this  legislation  does  do  is  open  the  Federal  files  in  so  many 
areas.  Millions  of  files  that  are  now  not  available  to  the  public  would 
become  available  to  the  public.  I  am  not  saying  available  to  the  pub- 
lie  in  terms  of  seeing  somebody  else'.-  iile.  but  seeing  one's  own  file. 
seeing  whether  the  material  in  there  is  relevant,  seeing  whether  it  is 
accurate,  whether  it  is  current,  and  if  it  is  not,  providing  the 

mechanism  wherein  that  can  be  corrected. 

This  is  landmark  legislation.  Tins  is  legislation  in  which  I  take 
great  pride  having  espoused  it  in  February  of  1969,  and  later  with  my 

food  friend,  the  gentleman  from  California,  Mr.  Barry  Goldwater. 
n  my  own  district  we  rc'icr  to  the  legislation  as  the  Koch-Gold  water 
bill,  and  in  his  district  as  the  Goldwater-Koeh  bill;  but  the  fact  is 
that  while  the  initial  legislation  was  ours,  it  has  been  subjected  to 
extensive  review  and  amendment  by  the  committee  and  improved 
upon  in  a  number  of  ways.  This  legislation  is  now  the  joint  work 
net  of  many  people.  I  am  proud  to  be  one  of  those  who  brought 
i  his  Legislation  to  this  point,  where  its  passage  seems  assured. 

Again,  I  want  to  express  my  deep  appreciation  to  the  chairman, 
Mr.  Moorhead,  the  members  of  the  committee,  its  brilliant  staff  with- 
out whose  hard  work,  we  would  not  be  here  tonight,  and  to  my  partner 
on  this  legislation.  Barry  Goldwater,  Jr. 

Mr.  Biaggi.  Mr.  Chairman,  I  rise  in  strong  support  of  this  legisla- 
tion. I  feel  that  pavssage  of  this  bill  today  will  represent  a  significant 
victory  in  the  battle  against  unlawful  and  dangerous  intervention  by 
the  Federal  Government  in  the  private  lives  of  the  average  American 
citizen. 

While  the  fourth  amendment  to  our  Constitution  clearly  spells  out 
the  right  of  the  individuals  to  privacy  in  recent  years,  the  Federal 
Government  has  intensified  their  efforts  to  superimpose  themselves 
into  the  lives  of  the  individual.  Many  people  pointed  to  these  dan- 
gerous actions  by  the  Government  as  the  fulfillment  of  the  Orwellian 
theory  of  "Big  Brother'"  as  contained  in  his  masterpiece,  "1984." 

What  we  are  considering  today  is  comprehensive  legislation  which 
will  take  a  number  of  steps  to  protect  the  individual  from  the  power 
of  the  Federal  Government.  Perhaps  the  strongest  area  of  controversy 
concerns  the  maintaining  of  nonessential  records  by  Government 
agencies  against  individuals.  This  legislation  addresses  itself  decisively 
to  this  problem  in  the  following  ways : 

It  permits  an  individual  to  be  aware  of  and  have  access  to  all  per- 
sonal information  records  compiled  by  Government  agencies,  except 
in  cases  where  these  records  are  needed  for  law  enforcement  and  na- 
tional security. 

It  allows  the  individual  to  control  the  transfer  of  personal  infor- 
mation records  from  one  Government  agency  to  another. 

It  further  specifies  the  extent  of  records  which  can  be  maintained 
by  the  Federal  Government,  and  specifically  prohibits  keeping  of  rec- 
ords which  contain  a  person's  political  and  religious  beliefs  unless 
clearly  provided  for  by  law. 

Finally,  this  legislation  sets  a  new  and  important  precedent  by  al- 
lowing for  a  civil  remedy  to  be  acquired  by  individuals  in  instances 
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when  they  have  been  denied  access  to  their  records  or  whose  records 
have  been  kept  or  used  in  violation  of  the  provisions  of  this  law.  The 
individual  will  have  the  right  to  bring  suit  as  well  as  the  ability  to 
collect  damages  if  it  can  be  established  that  such  actions  were  taken 
capriciously  by  the  Government. 

I  feel  a  sense  of  personal  relief  in  the  realization  that  the  Congress 
has  seized  the  initiative  in  this  area.  Many  of  us  sitting  here  today 
have  been  the  target  of  unlawful  Government  intervention  in  our  per- 
sonal activities.  I  feel  that  the  recent  abuses  of  power  disclosed  in  the 
Watergate  hearings  may  have  provided  a  special  impetus  for  the  de- 
velopment of  this  legislation.  One  only  has  to  read  these  hearings  to 
discover  the  extent  to  which  certain  Government  agencies  either  were 
manipulated  or  on  their  own  took  steps  to  discredit  those  individuals 
they  view  with  suspicion  or  fear. 

On  the  same  token  I  am  pleased  to  see  that  certain  conditions  were 
contained  in  this  bill.  As  a  former  law  enforcement  officer,  I  know  the 
value  of  maintaining  information  about  potential  or  actually  danger- 
ous groups.  There  are  dangerous  and  anarchistic  elements  in  this 
society  which  merit  the  close  attention  of  law  enforcement  personnel 
and  I  applaud  the  fact  that  we  are  not  tying  the  hands  of  law  en- 
forcement as  they  work  to  uphold  the  law  of  the  land. 

Mr.  Chairman,  the  legislation  we  are  considering  today  is  both 
necessary  and  vital  to  the  American  people.  TVe  are  a  free  nation  and 
the  strength  of  our  Nation  derives  from  the  rights  of  the  individual  to 
freedom  and  privacy.  Many  Americans  have  become  justifiably 
alarmed  in  recent  years  by  the  increased  activities  of  the  Federal  Gov- 
ernment in  the  area  of  maintaining  personal  records  and  information. 
We  are  today  striking  a  blow  against  the  potential  of  tyranny  in  this 
Nation  and  I  am  pleased  to  rise  in  support  of  this  bill  which  can  only 
enhance  and  strengthen  the  bonds  of  freedom  which  exist  in  this 
Nation. 

Mr.  Regula.  Mr.  Chairman.  I  rise  in  support  of  H.R.  16373,  the 
Privacy  Act  of  1974. 

In  April  of  this  year  I  joined  with  my  colleagues  Messrs.  Gold- 
water  and  Koch  in  participating  in  a  special  order  to  discuss  the  need 
for  the  establishment  of  a  national  privacy  policy.  A  singular  point 
or  theme  emerged  from  that  discussion;  one  of  the  basic  tenants  of 
pur  system  of  law  is  the  right  to  confront  a  witness  or  an  accuser  and 
to  cross-examine  him  in  order  to  elicit  the  truth. 

In  recent  years  computers,  photocopiers,  and  other  technological 
advances  have  made  the  storage  and  retrieval  of  information  about 
citizens  fast  and  relatively  inexpensive.  Almost  without  notice  and 
in  the  name  of  efficiency  our  technological  progress  has  moved  us  to- 
ward the  "big  brother'  supervision  predicted  in  George  Orwell \s 
book  "1984." 

Today,  an  individual  does  not  really  know  who  has  information 
about  him,  or  how  many  agencies  or  corporations  are  using  it  or  for 
what  purposes.  There  is  no  mechanism  for  providing  explanations  or 
to  add  mitigating  facts.  And.  even  more  important  there  are  no  limits 
on  what  can  be  collected  either  by  Government  or  the  private  sector. 

Information  is  collected  on  academic  achievement,  credit  ratings, 
health,  judicial  records,  employment  history,  birth  and  marriage  rec- 
ords, military  records,  tax  returns  and  census  records,  to  name  a  few. 
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The  written  word.  film,  or  computer  punch  card  bears  witness 
eloquently  as  the  spoken  word.  The  right  of  access  to  and  challenge  of 
records  by  the  subject  of  the  information  obtained  in  those 
could,  if  exercised  under  the  same  or  similar  rules,  only  instil]  con- 
ce  in  aid  our  governmental  proa 

This  bill.  ILK.  16373,  would  provide  the  Government  with  the  tools 
it  needs  to  regulate,  collect,  maintain,  use,  and  disseminate  personal, 
identifiable  information.  It  would  provide  Individuals  with  the  safe- 
guards they  need  to  prevent  misuse  of  t  his  in  formal  ion. 

Like  the  Freedom  of  Information  Act,  which  I  am  sure  this  Cong 
will  pass  in  one  form  or  another,  this  hill  is  a  significant  step  toward 
open  government. 

I  urge  my  colleagues  support  for  passage  of  this  bill. 

Mr.  Brothill  of  North  Carolina.  Mr.  Chairman.  I  strongly  support 
the  passage  of  U.K.  16373,  the  Right  to  Privacy  Act.  Earlier  this  year, 
Icosponsored  ILK.  15524,  a  forerunner  of  this  legislation. 

I  feel,  as  do  many  Members  of  Congress,  that  there  is  a  growing 
capacity  for  major  violations  of  the  privacy  of  Americans,  as  the  Fed- 
eral Government  increases  its  collection  and  use  of  data  furnished  by 
citizens  for  specific  governmental  purposes.  Safeguards  are  needed  to 
insure  that  the  personal  information  obtained  by  the  Government,  for 
legitimate  purposes,  is  not  misused.  Recently,  we  have  witnessed  fla- 
grant violations  of  the  constitutional  rights  of  some  of  our  citizens  by 
the  Federal  Government.  We  should  enact  legislation  now  to  insure 
that  these  individual  rights  are  never  again  violated. 

While  there  can  be  no  absolute  protection  of  privacy  in  any  society, 
I  believe  H.R.  16373  provides  the  necessary  safeguards  for  greater  pro- 
tection of  private  records.  Perhaps  the  greatest  protection  afforded  the 
individual  is  his  right  to  have  access  to  his  records,  and  to  control  the 
transfer  of  any  personal  data  from  one  Federal  agency  to  another  for 
nonroutine  purposes.  Additionally,  the  bill  will  require  the  disclosure 
by  every  Federal  agency  of  certain  identifying  characteristics  about 
virtually  all  systems  of  records  under  their  control,  to  insure  that  no 
"secret"  Government  system  of  records  is  created. 

H.R.  1C>373  would  also  permit  individuals  access  to  civil  court  action 
against  the  Federal  Government  should  their  rights  be  violated.  Pro- 
vision is  made  for  the  awarding  of  actual  damages  to  an  individual,  if 
the  Government  is  shown  to  have  acted  willfully,  arbitrarily,  or  capri- 
ciously in  violating  the  provisions  of  this  act.  ( Jriminal  and  civil  penal- 
ties could  be  levied  against  individuals  who  disseminate  or  seek  to 
obtain  personal  information  contained  in  Federal  Hies. 

Mr.  Chairman,  it  is  essential  tint  the  Federal  Government,  the  larg- 
est  repository  °f  personal  records  in  the  country,  do  everything  possible 
to  safeguard  these  files  and  to  protect  the  rights  of  every  American 
citizen!  TT.R.  16373  contains  these  safeguards  and  protections.  I  will 
support  this  measure  and  T  urge  mv  colleagues  to  do  likewise. 

Mr.  MooRHEAn  of  Pennsylvania.  Mr.  Chairman,  T  have  no  further 
requests  for  time. 

The  Chairman.  Pursuant  to  the  rule,  the  Clerk  will  now  read  the 
committee  amendment  in  the  nature  of  n  substitute  printed  in  the  re- 
ported bill  as  an  original  bill  for  the  purpose  of  amendment.1 


1  See  p.  258. 
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Mr.  Moorhead  of  Pennsylvania  (during  the  reading).  Mr.  Chair- 
man, I  ask  unanimous  consent  that  the  bill  be  considered  as  read. 
printed  in  the  Record,  and  open  to  amendment  at  any  point. 

The  Chairman.  Is  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania  ? 

There  was  no  objection. 

AMENDMENTS   OFFERED   BY   MR.    MOORHEAD   OF   PENNSYLVANIA 

Mr.  Moorhead  of  Pennsylvania,  Mr.  Chairman,  I  offer  two  amend- 
ments, and  I  ask  unanimous  consent  that  my  amendments  be  con- 
sidered en  bloc. 

The  Chairman.  Is  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania  ? 

There  was  no  objection. 

The  Clerk  read  as  follows : 

Amendments  offered  by  Mr.  Moorhead  of  Pennsylvania  :  Page  22,  lines  19  and 
20.  strike  out  "in  any  rule  promulgated''. 

Page  27,  line  8,  immediately  after  "(2)"  insert  "subject  to  the  provisions  of 
paragraph  (5)  of  this  subsection,". 

Page  28,  line  12,  strike  out  "and"  :  on  line  16,  strike  out  the  period  and  insert  in 
lieu  thereof  " ;  and  " ;  and  immediately  after  line  16,  insert  the  following  new- 
paragraph  : 

(5)  at  least  30  days  prior  to  publication  of  information  under  paragraph  (2) 
(D)  of  this  subsection  publish  in  the  Federal  Register  notice  of  the  use  or  in- 
tended use  of  the  information  in  the  system,  and  provide  an  opportunity  for 
interested  persons  to  submit  written  data,  views,  or  arguments  to  the  agency. 

Mr.  Moorhead  of  Pennsylvania  (during  the  reading).  Mr.  Chair- 
man, I  ask  unanimous  consent  that  further  readme:  of  the  amendments 
be  dispensed  with.  They  have  been  distributed  to  the  minority  side,  and 
I  do  not  think  further  reading  of  the  amendments  is  necessary. 

The  Chairmax.  Is  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania  ? 

There  was  no  objection. 

(Mr.  Moorhead  of  Pennsylvania  asked  and  was  given  permission  to- 
re vise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  this  amendment  has 
also  been  discussed  in  advance  with  the  minority  side.  Its  purpose  is  to 
tighten  up  the  part  of  the  bill  under  which  a  Federal  agencv  makes 
its  determination  as  to  the  "routine  purpose"  for  which  records  con- 
tained in  a  system  of  records  are  to  be  used  or  intended  to  he  used.  As  I 
explained  in  earlier  remarks,  "routine"  uses  of  personallv  identifiable 
information  permit  an  agency  to  transfer  such  records  without  obtain- 
ing the  individual's  consent — within  the  agency  or  between  agencies — - 
in  the  "routine''  conduct  of  Government  business. 

It  is  essential,  however,  that  this  "routine"  authoritv  is  not  abused 
so  as  to  circumvent  the  basic  purposes  of  this  law.  Under  the  present 
language  of  the  bill,  an  agency — under  subsection  (e) — may  publish 
in  the  Federal  Register  a  list  of  each  "routine  purpose"  for  which 
records  in  an  information  system  are  used.  The  danger  is  that  there  is 
no  check  on  the  agencv — except  congressional  oversight — as  to  what 
might  be  called  a  "routine  purpose."  V  bureaucrat  might  be  tempted 
to  include  a  "nonroutine"  use  in  the  definition  of  "routine"  and  subvert 
the  safeguards  set  up  for  individual  privacy  in  this  bill. 
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Therefore,  the  purpose  of  these  amendments  is  to  subject  the  agency 
determination  to  public  scrutiny  by  providing  80  days  for  interested 
parties  to  submit  to  the  agency  after  publication  in  the  Federal  Regis- 
ter written  data,  views,  or  arguments  as  to  its  interpretal  ion  of  ''routine 
purpose/'  I  believe  that  this  amendment  strengthens  the  bill  against 
potential  bureaucratic  abuses  and  urge  that  it  be  adopted. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield  9 

Mr.  MooRHEAD  of  Pennsylvania.  I  yield  to  the  gentleman  from 
Illinois. 

Mr.  Eblenbobn.  Mr.  Chairman,  T  thank  the  gentleman  for  yielding 
to  me.  I  want  to  say  that  the  gentleman  from  Pennsylvania  lias  fur- 
nished me  with  a  copy  of  the  amendments,  and  I  support  the  amend- 
ments. 

The  Chairman-.  The  question  is  on  the  amendments  offered  by  the 
gentleman  from  Pennsylvania  (Mr.  Moorhead). 

The  amendments  were  agreed  to. 

AMENDMENT    OFFERED    BY    MR.    MOORHEAD    OF   PENNSYLVANIA 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  offer  a  technical 
amendment. 

The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Moorhead  of  Pennsylvania :  On  page  33,  line  2, 
after  "(F)  "insert  "and  (i)". 

On  page  30,  line  24,  strike  "  ( j )  or". 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  will  be  brief  in  ex- 
plaining this  amendment,  which  has  been  previously  discussed  with 
the  minority  side.  Very  simply,  it  tightens  up  a  part  of  the  bill  where 
a  loophole  might  exist.  It  provides  that  if  the  head  of  an  agency  utilizes 
the  authority  under  subsection  (j)  of  the  bill  to  exempt  a  system  of 
records  from  this  law.  such  action  shall  not  exempt  the  particular 
agency  from  safeguards  to  the  public  against  abuse  of  such  exemption 
authority  as  provided  in  subsection  (i),  imposing  criminal  penalties 
for  violations  of  the  act. 

I  trust  that  the  amendment  will  be  adopted. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Moorhead  of  Pennsylvania.  I  yield  to  the  gentleman  from 
Illinois. 

Mr.  Erlenborn.  Mr.  Chairman,  I  thank  the  gentleman  for  yielding 
to  me.  I  do  support  the  amendment. 

The  Chairman-.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Pennsylvania  (Mr.  Moorhead). 

The  amendment  was  agreed  to. 

AMENDMENT   OFFERED  BY   MR.    ERLENBORN 

Mr.  Erlenborn.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mi.  Erlenborn:  On  page  34,  in  line  14,  strike  out  the 
word  "or"  : 

In  line  16,  strike  out  the  period  and  insert  in  its  place  a  semi-colon ;  and 
After  line  16,  insert  the  following : 
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"(5)  investigatory  material  compiled  solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications  for  Federal  civilian  employment,  military 
service,  Federal  contracts,  or  access  to  classified  information,  but  only  to  the 
extent  that  the  disclosure  of  such  material  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express  promise  that 
the  identity  of  the  source  would  be  held  in  confidence,  or,  prior  to  the  effective 
date  of  this  section,  under  an  implied  promise  that  the  identity  of  the  source 
would  be  held  in  confidence ; 

"(6)  testing  or  examination  material  used  solely  to  determine  individual  qual- 
ifications for  appointment  or  promotion  in  the  Federal  service  the  disclosure  of 
which  would  compromise  the  objectivity  or  fairness  of  the  testing  or  examina- 
tion process ;  or 

"(7)  evaluation  material  used  to  determine  potential  for  promotion  in  the 
armed  services,  but  only  to  the  extent  that  the  disclosure  of  such  material  would 
reveal  the  identity  of  a  source  who  furnished  information  to  the  Government 
under  an  express  promise  that  the  identity  of  the  source  would  be  held  in  confi- 
dence, or,  prior  to  the  effective  date  of  this  section,  under  an  implied  promise  that 
the  identity  of  the  source  would  be  held  in  confidence." 

Mr.  Erlexborx  (during  the  reading).  Mr.  Chairman,  T  ask  unani- 
mous consent  that  further  reading  of  the  amendment  be  dispensed  with 
and  that  the  amendment  be  printed  in  the  Record  at  this  point. 

The  Chairman".  Is  there  objection  to  the  request  of  the  gentleman 
from  Illinois? 

There  was  no  objection. 

(Mr.  Erlenborn  asked  and  was  given  permission  to  revise  and  ex- 
tend his  remarks.) 

Mr.  Erlenrorn.  Mr.  Chairman,  a  copy  of  this  amendment  has  been 
furnished  to  the  majority,  and  since  the  amendment  has  not  been  read, 
I  would  like  to  briefly  describe  its  three  purposes.  This  adds  in  the 
specific  exemption,  subsection  (k)  (3)  exemptions  not  found  in  the  bill. 

The  first  is  investigatory  material  compiled  solely  for  the  purpose  of 
determining  suitability,  eligibility,  or  qualification  for  Federal  civil- 
ian employment,  military  service.  Federal  contracts,  or  access  to  clas- 
sified information,  but  only  to  the  extent  that  the  disclosure  of  such 
materia]  would  reveal  the  identity  of  the  source  that  was  a  confidential 
source,  promised  confidentiality. 

As  I  said  during  the  general  debate,  the  Washington  Post  this  morn- 
ing, in  an  editorial,  incorrectly  described  this  as  closing  the  files  en- 
tirely. The  files  will  be  open.  The  individual  will  have  access  to  the 
files  and  to  the  information  contained  therein.  But  we  will  protect  the 
confidentiality  of  statements  that  have  been  given  in  the  past  on  a 
promise  of  confidentiality,  express  or  implied,  and  will  protect  in  the 
future  the  confidentiality  of  statements  that  were  given  by  someone 
with  an  express  promise" of  confidentiality. 

^  The  second  part  of  the  amendment  will  exempt  testing  or  examina- 
tion material  used  solely  to  determine  individual  qualifications  for 
appointment  or  promotion  in  the  Federal  service,  the  disclosure  of 
which  would  compromise  the  objectivity  or  fairness  of  the  testing  or 
examination  process. 
>  This  amendment  has  been  requested  by  the  Civil  Service  Commis- 
sion. Under  the  bill,  without  this  exemption,  each  test  that  is  given — 
and  there  are  hundreds  of  such  tests  that  have  been  prepared  by  the 
Civil  Service  Commission — would  be  available  to  any  individual  who 
took  the  test — the  questions  and  the  answers.  That  test  then  would  be 
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compromised  and  could  never  be  used  again.  The  Civil  Service  Com- 
mission would  have  to  prepare  a  whole  now  tost  the  next  time  a  best  in 
that  area  was  given.  This  would  be  an  unnecessary  expense  without 
enhancing  the  privacy  of  any  individual.  I  think  this  portion  of  the 
amendment  is  certainly  warranted. 

Lastly,  my  amendment  provides  a  specific  exemption  for  evaluation 
material  used  to  determine  potential  for  promotion  in  the  Armed 
Services,  but  again,  only  to  the  extent  that  it  is  necessary  to  protect  a 
confidential  source. 

As  to  the  first  and  third  portions  of  this  amendment,  the  protection 
of  confidential  sources.  I  think  it  is  very  interest  inn:  that  the  House 
today  overrode  a  veto  of  amendments  to  the  Freedom  of  Information 
Act,  and  that  Freedom  of  Information  Act  gets  into  the  same  area  of 
information. 

Listen  to  the  report  of  the  conference  committee  relative  to  the  Free- 
dom of  Information  Act.  It  says : 

In  every  case  where  the  investigatory  records  sought  were  compiled  for  law  en- 
forcement purposes,  either  civil  or  criminal  in  nature,  the  agencies  can  withhold 
the  names,  addresses  and  other  information  that  would  reveal  the  identity  of  a 
confidential  source  who  furnished  the  information. 

So  there,  in  that  act,  we  saw  the  need  to  protect  the  confidential 
source.  T  think  we  should  do  likewise  in  this  act. 

Mr.  Chairman,  the  President  on  October  9th  issued  a  statement  en- 
dorsing the  legislation  before  us.  He  had  in  that  statement,  however, 
one  reservation.  He  said  : 

H.R.  10373.  the  Privacy  Act  of  1074.  has  my  enthusiastic  support  except  for  the 
provisions  which  will  allow  unlimited  individual  access  to  records  vital  to  deter- 
mining eligibility  and  promotion  in  the  Federal  service  and  access  to  classified 
information. 

I  strongly  urge  a  floor  amendment  permitting  workable  exemptions 
to  accommodate  these  situations.  This  is  the  amendment  that  will  meet 
the  President's  concern,  and  I  think  it  is  a  valid  concern. 

There  is  one  last  observation  that  I  would  like  to  make.  I  have  here 
a  copy  of  the  decision  in  the  case  of  Koch  against  the  Department  of 
Justice.  It  is  a  decision  of  the  District  Court  of  the  District  of  Co- 
lumbia, which  is  considered  one  of  the  more  liberal  courts,  and  the 
judge  was  Judge  Gerhard  Gesell,  who  is  considered  one  of  the  more 
libera]  judges. 

I  would  like  to  read  just  one  or  two  excerpts  from  the  decision. 

The  judge  says: 

Background  files  on  Congressman  Bingham  which  were  compiled  during  in- 
vestigations into  his  eligibility  for  certain  high  Government  posts.  Such  em- 
ployment checks  are  routine,  fully  authorized,  and  essential  to  the  maintenance  of 
integrity  in  government  service. 

The  court  later  in  another  part  says  as  follows : 

Plaintiffs'  narrower  interpretation  of  that  exemption  is  unjustified,  since  it 
would  require  disclosure  of  highly  confidential  Information  supplied  to  Bureau 
investigators.  Tn  order  to  insure  such  confidentiality.  FRT  files  may  he  withheld 
if  law  enforcement  was  a  significant  aspect  of  the  investigation. 
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The  judge  goes  on  further  to  say  : 

This  is  true  even  if  the  laws  being  enforced  were  regulatory  rather  than  crim- 
inal in  nature. 

Then  the  judge  later  says : 

Even  inactive  investigatory  files  may  have  to  be  kept  confidential  in  order  to 
convince  citizens  that  they  may  safely  confide  in  law  enforcement  officials. 

Mr.  Chairman,  unless  we  adopt  this  amendment,  confidential  state- 
ments given  to  investigators  in  the  past  will  be  made  available  to  the 
persons  about  whom  the  investigations  are  being  made. 

The  Chairman.  The  time  of  the  gentleman  from  Illinois  (Mr.  Erl- 
enborn)  has  expired. 

(By  unanimous  consent,  Mr.  Erlenborn  was  allowed  to  proceed  for 
2  additional  minutes.) 

Mr.  Erlexborx.  Mr.  Chairman,  there  are  literally  hundreds  of 
thousands  of  people  across  this  country,  many  Members  of  Congress 
included,  who  in  the  past  have  given  confidential  statements  relative 
to  people  who  are  being  considered  for  high  Government  posts.  These 
confidential  statements  will  be  opened  up  to  the  individual  who  is  be- 
ing investigated  if  the  bill  passes  without  amendment — and,  I  think 
equally  important,  in  the  future  we  would  not  be  able  to  conduct  mean- 
ingful investigations  into  such  matters  as  the  appointment  of  a  Vice 
President  and  the  appointment  of  members  of  the  courts,  including  the 
Supreme  Court,  District  Courts,  and  so  forth,  unless  we  have  limited 
ability  to  promise  confidentiality  where  it  is  necessary  to  get  candid 
information  concerning  individuals. 

Mr.  Chairman,  I  hope  that  my  amendment  will  be  supported. 

Mr.  Smith  of  New  York.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Erlexborx.  I  yield  briefly  to  the  gentleman  from  New  York. 

Mr.  Smith  of  Xew  York.  Mr.  Chairman,  do  T  understand  that  the 
gentleman's  amendment  would  open  the  tiles,  as  far  as  the  background 
statements  themselves  are  concerned,  as  long  as  the  identity  of  the 
person  making  those  statements  was  preserved? 

Mr.  Erlexborx".  Mr.  Chairman,  T  thank  the  gentleman  for  his  ques- 
tion. The  gentleman  is  exactly  right. 

The  information,  derogatory  or  otherwise,  will  be  made  available 
to  the  individual.  The  only  portion  that  will  be  kept  confidential  is  the 
name  of  the  one  who  has  given  the  information  in  confidence,  or  such 
information  as  might  lead  to  his  identity. 

Mr.  Smith  of  Xew  York.  I  thank  the  gentleman. 

Mr.  Holifield.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Erlex'borx-.  I  yield  to  the  gentleman  from  California. 

Mr.  Holifield.  Mr.  Chairman,  I  would  like,  of  course,  to  say,  not 
being  a  lawyer,  that  I  find  myself  at  somewhat  of  a  disadvantage, 
with  the  very  complexity  of  this  bill. 

I  recognize  the  laudable  purpose  of  it.  I  do  intend  to  vote  for  the 
bill.  In  committee  I  did  vote  with  the  gentleman  for  this  amendment, 
or  one  very  close  to  it.  There  seems  to  be  a  difference  of  opinion  as  to 
whether  this  is  the  exaet  amendment  or  not.  I  expect  to  vote  for  it  at 
this  time. 
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I  think  that  if  wo  do  reveal  the  sources  of  confidential  information, 

after  we  have  or  an  agency  lias  obtained  the  information  under  the 
promise  of  protecting  the  source,  it  would  imperil  the  access  to  infor- 
mal ion  which  we  should  have. 

The  Chairman.  The  time  of  the  gentleman  from  Illinois  (Mr. 
Erlenborn)  has  expired. 

(On  request  of  Mr.  Holifield  and  by  unanimous  consent,  Mr.  Erlen- 
born was  allowed  to  proceed  for  2  additional  minutes.) 

Mr.  Holifikld.  Mr.  Chairman,  I  also  believe  that  there  might  bo  a 
great  danger,  both  to  the  Government  and  to  the  individual  involved 
who  gave  that  information,  if  the  source  was  revealed. 

Therefore.  I  find  myself  in  general  agreement  with  this  amendment. 
I  voted  for  the  amendment  in  committee,  although  we  lost  it  in  commit- 
tee, as  the  gentleman  remembers.  It  does  seem  to  me  that  it  is  a  pro- 
tective amendment. 

We  are  skating  on  thin  ice.  between  freedom  of  information  and  pri- 
vacy of  information,  and  I  think  the  extra  care  that  this  would  give 
or  the  extra  protection  it  would  give  to  sources  that  might  be  vital  to 
the  Government  in  many  fields  is  worthy  of  consideration. 

Mr.  Chairman,  I  would  hope  that  the  chairman  of  the  subcommittee, 
unless  there  is  a  very  strong  reason,  which  he  will  undoubtedly  express 
if  there  is  such  a  reason,  might  be  able  to  accept  this  amendment. 

Mr.  Erlexborx.  Mr.  Chairman,  I  thank  the  gentleman  for  his  sup- 
port, 

Mr.  Mooriiead  of  Pennsvlvania.  Mr.  Chairman,  will  the  gentleman 
yield? 

Mr.  Erlexborx.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Moortiead  of  Pennsylvania.  Mr.  Chairman,  I  will  say  to  the 
chairman  of  the  full  committee  that  I  felt  that  I  am  bound  by  the  vote 
of  the  full  committee,  which,  as  I  recall,  was  22  to  11  not  to  accept  the 
amendment  offered  by  the  gentleman  from  Illinois. 

I  have  tried  to  negotiate  portions  of  this  matter  with  him.  but  unsuc- 
cessfully, even  though  we  have  been  very  successful  in  reaching  agree- 
ments on  many  other  pieces  of  legislation. 

Mr.  Goldwater.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Erlexborx.  I  will  be  happy  to  yield  to  the  gentleman  from 
California. 

Mr.  Goldwater.  I  thank  the  gentleman  for  vielding.  I  would  like  to 
ask  him  a  question.  I  can  appreciate  what  the  gentleman  is  trying  to  do, 
and  that  is  to  protect  the  parties'  sources  of  information,  but  is  there 
anvwhere  any  protection  to  eliminate  the  inclusion  of  vicious  rumors, 
subjective  opinions,  false  statements,  or  honest  mistakes  that  are  in  the 
records  that  are  supplied  by  those  parties  ? 

Mr.  Erlexborx.  Yes.  I  would  point  out  that  the  information  in  the 
file  will  be  made  available  quite  generally,  whether  it  is  derogatory, 
defamatory,  or  whatever.  \Ye  will  only  protect  the  confidential  source. 

Mr.  Moortteao  of  Pennsylvania.  Mr.  Chairman.  I  make  the  point  of 
order  that  a  quorum  is  not  -nrosent. 

The  Cttatrmax.  The  Chair  will  count. 

Thirty-six  Members  are  present,  evidently  not  a  quorum. 
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In  view  of  the  inoperability  of  the  electronic  device,  the  Clerk  will 
call  the  roll. 

The  Clerk  called  the  roll,  and  the  following  Members  failed  to  an- 
swer to  their  names : 

[Roll  No.  636] 


Ashley 

Baker 

Bergland 

Bingham 

Blatnik 

Boggs 

Bra  seo 

Breaux 

Broonifield 

Brotzman 

Burton,  John 

Burton,  Phillip 

Camp 

Carey.  N.Y. 

Chappell 

Clay 

Cohen 

Conable 

Conlan 

Conghlin 

Croriiri 

Davis,  Ga. 

Diggs 

Dingell 

Downing 

Drinan 

Esch 

Eshleman 

Evans,  Colo. 

Folev 

Ford 


Fraser 

Fulton 

Gibbons 

Ginn 

Goodling 

Grasso 

Gray 

Green,  Oreg. 

Hanrahan 

Hansen.  Wash. 

Hebert 

Heckler,  Mass. 

Jarman 

Jones,  Ala. 

Jones,  N.C. 

Knykendall 

Leggett 

Luken 

McEwen 

McKinney 

Madigan 

Martin,  Nebr. 

Mathias,  Calif. 

Mayne 

Meioher 

Mitchell,  M<L 

Murphy,  111. 

Murphy,  N.Y. 

Nichols 

Obey 

O'Hara 


Parris 

Patinan 

Pike 

Poage 

Podell 

Quie 

Rarick 

Reid 

Riegle 

Roncallo,  N.Y. 

Rooney,  N.Y. 

Rosenthal 

Runnels 

Sandman 

Shoup 

Stark 

Steele 

Steiger,  Ariz. 

Teague 

Tiernan 

Ullman 

Veysey 

Waldie 

Wilson,  Charles  H., 

Calif. 
Wyatt 
Wyman 
Young,  Alaska 
Zion 


Accordingly  the  Committee  rose;  and  the  Speaker  pro  tempore 
(Mr.  McFall)  having  assumed  the  chair,  Mr.  Brademas,  Chairman  of 
the  Committee  of  the  Whole  House  on  the  State  of  the  Union,  reported 
that  that  Committee,  having  had  under  consideration  the  bill  H.R. 
16373.  and  finding  itself  without  a  quorum,  he  had  directed  the  roll 
to  be  called,  when  344  Members  responded  to  their  names,  a  quorum, 
and  he  submitted  herewith  the  names  of  the  absentees  to  be  spread 
upon  the  Journal. 

The  Committee  resumed  its  sitting. 

The  Chairman.  The  Chair  recognizes  the  gentleman  from  Pennsyl- 
vania (Mr.  Moorehead) . 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  rise  in  opposition 
to  the  amendment. 

I  oppose  the  amendment  because  I  think  it  makes  second-class  cit- 
izens out  of  some  4%  million  Government  employees,  civil  and  mili- 
tary. And  I  wish  to  report  to  the  membership  that  the  amendment  is 
opposed  by  the  Government  Employees  Council,  AFL-CIO. 

Mr.  Fascell.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Moortieai)  of  Pennsylvania.  At  this  time  I  yield  to  my  colleague 
on  the  committee,  the  gentleman  from  Florida  (Mr.  Fascell). 
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Mr.  Fa»  ell.  Mr.  CI  airman,  I  thank  the  gentleman  for  yieldii 

I  also  am  strongly  opposed  to  this  amendment,  because  what  it  does 
is  set  up  a  whole  new  exemption  and  write  n  provision  into  law  which 
does  not  now  exist.  Otherwise  there  would  be  no  reason  for  the  amend- 
ment. 

The  amendment  specifically  exempts  from  the  provisions  of  this  bill 
identity  or  source  of  information.  There  is  no  such  exempt  ion  now  in 
the  law. 

Other  Members,  just  as  T  have  been,  have  been  asked  many,  many 
times  to  give  information.  Never  have  I  had  any  Government  agency  or 
agent  say  to  me,  "Sii%  the  information  yon  give  me  is  classified"  or 
"The  information  will  be  kept  confidential." 

Mr.  Chairman,  what  the  pending  amendment  would  do  is  write  this 
tremendous  loophole  into  the  statutes  of  this  country  and  change  the 
complete  thrust  of  this  bill.  That  is  what  this  amendment  does,  is  to 
give  the  applicant  the  right  to  look  at  information :  the  burden  is  then 
on  him  to  prove  his  innocence  without  ever  knowing  who  the  person 
was  or  what  the  source  was  of  the  adverse  or  derogatory  information. 

Mr.  Chairman,  this  amendment  destroys  the  principal  purpose  of 
this  hill. 

Ms.  Abzug.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Mooriieao  of  Pennsylvania.  I  yield  to  the  gentlewoman  from 
New  York. 

Ms.  Anzro.  Mr.  Chairman.  T  might  add  that  should  there  he  any 
serious  question  of  the  need  to  protect  the  confidentiality  of  inform- 
ants' identity  for  law  enforcement  activities  or  for  national  security 
purposes,  that  identity  would  he  protected  under  specific  exemptions 
in  the  bill  which  we  have  before  us. 

So  that  the  only  purpose  that  the  amendment  offered  by  the  gentle- 
man from  Illinois  (Mr.  Erlenborn)  would  serve  would  be,  as  has  been 
stated  by  both,  of  my  colleagues  on  the  committee,  to  exempt  millions 
of  civilian  emplovees  and  military  employees  from  the  safeguard  pro- 
visions of  th;s  bill,  which  are  so  desperately  needed.  The  need  for  pri- 
vacy protections  for  these  particular  groups  has  been  amply  document- 
ed by  a  GAO  report  which  is  in  our  committee  and  which  the  gentle- 
man is  well  aware  of. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  in  the  interest  of 
brevity,  T  yield  hack  the  balance  of  my  time  and  I  hope  that  a  vote 
can  be  called  for  promptly. 

Mr.  (tOldwater.  Mr.  Chairman.  T  move  to  strike  the  last  word. 

Mr.  Chairman,  T  rise  with  certain  reservations  with  regard  to  this 
amendment.  T  likewise  am  greatly  concerned  with  protecting  the  rights 
of  applicants  for  civil  service  employment  and  with  insuring  that  the 
applicant  have  access  to  information  about  him  that  is  furnished  by 
third  parties.  I  likewise  recognize  the  difficult  question  regarding 
policy  matters  contained  in  this  particular  bill,  in  that,  if  taken  in  its 
true  sense,  open  up  disclosure  of  third-party  information. 

T  would  like  at  this  point  to  ask  the  author  of  the  amendment  (Mr. 
Erlenborn)  a  few  questions  if  he  would  be  kind  enough  to  respond. 
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Mr.  Erienborn,  what  in  this  provision  provides  for  the  applicant  to 
rebut  or  to  countermand  any  vicious  rumors  or  subjective  opinions  or 
false  statements  or  honest  mistakes  taken  from  third  parties  aboul  an 
individual  ? 

Mr.  Erlbnborn.  If  the  gentleman  will  yield,  (lie  bill  itself  provides 
for  the  first  time  the  right  of  access  by  an  individual  to  records  main- 
tained concerning  himself  or  herself,  and  the  bill  provides  tli;ii  if  the 
individual  believes  that  the  information  is  inaccurate,  lie  has  a  right 
to  demand  that  the  information  be  corrected.  This  is  as  to  all  records 
generally  and  can  be  applicable  to  these  free  employment  and  security 
investigation  files  as  well.  Therefore,  the  application  of  the  bill — not 
the  amendment — but  the  application  of  the  bill  is  such  that  it  provides 
this  right  to  the  individual  to  demand  that  a  file  be  made  accurate  if 
he  considers  it  to  be  inaccurate. 

Mr.  Goldwater.  How  will  the  applicant  know  that  there  is  included 
in  his  file  information  from  a  third  party  or  confidential  source? 

Mr.  Erlenborn.  Will  the  gentleman  yield? 

Mr.  Goldwater.  Yes,  I  yield  to  the  gentleman. 

Mr.  Erlenborn.  As  provided  in  my  amendment,  the  information 
contained  in  the  file  will  be  made  available  to  the  individual  about 
whom  the  file  has  been  maintained. 

Only  to  the  extent  that  the  confidential  source  would  be  com- 
promised would  we  keep  the  name  of  the  individual  who  is  the  con- 
fidential source  or  such  information  as  would  identify  him  from  the 
applicant.  That  information  would  be  kept  from  the  individual  seek- 
ing information.  Otherwise,  all  the  rest  of  the  contents  of  the  filer 
including  any  of  this  derogatory  information,  would  be  made  available 
to  the  jobseeker. 

Mr.  Goldwater.  Is  it  your  understanding  that  your  amendment 
notwithstanding,  the  applicant  would  be  allowed  to  file  with  this  in- 
formation obtained  from  a  confidential  source  his  own  version  or  his 
own  rebuttal  or  perhaps  his  own  denial  of  that  accusation  or  erro- 
neous information  ? 

Mr.  Erlenborx.  Yes.  Under  the  terms  of  the  bill  itself,  that  would 
be  a  remedy  available  to  the  individual  about  whom  the  file  was  kept. 

Mr.  Goldwater.  One  other  question:  It  is  my  understanding  that 
promises  of  confidentiality  have  in  most  cases  only  been  made  on  the 
strength  of  bureaucratic  authority  as  to  most  Civil  Service  records  and 
that  there  is  no  statutory  authority  for  agencies  to  grant  confidential- 
ity or  protection ;  am  I  correct  ? 

Mr.  Ert/f^tborn.  If  the  gentleman  will  yield,  in  the  past,  of  course, 
an  individual  never  had  an  opportunity  to  go  into  his  security  clear- 
ance file  or  into  his  free  emplovment  file. 

Therefore,  the  question  really  never  arose. 

In  the  past  there  has  been  lawfully  expressed  and  implied  promises 
of  confidentiality  given  to  those  who  have  made  statements  to  inves- 
tigators. 

The  function  of  this  bill,  if  it  is  not  amended  by  the  Erlenborn 
amendment,  will  be  to  open  up  all  of  those  old  files  so  that  those  state. 
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merits  that  were  given  in  confidence  will  now  be  made  available  to  the 
individual. 
The  gentleman  Prom  Florida  says  that  he  has  never  had  any  prom- 

-  or  implied.  In  that  case,  his  name  will  be  made  avail" 
able  if  he  is  one  who  has  given  such  a  statement,  because  the  only  thing 
that  would  be  protected  are  those  confidential  sources. 
Mr.   Goldwater.  Obviously,  it  appears  by  this  Language  in  the 

amendment  that  we  are  in  essence  legit imatizing  this  practice. 

The  Chairman.  The  time  of  the  gentleman  from  California  has 
expired. 

(  By  unanimous  consent.  Mr.  Goldwater  was  allowed  to  proceed  for 
1  additional  minute. ) 

Mr.  Goldwater.  One  last  question,  Mr.  Chairman,  and  that  is:  This 
gives  discretion  to  the  agency  to  arbitrarily  decide  which  information 
it  will  supply,  and  which  information  it  will  withhold.  The  question 
that  occurs  to  me  is,  where  is  the  check  and  balance?  It  is  the  inten- 
tion of  this  committee  that  information  should  be  disclosed  to  an 
applicant  or  to  an  individual  upon  request,  but,  if  there  is  this  discre- 
tion within  the  agency,  then  where  is  the  check  and  the  balance? 
Where  is  the  impartial  review,  the  in  camera  inspection  to  determine 
whether  in  fact  all  information  is  included,  or  whether  in  fact  third 
parties  should  perhaps  be  made  available? 

Mr.  Erlexrorn.  If  the  gentleman  will  again  yield,  I  think  the 
general  access  to  the  courts,  as  we  provide  in  the  bill,  would  provide 
that.  However,  let  me  make  this  one  additional  point,  and  that  is  that 
many  Members  of  this  House,  myself  not  included,  but  many  Members 
of  the  House  have  sponsored  the  newsmen's  shield  bill,  realizing  the 
great  advantage  that  there  is  in  confidential  sources,  and  it  will  protect 
such  sources  of  newsmen  and  newspapers,  and  it  would  shield  them  so 
that  they  would  not  have  to  reveal  their  sources  and,  if  we  pass  that 
legislation  we  would  find  that  possibly  just  wild  rumors  could  be 
printed  in  the  paper,  and  the  source  of  the  information  to  the  news 
media  could  not  be  revealed. 

The  Chairman.  The  time  of  the  gentleman  has  again  expired. 

Mr.  Moohhead  of  Pennsylvania.  Mr.  Chairman,  I  ask  unanimous 
consent  that  all  debate  on  this  amendment  and  all  amendments  thereto 
do  now  close. 

The  Chairman,  Ts  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania? 

There  was  no  objection. 

The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Illinois  (Mr.  Erlenborn). 

The  question  was  taken,  and  the  Chairman  announced  that  the  noes 
appeared  to  have  it. 

RECORDED  VOTE 

Mr.  Erlenborn.  Mr.  Chairman,  I  demand  a  recorded  vote. 
A  recorded  vote  was  ordered. 

The  vote  was  taken  by  clerks,  and  there  were — ayes  192,  noes  177, 
not  voting  65,  as  follows : 


917 


Abdnor 

Anderson,  111. 

Andrews,  N.  Dak. 

Archer 

Arends 

Armstrong 

Ash brook 

Bauman 

Beard 

Bell 

Bevill 

Biester 

Blackburn 

Bray 

Breaux 

Brinkley 

Brotzman 

Brown,  Mich. 

Brown,  Ohio 

Broyhill,  N.G. 

Broyhill,  Va. 

Burgener 

Burke,  Fla. 

Burleson,  Tex. 

Butler 

Byron 

Carter 

Casey,  Tex. 

Clancy 

Clausen,  Don  H. 

Clawson,  Del. 

Cleveland 

Collier 

Collins,  Tex. 

Conte 

Coughlin 

Crane 

Daniel,  Dan 

Daniel,  Robert  W.,  Jr. 

Davis,  S.C. 

Dellenback 

Denholm 

Dennis 

Derwinski 

Devine 

Dickinson 

Downing 

Duncan 

du  Pont 

Edwards,  Ala. 

Erlenborn 

Esch 

Findley 

Fish 

Fisher 

Flowers 

Flynt 

Forsythe 

Fountain 

Frelinghuysen 

Frenzel 

Frey 

Fuqua 

Gettys 
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(Jinn 

G-oodling 

Gray 

Gross 

G rover 

Gubser 

Gude 

Guyer 

Ilammerschmidt 

Hansen,  Idaho 

Hastings 

Hays 

Heckler,  Mass. 

Heinz 

Henderson 

Hillis 

Hinshaw 

Hogan 

Holifield 

Holt 

Horton 

Hosnier 

Huber 

Hunt 

Hutchinson 

Ichord 

J  arm  an 

Johnson,  Colo. 

Johnson,  Pa. 

Jones,  Okla. 

Jones,  Tenn. 

Jordan 

Kemp 

Ketchum 

Lagomarsino 

Landgrebe 

Latta 

Lent 

Lott 

Lujan 

McClory 

McCloskey 

McCollister 

McDale 

McEwen 

McKay 

Mali  on 

Mallary 

Mann 

Maraziti 

Martin,  Nebr. 

Martin,  N.C. 

Mayne 

Milford 

Miller 

Minshall,  Ohio 

Mizell 

Mollohan 

Moorhead,  Calif. 

Myers 

Nedzi 

Nelson 

O'Brien 

Patten 


Pettis 

Pike 

Powell,  Ohio 

Preyer 

Price,  Tex. 

Pril  chard 

Quie 

Quillen 

Randall 

Regula 

Rhodes 

Roberts 

Robinson,  Va. 

Robison,  N.Y. 

Rousselot 

Ruppe 

Satterfield 

Scherle 

Schneebeli 

Sebelius 

Shriver 

Shuster 

Sikes 

Skubitz 

Smith,  N.Y. 

Snyder 

Spence 

Stanton,  J.  William 

Steed 

Steele 

Steiger,  Ariz. 

Steiger,  Wis. 

Stratton 

Stubblefleld 

Symms 

Talcott 

Taylor,  Mo. 

Taylor,  N.C. 

Thomson,  Wis. 

Thone 

Treen 

Ullman 

Vander  Jagt 

Veysey 

Waggonner 

Walsh 

Wampler 

Wa  re 

Whalen 

White 

Whitehurst 

W  id  nail 

Wiggins 

Williams 

Wilson,  Bob 

Winn 

Wydler 

Wylie 

Young,  Alaska 

Young,  Pla. 

Young,  111. 

Young,  S.C. 

Zion 

Zwach 
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A.l. 

.:.<1»T 

alii 

.Mini.: 

A-i'in 

.11.. 

Barrett 

-- 

.  i am 
and 

•  :11:1s 

a,  Calif. 

man 
Burke,  Calif. 
Burke,  Mass. 
Burlison,  Mo. 
Burton,  John 
Burton,  Phillip 
Car ne j  .  <  >hio 
Chisholm 
> 

Collins,  111. 
Conj 
< 'orman 
Cotter 

Culver 

1  Daniels,  I  tominick  V. 

Soil 

i  Garza 

iney 
Dellums 
Dent 

gell 
ihue 

1  >«»ni 

.in 
Eckhardt 
Edwards,  Calif. 

Evans,  < "<>1'>. 
Evins,  Trim. 

U 
Flood 
Foley 
Ford 
Fra8er 
<  ,.i\  doa 
mo. 
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Gibbons 

Gilnian 

Goldvi  ater 

( ronsalea 

Green,  Pa. 

Gunter 

Haley 

Hamilton 

Han 

Haurahan 

Hansen,  Wash, 

Harrington 

Haw  kins 

Hechler,  W.  Va. 

HelstoskJ 

Hicks 

Holtzman 

Howard 

1  [udnut 

Hungate 

Johnson,  Calif. 

Karth 

Kastenmeier 

Kazen 

Kluczynski 

Koch 

Kyros 

U  ggett 

Lehman 

Litton 

Long,  La. 

Long,  Md. 

Luken 

McCormack 

Me  Fall 

McSpadden 

Macdonald 

Madden 

Matsunaga 

Mazzoli 

.Meeds 

Melcher 

Metcalfe 

Mezvinsky 

Mills 

Minish 

Mink 

Mitchell,  N.Y. 

Moakley 

Montgomery 

Moorhead,  Pa. 

Morgan 

Mosher 

Moss 

Murphy,  N.Y. 

Murtha 

Natcher 

Xix 

Obey 


O'Hara 

Owens 

Passman 
Pepper 

Pei  kins 
Peyser 

Price.  111. 

Range! 

Bees 

Eeid 

Reuse 

Rinaldo 

Rodino 

Roe 

Rogers 

R  tncalio,  Wyo. 

Rooney,  Pa. 

Rose 

Rosenthal 

Rostenkowski 

Roush 

Roy 

Roybal 

Ryan 

sr  Germain 

Sarasin 

ISarbanes 

Schroeder 

Seiberling 

Shipley 

Sisk 

Slaek 

Smith,  Iowa 

Stanton,  James  V. 

Stark 

Steelman 

Stephens 

Stokes 

Studds 

Sullivan 

Symington 

Thompson,  N.J. 

Tiernan 

Traxler 

Udall 

Van  Deerlin 

Vander  Veen 

Vanik 

Vigorito 

Whitten 

Wilson.  Charles,  Tex. 

Wolff 

Wright 

Yates 

Yatron 

Young,  Ga. 

Young.  Tex. 

Zablocki 
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Baker 

Fulton 

Patman 

Berglitnd 

Grasso 

Poage 

Blatnik 

Green,  Or  eg. 

Podell 

Boggs 

Griffiths 

Kailsback 

Brasco 

Hanna 

Rarick 

Broom  field 

Harslia 

Riegle 

Camp 

llebert 

Roncallo,  N.Y. 

Carey,  N.Y. 

Jones,  Ala. 

Kooney,  N.Y. 

Cederberg 

Jones,  N.C. 

Runnels 

Chamberlain 

King 

Ruth 

Gbappell 

Kuykendall 

Sandman 

Clark 

Landrum 

Shonp 

Cochran 

McKinney 

Staggers 

Cohen 

Madigan 

Stuckey 

Conable 

Mathias,  Calif. 

Teague 

Conlan 

Mathis,  Ga. 

Thornton 

Gronin 

Michel 

Towell,  Nev. 

Davis,  Ga. 

Mitchell,  Md. 

Waldie 

Davis.  Wis. 

Murphy,  111. 

Wilson,  Charles  II., 

Dulski 

Nichols 

Calif. 

Eshleman 

O'Neill 

Wyatt 

Froehlieh 

P  arris 

Wyman 

So  the  amendment  was  agreed  to. 

The  result  of  the  vote  was  announced  as  above  recorded. 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Chairman.  I  rise  to  see  if  I  can 
determine  how  many  more  amendments  there  are  expected  to  be  of- 
fered, to  see  if  it  would  be  possible  to  arrive  at  an  agreement  on  time, 
for  closing  debate  on  this  legislation. 

Mr.  Erlenborx.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Moorhead  of  Pennsylvania.  I  yield  to  the  gentleman  from 
Illinois. 

Mr.  Erlenborx.  Mr.  Chairman,  we  just  checked  at  the  minority 
desk  as  to  how  many  amendments  we  are  aware  of.  There  are  about  12 
or  13,  not  all  of  them  are  contested ;  probably  4  or  5  are  contested. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  will  not  make  my 
unanimous  consent  request  at  this  point. 

AMENDMENT    OFFERED    BY    MR.    FASCELL 


Mr.  Fascell.  Mr.  Chairman,  I  oifer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  hy  Mr.  Fascell  :  Page  31,  line  5,  strike  out  line  5  and  a!J 
that  follows  through  line  13  and  insert  in  lieu  thereof  the  following : 

"(3)  In  any  suit  brought  under  the  provisions  of  subsection  (g)  (1)  (B)  or  (C) 
of  this  section  in  which  the  court  determines — 

"(A)  that  the  agency  has  refused  or  failed  to  comply  with  any  of  the  provi- 
sions of  this  section,  or  any  rule  promulgated  thereunder,  the  United  States  shall 
be  liable  to  the  individual  in  an  amount  equal  to  the  sum  of — 

"(i)  actual  damages-  sustained  by  the  individual  as  a  result  of  the  refusal  or 
failure ;  and 

"  (ii)  the  costs  of  the  action  together  with  reasonable  attorney  fees  as  deter- 
mined by  the  court ;  or 

"(B)  that,  the  agency's  refusal  or  failure  lias  been  willful,  arbitrary,  or  capri- 
cious, the  United  States  shall  be  liable  to  the  individual  in  an  amount  equal  to 
the  sum  of — 
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"(i)  actual  damages  sustained  by  the  individual  as  a  result  of  the  refusal  or 
failure;  and 

M(ii)  punitive  damages  allowed  by  the  court ;  and 

"(iii)  the  costs  of  the  action  together  with  reasonable  attorney  fees  as  deter- 
mined by  the  court." 

(  Mr.  Fascell  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Fascell*  Mr.  Chairman,  what  my  amendment  does  is  to  restore 
to  the  bill  language  which  was  in  the  hill  in  subcommittee,  si  rioken  out 

in  the  full  committee,  dealing  with  damages,  the  right  of  damages  and 
remedies  available  to  the  individual. 

If  the  members  of  the  committee  will  follow  me,  in  the  present  bill 
on  page  31  with  the  section  we  are  talking  about,  they  will  find  the 
remedies  in  the  lawsuit  there  for  actual  damages  sustained  by  the  in- 
dividual, together  with  the  court  costs  and  reasonable  attorney  fees. 

The  Members  will  notice,  however,  that  it  is  predicated  only  in  those 
cases  where  there  is  willful,  arbitrary  or  capricious  action  by  the 
agency.  There,  the  Members  will  find  a  complete  departure  from  ordi- 
narily understood  law,  tort  law.  A  remedy  that  would  be  available  to  an 
individual  if  he  were  damaged  in  this  case,  Ave  limit  his  recovery  to 
actual  damages.  We  require  him  to  prove  that  he  was  damaged  by  a 
willful,  arbitrary,  or  capricious  violation,  the  kind  of  burden  which 
is  a  very  difficult  burden,  I  assure  the  Members,  as  a  lawyer.  The  Mem- 
bers who  are  lawyers  know  that,  where  we  place  that  kind  of  a  burden 
only  in  those  cases  where  we  seek  punitive  damages. 

So,  what  my  amendment  would  do  would  be  to  restore  the  right  of 
actual  damage  in  those  cases  where  there  is  a  refusal  or  a  failure  to 
compl}T  witli  the  law,  aside  from  whether  it  is  willful,  capricious  or 
arbitrary;  just  sheer  negligence,  whether  it  is  inadvertent  or  not.  The 
fact  that  there  is  a  refusal  or  an  inability  or  a  failure  to  comply  with 
the  law  then  will  allow  the  individual  to  redress  for  actual  damages 
and  the  costs  of  the  action. 

Then,  what  we  do  in  those  cases  where  we  have  willful,  arbitrary 
or  capricious  action  by  an  agency  is  to  allow  recovery  for  actual  dam- 
age or  punitive  damage.  So,  what  this  amendment  does,  to  recap,  is  to 
take  the  reasonable  remedy,  restore  the  rights  to  the  individual  wdio  is 
actually  damaged  in  the  cases  where,  in  the  present  bill  now,  it  is  only 
actual  damages  in  cases  of  willful,  arbitrary  or  capricious  action.  My 
amendment  would  give  the  person  the  right  to  recover  actual  damages 
in  cases  where  there  is  a  failure  to  comply  with  the  law.  It  would  also 
give  him  punitive  damages  in  those  cases  where  there  is  willful,  arbi- 
trary or  capricious  action  by  the  agency. 

Mr.  Butler.  Mr.  Chairman,  will  the  gentleman  yield  for  a  question? 

Mr.  Fascell.  Yes. 

Mr.  Butler.  My  understanding  is  that,  in  effect,  what  you  are  pro- 
viding for  are  punitive  damages  in  case  of  willful,  arbitrary,  or  capri- 
cious action  of  the  United  States  in  withholding  information? 

Mr.  Fascell.  The  gentleman  is  correct.  That  is  one  part  of  the 
amendment. 

Mr.  Butler.  Can  the  gentleman  cite  me  a  precedent  in  the  statutes 
in  the  United  States,  or  has  the  United  States  adopted  a  law  hold- 
ing itself  open  for  willful  punitive  damages?  Can  the  gentleman  cite 
me  a  statute  where  any  nation  of  the  world  has  held  itself  open  for 
punitive  damages  in  the  statute? 
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Mr.  Fascell.  Frankly,  I  do  not  have  that  citation.  But  the  gentle- 
man knows  where  one  has  a  willful,  capricious,  arbitrary  action  by  the 
Government,  and  one  is  trying  to  protect  the  rights  of  the  individual, 
mine  or  the  gentleman's,  it  seems  to  me  that  leaving  it  to  the  court  to 
decide  whether  or  not  there  ought  to  be  punitive  damages  under  our 
system — I  am  perfectly  willing  to  leave  it  to  the  system.  We  do  it  in 
all  kinds  of  cases  with  respect  to  the  individual  redress  against  the  Gov- 
ernment of  the  United  States. 

Mr.  Butler.  May  I  fairly  observe  there  is  no  sovereignty  in  the 
world  that  exposes  itself  to  punitive  damages  by  a  statute  of  this 
nature  ? 

Mr.  Fascell.  I  thank  the  gentleman  for  his  observation.  # 

Mr.  McCloskey.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Fascell.  I  yield  to  the  gentleman  from  California. 

Mr.  McCloskey.  I  thank  the  gentleman  for  yielding.  I  think  we  have 
made  an  exhaustive  study  of  the  statutes  of  this  Nation,  and  if  we  are 
to  adopt  by  this  amendment  punitive  damages,  it  would  be  the  first 
time  in  history  that  the  United  States  has  made  itself  subject  to  puni- 
tive damages  for  any  cause  or  in  any  case.  We  have  adopted  six  or 
seven  provisions  by  statute  to  impose  attorney's  fees  against  the  United 
States,  but  this  would  be  the  first  time  for  punitive  damages. 

I  would  like  to  ask  the  gentleman  in  the  well,  is  it  not  true  that  there 
would  be  no  way  of  ascertaining  in  advance  of  any  one  year,  when  this 
Congress  is  ascertaining  the  budget,  what  might  possibly  be  the  amount 
of  damages  that  might  be  awarded  ? 

Mr.  Fascell.  The  gentleman  is  absolutely  correct.  And  we  have  the 
same  problem  in  respect  to  awards  made  in  condemnation  cases.  We 
have  the  same  problem. 

Mr.  McCloskey.  Mr.  Chairman,  I  move  to  strike  the  requisite  num- 
ber of  words. 

Mr.  Chairman,  I  would  like  to  speak  against  this  amendment,  and 
I  would  like  to  call  the  attention  of  my  colleagues  to  the  very  real 
problem  that  the  amendment  imposes  on  a  government  servant.  We 
have  just  overridden  a  presidential  veto  of  the  Freedom  of  Informa- 
tion Act,  and  we  have  put  in  that  statute  extremely  strong  and  rigorous 
provisions,  penalizing  a  Government  agency  and  an  employee  who 
may  improperly  withhold  information  from  the  public  or  from  the 
Congress  or  from  other  Federal  employees.  We  have  wanted  to  pene- 
trate the  veil  of  secrecy  which  Government  agencies  and  Government 
bureaucrats  have  been  accustomed  to  throw  around  the  protection  of 
information. 

If  we  enact  this  amendment,  however,  we  will,  in  effect,  be  placing 
upon  the  Government  bureaucrat  the  choice  that  if  he  reveals  informa- 
tion improperly,  he  may  subject  his  agency  to  punitive  damages.  If 
he  withholds  the  information,  on  the  other  hand,  he  is  subject  only  to 
ordinary  damages,  attorneys'  fees,  and  costs. 

Government  employees,  faced  with  that  choice,  faced  with  the  im- 
position of  punitive  damages  if  they  improperly  release  information, 
as  against  only  attorneys'  fees  and  costs  if  they  improperly  withhold 
will  be  tempted  to  withhold.  We  thus  endanger  that  great  principle 
which  we  have  just  established  wdien  wTe  overrode  the  presidential 
veto  of  the  Freedom  of  Information  Act  Amendments. 

Mr.  Fascell.  Will  the  gentleman  yield  ? 
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Mr.  M<  Closkey,  I  yield  to  the  gentleman. 

Mr.  Fasci  i.i  .  Let  us  talk  about  my  problem.  You  are  a  Government 

employee  and  I  w  aut  some  information  from  you.  is  there  any  hardship 
on  you  or  any  burden  to  make  that  information  available  to  me  ! 

Mr.  McCloskey.  I  may  violate  the  Freedom  of  Information  Aet  if 
not  reveal  it.  Yet  1  may  be  Bubjecl  to  punitive  damages  if  I  do. 

Mr.  Fascell.  No,  the  punitive  damage  language  only  says,  "willful, 
capricious,  or  arbitrary." 

.Mr.  McCloskey.  Mi-.  Chairman,  I  do  not  think  any  of  us  who  have 
practiced  law  would  care  to  stake  our  future  and  our  future  careers  oil 
what  some  court  might  determine  to  be  "willful,  capricious,  and 
arbitrary." 

Mr.  Fascell.  Mr.  Chairman,  will  the  gentleman  yield  further? 

Mr.  McCloskey.  Certainly. 

Mr.  Fascell.  Then  1  would  suggest  to  the  gentleman  that  he  should 
make  the  information  completely  available  to  them. 

.Mr.  Eckhardt.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  McCloskey.  I  yield  to  the  gentleman  from  Texas. 

Mr.  Eckhardt.  Mr.  Chairman,  the  gentleman  has  spoken  of  the 
term  '•willful,  arbitrary,  and  capricious." 

Can  the  gentleman  give  me  any  reason  in  the  world  why  I,  as  a 
person  who  has  been  injured,  should  not  recover  actual  damages  from 
a  dumb  but  ineffective  bureaucrat,  since  I  can  get  them  from  one  who 
acts  willfully? 

One  can  be  hurt  just  as  badly  by  a  dumb,  well  intentioned  person 
as  one  can  by  an  intelligent,  conniving  one,  can  he  not? 

Mr.  McCloskey.  Mr.  Chairman,  let  me  respond  to  the  gentleman 
in  this  way:  that  we  are  trying  to  balance  two  great  interests  here. 
We  are  trying  to  balance  the  necessity  of  balancing  the  budget,  and  we 
are  trying  to  protect  the  Government  from  undue  liability. 

I  think  it  is  wrong  to  make  the  Government  of  the  United  States 
and  this  congressional  budget  subject  to  an  absolutely  incalculable 
amount  of  liquidated  damages.  If  we  had  a  hundred  lawsuits,  and  if 
we  had  a  hundred  verdicts  of  si  million  each,  there  would  be  no  guar- 
antee in  any  way  that  this  Congress  could  protect  itself  against  that 
liability.  It  seems  to  me.  when  we  balance  the  rights  of  the  individual 
against  the  Government,  that  to  add  punitive  damages  and  to  set  this 
kind  of  a  precedent  is  an  unfortunate  mistake.  It  would  be  the  first 
time  in  history  this  has  occurred. 

This  would  be  singling  out  invasion  of  privacy  as  a  particular  right 
of  an  individual  against  the  Government,  a  right  that  would  weigh 
heavier  than  all  other  rights. 

"We  have  just  seen  a  Presidential  veto  sustained  in  the  case  of  an 
individual  who  could  not  recover  damages  against  the  Government  in 
an  ordinary  lawsuit.  Why  should  we  make  invasion  of  privacy  a  spe- 
cial right  with  this  extraordinary  remedy  \ 

Mr.  Eckhardt.  Mr.  Chairman,  will  the  gentleman  yield  further? 

Mr.  McCloskey.  I  yield  to  the  gentleman  from  Texas. 

Mr.  Eckhardt.  Mr.  Chairman,  aside  from  the  point  the  gentleman 
is  making  with  respect  to  punitive  damages,  the  question  1  am  raising 
is  that  this  amendment  is  the  only  vehicle  that  would  correct  the 
situation,  because  actual  damages  are  not  available  to  an  injured  party 
because  the  person  who  hurt  him  did  not  do  so  intentionally. 
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Is  that  not  what  the  gentleman  reads  in  the  original  language,  and  is 
that  not  corrected  by  the  amendment  % 

Mr.  McCloskey.  Mr.  Chairman,  I  do  not  believe  that  the  individual 
is  denied  actual  damages  if  he  can  prove  them.  In  cases  of  this  kind,  of 
course,  it  is  quite  often  difficult  to  prove  actual  damages,  but  that  is  not 
necessarily  a  reason  to  establish  the  extraordinary  remedy  of  punitive 
damages. 

Mr.  Eckhardt.  Mr.  Chairman,  I  move  to  strike  the  requisite  number 
of  words,  and  I  rise  in  support  of  the  amendment. 

Mr.  Chairman,  I  wish  to  speak  only  briefly.  I  simply  wish  to  point 
out,  if  I  understand  the  amendment  correctly,  the  thrust  of  the  first 
part  of  the  amendment  is  to  avoid  what  seems  to  me  to  be  a  terrible 
error  in  the  bill,  and  that  is  this:  that  a  person  who  is  injured  by  vir- 
tue of  a  mistake  unintentionally  made  by  a  bureaucrat  has  no  redress 
for  that  injury. 

Will  the  author  of  the  amendment  inform  me  whether  I  am  cor- 
rect on  that  ? 

Mr.  Fascell.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Eckhardt.  I  yield  to  the  gentleman  from  Florida. 

Mr.  Fascell.  Air.  Chairman,  the  gentleman  from  Texas  is  absolutely 
correct. 

That  provision  is  totally  lacking  in  the  bill,  and  that  is  what  this 
amendment  provides. 

If  the  gentleman  will  yield  further,  I  would  like  to  respond  to  some 
of  the  remarks  made  by  the  gentleman  from  California.  The  gentle- 
man said  that  we  would  not  know  how  much  money  this  would  cost 
and  that  there  is  no  way  to  budget  it.  That  is  the  same  problem  the 
Government  is  faced  with  in  all  claims  bills.  We  do  not  at  any  time 
know  how  much  money  it  will  cost  and  how  much  should  be  budg- 
eted. Of  course,  I  feel  after  today  that  we  may  never  pass  any  again, 
but  nevertheless  we  are  stuck  with  the  same  problem  in  that  respect. 

It  seems  to  me  that  this  matter  can  be  spelled  out  in  a  differnt  way. 
We  would  force  these  individuals  to  file  private  claims  bills.  After 
numerous  bills  were  filed  and  after  they  tried  to  get  redress,  we  would 
force  these  people  to  take  action.  As  the  gentleman  from  Texas  has 
said,  this  should  be  a  matter  of  legal  right,  and  they  should  have  the 
right  to  collect  damages. 

Mr.  Eckhardt.  Mr.  Chairman,  it  also  seems  to  me  that  the  fears 
concerning  punitive  damages  are  ill-founded.  The  court  must  agree 
in  these  situations  that  they  should  be  granted.  I  feel  that  the  courts 
would  seldom  grant  them  against  the  United  States  if  the  United 
States  was  acting  properly. 

yTv.  Fascell.  The  gentleman  is  absolutely  correct. 

Mr.  Erlexborx.  Mr.  Chairman,  I  move  to  strike  the  requisite  number 
of  words,  and  I  rise  in  opposition  to  the  amendment. 

(Mr.  Erlexborx  asked  and  was  given  permission  to  revise  and  ex- 
tend his  remarks.) 

Air.  Erlexborx.  Mr.  Chairman.  I  know  that  the  erudite  gentleman 
from  Texas  (Mr.  Eckhardt)  is  a  lawyer.  I  have  heard  the  gentleman 
discourse  very  learnedly  on  the  floor  of  the  House  before.  I  understand 
the  gentleman  from  Florida  (Mr.  Fascell)  also  has  legal  training. 

As  I  believe  most  of  the  lawyers  here  in  the  House  know,  it  is  a  gen- 
eral principle  of  law  that  the  Government,  in  exercising  its  governmen- 
tal functions,  is  not  liable. 
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In  exercising  the  proprietary  functions,  the  Government  can  be 
liable :  out  it  would  be,  as  has  been  pointed  out  by  ol  hers  debating  this 
amendment,  unprecedented  to  mane  Government  liable  for  punitive 
damages,  because  there  has  been  no  precedent  lb  the  past  for  making 

any  ( ro\  eminent  Liable  1'or  punit  ive  damages. 

I  would  also  like  to  point  out  that  the  hill,  as  it  was  being  considered 
in  committee,  had  a  punit  ive  damage  section.  The  committee,  in  its  wis- 
.  removed  tl  at  by  amendment  before  reporting  the  hill. 

I  hope  the  committee  will  he  sustained  on  the  floor  and  the  amend- 
ment will  he  defeated. 

Mr.  MoORHBAD  of  Pennsylvania.  Mr.  Chairman,  T  move  to  strike 
the  requisite  number  of  words. 

.  Chairman,  I  regret  that  T  cannot,  as  floor  manager,  accept  this 
amendment,  although  as  an  individual  Member  I  support  it. 

Permit  me  to  explain  my  position.  When  the  bill  was  reported  by 
uhi'ommittee.  it  contained  a  punitive  damages  provision.  How- 
ever, this  provision,  by  a  close  18  to  i  in  the  full  committee,  was 
ed. 

Therefore,  although  I  personally  support  the  amendment.  T  do  not 
feel,  as  floor  manager,  that  I  can  argue  in  favor  of  the  amendment. 

Let  me  state  to  the  Chair  that  after  the  action  on  this  amendment, 
it  is  the  intention  of  myself  to  move  that  the  committee  rise. 

The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Florida  (Mr.  Fascell). 

The  amendment  was  rejected. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  move  that  the 
Committee  do  now  rise. 

The  motion  was  airreed  to. 

Accordingly  the  Committee  rose:  and  the  Sneaker  having  resumed 
the  Chair.  Mr.  Brademas.  Chairman  of  the  Committee  of  the  Whole 
ITonse  on  the  State  of  the  Union,  reported  that  that  committee,  having 
had  under  consideration  the  bill  H.R.  16378  to  amend  title  5,  United 
States  Code,  by  adding  a  section  552a  to  safeguard  individual  privacy 
from  the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by 
Federal  agencies,  had  come  to  no  resolution  thereon. 


[From  the  Congressional  Record — Ilouse.  Nov.  21,  1974] 

HOUSE   CONTINUES   CONSIDERATION  OF  H.R.  16373 
AND  PASSES  IT  WITH  AMENDMENTS 

Mr.  MoomrEAn  of  Pennsylvania.  Mr.  Speaker,  T  move  that  the  House 
resolve  itself  into  the  Committee  of  the  Whole  House  on  the  State 
of  the  Union  for  the  further  consideration  of  the  bill  (H.R.  10373)  to 
amend  title  5,  United  States  Code,  by  adding  a  section  552a  to  safe- 
guard individual  privacy  from  the  misuse  of  Federal  records  and  to 
provide  that  individuals  ho  granted  access  to  records  concerning  them 
which  are  maintained  by  Federal  agencies. 

The  Speaker.  The  question  is  on  the  motion  offered  by  the  gentle- 
man from  Pennsylvania  (Mr.  Moorhead). 

The  motion  was  agreed  to. 
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The  Speaker.  The  Chair  requests  the  gentleman  from  Tennessee 
(Mr.  Fulton)  to  assume  the  Chair  temporarily. 

IN  THE  COMMITTEE  OF  THE  WHOLE 

Accordingly  the  House  resolved  itself  into  the  Committee  of  the 
Whole  House  on  the  State  of  the  Union  for  the  further  consideration 
of  the  bill  H.R.  16373,  with  Mr.  Fulton  (Chairman  pro  tempore)  in 
the  chair. 

The  Chairman  pro  tempore.  When  the  Committee  rose  on  yester- 
day, the  amendment  in  the  nature  of  a  substitute  to  the  bill  was  subject 
to  amendment  at  any  point. 

Are  there  further  amendments? 

AMENDMENT  OFFERED  BY  MR.  MOORHEAD  OF  PENNSYLVANIA 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  offer  an  amend- 
ment. 

The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Moorehead  of  Pennsylvania :  On  page  31,  strike 
lines  5  through  9  and  insert  in  lieu  thereof  the  following : 

"(3)  In  a  suit  brought  under  the  provisions  of  subsection  (g)(1)  (B)  or  (C) 
of  this  section  in  which  the  court  determines  that  the  agency  failed  or  refused 
to  comply  with  any  provision  of  subsection  (g)  (1)  (B)  or  (C)  of  this  section, 
the  United  States  shall  be  liable  to  the  individual  in  an  amount  equal  to  the 
sum  of — " 

( Mr.  Moorhead  of  Pennsylvania  asked  and  was  given  permission  to 
revise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  the  purpose  of  this 
amendment  is  to  insure  that  persons  who  are  actually  damaged  by  the 
failure  of  the  Government  agency  to  comply  with  the  provisions  of 
subsection  (g)(1)    (B)  or  (C)  are  compensated  for  their  losses. 

The  amendment  does  not  contain  a  provision  for  punitive  damages, 
which  was  objected  to  yesterday.  There  is  nothing  in  this  amendment, 
therefore,  which  subjects  the  Government  to  an  undue  burden.  The 
burden  is  on  the  citizen.  The  citizen  must  prove  that  there  was  a  viola- 
tion of  the  provision  of  this  act.  He  must  then  prove  that  the  adverse 
determination  which  damaged  him  was  caused  by  the  above  violation. 
He  must  hnally  prove  the  damages  caused  by  the  violation. 

With  this  substantial  burden  already  placed  on  the  litigant,  I  see  no 
reason  to  require  that  proof  also  be  offered  of  willful,  arbitrary,  or  cap- 
ricious action  by  the  defendant  agency. 

This  amendment  was  suggested  as  a  reasonable  compromise  by  the 
gentleman  from  Texas  (Mr.  Eckhardt),  and  I  now  yield  to  him. 

Mr.  Eckhardt.  Mr.  Chairman,  I  thank  the  distinguished  subcom- 
mittee chairman. 

It  will  be  recalled  by  those  who  heard  the  debate  yesterday  that  the 
primary  objection  to  the  Fascell  amendment  was  that  the  Government 
should  not  be  subjected  to  punitive  damages.  I  think  that  that  was  the 
major  ground  upon  which  that  amendment  was  defeated. 

Frankly,  had  I  thought  that  the  Government  would  practically  be 
so  jeopardized,  I  would  have  voted  against  it  too.  I  did  not  think  that 
it  was  a  practical  danger,  but  this  amendment  completely  removes  that 
proposition. 


926 

However,  the  amendment  does  afford  a  correction  of  what  scorned  to 
me  to  be  a  very  bad  defecl  in  the  existing  language,  and  that  is  that 
even  though  i1  person  may  not  be  able  to  get  a  job  because  his  record 
falsely  indicated  his  having  been  discharged  when  he  had,  in  fact 
resigned,  if  an  agent  of  Government  made4  an  innocent  mist  alec  in 
failing  to  go  through  with  the  procedure  provided  in  this  hill  and  the 
►n  whose  record  was  falselv  stated  Inst  a  job  and  therefore  lost  the 
money  that  he  would  have  made  on  that  job,  lie  eonld  still  not  sue  be- 
cause  he  could  not  show  that  the  action  was  willful,  arbitrary,  or  capri- 
cious. 

I;  -corns  to  mo  to  he  a  matter  of  hasie  justice  to  permit  a  person  who 
is  actually  injured  by  some  act  of  an  agent  of  the  Government  which  is 
in  violation  of  this  suhsection  to  recover  on  ordinary  bases,  that  is.  by 
showing  that  the  act  was  violated  and  that  ho  sustained  injury. 

There  is  nothing  in  this  that  would  provide  for  any  damages  beyond 
his  actual  out-of-pocket  expenses  because  of  the  flaw. 

Mr.  Ichord.  Mr.  Chairman,  will  tho  gentleman  yield  ? 

Mr.  Moorhead  of  Pennsylvania.  I  yield  to  the  gentleman  from  Mis- 
souri. 

Mr.  Ictiord.  Mr.  Chairman.  I  would  like  to  ask  tho  gentleman  from 
Texas  (Mr.  Eckhardt)  as  to  what  is  the  standard  of  conduct  that 
would  cause  the  Government  to  be  liable?  Would  tho  Government  be 
liable?  I  would  ask  the  gentleman  from  Texas  this  question  :  If  there 
was  an  innocent  mistake  made  in  violation  of  this  bill,  would  the 
Government  be  liable? 

Mr.  Eckhardt.  I  do  not  know  what  "innocent  mistake"  means.  As 
the  gentleman  knows,  the  act  provides  that  if  I  ask  for  information 
concerning  what  is  in  my  record  I  am  entitled  to  have  it.  Having  re- 
ceived that,  and  finding  something  that  is  erroneous  in  that  informa- 
tion, I  may  then  submit  the  correction.  The  agency  must  then  either 
correct  or  must  file  reasons  why  it  does  not  correct  it. 

Let  us  assume,  for  instance,  that  tho  agency,  after  T  request  tho  in- 
formation, misplaces  my  letter  and  does  not  send  me  the  information 
and.  in  the  meantime,  T  seek  a  position  with  another  government 
ajronoy.  and  T  am  denied  employment  on  the  grounds  that  T  have  been 
discharged,  when  in  fact  T  was  not  discharged.  T  think  I  am  entitled  to 
recover  even  though  the  action  of  the  governmental  agency  may  not 
have  been  willful;  it  is  just  a  question  of  determining  what  the  fact 
was. 

Mr.  Ichord.  There  wouM  be  an  element  of  negligent  conduct,  or 
unreasonable  conduct,  would  there  not  ? 

Mr.  Eckhardt.  I  think  so :  yes. 

Mr.  Ert.exborx.  Mr.  Chairman,  I  move  to  strike  the  requisite  num- 
ber of  words,  and  I  rise  in  opposition  to  the  amendment. 

(Mr.  Erlenborn  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 

Mr.  Erlenborn-.  Mr.  Chairmpn.  T  think  the  crentbman  from  Mis- 
souri (Mr.  Ichord)  has  asked  a  very  good  question  as  to  standards  of 
conduct.  There  are  no  standards  of  conduct  required  under  this  amend- 
ment. This  amendment  would  make  tho  Government  a  guarantor  of 
the  accuracy  of  everything  that  it  has  in  its  files. 

The  amendment  says  that  any  suit  brought  under  subsection  (g)  (1) 
(B),  (C)  of  this  section  does  not  have  to  refer  to  any  standards  of 
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conduct.  What  do  (g)(1)  (B)  and  (C)  require?  (B)  requires  tliat 
the  agency  maintain  any  record  concerning  any  individual  with  such 
accuracy,  relevance,  timeliness,  and  completeness  as  is  necessary  to  as- 
sure fairness. 

Now,  if  there  is  any  inadvertent  inaccuracy  in  a  government  file,  a 
suit  could  be  filed  under  this  amendment,  and  damages  asked  and  re- 
covered. 

(C)  says: 

.  .  .  fails  to  comply  with  any  other  provision  of  this  action,  or  any  rule  promul- 
gated thereunder,  in  such  a  way  as  to  have  an  adverse  effect  on  an  individual,  the 
individual  may  bring  a  civil  action  against  the  agency.  .  . . 

Again,  this  provision  prescribes  no  standard  of  conduct.  If  a  Gov- 
ernment agency  inadvertently  violated  any  rule — whether  a  mistake  be 
inadvertent  or  willful — a  suit  could  be  brought  under  this  amendment 
for  damages.  This  exposes  the  Government  to  undue  liability.  It  makes 
the  Government  the  guarantor  of  every  piece  of  information  that  it 
has  in  every  one  of  its  files.  It  is  not  even  prospective ;  this  would  be 
retroactive — Government  employees  would  have  to  go  through  and 
clean  up  all  their  files  so  that  they  would  not  expose  themselves  to  such 
liability. 

I  am  surprised  that  the  gentleman  from  Pennsylvania  would  offer 
this  amendment  at  the  last  minute,  without  any  warning.  This  was  not 
reported  out  by  the  committee.  This  was  not  supported  by  the  commit- 
tee. Even  though  the  gentleman  is  the  manager  of  the  bill,  the  gentle- 
man does  this  on  his  own,  and  I  am  sure  that  he  would  tell  the  Members 
that  that  is  correct. 

Mr.  Moorhead  of  Pennsylvania.  If  the  gentleman  will  yield,  I  would 
not  like  to  leave  the  inference  in  the  record  that  this  is  a  committee 
amendment.  It  is  an  amendment  that  was  proposed  by  the  gentleman 
from  Texas  (Mr.  Eckhardt)  as  a  reasonable  compromise  between  the 
bill  language  on  page  31 — "willful,  arbitrary,  or  capricious."  I  feel 
this  compromise  is  necessary  since  punitive  damages  are  not  authorized 
in  this  bill  because  of  the  defeat  of  the  Fascell  amendment  yesterday. 

This  is  just  to  try  to  make  a  citizen  whole  when  the  Government  has 
damaged  him. 

Mr.  Ereexborx.  I  am  afraid  the  gentleman  has  just  gone  much  too 
far  on  this  in  making  the  Government  liable. 

I  read  yesterday  a  statement  that  the  President  firmly  supports  this 
bill  with  only  one  reservation,  and  that  reservation  was  taken  care  of 
by  the  adoption  of  the  amendment  I  offered  yesterday.  But  I  am  telling 
the  Members  if  we  adopt  this  amendment,  we  would  be  exposing  the 
Government  to  blanket  liability  as  a  guarantor  of  every  piece  of  per- 
sonal information  in  its  files,  and  I,  for  one,  would  recommend  to  the 
President — as  important  as  this  bill  might  be — that  he  veto  it.  TVe  just 
cannot  afford  to  have  that  kind  of  liability,  leaving  the  Government  so 
exposed.  I  hope  the  amendment  will  be  defeated. 

Mr.  Eckiiaedt.  Mr.  Chairman.  I  move  to  strike  the  requisite  number 
of  words,  and  I  rise  in  favor  of  the  amendment. 

I  do  not  believe  the  gentleman's  fears  are  justified.  This  amendment 
does  not  require  that  the  Government  be  the  guarantor  of  every  fact 
determined.  The  Government  need  only  comply  with  the  standards 
set  out  in  (g)(1)  and  (B)  and  (C).  Certainly  the  Government  ought 


928 

to  assure  fairness  in  any  determination.  Surely  the  Government  ought 
to  he  fair,  and  if  it  is  unfair,  the  matter  should  be  reviewable  in  court. 
Certainly  the  Government  should  do  the  things  thai  arc  required  under 

the  standards  here.  Certainly  the  ( lovernment  should  supply  the  mate- 
rial. Certainly  the  Government  should  give  the  reasons,  if  it  refuses  to 
correct  an  asserted  error. 

Tf  the  Government  does  all  of  those  things  and  acts  in  compliance 
with  the  language  of  the  bill,  the  Government  is  not  subjected  to  any 
liability  whatsoever.  There  is  no  requirement  of  an  assurance  that  the 
Government  be  absolutely  correct  with  respect  to  every  fact  which  is 
listed  in  a  person's  record.  The  Government  need  only  be  fair,  and  it 
need  only  comply  with  the  standards  of  the  act. 

Mr.  Butler.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Eckhardt.  I  yield  to  the  gentleman  from  Virginia. 

Mr.  Buti/f.r.  I  thank  the  gentleman  for  yielding. 

As  I  understand,  in  the  proposed  amendment  there  is  an  addition  to 
the  discretionary  authority  which  is  in  the  court  to  assess  reasonable 
attorneys'  fees  where  the  plaintiff  substantially  prevails;  is  that  cor- 
rect {  So  this  would  provide  for  actual  damages  in  those  situations  as  a 
matter  of  right,  knowing  that  the  law  has  not  been  complied  with.  Is 
there  a  precedent  in  other  legislation  by  this  automatic  assessment  of 
actual  damages  by  a  citizen  against  the  U.S.  Government  ? 

Mr.  Eckhardt.  Yes,  there  are  several.  I  do  not  have  bills  in  which 
this  comes  to  mind  immediately,  but  I  know  that  we  have  had  several 
here  recently  out  of  the  Committee  on  Interstate  and  Foreign  Com- 
merce. I  believe  there  was  a  provision  of  that  nature  with  respect  to 
citizens'  suits  regarding  the  products  safety  bill.  I  am  not  absolutely 
sure  of  that. 

Mr.  Buteer.  Is  the  Federal  Government  obligated  under  the  prod- 
ucts safety  bill  ? 

Mr.  Eckhardt.  No,  no. 

Mr.  Butlkr.  I  am  talking  about  the  Federal  Government.  Is  there  a 
law  saying  that  a  citizen  can  recover  damages  when  a  minor  clerk  fails 
to  perform  his  duties  timely  and  completely,  fairly  accurately,  and  so 
forth  ?  Is  there  a  precedent  for  that  ? 

Mr.  Eckhardt.  I  do  not  know  whether  there  is  or  not,  but  I  would 
answer  the  gentleman  in  this  way.  I  would  say  that  if  the  Federal 
Government  acts  in  violation  of  its  own  statutory  obligations,  I  can 
think  of  no  agency  that  should  be  called  upon  more  to  pay  attorneys' 
fees,  because  the  public  pays  the  Federal  Government  attorneys'  fees. 

Mr.  Butler.  AVe  are  plowing  new  ground,  then. 

Mr.  Moorhead  of  Pennsylvania.  If  the  gentleman  will  yield,  when 
this  was  taken  up  yesterday,  there  was  great  argument  that  punitive 
damages  had  no  precedent.  I  think  that  was  one  of  the  reasons  that 
that  amendment  was  defeated.  But  the  inference  is  clearly  left  that 
there  are  other  statutes  under  which  actual  damages  can  be  awarded 
against  the  Government. 

Mr.  Eckhardt.  I  might  also  say  that  we  do  not  affect  that  portion  of 
the  bill.  Attorneys'  fees  are  provided  in  the  bill,  whether  this  amend- 
ment is  passed  or  not.  If  the  gentleman  wishes  to  strike  that,  he  might 
still  do  it  by  amendment,  even  if  this  amendment  is  agreed  to. 
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The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Pennsylvania  (Mr.  Moorhead). 

The  question  was  taken;  and  the  Chairman  announced  that  the  noes 
appeared  to  have  it. 

Mr.  Eckiiardt.  Mr.  Chairman,  I  demand  a  recorded  vote. 

A  recorded  vote  was  refused. 

80  the  amendment  was  rejected. 

AMENDMENT    OFFERED   BY   MR.    ICHORD 

Mr.  Ichord.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Ichord  :  Page  28,  line  16,  strike  out  the  period  after 
the  word  '•maintained"  and  add  the  following:  ":  Pro  tided,  however,  that  the 
provisions  of  this  paragraph  shall  not  he  deemed  to  prohibit  the  maintenance  of 
any  record  of  activity  which  is  pertinent  to  and  within  the  scope  of  a  duly  author- 
ized law  enforcement  activity." 

Mr.  Ichord.  Mr.  Chairman,  as  I  pointed  out  in  general  debate  this 
amendment  can  be  described  as  a  clarifying  amendment.  The  managers 
of  the  bill  have  stated  that  they  did  not  intend  to  do  what  I  questioned 
they  might  be  doing,  and  this  language  was  worked  out  in  cooperation 
with  the  managers  of  the  bill.  It  is  really  to  make  certain  that  political 
and  religious  activities  are  not  used  as  a  cover  for  illegal  or  subversive 
activities. 

In  its  present  form  paragraph  (4)  would  prohibit  any  agency  from 
maintaining  any  record  concerning  the  "political  or  religious  belief  or 
activity"  of  any  individual,  unless  "expressly  authorized  by  statute" 
or  by  the  individual.  The  use  of  the  terms  "expressly  authorized  by 
statute"  would  seem  to  indicate  that  unless  the  statute  by  specific 
terms — rather  than  by  "implication" — authorized  the  agency  to  main- 
tain such  a  record,  maintenance  would  be  prohibited,  and  that  this 
would  therefore  have  the  effect  of  prohibiting  the  maintenance  of 
records  concerning  Communist  and  other  subversive  organizations  on 
the  theory  that  they  are  engaged  in  "political"  activities. 

We  may  well  recognize  that  the  purpose  of  the  provision  is  com- 
mendable and  legitimate  in  prohibiting  the  disclosure  of  such  records 
with  respect  to  conventional  political  and  religious  beliefs  and  activi- 
ties, but  that  it  can  be  construed  to  cover  activities  which  are  properly 
within  the  scope  of  legitimate  law  enforcement.  For  example,  the  Com- 
munist Party  and  similar  groups  may  claim  that  they  are  within  the 
scope  of  the  provision  of  this  paragraph  as  a  "political"  activity. 
Similarly,  certain  sects  within  the  Black  Muslim  movement,  which  are 
engaged  in  activities  described  by  the  Director  of  the  FBI  as  endanger- 
ing the  internal  security,  may  claim  exemption  as  a  "religious**  benef- 
it is  the  purpose  of  the  amendment  to  make  clear  that  such  activities 
as  are  pertinent  to,  and  within  the  scope  of,  duly  authorized  law  en- 
forement  activities  are  not  meant  to  be  excluded  by  the  broad  terms  of 
paragraph  (4) .  It  is  simply  a  clarifying  amendment,  so  that  we  obviate 
any  necessity  for  litigation  on  the  reach  of  the  paragraph. 

(Mr.  Ichord  asked  and  was  given  permission  to  revise  and  extend 
his  remarks.) 
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Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  will  the  gentleman 
yield! 
Mr.  Ichord.  I  yield  to  the  gentleman  from  Pennsylvania. 
Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,!  understand  that 

this  amendment  should  be  construed  in  the  light  of  the  colloquy  we 
had  yesterday,  that  there  was  no  intention  to  interfere  with  the  first 
amendment  rights  of  eil  izens. 

Mr.  [chord.  I  state  emphatically  to  the  gentleman  from  Pennsyl- 
vania that  this  amendment  is  not  intended  to  hurt  in  any  way  the 
exercise  of  the  first  amendment  rights. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  have  no  objection 
on  this  side  of  the  ais]e  to  the  amendment. 

Mr.  Ichord.  Mr.  Chairman,  before  yielding  back  the  balance  of  my 
time,  there  is  one  further  clarification  that  I  would  like  to  have  from 
the  gentleman  from  Pennsylvania  as  a  matter  of  legislative  history. 

I  state,  to  the  gentleman  that  I  have  expressed  the  concern  that  this 
measure  might  adversely  affect  the  operations  of  the  industrial  security 
program  or  might  even  destroy  the  operation  of  the  industrial  security 
program.  The  gentleman  from  Pennsylvania  and  the  gentleman  from 
Illinois  have  assured  me  privately  that  this  was  not  intended,  but  I  do 
think  we  should  have  some  legislative  history. 

How  will  the  provisions  of  this  bill  affect  the  operation  of  the  in- 
dustrial security  program  ? 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  if  the  gentleman 
will  yield,  the  gentleman  has  raised  an  important  question  and  I  am 
pleased  to  explain  its  application.  This  bill  would  not  disturb  current 
procedures  used  in  industrial  security  investigations,  in  the  transfer  of 
classified  or  unclassified  information  in  such  matters,  in  security  clear- 
ances, or  other  related  industrial  security  needs.  Our  subcommittee  re- 
cently conducted  hearings  on  the  industrial  security  program  as  re- 
lated to  the  security  classification  system,  so  that  we  are  quite  familiar 
with  the  program. 

Subsection  (e)(2)(D)  on  page  27  of  the  bill  permits  any  agency, 
including  an  agency  involved  in  industrial  security  activities,  to  pub- 
lish in  the  Federal  Register  a  notice  for  each  system  of  records  it 
maintains.  This  notice  would  list  the  "routine  purpose''  for  which  the 
records  are  used  or  are  intended  to  be  used.  Thus,  a  Federal  agency 
engaged  in  industrial  security  matters  would  state  that  one  of  the 
"routine  purposes"  for  which  information  about  an  individual  is  col- 
lected and  used  for  security  clearances  or  other  uses  is  to  carry  out  its 
responsibilities  under  the  industrial  security  program.  It  could  then 
transfer,  use  or  maintain  information  about  individuals,  or  otherwise 
operate  its  industrial  security  program  just  as  it  has  in  the  past.  I  trust 
that  this  explanation  answers  the  gentleman's  question. 

I  trust  that  this  explanation  satisfies  the  gentleman  from  Pennsyl- 
vania. 

Mr.  Icttord.  I  thank  the  gentleman  for  his  clarification. 

I  would  also  like  to  ask  the  gentleman  from  Illinois,  is  that  his  un- 
derstanding or  interpretation  ?  The  term  "routine  use"  is  rather  am- 
biguous without  further  legislative  clarification. 

Mr.  Erlexborx.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Ichord.  I  yield  to  the  gentleman  from  Illinois. 
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Mr.  Erlenborn.  I  agree  with  the  interpretation  given  the  language 
by  the  gentleman  from  Pennsylvania.  I  think  it  will  be  the  obligation 
of  each  agency  which  maintains  such  a  system  to  list  what  the  uses  of 
the  records  in  that  system  will  be.  The  word  "routine,"  then,  while  it- 
self a  little  ambiguous,  will  be  definitely  clarified  by  publication  in 
the  Federal  Register  of  what  actual  uses  will  be  the  routine  uses  to 
which  each  record  is  put. 

Mr.  Iciiord.  Mr.  Chairman,  I  thank  the  gentleman  for  his  explana- 
tion. I  move  the  adoption  of  the  amendment. 

The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Missouri  (Mr.  Ichord). 

The  amendment  was  agreed  to. 

AMENDMENT   OFFERED   BY   MR.    GUDE 

Mr.  Gude.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Gude  :  On  page  23,  strike  out  lines  18  through  21 
and  insert  in  their  place  the  following  : 

"(7)  to  a  person  who  is  actively  engaged  in  saving  the  life  of  such  individual, 
if  upon  such  disclosure  notification  is  transmitted  to  the  last  known  address  of 
such  individual ;  or". 

Mr.  Gude.  Mr.  Chairman,  the  purpose  of  this  amendment  is  to  clarify 
one  item  I  believe  to  be  ambiguous  in  intent.  In  restricting  the  circum- 
stances  under  which  information  on  individuals  could  be  disclosed  by 
Federal  agencies,  it  was  the  intention  of  the  committee  to  exclude  in- 
formation which  would  be  vital  to  the  health  or  safety  of  an  individ- 
ual. For  example,  if  there  had  been  an  accident,  and  the  attending 
doctor  needed  the  victim's  medical  history  before  proceeding  with 
treatment  which  might  be  necessary  to  save  his  life,  we  would  not  want 
the  Federal  Government  to  be  forbidden  to  transmit  that  information, 
nor  would  we  want  to  require  a  time  consuming  approval  process 
which  might  result  in  the  individual's  death  before  the  information 
could  be  provided. 

However,  I  believe  the  current  language  of  the  bill  is  too  vague  in 
this  regard,  in  that  it  would  permit  such  disclosures  without  prior  per- 
mission in  less  than  emergency  cases,  and  it  does  not  make  clear  to 
whom  the  information  could  be  discussed.  My  amendment  would 
simply  leave  no  doubt  as  to  the  intent  of  the  bill  to  restrict  this  kind 
of  disclosure  only  to  truly  life-threatening  emergencies,  and  then  only 
to  disclose  the  information  to  those  actively  engaged  in  trying  to  save 
the  life  of  the  individual  in  question. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  will  the  gentleman 
yield? 

Mr.  Gude.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Moorhead  of  Pennsylvania.  I  thank  the  gentleman  for  yielding. 
I  am  not  sure  the  amendment  is  necessary.  I  have  no  objection  to  the 
amendment  and,  as  far  as  I  know,  on  this  side  of  the  aisle  we  accept  it. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Gude.  I  yield  to  the  gentleman  from  Illinois. 

Mr.  Erlenborn.  We  have  had  a  copy  of  the  amendment  and  we  have 
no  objection  to  it. 
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The  Chairman.  The  question  is  on  the  amendment  offered  n.v  lne 
gentleman  from  Maryland  j  Mr.  Gude ). 
The  amendment  was  agreed  bo. 

AMENDMENT   OFFERED   BY   MR.   GOLDWATEB 

Mr.  Goldwa  ii.i:.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Goldwatkk:  On  page  3o,  after  line  120,  insert  the 
following  new  subsection  (in)  to  read  as  follows  : 

"(m)(l)  Moratorium  on  the  use  of  the  social  security  account  number — no 
Federal  agency,  or  any  State  or  local  government  acting  in  compliance  with  any 
Federal  law  or  federally  assisted  program*  shall  deny  any  Individual  any  Eight, 
benefit,  or  privilege  provided  by  law  by  reason  of  such  individual's  refusal  to 
disclose  his  social  security  account  number. 

"(2)  This  subseet  ion  shall  not  apply — 

"i  A  i  with  respect  to  any  system  of  records  in  existence  and  operating  prior  to 
January  1,  l!>7f> ;  and 

"(B)  when  disclosure  of  a  social  security  account  number  is  required  by  Federal 
law. 

"(.3)  NO  Federal  agency,  or  any  State  or  local  government  acting  in  compliance 
with  any  federal  law  or  federally  assisted  program,  shall  use  the  social  security 
account  Dumber  for  any  purpose  other  than  for  verification  of  the  identity  of  an 
individual  unless  such  other  purpose  is  specifically  authorized  by  Federal  law." 

And,  re-letter  the  succeeding  subsecion  accordingly. 

Mr.  Goldwater  (during  the  reading).  Mr.  Chairman,  I  ask  unani- 
mous consent  that  the  amendment  be  considered  as  read  and  printed 
in  the  Record. 

The  Chairman.  Is  there  objection  to  the  request  of  the  gentleman 
from  California? 

There  was  no  objection. 

Mr.  Goldwater.  Mr.  Chairman,  I  offer  this  amendment  dealing  wTith 
the  use  of  the  social  security  number  in  an  attempt  to  bring  it  into 
proper  perspective  and  to,  in  essence,  put  limitations  upon  its  further 
use. 

Every  major  report  on  the  subject  of  personal  privacy  and  the  col- 
lection, maintenance,  use  and  dissemination  of  personal  information 
has  expressed  concern  for  the  ever-growing  use  of  the  social  security 
number  as  a  universal  numeric  identifier.  Almost  without  exception 
they  sight  the  threat  the  unrestricted  universal  numeric  identifier  poses 
to  the  freedom  and  privacy  of  individuals.  Private  citizens  resent  the 
use  of  this  number  as  an  arbitrary  precondition  to  the  receipt  of  serv- 
ices, privileges,  and  benefits  that  are  essential  to  their  daily  lives  and 
activities.  The  average  citizen  finds  the  use  of  the  number  dehumaniz- 
ing and  threatening.  Even  the  widely  cited  report  of  the  Secretary  of 
HEW — entitled  "Records,  Computers,  and  Rights  of  Citizens" — 
notes  that  there  is  no  statutory  authority  for  the  ever-growing  use  of 
numbers  as  an  identifier.  They  point  out  that  the  average  citizen  has 
no  legal  remedy  for  such  use  of  the  number.  The  report  notes  that  the 
universal  use  of  a  numeric  identifier  permits  the  linking  of  files  and  the 
tracing  of  a  person  from  cradle  to  grave.  A  soon  to  be  published  re- 
port— "Roscoe-Pound-American  Trial  Lawyers  Foundation  Report" — 
notes  the  negative  psychological  impact  that  litis  resulted  from  the 
unregulated  use  of  this  number. 
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In  most  cases,  the  use  of  this  number  lias  been  resorted  to  in  the- 
name  of  efficiency.  Little  concern  has  been  given  for  the  human  impact 
such  a  practice  has.  Everything  distinctive,  individual,  or  superior  in 
terms  of  quality  of  a  man's  mind  is  not  relevant.  Everything  centers  on 
the  quantitative,  down  with  qualitive  dimensions  or  values.  The  use  of 
this  number  has  removed  the  individual  from  the  modern  personal 
information  transaction  process.  Records  arc  exchanged  without  his 
knowledge  and  occasionally  to  his  serious  detriment.  Errors  arc  per- 
petuated and  integrated  with  new  records.  And  all  of  this  is  occur- 
ring because  of  administrative  decisions  which  never  analyze  the  larger 
implications  of  the  use  of  the  number.  Simply  put,  the  use  of  the  num- 
ber has  not  been  subjected  to  the  aggressive  give  and  take  that  occurs 
in  a  legislative  form. 

Originally,  the  discussion  draft  of  IT.R.  16373  contained  language 
prohibiting  the  further  use  of  the  social  security  account  number  as  a 
universal  numeric  identifier.  Objections  centered  on  the  following- 
concerns  : 

First,  outright  prohibition  would  necessitate  a  total  revamping  of 
all  Federal  record  systems  at  tremendous  cost. 

Second,  outright  prohibition  is  not  consistent  with  all  the  best  inter- 
ests of  citizens  as  it  would  cause  chaos  in  many  Federal  programs. 

The  amendment  I  offer  today  remedies  these  problems.  My  amend- 
ment does  the  following  things : 

First,  prohibits  the  denial  of  rights,  benefits,  or  privileges  provided 
by  law  if  a  citizen  refuses  to  disclose  his  social  security  number,  with 
the  following  exceptions: 

The  amendment  exempts  all  systems  in  existence  and  operating  prior 
to  January  1.  1975,  and  would  not  apply  when  the  Congress  author- 
izes the  use  of  the  number. 

The  amendment  restores  to  Congress  the  control  over  the  use  of  the 
number. 

This  amendment  will  fill  important  voids  in  the  current  legislation. 
It  sights  a  reasonable,  basic  compromise  between  the  right  of  a  citizen 
to  protect  his  privacy  and  the  need  of  the  Federal  Government  to  be 
a  proper  and  effective  servant. 

Mi*.  Mooriiead  of  Pennsvlvania.  Mr.  Chairman,  will  the  gentleman 
yield  ? 

Mr.  Goldwater.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Chairman.  I  want  to  commend 
the  gentleman  for  offering  this  amendment,  the  principle  of  which  was 
certainly  intended  by  the  committee,  but  the  gentleman's  amendment 
removes  any  ambiguity. 

I  want  to  commend  the  gentleman  for  his  diligent  work,  cooperation, 
and  assistance  to  the  subcommittee  and  the  full  committee.  As  far  as 
we  are  concerned  on  this  side,  we  will  accept  the  amendment. 

Mr.  Goldwater.  I  thank  the  gentleman  from  Pennsylvania. 

Mr.  Lagomarsixo.  Mr.  Chairman,  will  the  gentleman  yield? 

Air.  Goldwater.  I  yield  to  my  colleague  from  California. 

(Mr.  Lagomarsino  asked  and  was  given  permission  to  revise  and 
extend  his  remarks.) 

Mr.  Lagomarsino.  Mr.  Chairman.  I  would  like  to  commend  the 
gentleman  for  his  amendment,  and  assure  him  of  my  support.  I  would 
also  like  to  commend  him  for  his  work  on  the  general  subject. 
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Mr.  Chairman,  lasi  year  a  Presidential  Executive  order  was  issued 
allowing  the  Department  of  Agriculture  to  inspect  the  individual  tax 

returns  of  3  million  farmers — for  the  alleged  purpose  of  compiling 
mailing  lists  and  statistical  information. 

Although  that  order  was  eventually  rescinded  after  widespread  pub- 
lie  indignaJ  ion,  it  is  a  good  example  of  the  type  of  abuse  we  are  trying 
to  prevent  with  this  bill.  Not  every  Member  of  this  House  has  a  ; 
agricultural  const  ituency,  but  I  ask  the  Members  to  consider  that  if  the 
Department  of  Agriculture  can  obtain  individual  tax  returns  of  3 
million  farmers  by  the  device  of  an  Executive  order,  how  many  other 
agencies  can  get  the  individual  tax  returns  of  housewives,  or  barbers, 
or  truckdrivers,  on  the  same  flimsy  excuse  of  a  need  for  mailing  lists. 

The  law  provides  that  tax  returns  are  confidential,  and  the  informa- 
tion they  contain  is  not  to  be  disclosed  without  permission,  (riven 
tlui  events  of  the  past  few  vears.  when  tax  returns  become  weapons  to 
be  turned  against  individual  citizens  or  to  punish  political  foes,  I 
wonder  how  on  Earth  we  can  expect  the  ordinary  citizen  to  comply 
with  our  income  tax  laws.  Our  system  of  taxation,  in  which  we  ask  the 
individual  to  personally  report  his  income  and  compute  his  tax  due, 
relies  heavily  on  the  voluntary  cooperation  and  basic  honesty  of  the 
in  lividual.  In  this  respect,  it  is  perhaps  unique  in  the  world. 

Where  else  would  you  find  an  entire  nation  of  people  willing  to 
report  the  most  intimate  details  o^  their  income  and  expenditures 
every  year?  If  we  had  to  resort  to  the  European  system  of  taxation, 
where  an  inspector  comes  by  to  check  on  your  wealth  and  living  situa- 
tion, or  if  we  had  to  make  a  detailed  check  of  the  basic  facts  of  every 
income  tax  return  filed  in  this  country,  we  would  be  spending  as  much 
collecting  this  tax  as  we  gain  from  it.  Yet  our  entire  system  of 
taxation  is  based  on  the  Government's  assurance  that  individual  tax 
returns  will  remain  confidential — an  assurance  which  we  have  seen  is 
not  always  truthful. 

"We  all  remember  the  story  of  the  golden  goose.  Well,  gentlemen  and 
ladies,  if  we  are  not  careful,  we  are  going  to  kill  that  golden  goose. 
If  we  do  not  act  now  to  insure  the  confidentiality  of  Government 
records,  including  private  income  tax  returns,  no  one  will  ever  again 
tell  the  truth  to  their  Government,  We  have  come  dangerously  close, 
I  believe,  to  exhausting  the  reservoir  of  good  will  and  basic  honesty 
of  the  people  toward  their  Government.  If  we  are  not  honest  with  the 
public,  the  public  will  not  be  honest  with  us.  One  way  we  can  assure 
the  people  that  we  will  honor  our  commitments  of  confidentiality  Avhcn- 
ever  we  ask  for  necessary  information,  is  to  pass  this  bill. 

Mr.  Chairman,  over  2.400  years  ago,  the  Greek  leader  Pericles  pro- 
claimed one  of  the  signs  of  a  free  society  to  be  "mutual  toleration  of 
privacy."  That  right  of  privacy  finds  expression  in  both  the  English 
Magna  Carta  and  the  U.S.  Bill  of  Rights.  I  believe  it  is  time  for 
us  to  lend  substance  to  those  guarantees  with  a  statute  such  as  the 
one  before  us  today.  This  bill  will  not  hamper  the  operation  of  Govern- 
ment, it  will  only  make  it  work  better,  because  the  individual  citizen 
will  be  more  willing  to  cooperate  if  he  knows  that  his  privacy  will 
remain  protected.  For  the  sake  of  good  government,  and  for  the  sake 
•of  the  people  we  serve.  I  unre  an  "aye"  vote  on  this  bill. 

Mr.  Kocn.  Mr.  Chairman,  will  the  gentleman  yield  ? 
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Mr.  Goldwater.  T  yield  to  the  gentleman  from  New  York. 

Mr.  Koch.  Mr.  Chairman,  I  want  to  commend  the  gentleman,  my 
good  friend  from  California.  He  has  led  the  fight  to  prevent  the 
establishment  of  a  universal  identifier  number.  To  see  that  fight 
successfully  concluded  on  the  floor  today  must  give  him  a  great  deal 
of  pride  and  pleasure.  I  take  pride  and  pleasure  in  his  success  and 
in  having  worked  with  him  on  this  legislation. 

Mr.  Goldwater.  I  thank  my  friend  for  his  support  in  this  effort, 
and  I  urge  adoption  of  the  amendment. 

Mr.  Erlenborx.  Mr.  Chairman,  I  rise  in  opposition  to  the  amend- 
ment. 

Mr.  Chairman,  the  subcommittee,  in  considering  the  drafting  of 
this  bill,  did  consider  taking  under  advisement  whether  Ave  should 
include  the  prohibiting  of  a  universal  numeric  identifier.  Of  course, 
the  social  security  number  is  the  most  commonly  used  universal 
numeric  identifier. 

The  problem  is  that  to  my  knowledge — and  I  think  to  the  knowledge 
of  the  subcommittee — there  has  been  no  study  as  to  how  many  local 
governments  or  private  agencies  or,  even,  for  that  matter.  Federal 
agencies,  which  use  the  universal  numerical  identifier  or  the  social 
security  number.  We  are  not  certain  what  effect  this  sort  of  amendment 
would  have.  I  know,  for  instance,  it  is  quite  customary  to  use  the  social 
security  number  as  the  identifier  on  State  driver's  licenses.  Just  what 
effect  this  amendment  would  have,  I  do  not  think  we  really  know,  and 
I  do  not  think  we  should  pass  it  without  knowledge.  I  think  it  would 
be  a  mistake  to  do  this,  before  hearings  have  been  held  to  get  the 
facts  on  which  to  base  action. 

One  part  of  the  amendment  would  allow  an  exception  for  systems 
of  records  in  operation  prior  to  January  1,  1975.  That  means  if  a  new 
system  were  to  be  adopted  by  a  State  or  local  government,  it  might 
be  wholly  incompatible  with  an  existing  system  which  is  the  subject 
of  the  exemption.  I  think  we  would  be  acting  without  sufficient  knowl- 
edge if  we  were  to  adopt  the  amendment  now. 

I  think  we  all  want  to  be  known  by  our  names  rather  than  by 
number  so-and-so.  Certainly  the  purpose  of  this  amendment  is  worthy, 
but  I  am  afraid  we  are  acting  now  out  of  emotion  rather  than 
knowledge.  We  have  not  had  any  hearings  on  which  to  base  action  on 
this  amendment ;  therefore,  I  think  the  proposal  should  be  defeated. 
We  should  hold  hearings  on  this  subject  in  the  near  future. 

The  Chairman  pro  tempore.  The  question  is  on  the  amendment 
offered  by  the  gentleman  from  California  (Mr.  Goldwater). 

The  amendment  was  agreed  to. 

Mr.  Collier.  Mr.  Chairman,  I  move  to  strike  the  requisite  number 
of  words. 

1  do  so  only  for  one  question,  if  I  may. 

Throughout  the  bill,  the  world  "agency"  is  used,  and  I  would  like  to 
know  whether  or  not  the  word  "agency"  is  interchangeable  with  the 
word  "commission-'  throughout  the  bill. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Collier.  Yes,  I  yield  to  the  gentleman. 

Mr.  Erlenborn.  As  I  understand  the  gentleman's  question,  it  is 
•whether  regulatory  commissions  would  be  considered  agencies  \ 
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Mr.  Collier.  As  well  as  any  duly  appointed  commissions  that  were 
authorized  by  the  Congress,  whether  through  Congress  or  through 
Executive  appointment 

Mr.  Eklenborn.  The  definition  of  the  word  "agency"  would  l>e 
contained  in  the  basic  Freedom  of  Information  Act,  and  this  is 
the  amendment  to  the  Freedom  of  Information  Act.  My  recollection 
is  that  the  word  "agency"  defined  in  the  act  would  include  regulatory 
commissions. 

Such  things  as  study  commissions,  interim  study  commissions,  or 
short-term  study  commissions.  I  do  not  believe  the}-  would  be. 

Mr.  Collier.  They  would  be  excluded,  not  withstanding  the  fact  that 
they  contain,  in  many  instances,  substantial  confidential  records  of  a. 
personal  nature  ( 

Mr.  Erlenborn.  This  is  only  my  recollection,  without  having  a 
copy  of  the  law  before  me.  I  think  regulatory  commissions  would  he 
included  within  the  definition,  something  like  the  President's  Com- 
mission on  Population  Growth  in  America,  on  which  1  served. 

Mr.  Collier.  That  is  not  included  \ 

Mr.  Eklenborn.  I  do  not  believe  that  is  included  within  the 
definition. 

Mr.  Collier.  I  thank  the  gentleman. 

AMENDMENT  OFFERED  BY  MR.  BUTLER 

Mr.  Butler.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows  : 

Amendment  offered  by  Mr.  Butler;  Page  23,  after  line  25,  insert  the  following: 
"(9)  pursuant  to  the  order  of  a  court  of  competent  jurisdiction." 

Mr.  Butler.  Mr.  Chairman,  this  is  an  amendment  to  the  section  of 
the  bill  dealing  with  conditions  of  disclosure.  It  is  introduced  for  the- 
purpose  of  making  it  perfectly  clear  that  a  lawful  order  of  a  court  of 
competent  jurisdiction  would  be  an  appropriate  condition  of  disclosure^ 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Chairman,  will  the  gentleman 
yield  ? 

Mr.  Butler.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  the  gentleman  has 
discussed  his  amendment  with  us,  and  we  find  no  objection  to  the- 
amendment. 

The  Chairman  pro  tempore.  The  question  is  on  the  amendment 
offered  by  the  gentleman  from  Virginia  (Mr.  Butler). 

The  amendment  was  agreed  to. 

AMENDMENT  OFFERED  BY  MR.  BUTLER 

Air.  Butler.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows  : 

Amendment  offered  by  Mr.  Butler:  On  page  2G,  line  17,  after  the  word 
"disclosure",  strike  out  the  period  and  add  the  following:  ";  and  (5)  nothing 
in  this  section  shall  allow  an  individual  access  to  any  information  complied  in 
reasonable  anticipation  of  a  civil  action  or  proceeding." 

Mr.  Butler.  Mr.  Chairman,  this  amendment  is  directed  to  the  sec- 
tion dealing  with  access  to  records.  It  is  introduced  for  the  purpose  of' 
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making  it  perfectly  clear  that  an  investigation  of  an  accident  or  other 
procedures  incident  to  problems  of  that  nature  will  not  be  subject  to 
inquiry  or  access  under  this  section. 
The  amendment  says : 

Nothing  in  this  section  shall  allow  an  individual  access  to  any  information 
-compiled  in  reasonable  anticipation  of  a  civil  action  or  proceeding. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  will  the  gentleman 
yield  ? 

Mr.  Butler.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  again  the  gentleman 
lias  been  good  enough  to  discuss  this  amendment  with  us,  and  we  lind 
no  objection  to  it. 

However,  I  would  ask  the  gentleman  this :  What  does  he  contemplate 
concerning  the  third  amendment  we  discussed? 

Mr.  Butler.  Mr.  Chairman,  I  do  not  intend  to  introduce  the  third 
amendment  the  gentleman  refers  to. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  thank  the  gentle- 
man. 

We  have  no  objection  to  the  amendment. 

Mr*  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Butler.  I  yield  to  the  gentleman  from  Illinois. 

Mr.  Erlenborn.  Mr.  Chairman,  as  I  understand  it,  the  purpose  of 
the  amendment  is  to  protect,  as  an  example,  the  file  of  the  U.S.  attor- 
ney or  the  solicitor  that  is  prepared  in  anticipation  of  the  defense  of 
a  suit  against  the  United  States  for  accident  or  some  such  thing? 

Mr.  Butler.  That  is  the  subject  we  have  in  mind. 

Mr.  Erlenborn.  I  appreciate  the  gentleman's  concern.  I  think  it  is 
a  real  concern,  and  that  protection  ought  to  be  afforded. 

The  only  problem  I  find  with  that  amendment  is  this :  It  would  pre- 
suppose we  intended  the  defining  of  "record  system"  to  preclude  that 
type  of  record.  I  do  not  think  we  did. 

If  these  sorts  of  records  are  to  be  considered  a  record  system  under 
the  act,  then  the  agency  would  have  to  go  through  all  the  formal  pro- 
ceedings of  defining  the  system,  its  routine  uses,  and  publishing  in 
the  Federal  Register. 

Frankly,  I  do  not  think  the  attorney's  files  that  are  collected  in  an- 
ticipation of  a  lawsuit  should  be  subject  to  the  application  of  the  act 
in  any  instance,  much  less  the  access  provision.  It  is  our  concern  in  the 
access  provision  that  it  may  then  presuppose  it  is  covered  in  the  other 
provisions,  and  I  do  not  think  it  should  be. 

Mr.  Butler.  Mr.  Chairman,  I  share  the  gentleman's  concern.  When 
this  amendment  was  originally  drafted,  it  stated  "access  to  any  rec- 
ord'' and  we  struck  the  word,  "record,"  and  inserted  "information." 

So  we  made  it  perfectly  clear  we  were  not  elevating  an  investigation 
with  the  word,  "record,"  to  the  status  of  records.  We  did  want  to  make 
it  clear  there  was  not  to  be  such  access,  because  that  access  would  be 
within  the  usual  rules  of  civil  procedure. 

Mr.  Erlenborn.  Mr.  Chairman,  if  the  gentleman  will  yield  further, 
it  is  the  gentleman's  contention,  under  his  interpretation  of  the  act.  that 
the  other  provisions  would  not  apply  to  the  attorney's  files  as  well ;  is 
that  correct? 

Mr.  Butler.  The  gentleman  is  correct. 
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Mi'.  Erlenborn.  I  wonder  if  the  gentleman  would  ask  the  gentleman 
from  Pennsylvania  (Mr,  Moorhead)  what  liis  opinion  is  concerning 
that,  just  to  ilari  j'\-  the  record. 

Mr.  Bi  cler.  Mr.  Chairman,  I  will  yield  to  the  gentleman  from 
Pennsylvania  for  that  purpose. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  agree  with  the 
limitation  which  has  been  placed  on  the  amendment  by  the  gentleman. 

The  Chairman  pro  tempore.  The  question  is  on  the  amendment 
offered  by  the  gentleman  from  Virginia  (Mr,  Butler); 

The  amendment  was  agreed  to. 

AMENDMENT  OFFERED  BY  MS.  ABZUG 

Ms.  Abzug.  Mr.  Chairman,  I  oiler  an  amendment. 
The  Clerk  read  as  follows: 
Amendment  offered  by  Ms.  Abzug :  Page  33,  line  3,  strike  out  lines  3  and  4. 

(.Ms.  Abzug  asked  and  was  given  permission  to  revise  and  extend  her 
remarks.) 

Ms.  Abzug.  Mr.  Chairman,  we  are  dealing  in  this  bill  before  us  today 
with  the  right  to  privacy  and  any  exemption  from  the  safeguard  pro- 
visions of  this  bill  must  be  the  exception  rather  than  the  rule.  It  should 
be  justified  only  where  there  are  overwhelming  societal  interests. 

What  are  the  overwhelming  interests  of  society  that  this  exemption 
protects  which  would  justify  an  infringement  on  individual  liberty  ? 

Under  other  exemption  provisions  of  this  bill,  we  have  already  pro- 
tected from  disclosure  information  related  to  law  enforcement  in- 
vestigative matters  and  national  security. 

I  have  agreed  to  support  such  specific  exemptions.  But  the  general 
exemption  as  to  all  records,  regardless  of  what  they  contain,  main- 
tained by  the  CIA,  goes  too  far.  By  allowing  the  CIA  to  exempt  all 
systems  of  records,  even  those  which  contain  no  sensitive  data,  we  are 
unnecessarily  denying  individuals  the  rights  guaranteed  by  this  bill 
and  indeed  rights  guaranteed  by  the  Constitution. 

There  is  grave  danger  inherent  in  granting  any  such  broad  exemp- 
tion. Xo  agency  should  be  given  a  general  license  to  exempt  any  and  all 
of  its  records  or  records  S}"Stems. 

Rather  than  base  exemptions  on  the  functions  of  an  agency  which- 
maintains  records,  we  should  define  exemptions,  as  wre  tried  to  in  this 
bill,  in  terms  of  the  kind  of  data  sought  to  be  protected  from  disclosure. 
We  have  done  this  in  subsections  (k)  and  (1)  (1),  and  (2)  of  the  bill. 

If  the  records  of  the  CIA  contain  sensitive  material,  these  records 
will  be  protected  from  disclosure  by  the  specific  exemptions  already 
referred  to,  information  related  to  either  foreign  policy  or  national 
defense  or  related  to  investigatory  material  which  is  being  compiled  for 
law  enforcement  purposes. 

We  would  weaken  this  bill  if  we  established  a  precedent  by  allow- 
ing an  agency  to  exempt  itself  entirely  from  requirements  that  would 
protect  and  reinforce  the  fundamental  constitutional  rights  of  privacy. 

By  setting  up  a  general  exemption  guaranteeing  and  allowing  the 
CIA  to  exempt  even  sensitive  records  from  virtually  every  provision 
of  the  bill,  the  bill  goes  far  beyond  what  is  necessary  to  protect  such 
records  from  disclosure.  Why  should  not  the  agency  be  required,  for 


939 

example,  to  keep  records  which  are  accurate,  timely,  and  relevant, 
which  are  requirements  of  this  bill? 

Why  shouid  the  agency  be  exempted  from  a  bar  against  maintaining 
political  or  religious  data  if  other  agencies  are  not,  and  why  should 
individuals  be  denied  rights  to  civil  remedies  and  court  review  I 

This  is  the  effect  of  the  "general  exemption"  section  of  the  bill, 
which  goes  far  beyond  the  "specific  exemption"  section  in  allowing 
agencies  to  disregard  the  safeguard  provisions  of  the  bill. 

I  might  tell  the  Members  that  the  other  body's  bill  does  not  contain 
any  such  general  exemption  section.  It  provides  solely  for  specific 
exemptions,  with  only  two  of  the  specific  ones  we  have,  by  the  way,  and 
that  is  for  national  security  and  law  enforcement  purposes. 

I  urge  that  we  strike  this  general  exemption  for  the  CIA  since  the 
CIA's  sensitive  records  and  activities  are  amply  protected  by  other  pro- 
visions of  this  bill. 

To  do  otherwise  would  be  to  deny  unnecessarily  to  one  group  of  in- 
dividuals the  privacy  rights  protected  by  this  bill. 

Mr.  Chairman,  I  urge  that  my  amendment  be  adopted. 

Mr.  Gude.  Mr.  Chairman,  will  the  gentlewoman  yield  ? 

Ms.  Abzug.  Yes,  I  yield  to  the  gentleman  from  Maryland. 

Mr.  Gude.  I  want  to  commend  the  gentlewoman  for  this  amendment. 

Certainly,  there  is  no  logic  in  gathering  information,  and  regardless 
of  its  sensitivity,  putting  it  off  bounds  merely  because  it  happens  to* 
be  stored  within  a  particular  agency. 

The  gentlewoman's  amendment  makes  a  great  deal  of  sense,  and  I 
certainly  urge  its  adoption. 

Mr.  Koch.  Mr.  Chairman,  will  the  gentlewoman  yield? 

Ms.  Abzug.  I  yield  to  the  gentleman  from  Xew  York. 

Mr.  Koch.  I  also  want  to  commend  the  gentlewoman  from  Xew  York,, 
who  has  pointed  out  this  particular  deficiency  of  this  legislation,  which 
I  hope  will  be  corrected. 

Mr.  Erlexborx.  Mr.  Chairman,  I  rise  in  opposition  to  the  amend- 
ment. 

Mr.  Chairman,  there  are  many  reasons  why  I  would  oppose  this 
amendment. 

I  think  it  is  quite  obvious  that  the  activities  of  the  Central  Intel- 
ligence Agency  are  not  the  sort  of  activities  that  are  supposed  to  be 
conducted  in  a  fishbowl. 

Let  me  make  this  one  observation.  Under  this  bill  we  are  allowing 
any  individual  access  to  records  that  are  maintained  by  the  Govern- 
ment relative  to  himself.  In  other  words,  any  person,  any  individual 
can  go  to  the  agency  that  is  subject  to  this  act  and  say.  "I  want  copies 
of  anything  that  you  have  relating  to  me." 

In  the  committee  we  discussed  whether  we  would  extend  this  right 
to  corporations.  We  decided  we  would  not ;  we  would  grant  it  only  to 
individuals. 

We  did  not  limit  this  access  to  U.S.  citizens. 

Just  stop  and  think  about  this  for  a  moment.  The  Central  Intelli- 
gence Agency  prepares  and  maintains  files  relative  to  people  all  over 
this  country  who  are  our  potential  or  actual  enemies. 

We  are  not  limiting  access,  under  this  law.  to  citizens  so  that  Chou 
En-lai  or  whoever  it  might  be  could  come  over  here  and  knock  at  the 
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door  of  t ho  CIA  and  saw  "Under  the  new  privacy  bill,  I  want  to  see 
all  the  files  that  you  have  maintained  concerning  me." 

I  think  this  situation  would  be  utterly  ridiculous.  The  amendment 
ought  to  fall  of  its  own  weight. 

Ms.  Anzi  ro.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Eblexbobn.  I  yield  to  the  gentlewoman  from  New  York. 

Ms.  Abzug.  Mr.  Chairman,  I  jusJ  want  to  refresh  the  recollection  of 
the  gentleman  from  Illinois  about  who  is  covered  under  this  bill.  We 
have  a  very  specific  definition  of  individuals  who  are  granted  rights 
under  this  bill  and  I  will  quote  from  subsection  (a)  (2) — Such  an  in- 
dividual ''means  a  citizen  of  the  United  States  or  an  alien  lawfully 
admitted  for  permanent  residence."  As  far  as  I  know  Cbou  En-lai  is 
not  a  citizen  of  the  United  States  or  an  alien  lawfully  admitted  for 
permanent  residence.  This  is  just  another  big,  big  red  herring. 

Mr,  Erlenborn.  Then  maybe  it  would  be  the  Ambassador  of  Ru— ia  ; 
who  is  to  say  4  The  fact  is,  we  ought  not  limit  the  United  States  to 
•carrying  on  the  activities  of  the  Central  Intelligence  Agency  in  such  a 
way  that  its  files  are  kept  under  cellophane. 

Mr.  Hoi.ifikli).  Mr.  Chairman,  I  move  to  strike  the  last  word,  and 
I  rise  in  opposil  ion  to  the  amendment. 

Mr.  Chairman,  I  realize  that  there  are  people  in  this  country  who 
have  a  great  antagonism  to  the  CIA.  I  might  say  that  back  in  1947 
this  committee  handled  the  legislation  that  established  the  CIA  in  the 
Defense  Department  bill. 

We  are  in  a  dangerous  world,  and  other  countries  of  the  world  are 
using  all  the  methods  that  they  can  develop  for  the  collection  of  infor- 
mation which  happens  to  be  favorable  to  their  objectives.  Many  times 
those  objectives  do  not  coincide  with  the  objectives  of  this  country,  so 
that  we,  likewise,  in  order  to  protect  ourselves,  are  collecting  informa- 
tion on  these  people  overseas,  or  the  emissaries  who  come  into  this 
country  if  it  deals  with  the  national  security  of  the  United  States.  I 
believe  that  the  better  part  of  valor  right  now  is  to  leave  this  alone. 

Ms.  Abzug.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  HoLirrELi).  I  yield  to  the  gentlewoman  from  Xew  York. 

Ms.  Abzug.  Mr.  Chairman,  I  would  just  like  to  refresh  the  recollec- 
tion of  the  gentleman  from  California,  and  since  he  is  my  honorable 
chairman  I  hesitate  to  do  this,  but,  nevertheless,  I  have  pointed  out 
that  the  bill  provides  in  section  (k)  (1)  (2)  for  an  exemption  of  any- 
thing which  would  in  any  way  affect  the  national  defense  or  foreign 
policy  of  this  Xation,  so  that  any  of  the  national  security  or  foreign 
policy  records  about  which  the  gentleman  from  California  has  ex- 
pressed some  concern  would  be  amply  covered.  Xo  information  which 
in  any  way  affects  the  national  security  or  foreign  policy  of  this  Xation 
could,  under  the  specific  provisions  of  section  (k)  of  this  act,  be  made 
available. 

My  objection  to  this  general  blanket  exemption  for  the  CIA  is  that 
there  is  much  information,  and  I  am  sure  the  gentleman  from  Califor- 
nia would  agree  with  this,  that  the  CIA  collects  about  individuals  that 
is  totally  unrelated  to  the  national  security  functions  of  the  CIA. 

Mr.  Holifield.  I  do  not  know  that.  I  am  not  in  possession  of  that 
.knowledge. 
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Ms.  Abzug.  Even  if  that  were  not  so,  if  an  individual  seeks  access  to 
his  or  her  records  and  the  CIA  makes  a  determination  or  the  ag 
makes  a  determination  that  access  to  those  records  would  endanger  our 
national  security,  then  the  agency  would  have  the  right  to  assert  that 
reason  for  not  providing  access  to  the  information. 

All  I  am  suggesting  is  that  to  single  out  one  agency  and  exempt  all 
its  records,  just  because  it  is  this  agency,  is  quite  contrary  to  what  our 
purposes  are,  and  to  what  our  intentions  are  in  this  bill.  I  might  also 
mention  that  the  legislation  in  the  other  body  has  only  the  spi 
exemptions  that  I  mentioned  before.  A  blanket  exemption  for  any 
agency — even  or  especially  this  one  agency  lias  no  place  in  this  bill. 

Mr.  Holifield.  Mr.  Chairman,  let  me  add  that  this  agency  is  charged 
with  the  security  of  the  United  States  in  relation  to  its  foreign  po 
and  therefore  important  to  the  United  States.  The  agency  does  col- 
lect information  on  people  who  are  emissaries  from  those  nations  that 
are  here,  and  are  acting  in  behalf  of  other  nations,  and  I  just  do  not  be- 
lieve that  anyone  has  the  right  or  should  have  the  right  to  go  in 
expose  the  most  sensitive  area  in  the  protection  of  our  national  security. 
Therefore  I  must  oppose  the  amendment. 

I  think  we  are  going  pretty  far  in  this  bill,  and  I  think  this  is  just  a 
little  bit  too  far. 

Mr.  Dellttms.  Mr.  Chairman,  I  would  like  to  make  a  point  of  order, 
and  I  do  so  because  I  think  this  matter  is  of  such  importance  and  such 
gravity  that  it  should  not  be  disposed  of  by  a  handful  of  Members,  and 
I  note  that  there  is  not  a  quorum  present  on  the  floor. 

Therefore,  Mr.  Chairman,  I  make  the  point  of  order  that  a  quorum 
is  not  present. 

The  Chairman.  Evidently  a  quorum  is  not  present.  The  Chair  an- 
nounces that  he  will  vacate  proceedings  under  the  call  when  a  quorum 
of  the  committee  appears. 

Members  will  record  their  presence  by  electronic  device. 

The  call  was  taken  by  electronic  device. 

QUORUM   CALL  VACATED 

The  Chairman  pro  tempore  (Mr.  McFall).  One  hundred  and  four 
Members  have  appeared.  A  quorum  of  the  Committee  of  the  "Whole  is 
present.  Pursuant  to  rule  XXTIT.  clause  2,  further  proceedings  under 
the  call  shall  be  considered  as  vacated. 

The  Committee  will  resume  its  business. 

The  Chair  recognizes  the  gentleman  from  Pennsylvania  (Mr. 
Moorhead). 

(Mr.  Moorhead  of  Pennsylvania  asked  and  was  given  permission  to 
revise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman.  I  rise  in  opposition 
to  the  amendment  offered  by  the  gentlewoman  from  New  York  (Ms. 
Abzug).  I  do  so  with  considerable  regret,  because  of  the  great  contri- 
bution that  the  gentlewoman  has  made  in  the  drafting  of  this  le.T;<- 
lation.  The  gentlewoman  was  one  of  the  authors  of  the  original  privacy 
legislation  we  considered.  But  I  think  in  this  legislation  we  must  take 
a  step  at  a  time  in  a  delicate  field  like  that  involving  the  Central 
Intelligency  Agency. 
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Lot  me  explain  to  the  Members  that  the  CIA  is  not  entirely  exempt 
under  this  bill.  The  agencies  listed  under  genera]  exemptions  are 
affirmatively  subject  to  the  major  disclosure  and  the  requirement  sec- 
tion of  the  act.  The  CIA  must  follow  the  conditions  of  disclosure,  or  I 
should  say  nondisclosure,  as  enumerated  in  subsection  (b)  of  the  bill. 
This  is  a  major  provision  of  the  bill  with  which  the  Agency  must  be 
in  compliance — with  what  the  Agency  may  or  may  not  do  with  their 
iv  cords. 

The  CIA  is  also  subject  to  subsection  (e)(2),  (A)  through  (F)  to 
publish  in  the  Federal  Register  at  least  annually  a  notice  of  the  exist- 
ence and  character  of  each  system  of  records.  Thus,  even  under  the 
general  exemption  sections,  they  must  do  this. 

This  covers  two  unique  circumstances:  First,  the  Central  Intelli- 
gence Agency  maintains  various  intelligence  systems,  as  defined  by  the 
act.  Those  systems  maintained  by  the  CIA  are  primarily  personnel 
records.  By  statute  the  Central  Intelligence  Agency  is  prohibited  from 
releasing  any  detailed  information  on  its  personnel. 

The  committee  does  not  feel  it  should  repeal  other  statutes  by  impli- 
cation. Let  me  say  also  that  there  was  an  earlier  colloquy  between  the 
gentlewoman  from  New  York  and  the  gentleman  from  Illinois  about 
who  is  covered  by  the  act. 

On  page  21.  line  14,  in  the  definitions : 

The  term  "individual"  means  a  citizen  of  the  United  States  or  an  alien  law- 
fully admitted  for  permanent  residence  .  .  . 

So,  Mr.  Chairman,  I  urge  the  defeat  of  the  amendment. 

Ms.  Abzug.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Moorheao  of  Pennsylvania.  I  yield  to  the  gentlewoman  from 
New  York. 

Ms.  Abzug.  Mr.  Chairman,  I  am  very  disappointed  that  the  gentle- 
man from  Pennsylvania  has  to  rise  in  opposition  to  my  amendment.  I 
disagree  with  him.  I  think  this  exemption  is  really  out  of  line  with  the 
original  purpose  of  the  bill. 

I  had  no  recollection,  by  the  way,  Mr.  Chairman,  that  the  CIA  ever 
requested  this  exemption,  certainly  not  since  the  bill  was  clarified  to 
apply  only  to  citizens  and  permanent  residents. 

Although  the  gentleman  has  indicated  what  provisions  the  CIA,  as 
an  agency,  might  be  subjected  to,  he  has  neglected  to  mention  the  more 
significant  and  meaningful  provisions  it  will  not  be  subjected  to  as  a 
result  of  having  its  general  exemption.  I  have  already  mentioned 
some  of  those  basic  provisions,  such  as  the  requirement  of  agencies  to 
maintain  accurate,  relevant,  and  timely  data,  and  I  will  not  respect 
them  all  here. 

There  are  many  others  such  as  this,  so  I  do  not  think  it  is  fair,  even 
though  the  gentleman  may  oppose  my  amendment,  for  him,  to  suggest 
that  a  general  exemption  doesn't  deprive  individuals  of  basic  rights 
provided  by  the  act.  In  fact,  one  very  seriously  deprived  group  of  indi- 
viduals will  be  those  on  whom  the  CIA  may  be  keeping  records  which 
have,  nothing  at  all  to  do  with  the  security  of  this  Xation. 

Mr.  Eckiiardt.  Mr.  Chairman,  I  rise  in  favor  of  the  amendment. 

Mr.  Chairman,  I  should  like  to  clarify  that  other  provisions  of  this 
bill  fully  take  care  of  questions  having  to  do  with  security.  The  bill 
provides  two  types  of  exemptions:  First,  the  general  exemption  of 
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agencies.  In  fact,  only  one  agency  is  generally  exempted,  the  Central 
Intelligence  Agency.  This  is  in  subsection  (j),  "General  Exemptions.'' 

But  in  (k),  "Specific  Exemptions,"  it  is  provided  on  page  34,  item 
(1)  that  the  records  within  the  agency  are  exempted  from  this  sen  ion 
if  the  system  of  records  is,  (1)  subject  to  the  provisions  of  section 
552(b)(1)  of  this  title." 

Now,  552(b)  (1)  of  this  title  is  found  in  the  present  act,  and  what 
that  says  is : 

This  section  does  not  apply  to  matters  that  are,   (1)  specifically  required  by 
Executive  order  to  be  kept  secret  in  the  interests  of  the  national  defense  or  for- 
•  eign  policy. 

Executive  Order  652,  issued  on  March  8,  1972,  and  effective  on 
June  1,  1972,  and  effective  on  June  1,  1972,  exempts  37  agencies  with 
respect  to  all  matters  having  to  do  with  national  defenses  or  foreign 
policy.  It  includes,  of  course,  the  CIA.  It  includes  the  Atomic  Energy 
Commission.  It  includes  the  State  Department ;  it  includes  the  Depart- 
ment of  Defense :  it  includes  the  Justice  Department. 

I  cannot  see,  for  the  life  of  me,  why  the  CIA  should  be  generally 
exempt  from  all  provisions  having  to  do  with  access  if  these  other 
agencies,  just  as  sensitive,  are  not  also  generally  exempt.  They  deal 
with  just  as  sensitive  material  in  the  area  of  national  security  as  the 
CIA  does.  The  point  is,  though,  if  we  generally  exempt  the  CIA  from 
access,  then  the  CIA  does  not  have  to  come  out  and  say  that  if  they 
revealed  the  information,  that  they  refuse  access  to,  it  would  affect 
national  defense  or  foreign  policy,  that  it  has  to  do  with  the  security 
of  the  United  States. 

I  happen  to  know  of  a  case  in  which  an  employee  of  the  CIA  has 
been  shabbily  treated.  I  think  the  particular  case  did  not  have  to  do 
with  security.  It  had  to  do  with  a  girl.  Some  boss  did  not  much  like  an 
inferior  officer  seeing  her.  But  I  shall  not  assert  that  as  a  fact  here 
but  as  a  hypothetical  illustrating  the  evil  of  giving  the  CIA  complete 
exemption  from  access  provisions  of  this  Act.  The  CIA  can  come  in 
and  say  at  any  time,  "This  affects  foreign  affairs."  But  let  us,  at  least, 
make  them  say  that,  because  many  people  working  for  the  CIA  are 
subject  to  exactly  the  same  discriminations  as  those  working  for  other 
agencies.  The  CIA  is  going  to  be  believed  when  they  raise  the  conten- 
tion that  foreign  affairs  are  affected,  but  at  least  let  us  make  them 
come  in  and  say  it.  Presumably,  there  would  be  some  reluctance  to  lie 
about  it.  But  if  all  they  have  to  say  is.  "We  are  blanketly  exempt  from 
any  access  to  the  information  which  you  seek,"  we  are  absolutely  pro- 
tecting them  in  matters  in  which  the  grossest  discrimination  could 
occur. 

Let  me  just  say  once  again  that  I  am  not  talking  in  favor  of  opening 
up  access  to  CIA's  files  with  respect  to  matters  of  security,  because  the 
second  exemption,  the  specific  exemption  provisions  provided  for  in 
this  act.  refers  to  552(b)  (1).  That  says  that  nothing  may  be  obtained 
which  the  Executive  order  requires  to  be  kept  secret  in  the  interest  of 
national  defense  or  foreign  policy  and  an  Executive  Order  652  has 
b?en  issued  and  totally,  blanketly  covers  all  such  matters  pertaining 
to  national  defense  and  foreign  policy. 

The  Chair:max  pro  tempore  (Mr.  McFall).  The  question  is  on  the 
amendment  offered  by  the  gentlewoman  from  New  York  (Ms.  Abzug). 

The  amendment  was  rejected. 
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AMENDMENT    OFFERED    BY    MR.    ICIIORD 

Mr.  Ichord.  Mr.  Chairman,  I  offer  an  amendment. 

The  Clerk  read  as  foilo, 

Amendment  offered  by  Mr.  Ichord:  On  page  ol,  strike  lines  7  through  11  and 
Insert  the  following  in  lien  thereof  ; 

•'(2)  investigatory  material  compiled  for  law  enforcement  purposes,  other 
than  material  within  the  scope  of  subsection  (j)  (2)  of  this  section:  Provided, 
however,  That  if  any  individual  is  denied  any  right,  privilege,  or  benefit  that  he 
would  otherwise  be  entitled  by  Federal  law,  or  for  which  he  would  otherwise  be 
eligible,  as  a  result  Of  the  maintenance  of  such  material,  such  material  shall  be 
provided  to  such  individual,  except  to  the  extent  that  the  disclosure  of  such, 
material  would  reveal  the  identity  of  a  source  who  furnished  inl'ormation  to  the 
Government  under  an  express  promise  that  the  identity  of  the  source  would  be 
held  in  con  or,  prior  to  the  effective  date  of  this  section,  under  an  implied 

promise  that   the  identity  of  the  source  would  be  held  in  confidence." 

(Mr.  Ichord  asked  and  was  given  permission  to  revise  and  extend 
marks.) 

Mr.  Ichord.  Mr.  Chairman,  again  I  wish  to  commend  the  gentleman 
from  Pennsylvania  (Mr.  Moorhead)  and  the  gentleman  from  Illinois 
(.Mi*.  Erlenborn),  as  well  as  the  members  of  the  committee  and  the 
Staff,  for  the  very  superb  job  they  have  done  in  balancing  the  rights 
of  the  individual  against  the  rights  of  society  in  general  and  protect- 
ing the  privacy  of  the  individual. 

All  this  amendment  does  is  to  protect  the  investigatory  material  of 
investigating  agencies  such  as  the  FBI  from  being  raided  by  thousands 
and  perhaps  tens  of  thousands  of  persons  for  no  legitimate  purpose. 

I  explained  the  amendment  in  general  debate,  and,  Mr.  Chairman, 
the  language  of  this  amendment  has  been  worked  out  in  conjunction 
with  the  managers  of  the  bill,  the  gentleman  from  Pennsylvania  (Mr. 
Moorhead)  and  the  gentleman  from  Illinois  (Mr.  Erlenborn). 

The  purpose  of  this  amendment  is  to  protect  our  investigative  agen- 
cies from  activities  which  I  do  not  believe  is  an  exaggeration  to  say 
might  seriously  impair  if  not  destroy  their  function  in  carrying  out 
their  vital  work.  The  amendment  would  both  protect  this  work  andr 
at  the  same  time,  do  so  consistently  with  the  attainment  of  the  purposes 
and  objectives  of  the  bill.  The  provisions  of  the  bill,  particularly 
subsection  (b),  provides  complete  and  adequate  protection  against 
improper  or  injurious  dissemination  of  information  beyond  the  legiti- 
mate uses  of  the  Federal  agencies  maintaining  them.  My  amendment  in 
no  way  affects  this  laudable  purpose,  or  those  provisions  against  dis- 
closure which  fully  protect  the  individual  affected  by  prohibiting 
any  improper  use  of  investigatory  material. 

All  that  the  amendment  does  is  to  protect  the  investigatory  material 
from  being  raided  by  thousands  and  perhaps  tens  of  thousands  of 
persons  for  no  legitimate  purpose.  I  assure  the  Members  that  the 
investigative  materials  would  be  raided  by  the  host  of  persons,  includ- 
ing subversives,  who  would  merely  seek  to  ascertain  the  extent  of 
coverage  and  method  and  adequacy  of  operation  of  our  intelligence 
forces.  This  improper  raiding  of  the  investigatory  files  will  be  pro- 
hibited by  my  amendment,  but  at  the  same  time  individuals  who  have 
the  legitimate  need  and  purpose  for  the  disclosure  to  them  of  the  in- 
formation is  preserved.  The  amendment  provides  that  in  any  case 
where  an  individual  is  denied  any  right,  privilege,  or  benefit  that  he 
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would  otherwise  be  entitled  by  Federal  law,  as  a  result  of  the  mainte- 
nance of  such  material,  he  will  be  entitled  to  the  information,  to  the 
extent,  of  course,  that  the  identity  of  confidential  sources  will  be 
protected. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  will  the  gentleman 
yield  3 

Mr.  Ichord.  I  yield  to  the  gentleman  from  Pennsylvania. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  understand  that 
this  amendment  is  also  subject  to  the  colloquy  we  had  in  general  debate 
concerning  protection  of  dissenters  under  the  first  amendment;  is  that 
correct  \ 

Mr.  Iciiord.  The  gentleman  is  correct.  This  is  meant  in  no  way  to 
harm  the  first  amendment  rights  of  any  American. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  with  that  under- 
standing, I  have  no  objection  to  the  amendment. 

The  Chairman  pro  tempore  (Mr.  McFall).  The  question  is  on  the 
amendment  offered  by  the  gentleman  from  Missouri   (Mr.  Ichord). 

The  amendment  was  agreed  to. 

AMENDMENT   OFFERED   BY   MR.   GUDE 

Air.  Gude.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Gude:  Page  36,  line  6,  after  the  period,  insert 
■the  following : 

"(n)  Federal  Privacy  Commission 

"(l)  Establishment  of  Commission — 

"(A)  There  is  established  as  an  independent  agency  of  the  executive  branch 
of  the  government  the  Federal  Privacy  Commission. 

"(B)  (i)  The  Commission  shall  be  composed  of  five  members  who  shall  be 
.appointed  by  the  President,  by  and  with  the  advice  and  consent  of  the  Senate, 
from  among  members  of  the  public  at  large  who,  by  reason  of  their  knowledge 
.and  expertise  in  any  of  the  following  areas :  civil  rights  and  liberties,  law, 
social  sciences,  and  computer  technology,  business,  and  State  and  local  govern- 
ment, are  well  qualified  for  service  on  the  Commission  and  who  are  not  otherwise 
-officers  or  employees  of  the  United  States.  Not  more  than  three  of  the  members 
•of  the  Commission  shall  be  adherents  of  the  same  political  party. 

"(ii)  One  of  the  Commissioners  shall  be  appointed  Chairman  by  the  President. 

"(iii)  A  Commissioner  appointed  as  Chairman  shall  serve  as  Chairman  until 
the  expiration  of  his  term  as  a  Commissioner  of  the  Commission  (except  that 
he  may  continue  to  serve  as  Chairman  for  so  long  as  he  remains  a  Commissioner 
.and  his  successor  as  Chairman  has  not  taken  office).  An  individual  may  be 
appointed  as  a  Commissioner  at  the  same  time  he  is  appointed  Chairman. 

"(C)  The  Chairman  shall  preside  at  all  meetings  of  the  Commission  and  a 
quorum  for  the  transaction  of  business  shall  consist  of  at  least  three  members 
present  (but  the  Chairman  may  designate  an  Acting  Chairman  who  may  preside 
in  the  absence  of  the  Chairman).  Each  member  of  the  Commission,  including  the 
•Chairman  shall  have  equal  responsibility  and  authority  in  all  decisions  and 
actions  of  the  Commission,  shall  have  full  access  to  all  information  relating  to 
the  performance  of  his  duties  or  responsibilities,  and  shall  have  one  vote.  Action 
of  the  Commission  shall  be  determined  by  a  majority  vote  of  the  members  present. 
The  Chairman  (or  Acting  Chairman)  shall  be  the  official  spokesman  of  the 
Commission  in  its  relations  with  the  Congress.  Government  agencies,  persons, 
or  the  public,  and.  on  behalf  of  the  Commission,  shall  see  to  the  faithful  execution 
of  the  policies  and  decisions  of  the  Commission,  and  shall  report  thereon  to 
the  Commission  from  time  to  time  or  as  the  Commission  may  direct. 

"(D)  Each  Commissioner  shall  be  compensated  at  the  rate  provided  for  under 
section  5314  of  title  5  of  the  United  States  Code,  relating  to  level  IV  of  the 
Executive  Schedule, 
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M(B)  Commissioners  shall  serve  for  tonus  of  three  years.  No  Commissioner 
in:i\  serve  more  than  two  terms.  Vacancies  in  the  membership  of  the  Commission 
shalJ  be  filled  In  the  same  manner  in  which  the  original  appointment  was  made. 

"i  Fi  Vacancies  in  the  membership  of  the  Commission,  as  long  as  there  are 
three  Commissioners  in  office,  shall  not  impair  the  power  of  the  Commission  to 
execute  the  functions  and  powers  of  the  Commission. 

"(G)  The  members  of  ihe  Commission  shall  nol  engage  in  any  other  employ* 
menl  during  t  heir  tenure  a^  members  of  the  Commission. 

"(2)  Personnel  of  the  Commission — 

"(A)  The  Commission  shall  appoint  an  Executive  Director  who  shall  perform 

such  duties  as  the  Commission  may  determine.  Such  appointment    may  he  made 
without  regard  to  the  provisions- of  title  5,  United  states  Code. 
"(B)  The  Executive  Director  shall  be  compensated  at  a  rate  not  in  exeess 

Of   the   maximum    rate   for   GS    is   of   the   General    Schedule   under   section    .".;',:;•_: 
of  title  ."..  Initi  d  States  Code. 

"(C)  The  Commission  is  authorized  to  appoint  and  fix  the  compensation  of 
such  officers  and  employees,  and  prescribe  their  functions  and  duties,  as  may 
he  necessary  to  carry  out  the  provisions  of  this  section. 

"(D)   The  Commission  may  obtain  the  services  of  experts  and  consultants  in 
accordance  with  the  provisions  of  section  3109  of  title  5,  United  States  Code. 
•■  i ;.  i  Functions  of  the  Commission.  The  Commission  shall — 

•(A  i  publish  annually  a  United  States  Directory  of  Information  System.-* 
containing  the  information  specified  to  provide  notice  under  subsection 
(e)(2)  of  this  section  for  each  information  .system  subject  to  the  provisions 
of  this  section  and  a  Listing  of  all  statutes  which  require  the  collection  of 
such  information  by  a  Federal  agency  : 

'•  i  P. )  investigate,  determine,  and  report  any  violation  of  any  provision 
of  this  section  (or  any  regulation  adopted  pursuant  thereto)  to  the  Presi- 
dent, the  Attorney  General,  the  Congress,  and  the  General  Services  Admin- 
istration where  the  duties  of  that  agency  are  involved,  and  to  the  Comptroller 
General  when  it  deems  appropriate  :  and 

'•(C)  develop  model  guidelines  for  the  implementation  of  this  section  and' 
assist  Federal  agencies  in  preparing  regulations  and  meeting  technical  and 
administrative  requirements  of  this  section. 

"(D)    In  additional  to  its  other  functions  the  Commission  shall — 

"(i )  to  the  fullest  extent  practicable,  consult  with  the  heads  of  appro- 
priate departments,  agencies,  and  instrumentalities  of  the  Federal  Gov- 
ernment in  carrying  out  the  provisions  of  this  section ; 

"(ii)  perform  or  cause  to  he  performed  such  research  activities  as 
may  be  necessary  to  implement  the  provisions  of  this  section  and  tiv 
assist  Federal  agencies  in  complying  with  the  requirements  of  this 
section  : 

"(iii)   determine  what   specific  categories  of  information  should   he* 
prohibited  by  statute  from  collection  by  Federal  agencies  on  the  basis 
that  the  collection  of  such  information  would  violate  an  individual's 
right  of  privacy. 
"(4)    Confidentiality  of  Information — 

"(A)  Each  department,  agency,  and  instrumentality  of  the  executive  branch 
of  the  Government,  including  each  independent  agency,  shall  furnish  to  the  Com- 
mission, upon  request  made  by  the  Chairman,  such  data,  reports,  and  other  infor- 
mation as  the  Commission  deems  necessary  to  carry  out  its  functions  under  this 
section. 

''(B)  In  carrying  out  its  functions  and  exercising  its  powers  under  this  sec- 
tion, the  Commission  may  accept  from  any  Federal  agency  or  other  person  any 
identifiable  personal  data  if  such  data  is  necessary  to  carry  out  such  powers  and 
functions.  In  any  case  in  which  the  Commission  accepts  any  such  information,  it 
shall  provide  appropriate  safeguards  to  insure  that  the  confidentiality  of  such 
information  is  maintained  and  that  upon  completion  of  the  purpose  for  which 
such  information  is  required  it  is  destroyed  or  returned  to  the  agency  or  person 
from  which  it  is  obtained,  as  appropriate. 
"(.">)    Towers  of  the  Commission — 

"(A)  The  Commission  may,  in  carrying  out  its  functions  under  this  section,, 
conduct  such  inspections,  sit  and  act  at  such  times  and  places,  hold  such  hearings, 
take  such  testimony,  require  by  subpena  the  attendance  of  such  witnesses  and  the 
production  of  such   books,   records,  papers,  correspondence,  and  documents,  ad- 
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minister  such  oaths,  have  such  printing  and  binding  done  and  make  such  ex- 
penditures as  the  Commission  deems  advisable.  Subpenas  shall  be  issued  under 
the  signature  of  the  Chairman  or  any  member  of  the  Commission  designated  by 
the  Chairman  and  shall  he  served  by  any  person  designated  by  the  Chairman  or 
any  such  member.  Any  member  of  the  Commission  may  administer  oaths  or 
affirmations  to  witnesses  appearing  before  the  Commission. 

*'(i)  In  case  of  disobedience  to  a  subpena  issued  under  subparagraph  (A)  of 
this  subsection,  the  Commission  may  invoke  the  aid  of  any  district  court  of  the- 
United  States  in  requiring  compliance  with  such  subpena.  Any  district  court  of 
the  United  States  within  the  jurisdiction  where  such  person  is  found  or  transacts 
business  may,  in  case  of  contumacy  or  refusal  to  obey  a  subpena  issued  by  the 
Commission,  issue  an  order  requiring  such  person  to  appear  and  testily,  to  pro- 
duce such  books,  records,  papers,  correspondence,  and  documents,  and  any  fail- 
ure to  obey  the  order  of  the  court  shall  be  punished  by  the  court  as  a  contempt 
thereof. 

"(ii)  Appearances  by  the  Commission  under  this  section  shall  be  in  its  own 
name.  The  Commission  shall  be  represented  by  attorneys  designated  by  it. 

"(B)  Section  6001(1)  of  title  18.  United  States  Code,  is  amended  by  inserting 
immediately  after  "Securities  and  Exchange  Commission,"  the  following:  "the- 
Federal  Privacy  Commission." 

"(C)  The  Commission  may  delegate  any  of  its  functions  to  such  officers  and 
employees  of  the  Commission  as  the  Commission  may  designate  and  may  author- 
ize such  successive  redelegations  of  such  functions  as  it  may  deem  desirable. 

"(D)  In  order  to  carry  out  the  provisions  of  this  section,  the  Commission  is 
authorized — 

"(i)   to  adopt,  amend,  and  repeal  rules  and  regulations  governing  the  man- 
ner of  its  operations,  organization,  and  personnel ; 

"(ii)   to  adopt,  amend,  and  repeal  interpretative  rules  for  the  implementa- 
tion of  the  rights,  standards,  and  safeguards  provided  under  this  section ; 

"(iii)  to  enter  into  contracts  or  other  arrangements  or  modifications 
thereof,  with  any  government,  any  agency  or  department  of  the  United 
States,  or  with  any  person,  firm,  association,  or  corporation,  and  such  con- 
tracts or  other  arrangements,  or  modifications  thereof,  may  be  entered  into* 
without  legal  consideration,  without  performance  or  other  bonds,  and  with- 
out regard  to  section  3709  of  the  Revised  Statutes,  as  amended  (51  U.S.C.  ~>)  ; 
"(iv)  to  make  advance,  progress,  and  other  payments  which  the  Com- 
mission deems  necessary  under  this  section  without  regard  to  the  provisions 
of  section  3648  of  the  Revised  Statutes,  as  amended  (31  U.S.C.  52th;. 
"(v)  receive  complaints  of  violations  of  this  Act  and  regulations  adopted 
pursuant  thereto ;  and 

"(vi)   to  take  such  other  action  as  may  be  necessary  to  carry  out  the 
provisions  of  this  section. 
"(6)   Reports— 

"The  Commission  shall,  from  time  to  time,  and  in  an  annual  report,  report  to- 
the  President  and  the  Congress  on  its  activities  in  carrying  out  the  provisions  of 
this  section." 

Mr.  Gude  (during  the  reading).  Mr.  Chairman,  I  ask  unanimous, 
consent  that  the  amendment  be  considered  as  read  and  printed  in  the 
Record. 

The  Chairman  pro  tempore.  Is  there  objection  to  the  request  of  t lie- 
gentleman  from  Maryland? 

There  was  no  objection. 

Mr.  Gude.  Mr.  Chairman,  this  amendment  establishes  a  Federal 
Privacy  Commission  which  is  a  vital  necessity  if  privacy  legislation  is 
to  become  a  meaningful  statute.  Clearly  the  key  to  the  maintenance 
of  successful  privacy  standards  will  be  the  degree  of  cooperation  pro- 
vided by  federal  agencies  which  have  to  implement  the  program.  This 
Commission,  which  would  coordinate  and  assist  in  those  efforts,  will  be 
an  important  tool  for  gaining  the  necessary  agency  cooperation. 

The  Commission  would  be  composed  of  five  full  time  members 
appointed  by  trie  President  with  the  advice  and  consent  of  the  Senate. 
The  functions  of  the  Commission  would  be  to  : 
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First,  publish  annually  a  Directory  of  Information  System  contain- 
ing data  on  Federal  agency  information  systems  and  the  statutes 
which  require  thecolle  lion  of  in  formation  : 

Second,  investigate  and  report  agency  violations  of  this  section  of 
the  bill: 

Third,  develop  model  guidelines  and  provide  assistance  to  federal 
agencies  for  the  implementation  of  this  section; 

Fourth,  provide  consultation  and  research  services  to  aid  agencies 
in  carrying  out  the  provisions  of  this  section :  and 

Fifth,  determine  what  categories  of  information  Federal  agencies 
should  be  forbidden  to  collect. 

To  fulfill  these  responsibilities  the  Commission  would  have  rule- 
making authority,  the  power  to  hold  hearings,  administer  oaths  and 
receive  evidence,  including  complaints  of  violations  of  provisions  of 
the  Act,  and  subpena  power.  Additionally  the  Commission  coidd  gain 
access  to  any  agency  information  system  and  any  identifiable  informa- 
tion, so  long  as  appropriate  safeguards  are  maintained  to  insure 
confidentiality. 

The  Commission's  powers  are  more  limited  than  those  provided  in 
other  earlier  proposals.  For  example,  its  activities  are  limited  to  con- 
cern with  the  provisions  of  this  act  and  not  any  other  freedom  of  in- 
formation legislation;  and  it  will  not  be  able  to  issue  orders  directing 
an  agency  to  comply  with  the  requirements  of  the  act.  However,  the 
Commission  will  serve  as  a  focus  of  attention  for  information  and  pri- 
vacy issues  and  will  also  be  a  watchdog  over  agencies  which  are  re- 
sponsible for  implementing  the  provisions  of  the  act. 

In  my  view,  this  Commission  would  be  an  essential  element  in  the 
implementation  of  privacy  legislation.  As  the  bill  presently  reads,  it 
contains  no  provision  for  the  establishment  of  an  administrative  body 
to  oversee  implementation  of  the  legislation.  I  know  some  say  we 
should  take  a  "wait  and  see''  attitude  about  a  privacy  commission. 

However,  such  a  "wait  and  see"  attitude  is  exactly  the  opposite  of 
what  is  needed,  because  the  major  problems  of  implementation  and  the 
inevitable  adjustments  in  the  ways  agencies  work  are  going  to  occur  at 
the  beginning  of  the  program,  not  later  on.  At  a  minimum,  this  Com- 
mission should  be  established  to  oversee,  monitor,  and  evaluate  the 
newly  legislated  safeguard  requirements  and  to  offer  information  and 
assistance  to  Federal  agencies  in  their  efforts  to  comply  with  the  act. 
As  with  any  new  program,  there  will  be  problems  and  these  problems 
will  occur  in  the  beginning  when  the  program  is  being  set  up.  A  central 
source  of  expertise  and  guidance  and  a  coordinated  approach  to  these 
problems  should  serve  to  reduce  rather  than  increase  administrative 
costs  over  the  long  run. 

Moreover,  we  would  be  more  than  naive  if  we  failed  to  recognize 
that  individual  Federal  agencies  cannot  be  expected  to  take  an  aggres- 
sive role  in  enforcing  privacy  legislation.  Enforcement  of  the  provi- 
sions of  this  bill  will  be  secondary  to  each  agency's  legislative  mandate 
and  will,  of  necessity,  cause  some  inconvenience.  I  believe  it  is  clear 
that  making  administration  of  privacy  standards  every  agency's  re- 
sponsibility really  means  making  it  no  agency's  responsibility/  Only 
by  providing  a  separate  independent  agency  to  act  as  a  focus  for  pri- 
vacy activities  and  concerns  and  for  coordinating  the  privacy  pro- 
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grams  of  the  various  Federal  agencies  can  we  be  assured  of  uniform 
effective  enforcement  of  the  rights  guaranteed  by  this  bill. 

Mr.  Chairman,  this  Commission  is  very  much  in  the  interest  of  get- 
ting legislation  which  affects  the  privacy  of  all  American  citizens  and 
specifically  Federal  employees.  I  very  much  hope  and  urge  that  the 
committee  will  adopt  this  amendment. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  rise  in  opposition 
to  the  amendment. 

(Mr.  Moorhead  of  Pennsylvania  asked  and  was  given  permission  to 
revise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania,  Mr.  Chairman,  I  rise  in  opposition 
to  this  amendment  with  great  regret,  because  the  gentleman  from 
Maryland  was  one  of  the  most  productive  members  of  the  subcommit- 
tee in  helping  draft  this  legislation. 

I  do  have  to  oppose  the  amendment,  first,  because  it  was  considers! 
in  subcommittee  and  voted  down.  Second,  it  was  considered  in  the  full 
committee,  and  it  was  voted  down. 

I  can  understand  why  the  gentleman  from  Maryland  asked  unani- 
mous consent  to  dispense  with  the  reading  of  the  amendment,  because 
it  is  a  long,  three-page  amendment.  It  is  really  a  bill  in  and  of  itself. 

I  do  oppose  this  amendment  to  create  a  Federal  privacy  commission 
for  a  number  of  important  reasons. 

First,  as  I  say,  it  was  voted  down  at  the  markup  session.  It  was  over- 
whelmingly defeated. 

Second,  it  would  add  to  the  overall  cost  of  the  bill  and  create  another 
level  of  bureaucracy  between  the  citizen  and  the  Federal  agency  and 
his  right  to  his  own  personal  records. 

Third,  it  could  impede  the  operation  of  the  various  civil  remedies 
afforded  to  individual  Americans  in  the  courts. 

Fourth,  as  President  Ford  stated  in  his  remarks  referred  to  earlier 
in  the  debate : 

I  do  not  favor  establishing  a  separate  commission  or  board  bureaucracy 
empowered  to  define  privacy  in  its  own  terms  and  to  second-guess  citizens  and 
agencies. 

It  seems  to  me  that  it  would  be  better  to  have  an  independent  branch 
of  the  Government,  that  is,  the  judicial  branch,  oversee  the  Executive 
rather  than  another  branch  of  the  executive  overseeing  the  Executive1. 

Finally,  if,  in  this  instance,  the  courts  do  not  do  the  excellent  job 
they  have  done  under  the  Freedom  of  Information  Act,  then  we  in 
Congress  can  always  in  the  future  create  a  privacy  board. 

But  if  we  create  this  commission  it  will  surely  develop  its  own  con- 
stituency, and  be  extremely  difficult  to  reverse  if  we  have  made  a 
mistake. 

Instead,  Mr.  Chairman,  this  bill,  patterned  after  the  Freedom  of 
Information  Act,  makes  each  agency  directly  responsible,  and  publicly 
and  legally  accountable  for  its  faithful  administration  of  this  law.  I 
am  sure  that  the  courts  will  do  their  duty.  Vigorous  congressional 
oversight  will  also  help  keep  the  bureaucracy  in  line. 

I  can  assure  the  Members  that  our  committee  will  fully  exercise  such 
authority.  Therefore,  I  urge  the  defeat  of  the  amendment, 

Mr.  Holtfield.  Mr.  Chairman,  will  the  gentleman  yield  ? 

Mr.  Moorhead  of  Pennsylvania,  I  yield  to  the  gentleman  from 
California. 
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Mr.  I[olifh;li>.  Mr.  Chairman,  I  am  pleased  with  the  statement  made 
by  tlie  gentleman  from  Pennsylvania.  As  the  gentleman  has  stated, 

this  creates  another  bureau  to  watch  the  watchers,  one  might  say,  and 
it  also  gives  this  commission  some  powers  to  make  recommendations, 
rules,  and  regulations  on  the  basis  of  their  judgment  rather  than  upon 
the  basis  of  flic  language  of  the  bill,  which  I  think  is  adequate  enough 
to  give  the  citizens  a  right. 

It  also  would  mean  that  undoubtedly  people  who  were  dissatisfied 
would  go  to  the  commission  for  relief,  rather  than  to  let  their  wishes  be 
known  to  the  courts,  or  if  they  did  not  want  to  go  to  the  courts  to  go  to 
the  committee,  which  will  have  continuing  oversight  over  this. 

This  is  a  committee  which  has  had  the  interest  to  hold  the  hearings, 
and  develop  this  bill  after  a  great  many  consultations  with  people  in 
the  Department  of  Justice  and  other  departments  of  the  Government. 
and  also  with  representatives  of  the  administration.  The  President 
even  went  out  of  his  way  in  his  message  on  October  9  to  say  specifically 
that  we  should  not  create  a  commission,  as  the  gentleman  from  Penn- 
sylvania has  mentioned. 

"  So,  for  that  reason,  as  well  as  others,  I  think  this  ought  to  be  voted 
down.  In  making  that  statement,  may  I  add  further  that  I  certainly 
do  not  want  to  disparage  the  attitude  or  the  industry  of  the  gentleman 
from  Maryland  (Mr.  Gude),  who  has  been  a  fine  member  of  our 
committee. 

Mr.  Erlenborx.  Mr.  Chairman,  I  move  to  strike  the  requisite  num- 
ber of  words,  and  I  rise  in  opposition  to  the  amendment. 

(Mr.  Erlenborn,  asked  and  was  given  permission  to  revise  and 
extend  his  remarks.) 

Mr.  Erlenborn.  Mr.  Chairman,  I  join  the  gentleman  from  Penn- 
sylvania (Mr.  Moorhead)  in  opposing  the  amendment.  I  think  the 
gentleman  from  Pennsylvania  has  very  well  articulated  the  reasons 
the  amendment  should  be  opposed.  Therefore,  I  hope  the  amendment 
will  be  defeated. 

Ms.  Abzug.  Mr.  Chairman,  I  move  to  strike  the  requisite  number  of 
words,  and  I  rise  in  favor  of  the  amendment. 

(Ms.  Abzug  asked  and  was  given  permission  to  revise  and  extend 
her  remarks.) 

Ms.  Abzug.  Mr.  Chairman,  I  really  am  somewhat  surprised  to  hear 
the  gentlemen  oppose  this  Commission,  since  this  commission  was 
modeled  on  a  bill,  H.R.  4960,  which  was  introduced  in  February  1973, 
by  Mr.  Horton,  and  cosponsored  by  Mr.  Erlenborn,  and  of  course  Mr. 
Gude,  who  is  the  author  of  the  amendment,  Mr.  Hanrahan,  Mr.  Mc- 
Closkey,  Mr.  Moorhead,  my  distinguished  chairman.  Mr.  Prit chard, 
Mr.  Regula,  and  Mr.  Thone.  It  is  basically  the  same  Commission  that 
was  proposed  in  the  legislation  originated  by  these  gentleman,  and  I 
am  finding  it  very  difficult  to  figure  out  why  they  have  changed  their 
minds. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentlewoman  yield? 

Ms.  Abzug.  Well,  I  guess  so. 

Mr.  Erlenborn.  Mr.  Chairman,  I  thank  the  gentlewoman  for  her 
gracious  yielding  to  me. 

The  bill  that  the  gentlewoman  has  referred  to,  of  course,  was  not  a 
privacy  commission  because  we  did  not  have  a  privacy  bill  before  us 
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at  the  time,  or  a  privacy  act;  that  was  a  Freedom  of  Information 
Commission. 

Ms.  Abzug.  I  understand  it  was  a  Freedom  of  Information  Commis- 
sion, and  the  fact  is  that  the  same  reasons  that  it  was  proposed  there 
are  the  same  reasons  it  was  proposed  here.  I  believe  we  should  have  a 
commission  which  covers  both  the  Freedom  of  Information  Act  and 
this  Privacy  Act.  But  this  Commission  is  being  proposed  by  the  genl  Io- 
nian from  Maryland  (Mr.  Gude)  only  for  the  privacy  act,  and  there  is 
good  reason  for  this. 

For  example,  the  bill  which  is  before  the  other  body,  which  is  the 
counterpart  of  our  bill,  provides  for  a  privacy  commission.  We  are 
charting  an  important  course  and,  quite  contrary  to  what  my  col- 
leagues have  suggested,  we  have  not  proposed  any  judicial  or  quasi- 
judicial  functions  for  this  Commission. 

We  are  not  proposing  a  superagency  with  enforcement  powers  oyer 
other  agencies.  Quite  to  the  contrary,  what  we  are  doing  is  suggesting 
that  there  be  a  mechanism  established  which  will  help  us  in  the  im- 
plementation of  this  very  important  Privacy  Act.  One  of  the  specific 
needs  will  be  to  insure  that  in  developing  rules  and  guidelines  relating 
to  personal  information  systems,  agencies  will  have  the  benefit  of  some 
expertise  and  will  achieve  some  degree  of  uniformity. 

So  it  will  really  make  it  easier  and  more  economical  to  implement 
this  legislation. 

I  find  it  very  interesting  that  it  was  suggested  that  we  had  a  full 
hearing  on  this  matter  before  our  full  committee.  If  I  may  refresh  the 
recollection  of  my  subcommittee  chairman,  it  is  true  that  we  raised  it 
in  the  subcommittee.  It  is  true  it  was  defeated  in  the  subcommittee.  As 
a  matter  of  fact,  when  I  pointed  out  that  this  was  patterned  after  the 
bill  of  the  members  of  the  committee,  they  thought  they  would  like  to 
reconsider  it.  But  this  amendment  was  never  considered  in  full  com- 
mittee, because  1  was  interested  in  helping  the  bill  get  to  the  floor,  and 
I  said  we  would  bring  these  amendments  up  on  the  floor  instead. 

I  am  a  little  surprised,  if  I  may  have  the  attention  of  the  Chairman. 
I  was  contradicting  him,  and  I  thought  he  should  hear  me  contradict 
him.  It  would  be  impolite  of  me  not  to  call  it  to  his  attention.  We 
certainly  did  not  have  action  on  this  in  the  full  committee,  but  only 
in  the  subcommittee.  In  the  full  committee,  if  the  Chairman  will  recall, 
I  yielded  to  the  desire  of  everyone  to  bring  a  bill  to  the  floor,  and  we 
said  we  would  bring  up  amendments  on  the  floor. 

As  a  matter  of  fact,  I  had  the  impression  that  this  amendment  would 
be  favorably  supported  by  the  ranking  members  of  the  committee,  as 
well  as  the  Chairman,  when  the  gentleman  from  Maryland  (Mr. 
Gude)  proposed  it. 

If  we  want  to  make  this  bill  significantly  workable  and  effective,  it 
needs  just  such  a  commission.  Without  it,  there  will  be  confusion; 
there  will  be  chaos.  Each  agency  will  act  like  a  lord  making  different 
regulations  come  about  in  different  ways.  This  amendment  would  fur- 
nish a  mechanism  which  could  really  help  this  act  to  become  effective. 

I  heartily  support  this  amendment. 

Mr.  Gude.  Mr.  Chairman,  will  the  gentlewoman  yield  ? 

Ms.  Abzug.  I  yield  to  the  gentleman  from  Maryland. 

Mr.  Gude.  I  thank  the  gentlewoman  for  yielding. 
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T  want  to  thank  the  gentlewoman  for  her  remarks.  Certainly  there 
is  no  Member  of  Congress  who  is  not  aware  of  the  variation  of  the 
agencies  of  the  Federal  Government  as  far  as  their  interest  in  the 

sensitivity  of  citizens'  rights.  We  can  sec  sonic  agencies  going  off  in 
one  direction,  unconcerned  about  privacy,  and  others  complying  with 
this  bill.  We  need  this  commission  desperately. 

Mr.  Koch.  Mr.  Chairman,  I  move  to  strike  the  requisite  number  of 
words,  and  I  rise  in  support  of  the  amendment  offered  by  the  gi 
man  from  Maryland  (Mr.  (hide). 

The  Federal  Privacy  Board  was  incorporated  into  the  original  legis- 
lation which  I  first  initiated,  and  I  have  always  supported  that  Board. 
I  recognize  that  reasonable  people  can  disagree  on  any  matter,  and  I 
recognize  the  disagreement  here.  Arguments  have  been  given  on  both 
sides,  and  while  I  support  the  Federal  Privacy  Board,  I  do  not  for  a 
moment  believe  that  those  who  are  in  opposition  do  so  because  they 
want  to  weaken  the  legislation.  It  is  a  philosophical  matter  as  to 
whether  or  not  we  want  to  introduce  what  some  have  called  another 
layer  of  Government. 

What  I  should  like  to  point  out  to  the  Members  is  that  whether  we 
call  it  a  Federal  Privacy  Board  and  give  it  independent  status,  or 
pass  the  legislation  without  the  Federal  Privacy  Board  in  accordance 
with  the  Glide  amendment,  Ave  must  have  some  kind  of  a  privacy 
board  to  regulate  what  will  happen,  and  the  functions  of  the  Federal 
Privacy  Board  will  be  executed  probably  by  OMB.  But  they  will  not 
be  able  to  execute  them  as  well,  as  efficiently,  as  ably  as  a  Federal 
Privacy  Board  given  the  powers  that  the  Gude  amendment  would 
give  to  it.  I  think  it  is  a  very  important  amendment.  I  am  pleased  that 
the  Senate  has  that  provision  in  its  bill. 

I  would  hope  that  ultimately  whatever  legislation  is  enacted  by  both 
Houses  of  this  Congress  we  will  incorporate  this  in  the  Federal  pri- 
vacy bill. 

The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Maryland  (Mr.  Gude). 

The  question  was  taken ;  and  on  a  division  (demanded  by  Mr.  Gude) 
there  were — ayes  9,  noes  29. 

So  the  amendment  was  rejected. 

AMEXD3IEXT    OFFERED    BY    MR.    KOCH 

Mr.  Koch.  Mr.  Chairman,  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Mr.  Koch :  Page  29,  line  24,  immediately  after  "sub- 
section" insert  "and  agency  notices  published  under  subsection  (e)  (2)  of  this 
section". 

Mr.  Koch.  Mr.  Chairman,  I  discussed  this  amendment  with  both 
sides  of  the  aisle  and  if  I  understand  it  correctly  it  is  acceptable  to 
them,  so  I  will  not  belabor  the  point.  It  merely  requires  that  the  Office 
of  the  Federal  Register  shall  annually  compile  and  publish  rules  and 
notices  as  opposed  to  rules  as  now  provided  in  the  bill  itself. 

Mr.  MooimEAD  of  Pennsylvania.  Mr.  Chairman,  if  the  gentleman 
will  yield,  we  have  no  objection  to  the  amendment. 

Mr.  Erlenborn.  Mr.  Chairman,  if  the  gentleman  will  yield,  we  have 
no  objection. 
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Mr.  Goldwater.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Kocn.  I  yield  to  the  gentleman  from  California. 

(Mr.  Goldwater  asked  and  was  given  permission  to  revise  and  ox- 
tend  his  remarks.) 

Mr.  Goldwater.  Mr.  Chairman,  I  rise  in  support  of  the  amendment 
presented  by  my  colleague  from  New  York  (Mr.  Koch).  A  directory 
describing  each  personal  information  system  is  a  vital  tool  for  the 
citizen.  Without  it,  he  could  search  fruitlessly  for  particular  data 
banks  among  the  more  than  850  in  the  Federal  Government  to  do  more 
than  end  secrecy  about  the  existence  of  personal  information  they 
keep.  We  must  pull  away  the  cloak  of  mystery  about  how  to  get  access 
to  personal  files  or  obtain  a  copy  by  mail. 

The  legislation  before  us  provides  only  for  printing  the  existence 
and  character  of  these  personal  information  systems  in  the  Federal 
Register?  This  would  mean  up  to  1)00  different  entries  could  be  spread 
over  a  12-month  period.  Asking  individuals  to  wade  through  copies  of 
the  Federal  Register  is  foolhardy.  Simply  cataloging  agency  wide  reg- 
ulations will  similarly  frustrate  the  citizen  searching  for  a  specific 
system. 

Mr.  Chairman,  the  corrective  language  proposed  by  Mr.  Koch  will 
give  us  the  directory  of  Federal  data  banks  we  need  and  I  urge  its 
adoption. 

The  Chairman.  The  question  is  on  the  amendment  offered  by  the 
gentleman  from  Xew  York  (Mr.  Koch). 

The  amendment  was  agreed  to. 

AMENDMENT    OFFERED    BY    MS.    ABZUG 

Ms.  Abzug.  Mr.  Chairman.  I  offer  an  amendment. 
The  Clerk  read  as  follows : 

Amendment  offered  by  Ms.  Abzug:  Page  34,  line  12,  strike  out  line  12  and  all 
that  follows  through  line  14. 

Page  34,  line  15,  change  "(4)"  to  "(3)'*. 

(Ms.  Abzug  asked  and  was  given  permission  to  revise  and  extend  her 
remarks.) 

Ms.  Abzug.  Mr.  Chairman.  I  object  to  this  exemption  for  many  of 
the  same  reasons  that  I  objected  to  the  general  exemption  for  the  CIA. 
Exemptions  should  be  defined  in  specific  terms  and  in  terms  related  to 
the  societal  interest  or  public  policy  to  be  served. 

Yet.  here  again,  we  have  defined  the  exemption  in  terms  of  the  func- 
tion of  the  agency  rather  than  in  terms  of  the  nature  of  the  records. 
What  sensitive  data  are  we  seeking  to  protect  by  allowing  the  Secret 
Service  to  exempt  all  its  records  from  the  requirements  of  the  bill  \ 

The  committee  report  tells  us  on  page  19  that  : 

Access  to  Secret  Service  intelligence  files  on  certain  individuals  would  vitiate 
a  critical  part  of  Secret  Service  work  which  was  specifically  recoinmeiuh'd  by 
the  Warren  Commission.  . . . 

This  is  ridiculous.  I  read  the  Warren  Commission  report.  What  did 
it  recommend?  What  it  recommended  was  that  there  be  maintenance 
of  more  selective  files  in  a  more  efficient  and  sophisticated  manner, 

specifically,  for  example,  by  conversion  to  automatic  data  processing. 
T  am  not  convinced  that  the  maintenance  of  some  84.000  files — which 
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is  the  riumber  of  files  maintained  by  the  Secret  Service,  according  to 
the  Ervin  Subcommittee  on  Constitution  Rights  report  just  issued — 
is  any  Indication  that  the  Secret  Service  is  now  doing  a  better  job  of 
"attempting  t<>  identity  those  persons  who  might  prove  a  danger  to 
the  President."  The  mere  size  of  this  group  may  indicate  quite  the 
contrary;  but  thai  also  is  not  the  point. 

Even  assuming  that  these  files  must  be  maintained  and  perhaps 
there  is  justification  for  maintaining  some  300  or  400  files  I  fail  to  see 
the  connection  between  this  exemption  and  the  Warren  Commission 
recom  ions.  How  would  access  to  one's  files  interfere  with  the 

mandate  of  the  Secret  Service  I 

As  a  matter  of  fact,  the  Ervin  Subcommittee  on  Constitutional 
Rights  made  a  comment  about  this  and  they  said  that  withholding  per- 
mission for  revision  of  files  by  individuals  concerned  would  seem  to 
serve  no  valid  purpose.  Surely  the  Secret  Service  has  nothing  to  gain 
by  maintaining  erroneous  information  that  can  be  corrected  by  in- 
dividuals—and that  is  one  of  the  prime  rights  under  this  act.  If  we  are 
trying  to  prevent  acts  of  violence,  how  does  disclosure  of  information 
defeat  that  goal?  An  argument  could  well  be  made  that  such  dis- 
closure would,  in  fact,  act  as  a  deterrent. 

So  before  voting  on  this  amendment,  it  should  be  clear  to  all  of  you 
that  the  striking  of  the  proposed  exemption  will  have  absolutely  no 
effect  on  the  essential  work  of  the  Secret  Service,  which  is  the  mainte- 
nance of  accurate  and  selective  files.  It  will  have  no  effect  on  its  func- 
tions. All  I  am  saying  is,  if  there  are  Secret  Service  files,  as  indeed 
there  are,  they  have  enough  protection  under  the  exemption  provisions 
of  this  act.  But  if  there  are  people's  names  listed  galore,  as  we  know 
there  are  in  their  files,  because  they  said  they  disagreed  with  what 
somebody  in  Government  said,  they  have  a  right  to  know  what  cranks 
are  making  statements  against  them.  They  have  a  right  to  correct 
their  files.  They  have  a  right  to  know  whether  their  privacy  is  being 
invaded. 

I  think  it  is  shocking  that  we  should  take  a  particular  agency  and 
give  it  a  blanket  exemption,  when  there  is  ample  protection  under  the 
act.  We  are  again  sacrificing  basic  individual  rights  of  privacy  for 
some  strange  reason  that  is  mumbo- jumbo. 

If  one  mentions  the  CIA,  he  cannot  do  a  thing.  If  one  mentions  the 
Secret  Service,  he  cannot  do  a  thing.  It  is  time  we  stopped  this  mind- 
less mentioning  of  agencies  and  accomplish  the  real  purpose  of  this 
bill. 

I  urge  support  of  my  amendment. 

Mr.  Erlenborn.  Mr.  Chairman,  I  rise  in  opposition  to  the  amend- 
ment. 

Mr.  Chairman,  the  amendment  would  strike  the  specific  exemption 
provision  on  page  34,  lines  12  through  14,  of  the  protective  services 
of  the  President  of  the  United  States. 

This  does  not  exempt  particularly  from  the  operation  of  the  bill  the 
maintenance  of  these  records.  The  sections  that  could  be  under  regu- 
lations exempted  are  (c)(3),  (d),  (e)(l)(2)(G)  and  (H). 

Now,  if  I  am  interpreting  this  correctly,  and  I  think  I  am,  this  still 
would  require  an  identification  of  the  system  under  section  (e)(1), 
lines  11  through  24. 
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That  would  requite  that  in  the  Federal  Register  the  following  things 
be  published : 

"(A)  the  name  and  location  of  the  system  ; 

"(B)  the  categories  of  individuals  on  whom  records  are  maintained  in  the 
system ; 

"(C)  the  categories  of  records  maintained  in  the  system  ; 

"(D)  each  routine  purpose  for  which  the  records  contained  in  the  system  are 
used  or  intended  to  he  used,  including  the  categories  of  users  of  the  records  for 
each  such  purpose ; 

"(E)  the  policies  and  practices  of  the  agency  regarding  storage,  retrievability, 
access  controls,  retention,  and  disposal  of  the  records ; 

"(F)  the  title  and  business  address  of  the  agency  official  who  is  responsible 
for  the  system  of  records ; 

That  means  that  many  of  the  provisions  of  the  act.  and  I  think  also 
including  the  prohibition,  of  transfer  to  other  agencies,  except  for 
those  purposes  that  have  been  identified  as  routine  uses,  will  be  ap- 
plicable to  these  records. 

I  think  the  only  real  harm  Ave  could  envision  would  be  transfer 
of  this  information  to  some  other  agency  where  the  person  would  be 
harmed  in  his  application  for  employment  or  some  other  right  or 
privilege  under  the  laws  of  the  United  States. 

Since  these  other  provisions  are  still  applicable  to  the  system.  I 
think  that  the  specific  exemption  here  providing  that  access  not  be 
made  available  to  the  persons  who  are  named  in  the  system  is  a  valid 
exemption,  one  that  is  necessaiy.  It  falls  under  the  same  general  cate- 
gory of  law  enforcement  where  we  already  have  an  exemption.  There- 
fore, I  think  the  amendment  should  be  defeated. 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Chairman,  I  rise  in  opposition 
to  the  amendment. 

( Mr.  Mooriiead  of  Pennsylvania  asked  and  was  given  permission  to 
revise  and  extend  his  remarks.) 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  there  is  much  of  the 
criticism  of  the  Secret  Service  by  the  gentlewoman  from  Xew  York 
that  is  correct.  The  list  of  the  protective  service  by  the  Secret  Service 
has  gotten  too  broad.  It  does  contain  names  of  people  who  are  not  a 
real  threat,  but  merely  dissidents  exercising  the  American  right  of 
dissent. 

But.  on  the  other  hand,  the  list  also  contains  the  names  of  people 
who  are  a  real  threat,  and  they  contain  informers  and  information 
about  the  techniques  of  protection.  We  have  to  recognize  that  in  this 
day  and  age,  unfortunately,  assassination,  holding  hostage  and  killing 
has  become  too  prevalent  so  that  an  amendment  which  completely 
eliminates  the  secrecv  of  the  legitimate  protective  right  of  the  Secret 
Service  just  goes  too  far. 

As  I  have  discussed  with  the  gentleman  from  Illinois  (Mr.  Erlen- 
borx)  and  as  we  have  said  to  the  gentlewoman  from  Xew  York  (Ms. 
Abztjg),  we  intend  to  hold  a  hearing  and  hold  the  feet  of  the  Secret 
Service  to  the  fire  to  weed  out  and  make  this  list  really  something 
small  so  that  they  can  be  effective.  If  it  is  a  broad  list,  it  really  does 
not  do  the  job  we  want  to  have  done  to  protect  not  only  the  President, 
but  other  officers  of  the  Government  and  visiting  dignitaries. 

It  seems  to  me  that  the  amendment  goes  too  far.  We  cannot  be  sure 
they  would  be  exempt  under  other  exemptions,  and  I  think  the  cor- 
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rect  way  to  proceed,  as  I  have  promised,  is  to  hold  intensive,  hard- 
hitting hearings  next  year. 

I  would  ask  the  gentleman  from  Illinois  if.  as  he  told  me  in  private, 
lie  would  cooperate  fully  in  this  endeavor. 

Mr.  Erlenborn.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Moobhead  of  Pennsylvania.  I  yield  to  the  gentleman  from 
Illinois. 

Mr.  Erlenborn.  Mr.  Chairman,  I  agree  with  the  gentleman,  and  I 
hope  we  will  hold  those  hearings  early  in  the  next  Congress. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman.  I  thank  the  gentle- 
man, and  I  urge  the  defeat  of  the  amendment. 

The  Chairman  pro  tempore  (Mr.  Brademas).  The  qnestion  is  on 
the  amendment  offered  by  the  gentlewoman  from  New  York  (Ms. 
Abzug). 

The  amendment  was  rejected. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Chairman,  I  move  to  strike 
the  requisite  number  of  words. 

Mr.  Chairman,  before  the  Committees  rises.  I  wish  to  summarize 
briefly  the  present  situation  on  the  privacy  bill.  On  October  9,  T 
dent  Ford  issued  a  statement,  which  I  include  at  this  point  in  the 
Record,  endorsing  H.R.  1637:3,  the  Privacy  Act  of  1974: 

Statement  by  the  President 

Legislation  to  protect  personal  privacy  is  making  significant  progress  in  the 
Congress.  I  am  delighted  about  the  prospect  of  House  and  Senate  action  at  this 
session. 

Renewed  national  efforts  to  strengthen  protections  for  personal  privacy 
should  begin  in  Washington.  We  should  start  by  enacting  uniform  fair  infor- 
mation practices  for  the  agencies  of  the  Federal  government.  This  will  give  us 
an  invaluable  operating  experience  as  we  continue  to  examine  and  recommend 
needed  actions  at  the  State  and  local  level  and  in  the  private  sector. 

The  immediate  objective  should  be  to  give  every  citizen  the  right  to  inspect, 
challenge  and  correct,  if  necessary,  information  about  him  contained  in  Federal 
agency  records  and  to  assure  him  a  remedy  for  illegal  invasions  of  privacy  by 
Federal  agencies  accountable  for  safeguarding  his  records.  In  legislating,  the 
right  of  privacy,  of  course,  must  be  balanced  against  equally  valid  public 
interests  in  freedom  of  information,  national  defense,  foreign  policy,  law  enforce- 
ment, and  in  a  high  quality  and  trustworthy  Federal  work  force. 

Immediately  after  I  assumed  the  chairmanship,  as  Vice  President,  of  the 
Cabinet-level  Domestic  Council  Committee  on  the  Right  of  Privacv.  I  asked  the 
Office  of  Management  and  Budget  to  work  jointly  with  the  Committee  staff,  the 
Executive  agencies  and  the  Congress  to  work  out  realistic  and  effective  legisla- 
tion at  the  earliest  possible  time.  Substantial  progress  has  been  made  by  both 
the  Senate  and  the  House  on  bills  extending  personal  privacy  protections  to  tens 
of  millions  of  records  containing  personal  information  in  hundreds  of  Federal 
data  banks. 

II.R.  16373,  the  Privacy  Act  of  1074.  has  my  enthusiastic  support,  except 
for  the  provisions  which  allow  unlimited  individual  access  to  records  vital  to 
determining  eligibility  and  promotion  in  the  Federal  sen-ice  and  access  f<> 
classified  information.  I  strongly  urge  floor  amendments  permitting  workable 
exemptions  to  accommodate  these  situations. 

The  Senate,  also,  has  made  substantial  progress  in  writing  privacy  legislation. 
S.  .'5418  parallels  the  House  bill  in  many  respects,  but  I  believe  major  technical 
and  substantive  amendments  are  needed  to  perfect  the  bill.  I  do  not  favor 
establishing  a  separate  Commission  or  Board  bureaucracy  empowered  to  define 
privacy  in  its  own  terms  and  to  second  guess  citizens  and  agencies.  I  vastly 
prefer  an  approach  which  makes  Federal  agencies  fully  and  publicly  account- 
able for  legally  mandated  privacy  protections  and  which  gives  the  individual 
adequate  legal  remedies  to  enforce  what  he  deems  to  be  his  own  best  privacy 
interests. 
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The  adequate  protection  of  personal  privacy  requires  legislative  and  executive 
initiatives  in  areas  not  addressed  by  H.R.  16.373  and  S.  3418.  I  have  asked  Execu- 
tive branch  officials  to  continue  to  work  with  the  Congress  to  assure  swift  action 
on  measures  to  strengthen  privacy  and  confidentiality  in  income  tax  records, 
criminal  justice  records  and  other  areas  identified  as  needed  privacy  initiatives 
l».\   the  Domestic  Council  Committee  on  the  Right  of  Privacy. 

He  made  two  points  on  which  this  endorsement  was  conditioned — 

First,  adoption  of  what  has  been  embodied  in  the  Erlenborn  amend- 
ment; and 

Second,  defeat  of  any  amendment  calling  for  creation  of  a  so- 
called  Privacy  Commission. 

Mr.  Chairman,  both  of  these  conditions  have  been  met.  While  I 
personally  opposed  the  Erlenborn  amendment  and  voted  against  it. 
it  was  nevertheless  adopted  yesterday  on  a  192  to  177  recorded  vote. 
The  amendment  to  establish  a  Privacy  Commission,  offered  by  the 
gentleman  from  Maryland  (Mr.  Glide)  earlier  today,  was  defeated. 

Mr.  Chairman,  this  bill,  as  now  before  use,  therefore  meets  the 
specific  criteria  set  forth  for  privacy  legislation  by  President  Ford 
last  month.  I  urge  Members  on  both  sides  of  the  aisle  to  give  it  the 
same  enthusiastic  support  as  that  expressed  by  President  Ford  and  by 
many  others  from  all  parts  of  the  political  spectrum.  We  do  not  claim 
that  will  solve  all  of  the  privacy  problems  which  abound  in  modern 
society.  It  is  not  a  perfect  bill :  But  it  is  a  start  and  an  important  first 
step  in  the  right  direction. 

Mr.  Chairman,  section  522a  (b)  (2)  of  the  bill  allows  an  agency  to 
disclose  records  contained  in  a  system  of  records  "for  a  routine  use 
described  in  any  rule  *  *  *." 

It  would  be  an  impossible  legislative  task  to  attempt  to  set  forth 
all  of  the  appropriate  uses  of  Federal  records  about  an  identifiable 
individual.  It  is  not  the  purpose  of  the  bill  to  restrict  such  ordinary 
Uses  of  the  information.  Bather  than  attempting  to  specify  each 
proper  use  of  such  records,  the  bill  gives  each  Federal  agency  the 
authority  to  set  forth  the  "routine"  purposes  for  which  the  records 
are  to  be  used  under  the  guidance  contained  in  the  committee's  report. 

In  this  sense  "routine  use''  does  not  encompass  merely  the  common 
and  ordinary  uses  to  which  records  are  put,  but  also  includes  all  of  the 
proper  and  necessary  uses  even  if  any  such  use  occurs  infrequently. 
For  example,  individual  income  tax  return  records  are  routinely  used 
for  auditing  the  determination  of  the  amount  of  tax  due  and  for  assist- 
ance in  collection  of  such  tax  by  civil  proceedings.  They  are  less  often 
used,  however,  for  referral  to  the  Justice  Department  for  possible 
criminal  prosecution  in  the  event  of  possible  fraud  or  tax  evasion, 
though  no  one  would  argue  that  such  referral  is  improper:  thus  the 
"routine*'  use  of  such  records  and  subsection  (b)  (2)  might  be  appro- 
priately construed  to  permit  the  Internal  Revenue  Service  to  list  in 
its  regulations  such  a  referral  as  a  "routine  use." 

Again,  if  a  Federal  agency  such  as  the  Housing  and  Urban  Develop- 
ment Department  or  the  Small  Business  Administration  were  to  dis- 
cover a  possible  fraudulent  scheme  in  one  of  its  programs  it  could 
''routinely."  as  it  does  today,  refer  the  relevant  records  to  the  Depart- 
ment of  Justice,  or  its  investigatory  arm,  the  FBI. 

Mr.  Chairman,  the  bill  obviously  is  not  intended  to  prohibit  such 
necessary  exchanges  of  information,  providing  its  rulemaking  proce- 
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dares  are  followed.  It  is  intended  to  prohibit  gratuitous,  ad  hoc.  dis- 
seminations for  private  or  otherwise  irregular  purposes,  To  this  end 
it  would  be  sufficient  if  an  agency  publishes  as  a  "routine  use"  of  its 
information  gathered  in  any  program  that  an  apparent  violation  of 
the  law  will  be  referred  to  the  appropriate  law  enforcement  authori- 
ties for  investigation  and  possible  criminal  prosecution,  civil  court 
act  ion.  or  regulatory  order. 

It  should  be  noted  that  the  "routine  use"  exception  is  in  addition  to 
the  exception  provided  for  dissemination  for  law  enforcement  activity 
under  subsection  (b)  ((>)  of  the  bill.  Thus  a  requested  record  may  be 
disseminated  under  either  the  "routine  use"  exception,  the  "law  en- 
forcement" exception,  or  lxith  sections,  depending  on  the  circumstances 
of  the  case. 

Mr.  Chairman,  section  552a (b)  (6)  authorizes  dissemination  of  rec- 
ords contained  in  a  system  of  records  "to  another  agency  or  t<»  as 
instrumentality  of  any  governmental  jurisdiction  within  or  under  the 
control  of  the  United  States  for  a  law  enforcement  activity  if  the  activ- 
ity is  authorized  by  law.  and  if  the  head  of  the  agency  or  instrumen- 
tal it v  has  made  a  written  request  *   *   *." 

The  words  "head  of  the  agency"  deserve  elaboration.  The  committee 
recognizes  that  the  heads  of  Government  departments  cannot  be  ex- 
pected to  personally  request  each  of  the  thousands  of  records  which 
may  properly  be  disseminated  under  this  subsection.  If  that  were  re- 
quired, such  officials  could  not  perform  their  other  duties,  and  in  many 
cases,  they  could  not  even  perform  record  requesting  duties  alone. 
Such  duties  may  be  delegated,  like  other  duties,  to  other  officials,  when 
absolutely  necessary  but  never  below  a  section  chief,  and  this  is  what 
is  contemplated  by  subsection  (b)  (6).  The  Attorney  General,  for  ex- 
ample, will  have  the  power  to  delegate  the  authority  to  request  the 
thousands  of  records  which  may  be  required  for  the  operation  of  the 
Justice  Department  under  this  section. 

Mr.  Chairman,  "agency"  is  given  the  meaning  which  it  carries  else- 
where in  the  Freedom  of  Information  Act.  5  United  States  Code, 
section  551(1),  as  amended  by  H.R.  12471  of  this  Congress,  section 
552(e),  on  which  Congress  has  acted  to  override  the  veto.  The  present 
bill  is  intended  to  give  "agency"  its  broadest  statutory  meaning.  This 
will  permit  employees  and  officers  of  the  agency  which  maintains  the 
records  to  have  access  to  such  records  if  they  have  a  need  for  them  in 
the  performance  of  their  duties.  For  example,  within  the  Justice  De- 
partment— which  is  an  agency  under  the  bill — transfer  between  divi- 
sions of  the  Department,  the  U.S.  Attorneys'  offices,  the  Parole  Board, 
and  the  Federal  Bureau  of  Investigation,  would  be  on  a  need-for-the- 
record  basis.  Transfer  outside  the  Justice  Department  to  other  agen- 
cies would  be  more  specificallv  regulated.  Thus,  transfer  of  information 
between  the  FBI  and  the  Criminal  Division  of  the  Justice  Depart- 
ment for  official  purposes  would  not  require  additional  showing  or 
authority,  in  contrast  to  transfer  of  such  information  from  the  FBI 
to  the  Labor  Department. 

Mr.  Chairman,  this  bill  is  not  designed  to  interfere  with  access  to 
information  by  the  courts.  Thus  a  court  is  not  defined  as  an  "agency" 
nor  is  it  intended  to  be  a  "person"  for  purposes  of  this  legislation. 
Therefore,  the  necessary  orderly  flow  of  information  from  Government 
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agencies  to  the  courts  will  not  be  impeded.  The  Congress  is  treated 
similarly  to  the  courts ;  it  is  also  excluded  from  the  definition  of 
"agency." 

Sir.  Holifield.  Mr.  Chairman,  will  the  gentleman  yield? 

Mr.  Mooriiead  of  Pennsylvania.  I  yield  to  the  distinguished  chair- 
man of  the  full  committee,  the  gentleman  from  California  (Mr. 
Holifield). 

Mr.  Holifield.  Mr.  Chairman,  at  this  time  I  would  like  to  pay 
tribute  to  the  chairman  of  the  subcommittee  and  the  ranking  minority 
member  of  that  subcommittee,  and  all  of  the  members  of  the  subcom- 
mittee who  participated  in  this  very  long  and  laborious  and  important 
bill.  It  is  a  complicated  bill  and  treads  new  ground,  as  the  subcom- 
mittee chairman  has  said.  It  may  not  be  as  complete  as  some  would 
want,  and  it  may  have  some  things  in  it  others  do  not  want. 

It  is  something  1  think  that  the  House  can  get  behind,  and  I  do 
know  the  deep  interest  of  the  gentleman  from  Pennsylvania  and  the 
gentleman  from  Illinois  in  this  subject  matter,  as  well  as  the  other 
Members  of  the  committee,  and  I  know  that  their  oversight  on  this 
will  be  an  active  and  living  oversight  in  the  days  to  come.  You  cannot 
grow  a  full-grown  oak  b}'  one  act.  planting.  Every  piece  of  legislation 
that  I  have  worked  on  in  the  32  years  I  have  been  here  has  had  to  be 
supervised  by  the  committee  or  attended  to  and  changed  from  time  to 
time,  with  changing  conditions,  or  with  information  that  comes  in 
that  indicates  changes  are  necessaiy.  I  want  to  commend  both  of  the 
gentlemen  and  members  of  the  committee  for  work  they  have  done1  on 
this.  I  believe  it  is  a  good  bill  and  I  intend  to  vote  for  it. 

Mr.  Mooriiead  of  Pennsylvania.  I  thank  the  gentleman  for  his  kind 
remarks. 

(Mr.  Mooriiead  of  Pennsylvania  asked  and  was  given  permission  to 
revise  and  extend  his  remarks.) 

Mr.  Kemp.  Mr.  Chairman,  I  rise  in  support  of  the  bill  H.R.  16373, 
the  proposed  Privacy  Act  of  1974,  and  the  principles  embodied  within 
it.  The  American  people  deserve  the  type  of  protection  of  their  privacy 
provided  lyy  this  legislation  and  I  ask  that  it  be  passed  overwhelmingly. 

This  is  not  a  new  subject  area  to  me. 

During  this  Congress  I  have  sponsored  or  cosponsored  16  separate 
measures  relating  to  the  right  of  privacy.  These  measures  would 
tighten  policy  and  procedures  in  such  practices  as  the  exchange  of 
information  about  individuals  between  Government  agencies  and  Gov- 
ernment and  industry;  the  use  of  social  security  numbers  and  other 
coding  systems  as  universal  identifiers;  the  procedures  for  approval  of 
wiretaps  and  other  forms  of  electronic  surveillance;  the  inspection  of 
confidential  Federal  income  tax  returns  by  unauthorized  parties;  the 
scope  of  the  exclusions  from  the  Freedom  of  Information  Act;  and 
various  forms  of  surveillance. 

As  a  member  of  the  Task  Force  on  Privacy,  the  extensive  final  re- 
port of  which  was  released  several  months  ago,  I  had  an  opportunity 
to  participate  in  the  formulation  of  specific  recommendations  on  what 
actions  the  Congress  ought  to  take  to  further  assure  the  adequacy  of 
law  as  to  the  right  of  privacy. 

And,  as  a  member  of  the  Committee  on  Education  and  Labor,  I  was 
deeply  involved  in — and  supportive  of — the  enactment  of  the  recent 
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amendment  to  the   Elementary  and  Secondary  Education  Act.  an 
amendment  tightening  procedures  for  disclosure  Of  information  from 

student  records  maintained  by  school  systems.  Offered  in  the  Senate 
by  the  distinguished  and  learned  Senator  from  New  York,  James  L. 
Buckley,  this  amendment,  known  as  the  Family  Educational  Rights 
and  Privacy  Act  of  1974.  is  now  law  and  became  effective  yesterday. 
I  regard  the  consideration  of  this  bill  today — the  first  comprehen- 
sive privacy  bill  to  be  reported  by  a  House  committee — as  an  indication 
both  of  the  actual  need  for  the  protections  embodied  within  it  and  of 
the  growing  awareness  among  legislators  of  that  need. 

TIIK    PRIVACY   ACT   OF    1974 

The  bill  before  us,  the  Privacy  Act  of  1974,  injects  a  new  sensitivity 
to  individual  rights  into  all  the  recordkeeping  practices  of  the  Federal 
Government. 

These  fair  information  practices  assert  that  there  should  be  no 
recordkeeping  system  whose  existence  is  a  secret;  that  personal  infor- 
mation in  all  files  should  be  accurate,  complete,  relevant  and  up  to 
date;  that  individuals  should  be  able  to  review  and  correct  almost  all 
Federal  files  about  themselves;  that  information  gathered  for  one 
purpose  should  not  be  used  for  another  without  the  individual's  con- 
sent: and  that  the  security  and  confidentiality  of  personal  fdes  should 
be  assured. 

The  adoption  of  these  rules  as  Federal  policy  is  of  historic  dimen- 
sions. 

In  amending  title  5,  Government  organization  and  employees,  of  the 
United  States  Code,  to  reflect  these  rules,  the  following  specific  require- 
ments would  be  given  force  of  law  : 

Permits  an  individual  to  have  access  to  records  containing  personal 
information  on  him  kept  by  Federal  agencies,  for  purposes  of  inspec- 
tion, copying,  supplementation  and  correction — with  certain  excep- 
tions, including  law  enforcement  and  national  security  records. 

Allows  an  individual  to  control  the  transfer  of  personal  information 
about  him  from  one  Federal  agency  to  another  for  nonroutine  purposes 
by  requiring  his  prior  written  consent. 

Makes  known  to  the  American  public  the  existence  and  character- 
istics of  all  personal  information  systems  kept  by  every  Federal 
agency. 

Prohibits  the  maintenance  by  Federal  agencies  of  any  records  con- 
cerning the  political  and  religious  beliefs  of  individuals  unless  ex- 
pressly authorized  by  law  or  an  individual  himself. 

Limits  availability  of  records  containing  personal  information  to 
agency  employees  who  need  access  to  them  in  the  performance  of  their 
duties. 

Requires  agencies  to  keep  an  accurate  accounting  of  transfers  of 
personal  records  to  other  agencies  and  outsiders  and  make  such  an 
accounting  available,  with  certain  exceptions  to  the  individual  upon 
his  request. 

Requires  agencies,  through  formal  rulemaking,  to  list  and  describe 
routine  transfers  and  establish  procedures  for  access  by  individuals  to 
records  about  themselves,  amending  records,  handling  medical  infor- 
mation, and  charging  fees  for  copies  of  documents. 
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Makes  it  incumbent  upon  an  agency  to  keep  records  with  such 
accuracy,  relevance,  timeliness  and  completeness  as  is  reasonably 
necessary  to  assure  fairness  to  the  individual  in  making  determinations 

about  him. 

Provides  a  civil  remedy  by  individuals  who  have  been  denied  ac 
to  their  records  or  whose  records  have  been  kept  or  used  in  contraven- 
tion of  the  requirements  of  the  act.  The  complainant  may  recover 
actual  damages  and  costs  and  attorney  fees  if  the  agency's  infraction 
was  willful,  arbitrary,  or  capricious. 

Makes  unlawful  possession  of  or  disclosure  of  individually  i dent i li- 
able information  by  a  government  employee  punishable  by  a  fine  not 
to  exceed  $5,000. 

Provides  that  any  person  who  requests  or  obtains  such  a  record  by 
false  pretenses  is  sul  >ject  to  a  fine  of  not  to  exceed  $5,000. 

And,  sets  forth  statutory  provisions  relating  to  archival  records; 
requires  annual  report  from  President  on  agency  uses  of  exemptions; 
and  provides  that  the  law  would  become  effective  180  days  following 
enactment. 

On  the  whole,  these  are  the  recommendations  arising  from  the  initial 
protection  of  privacy  bill  introduced  this  Congress,  the  Goldwater- 
Koeh-Kemp  bill,  particularly  as  those  recommendations  relate  to 
access,  inspection.  cop}dng,  supplementation,  and  correction  of  records. 

The  few  problems  associated  with  the  bill  reported  by  the  Committee 
are  susceptible,  I  believe,  to  remedy  through  the  amendment  process 
this  afternoon. 

PRIVACY   OF    MEDICAL   RECORDS    AND   MEDICAL    INFORMATION 

Subsection  (f )  (3)  of  the  proposed  section  552a  of  title  5  would 
require  that  each  agency  maintaining  a  system  of  records  to  promulgate 
rules  to  establish  procedures  for  the  disclosure  to  an  individual  upon 
his  request  of  his  record  or  information  pertaining  to  him,  including 
special  procedure,  if  deemed  necessary,  for  the  disclosure  to  an  indi- 
vidual of  medical  records,  including  psychological  records,  pertaining 
to  him. 

The  committee's  report  clarifies  this  section  with  the  following 
language : 

If,  in  the  judgment  of  the  agency,  the  transmission  of  medical  information 
directly  to  a  requesting  individual  could  have  an  adverse  effect  upon  such  indi- 
vidual, the  rules  which  the  agency  promulgates  should  provide  means  whereby 
an  individual  who  would  be  adversely  affected  by  receipt  of  such  data  may  be 
apprised  of  it  in  a  manner  which  would  not  cause  such  adverse  effects.  An 
example  of  a  rule  serving  such  purpose  would  be  transmission  to  a  doctor  named 
by  the  requesting  individual. 

As  one  who  is  particularly  concerned  with  the  right  of  privacy  as  it 
pertains  to  medical  records  and  information — those  records  and  that 
information  held  by  the  Federal  agencies  as  well  as  those  held  within 
the  States — I  am  encouraged  by  the  direction  of  the  committee's  action 
in  this  regard.  But,  more  should  be  done. 

It  is  for  that  reason  that  I  introduced,  on  October  11.  the  bill,  II. R. 
17323,  to  establish  a  Federal  Medical  Privacy  Board  with  responsi- 
bility for  promoting  protection  of  the  right  of  privacy  as  it  relates  to 
personal  medical  information. 
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That  bill  would  establish  a  comprehensive,  mandatory  program  of 
protection  of  the  confidentiality  of  medical  records  held  by  Federal 
agencies  and  would  establish  a  financial  assistance  program  to  States 
which  develop  adequate  programs  for  the  protection  of  non-Federal 
records,  held  by  Government  or  within  (ho  private  sector,  m  their 
respective  States. 

This  subject  is  too  serious — and  potentially  too  far-reaching— to  be 
dealt  with  as  just  one  of  many  items  to  be  covered  by  a  more  compre- 
hensive act.  I  support,  as  T  indicated  earlier,  the  provision  in  the  bill 
now  before  us  as  to  medical  records,  but  T  do  not  feed  it  is  adequate. 
Neither  do  I  feel  that  amendments  to  that  sect  ion  which  will  be  offered 
this  afternoon — although  T  may  support  them  because  they  do  enhance 
this  section  of  the  bill — can  adequately  deal  with  this  issue.  Only  the 
enactment  of  a  oomprohensiye  measure,  like  that  contained  in  the 
proposed  Medical  Records  Privacy  Act,  is  required. 

TI.R.  17323  was  introduced  for  the  expressed  purpose  of  soliciting 
the  views  of  those  to  be  affected  by  it — patients,  hospital  adminis- 
trators, doctors,  associations,  insurance  companies,  attorneys,  et  cetera* 
Those  comments  are  now  coming  in.  and  they  will  add  immeasurably 
in  the  preparation  of  a  perfected  bill  before  the  end  of  the  session. 

Mr.  Drinan.  Mr.  Chairman,  this  bill  and  the  right  to  privacy  have 
been  long  aborning.  Over  80  years  ago,  Samuel  AVarren  and  Louis 
Brandeis  published  their  seminal  article  on  "The  "Right  to  Privacy*' 
in  the  Harvard  Law^  Review.  In  exalting  the  "light  to  be  let  alone.'* 
they  identified  the  need  to  insulate  from  outside  instrusion  the  "sacred 
precincts  of  private  and  domestic  life." 

Warren  and  Brandeis  predicted  that  the  "question  whether  our 
law  will  recognize  and  protect  the  right  to  privacy  must  soon  come 
before  our  courts  for  consideration. "  The  expectation  that  the  judi- 
ciary would  secure  these  rights  lias  not  been  fully  realized.  To  be  sure, 
the  courts  have  ventured  into  the  area  to  some  degree.  But  the  judicial 
attempts  to  protect  privacy  have  been  slow  and  uneven.  They  have  not 
been  adequate  to  meet  the  concerns  of  contemporary  soeietA'.  partly 
because  technology  has  outdistanced  the  common  law  and  partly 
because  Government  has  outdistanced  the  common  man. 

The  present  need  for  legislation  is  quite  plain.  Through  the  unceas- 
ing efforts  of  Chairman  Moorhead.  Congressman  Koch,  and  others. 
the  Privacy  Act  of  1074  is  now  before  us.  As  a  cosponsor  of  earlier 
versions  of  this  bill  and  a  participant  in  the  drafting  process  through 
its  principal  sponsors,  T  have  a  particularly  keen  interest  in  it. 

TT.R.  16373  deals  with  a  subject  in  which  T  have  regularly  expressed 
concern  over  the  years.  Tn  the  first  days  of  my  service  in  the  House, 
T  spoke  to  this  body  on  the  pernicious  effects  generated  by  the  record- 
keeping activities  of  the  Internal  Security  Committee.  That  prac- 
tice and  other  recordations  about  the  lives  of  our  citizens  continue  on 
a  daily  basis  by  the  agencies  of  the  U.S.  Government.  Personal  data 
which  find  their  wav  into  Government  files  often  find  their  way  out 
and  into  the  hands  of  others. 

The  Privacy  Act  of  1074  seeks  to  arrest  and  control  the  dissemina- 
tion of  information  already  collected  and  stored.  Tt  does  not  purport 
to  regulate  the  flow  of  data  into  Government  files  nor  does  it  seek  to 
affect  the  storage  of  such  material.  In  this  analytical  sense  it  is  a 


963 

limited  measure.  But  its  importance  cannot  be  overstated.  Providing 
access  for  persons  to  examine  their  files  and  rest  rid  ing  t  he  distribution 
of  the  information  contained  in  them  should  receive  the  highest 
commendation. 

H.R.  16373  is  a  major  step  in  regulating  individual  files  maintained 
by  the  Government.  It  would  give  individuals  access  to  their  files, 
allow  copies  to  be  made,  and  permit  corrections  to  be  inserted.  The 
bill  restricts  access  to  records  by  agency  employees  on  a  "need-to- 
know"  basis.  Federal  workers  who  could  not  demonstrate  that  thresh- 
old requirement  would  be  prohibited  from  examining  individual  rec- 
ords. The  bill  would  also  severely  limit  the  transfer  of  files  from  one 
agency  to  another.  Finally  it  would  require  the  agency  to  record  the 
names  of  all  persons  who  are  given  access  to  a  persons  file. 

The  bill  also  provides  civil  remedies  and  criminal  penalities  for 
violations  of  its  commands.  A  person  who  has  been  aggrieved  by  agency 
action  may  bring  suit  in  the  United  States  District  Court  to  correct 
any  unlawful  practice.  During  the  course  of  that  litigation,  the  district 
judge  is  authorized  by  section  (g)  (2)  (A)  to  review  de  novo  any 
determination  by  an  agency,  for  example,  that  a  record  should  be 
withheld.  In  deciding  the  case,  the  judge  may  order  an  in  camera 
inspection  to  make  sure  that  the  agency,  in  refusing  to  disclose  a 
record,  has  complied  with  the  law. 

These  provisions  for  de  novo  review  and  in  camera  inspection  of 
documents  are  extremely  important.  Because  of  them,  the  agency  can- 
not hide  behind  an  executive  classification  which  seeks  to  place  the 
file  beyond  the  reach  of  the  citizen  and  the  Federal  court.  Under  this 
section,  the  judge  may  require  any  agency,  including  the  Central 
Intelligence  Agency  and  law  enforcement  authorities,  to  produce  the 
records  in  question  for  his  examination  to  determine  if  they  are  prop- 
erly within  the  scope  of  the  claimed  exemption. 

It  may  be,  for  example,  that  an  executive  agency  might  seek  to 
conceal  some  of  its  records  by  transferring  them  to  the  CIA  for  safe- 
keeping. If  those  files  were  then  sought  by  an  individual,  the  CIA 
would  undoubtedly  resist  turning  them  over  to  that  person.  If  a  suit 
were  then  instituted  to  compel  disclosure,  the  judge  could  order  the 
records  produced  for  his  in  camera  inspection  to  determine  whether 
they  were  in  fact  CIA  records  exempted  by  the  statute.  In  essence 
this  provision  achieves  the  same  result  as  H.R.  12471,  the  Freedom  of 
Information  Act  amendments,  which  we  recently  passed.  In  that  hill, 
we  included  a  similar  section  to  overturn  the  decision  of  the  Supreme 
Court  in  Environmental  Protection  Agency  v.  Mink,  410  U.S.  73 
(1073).  Section  (g)  (2)  (A)  of  this  bill  has  an  identical  thrust. 

There  are,  to  be  sure,  provisions  in  this  bill  which  should  give  us 
pause.  The  general  exemptions  for  the  Central  Intelligence  Agency 
and  for  law  enforcement  authorities  are  unwarranted  and  unnecessary. 
There  is  no  provision  for  the  establishment  of  a  Federal  privacy  hoard 
which  was  in  the  predecessor  bill,  H.R.  667.  The  180-day  delay  in  the 
effective  date  of  this  bill  could  reasonably  be  cut  in  half.  But  even 
so,  it  is  still  a  good  proposal. 

The  recent  inquiry  by  this  House  into  the  office  of  the  President 
disclosed  a  number  of  practices  which  invade  the  privacy  of  American 
citizens.  By  regulating  the  manner  in  which  Government  agencies 
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conduct  their  business,  as  t his  bill  does,  we  take  another  important 
step  in  protecting  the  "sacred  precincts  of  private  and  domestic  life." 
ILK.  16373  does  not  guarantee  that  abuses  will  no  longer  occur,  hut 
it  does  place  ehecks  upon  those  who  could  exercise  power  improperly. 
I  urge  my  colleagues  to  vote  in  favor  of  this  measure. 

-Mr.  Moaklky.  Mr.  Chairman,  the  bill  that  was  brought  before  us 
today  was  a  landmark  piece  of  legislation.  It  was  an  essential  fust 
step  toward  the  protection  of  every  American's  right  to  privacy. 

Unfortunately,  the  bill  on  which  we  are  about  to  vote  is  no  longer 
such  a  landmark.  We  have  renewed  on  our  promise  to  the  American 
people  that  we  would  pass  legislation  to  protect  the  right  of  every 
individual  to  privacy. 

\Ve  have  exempted  Federal  employees  from  the  protections  offered 
in  the  provisions  of  this  bill,  and  we  have  allowed  those  Federal 
agencies  afraid  to  conduct  their  business  in  the  light  of  day  to  con- 
tinue to  work  under  a  cloak  of  secrecy. 

I  am  voting  for  this  bill,  but  I  do  so  with  the  sincere  hope  that 
when  we  return  in  January  as  the  94th  Congress  we  will  keep  the 
promise  that  we  have  made.  I.  for  one,  will  continue  to  fight  for 
strong  legislation  in  the  area  of  privacy. 

We  must  establish  through  legislation  an  agency  with  direct  over- 
sight of  privacy  statutes  and  regulations. 

We  must  reconsider  the  exceptions  to  this  law,  and  we  must  severely 
narrow  those  exemptions. 

I  deeply  regret  that  I  cannot  offer  my  wholehearted  support  for 
this  legislation,  legislation  which  in  its  former  strong  and  compre- 
hensive state  supported  every  step  of  the  way  since  coming  to  Congress. 

Mr.  Koch.  Mr.  Chairman,  the  first  privacy  legislation  on  the  subject 
matter  covered  by  the  legislation  on  the  floor  today  was  the  bill  H.R. 
7214  which  I  introduced  on  February  19.  1969.  There  is  no  legislation 
in  which  I  have  been  involved  here  in  the  Congress  that  has  given 
me  greater  satisfaction  and  a  sense  of  accomplishment  than  this.  The 
bill  before  us  does  not  contain  all  of  the  safeguards  that  I  would  like 
to  see  in  privacy  legislation.  I  have  some  differences  with  respect  to 
some  provisions  of  the  bill,  but  I  do  believe  the  bill  to  be  one  well 
worth  supporting. 

The  basic  weaknesses  as  I  see  them  have  to  do  with  several  areas. 
The  bill  is  deficient  in  the  area  covering  law  enforcement  agencies. 
However,  that  comes  about  because  the  House  Judiciary  Committee 
under  the  subcommittee  chairmanship  of  Dox  Edwtards  is  consider- 
ing comprehensive  legislation  covering  the  entire  criminal  justice 
held.  The  Senate  provision  of  the  comparable  bill  which  covers  this 
particular  area  is  preferable  and  yet  that  too  is  deficient  when  com- 
pared to  the  needs.  Until  the  Justice  Department  can  come  forward 
with  a  proposal  that  the  Congress  can  agree  upon,  criminal  justice 
systems  should  be  included  in  this  privacy  legislation.  It  would  he 
completely  unjustifiable  to  exempt  criminal  justice  systems.  Privacy 
legislation  must  affect  law  enforcement  records.  What  is  significant 
is  section  3(e)(4)  of  the  bill  which  applies  to  agency  requirements 
which  states  that  no  agency,  including  law  enforcement  agencies,  is 
permitted  to  maintain  a  record  concerning  the  political  or  religious 
beliefs  or  activities  of  any  individual  unless  expressly  authorized 
by  statute  or  by  the  individual  himself. 
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The  exemptions  section  should  be  limited  only  to  those  files  having 
to  do  with  national  defense  and  foreign  policy,  informal  ion  held 
pursuant  to  an  active  criminal  investigation,  and  records  maintained 
for  statistical  purposes  not  identifiable  to  an  individual.  1  regret  that 
the  amendment  to  allow  court  assessment  of  punitive  damages  failed 
in  a  vote,  and  I  also  regret  that  the  Erlenborn  amendment  to  with- 
hold from  an  individual  the  source  of  confidential  information  in 
his  file  carried. 

There  is  one  other  area  which  is  included  in  the  Senate  bill  and  that 
is  the  establishment  of  a  Federal  Privacy  Commission  which  I  hope 
will  ultimately  be  incorporated  in  the  final  bill.  Key  to  the  concept 
of  enforcing  this  privacy  legislation,  insuring  the  individual's  privacy 
and  the  Federal  agencies'  carrying  out  of  this  function,  is  a  Privacy 
Commission.  Rather  than  fight  the  battle  at  this  point.  I  would  prefer 
that  the  legislation  before  us  with  its  imperfections  is  sent  to  con- 
ference with  the  Senate,  is  perfected  there  and  voted  out  before  the 
93d  Congress  adjourns.  However,  since  the  amendment  to  establish 
a  Commission  was  voted  down  today,  the  House  must  be  prepared  to 
insure  that  the  Commission's  functions  are  absorbed  in  the  privacy  bill. 
The  functions  of  the  Commission  are : 
First,  a  directory  of  information  systems: 

Second,  management  of  systems,  oversight   and  privacy   impact 
statements; 

Third,  research  on  the  scope  and  effect  of  the  systems;  and 
Fourth,  an  ombudsman  role  for  the  individual. 
Basic  to  my  5-year  effort  to  establish  privacy  standards  for  all  Fed- 
eral agencies  lias  been  the  requirement  that  a  directory  of  data  banks 
be  published  and  available  to  the  general  public.  Provisions  to  this  ef- 
fect were  part  of  the  bipartisan  measure  which  Congressman  Gold- 
watf.r  and  T  introduced  in  April.  Most  regrettably.  H.R.  1G373  as  re- 
ported contains  no  specific  provision  for  the  publication  of  a  directory 
of  the  existence  and  character  of  personal  systems  of  records  in  the  ex- 
ecutive branch.  This  can  be  remedied  by  minor  changes  to  the  agency 
notice  and  ride  requirements  sections  of  the  bill. 

The  present  agency  requirements  simply  call  for  the  annual  noticing 
in  the  Federal  "Register  of  the  existence  and  character  of  the  systems  of 
personal  records  together  with  important  particulars  about  the  loca- 
tion, categories  of  information,  purpose,  policies,  practices  address  and 
procedures  for  notification  and  access.  Under  agency  rules,  all  rules 
promulgated  to  carry  out  the  requirements  of  the  act.  in  compliance 
with  section  553  of  title  5  on  rulemaking  and  public  comment,  must 
be  published  in  the  Federal  Register  and  made  available  to  the  public. 
This  language  fails  to  require  the  publication  of  the  character  of  each 
personal  register  with  these  rules.  Therefore  the  public  would  not  have 
any  indication  as  to  the  different  information  systems  to  Avhich  they 
refer. 

I  understand  there  have  been  objections  to  an  annual  catalog  of  data 
banks  by  persons  who  claim  it  would  be  an  unwieldy  series  of  volumes. 
If  a  separate  publication  for  agency  rules  were  produced  there  would 
be  two  extensive  documents.  Convenience,  uniformity,  and  likelihood 
of  the  general  public's  use  of  this  information  would  be  impaired.  The 
cost  might  be  prohibitive.  As  far  as  I  know  the  so-called  unworkability 
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factor,  duplication,  and  cost  are  the  only  OMB  reasons  for  opposing  a 

director}-. 

In  an  effort  to  learn  the  true  operating  situation,  the  mechanics  of 
preparing  and  publishing  such  directories,  I  have  consulted  with  of- 
ficials of  the  Federal  Register.  Strangely,  mine  was  the  first  inquiry 
from  ( Congress  about  how  to  sort  out  these  questions  and  see  that  II. R. 
16373  is  written  in  a  prudent,  clear  form.  These  discussions  provided 
me  with  several  important  conclusions : 

First.  An  annual  directory  is  not  necessary  once  the  basic  catalog  is 
published,  after  that  annual  updatings  can  be  printed  to  list  changes 
in  registers  or  note  totally  new  ones. 

Second.  The  language  providing  for  agency  notice  requires  so  much 
detail  on  procedures  for  access  and  notification,  policies  for  storage  and 
practices  over  such  things  as  disposal  of  records,  that  this  overlaps 
significantly  into  the  rule-making  area.  It  would  be  impractical  to  sep- 
arate the  notice  requirement  and  agency  rules  requirement,  therefore. 
t  hey  should  be  printed  in  the  Federal  Register  concurrently  and  pub- 
lished  in  a  directory  in  similar  form. 

Third.  For  the  original  implementation  of  reporting  requirements, 
it  would  be  wise  to  involve  the  Administrative  Committee  on  Federal 
Reports  composed  of  the  Archivist,  Attorney  General,  Public  Printer 
with  the  Director  of  the  Federal  Register  serving  as  its  secretary.  This 
committee  could  prepare  a  model  notice  and  rule  formats  for  the  agen- 
cies thus  helping  to  assure  uniformity  and  consistency  in  presentation. 
Experience  with  the  reports  requirement  of  the  Freedom  of  Informa- 
tion Act  proves  that  a  meaningful  public  document  will  need  expert 
advice  by  the  officials  represented  on  this  committee. 

Mr.  Chairman,  I  offered  an  amendment  so  an  efficient  and  economi- 
cal Directory  of  Federal  Data  Banks  will  be  required  in  the  Privacy 
Act  of  1974.  "We  cannot  succeed  in  protecting  privacy  with  a  code  of 
fair  information  practices  which  does  not  call  for  a  publicly  avail- 
able directory  of  personal  registers. 

I  do  feel  that  any  agency  establishing  a  new  data  system  or  substan- 
tially changing  an  existing  one  should  obtain  from  the  National  Bu- 
reau of  Standards  an  assessment  of  that  system's  security  safeguards 
and  that  the  agency  should  report  on  this  to  the  Office  of  Management 
and  Budget  and  the  Congress. 

With  no  Privacy  Commission  in  the  House  bill,  we  must  be  con- 
cerned with  how  the  function  that  the  Commission  would  have  per- 
formed by  way  of  assessing  the  privacy  impact  of  systems  will  be  taken 
care  of.  The  National  Bureau  of  Standards  should  be  consulted  with 
and  given  an  assessment  of  the  security  safeguards. 

My  office  has  consulted  with  XBS  on  this  issue.  NBS  has  the  author- 
ity to  issue  standards  and  under  the  Brooks  legislation,  NBS  with 
OMB  does  have  input  in  regards  to  the  procurement  of  data  systems. 
However',  at  the  present  time  it  is  totally  permissive  for  agencies  to 
come  to  the  XBS  for  technical  safeguard  assessment  before  the  agency 
launches  new  personal  information  systems.  In  fact.  NBS  has  yet  to 
be  called  in  on  one  new  start.  This  was  particularly  dramatic  in  the 
case  of  the  FEDXET  plan,  advanced  by  GSA.  We  should  specify  that 
NBS  should  perform  this  assessment  function,  particularly  in  the  area 
of  security  safeguards. 
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Doug-  Metz,  deputy  executive  director  of  the  I  tomes!  Lc  ( found!  (!om- 
mittee  on  the  Right  of  Privacy  has  said  that  one  of  the  task  force  rec- 
ommendations made  to  the  committee  has  been  that  the  Federal  Gov- 
ernment establish  policies  and  procedures  to  insure  the  establishment 
of  privacy  safeguards  in  new  telecommunications  and  data  processing 
systems  or  substantial  modifications  to  existing  systems.  OmB  is  now 
clearing  with  Government  agencies  interim  guidelines  for  such  privacy 
screening. 

Agencies  should  report  on  the  security  safeguards  to  the  Congress 
and  OMB  prior  to  the  establishment  of  a  new  system.  In  this  way  we 
will  avoid  the  situation  of  another  FEDNET  being  contemplated  and 
the  Congress  not  knowing  until  the  proposal  has  reached  the  appro- 
priation stage.  At  the  moment  there  is  no  proper  way  in  the  early 
stages  of  a  contemplated  system  for  Congress  to  be  notified.  I  see  no 
reason  why  a  similar  report  as  the  one  now  formally  required  by  agen- 
cies for  OMB  cannot  be  furnished  the  Congress.  Without  such  advance 
notice,  in  the  preapproval  stage,  Congress  will  be  left  to  search  the 
Federal  Register  and  may  be  relegated  to  commenting  on  new  or  modi- 
fied systems,  rather  than  to  stop  or  redirect  them. 

Contained  in  all  measures  I  have  introduced  to  protect  individual 
records  and  require  open-access  practices,  is  the  establishment  of  a 
board  to  regulate,  monitor,  and  hear  public  grievances.  H.R.  16373  con- 
tains no  privacy  agency  and  leaves  individuals  largely  adrift  if  they 
need  assistance  or  wish  to  protest  inability  to  exercise  access  or  other 
rights  to  their  personal  records.  The  Senate  bill  does  have  a  board  ex- 
ercising this  function  which  I  favor. 

I  have  looked  into  the  Office  of  Consumer  Affairs  possible  role  as  an 
"ombudsman"  for  privacy  complaints  as  Mrs.  Knauer's  office  serves  in 
the  consumer  protection  area.  Aside  from  good  work  in  developing  and 
circulating  a  code  of  fair  information  practices  for  retail  stores  and 
other  businesses,  the  Office  of  Consumer  Affairs  is  not  well  equipped 
with  statutory  authority,  technical  competence,  or  access  to  operating 
agencies. 

This  vacuum  must  be  filled  and  I  am  hopeful  that  a  Privacy  Com- 
mission having  these  duties  will  prevail.  The  legislative  history  must 
indicate  a  public  repository  for  assistance  and  complaints  on  compli- 
ance with  data  protection  standards. 

Congress  has  been  plagued  by  lack  of  information  on  problems  in- 
volving technology  and  practices  of  State  and  private  persona]  records 
systems.  Xo  research  dimension  is  called  for  in  the  House  bill.  In  the 
Senate  measure  a  well-formulated  research  program  is  provided.  We 
are  told  that  the  Domestic  Council  Committee  on  Right  to  Privacy  is 
now  doing  much  of  this  job.  That  is  fine.  But  Congress  and  t  be  Ameri- 
can people  cannot  be  expected  to  rely  on  a  temporary  committee  op- 
erating under  the  nonstatutory  Domestic  Council,  at  the  behest  of  t  he 
sitting  President,  in  the  purview  of  regularly  exercised  execut  Lve  priv- 
ilege. While  I  have  a  high  regard  for  the  committee,  the  fad  is  they 
cannot  give  Congress  assurance  that  the  reports  and  background  docu- 
ments related  to  their  several  studies  will  be  made  public. 

Mr.  Chairman,  I  bring  up  these  deficiencies,  along  with  the  need  for 
clear  language  authorizing  a  directory,  as  constructive  suggestions  for 
consideration. 
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I  aita  particularly  proud  of  the  fact  that  this  legislation  moved  ahead 
in  the  year  of  the  93d  Congress  because  it  received  a  iross  the  board 
political  support.  It  became  known  initially  as  the  Koch  and  Gold- 
water  privacy  bill.  And.  while  it  might  have  seemed  strange  to  some 
that  Koch  and  Goldwater  could  join  together  on  some  piece  of  l< 
lation,  those  who  understand  the  basic  premise  of  conservative  and 
1 1  Ideology  appreciate  the  fact  that  on  the  issue  of  privacy  there 
is  a  commonality  of  interest  and  concern.  The  hill  before  us  is  the  work 
tud  of  a  great  number  of  persons  on  the  committee. 

)  lowcwr.  1  again  want  to  take  special  note  of  the  enormous  support 

and  efforts  that  subcommittee  Chairman  William  Moorhead  and  Con- 

gresswoman  Bella  Abzug  gave  in  shaping  the  legislation,  on  the  Denao- 

•  side  in  committee,  as  did  all  the  members  on  that  committee.  And 

I  also  especially  want  to  thank  the  ranking  minority  members,  John 

Erlen'born  and  Frank  Horton  who  worked  so  diligently  to  bring  this 

at  ion  to  the  floor.  The  bipartisanship  shown  was  reflected  in  the 

Government  Operations  Committee  vote  when  it  passed  the  bill  out  of 

committee  39  to  0.  I  also  want  to  give  special  thanks  to  Senators  Ervin, 

Percy.  Bayh,  Muskie,  and  Ribicoff  for  their  efforts  on  the  Senate  side, 

which  <\dv  i>  today  considering  companion  legislation* 

ill  now  list  the  major  areas  that  the  bill  covers: 

First,  it  permits  an  individual  to  gain  access  to  a  file  held  on  him 
by  any  Federal  agency  : 

Second,  permits  any  person  to  snpplemcnt  the  information  contained 
in  his  file; 

Third,  permits  the  removal  of  erroneous  or  irrelevant  information 
and  provides  that  agencies  and  persons  to  whom  the  erroneous  or 
irrelevant  material  has  been  previously  transferred,  be  notified  of  its 
removal ; 

Fourth,  prohibits  records  from  being  disclosed  to  anyone  outside  a 
Federal  agency,  except  on  an  individual's  request  and  when  permitted 
by  this  act  in  some  specified  cases ; 

Fifth,  requires  an  agency  to  inform  an  individual  of  his  or  her  rights 
when  supplying  information  to  the  agency : 

Sixth,  requires  an  agency  to  publish  notice  in  the  Federal  Register 
of  the  existence  of  any  system  of  records  held  by  that  agency  so  that 
no  system  will  be  secret : 

Seventh,  requires  an  agency  to  set  rules  for  access  to  records,  describe 
the  routine  uses  of  the  records,  establish  procedures  whereby  an  indi- 
vidual can  amend  his  record,  keep  an  accurate  accounting  of  disclo- 
sures, and  keep  records  in  a  timely,  relevant  and  accurate  manner: 

Eighth,  prohibits  an  agency  from  maintaining  a  record  of  political 
and  religious  beliefs  or  activities  on  an  individual,  unless  expressly 
authorized  by  statute  or  by  the  individual  himself: 

Ninth,  provides  for  certain  exemptions  for  CIA  files,  law  enforce- 
ment, files,  secret  service  files  and  statistical  reporting  systems:  and 

Tenth,  provides  for  a  civil  remedy  for  an  individual  who  has  been 
denied  access  to  his  records,  or  whose  record  has  been  maintained  and 
used  in  contravention  of  this  act  and  an  adverse  effect  results. 

Mr.  Astibrook.  Mr.  Chairman,  I  have  long  had  an  intense  interest 
in  the  issue  of  privacy.  In  1962  I  introduced  a  bill  to  curb  the  brain- 
picking  tests  being  given  to  our  Nation's  school  children.  All  too  often 
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these  psychological  tests  constituted  an  outrighl  invasion  of  the  pri- 
vacy of  the  home  and  family  life.  Therefore  my  bill  specifically 
required  that  parents  be  apprised  of  tests  of  a  nonacademic  nature 
which  are  administered  to  their  children. 

.More  recently,  I  helped  enact  the  Buckley-Ashbrook  amendment  to 
the  Elementary  and  Secondary  Education  Amendments  of  11)71.  This 
amendment  denies  funds  to  school  districts  that  do  not  restrict  outside 
access  to  student  records.  It  also  gives  parents  and  students  in  higher 
education  the  right  of  access  to  their  files. 

The  threat  of  government  intrusion  into  the  lives  and  privacy  of 
individuals  has  particularly  grown  during  the  past  40  years.  During 
that  time  liberal  politicians  have  consistently  promoted  a  large  Fed- 
eral Government  as  the  solution  to  all  of  our  Nation's  problems.  It  is 
somewhat  ironic  that  liberals  are  now  discovering  that  big  government 
can  also  create  problems. 

A  prime  example  of  this  is  the  area  of  individual  privacy.  As  the 
Federal  Government  has  grown  in  power,  it  has  increasingly  intruded 
into  the  personal  lives  of  its  citizens. 

Particularly  disturbing  is  the  vast  amount  of  personal  information 
that  is  being  collected  and  stored  by  the  various  Federal  agencies.  This 
information,  which  is  usually  hidden  from  the  individual's  view,  is 
subject  to  great  abuse.  With  the  advent  of  computer  technology  and 
the  ability  to  store  almost  unlimited  amounts  of  data,  the  potential 
threat  has  become  all  the  greater. 

The  bill  before  us — H.R.  16373 — is  necessary  to  reduce  that  threat. 
It  estabishes  safeguards  to  help  prevent  the  misuse  of  personal  infor- 
mation by  the  Federal  Government. 

Specifically,  H.R.  16373  will  in  most  cases  allow  an  individual  to  see 
and  correct  the  personal  information  that  is  kept  on  him  by  Federal 
agencies.  It  will  also  require  an  individual's  prior  written  consent 
before  personal  information  can  be  transferred  from  one  Federal 
agency  to  another.  Furthermore,  agencies  must  make  public  the  exist- 
ence of  all  personal  information  systems.  These  and  other  safeguards 
provided  for  in  this  bill  will  help  reassure  the  right  of  personal  privacy 
for  our  Nation's  citizens. 

I  am  proud  to  support  this  legislation  and  I  urge  its  adoption. 

Mr.  Broomfield.  Mr.  Chairman,  privacy  is  a  right  long  cherished 
by  Americans  and  inherent  in  the  Constitution  and  the  Bill  of  Rights. 
But,  as  events  in  the  last  decade  have  shown,  there  is  a  tremendous 
need  to  enact  legislation  that  will  guarantee  the  ability  <~>f  all  American 
citizens  to  determine  who  will  have  knowledge  of  their  own  private 
lives.  H.R.  16373,  the  privacy  bill  of  1071:,  is  an  enormous  step  forward 
toward  meeting  this  need  and  I  am  proud  to  be  a  cosponsor  of  this 
legislation. 

Approximately  three  out  of  every  four  Americans  have  part  of  their 
life  histories  recorded  in  computed  data  banks  throughout  the  country. 
7,000  of  which  are  operated  by  the  Federal  Government.  Yet  no  Fed- 
eral law  currently  exists  which  permits  citizens  access  to  those  file?  in 
order  that  they  may  insure  the  accuracy  of  the  personal  information 
that  is  contained  on  them.  Neither  can  an  individual  control  the  trans- 
fer of  personal  information  from  agency  to  agency  or  even  to  people 
totally  outside  the  Federal  Government. 
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The  implications  of  this  lack  of  regulation  are  terrifying.  The 
specter  of  1984  lias  been  raised  so  often  that  for  some,  it  seems  only  a 
scare  tactic  But  the  case  of  a  L6-year-old  schoolgirl  provides  otherwise. 
Because  of  a  misaddressed  letter  that  was  sen)  to  an  organization  on 

which  the  FBI  had  placed  a  mail-cover,  Fori  Baton  became  the  subject 
of  an  FBI  investigation.  Fortunately,  she  was  able  to  obtain  destruc- 
tion of  her  file  through  court  action,  but  others  may  not  he  so  lucky. 
U.K.  16373  is  a  crucial  start  toward  guaranteeing  that  other  Ameri- 
cans wil]  not  undergo  experiences  similar  to  those  of  Fori  Paton.  The 
provisions  of  U.K.  16373  provide  basic  safeguards  of  personal  privacy 
to  the  American  people.  At  the  same  time,  the  framework  of  law  it 
creates  to  protect  the  individual  does  not  interfere  unduly  with  the 
legitimate  need  of  the  Government  for  information  about  individuals 
in  order  to  perform  its  required  functions. 

The  Privacy  Act  of  1974  has  grown  from  a  series  of  intensive  hear- 
ings and  studies  by  the  House  Foreign  Operations  and  Government 
Information  Subcommittee  and  was  approved  unanimously.  Its  sup- 
port is  broad  based  and  bipartisan.  I  urge  all  my  colleagues  to  support 
this  bill  so  that  the  assurance  of  all  Americans  to  what  Justice  Holmes 
called  "the  right  most  valued  by  civilized  men"'  can  be  strengthened 
under  law. 

Mr.  Dox  IT.  Clausen.  Mr.  Chairman.  I  rise  in  strong  support  of 
ILK.  10373. 

The  bill,  as  its  name  so  rightly  indicates,  is  for  the  purpose  of  insur- 
ing a  higher  degree  of  privacy  for  the  individual.  It  establishes  much- 
needed  standards  for  the  collection,  maintenance,  and  dissemination 
of  personally  identifiable  records  maintained  by  Federal  agencies  and 
permits  the  individual  access  to  these  records  and  an  opportunity  to 
correct  errors  in  them. 

The  need  to  protect  the  individual's  right  to  privacy  has  become 
increasingly  more  important  with  the  expanded  use  of  interconnected 
computer  systems  and  has  been  exemplified  by  an  alarming  increase  in 
the  number  of  abuses. 

In  particular,  I  wholeheartedly  support  the  effort  being  led  by  my 
distinguished  colleague  from  California  (Mr.  Goldwater)  to  prohibit 
a  person  from  being  required  to  disclose  his  or  her  social  security 
number  for  any  purpose  not  related  to  the  operation  of  the  social 
security  program.  I  am  a  cosponsor  of  this  proposal. 

A  limitation  on  the  use  of  the  social  security  number  is  necessary  to 
protect  the  individual  from  the  impersonal  data  banks  which  enn 
threaten  his  right  to  privacy  of  information  about  his  activities,  his 
finances,  and  his  lifestyle  in  general.  The  prohibition  will  not  prevent 
the  accumulation  of  such  information  but  it  will  make  the  exchange 
of  the  information  between  computers  much  more  difficult  than  it  is 
at  the  present  time  when  nearly  everyone  is  asked  to  include  his  social 
security  number  on  nearly  every  form  he  fills  out. 

Social  security  numbers  were  originally  for  the  exclusive  use  of  the 
social  security  people,  looking  out  for  each  person's  individual  canity 
and  benefits,  Now  it  has  readied  the  point  where  computers  talk  to 
computers,  and  the  potential  invasion  of  n  person'^  entire  private  life 
has  become  a  matter  of  grave  concern  to  the  people. 


971 

This  legislation  is  an  important  step  forward  in  onr  fight  to  secure 
the  right  ^of  privacy  for  the  individual  and  I  urge  my  col  leagues  to 
support  it.  It  is  too  easy  for  government  to  intimidate,  harass  or  moni- 
tor the  individual — we  must  end  this  possibility  in  whatever  way  we 
can.  The  adoption  of  this  bill,  as  amended,  is  really  striking  a  blow 
for  freedom  and  the  retention  of  our  cherished  privacy.  I  am  pleased 
and  proud  of  the  Congress'  efforts  to  advance  and  accept  our  legisla- 
tive proposal. 

Mr.  Goldwater.  Mr.  Chairman,  I  am  proud  and  pleased  to  state  to 
my  colleagues  in  the  House  that  the  Republican  Task  Force  on  Privacy 
played  an  important  part  in  the  successful  enactment  of  the  Privacy 
Act  of  1974.  It  is  therefore  fitting  that  the  product  of  their  investiga- 
tions be  a  part  of  the  proceedings : 

(By  House  Republican  Research   Committee.   Recommendations  of 
Privacy  Task  For<  i:  | 

The  House  Republican  Research  Committee  has  approved  the  following  recom- 
mendations of  the  Task  Force  on  Privacy  which  deal  with  the  following  areas: 
Government  Surveillance.  Federal  Information  Collection.  Social  Security  Num- 
bers/Standard Universal  Identifiers.  Census  Information.  Financial  Information. 
Consumer  Reporting,  School  Records,  Juvenile  Records,  Arrest  Records,  Medical 
Records,  Computer  Data  Banks.  Code  of  Ethics. 

The  House  Republican  Task  Force  on  Privacy  believes  that  the  right  to 
privacy  is  an  issue  of  paramount  concern  to  the  nation,  the  public  and  the  Con- 
gress. Recently  publicized  incidents  of  abuses  have  begun  to  focus  attention  on 
this  long  neglected  area.  Public  awareness  must  be  heightened  and  the  legislative 
process  geared  up  to  address  the  full  range  of  problems  posed  by  the  issue. 

Modern  technology  has  greatly  increased  the  quantity  and  detail  of  personal 
information  collection,  maintenance,  storage,  utilization  and  dissemination.  The 
individual  has  been  physically  by-passed  in  the  modern  information  process.  An 
atmosphere  exists  in  which  the  individual,  in  exchange  for  the  benefit  or  service 
he  obtained,  is  assumed  to  waive  any  and  all  interest  and  control  over  the  infor- 
mation collected  about  him.  On  the  technical  and  managerial  levels,  the  basic 
criteria  in  many  decisions  relating  to  personal  information  practices  are  con- 
siderations of  technological  feasibility,  cost-benefit  and  convenience.  The  right 
to  privacy  has  been  made  subservient  to  concerns  for  expediency,  utility  and 
pragmatism. 

The  trend  in  personal  information  practice  shows  no  signs  of  abating.  Twice 
as  many  computer  systems  and  seven  times  as  many  terminals — particularly 
remote  terminals — will  be  in  use  by  1984  as  are  in  use  today.  And.  witb  each 
federal  service  program  that  is  initiated  or  expanded,  there  is  a  geometrically 
proportionate  increase  in  the  quantity  and  detail  of  personal  information  sought 
by  the  bureaucracy.  The  theory  is  that  the  broader  the  information  base,  the 
more  efficient  and  successful  the  administration  of  the  program. 

Such  a  situation  demands  the  attention  of  Congress  and  of  the  American  public. 
Tbe  computer  does  not  by  definition  mean  injury  to  individuals.  Its  presence 
has  greatly  contributed  to  the  American  economy  and  the  ability  of  government 
to  serve  the  people.  Under  present  procedures,  however,  the  American  citizen 
does  not  have  a  clearly  defined  right  to  find  out  what  information  is  being  col- 
lected, to  see  such  information,  to  correct  errors  contained  in  it.  or  to  seek  legal 
redress  for  its  misuse.  Simply  put.  the  citizen  must  continue  to  give  out  large 
quantities  of  information  but  cannot  protect  himself  or  herself  from  its  misap- 
propriation, misapplication  or  misuse.  P.oth  government  and  private  enter- 
prise need  direction,  because  many  of  their  practices  and  policies  have  developed 
on  an  isolated  ad  hoc  basis. 

The  House  Republican  Task  Force  on  Privacy  has  investigated  the  following 
general  areas  involving  the  investigation  and  recording  of  personal  activities  and 
information  :  government  surveillance,  federal  information  collection,  social 
security  numbers  and  universal  identifiers,  census  information,  bank  secrecy, 
consumer  reporting,  school  records,  juvenile  records,  arrest  record^,  medical 
records,  and  computer  data  banks.  These  inquiries  have  resulted  in  the  develop- 


972 

ment  of  general  suggestions  for  legislative  remedies.  Each  statement  is  accom- 
panied by  a  set  of  findings 
All  findings  and  recommendations  are  presented  with  the  intent  of  being  cou- 
nt with  these  general  principles: 

1.  There  should  be  no  personal  Information  system  whose  existence  Is  Becret; 

2,  Information  should  not  be  Collected  unless  the  need  for  it  has  been  clearly 
established  in  advance  : 

.*'..  Information  should  be  appropriate  and  relevant  to  the  purpose  for  which 

it  has  been  collected  : 

4.  Information  should  not  be  obtained  by  Illegal,  fradulent.  or  unfair  means; 

5.  Information  Should  not   be  OSed  unless  it   is  accurate  and  current  ; 

»;.  Procedures  should  be  established  so  that  an  individual  knows  what  informa- 
tion is  stored,  the  purpose  for  which  it  has  been  recorded,  particulars  about  its 
use  ami  dissemination,  and  has  the  right  to  examine  that  information; 

7.  There  should  lie  a  clearly  prescribed  procedure  for  an  individual  to  correct, 
erase  or  amend  inaccurate,  obsolete,  or  irrelevant  information; 

8.  Any  organization  collecting,  maintaining,  using,  or  disseminating  personnel 
information  should  assure  its  reliability  and  take  precautions  to  prevent  its 
misuse  ; 

;>.  There  should  be  a  clearly  prescribed  procedure  for  an  individual  to  prevent 
personal  information  collected  for  one  purpose  from  being  used  for  another  pur- 
■  without  his  consent  ; 

10.  The  Federal  Government  should  not  collect  personal  information  except 
as  expressly  authorized  by  law  ;  and 

11.  Thar  these  basic  principles  apply  to  both  governmental  and  non-govern- 
mental activities. 

Bach  recommendation  of  the  Task  Force  seeks  to  contribute  to  a  broader, 
more  intelligent,  viable  understanding  of  the  need  for  a  renewed  concern  for 
personal  privacy.  An  awareness  of  personal  privacy  must  be  merged  with  the 
traditional  activities  of  the  free  marketplace,  the  role  of  government  as  a  public 
servant,  and  the  need  for  national  security  defense,  ami  foreign  affairs. 

SURVEILLANCE 

The  Task  Force  is  deeply  distributed  by  the  increasing  incidence  of  unregulated 
clandestine  government  surveillance  based  solely  on  administrative  or 
executive  authority.  Examples  of  such  abuses  include  wiretapping,  bugging, 
photographing,  opening  mail,  examining  confidential  records  and  otherwise  inter- 
ceding private  communications  and  monitoring  private  activities.  Surveillance 
at  the  federal  level  receives  the  most  publicity.  However,  state  and  local  govern- 
ment, military  intelligence  and  police  activities  also  must  be  regulated. 

The  Fourth  Amendment  of  the  Constitution  clearly  specifies  "the  right  of  the 
people  to  be  secure  in  their  persons,  houses,  papers  and  effects,  against  unreason- 
able searches  and  seizures."  The  First  Amendment  guards  against  abridgement 
of  the  rights  of  free  speech,  free  press,  and  assembly  for  political  purposes.  The 
Fourteenth  Amendment  states  that  none  of  a  citizen's  rights  may  be  taken  from 
him  by  governmental  action  without  the  due  process  of  law. 

The  direct  threat  to  individual  civil  liberties  is  obvious  in  those  cases  in  which 
a  person  is  actually  being  monitored,  but  even  more  alarming  is  the  "chilling 
effect"  such  activities  have  on  all  citizens.  A  person  who  fears  that  he  will  be 
monitored  may,  either  subconsciously  or  consciously,  fail  to  fully  exercise  his 
constitutionally  guaranteed  liberties.  The  mere  existence  of  such  fear  erodes 
basic  free  (loms  and  cannot  be  accepted  in  a  democratic  society. 

The  various  abuses  of  discretionary  authority  in  the  conduct  of  surveillance 
provide  ample  evidence  that  current  safeguard  mechanisms  do  not  work.  Pro- 
cedures allowing  the  executive  branch  to  determine  whether  a  surveillance 
activity  is  proper  or  not  pose  certain  conflict  of  interest  questions. 

A  decree  of  controversy  surrounds  the  question  of  the  authority  of  the 
President  to  initiate  electronic  surveillance  without  the  safeguards  afforded  by 
court  review.  Present  law  is  clear  on  this  point:  the  Omnibus  Crime  Control  and 
Safe  Streets  Act  of  1968  list-  those  specific  crimes  in  connection  with  which 
electronic  monitoring  may  be  instituted  and  requires  that  court  approval  be 
obtained  in  these  cases.  However,  dispute  has  arisen  over  Executive  claims  of 
Constitutional  prerogatives  to  Implement  wiretaps  for  national  security  purposes. 
The  Supreme  Court  has  ruled  that,  if  such  prerogative  exists,  it  does  not  apply 
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to  cases  of  domestic  surveillance  unrelated  to  national  security.  The  Court  has 
not  yet  ruled  on  the  constitutionality  of  national  security  wiretaps  unauthorized 
by  a  court.  Cases  are  pending  before  the  courts  at  this  time  which  raise  this 
issue.  The  Task  Force  agrees  with  the  movement  of  the  Judiciary  to  circum- 
scribe unauthorized  wiretaps  and  hopes  it  will  proceed  in  this  direction. 

The  Task  Force  feels  that  the  surveillance  is  so  repugnant  to  the  right  to 
individual  privacy  and  due  process  that  its  use  should  be  confined  to  excep- 
tional circumstances.  The  Task  Force  further  feels  that  no  agent  of  federal, 
state,  or  local  government  should  be  permitted  to  conduct  any  form  of  surveil- 
lance, including  wiretapping  of  U.S.  citizens  in  national  security  cases,  without 
having  demonstrated  probable  cause  and  without  having  obtained  the  approval 
of  a  court  of  competent  jurisdiction.  The  Task  Force  recommends  enactment  of 
new  legislation  to  prohibit  the  unauthorized  surveillance  by  any  means,  and 
further  recommends  that  existing  laws  be  clarified  to  the  extent  this  may  be 
necessary  to  ensure  that  no  agent  of  the  government,  for  any  reason,  shall  have 
the  authority  to  conduct  any  surveillance  on  any  American  citizen  for  any  reason 
without  first  obtaining  a  court  order. 

The  Task  Force  believes  that  this  proposal  would  not  lessen  the  capability 
of  the  government  to  protect  and  defend  the  American  people,  but  would  go  a 
long  way  toward  assuring  the  individual  citizen  that  his  constitutional  rights 
will  not  be  abridged  by  government  without  due  process  of  law. 

FEDERAL  INFORMATION  COLLECTION 

Recently,  there  has  been  a  pronounced  increase  in  federal  data  and  informa- 
tion collection.  Over  11.5  million  cubic  feet  of  records  were  stored  in  Federal 
Records  Centers  at  the  beginning  of  FY  1973.  Accompanying  this  increase  has 
been  a  rise  in  the  potential  for  abuse  of  federal  information  collection  systems. 

The  Federal  Reports  Act  of  1942  was  enacted  to  protect  individuals  from 
overly  budensome  and  repetitive  reporting  requirements.  The  agency  entrusted 
with  the  responsibility  for  implementing  the  Act  has  ignored  the  legislative 
mandate  and  failed  to  hold  a  single  hearing  or  conduct  any  investigations. 
With  the  exception  of  the  Bureau  of  the  Census  and  the  Internal  Revenue  Serv- 
ice, there  are  few  restrictions  on  the  collection  or  dissemination  of  confidential 
information  compiled  by  federal  agencies. 

The  Task  Force  recommends  that  the  Office  of  Management  and  Budget 
immediately  begin  a  thorough  review  and  examination  of  all  approved  govern- 
ment forms  and  eliminate  all  repetitive  and  unnecessary  information  require- 
ments. 

Legislation  setting  down  clear  guidelines  and  spelling  out  restrictions  is 
needed  to  protect  the  individual  from  unrestricted  and  uncontrolled  information 
collection :  Individuals  asked  to  provide  information  must  be  apprised  of  its 
intended  uses.  Individuals  supplying  information  which  will  be  made  public 
must  be  notified  of  that  fact  at  the  time  the  information  is  collected  or  requested. 
Public  disclosure  (including  dissemination  on  an  intra-  or  inter-agency  basis) 
of  financial  or  other  personal  information  must  be  prohibited  to  protect  the 
privacy  of  respondents. 

Returning  the  use  of  the  Social  Security  Number  (SSN)  to  its  intended 
purpose  (i.e.  operation  of  old-age,  survivors,  and  disability  insurance  programs) 
is  a  nessary  corollary  to  safeguarding  the  right  of  privacy  and  curtailing 
illegal  or  excessive  information  collection. 

The  use  of  the  Social  Security  Number  has  proliferated  to  many  general  items 
including  state  driver  licenses,  Congressional,  school  and  employment  identifica- 
tion cards,  credit  cards  and  credit  investigation  reports,  taxpayer  identification, 
military  service  numbers,  welfare  and  social  services  program  recipients,  state 
voter  registration,  insurance  policies  and  records  and  group  heatlh  records. 

There  are  serious  problems  associated  with  the  use  of  the  SSX  as  a  standard 
universal  number  to  identify  individuals.  A  standard  universal  identifier  (SUI) 
will  relegate  individuals  to  a  number;  thereby,  increasing  feelings  of  alienation. 
The  SSN's  growing  use  as  an  identifier  and  filing  number  is  already  having  a 
negative,  dehumanizing  effect  upon  many  citizens.  In  addition,  the  use  of  a 
SUI  by  all  types  of  organizations  enables  the  linking  of  records  and  the  tra ek- 
ing of  an  individual  from  cradle  to  grave.  The  possibility  would  negate  the  right 
to  make  a  "fresh  start",  the  right  of  anonymity,  and  the  right  to  be  left  alone, 
with  no  compensating  benefit. 
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A  well-developed  SUI  system  would  require  a  bilge,  complex  bureaucratic 
apparatus  to  control  it  and  demand  a  strict  system  of  professional  ethics  for 
Information  technicians.  The  technology  needed  to  protect  against  unauthorized 
use  lias  not  yet  been  adequately  researched  and  developed.  A  loss,  leak  or  theft 
would  seriously  compromise  a  system  and  Official  misappropriation  could  become 
a  political  threat.  The  following  Congressional  action  is  needed: 

1.  Legislation  should  be  enacted  t  hat  sets  guidelines  for  use  of  the  SSX  by 
limiting  it  to  the  operation  of  Old-age,  survivors,  and  disability  insurance 
programs  or  as  required  by  federal  law  ; 

2.  any  Executive  orders  authorizing  federal   agencies  to  use  SSN's  should 

be  repealed,  Or  alternatively,  reevaluated  and  modified  : 

:;.  Legislation  should  be  enacted  restricting  the  use  of  the  SSX  to  well-defined 
uses,  and  prohibiting  the  development  and  use  of  any  type  of  SUI  until  the 
technical  state  of  the  computer  can  ensure  the  security  of  such  a  system.  At 
that  time,  a  Sl'I  system  should  have  limited  applicability  and  should  be  developed 
only  after  a  full  congressional  investigation  and  mandate:  and 

4.  new  government  programs  should  l>e  prohibited  from  incorporating  the  use 
of  the  SSX  or  other  possible  SUI.  Existing  programs  using  the  SSX  without 
specific  authorization  by  law  must  be  required  to  phase  out  their  use  of  the  SSX. 
State  and  local  governmental  agencies,  as  well  as  the  private  sector,  should 
follow  this  same  course  of  action. 

A  review  should  be  conducted  of  the  Internal  Revenue  Service  in  both  its  col- 
lection and  dissemination  policies.  Leaks  must  be  ended.  The  need  for  stricter 
penalties  for  unauthorized  activities  should  be  reviewed. 

CENSUS    BUREAU 

The  greatest  personal  data  collection  agency  is  the  Bureau  of  Census.  Created 
to  count  the  people  in  order  to  determine  congressional  districts,  this  agency  has 
mushroomed  into  a  vast  information  center  which  generates  about  500,000  pages 
of  numbers  and  charts  each  year. 

Under  penalty  of  law,  the  citizen  is  forced  to  divulge  intimate,  personal  facts 
surrounding  his  public  and  private  life  and  that  of  the  entire  family.  These  an- 
swers provide  a  substantial  personal  dossier  on  each  American  citizen.  The  strict- 
est care  must  be  taken  to  protect  the  confidentiality  of  these  records  and  ensure 
that  the  information  is  used  for  proper  purposes. 

The  Census  Bureau  sells  parts  of  its  collected  data  to  anyone  who  wishes  to 
purchase  such  information.  Included  are  all  types  of  statistical  data  that  are 
available  on  population  and  housing  characteristics.  As  the  questions  become  more 
detailed  and  extensive,  broadscale  dissemination  becomes  more  threatening  and 
frightening.  When  used  in  combination  with  phone  directories,  drivers'  licenses 
and  street  directories,  census  data  may  enable  any  one  interested  to  identify  an 
individual.  Therefore,  it  is  vitally  important  that  rules  and  regulations  governing 
the  access  to  and  dissemination  of  this  collected  data  be  reviewd,  clarified  and 
strengthened. 

Legislation  is  needed  to  guarantee  the  confidentiality  of  individual  information 
by  expanding  the  scope  of  confidentiality  under  existing  law  and  by  increasing  the 
severity  of  punishment  for  divulging  confidential  information.  These  provisions 
should  be  speci£cally  directed  at  the  officers  and  employees  of  the  Bureau  of 
Census,  all  officers  and  employees  of  the  Federal  government  and  private  citizens 
who  wrongfully  acquire  such  information.  In  addition,  the  Bureau  of  the  Census 
must  use  all  available  technological  sophistication  to  assure  that  individuals 
cannot  be  inductively  identified. 

FINANCIAL   INFORMATION 

On  October  26,  1970,  sweeping  legislation  known  as  the  Bank  Secrecy  Act  be- 
came law.  The  Act's  intention  was  to  reduce  white  collar  crime  by  making  records 
more  accessible  to  law  enforcement  officials.  However,  in  accomplishing  its  pur- 
pose, it  allowed  federal  agencies  to  seize  and  secure  certain  financial  papers  and 
effect  of  bank  customers  without  serving  a  warrant  or  showing  probable  cause. 
The  Act's  compulsory  recordkeeping  requirements,  by  allowing  the  recording  of  al- 
most all  significant  transactions,  convert  private  financial  dealings  into  the  per- 
sonal property  of  the  banks.  The  banks  become  the  collectors  and  custodians  of 
financial  records  which,  when  improperly  used,  enable  an  individual's  entire  life 
style  to  be  tracked  down. 
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The  general  language  of  the  Act  allowed  bureaucrats  to  ignore  the  intent  of 
the  law  and  neglect  to  institute  adequate  privacy  safeguards.  The  Supreme  Court 
.affirmed  this  approach  by  upholding  the  consitutionality  of  both  the  law  and  the 
bureaucratic  misinterpretation  of  it. 

Congress  must  now  take  action  to  prevent  the  unwarranted  invasion  of  privacy 
by  prescribing  specific  procedures  and  standards  governing  the  disclosure  of 
financial  information  by  financial  institutions  to  Federal  officials  or  agencies. 
Congress  must  enact  legislation  to  assure  that  the  disclosure  of  a  customer's  rec- 
ords will  occur  only  if  the  customer  specifically  authorizes  a  disclosure  or  if  the 
financial  institution  is  served  with  court  order  directing  it  to  comply.  Legis- 
lation must  specify  that  legal  safeguards  be  provided  requiring  that  the  customer 
be  properly  notified  and  be  provided  legal  means  of  challenging  the  subpena  or 
summons. 

Passage  of  such  legislation  would  be  an  important  step  forward  in  reaffirming 
the  individual's  right  to  privacy. 

CONSUMER    REPORTING 

The  consumer  reporting  industry,  through  its  network  of  credit  bureaus,  in- 
vestigative agencies,  and  other  reporting  entities  is  in  growing  conflict  with  in- 
dividual privacy.  Most  Americans  eventually  will  be  the  subject  of  a  consumer 
report  as  a  result  of  applying  for  credit,  insurance,  or  employment.  The  problem 
is  one  of  balancing  the  legitimate  needs  of  business  with  the  basic  rights  of  the 
individual. 

Consumer  reports  fall  into  two  categories.  First,  there  are  the  familiar  which 
contain  "factual"  information  on  an  individual's  credit  record  such  as  where 
accounts  are  held  and  how  promptly  bills  are  paid.  100  million  consumer  reports 
are  produced  each  year  by  some  2600  credit  bureaus. 

The  second  ones  go  beyond  factual  information  to  include  subjective  opinions 
of  the  individual's  character,  general  reputation,  personal  characteristics,  and 
mode  of  living.  These  are  often  obtained  through  interviews  with  neighbors, 
friends,  ex-spouses  and  former  employers  or  employees.  An  estimated  30  to  40  mil- 
lion such  reports  are  produced  annually. 

The  first  Federal  attempt  at  regulating  the  collection  and  reporting  of  informa- 
tion on  consumers  by  third-party  agencies  came  in  1970  with  the  enactment  of 
the  Fair  Credit  Reporting  Act  (FCRA).  In  theory,  the  Act  had  three  main  objec- 
tives :  to  enable  consumers  to  correct  inaccurate  and  misleading  reports ;  to 
1  >reserve  the  confidentiality  of  the  information;  and  to  protect  the  individual's 
light  to  privacy. 

The  specific  safeguards  provided  by  the  FCRA  are :  A  consumer  adversely 
affected  because  of  information  contained  in  a  consumer  report  must  be  so  notified 
and  given  the  identity  of  the  reporting  agency.  The  consumer  is  entitled  to  an  oral 
disclosure  of  the  information  contained  in  his  file  and  the  identity  of  its  recipients. 
Items  disputed  by  the  consumer  must  be  deleted  if  the  information  cannot  be 
reconfirmed.  The  consumer  may  have  his  version  of  any  disputed  item  entered  in 
his  file  and  included  in  subsequent  reports. 

The  FCRA  needs  to  be  strengthened  in  two  major  areas :  disclosure  require- 
ments and  investigative  reports.  The  individual  should  be  entitled  to  actually  see 
and  inspect  his  file,  rather  than  rely  on  an  oral  presentation.  Further,  he  should 
be  allowed  to  obtain  a  copy  of  it  by  mail  (the  consumer  is  often  geographically 
distant  from  the  source  of  the  file).  Users  of  consumer  reports  should  be  required 
to  specifically  identify  the  information  which  triggered  any  adverse  action. 

The  FCRA  protects  the  sources  used  in  investigative  reports.  The  Task  Force 
believes  that  this  contrary  to  the  basic  tenets  of  our  system  of  justice  and  that  the 
information  source  must  he  revealed  upon  the  subject's  request.  Furthermore,  the 
Task  Force  recommends  that  advance  written  authorization  be  required  from  any 
individual  who  is  the  subject  of  an  investigative  report  for  any  purpose. 

SCHOOL   RECORDS 

The  recent  increase  in  popular  awareness  of  the  seriousness  of  the  privacy 
issue  has  been  accompanied  by  an  increase  in  the  general  concern  over  loose,  un- 
structured and  unsupervised  school  recordkeeping  systems  and  associated  ad- 
ministrative practices.  There  has  also  been  general  discussion  about  what  informa- 
tion should  be  kept  on  a  child  and  considered  part  of  his  or  her  "record."  Parents 
are  frequently  denied  access  to  their  own  child's  record,  or  are  prohibited  from 
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challenging  incorrect  or  misleading  information  contained  in  his  file.  At  the  same 
time,  Incidents  of  highly  personal  data   being  indiscriminately   disseminated  to 
inquirers  unconnected  with  the  school  system  are  not  uncommon. 
Remedial  measures  arc  available  to  the  Congress  in  the  form  of  legislative 

actions.  The  sanctions  under  which  such  provisions  would  Operate,  however,  are 
the  key  to  rheir  effectiveness.  The  Task  Force  proposes  the  Congress  adopt  as  a 
genera]  policy  the  rule  that  federal  funds  he  withheld  from  any  state  or  LocflJ 
educational  agency  or  institution  which  has  the  policy  of  preventing  parents 
from  inspecting,  reviewing,  and  challenging  the  content  of  his  or  her  child's 
school  record.  Outside  access  to  these  school  records  must  he  limited  so  that 
protection  of  the  student's  right  to  privacy  is  ensured,  it  is  recommended  t hat 
the  release  of  such  Identifiable  persona]  data  outside  the  school  system  be 
tingent   upon   the  written  consent   of  the  parents  or  court   order. 

Ail  persons,  agencies,  or  organizations  desiring  access  to  the  records  of  a 

student  must  complete  a  written  form  indicating  the  specific  educational 
U>:-  the  information.  This  information  shall  he  kept  permanently  with  the  tile 
of  the  student  for  inspection  by  parents  Of  Students  only  and  transferred  to  a 
third  party  only  with  written  consent  of  the  parents.  Personal  data  should  be 
made  available  for  basic  or  applied  research  only  when  adequate  safeguards 
have  been  established   to  protect  the  students'  and  families'  rights  of  privacy. 

Whenever  a  student  has  attained  eighteen  years  of  age.  the  permission  or 
consent  required  of  and  the  rights  accorded  to  the  parents  should  be  conferred 
and  passed  to  the  student. 

Finally,  the  Secretary  of  HEW  should  establish  or  designate  an  office  and 
review  board  within  HEW  for  the  purpose  of  investigating,  processing,  review- 
ing,  and   adjudicating   violations  of  the  provisions  set  forth   by  the  Congress. 

JUVENILE   RECORDS 

The  Task  Force  supports  the  basic  philosophy  underlying  the  existence  of  a 
separare  court  system  for  juvenile  offenders,  which  is  to  avoid  the  stigmatizing 
effect  of  a  criminal  procedure.  The  lack  of  confidentiality  of  such  proceedings 
and  accompanying  records  subverts  this  intent  and  violates  the  individual's 
basic  right  of  privacy. 

Most  states  have  enacted  laws  to  provide  confidentiality.  Yet  the  Task  Force 
finds  that  due  to  a  lack  of  specific  legislation,  and  contrary  to  the  intent  of  the 
juvenile  justice  system,  the  individual's  right  of  privacy  is  often  routinely 
violated.  Juvenile  records  are  routinely  released  to  the  military,  civil  service, 
and  often  to  private  employers  as  well.  This  occurs  in  cases  in  which  the  hear- 
ing involves  non-criminal  charges,  in  cases  of  arrest  but  no  court  action,  in 
in  which  the  individual  is  no  longer  under  the  jurisdiction  of  the  juvenile  court, 
and  in  cases  where  this  file  has  been  administratively  closed. 

Legislation  governing  the  confidentiality  of  juvenile  court  and  police  records 
varies  widely  from  state  to  state1.  Only  24  states  control  and  limit  access  to 
police  records,  therefore  enabling  a  potential  employer  who  is  refused  access  to 
court  records  to  obtain  the  information  from  the  police.  Only  1G  states  have 
expungement  laws  providing  for  the  destruction  of  such  records  after  a  specified 
period  of  good  behavior.  Only  6  states  make  it  a  crime  to  improperly  disclose 
juvenile  record  information.  And.  one  state.  Iowa,  in  fact  provides  that  juvenile 
records  must  be  open  to  the  public  for  inspection.  The  Task  Force  finds  that 
even  in  those  states  whose  laws  provide  adequate  protection,  actual  practices 
are  often  inconsistent  with  legislation. 

Many  new  questions  about  confidentiality,  privacy  and  juvenile  rights  are 
being  raised,  and  the  Task  Force  finds  that  the  establishment  of  safeguards  has 
lagged  significantly  behind  technological  developments.  For  example,  presently 
no  state  has  enacted  legislation  regulating  the  use  of  computers  in  juvenile 
court:  as  a  rule,  each  system  establishes  its  own  guidelines  for  data  collection, 
retention,  and  distribution. 

The  Task  Force  finds  that  with  the  use  of  computers,  the  juvenile's  right  to 
privacy  is  additionally  threatened  by  the  increased  accessibility  to  his  record 
and  therefore  increased  possibility  of  misuse.  Staff  carelessness,  less  than  strict 
adherence  to  rules  of  limited  access,  and  electronic  sabotage  must  now  be  added 
to  the  existing  threats  to  the  juvenile's  right  to  privacy. 

The  Ta.sk  Force  recommends  the  establishment  of  minimum  federal  standards 
for  state  laws  to  include  the  following  provisions  : 
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1.  all  records  of  the  juvenile  court  and  all  police  records  concerning  a  juvenile 
shall  he  considered  confidential  and  shall  not  he  made  public.  Access  to  these 

records  shall  he  limited  to  those  officials  directly  conn<  cted  with  the  child's  treat- 
ment, welfare,  and  rehabilitation; 

2.  dissemination  of  juvenile  records,  or  divulgence  of  that  Information  for 
employment,  licensing,  or  any  purpose  in  violation  of  statutory  provisions  shall 

he  subject  to  a  criminal  penalty  ; 

:i  to  protect  the  reformed  delinquent  from  stigma  continuing  into  his  adult 
life,  provisions  should  specify  a  procedure  for  either  the  total  destruction  or 
the  sealing  of  all  juvenile  court  and  police  investigative  and  offender  re 
at  the  time  the  youth  reaches  his  majority,  or  when  two  years  have  el; 
since  he  has  been  discharged  from  the  custody  or  supervision  of  the  court.  Sub- 
sequent to  this  expungement,  all  proceedings  and  records  should  be  treated  as 
though  they  had  never  occurred  and  the  youth  should  reply  as  such  to  any 
inquiry  concerning  his  juvenile  record  ;  and 

4.  all  police  records  on  juveniles  arrested  but  where  no  court  action  was 
taken  should  be  systematically  destroyed  when  the  incident  is  no  longer  under 
active  investigation. 

The  Task  Force  recommends  the  enactment  of  legislation  specifically  prohibit- 
ing federal  agencies  from  requesting  information  relating  to  juvenile  record 
expungement  from  employment  applicants  or  from  requesting  such  information 
from  the  courts  or  the  police. 

The  Task  Force  further  recommends  the  cessation  of  all  Federal  funding  for 
computerized  systems  which  contain  juvenile  records  unless  it  can  be  demon- 
strated that  these  systems  provide  adequate  safeguards  for  the  protection  of 
the  juvenile's  right  of  privacy.  These  standards  must  fulfill  all  the  requirements 
of  the  minimum  standards  for  state  legislation  previously  enumerated,  including 
special  provisions  to  strictly  limit  data  accessibility. 

ARREST  RECORDS 

A  large  percentage  of  arrests  never  result  in  conviction.  Yet.  in  over  half 
the  states,  individual's  arrest  records  are  open  to  public  inspection,  subjecting 
innocent  parties  to  undue  stigma,  harassment,  and  discrimination. 

Persons  with  arrest  records  often  find  it  difficult,  if  not  impossible  to  secure 
employment  or  licenses.  A  study  of  employment  agencies  in  the  New  York  City 
area  found  that  seventy-five  percent  would  not  make  a  referral  for  any  applicant 
with  an  arrest  record.  This  was  true  even  in  cases  in  which  the  arrest  was  not 
followed  by  a  trial  and  conviction.  This  is  just  one  example  of  the  widespread 
practice  of  "presumption  of  guilt"  based  on  the  existence  of  an  arrest  record. 

The  Task  Force  holds  that  release  of  information  about  arrests  not  followed 
by  conviction  is  a  direct  violation  of  the  individual's  rights  of  privacy.  It  there- 
fore recommends  that  legislative  efforts  be  directed  toward  : 

1.  establishing  minimum  standards  for  state  laws  calling  for  the  automatic 
sealing  of  all  individual  arrest  records  which  were  not  followed  by  conviction 
and  which  are  no  longer  under  active  investigation ; 

2.  requiring  the  FBI  to  seal  arrest  records  not  followed  by  convictions ;  and 

3.  prohibiting  inclusion  of  arrest  records  not  followed  by  conviction  on  com- 
puterized systems  involving  more  than  one  state  or  using  federal  funds. 

MEDICAL     RECORDS 

Medical  records,  which  contain  sensitive  and  personal  information,  are  espe- 
cially in  need  of  privacy  safeguards  to  maintain  basic  trust  in  the  doctor-patient 
relationship.  Yet,  development  of  automated  data  processing  systems  has  en- 
hanced the  ability  of  government  and  private  organizations  to  store,  analyze  and 
transfer  medical  records.  Increasingly,  this  occurs  without  the  individual's 
knowledge  or  consent.  Abuse  of  such  information  systems  can  have  a  deleterious 
effect  on  doctor-patient  relations. 
To  guarantee  the  privacy  of  medical  records,  the  Task  Force  recommends  that : 
1.  the  federal  government  provide  dollar  grants  and  incentives  to  States  for  tin' 
voluntary  adoption  and  execution  of  State  plans  to  insure  the  right  to  privacy 
for  computerized  medical  information  systems.  Such  a  plan  would  place  principal 
responsibility  on  the  States,  giving  the  federal  government  the  right  to  set 
minimum  standards; 
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2.  CtoUgreBB  review  the  recently  enacted  Professional  Standards  Review  Orga- 
nizations (PSRO)  legislation.  There  are  increasing  numbers  of  reports  and  com- 
plaints regarding  Review  Board  uses  of  medical  tiles  and  the  threat  this  poses  to 
privileged,  confidential  doctor-patient  relationships;  and 

."..  provisions  be  included  In  national  health  insurance  legislation  which  spe- 
cifically ensure  the  individual's  privacy.  The  institution  of  a  national  health  in- 
surance plan  will  create  a  vast  medical  information  network  which  will  require 
stringent  safeguards  to  prevent  abuses  of  the  patients'  right  to  privacy. 

COMPUTER    DATA     BANKS 

The  use  of  the  computer  has  brought  great  commercial  and  social  benefits  to 
modern  America.  Greater  reliance  on  the  computer,  however,  increases  its  inte- 
gration into  all  aspects  of  daily  life.  The  result  is  increased  vulnerability  to  abuse 
or  misuse  of  computerized  information. 

The  Task  Force  finds  that  the  individual  possesses  inadequate  remedies  for  the 
correction  of  such  abuses.  In  fact,  the  Task  Force  considers  it  probable  that  many 
abuses  have  gone  unreported  simply  because  the  individual  involved  did  not  know 
of  the  data  being  collected  about  him. 

Even  if  the  individual  is  aware  that  data  is  being  collected  about  him,  he  faces 
several  obstacles  if  he  wishes  to  expunge  purely  private  information  or  to  correct 
erroneous  information.  Among  his  obstacles  are  the  following :  the  lack  of  statu- 
tory support  for  legal  action  (except  in  the  credit  reporting  area),  the  cost  of 
litigation,  and  even  fear  of  retaliation  by  the  company  or  agency  being 
challenged. 

Despite  their  potential  for  abuse,  data  banks  remain  an  inescapable  fact  of  life 
in  a  society  growing  more  complex  and  more  technological.  The  Task  Force  does 
not  oppose  data  banks  as  such,  but  favors  strong  safeguards  against  their  mis- 
use, and  recommends  that : 

1.  rights  under  the  Fair  Credit  Reporting  Act  of  1970  be  extended  to  all  data 
collection.  The  individual  must  have  and  be  informed  of  his  right  to  review  in- 
formation in  any  collection  of  data  about  himself  (excluding  national  security 
and  criminal  justice  files)  ; 

2.  Congress  establish  categories  (i.e.  indepth  biographical,  financial,  medical, 
etc. )  of  information  which  may  not  be  included  in  reports  on  an  individual  unless 
the  individual  knowingly  gives  his  uncoerced  consent ; 

3.  limited  exceptions  be  granted  for  national  security  and  criminal  justice 
investigations ; 

4.  criminal  and  civil  penalties  be  established  for  any  use  of  statistical  data 
(collected    for    collective    analysis)     to    wrongfully    acquire    information    on 

individuals ; 

5.  transfer  of  personal  information  between  governmental  agencies  be  strictly 
limited; 

c>.  the  creation  of  a  centralized  Federal  data  bank  (except  for  national  security 
and  criminal  justice  purposes)  be  prohibited ;  and 

7.  a  federal  "privacy  protection  agency"  be  established  to  enforce  the  proposed 
legislation. 

CODE    OF    ETHICS    AND    STANDARD    OF    CONDUCT 

The  Republican  Task  Force  on  Privacy  believes  there  to  be  a  definite  need  for 
the  development  of  a  universal  code  of  ethics  and  standard  of  conduct  for  the 
technical,  managerial  and  academic  personnel  involved  in  the  development  and 
use  of  personal  information  systems.  The  Task  Force  regards  this  to  be  essential 
for  the  automated  and  computerized  information  systems.  Personal  information 
systems  are  becoming  an  integral  aspect  of  the  daily  life  of  every  individual  in 
our  society.  This  sensitive  relationship  demands  and  merits  the  development  of 
an  attitude  of  professionalism.  It  is  recognized  that  some  efforts  have  been  made 
to  develop  and  foster  such  attitudes.  But,  the  information  industry  as  a  whole 
has  not  supported  such  efforts  as  a  matter  of  policy.  The  Task  Force  declares  its 
commitment  to  the  development,  maintenance,  management  and  use  of  personal 
information  systems. 

CONCLUSION 

The  Task  Force  is  aware  that  this  is  a  relatively  new  area  of  concern.  Some 
recommendations  may  go  too  far  and  some  not  far  enough.  Some  areas  may  have 
been  overlooked.  But  there  is  no  question  that  now  is  the  time  to  address  our- 
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selves  to  this  important  and  far  reaching  issue.  If  we  fail— George  Orwell's  1984 
may  become  a  reality  by  1976. 
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The  Chairman.  Ate  there  any  further  amendments?  If  not,  the 
question  is  on  the  committee  amendment  in  the  nature  of  a  substitute, 
as  amended. 

The  committee  amendment  in  the  nature  of  a  substitute,  as  amended, 
was  agreed  to. 

The  Chairman.  Under  the  rule,  the  Committee  rises. 

Accordingly  the  Committee  rose;  and  the  Speaker  having  resumed 
the  Chair  (Mr.  Brademas)  Chairman  of  the  Committee  of  the  Whole 
House  on  the  State  of  the  Union,  reported  that  that  Committee  having 
had  under  consideration  the  bill  H.R.  16373  to  amend  title  5,  United 
States  Code,  by  adding  a  section  552a  to  safeguard  individual  privacy 
from  the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by 
Federal  agencies,  pursuant  to  House  Resolution  1419,  he  reported  the 
bill  back  to  the  House  with  an  amendment  adopted  by  the  Committee 
of  the  Whole. 

The  Speaker.  Under  the  rule,  the  previous  question  is  ordered. 

Is  a  separate  vote  demanded  on  any  amendment  to  the  committee 
amendment  in  the  nature  of  a  substitute  adopted  in  the  Committee  of 
the  Whole  ?  If  no,  the  question  is  on  the  amendment. 

The  amendment  was  agreed  to. 

The  Speaker.  The  question  is  on  the  engrossment  and  third  reading 
of  the  bill. 

The  bill  was  ordered  to  be  engrossed  and  read  a  third  time,  and 
was  read  the  third  time. 
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The  Speaker.  The  question  is  on  the  passage  of  the  bill. 

The  question  was  taken;  and  the  Speaker  announced  that  the  ayes 
appeared  to  have  it. 

Mr.  Erlexborx.  Mr.  Speaker.  I  object  to  the  vote  on  the  ground  that 
quorum  is  not  present  and  make  the  point  of  order  that  a  quorum  is 
not  present. 

The  Speaker.  Evidently  a  quorum  is  not  present. 

The  Sergeant  at  Arms  will  notify  absent  Members. 

The  vote  was  taken  by  electronic  device,  and  there  were — yeas  353, 
nays  1,  not  voting  80,  as  follows : 

[Roll  No.  641] 


YEAS— 353 

Abdnor 

Byron 

Erlenborn 

Abzug 

Carney,  Ohio 

Esch 

Adams 

Carter 

Evins,  Tenn. 

Addabbo 

Casey,  Tex. 

Fascell 

Alexander 

Cederberg 

Eindley 

Anderson,  Calif. 

Chamberlain 

Fish 

Anderson,  111. 

Chisholm 

Usher 

Andrews,  X.C. 

Clark 

Flood 

Andrews,  N.  Dak. 

Clausen,  Don  H. 

Flowers 

Annunzio 

Clawson,  Del. 

Flynt 

Archer 

Cleveland 

Foley 

A  rends 

Cochran 

Ford 

Ashley 

Cohen 

Forsythe 

Badillo 

Collier 

Fountain 

Ba  falls 

Collins,  111. 

Fraser 

Baker 

Collins,  Tex. 

Frelinghuysen 

Barrett 

Conlan 

Frenzel 

Banman 

Conte 

Frey 

Beard 

Conyers 

Fulton 

Bennett 

Corman 

Fuqua 

Bevill 

Cotter 

Gaydos 

Biaggi 

Coughlin 

Gettys 

Biester 

Cronin 

Gibbons 

Bingham 

Culver 

Gilman 

Blackburn 

Daniel,  Dan 

Ginn 

Blatnik 

Daniel,  Robert  W.,  Jr. 

Goldwater 

Boiling 

Davis,  Ga. 

Gonzalez 

Bowen 

Davis,  S.C. 

Goodling 

Brademas 

Davis,  Wis. 

Gray 

Bray 

de  la  Garza 

Green,  Oreg. 

Breckinridge 

Delaney 

Green,  Pa. 

Brinkley 

Dellenback 

Griffiths 

Broomfield 

Dellums 

Gross 

Brotzman 

Denholm 

Gubser 

Brown,  Calif. 

Dennis 

Gude 

Brown,  Mich. 

Derwinskl 

Gunter 

Brown.  Ohio 

Dickinson 

Guyer 

Broyhill,  X.C. 

Dingell 

Haley 

Broyhill,  Va. 

Donohue 

Hamilton 

Buchanan 

Dorn 

Hammerschmidt 

Bursrener 

Downing 

Hanley 

Burke,  Fla. 

Drinan 

Hanna 

Bnrke.  Mass. 

Duncan 

Hanrahan 

Burleson,  Tex. 

du  Pont 

Hansen,  Idaho 

Burlison,  Mo. 

Eckhardt 

Harrington 

Burton,  John 

Edwards,  Ala. 

Hawkins 

Burton,  Phillip 

Edwards,  Calif. 

HecTiler,  W.Va. 

Butler 

Eilberg 

Heinz 

63-619- 
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Helstoski 
Henderson 

I  licks 
llinshaw 
lloliiield 
Holt 

Iloltzman 
Horton 
Hosmer 
Howard 

II  ul>er 
Hudnut 

I I ungate 

Hutchinson 

I chord 

Jarman 

Johnson,  Calif. 

Johnson.  Colo. 

Johnson.  Pa. 

Jones,  Okla. 

Jones,  Tenn. 

Jordan 

Kazen 

Kemp 

Ketciiuin 

Kins 

Koch 

Kyros 

Lagomarsino 

Leggett 

Lehman 

Lent 

Litton 

Long,  La. 

Long,  Md. 

Lott 

Lujan 

McClory 

McCloskey 

McCollister 

McCormack 

McDade 

McEwen 

McFall 

McKay 

McKinney 

Macdonald 

Madden 

Madigan 

Mahon 

Mallary 

Mann 

Maraziti 

Martin,  Xebr. 

Martin.  X.C. 

Mathias,  Calif. 

Matins.  Ga. 

Matsnnaga 

Mayne 

Mazzoli 

Meeds 

Melcher 

Mezvinsky 

Michel 

Mil  ford 


Miller 

Mills 

Minish 

Mink 

Mitchell.  Md. 

Mitchell,  X.Y. 

Mizell 

Moakley 

Molloban 

Montgomery 

Moorbead,  Calif. 

Moorhead,  Pa. 

Morgan 

Mosher 

Murphy,  111. 

Murtha 

Myers 

Xatcber 

Xedzi 

Nelsen 

Xichols 

Xix 

Obey 

O'Brien 

O'Hara 

O'Neill 

Owens 

Pari' is 

Passman 

Patten 

Pepper 

Perkins 

Penis 

Peyser 

Pickle 

Pike 

Preyer 

Price.  111. 

Price,  Tex. 

Pritcnard 

Qnie 

Railsbaek 

Randall 

Pets 

Regnla 
Reid 

Reuss 

Rinaldo 

Roberts 

Robinson.  Va. 

Robison,  X.Y. 

Rodino 

Rogers 

Roncalio,  Wyo. 

Rooney,  Pa. 

Rose 

Rosenthal 

Rostenkowski 

Roush 

Rousselot 

Roy 

Roybal 

Ruppe 

Ruth 

Ryan 


Sandman 
Sara  sin 
Barbanes 
Satterfield 

Scberle 

Schneelieli 

Schroeder 

Seiberling 

Shipley 

Sh  river 

Sinister 

Bisk 

Skubitz 

Slack 

Smith,  Iowa 

Smith.  X.Y. 

Snyder 

Spence 

Stanton,  J.  William 

Stanton,  James  V. 

Stark 

Steed 

Steele 

Steelman 

Sreiger,  Ariz. 

Steiger,  Wis. 

Stokes 

Stratton 

Stnbblefield 

Stuckey 

Stndds 

Sullivan 

Symington 

Talcott 

Taylor,  Mo. 

Taylor.  X.C. 

Thompson,  N.J. 

Thompson,  Wis. 

Thone 

Thornton 

Towell,  Xev. 

Treen 

Ldall 

Ullman 

Van  Deerlin 

Vander  Jagt 

Vander  Veen 

Vanik 

Veysey 

Vigorito 

Waggonner 

Walsh 

Wampler 

Ware 

Whalen 

White 

Whitehurst 

Whitten 

Widnall 

Wiggins 

Williams 

Wilson,  Bob 

Wilson,  Charles  H.,  Calif. 

Wilson,  Charles,  Tex. 

Winn 
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Wolff 

Yates 

Young,  Tex. 

Wright 

Yatron 

Zablocki 

Wyatt 

Young,  Alaska 

Zion 

Wydler 

Young,  Fla. 

Zwach 

Wylie 

Young,  111. 

NAYS— 1 

Landgrebe 

NOT   VOTING— 80 

Armstrong 

Giaimo 

Poage 

Ashbrook 

Grasso 

Podell 

Aspin 

G rover 

Powell,  Ohio 

Bell 

Hansen,  Wash. 

Quillen 

Bergland 

Harsha 

Ran  gel 

Boggs 

Hastings 

Rarick 

Boland 

Hays 

Rhodes 

Brasco 

Hebert 

Riegle 

Breaux 

Heckler,  Mass. 

Roe 

Brooks 

Hillis 

Roncallo.  N.Y 

Burke,  Calif. 

Hogan 

Rooney,  N.Y. 

Camp 

Hunt 

Runnels 

Carey,  X.Y. 

Jones,  Ala. 

St  Germain 

Chappell 

Jones,  N.C. 

Sebelius 

Clancy 

Karth 

Shoup 

Clay 

Kastenmeier 

Sikes 

Conable 

Kluczynski 

Staggers 

Crane 

Kuykendall 

Stephens 

Daniels,  Dominick  V. 

Land  rum 

Symms 

Danielson 

Latta 

Teague 

Dent 

Luken 

Tiernan 

Devine 

McSpadden 

Traxler 

Diggs 

Metcalfe 

Waldie 

Dulski 

Minshall,  Ohio 

Wyman 

Eshleman 

Moss 

Young,  Gav 

Evans,  Colo. 

Murphy,  N.Y. 

Young,  S.a 

Froehlich 

Patman 

So  the  bill  was  passed. 

The  Clerk  announced  the  following  pairs 

Mr.  Hebert  with  Mr.  Dulski. 

Mrs.  Boggs  with  Mr.  Aspin. 

Mr.  Moss  with  Mr.  Luken. 

Mr.  Sikes  with  Mr.  McSpadden. 

Mr.  Boland  with  Mr.  Young  of  Georgia. 

Mr.  Rooney  of  New  York  with  Mr.  Tiernan. 

Mr.  Giaimo  with  Mr.  Traxler. 

Mr.  Staggers  with  Mr.  Patman. 

Mr.  Hays  with  Mr.  Minshall  of  Ohio. 

Mr.  Bergland  with  Mr.  Kuykendall. 

Mr.  Chappell  with  Mr.  Hunt. 

Mr.  Carey  of  New  York  with  Mr.  Hogan. 

Mr.  Brooks  with  Mr.  Camp. 

Mrs.  Burke  of  California  with  Mr.  Froehlich. 

Mr.  Breaux  with  Mr.  Ashbrook. 

Mr.  Kluczynski  with  Mr.  Grover. 

Mr.  Landrum  with  Mr.  Devine. 

Mr.  Metcalfe  with  Mrs.  Grasso. 

Mr.  Murphy  of  New  York  with  Mr.  Conable. 

Mr.  Teague  with  Mr.  Hillis. 

Mr.  St  Germain  with  Mr.  Powell  of  Ohio. 

Mr.  Riegle  with  Mr.  Bell. 
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Mr.  Latta  with  Mr.  Hastings. 

Mr.  Range]  with  Mrs.  Han-rii  of  Washington. 

Mr.  Hoe  with  Mr.  Crane. 

Mr.  Jones  of  Alabama  with  Mr.  Harsha. 

Mr.  Kastenmeier  with  Mr.  Eshleman. 

Mr.  Karth  with  Mr.  Clancy. 

Mr.  Jonefl  of  North  Carolina  with  Mr.  Quillen. 

Mr.  Digga  with  Mr.  Etoncallo  Of  New  York. 

Mr.  Evans  Of  Colorado  with  Mr.  Scbelius. 
Mr.  Dent  with  Mr.  Slump. 
Mr.  Dominick  V.  I>;ini<>ls  with  Mr.  Stephens. 
Mr.  Clay  with  Mr.  Waldio. 

Mr.  Danielson  with  Mr.  Symms, 

Mr.  Runnels  with  Mr.  Wyman. 

Mr.  Rhodes  with  Mr.  Staling  of  South  Carolina. 

Mrs.  Heckler  of  Massachusetts  with  Mr.  Rarick. 

The  Result  of  the  vote  was  announced  as  above  recorded. 
A  motion  to  reconsider  was  laid  on  the  table. 


[From  the  Congressional  Record — House,  Dec.  11, 1S74] 

HOUSE  CONSIDERS  S.  3418  AND  SUBSTITUTES 
TEXT  OF  H.R.  16373 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Speaker,  I  ask  unanimous 
consent  to  take  from  the  Speaker's  table  the  Senate  bill  (S.  3418)  to 
establish  a  Privacy  Protection  Commission,  to  provide  management 
systems  in  Federal  agencies  and  certain  other  organizations  with 
respect  to  the  gathering  and  disclosure  of  information  concerning 
individuals,  and  for  other  purposes,  and  ask  for  its  immediate  con- 
sideration. 

The  Clerk  read  the  title  of  the  Senate  bill. 

The  Speaker.  Is  there  objection  to  the  request  of  the  gentleman  from 
Pennsylvania? 

There  was  no  objection. 

The  Clerk  read  the  Senate  bill.1 


MOTION    OFFERED    BY    MR.    MOORHEAD    OF    PENNSYLVANIA 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Speaker,  I  offer  a  motion. 
The  Clerk  read  as  follows : 

Mr.  Moorhead  of  Pennsylvania  moves  to  strike  out  all  after  the  enacting  clause 
of  S.  3418  and  insert  in  lieu  thereof  the  text  of  the  bill  (H.R.  16373)  to  amend 
title  5,  United  States  Code,  by  adding  a  section  552a  to  safeguard  individual 
privacy  from  the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by  Federal 
agencies,  as  passed  by  the  House. 

The  motion  was  agreed  to. 

The  Senate  bill  was  ordered  to  be  read  a  third  time,  was  read  the 
third  time,  and  passed. 

The  title  was  amended  so  as  to  read :  "to  amend  title  5,  United  States 
'Code,  by  adding  a  section  52a  to  safeguard  individual  privacy  from 


i  See  p.  437. 
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the  misuse  of  Federal  records  and  to  provide  that  individuals  be 
granted  access  to  records  concerning  them  which  are  maintained  by 
Federal  agencies."  

[From  the  Congressional  Record — House,  Dec.  18,  1974] 

HOUSE  CONSIDERS  AND  ADOPTS  COMPROMISE  AMEND- 
MENTS WITH  THREE  TECHNICAL  AMENDMENTS 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Speaker,  I  ask  unanimous 
consent  to  take  from  the  Speaker's  desk  the  Senate  bill  (S.  3418)  to 
establish  a  Privacy  Protection  Commission  to  provide  management 
systems  in  Federal  agencies  and  certain  other  organizations  with 
respect  to  the  gathering  and  disclosure  of  information  concerning 
individuals,  and  for  other  purposes,  with  Senate  amendments  to  the 
House  amendments  and  concur  in  the  Senate  amendments  with  an 
amendment. 

The  Clerk  read  the  title  of  the  bill. 

The  Clerk  read  the  Senate  amendments.1 


Mr.  Moorhead  of  Pennsylvania.  Mr.  Speaker,  I  ask  unanimous; 
consent  that  the  full  text  of  S.  3418,  containing  the  Senate  amend- 
ments to  the  House  amendments,  be  considered  to  read  and  printed 
at  this  point  in  the  Record,  and  that  the  text  of  the  House  technical 
amendment  being  offered  also  be  printed  at  the  end  thereof. 

The  Speaker.  Is  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania  ? 

Mr.  Erlenborn.  Mr.  Speaker,  reserving  the  right  to  object,  and  I 
do  not  intend  to  object,  I  would  like  to  ask  the  chairman  of  the  sub- 
committee  to  explain  the  Senate  amendments  for  our  colleagues. 

Mr.  Moorhead  of  Pennsylvania.  Mr.  Speaker,  I  will  be  most  pleased 
to  explain  the  Senate  amendments  and  then  will  yield  to  the  gentleman 
from  Illinois  for  additional  comments  he  or  other  Members  may  have 
on  the  privacy  bill,  or  for  questions  concerning  its  provisions. 

First,  let  me  explain  briefly  the  parliamentary  situation.  Both  the 
House  and  the  Senate  passed  privacy  legislation  on  November  21. 
Our  bill,  H.R.  163T3,  was  messaged  over  to  the  Senate  the  following 
day.  The  Senate  measures,  S.  3418,  sponsored  by  the  distinguished 
Senator  from  North  Carolina,  Mr.  Ervin,  and  a  number  of  other- 
distinguished  Members  of  that  body  from  both  parties,  was  messaged 
to  the  House.  The  House  bill  was  called  up  on  November  22  in  the 
Senate,  and  all  after  the  enacting  clause  was  stricken  and  the  identical 
language  of  S.  3418,  was  substituted  for  the  House  language,  and  it 
was  returned  to  the  House.  This  meant,  Mr.  Speaker,  that  both  of  the 
House  and  Senate  versions  of  the  privacy  bills  were  pending  at  the 
Speaker's  desk— but  both  bills— S.  3418  and  H.R.  16373— had  the  iden- 
tical language  of  the  Senate-passed  bill. 

Because  of  the  lateness  in  the  session  and  the  pressures  on  Members" 
of  both  bodies  due  to  other  pressing  legislative  business,  we  determined 
that  it  would  not  be  possible  to  resolve  the  complex  differences  between. 

»  See  p.  497. 
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The  two  bills  in  a  conference  committee.  Yet  the  sponsors  and  floor 
managers  of  the  legislation  on  both  sides  firmly  agreed  that  it  was 
imperative  that  final  action  be  taken  on  privacy  Legislation  before  the 
■  'mi  of  the  Congi 

We  thereupon  agreed,  Mr.  Speaker,  upon  a  parliamentary  procedure 
which  provided  that  the  Senate  bill,  S. .".  1 L3,  be  taken  from  the  Speak- 
er's desk,  be  taken  up  by  the  House  and  repassed  with  the  Language  of 
the  House  bill,  H.R.  16873,  as  passed,  substituted  for  all  after  the  en- 
acting clause  and  ret  urned  to  the  Senate  for  further  action.  This  action 
was  taken  by  me  last  Wednesday,  December  11  (Record,  pa  ires 
HL1G61-H11GGC>),  and  the  Senate  bill  was  returned  to  that  body  with 
the  language  of  U.K.  16373,  as  passed  on  November  21,  and  the  short 
title  was  also  amended  to  reflect  the  House  version. 

Mr.  Speaker,  the  other  body  has  now  repassed  S.  <°>4b'>  with  a  series 
of  amendments — many  technical  and  some  substantive — which  retain 
the  basic  thrust  of  the  House  version,  but  which  include  important 
segments  of  the  Senate  measure.  These  amendments  were  informally 
negotiated  by  the  stalls  of  the  House  and  Senate  committees  and  are 
based  on  agreements  between  the  principal  sponsors  of  the  privacy 
bills  in  the  two  bodies. 

In  calling  up  the  bill  for  final  action  and  clearance  for  White  House 
action  today,  I  am  asking  that  the  House  concur  in  these  amend- 
ments— which  in  my  opinion  preserve  the  basic  framework  of  the 
House  bill,  but  which  make  a  number  of  significant  strengthening 
changes  in  the  privacy  measure  that  were  included  in  the  Senate  ver- 
sion. As  Members  will  recall,  President  Ford  specifically  endorsed  the 
provisions  of  H.R.  16373  in  October,  with  the  provision  that  the 
amendment  offered  by  the  gentleman  from  Illinois  (Mr.  Erlexborx), 
relating  to  certain  confidential  investigative  records  be  included  in 
the  bill.  Such  amendment  was  agreed  to  by  the  House  on  November  20, 
and  is  included  in  the  version  of  the  privacy  bill  now  before  us.  Thus, 
Mr.  Speaker,  the  bill  now  being  considered  here  today  has  the  full 
backing  of  the  White  House,  and  the  Members  of  both  parties  in  the 
House  and  the  Senate  who  have  had  the  responsibility  of  handling 
the  measure  in  committee  and  on  the  floor. 

Mr.  Speaker,  in  its  concurrence,  the  House  of  Representatives  is 
clearing  for  final  congressional  action  what  will  be  known  as  the 
Privacy  Act  of  1974.  This  is  truly  an  historic  enactment.  In  effect,  the 
Congress  of  the  United  States  is  acting  in  the  finest  sense  to  implement 
even  further  the  Bill  of  Eights. 

To  my  knowledge,  this  will  be  the  first  congressional  action  on  a 
comprehensive  Federal  privacy  law  since  the  adoption,  of  the  fourth 
amendment  to  the  Constitution.  It  is  the  solemn  duty  of  the  Congress, 
as  well  as  the  Supreme  Court,  to  implement  the  spirit  and  letter  of  the 
Constitution. 

Although  this  bill  is  limited  to  personal  information  on  individuals 
contained  in  Federal  records,  I  am  sure  it  is  only  the  first  step  to 
Strengthen  the  right  to  privacy. 

The  operative  parts  of  this  legislation  will  go  into  effect  in  9  months. 
In  its  birth,  I  would  like  to  think  we  are  helping  America  prepare  for 
a  grand  bicentennial,  rededicating  ourselves  to  the  fundamental  prin- 
ciples of  individual  freedom  and  dignity  which  made  this  Xation 
great. 
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Mr.  Speaker,  I  will  insert  at  this  point  in  the  Record  the  text  of  an 
analysis  prepared  by  staff  of  the  major  amendments  added  to  the 
House  bill  in  the  other  body  : 

Analysis  of  House  and  Senate  Compromise  Amendments  to  the 
Federal  Privacy  Act 

The  establishment  of  a  Privacy  Protection  Study  Commission,  Only  the  Senate 
bill  provided  for  an  oversight  and  study  commission  to  assist  in  the  implementa- 
tion of  the  act  and  to  explore  areas  concerned  with  individual  privacy  which  have 
not  heen  included  in  the  provisions  of  this  legislation.  The  compromise  measure 
will  establish  a  Privacy  Protection  Study  Commission  of  seven  members  instead 
af  the  five  provided  in  the  Senate  bill.  Three  of  these  members  will  be  appointed 
e  President,  two  by  the  President  of  the  Senate,  and  two  by  the  Speaker  of 
the  House  of  Representatives. 

It  is  intended  that  this  commission,  which  will  serve  for  a  period  of  two  years, 
will  be  solely  a  study  commission.  In  that  capacity  it  is  hoped  the  commission 
can  assist  the  Executive  Branch  and  the  Congress  in  their  examination  of  Fed- 
_  vernment  activities  and  their  impact  on  privacy  as  well  as  representatives 
of  State  and  local  governments  and  the  private  sector  who  are  attempting  to  deal 
with  this  important  problem. 

The  scope  of  the  commission's  study  authority  is  outlined  specifically  within 
the  legislation.  In  section  5(c)(2)(B),  the  commission  is  directed  to  examine 
certain  issues  which  are  not  included  in  the  compromise  between  the  House  and 
Senate  bill,  such  as  a  requirement  that  a  person  maintaining  mailing  lists  remove 
an  individual's  name  upon  request ;  the  question  of  prohibiting  the  transfer  of 
individually  identifiable  data  from  the  Internal  Revenue  Service  to  other  agencies 
and  to  State  governments;  a  question  of  whether  the  Federal  government  should 
be  liable  for  general  damages  occurring  from  a  willful  or  intentional  violation  of 
the  provisions  of  new  section  552a (g)  (1)  (C)  or  (D)  which  this  act  creates  ;  and 
the  extent  to  which  requirements  for  security  and  confidentiality  of  records  main- 
tained under  this  act  should  be  applied  to  a  person  other  than  an  agency. 

The  commission  shall  from  time  to  time  and  in  an  annual  report,  report  to  the 
Congress  and  to  the  President  on  its  activities,  and  it  shall  submit  a  final  report 
of  its  findings  two  years  from  the  date  the  members  of  the  commission  are  ap- 
d. 

In  addition,  the  commission  is  authorized  to  provide  necessary  technical  assist- 
ance and  prepare  model  legislation  upon  request  for  State  and  local  governments 
interested  in  adopting  privacy  legislation.  Strict  standards  and  penalties  are 
placed  upon  commission  members  and  employees  with  regard  to  the  handling 
and  unlawful  distribution  of  information  about  individuals  which  it  receives  in 
the  course  of  carrying  out  its  functions. 

While  the  provisions  of  the  rest  of  this  act  do  not  go  into  effect  until  270  days 
from  the  date  of  enactment,  the  commission  is  authorized  to  go  into  effect  im- 
mediately upon  the  appointment  of  its  members  in  order  that  some  of  its  work 
may  be  available  to  the  Congress  and  the  Executive  Branch  by  the  time  the 
re:  .  inder  of  the  legislation  becomes  effective. 

ROUTINE  USE 

The  House  bill  contains  a  provision  not  provided  for  in  the  Senate  measure 

exempting  certain  disclosures  of  information  from  the  requirement  to  obtain 

consent  from  the  subject  when  the  disclosure  would  be  for  a  "routine  use". 

The  compromise  wou'd  define  "routine  use"  to  mean  :  "with  respect  to  the  dis- 

re  of  a  record,  the  use  of  such  records  for  a  purpose  which  is  compatible 

with  the  purpose  for  which  it  was  collected.'* 

re  the  Senate  bill  would  have  placed  tight  restrictions  upon  the  transfer 
of  personal  information  between  or  outside  Federal  agencies,  the  House  bill. 
under  the  routine  use  provision,  would  permit  an  agency  to  describe  its  routine 
:-i  the  Federal  Register  and  then  disseminate  the  information  without  the 
-nt  of  the  individual  or  without  applying  the  standards  of  accuracy,  rel- 
evancy, timeliness  or  completeness  so  long  as  no  determination  was  being  made 
about  the  subject. 

The  compromise  definition  should  serve  as  a  caution  to  agencies  to  think  out  in 
ice  what  uses  it  will  make  of  information.  This  act  is  not  intended  to  impose 
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undue  burdens  on  the  transfer  of  information  to  the  Treasury  Department  to 
complete  payroll  checks,  the  receipt  of  information  by  the  Social  Security  Ad- 
ministration to  (complete  quarterly  posting  of  account*,  or  other  such  housekeep- 
ing measures  and  necessarily  frequent  Interagency  or  in t  ra -agency  transfers  of 
information.  It  is,  however,  intended  to  discourage  tiie  unnecessary  exchange  of 
information  to  other  persons  or  to  agencies  who  may  not.  be  as  sensitive  to  the 
collecting  agency's  reasons  for  using  and  interpreting  the  material. 

INFORMATION    ON    POLITICAL   ACTIVITIES 

The  House  bill  tells  agencies  that  they  may  not  maintain  a  record  concerning 
the  political  or  religious  beliefs  or  activities  of  any  individual  unless  maintenance 
of  the  record  would  be  authorized  expressly  by  statute  or  by  the  individual  about 
whom  the  record  is  maintained.  Tbe  House  bill  goes  on  to  provide  that  this  sub- 
section is  not  deemed  to  prohibit  the  maintenance  of  any  record  or  activity  which 
is  pertinent  to  and  within  the  scope  of  a  duly  authorized  law  enforcement 
activity. 

Tbe  Senate  bill  constitutes  a  prohibition  against  agency  programs  established 
for  the  purpose  of  collecting  or  maintaining  information  about  how  individuals 
exercise  First  Amendment  rights  unless  the  agency  head  speciiieally  determines 
that  tbe  program  is  required  for  the  administration  of  a  statute. 

The  compromise  broadens  the  House  provisions  application  to  all  First  Amend- 
ment rights  and  directs  the  prohibition  against  the  maintenance,  use,  coHeetion, 
or  dissemination  of  records.  However,  as  in  the  House  bill,  it  does  permit  the 
maintenance  of  those  records  which  are  expressly  authorized  by  statute  or  by 
the  individual  subject,  or  are  pertinent  to  or  within  the  scope  of  an  authorized 
law  enforcement  activity. 

CONFIDENTIAL  SOURCES  OF  INFORMATION 

The  compromise  provision  for  the  maintenance  of  information  received  from 
confidential  sources  represents  an  acceptance  of  the  House  language  after  re- 
ceiving an  assurance  that  in  no  instance  would  that  language  deprive  an  individ- 
ual from  knowing  of  the  existence  of  any  information  maintained  in  a  record 
about  him  which  was  received  from  a  "confidential  source."  The  agencies  would 
not  be  able  to  claim  that  disclosure  of  even  a  small  part  of  a  particular  item 
would  reveal  the  identity  of  a  confidential  source.  The  confidential  information 
would  at  the  very  least  have  to  be  characterized  in  some  general  way.  The  fact 
of  the  item's  existence  and  a  general  characterization  of  that  item  would  have 
to  be  made  known  to  the  individual  in  every  case. 

Furthermore,  the  acceptance  of  this  section  in  no  way  precludes  an  individual 
from  knowing  the  substance  and  source  of  confidential  information,  should  that 
information  be  used  to  deny  him  a  promotion  in  a  government  job  or  access  to 
classified  information  or  some  other  right,  benefit  or  privilege  for  which  he  was 
entitled,  otherwise  if  he  should  consequently  bring  legal  action  against  the  gov- 
ernment and  should  base  any  part  of  its  legal  case  on  that  information. 

Finally,  it  is  important  to  note  that  the  House  provision  would  require  that 
all  future  promises  of  confidentiality  to  sources  of  information  be  expressed  and! 
not  implied  promises.  Under  the  authority  to  prepare  guidelines  for  the  adminis- 
tration of  this  act  it  is  expected  that  the  Office  of  Management  and  Budget  will 
work  closely  with  agencies  to  insure  that  Federal  investigators  make  sparing 
use  of  the  ability  to  make  express  promises  of  confidentiality. 

STANDARDS    APPLIED    TO    DISSEMINATION    OUTSIDE    THE    GOVERNMENT 

H.R.  16373  requires  that  all  records  which  are  used  by  an  agency  in  making 
any  determination  about  an  individual  be  maintained  with  such  accuracy,  rel- 
evance, timeliness  and  completeness  as  is  reasonably  necessary  to  assure  fairness 
to  the  individual  in  the  determination.  S.  3418  goes  much  further  and  requires 
that  agencies  apply  these  standards  at  any  time  that  access  is  granted  to  the 
file,  material  is  added  to  or  taken  from  the  file,  or  at  any  time  it  is  used  to  make 
a  determination  affecting  the  subject  of  the  file. 

The  difference  between  these  two  measures  represents  a  difference  in  philosophy 
regarding  the  handling  of  personal  information.  The  Senate  measure  is  designed 
to  complement  the  requirement  that  agencies  maintain  only  information  which 
is  relevant  and  necessary  to  accomplish  a  statutory  purpose.  The  standard  of 
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relevancy  should  be  that  statutory  basis  for  an  information  program  which  is 
now  set  forth  in  (e)  (1)  of  the  compromise  measure.  By  adopting  this  section, 
the  Senate  hoped  to  encourage  a  periodic  review  of  personal  information  con- 
tained in  Federal  records  as  those  records  were  used  or  disseminated  for  any 
purpose. 

The  House  provision  would  have  applied  these  important  standards  for  main- 
tenance of  information  in  records  at  any  time  a  determination  is  made  about 
an  individual.  The  House  bill  goes  on  to  permit  additional  ''routine  uses"  of 
information  which  may  not  rise  to  the  threshold  of  an  "agency  determination" 
without  requiring  that  the  information  be  upgraded  to  meet  these  standards. 

The  compromise  amendment  would  adopt  the  section  of  the  House  bill  applying 
the  standards  of  accuracy,  relevance,  timeliness  and  completeness  at  the  time  of 
a  determination.  It  would  add  the  additional  requirement,  however,  that  prior 
to  the  dissemination  of  any  record  about  an  individual  to  any  person  other  than 
another  agency,  the  sending  agency  shall  make  a  reasonable  effort  to  assure 
that  the  record  is  accurate,  complete,  timely,  and  relevant.  This  proviso  was 
included  because  Federal  agencies  would  be  governed  by  a  requirement  to  clean 
up  their  records  before  a  determination  is  made  and  limited  by  a  requirement 
to  publish  each  routine  use  of  information  in  the  Federal  Register,  but  the  use 
of  information  by  persons  outside  the  Federal  government  would  not  be  governed 
by  this  act.  Therefore,  agencies  are  directed  to  be  far  more  careful  about  the 
dissemination  of  personal  information  to  persons  not  governed  by  the  enforcement 
provisions  of  this  bill. 

THE   FREEDOM    OF    INFORMATION   ACT   AND   PRIVACY 

One  difficult  task  in  drafting  Federal  privacy  legislation  was  that  of  determin- 
ing the  proper  balance  between  the  public's  right  to  know  about  the  conduct  of 
their  government  and  their  equally  important  right  to  have  information  which 
is  personal  to  them  maintained  with  the  greatest  degree  of  confidence  by  Federal 
agencies.  The  House  bill  made  no  specific  provision  for  Freedom  of  Information 
Act  requests  of  material  which  might  contain  information  protected  by  the 
Privacy  Act.  Instead,  in  the  committee  report  on  the  bill,  it  recognized  that: 

"This  legislation  would  have  an  effect  on  subsection  (b)(6)  of  the  Freedom  of 
Information  Act  (5  U.S.C.,  Section  552)  which  states  that  the  provisions  regard- 
ing disclosure  of  information  to  the  public  shall  not  apply  to  material  'the  dis- 
closure of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy.'  H.R.  16373  would  make  all  individually  identifiable  information  in 
government  files  exempt  from  public  disclosure.  Such  disclosure  could  be  made 
available  to  the  public  only  pursuant  to  rules  published  by  agencies  in  the  Federal 
Register  permitting  the  transfer  of  particlar  data  to  persons  other  than  the 
individuals  to  whom  they  pertain." 

The  committee  report  went  on  to  express  a  desire  that  agencies  continue  to 
make  certain  individually  identifiable  records  open  to  the  public  because  such 
disclosure  would  be  in  the  public  interest. 

The  Senate  bill  provided  that  nothing  in  the  act  shall  be  construed  to  permit 
the  withholding  of  any  personal  information  which  is  otherwise  required  to  be 
disclosed  by  law  or  any  regulation  thereunder.  This  section  was  intended  as 
specific  recognition  of  the  need  to  permit  disclosure  under  the  Freedom  of  Infor- 
mation Act. 

The  compromise  amendment  would  add  an  additional  condition  of  disclosure 
to  the  House  bill  which  prohibits  disclosure  without  written  request  of  an 
individual  unless  disclosure  of  the  record  would  be  pursuant  to  Section  552  of 
the  Freedom  of  Information  Act.  This  compromise  is  designed  to  preserve  the 
status  quo  as  interpreted  by  the  courts  regarding  the  disclosure  of  personal 
information  under  that  section. 

A  related  amendment  taken  from  the  Senate  bill  would  prohibit  any  agency 
from  relying  upon  any  exemption  contained  in  Section  552  to  withhold  from 
an  individual  any  record  which  is  otherwise  accessible  to  such  individual  under 
the  provisions  of  this  section. 

CIVIL   REMEDIES 

Under  the  House  bill  an  individual  would  be  permitted  to  seek  an  injunction 
against  an  agency  only  to  produce  his  record  upon  a  failure  of  an  agency  to 
-comply  with  his  request.  An  individual  would  be  able  to  sue  for  damages  only 
if  an  agency  failed  to  maintain  a  record  about  him  with  such  accuracy,  rele- 


900 

vance,  timeliness  and  completeness  as  would  be  necessary  to  assure  fairness  and 
a   determination  about  him,  and  consequently  an  adverse  determination  was 
made.  A  suit  for  damages  would  also  h<>  in  order  against  an  agency  if  ir  fails 
to  comply  with  any  other  provision  of  this  act  In  such  a  way  to  have  an  ad 
effect  on  the  individual. 

Under  the  senate  bill  injunctive  relief  would  be  available  to  an  Indivl  lual 
to  enforce  any  right  granted  to  him.  And  an  Individual  would  be  permitted  to 
sue  for  damages  for  any  action  or  omission  of  an  officer  or  employee  of  the 
government  who  violates  a  provision  of  the  act 

The  standard  for  recovery  of  damages  under  the  House  bill  was  a  determina- 
tion by  a  court  that  the  agency  acted  in  a  manner  which  was  willful,  arbitrary, 
or  capricious.  The  Senate  hill  would  have  permitted  recovery  against  an  ;>- 
on  a  finding  that  the  agency  had  erred  in  handling  his  records. 

These  amendments  represent  a  compromise  hetween  the  two  position*.  They 
permit  an  individual  to  seek  injunctive  relief  to  correct  or  amend  a  record  main- 
tained  by  an  agency.  In  a  suit  for  damages,  the  amendment  reflects  a  belief  that 
a  finding  of  willful,  arbitrary,  or  capricious  action  is  too  harsh  a  standard  of 
proof  for  an  individual  to  exercise  the  rights  granted  by  this  legislation.  Thus 
the  standard  for  recovery  of  damages  was  reduced  to  "willful  or  intentional" 
action  by  an  agency.  On  a  continuum  hetween  negligence  and  the  very  high  stand- 
ard of  willful,  arhitrary,  or  capricious  conduct,  this  standard  is  viewed  as  only 
somewhat  greater  than  gross  negligence. 

Both  the  House  and  Senate  hills  provided  for  an  individual  to  recover  reason- 
able attorney  fees  and  costs  of  litigation.  The  compromise  amendments  adopt 
the  standard  of  the  House  hill  permitting  the  court  to  award  attorney  fees  and 
reasonable  costs  to  an  individual  where  a  complainant  has  substantially  pre- 
vailed in  an  injunctive  action,  and  requiring  such  award  in  actions  in  which 
complainants  receive  damages. 

ACCESS    AND    CHALLENGE    TO   RECORDS 

The  House  bill  would  apply  a  standard  of  promptness  to  agency  considera- 
tions of  requests  for  access  to  records  and  requests  to  challenge  or  correct  those 
records.  In  addition,  it  allows  the  individual  to  request  a  review  of  a  refusal 
to  correct  a  record  by  the  agency  official  named  in  its  public  notice  of  inf 
tion  systems. 

The  Senate  bill  requires  the  agency  to  make  a  determination  with  respect 
to  an  individual's  request  for  a  record  change  within  60  days  of  the  request  and 
to  permit  him  a  hearing  within  30  days  of  a  request  for  one.  with  extension 
for  good  cause  permitted.  The  individual  would  have  the  option  of  a  formal 
or  informal  hearing  procedure  within  the  agency  upon  a  refusal  of  a  request 
to  correct  or  amend  a  record.  The  compromise  amendment  would  require  the 
agency  to  respond  within  10  working  days  to  acknowledge  an  individual's  request 
to  amend  a  record.  Following  acknowledgement,  the  agency  must  proi 
correct  the  information  which  the  individual  believes  is  not  accurate,  relevant, 
timely  or  complete  or  inform  the  individual  of  its  refusal. 

If  the  individual  disagrees  with  the  refusal  of  the  agency  to  amend  his  r 
the  agency   shall  conduct  a  review  of  that  refusal  within  30  working  days, 
provided  that  an  extension  may  be  obtained  for  good  cause.  We  expect  that 
agency  heads  will  either  conduct  such  reviews  themselves,  or  assign  officers  of 
the  rank  of  deputy  assistant  secretary  or  above. 

The  House  bill  would  not  have  permitted  a  Federal  District  Court  to  review 
dr  novo  an  agency's  refusal  to  amend  a  record.  The  compromise  adopts  the  Senate 
provision  which  would  require  a  fie  novo  review  of  such  refusal  and  to  order  a 
correction  where  merited.  Finally,  the  compromise  requires  that  in  any  dis- 
closure of  information  subject  to  disagreement  that  the  agency  includes  with 
the  disclosure  a  notation  of  any  dispute  over  the  information  or  a  copy  of  any 
statement  submitted  by  the  individual  stating  his  reasons  for  disagreement  with 
the  information. 

ACCOUNTING    FOR    DISCLOSURES 

The  House  bill  requires  an  agency  to  inform  any  person  or  another  s 
about  a  correction  or  notation  of  dispute  regarding  a  record  that  has  been  dis- 
closed to  that  person  or  agency  within  two  years  before  making  the  corn  ition 
or  notation.  It.  would  not  apply  if  no  accounting  of  the  disclosure  had         Q 
required.  No  such  limitation  was  placed  upon  accounting  for  disclosures  i:.  the 


991 

Senate  bill  and  (he  compromise  measure  would  require  any  persoo  or  agency 
receiving  the  record  at  any  time  before  a  notation  or  dispute  is  made  to  be 
notified  if  an  accounting  of  the  disclosures  were  made. 

The  House  bill  requires  an  agency  to  maintain  an  accounting  for  disclosures 
for  only  five  years.  The  Senate  bill  places  no  limitation  on  the  length  of  time 
for  maintaining  such  disclosures.  The  compromise  amendment  would  require 
maintaining  of  the  disclosure  for  five  years  or  the  life  of  the  record,  whichever 
is  longer. 

LIMITATIONS      OX      THE      TYPES      OF     INFORMATION      COLLECTED      AND     THE     USE     OF 
THIRD    PARTY   INFORMATION 

The  Senate  bill  requires  Federal  agencies  to  maintain  only  such  informal  ion 
about  an  individual  as  is  relevant  and  necessary  to  accomplish  a  statutory  pur- 
pose of  the  agency.  The  House  bill  did  not  address  this  issue.  The  compromise 
amendment  modifies  the  Senate  provision  to  permit  the  collection  of  information 
which  would  be  required  to  accomplish  not  only  a  purpose  set  out  by  a  statute 
but  also  a  purpose  outlined  by  a  Presidential  Executive  Order. 

The  provision  is  included  to  limit  the  collection  of  extraneous  information  by 
Federal  agencies.  It  requires  that  a  conscious  decision  be  made  that  the  informa- 
tion is  required  to  meet  the  lawful  needs  of  an  agency.  Agencies  should  formulate 
as  precisely  as  possible  the  policy  objectives  to  be  served  by  a  data  gathering 
activity  before  it  is  undertaken.  It  is  hoped  that  multiple  requests  for  informa- 
tion will  be  reduced  and  that  agencies  will  collect  no  more  sensitive  personal 
information  than  is  necessary. 

The  Senate  bill  also  requires  agencies  to  collect  information  to  the  greatest 
extent  practicable  directly  from  the  subject  when  that  information  could  result 
in  an  adverse  determination  about  an  individual's  rights  and  benefits  and  priv- 
ileges under  a  Federal  program.  The  House  bill  had  no  provision,  but  the  compro- 
mise amendment  accepts  the  Senate  language.  This  section  is  designed  to  dis- 
courage the  collection  of  personal  information  from  third  party  sources  and 
therefore  to  encourage  the  accuracy  of  Federal  data  gathering.  It  supports  the 
principle  that  an  individual  should  to  the  greatest  extent  possible,  be  in  control 
of  information  about  him  which  is  given  to  the  government.  This  may  not  be 
practical  in  all  cases  for  financial  or  logistical  reasons  or  because  of  other  statu- 
tory requirements.  However,  it  is  a  principle  designed  to  insure  fairness  in 
information  collection  which  should  be  instituted  wherever  possible. 

ARCHIVAL   RECORDS 

The  House  bill  provides  that  records  accepted  by  the  Administrator  of  General 
Services  for  temporary  storage  and  servicing  shall  be  considered  for  purposes  of 
this  act,  to  be  maintained  by  the  agency  which  deposits  the  records.  Records 
transferred  to  the  National  Archives  after  the  effective  date  of  this  Act  for  pur- 
poses of  historical  preservation  are  considered  to  be  maintained  by  the  Archives 
and  are  subject  only  to  limited  provisions  of  the  Act.  Records  transferred  to  the 
National  Archives  before  the  effective  date  of  this  Act  are  not  subject  to  the 
provisions  of  this  Act. 

The  Senate  bill  provides  that  records  accepted  by  the  Administrator  of  General 
Services  for  temporary  storage  and  servicing  shall  be  considered,  for  purposes  of 
this  Act,  to  be  maintained  by  the  agency  which  deposits  the  records.  All  records 
transferred  to  the  National  Archives  for  purposes  of  historical  preservation  are 
considered  to  be  maintained  by  the  Archives  and  are  subject  only  to  those  pro- 
visions of  this  Act  requiring  annual  public  notice  of  the  existence  and  character 
of  the  information  systems  maintained  by  the  Archives,  establishment  of  appropri- 
ate safeguards  to  insure  the  security  and  integrity  of  preserved  personal  infor- 
mation, and  promulgation  and  implementation  of  rules  to  insure  the  effective  en- 
forcement of  those  safeguards. 

The  compromise  amendment  subjects  records  transferred  to  the  National 
Archives  for  historical  preservation  prior  to  the  effective  date  of  the  act  to  a 
modified  requirement  for  annual  public  notice.  It  is  intended  that  the  notice  pro- 
vision not  be  applied  separately  and  specifically  to  each  of  the  many  thousands  of 
separate  systems  of  records  transferred  to  the  Archives  prior  to  the  effective  date 
of  this  Act,  but  rather  that  a  more  general  description  be  provided  which  pertains 
to  meaningful  groupings  of  record  systems.  However,  record  system^  transferred 


992 

Archives  after  tie  date  of  this  Act  are  individually  Subject  to  the 

specific  notice  provisions.  This  coverage  is  intended  to  support  and  encourage 
Improvements  in  the  organisation  and  cataloging  of  records  maintained  hy  the 
Arch 

MOK.VloKIVM    o\    TBI    USE    OF    THE    80CIAL    SECURITY    ACCOUNT    NUMHER 

The  House  hill  provides  that  a  Federal  agency,  or  a  State  or  local  government 
acting  in  compliance  with  Federal  law  Or  a  federally  assisted  program,  is  prohih- 
ited  from  denying  to  individuals  rights,  benefits  or  privileges  by  reason  of  refusal 
to  disclose  the  social  security  account  nuinher.  Any  such  governmental  agency  is 
further  prohibited  from  utilizing  the  social  security  account  numher  for  purposes 
apart  from  verification  of  individual  identity  except  where  another  purpose  is 
Specifically  authorized  hy  law.  Exempt  from  these  prohibitions  are  systems  of 
records  in  existence  and  operating  prior  to  January  1.  1975.  Exemption  is  further 
granted  where  disclosure  of  a  social  Security  account  number  is  required  by 
Federal  law. 

The  Senate  hill  provides  that  a  Federal  agency,  or  a  State  or  local  government, 
Is  prohibited  from  denying  to  individuals  rights,  benefits  or  privileges  by  reason 
of  refusal  to  disclose  the  social  security  account  number.  Persons  engaged  in  the 
business  of  commercial  transactions  or  activities  are  prohibited  from  discrimi- 
nating  against  any  individual  in  the  course  of  such  activities  by  reason  of  refusal 
to  disclose  the  social  security  account  number.  Exempt  from  these  prohibitions 
are  systems  of  records  in  existence  and  operating  prior  to  January  1,  1975.  Also 
exempt  are  disclosures  of  the  social  security  account  number  required  by  Federal 
law.  This  section  further  provides  that  any  Federal,  State  or  local  government 
agency  or  any  person  who  requests  an  individual  to  disclose  his  social  security 
number  shall  inform  that  individual  whether  that  disclosure  is  mandatory  or 
voluntary,  by  what  statutory  or  other  authority  such  number  is  solicited,  what 
uses  will  be  made  of  it,  and  what  rules  of  confidentiality  will  govern  it. 

The  compromise  amendment  changes  the  House  language  by  broadening  the 
coverage  of  State  and  local  governments  so  as  to  prohibit  any  new  activity  by 
such  a  government  that  would  condition  a  right,  benefit  or  privilege  upon  an 
individual's  disclosure  of  his  social  security  account  number. 

To  clarify  the  intent  of  the  Senate  and  House,  the  grandfather  clause  of  this 
section  was  re-stated  to  exempt  only  those  governmental  uses  of  the  social  security 
account  number  continuing  from  before  January  1,  1975.  pursuant  to  a  prior  law 
or  regulation  that,  for  purposes  of  verifying  identity,  required  individuals  to  dis- 
close their  social  security  account  number  as  a  condition  for  exercising  a  right, 
benefit,  or  privilege.  Thus,  for  illustration,  after  January  1,  1975,  it  will  be  un- 
lawful to  commence  operation  of  a  State  or  local  government  procedure  that 
requires  individuals  to  disclose  their  social  security  account  numbers  in  order  to 
register  a  motor  vehicle,  obtain  a  driver's  license  or  other  permit,  or  exercise  the 
right  to  vote  in  an  election.  The  House  section  was  amended  to  include  the  Senate 
provision  for  informing  an  individual  requested  to  disclose  his  social  security  ac- 
count number  of  the  nature,  authority  and  purpose  of  the  request.  This  provision 
is  intended  to  permit  an  individual  to  make  an  informed  decision  whether  or  not 
to  disclose  the  social  security  account  number,  and  it  is  intended  to  bring  recogni- 
tion to,  and  discourage,  unnecessary  or  improper  uses  of  that  number. 

RULEMAKING    PROCEDURES    FOR    MAKING    EXEMPTIONS 

To  obtain  an  exemption  from  certain  provisions  of  this  Act  under  the  House 
■bill,  agencies  entitled  to  those  exemptions  would  be  required  to  public  notice  of 
the  proposed  exemptions  in  the  Federal  Register  pursuant  to  Section  553  of  the 
Administrative  Procedures  Act  permitting  comments  to  be  submitted  in  writing 
for  inclusion  in  the  Register  with  such  exemptions. 

The  Senate  bill  applied  a  much  more  stringent  standard  and  would  have  re- 
quired agencies  to  hold  adjudicatory  hearings  as  provided  in  APA  Sections  556 
and  557.  The  compromise  agreements  would  no  longer  require  full  adjudicatory 
proceeding  by  any  agency  seeking  an  exemption  permitted  under  the  act.  How- 
ever, agencies  would  still  be  required  to  publish  notice  of  a  proposed  rulemaking 
in  the  Federal  Register  and  could  not  waive  the  30  day  period  for  such  publica- 
tion. In  addition  it  is  specifically  provided  in  this  act  that  agencies  obtaining 
•such  exemptions  state  the  reasons  why  the  system  of  records  is  to  be  exempted. 
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DUTIES    OF   THE    OFFICE   OF    MANAGEMENT   AND    BUDGET 

Under  the  Senate  bill  the  Privacy  Protection  Commission  was  directed  to  de- 
velop model  guidelines  and  conduct  certain  oversight  of  the  implementation  of  this 
Act  to  Federal  agencies.  Since  the  compromise  amendment  would  change  the 
scope  of  authority  of  the  commission,  it  was  felt  there  r<  mained  a  need  for  an 
agency  within  the  government  to  develop  guidelines  and  regulations  for  agencies 
to  use  in  implementing  the  provisions  of  the  Act  and  to  provide  continuing  assist- 
ance to  and  oversight  of  the  implementation  of  the  provisions  of  this  Act  by  the 
agencies. 

This  function  has  been  assigned  to  the  Office  of  Management  and  Budget. 

REPORTS    ON    NEW    SYSTEMS 

Under  the  Senate  bill  the  Privacy  Protection  Commission  was  to  have  a  central 
role  in  evaluating  proposals  to  establish  or  alter  new  systems  of  information  in 
the  Federal  government.  If  the  commission  had  determined  that  such  a  proposal 
was  not  in  compliance  with  the  standards  established  by  the  Senate  bill  the  agency 
which  prepared  the  report  could  not  proceed  to  establish  or  modify  an  informa- 
tion system  for  60  days  in  order  to  give  the  Congress  and  the  President  an  op- 
portunity to  review  that  report  and  the  commission's  recommendations. 

The  compromise  amendment  would  require  that  agencies  provide  adequate 
advance  notice  to  the  Congress  and  to  the  Office  of  Management  and  Budget  of  any 
proposal  to  establish  or  alter  a  system  of  records  in  order  to  permit  an  evaluation 
of  the  privacy  impact  of  that  proposal.  In  addition  to  the  privacy  impact,  con- 
sideration should  be  given  to  the  effect  the  proposal  may  have  on  our  Federal 
system  and  on  the  separation  of  powers  among  the  three  branches  of  government. 
These  concerns  are  expressed  in  connection  with  recent  proposals  by  the  General 
Services  Administration  and  Department  of  Agriculture  to  establish  a  giant  data 
facility  for  the  storing  and  sharing  of  information  between  those  and  perhaps? 
other  departments.  The  language  in  the  Senate  report  on  pages  64-66  reflects  the 
concern  attached  to  the  inclusion  of  this  language  in  S.3418. 

The  acceptance  of  the  compromise  amendment  does  not  question  the  motiva- 
tion or  need  for  improving  the  Federal  government's  data  gathering  and  handling: 
capabilities.  It  does  express  a  concern,  however,  that  the  office  charged  with 
central  management  and  oversight  of  Federal  activities  and  the  Congress  have 
an  opportunity  to  examine  the  impact  of  new  or  altered  data  systems  on  our  citi- 
zens, the  provisions  for  confidentiality  and  security  in  those  systems  and  the  ex- 
tent to  which  the  creation  of  the  system  will  alter  or  change  interagency  or  inter- 
governmental relationships  related  to  information  programs. 

GOVERNMENT  CONTRACTORS 

The  Senate  bill  would  have  extended  its  provisions  outside  the  Federal  gov- 
ernment only  to  those  contractors,  grantees  or  participants  in  agreements  with 
the  Federal  government,  where  the  purpose  of  the  contract,  grant  or  agreement 
was  to  establish  or  alter  an  information  system.  It  addressed  a  concern  over  the 
policy  governing  the  sharing  of  Federal  criminal  history  information  with  State 
and  local  government  law  enforcement  agencies  and  for  the  amount  of  money 
which  has  been  spent  through  the  Law  Enforcement  Assistance  Administration 
for  the  purchase  of  State  and  local  government  criminal  information  systems. 

The  compromise  amendment  would  not  permit  Federal  law  enforcement  agen- 
cies to  determine  to  what  extent  their  information  systems  would  be  covered  by 
the  Act  and  to  what  extent  they  will  extend  that  coverage  to  those  with  which 
they  share  that  information  or  resources. 

DEFINITION  OF  RECORD 

The  definition  of  the  term  "Record"  as  provided  in  the  House  bill  has  been 
expanded  to  assure  the  intent  that  a  record  can  include  as  little  as  one  descriptive 
item  about  an  individual  and  that  such  records  may  incorporate  but  not  be  limit- 
ed to  information  about  an  individual's  education,  financial  transactions,  medical 
history,  criminal  or  employment  records,  and  that  they  may  contain  his  name, 
or  the  identifying  number,  symbol,  or  other  identifying  marks,  particularly  as- 
signed to  the  individual,  such  as  a  finger  or  voice  print  or  a  photograph.  The 
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amended  definition  was  adopted  to  more  closely  reflect  the  definition  of  "per- 
sonal information"'  a*  used  in  the  Senate  bilL 

Mr.  Moorhead  of  Pennsylvania,  I  will  noi  take  the  time  to  explain 
each  of  these  amendments  because  many  of  them  are  merely  technical 
or  conforming  in  nature.  All  of  them  are  clearly  germane  to  the  orig- 
inal House  hill.  I  will,  however,  mention  the  most  important  of  them — 

Fir>r,  the  hill  provides  for  a  seven-member  Privacy  Protection 
Study  Commission,  authorizing  a  2-year  study  of  various  aspects  of 
individual  privacy  affecting  areas  of  the  private  sector  and  State  and 
local  governmental  units.  In  my  judgment, Mr.  Speaker,such  a  study — 
without  directly  affecting  the  operational  aspects  of  the  Privacy  A.d 
of  1!>7^ — will  he  most  helpful  in  understanding  the  complexity 
individual  privacy  in  non-Federal  activities  and  in  the  consideration 
of  additional  legislation  affecting  privacy  in  the  future. 

Second,  I  would  like  to  mention  another  amendment  in  the  Senate 
hill  that  deals  with  mailing  lists.  Language  included  in  the  legislation 
would  prohibit  the  sale  or  rental  of  mailing  lists,  names  and  addresses, 
by  Federal  agencies  maintaining  them.  The  philosophy  behind  this 
amendment  is  that  the  Federal  Government  is  nor  in  the  mailing  list 
business,  and  it  should  not  he  Federal  policy  to  make  a  profit  from  the 
routine  husiness  of  government,  particularly  when  the  release  of  such 
lists  has  been  authorized  under  the  Freedom  of  Information  Act.  Tn 
other  words,  such  lists  cannot  he  withheld  by  an  agency,  unless  it 
determines  that  the  release  would  constitute  "a  clearly  unwarranted 
invasion  of  privacy"  under  section  552(b)  (G)  of  title  5,  United  States 
Code. 

Thus,  the  language  of  the  hill  before  us  does  not  ban  the  release  of 
such  lists  where  either  sale  or  rental  is  not  involved.  Our  subcommit- 
tee on  Foreign  Operations  and  Government  Information  held  exten- 
sive hearings  on  Federal  agency  mail  list  policies  during  the  last  Con- 
gress. Such  policy  varies  from  agency  to  agency,  and  the  Federal 
courts  have  interpreted  in  several  cases  the  language  of  the  Freedom 
of  Information  Act  relating  to  withholding  of  matters  constituting 
a  "clearly  unwarranted  invasion  of  privacy."  This  measure  now  be- 
fore us  would  preserve  the  current  practices  and  interpretations  of  this 
part  of  the  Freedom  of  Information  Act.  as  they  deal  with  Federal 
agency  mailing  lists. 

Finally,  the  bill,  as  amended,  assigns  to  the  Office  of  Management 
and  Budget  the  responsibility  of  developing  guidelines  and  regulations 
for  all  Federal  Agencies  in  the  enforcement  and  administration  of  the 
Privacy  Act. 

Mr.  Speaker,  I  will  not  discuss  the  other  Senate  amendments  in  any 
detail  since  a  description  of  them  has  been  placed  in  the  Record  pre- 
viously. However,  on  the  maior  areas  of  operational  parts  of  the  bill — 
such  as  access,  accounting,  disclosure,  agency  rules  and  requirements. 
and  exemptions — the  hill  generally  follows  the  House  version.  Some 
strengthening  language  has,  however,  been  incorporated  from  the 
Senate  measure. 

Mr.  Speaker,  T  hoav  yield  to  the  gentleman  from  Illinois  (Mr. 
Erlenborn)  who  has  made  such  a  siirni Meant  series  of  contributions 
at  every  stage  in  the  development  of  this  meaningful  privacy  legis- 
lation. 
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Mr.  Speaker,  some  questions  as  to  how  the  bill  will  work  with  respect 
to  tax  information  and  tax  returns  have  arisen.  Specifically,  the  ques- 
tions relate  to  the  ability  of  the  IRS  to  disclose  tax  information  under 
the  provision  of  the  bill  that  allows  disclosure  for  a  routine  use  under 
a  purpose  which  is  compatible  with  the  purpose  for  which  the  infor- 
mation is  collected. 

S;ate  and  local  tax  agencies  now  heavily  rely  on  Federal  tax  in- 
formation and  investigations  when  State  agencies  i  their  tax 
laws.  For  example,  when  the  IRS  sets  up  a  deficiency  against  a  tax- 
payer who  lives  in  a  State,  the  IRS  frequently  sends  information  on 
this  deficiency  to  the  State  or  local  tax  agency.  The  States  use  this 
information  in  collecting  their  own  taxes.  This  information  may  be 
sent  before  the  State  itself  conducts  any  tax  investigation  on  the  in- 
dividual. 

Under  the  bill,  this  is  intended  to  constitute  a  routine  use  for  a  pur- 
pose compatible  with  the  purpose  for  which  the  information  was  col- 
lected, so  the  IRS  could  continue  to  send  this  information  to  the  State 
and  local  tax  agencies  as  is  presently  done. 

Also,  the  IRS  sends  to  State  and  local  tax  agencies  the  Federal  tax 
returns  of  individuals  who  live  in  the  State  so  the  State  agency  can 
check  to  see  if  the  individual  has  reported  the  same  income  and  de- 
ductions on  his  Federal  and  State  or  local  tax  returns.  Again,  the 
States  rely  on  this  information  in  enforcing  their  own  tax  laws.  Also, 
this  information  may  be  sent  to  a  State  before  it  conducts  a  tax  in- 
vestigation on  its  own. 

Under  the  bill,  it  is  intended  that  this  would  be  a  routine  use  for  a 
purpose  compatible  with  the  purpose  for  which  the  information  is 
collected  so  the  IRS  can  continue  to  send  tax  information  to  State  and 
local  tax  agencies  in  this  way. 

The  IRS,  of  course,  provides  tax  information  on  individuals  to  the 
Justice  Department  when  the  Justice  Department  is  preparing  a  tax 
case  against  the  individual.  This  information  is  used  by  the  Justice 
Department  in  investigating  and  preparing  tax  cases  and  also  is  dis- 
closed in  court  as  the  Justice  Department  presents  evidence  against 
the  individual. 

This  disclosure  both  to  the  Justice  Department  and  in  court  would 
represent  a  routine  use  of  the  tax  information  compatible  with  the 
purpose  for  which  it  was  collected  and  this  disclosure  would  continue 
to  be  possible  under  the  provisions  of  the  bill. 

Under  the  bill  tax  returns  and  other  tax  information  can — as  under 
present  law — be  disclosed  to  the  tax  committees  of  the  Congress:  the 
Senate  Finance  Committee,  the  House  Ways  and  Means  Committee, 
and  the  Joint,  Committee  on  Internal  Revenue  Taxation. 

Under  the  bill  this  information  can  also  continue  to  be  disclosed  to 
the  staffs  of  these  committees,  as  under  present  law. 

Under  the  bill  an  agency  can  disclose  tax  returns  to  either  House  of 
Congress  or  to  committees  of  Congress  to  the  extent  of  matters  within 
their  jurisdiction.  Since  tax  returns  can  be  disclosed  by  an  agency  to 
the  Senate  and  House,  it  is  intended  that — as  under  present  law — 
the  committees  which  have  received  tax  returns  can  also  disclose  them 
to  the  Senate  or  House,  just  as  the  Joint  Committee  on  Internal  Reve- 
nue Taxation  did  with  the  tax  information  on  President  Nixon. 


996 

Mr.  Speaker,  this  bill  deals  with  personal  data  that  is  frequently 
processed  and  stored  on  automated  recordkeeping  systems.  These  sys- 
tems require  the  performance  of  appropriate  maintenance 
for  example  memory  dumps  needed  by  nonagency  personnel  who 
diagnose  and  repair  the  equipment.  How  are  these  nonagency  main- 
tenance personnel  to  be  viewed  relative  to  the  bill's  disclosure  and 
accounting  provision- '. 

It  is  necessary  to  properly  maintain  recordkeeping  systems  in  order 
to  insure  data  accuracy  and  validity.  It  is  our  intention  that  author- 
ized maintenance  of  automated  systems  performed  by  nonagency 
personnel  he  viewed  as  a  legitimate  extension  of  the  authority 
of  agency  employees  who  must  see  personal  data  in  the  normal  per- 
formance of  their  duties.  Accordingly,  nonagency  personnel  perform- 
ing authorized  maintenance  would  be  in  the  same  position  as  agency 
officials  and  employees. 

Mr.  Eri.kxijokx.  Mr.  Speaker,  I  withdraw  my  reservation  of  objec- 
tion. 

The  Speaker.  Ts  there  objection  to  the  request  of  the  gentleman 
from  Pennsylvania  (Mr.  Moorhead)  \ 

There  was  no  objection. 

Mr.  Alexander.  Mr.  Speaker,  when  the  House  originally  considered 
this  bill,  it  adopted  an  amendment  regarding  certain  investigatory 
material.  I  would  ask  the  gentleman,  does  that  amendment  remain  in 
the  bill  ? 

Mr.  Erkexborx.  Yes,  it  does. 

Mr.  Alexander.  Exactly  what  does  the  amendment  provide? 

Mr.  Erlexborx.  It  says  that  the  head  of  any  agency  may  promul- 
gate rules  to  exempt  certain  investigatory  material  from  the  access 
requirements  of  this  legislation.  Specifically,  the  material  which  may 
be  exempted  is,  and  I  quote : 

Investigatory  material  compiled  solely  for  the  purpose  of  determining:  suit- 
ability, eligibility,  or  qualifications*  for  Federal  civilian  employment,  military 
service.  Federal  contracts,  or  access  to  classified  information,  but  only  to  the 
extent  that  the  disclosure  of  such  material  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express  promise  that 
the  identity  of  the  source  would  be  held  in  confidence,  or.  prior  to  the  effective 
date  of  this  section,  under  an  implied  promise  that  the  identity  of  the  source 
would  be  held  in  confidence. 

Mr.  Alexaxder.  The  amendment  does  not  extend,  then,  to  all  inves- 
tigatory material  ? 

Mr.  Eeeexborx.  That  is  correct;  it  does  not.  It  is  limited  in  two 
important  regards.  First,  it  pertains  only  to  investigatory  material 
compiled  solely  for  certain  specified  purposes.  Second,  and  more  im- 
portant, it  governs  access  to  that  information  only  to  the  extent  that 
the  disclosure  of  the  material  w7ould  reveal  the  identity  of  a  confidential 
source. 

Mr.  Aeexaxder.  Then  this  amendment  would  not  permit  an  agency 
to  withhold  information  which  a  confidential  source  gave  to  the 
agency. 

Mr.  Erlexborx.  That  is  correct.  The  agency  would  have  to  allow 
an  individual  access  to  all  information  regarding,  let  us  say,  his  back- 
ground security  check,  except  the  part  which  would  reveal  a  con- 
fidential source.  In  some  cases,  this  might  be  simply  his  name.  This 
is  far  greater  access  than  individuals  have  at  the  present  time. 
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Mr.  Alexander.  In  some  instances,  I  suppose,  agencies  might  claim 
that  disclosure  of  any  part  of  a  particular  item  would  reveal  the 
identity  of  a  confidential  source.  In  those  instances,  could  the  agencies 
conceal  even  the  fact  of  the  item's  existence  from  the  citizen  who 
wished  to  see  his  file  ? 

Mr.  Erlenborn.  Absolutely  not.  The  fact  that  a  confidential  derog- 
atory statement  exists  in  someone's  file,  and  that  the  statement  could 
be  characterized  in  some  general  way,  most  assuredly  would  not  reveal 
the  identity  of  a  confidential  source.  The  fact  of  the  item's  existence 
and  a  general  characterization  of  that  item  would  have  to  be  made 
known  to  the  individual  in  every  case. 

Mr.  Alexander.  Let  me  ask  the  gentleman  one  further  quesl 
Suppose  an  individual  believed  that  he  had  not  been  promoted  in  his 
Government  job  because  of  confidential  derogatory  information  in 
his  file,  and  that  the  Government  refused  to  allow  the  individual  access 
to  that  information  on  the  grounds  that  allowing  access  would  reveal 
the  identity  of  a  confidential  source.  Suppose  further  that  the  individ- 
ual then  went  to  court  and  demanded  that  he  be  promoted,  arguing 
that  nothing  on  the  public  record  interfered  with  his  right  to  tin- 
promotion.  Would  the  government  then  have  to  let  him  see  the  por- 
tion of  his  file  which  it  had  previously  withheld  \ 

Mr.  Erlenborn.  If  the  Government  wanted  to  introduce  the  state- 
ment into  evidence  in  court,  it  would  surely  have  to  allow  the  individ- 
ual to  see  the  statement.  If  the  Government  had  no  other  reason  for 
denying  the  promotion,  it  would  in  effect  have  two  choices :  Release  the 
information  which  would  reveal  the  identity  of  the  confidential  source 
or  lose  the  case. 

Let  me  add  one  further  thought  here.  We  have  been  discussing  for 
the  past  few  minutes  statements  made  by  "confidential  sources."  The 
bill  provides  that  with  regard  to  statements  made  to  Government 
agencies  in  the  past,  this  term  shall  include  all  sources  who  furnished 
information  under  an  implied  promise  that  the  identity  of  the  source 
would  be  held  in  confidence.  This  is  as  it  should  be ;  we  must  protect 
the  privacy  of  people  who  believe  that  they  were  speaking  to  Federal 
agents  in  a  privileged  fashion. 

With  regard  to  statements  made  to  Government  agencies  in  the  fu- 
ture, however,  the  term  will  refer  only  to  sources  who  furnish  informa- 
tion under  an  express  promise  that  the  identity  of  the  source  would  be 
held  confidential.  The  Office  of  Management  and  Budget  has  assured 
us  that  it  will  issue  guidelines  and  work  closely  with  agencies  to  insure 
that  Federal  investigators  make  sparing  use  of  the  ability  to  make 
express  promises  of  confidentiality.  Both  OMB  and  we  want  to  insure 
that  such  promises  are  made  only  when  the  information  involved  is 
extremely  important  to  the  Government  and  would  not  be  offered 
if  the  promises  were  not  made  in  return. 

Mr.  Alexander.  I  thank  the  gentleman  for  his  remarks.  I  would 
like  to  turn  briefly  to  the  gentleman  from  Pennsylvania  (Mr.  Moor- 
head)  and  ask  him  if  he  concurs  in  the  explanation  of  the  amendment 
given  by  the  gentleman  from  Illinois. 

Mr.  Mooriiead  of  Pennsylvania.  Mr.  Speaker,  I  am  happy  to  assure 
the  gentleman  that  I  am  in  complete  agreement  with  the  explanation. 

Mr.  Horton.  Mr.  Speaker,  I  rise  in  support  of  this  bill,  which  will 
add  greatly  to  the  protection  of  personal  privacy  of  all  Americans. 
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The  bill  achieves  this  objective  by  three  moans.  First,  it  provides 
that  citizens  may  have  access  to  most  records  about  them  maintained 
by  the  Federal  Government,  and  may  request  the  Government  tocor- 
ments  in  the  records.  Second,  it  requires  Federal  agen- 
cies to  make  public  all  the  uses  they  make  of  personal  records,  and 
forbids  those  agencies  from  transferring  such  records  to  pei 
named  in  the  published  uses  unless  the  individuals  to  whom  the  docu- 
ments pertain  have  given  their  advance  written  consent  to  the  trans- 
Third,  the  bill  allows  citizens  to  file  suit  in  Federal  court  to 
correct  their  record-,  see  n  cords  about  them  which  agencies  withhold, 

secure  da;, nip-  when  they  have  been  harmed  by  a  willful  or  in 
tional  action  of  an  agency  regarding  their  records. 

Mr.  Speaker,  in  writing  U.K.  16373,  the  House  hill  which  is  very 
similar  to  the  measure  now  before  US,  the  Government  Operations 
mittee,  on  which  T  serve  as  ranking  minority  member,  made  great 
efforts  toward  this  end:  as  we  added  privacy  protections  for  citizens, 
we  did  not  want  to  add  great  burdens  for  Government  agencies  in 
implementing  the  hill.  I  think  that  we  accomplished  that  goal  by 
drawing  the  legislation  so  that  agencies  would  have  to  publicize  what 
t  hey  were  doing,  but  would  not  have  to  submit  to  unreasonable  require- 
tnents  which  would  in  effect  prevent  them  from  carrying  out  construc- 
tive programs. 

The  chairman  of  the  Foreign  Operations  and  Government  Informa- 
tion Subcommittee.  Mr.  Moorhead  of  Pennsylvania,  and  the  ranking 
minority  member  of  that  subcommittee.  Mr.  Erlenborn.  have  labored 
long  and  hard  to  insure  that  whatever  bill  eventually  represented  a 
synthesis  of  House  and  Senate  measures  on  this  subject  be  directed 
toward  that  same  end.  I  commend  them  for  their  work;  in  my  judg- 
ment, although  the  bill  now  before  us  includes  some  provisions  from 
the  Senate  measure  which  I  myself  would  not  have  proposed,  those 
provisions  are  reasonable  and  the  bill  is  a  good  one. 

The  major  way  in  which  this  bill  differs  from  the  one  passed  by  the 
House  less  than  a  month  ago  is  that  tins  legislation  creates  a  Privacy 
Protection  Study  Commission  to  investigate  the  information  practices 
of  organizations  of  all  kinds  insofar  as  they  relate  to  personal  infor- 
mation, and  recommend  how  individual  privacy  can  best  be  protected, 
consistent  with  good  recordkeeping  practices.  I  hope  that  this  Commis- 
sion will  make  constructive  recommendations  and  that  they  will  lead 
to  increased  privacy  for  all  Americans  in  the  future.  I  expect  that  the 
Commission  will  use  good  sense  in  collecting  information  to  be  used 
in  its  study,  and  will,  consistent  with  the  spirit  of  this  legislation,  not 
interfere  with  the  ongoing  business  of  Government. 

For  example,  the  Congress  has  recognized  in  this  bill  that  certain 
records,  such  as  those  maintained  by  the  Central  Intelligence  Agency 
and  others  classified  for  national  security  reasons,  should  be  exempt 
from  the  requirement  that  individuals  have  access  to  records  about 
them.  T  trust  that  the  Commission  will  conduct  its  affairs  in  such  a 
way  as  not  to  impair  the  responsibility  of  the  Director  of  the  CIA 
to  protect  intelligence  sources  and  methods  or  the  head  of  any  agency 
to  keep  classified  documents  secret. 

Mr.  Speaker,  S.  3418  in  its  present  form  will  help  protect  the  per- 
sonal privacy  of  our  fellow  Americans.  I  urge  my  colleagues  to  join 
n  supporting  it. 
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Mr.  Kocir.  Mr.  Speaker,  the  first  privacy  legislation  on  the  subject 
matter  covered  by  the  legislation  on  the  floor  today  was  the  bill  PI.R. 
7214  which  I  introduced  on  February  19,  1969.  There  is  no  legislation 
in  which  I  have  been  involved  here  in  the  Congress  that  has  given  me 
greater  satisfaction  and  a  sense  of  accomplishment  than  this.  The  bill 
before  us  today,  which  earlier  passed  the  House  and  Senate  on  Novem- 
ber 21,  is  a  good  bill  and  one  which  I  believe  is  well  worth  supporting. 
]>y  its  passage  today  we  have  reached  a  landmark  in  legislative  his- 
tory, and  truly  the  93d  Congress  can  justly  be  called  the  privacy 
Congress. 

I  had  hoped  that  a  Federal  Privacy  Commission  would  ultimately 
be  incorporated  in  the  final  bill.  It  was  approved  in  the  Senate,  but 
not  in  the  House.  However,  I  am  pleased  that  the  compromise  reached 
provided  for  at  least  a  study  commission  of  other  governmental  and 
private  organizations.  The  study  commission  is  directed  to  complete 
a  report  within  two  years  and  that  report  should  include  recommenda- 
tions  for  applying  privacy  principles  to  those  organizations  being 
studied. 

There  is  a  basic  missing  provision  not  in  the  bill  in  the  area  covering 
law  enforcement  agencies.  However,  that  comes  about  because  the 
House  Judiciary  Committee  under  the  subcommittee  chairmanship 
of  Don  Edwards  is  considering  comprehensive  legislation  covering 
the  entire  criminal  justice  field.  It  was  and  is  my  contention  that  until 
the  Justice  Department  can  come  forward  with  a  proposal  that  the 
Congress  can  agree  upon,  criminal  justice  systems  should  be  included 
in  this  privacy  legislation.  It  is  completely  unjustifiable  to  exempt 
criminal  justice  systems.  Privacy  legislation  must  affect  law  enforce- 
ment records.  However,  what  is  significant  in  the  bill  is  a  provision 
which  states  that  no  agency,  including  law  enforcement  agencies,  is 
permitted  to  maintain  a  record  concerning  the  political  or  religious 
beliefs  or  activities  of  any  individual  unless  expressly  authorized  by 
statute  or  by  the  individual  himself. 

The  exemptions  section  should  have  been  limited  only  to  those  files 
having  to  do  with  national  defense  and  foreign  policy,  information 
held  pursuant  to  an  active  criminal  investigation,  and  records  main- 
tained for  statistical  purposes  not  identifiable  to  an  individual.  I  also 
regret  that  the  provision  to  allow  court  assessment  of  punitive  damages 
is  not  incorporated  in  this  bill  and  that  there  is  a  provision  to  permit 
the  withholding  from  an  individual  the  source  of  confidential  informa- 
tion in  his  file. 

The  bill  does  prohibit  Federal  agencies  from  selling  or  renting 
mailing  lists  except  as  authorized  by  law.  Also,  thanks  to  the  enormous 
efforts  of  Barry  Goldwater,  Jr..  there  is  a  provision  mandating  that 
benefits  not  be  denied  to  an  individual  solely  for  failure  to  disclose 
his  social  security  account  number,  unless  that  disclosure  is  mandated 
by  statute. 

Basic  to  my  5-year  effort  to  establish  privacy  standards  for  all  Fed- 
eral ao-encies  has  been  the  requirement  that  a  directory  of  data  banks 
be  published  and  available  to  the  general  public.  A  provision  I  spon- 
sored is  in  the  bill  providing  for  an  efficient  and  economical  Directorv 
of  Federal  Data  1  Kinks.  We  cannot  succeed  in  protecting  privacy  with 
a  code  of  fail-  information  practices  unless  there  is  a  publicly  available 
directory  of  personal  information  systems. 
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I  am  particularly  proud  of  the  fact  that  this  legislation  moved 
ahead  in  the  year  of  the  93d  Congress  because  it  received  across  the 
board  political  support.  It  became  known  initially  as  the  Koch  and 
Groldwater  privacy  bill.  And.  while  it  might  have  seemed  strange  to 
some  that  Koch  and  Groldwater  could  join  together  on  some  piece  of 
ation,  those  who  understand  the  basic  premise  of  conservative 
and  liberal  ideology  appreciate  the  fact  that  on  t ho  issue  of  pr. 
there  is  a  commonality  of  interest  and  concern.  The  hill  before  us  is 
the  work  product  of  a  great  number  of  persons  on  the  committee. 

I  [owever.  I  again  want  to  take  special  note  of  the  enormous  support 
and  efforts  that  subcommittee  Chairman  William  Moorhead  and  Con- 
woman  Bella  Abzug  gave  in  shaping  the  legislation,  on  the 
Democratic  side  in  committee,  as  did  all  the  members  on  that  com- 
mittee. And  I  also  especially  want  to  thank  the  ranking  minority 
members,  John  Erlenborn  and  Frank  I  Tort  on,  who  worked  so  dili- 
gently to  bring  this  legislation  to  the  floor.  The  bipartisanship  shown 
Mas  reflected  in  the  Government  Operations  Committee  vote  when  it 
passed  the  bill  out  of  committee  39  to  0.  I  also  want  to  give  special 
thanks  to  Senators  Ervin,  Percy.  Bayh,  Muskie.  and  Ribicoff  for  their 
efforts  on  the  Senate  side. 

I  shall  now  list  the  major  areas  that  the  bill  covers: 

First,  it  permits  an  individual  to  gain  access  to  a  file  held  on  him 
by  any  Federal  agency  ; 

Second,  permits  any  person  to  supplement  the  information  con- 
tained in  his  file: 

Third,  permits  the  removal  of  erroneous  or  irrelevant  information 
and  provides  that  agencies  and  persons  to  whom  the  erroneous  or 
irrelevant  material  has  been  previously  transferred,  be  notified  of  its 
removal ; 

Fourth,  prohibits  records  from  being  disclosed  to  anyone  outside 
a  Federal  agency,  except  on  an  individual's  request  and  when  per- 
mitted by  this  act  in  some  specified  cases : 

Fifth,  requires  an  agency  to  inform  an  individual  of  his  or  her 
rights  when  supplying  information  to  the  agency; 

Sixth,  requires  an  agency  to  publish  notice  in  the  Federal  Register 
of  the  existence  of  any  system  of  records  held  by  that  agency  so  that 
no  system  will  be  secret ; 

Seventh,  requires  an  agency  to  set  rules  for  access  to  records,  describe 
the  routine  uses  of  the  records,  establish  procedures  wdiereby  an  indi- 
vidual can  amend  his  record,  keep  an  accurate  accounting  of  dis- 
closures, and  keep  records  in  a  timely,  relevant  and  accurate  manner: 

Eighth,  prohibits  an  agency  from  maintaining  a  record  of  political 
and  religious  beliefs  or  activities  on  an  individual,  unless  expressly 
authorized  by  statute  or  by  the  individual  himself; 

Ninth,  provides  for  certain  exemptions  for  CIA  files,  law  enforce- 
ment files,  secret  service  files  and  statistical  reporting  systems:  and 

Tenth,  provides  for  a  civil  remedy  for  an  individual  who  has  been 
denied  access  to  his  records,  or  whose  record  has  been  maintained  and 
used  in  contravention  of  this  act  and  an  adverse  effect  results. 

The  legislation  is  far  from  perfect.  Tt  should  be  improved  upon  and 
expanded  in  its  coverage  in  the  94th  Congress.  I  believe  that  will  occur 
as  it  did  with  Freedom  of  Information  Act,  and  that  the  legislation 
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before  us  is  a  monumental  breakthrough  in  the  field  of  personal 
privacy  safeguards. 

The  House  amendment  to  the  Senate  amendments  was  agreed  to. 

The  Senate  amendments  as  amended  were  concurred  in. 

A  motion  to  reconsider  was  laid  on  the  table. 

PAKT  4.— COMPLEMENTARY  SPEECHES  AND 
MATERIALS 

[From  the  Office  of  the  White  House  Press  Secretary    (Vail,   Colorado),   Jan.   1,   1975] 

STATEMENT  BY  THE  PRESIDENT  UPON  SIGNING  OF 
THE  PRIVACY  ACT  OF  1974 

The  Privacy  Act  of  1974.  S.  3418,  represents  an  initial  advance  in 
protecting  a  right  precious  to  every  American — the  right  of  individual 
privacy. 

I  am  especially  happy  to  have  signed  this  bill  because  of  my  own  per- 
gonal concern  in  the  privacy  issue.  As  Chairman  of  the  Domestic  Coun- 
cil Committee  on  the  Right  of  Privacy,  I  became  increasingly  aware  of 
the  vital  need  to  provide  adequate  and  uniform  privacy  safeguards  for 
the  vast  amounts  of  personal  information  collected,  recorded  and  used 
in  our  complex  society.  It  was  my  objective  then,  as  it  is  today,  to  seek, 
first,  opportunities  to  set  the  Federal  house  in  order  before  prescribing 
remedies  for  State  and  local  government  and  the  private  sector. 

The  Privacy  Act  of  19T4  signified  an  historic  beginning  by  codifying 
fundamental  principles  to  safeguard  personal  privacy  in  the  collection 
and  handling  of  recorded  personal  information  by  Federal  agencies. 
This  bill,  for  the  most  part,  strikes  a  reasonable  balance  between  the 
right  of  the  individual  to  be  left  alone  and  the  interest  of  society  in 
open  government,  national  defense,  foreign  policy,  law  enforcement 
and  a  high  quality  and  trustworthy  Federal  work  force. 

No  bill  of  this  scope  and  complexity — particularly  initial  legislation 
of  this  type — can  be  completely  free  of  imperfections.  While  I  am 
pleased  that  the  Commission  created  by  this  law  has  been  limited  to 
purely  advisory  functions,  I  am  disappointed  that  the  provisions  for 
•disclosure  of  personal  information  by  agencies  make  no  substantive 
change  in  the  current  law.  The  latter  in  my  opinion  does  not  adequately 
protect  the  individual  against  unnecessary  disclosures  of  personal 
information. 

I  want  to  congratulate  the  Congressional  sponsors  of  this  legislation 
:and  their  staffs  who  have  forged  a  strong  bipartisan  constituency  in 
the  interest  of  protecting  the  right  of  individual  privacy.  Experience 
under  this  legislation,  as  well  as  further  exploration  of  the  complexities 
of  the  issue,  will  no  doubt  lead  to  continuing  Legislative  and  Executive 
efforts  to  reassess  the  proper  balance  between  the  privacy  interests  of 
the  individual  and  those  of  society.  I  look  forward  to  a  continuation 
of  the  same  spirit  of  bipartisan  cooperation  in  the  years  ahead. 

My  Administration  will  act  aggressively  to  protect  the  right  of 
privacy  for  every  American,  and  I  call  on  the  full  support  of  all  Fed- 
eral personnel  in  implementing  requirements  of  this  legislation. 
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[From  the  Office  of  the  White  House  Press  Seeretary,  Washington,  D.C.,  Sept.  20. 
STATEMENT  BY  THE  PRESIDENT  ON  THE  IMPLEMENTA- 
TION OF  THE  PRIVACY  ACT  OF  197! 

The  Privacy  Ad  of  1974  took-  effect  on  Saturday,  September  27, 
1975,  a  date  marking  a  milestone  in  the  protection  of  individual  pri- 
vacy for  every  American. 

The  reason  t  his  Ad  is  important  became  apparent  to  me  when  1 
Vice  President  and  chairman  of  the  Domestic  Council  Committee  on 
the  Right  of  Privacy.  Last  January,  I  was  pleased  to  sign  this  bill 
as  President  because  it  represents  a  major  first  step  in  safeguarding 
individual  privacy. 

The  need  for  a  Privacy  Act  is  manifestly  clear:  Over  tlio  years.  F  id- 
era]  agencies  have  amassed  vast  amounts  of  information  about  virt- 
ually every  American  citizen.  As  data-collecting  technology  increased, 
it  made  administrative  sense  to  combine  much  of  this  information  in 
computerized  data  svstems  where  it  could  be  retrieved  instantly  at  the 
push  of  a  button.  This  fact  in  itself  raised  the  possibility  that  infor- 
mation about  individuals  could  be  used  for  purposes  outside  the  con- 
straints of  law  and  without  the  prior  knowledge  or  consent  of  the  in- 
dividuals involved. 

The  worthwhile  programs  of  human  assistance  for  which  this  in- 
dividual information  is  collected  are  vital  to  millions  of  Americans.. 
They  cannot  be  ended.  But  at  the  same  time,  we  have  a  clear  respon- 
sibility to  erect  reasonable  safeguards  to  ensure  that  information  col- 
lected is  used  solely  for  the  purposes  intended. 

The  Privacy  Act.  though  experimental,  makes  a  long  overdue  start 
to  erect  these  safeguards.  It  requires  Federal  agencies  to: 

— Allow  individuals  to  examine  records  pertaining  to  them  and 
establish  procedures  for  correcting  those  records: 

— take  steps  to  ensure  the  accuracy,  timeliness  and  security  of  rec- 
ords that  concern  individuals  and  to  limit  records-keeping  to  neces- 
sary and  lawful  purposes. 

This  Act  also  provides  special  safeguards  whenever  the  rights  of 
citizens  to  free  speech  and  expression  are  involved. 

Before  this  Act.  even  the  Federal  Government  did  not  know  what  in- 
formation it  kept  about  individuals.  The  Act.  therefore,  required  Fed- 
eral agencies  to  first  inventory  their  records-keeping  systems  and  iden- 
tify those  which  contained  information  about  individuals  and  to  pub- 
lic a  listing  of  these  systems  in  the  Federal  Register.  That  task  is  now 
complete. 

The  magnitude  of  Federal   records-keeping  has  been  far  greater 
than  anyone  imagined.  There  are  more  than  G.OOO  Federal  record 
terns  containing  personal  data  about  them. 

Compliance  with  this  Act  will  involve  many  people.  Every  Federal 
official  who  either  creates,  keeps  or  uses  personal  data  has  responsi- 
bilities under  this  Act.  I  urge  every  member  of  the  Executive  Branch 
to  reexamine  the  record  systems  in  their  custody  and  determine  if  all 
are  necessary.  Keeping  only  an  essential  minimum  of  these  reco 
the  most  effective  protection  we  have  against  further  incursions  by  the 
Federal  Government  into  the  private  lives  of  Americans. 
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AGENCY  COMMENT  FROM  CENTRAL  INTELLIGENCE 

AGENCY 

Central  Intelligence  Agency 

Washington,  D.C.,  September  20, 191 % 
Hon.  Sam  J.  Ervin,  Jr., 

Chairman,  Committee  on  Government  Operations, 
U.S.  Senate,  Washington,  D.C. 

Dear  Mr.  Chairman  :  This  is  in  response  to  a  request  from  the  staff 
of  your  Committee  for  views  on  a  new  Committee  Print,  No.  5,  of 
S. 3418. 

As  explained  in  my  letter  to  you  of  23  July  1974  on  S.  3418,  certain 
information  in  the  possession  of  this  Agency  must  in  the  national  in- 
terest remain  confidential.  The  National  Security  Act  of  1947  and  the 
Central  Intelligence  Agency  Act  of  1949.  have  charged  the  Director  of 
Central  Intelligence  with  the  responsibility  for  protecting  Intelligence 
Sources  and  Methods  from  unauthorized  disclosure  (50  U.S.C.A.  403 
(d)  (3) )  and  exempted  the  Agency  from  provisions  of  law  requiring 
public  disclosures  concerning  organization,  functions,  names,  titles, 
salaries,  and  numbers  of  personnel  employed  by  the  Agencv  (50 
U.S.C.A.  403g). 

The  vast  majority  of  this  Agency's  personal  information  holdings 
(foreign  persons  living  abroad)  have  been  excluded  by  definition  in 
Committee  Print  No.  5.  However,  the  application  of  the  bill  to  a  num- 
ber of  other  files  and  information  systems  could  seriously  impair  this 
Agency's  mission. 

Although  section  203  provides  limited  exemptions  for  national  de- 
fense or  foreign  policy  reasons,  certain  sensitive  intelligence  sources 
and  methods  information  arguably  could  not  be  exempted  for  these 
reasons  even  though  its  release  would  be  damaging  to  the  U.S.  intelli- 
gence collection  effort  and  the  national  interest  and  in  conflict  with  the 
provisions  of  the  National  Security  Act  of  1947. 

There  are  a  number  of  other  provisions  in  the  bill  which  I  believe 
could  impair  my  capability  to  protect  Intelligence  Sources  and  Meth- 
ods from  unauthorized  disclosure:  (a)  the  Privacy  Protection  Com- 
mission, established  under  the  bill,  is  granted  absolute  authority  to  in- 
vestigate alleged  violations ;  to  conduct  a  study  of  standards  and  proce- 
dures to  protect  personal  information ;  and  to  conduct  hearings,  take 
testimony,  and  subpoena  witnesses  and  records  as  it  deems  necessary : 
<b)  sections  104  and  105  require  an  agency  to  furnish  any  data,  re- 
ports, or  other  information  that  the  Commission  deems  necessary  to 
carry  out  its  functions;  and  (c)  subsection  201(c)(3)  requires  the 
publication  of  specific  data  regarding  files  of  personalities,  including 
employees,  and  information  systems  maintained  by  the  Agency. 

Finally,  section  304  grants  jurisdiction  to  the  district  courts  of  the 
United  States  to  hear  civil  actions  brought  under  the  Act  and  provides 
for  an  in  camera  examination  and  determination  by  the  court  of  in- 
formation for  which  an  exemption  is  claimed  under  section  203.  The 
Federal  agency  has  the  burden  of  establishing  that  the  information  is 
properly  classified  and  that  it  is  excludable  under  the  Act.  Perhaps 
I  can  best  convey  my  view  regarding  this  provision  by  quoting  from  a 


1004 


20  August  1071  letter  from  President  Ford  to  the  Chairmen  of  the 
Conference  Committee  considering  amendments  to  the  Freedom  of 
Information  Act  (  U.K.  1247] ).  Those  amendments  presently  include 
nlv  identical  judicial  review  provision: 

"There  are  provisions  .  .  .  which  would  place  the  burden  of  proof 
upon  an  agency  to  satisfy  i  court  that  a  document  classified  because 
«rns  military  or  intelligence  (including  intelligence  sources  and 
methods)  secrets  and  diplomatic  relations  is.  in  fact,  properly  cL 

following  an  in  camera  inspection  of  the  document  by  the  court. 
I  f  the  court  is  not  convinced  that  the  agency  has  adequately  carried  the 
burden,  the  document  will  be  disclosed.  I  simply  cannot  accept  a 
provision  that  would  risk  exposure  of  our  military  or  intelligence 

tnd  diplomatic  relations  because  of  a  judicially  perceived  failure 
To  satisfy  a  burden  of  proof.  My  great  respect  for  the  courts  does  not 
prevent  me  from  observing  that  they  do  not  ordinarily  liaA^e  the  back- 
ground  and  expertise  to  gauge  the  ramifications  that  a  release  of  a 
document  may  have  upon  our  national  security.  The  Constitution 
connnirs  this  responsibility  and  authority  to  the  President.  I  under- 
stand that  the  purpose  of  this  provision  is  to  provide  a  means  whereby 
improperly  classified  information  may  be  detected  and  released  to  the 
public.  This  is  an  objective  I  can  support  as  loner  as  the  means  selected 
do  not  jeopardize  our  national  security  interests.  I  could  accept  a  pro- 
vision with  an  express  presumption  that  the  classification  was  proper 
and  with  in  camera  judicial  review  only  after  a  review  of  the  evidence 
did  not  indicate  that  the  matter  had  been  reasonably  classified  in  the 
interests  our  national  security.  Following  this  review,  the  court  could 
then  disclose  the  document  if  it  finds  the  classification  to  have  been 
arbitrary,  capricious,  or  without  a  reasonable  basis."  (10  Weekly  Com- 
pilation of  Presidential  Documents,  Xo.  34,  Aug.  26,  1974). 

In  summary,  it  is  my  view  that  the  protection  of  Intelligence 
Sources  and  Methods  requires  that  practically  all  of  our  information 
on  individuals  and  the  details  of  our  information  systems  must  re- 
main classified  and  not  subject  to  public  disclosure  under  S.  341 8.  As 
indicated  in  my  earlier  letter,  it  would  be  my  preference  that  the  Cen- 
tral Intelligence  Agency  be  completely  exempted  from  the  bill.  If  this 
is  not  possible,  it  is  requested  that  this  Agency  be  granted  a  partial 
exemption  (language  enclosed). 

The  Office  of  Management  and  Budget  advises  there  is  no  objection 
to  the  submission  of  this  report  from  the  standpoint  of  the  Adminis- 
tration's program. 
Sincerely, 

W.  E.  Colby,  Director. 

Enclosure. 

Insert  as  new  subsection  203 {d) 

"(d)  The  provisions  of  subsection  103(a)(2).  subsection  104(a), 
subsection  105(a)(1).  section  106,  subsection  201(c)  [except  subsec- 
tions (2),  (3)(B).  (3)(D)  and  (3)  (F)],  subsections  201(d)  and  (f), 
and  section  202  shall  not  apply  to  the  Central  Intelligence  Agency.  Xor 
shall  any  other  provision  of  this  Act  be  construed  so  as  to  impair  or 
affect  the  authorities  and  responsibilities  of  the  Director  of  Central 
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Intelligence  under  the  National  Security  Act  of  1917,  as  amended,  or 
the  Central  Intelligence  Agency  Act  of  1949,  as  amended." 

[Note. — Other  agency  comments  may  be  found  in  the  hearing  "Pri- 
vacy," part  1.] 

[From  the  Office  of  the  White  House  Press  Secretary,  Feb.  23,  1974] 

ADDRESS  BY  THE  PRESIDENT  ON  THE  AMERICAN 
RIGHT  OF  PRIVACY,  LIVE  ON  NATIONWIDE  RADIO, 
FROM  THE  WHITE  HOUSE  ON  FEBRUARY  23,  1974 

Over  the  years,  historians  and  philosophers  have  continually  debated 
about  the  roots  of  American  greatness.  There  are  almost  as  many 
theories  as  there  have  been  scholars,  but  a  single  theme  recurs  again 
and  again.  It  is  the  theme  of  individual  dignity  and  individual  rights — 
an  ideal  that  permeates  the  Constitution's  Bill  of  Rights  and  has  been 
a  fundamental  part  of  American  life  since  the  founding  of  our  Nation. 

Generation  after  generation,  we  find  America's  best  minds  and  great- 
est leaders  emphasizing  the  need  to  protect  the  rights  of  the  individual. 
In  the  Federalist  Papers,  James  Madison  said  that  the  twin  duties  of 
enlightened  government  were  "to  secure  the  public  good"  and  to  secure 
"private  rights."  In  our  own  time,  President  Eisenhower  reaffirmed 
that  ideal.  He  said,  "The  supreme  belief  of  our  society  is  in  the  dignity 
and  freedom  of  the  individual." 

In  James  Madison's  day,  the  American  Revolution  was  fought  to 
establish  a  new  nation  based  on  this  principle.  By  the  time  Dwiglit 
Eisenhower  was  President.  America  had  passed  through  a  tragic 
Civil  War  and  two  blood}^  World  Wars  fought  in  defense  of  the  same 
principle.  But  it  is  not  on  the  battlefield  alone  that  individual  liberties 
are  threatened  and  must  be  defended. 

In  peace  as  well  as  in  war,  social,  economic,  political  and  technologi- 
cal forces  are  constantly  at  work  that  can  either  help  or  hinder  the 
individual  American's  quest  for  "life,  liberty  and  the  pursuit  of 
happiness." 

Many  things  are  necessary  to  lead  a  full  free  life — good  health, 
economic  and  educational  opportunity,  and  a  fair  break  in  the  market- 
place, to  name  a  few.  But  none  of  these  is  more  important  than  the 
most  basic  of  all  individual  rights,  the  right  to  privacy.  A  system  that 
fails  to  respect  its  citizens'  right  to  privacy,  fails  to  respect  the  citizens 
themselves. 

There  are,  of  course,  many  facts  which  modern  government  must 
know  in  order  to  function.  As  a  result,  a  vast  store  of  personal  data 
has  been  built  up  over  the  years.  With  the  advent  of  the  computer  in 
the  1960's,  this  data  gathering  process  has  become  a  big  business  in 
the  United  States — over  $20  billion  a  year — and  the  names  of  over 
150  million  Americans  are  now  in  computer  banks  scattered  across  the 
country. 

At  no  time  in  the  past  has  our  Government  known  so  much  about 
so  many  of  its  individual  citizens.  This  new  knowledge  brings  with 
it  an  awesome  potential  for  harm  as  well  as  good — and  an  equally 
awesome  responsibility  on  those  who  have  that  knowledge. 
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Though  well  intentioned.  Government  bureaucracies  seem  to  thrive 
on  collecting  additional  information.  That  information  is  now  stored 
in  over  ?,000  Government  compute]--.  Collection  of  new  information 

will  always  he  necessary.  But  there  must  also  be  reasonable  limits  on 
what  is  collected  and  how  it  is  used. 

The  same  process  has  been  at  work  in  the  private  sector  where 
computers  and  modern  data  technology  have  placed  vast  quantiti 

persona]  information  in  the  hands  of  bankers,  employers,  charitable 

_  mizations  and  credit  agencies. 

On  the  positive  side,  the  availability  of  this  information  serves  us 
all  in  many  important  ways. 

Without  computer  technology,  if"  would,  for  example,  be  extremely 
•difficult  to  process  and  deliver  27  million  Social  Security  checks  every 
month,  to  send  out  veterans  benefits,  and  to  ensure  that  Medicare  pay- 
ments are  properly  made. 

Law  enforcement  agencies  would  not  and  could  not  combat  new 
and  sophisticated  criminal  activities  without  the  use  of  the  latest 
technical  developments  in  the  data  field,  whether  in  helping  to  trace 
stolen  goods,  or  in  helping  to  track  down  and  identify  criminals. 

In  the  private  sector,  the  banking  industry  could  not  even  start  to 
•cope  with  the  vast  volume  of  personal  checks  which  are  issued  and 
cashed  daily  without  using  computer  technology. 

Xo  modern  industrial  society  can  survive  without  computers  and 
data  processing — and  especially  a  society  with  high  living  standards 
and  even  higher  expectations  such  as  ours. 

Many  of  the  good  things  in  life  that  Americans  take  for  granted 
would  be  impossible,  or  impossibly  high-priced,  without  data  retrieval 
systems  and  computer  technology.  But  until  the  day  comes  when  science 
finds  a  way  of  installing  a  conscience  in  every  computer.  Ave  must 
develop  human,  personal  safeguards,  that  prevent  computers  from 
becoming  huge,  mechanical,  impersonal  robots  that  deprive  us  of  our 
essential  liberties. 

Here  is  the  heart  of  the  matter:  What  a  person  earns,  what  he  owes, 
when  he  gives  to  his  church  or  to  his  charity  is  his  own  personal  busi- 
ness and  should  not  be  spread  around  without  his  consent.  When 
personal  information  is  given  or  obtained  for  one  purpose  such  as  a 
loan  or  credit  at  a  store,  it  should  not  be  secretly  used  by  anyone  for 
anv  other  purpose. 

To  use  James  Madison's  terms,  in  pursuing  the  overall  public  good, 
we  must  make  sure  that  we  also  protect  the  individual's  private 
rights. 

There  is  ample  evidence  that  at  the  present  time  this  is  not  being 
adequatelv  done.  In  too  many  cases  unrestricted  or  improper  use  of 
personal  information  is  being  made. 

In  some  instances,  the  information  itself  is  inaccurate  and  bns  re- 
sulted in  the  withholding  of  credit  or  jobs  from  deserving  individ- 
uals. In  other  case-,  obsolete  information  has  been  used,  such  as  ar- 
rest records  which  have  not  been  updated  to  show  that  the  charges 
made  against  an  individual  were  subsequently  dropped  or  the  person 
found  innocent.  In  many  cases,  the  citizen  is  not  even  aware  of  what 
information  is  held  on  record,  and  if  he  wants  to  find  out,  he  either 
has  nowhere  to  turn  or  else  he  does  not  know  where  to  turn. 
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"Whether  such  information  is  provided  and  used  by  tlie  Govern- 
ment or  the  private  sector,  the  injury  to  the  individual  is  the  same. 
His  right  to  privacy  lias  been  seriously  damaged.  So  we  find  this 
happens  sometimes  beyond  the  point  of  repair.  Frequently,  the  side 
effect  is  financial  damage,  but  it  sometimes  goes  further.  Careers 
have  been  ruined,  marriages  have  been  wrecked,  reputations  built  up 
over  a  lifetime  have  been  destroyed  by  the  misuse  or  abuse  of  data  tech- 
nology in  both  private  and  public  hands. 

It  is  clear,  as  one  Government  study  has  concluded,  that  "it  is  be- 
coming much  easier  for  record-keeping  systems  to  affect  people  than 
for  people  to  affect  record-keeping  systems/'  Fortunately  more  and 
more  people  are  becoming  aware  of  this  growing  threat. 

The  Fair  Credit  Reporting  Act  of  1970  which  I  signed  into  law 
took  a  major  first  step  toward  protecting  the  victims  of  erroneous  or 
outdated  information.  It  requires  that  an  individual  be  notified  when 
any  adverse  action,  such  as  denial  of  credit,  insurance  or  employment, 
is  taken  on  the  basis  of  a  report  from  consumer-reporting  agencies. 
It  also  provides  citizens  with  a  method  of  correcting  these  reports  when 
they  contain  erroneous  information. 

Many  public  and  private  statistical  organizations  which  collect  per- 
sonal data  have  shown  an  awareness  of  their  own  responsibility  to 
prevent  unfair  disclosure  and  to  eliminate  inaccurate  or  obsolete 
information. 

Earlier  this  month.  Attorney  General  Saxbe  proposed  legislation  to 
the  Congress  which  would  establish  rules  governing  the  collection  and 
use  of  criminal  justice  information,  and  the  Congress  itself  has  con- 
ducted extensive  hearings  into  the  uses  and  the  abuses  of  data  banks, 
credit  bureaus,  and  personal  records. 

All  of  this  is  action  in  the  right  direction,  but  we  must  go  further 
and  we  must  move  quickly. 

What  was  once  a  minor  problem  affecting  only  a  small  number  of 
people  has  now  become  a  national  problem  that  could  potentially  af- 
fect every  American  with  a  charge  account,  a  service  or  personnel 
record,  a  credit  card,  a  Social  Security  number,  a  mortgage,  or  an 
appliance  or  automobile  bought  on  time.  In  short,  data  banks  affect 
nearly  every  man.  woman  and  child  in  the  United  States  today. 

To  meet  a  challenge  of  these  dimensions,  we  need  more  than  just 
another  investigation  and  just  another  series  of  reports.  "We  need 
n.  That  is  why  I  am  today  establishing  m  the  White  House  a  top 
priority  Domestic  Council  Committee  on  the  Right  of  Privacy.  This 
will  not  just  be  another  research  group.  It  will  be  a  panel  of  some  of 
the  most  able  men  and  women  in  the  Government,  and  it  will  be 
primed  for  high-level  action. 

It  will  be  chaired  by  Vice  President  Ford,  it  will  include  the  At- 
torney General  and  five  other  Cabinet  members — the  Secretaries  of 
•  reasurv.  Defense,  Commerce,  Labor,  and  Health.  Education,  and 
ire — along  with  the  Chairman  of  the  Civil  Service  Commission, 
the  Director  of  the  Office  of  Management  and  Budget,  the  Director  of 
the  Office  of  Consumer  Affairs,  and  the  Director  of  the  Office  of  Tele- 
communications Policy. 

This  is  no  ordinary  group,  and  the  task  I  have  set  for  it  is  no  ordi- 
nary task. 
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This  Privacy  Committee  will  build  on  the  fine  work  that  other 
groups  have  already  carried  out,  and  I  will  see  to  it  that  it  is  sup- 
ported by  the  best  talent  available  in  determining  the  views  of  rep- 
resentatives from  the  legislative  branch,  the  judicial  branch  and  the/ 
private  sector,  including  our  colleges  and  universities. 

T  am  asking  the  members  to  examine  three  key  areas  of  concern: 
collection,  storage  and  use  of  personal  data.  Specifically,  the  commit- 
tee will  examine: 

How  the  Federal  Government  collects  information  on  people/ 
and  how  that  information  is  protected; 

Procedures  which  would  permit  citizens  to  inspect  and  correct 
information  held  by  public  or  private  organizations; 

Regulations  of  the  use  and  dissemination  of  mailing  lists; 
And  most  importantly,  ways  that  we  can  Safeguard  personal 
information  against  improper  alteration  or  disclosure. 

All  of  this  will  require  extensive  work  by  the  Committee,  but  it  is- 
only  the  first  half  of  the  job. 

Once  the  information  and  views  of  all  parties  concerned  have  been 
thoroughly  aired,  the  Committee  will  be  responsible  for  developing 
a  comprehensive  series  of  specific  recommendations  for  action.  I  want 
that  action  to  provide  a  personal  shield  for  every  American  which  h& 
can  use  to  protect  his  right  to  privacy. 

I  am  directing  this  blue-ribbon  panel,  within  four  months,  to  begin 
providing  a  series  of  direct,  enforceable  measures — including  regula- 
tions, executive  actions,  policy  changes,  legislation  where  necessary 
and  voluntary  restraints — all  of  which  we  can  immediately  begin  to 
put  into  effect. 

Advanced  technology  has  created  new  opportunities  for  America 
as  a  Nation,  but  it  has  also  created  the  possibility  for  new  abuses  of 
the  individual  American  citizen.  Adequate  safeguards  must  always 
stand  watch  so  that  man  remains  the  master — and  never  becomes  the 
victim — of  the  computer. 

In  the  first  half  of  this  century,  Mr.  Justice  Brandeis  called  privacy 
the  "right  most  valued  by  civilized  men."  In  the  last  half  of  this  cen- 
tury, we  must  also  make  it  the  right  that  is  most  protected. 

Thank  you  and  good  afternoon. 


[From  the  Congressional  Record — Senate,  Mar.  7,  1974] 

ACTION  FOR  PRIVACY,  SENATOR  HART'S  RESPONSE  TO 

THE  PRESIDENT 

Mr.  Mfskte.  Mr.  President,  last  Saturday,  our  colleague  and  good 
friend,  the  senior  Senator  from  Michigan  (Mr.  Hart)  made  a  national 
radio  broadcast  giving  the  response  of  the  congressional  majority  to 
the  President's  message  on  privacy  legislation.  Senator  Hart  not  only 
exposed  the  inadequacy  of  the  administration's  proposals;  he  also 
set  out  a  detailed  program  of  effective  action  to  end  government  spy- 
ing on  citizens  and  to  control  access  to  criminal  records  in  government 
files.  As  he  pointed  out,  the  President  can  prove  the  sincerity  of  his. 
concern  for  privacy  by  taking  five  different  but  related  executives 
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actions,  without  waiting  for  legislative  definition.  Speaking  for  the 
Congress,  he  promised  to  work  with  the  President  to  turn  adminis- 
tration rhetoric  into  reality  and  said : 

We  look  forward  to  a  time  when  the  tragedy  of  Watergate,  and  all  it  has  come 
to  represent,  will  also  mark  a  decisive  turning  point  in  the  preservation  of  our 
civil  liberties. 

Mr.  President.  Senator  Hart's  speech  forthrightly  defines  our  con- 
cerns over  official  invasions  of  privacy.  I  ask  unanimous  consent  that 
it  be  printed  in  full  in  the  Record  for  the  benefit  of  all  who  seek  to 
understand  the  realities  of  this  vital  issue. 

There  being  no  objection,  the  speech  was  ordered  to  be  printed  in 
the  Record,  as  follows : 

Congressional   Response   to   President   Nixon's   Message   on   Privacy 

In  his  State  of  the  Union  Address,  President  Nixon  promised  to  "make  an 
historic  beginning  on  the  task  of  defending  and  protecting  the  right  of  personal 
privacy  for  every  American." 

That  promise,  subsequently  outlined  in  the  President's  February  23rd  radio 
address,  turned  out  to  he  principally  the  naming  of  a  new  committee  rather  than 
a  broad  program  of  action. 

The  President's  only  specific  proposal  dealt  with  the  one  small  part  of  the 
problem — the  serious  threat  to  personal  privacy  created  by  widespread  use  of 
data  banks  or  computers.  And  even  that  was  a  halfway  measure. 

Despite  all  the  disturbing  revelations  of  Watergate,  the  President  made  no 
promise  to  instruct  his  administration  to  live  up  to  the  guarantees  of  personal 
privacy  contained  in  the  Constitution,  nor  did  he  give  his  support  to  several 
bill?  dealing  with  this  which  are  already  before  Congress. 

The  fact  is  that  Mr.  Xixon  is  almost  200  years  late  in  proclaiming  a  historic 
beginning  in  protecting  personal  privacy  for  every  American.  That  foundation 
was  laid  in  the  Bill  of  Rights  of  the  Constitution.  The  Founding  Fathers,  having 
led  a  revolution  against  the  dictates  of  a  king,  knew  that  the  cornerstone  to 
liberty  was  strict  prohibitions  against  government  intrusion  in  the  personal  lives 
of  its  citizens. 

The  First  Amendment  to  the  Constitution  guarantees  citizens  the  right  to 
speak  or  remain  silent  about  their  political  beliefs,  whether  or  not  those  beliefs 
agree  or  disagree  with  the  government. 

That  means  the  federal  government  has  no  right  to  spy  on  political  opponents, 
but  the  Xixon  administration  did  just  that. 

The  Fourth  Amendment  guarantees  the  right  of  people  to  he  secure  from  un- 
authorized searches  of  their  person,  their  house  and  their  papers,  but  some 
either  involved  with  President  Nixon's  election  campaign  or  associated  with  his 
White  House  staff  broke  into  at  least  two  buildings  seeking  information. 

When  government  officials  use  Army  personnel  to  spy  on  peaceful  political 
meetings,  as  the  present  Administration  did.  your  privacy  is  threatened.  When 
government  officials  send  burglars  to  break  into  the  offices  of  doctors  for  confi- 
dential files  as  this  administration  did  with  its  Plumbers  squad,  your  privacy  is 
threatened. 

When  government  officials  use  the  confidential  files  of  the  Internal  Revenue 
Service  to  harass  persons  on  a  White  House  enemies  list,  as  this  administration 
did.  your  privacy  is  threatened. 

When  government  officials  eavesdrop  on  private  conversations  of  political  op- 
ponents, as  this  administration  did.  your  privacy  is  threatened. 

Many  of  these  actions  by  our  government  have  been  defended  on  grounds  of 
"national  security,"  but  we  have  come  to  understand  that  there  is  a  wide  range 
of  constitutional  abuses  a  determined  political  operative  can  seek  to  have  ex- 
cused under  that  mantle.  And,  indeed,  the  American  people  realize  that. 

A  recent  poll,  for  example,  showed  that  75  percent  of  those  interviewed  con- 
sidered "wiretapping  and  spying  under  the  excuse  of  'national  security'  as  a 
serious  threat  to  people's  privacy." 

As  the  public  learned  about  government  spying  and  wiretapping,  it  became 
fearful.  Many  have  come  to  believe  that  their  phones  are  tapped,  their  homes 
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or  offices  bugged,  their  mail  opened-,  and  their  tax  returns  made  available  to 
officials  who  seek  to  punish  them  for  political  dissent. 

This  concern  was  underscored  for  me  by  a  constituent  who  wrote  not  Long} 
;iLrn.  lie  (or  possibly  she)  said  he  could  not  sign  his  name  in  a  letter  to  his  Sena- 
tor anymore.  lie  feared  his  letter  might  be  Intercepted  and  his  nam.'  might  go 
on  B  White  House  "enemies  list*'. 

While  these  fears  may  be  exaggerated,  they  no  longer  can  be  dismissed  aa 

groundless  paranoia.  And  they  demonstrate  the  very  real  chilling  effect  OD   the 

exercise   of  First   Amendment    rights   which    the  actions   of  the  Administration 
have  had. 

No  one  denies  that  modern  government  needs  certain  kinds  of  information; 
about  its  citizens  to  administer  programs  fairly  and  effectively.  We  must  bal- 
ance  the  right  to  be  left  alone  against  the  needs  of  society.  But  we  must  always 
be  guided  by  the  need  to  keep  governments  ability  to  use  information  about 
private  lives  to  the  absolute  minimum. 

In  his  discussion  of  data  banks,  President  Nixon  did  point  to  some  very  real 
threats  to  personal  privacy.  Federal  agencies  alone  have  flies  on.  every  aspect 
of  many  of  our  lives — medical  records,  army  records,  school  records,  business 
records,  to  name  a  few.  Consolidation  of  data  could  provide  a  tremendous 
amount  of  information  for  an  unscrupulous  official  to  use  against  us  because  of 
our  views,  our  friends,  or  the  way  we  live. 

The  pace  of  modern  technology  and  data  collection  is  a  stiff  challenge  to  main- 
taining privacy.  However,  and  perhaps  understandably  in  light  of  Watergate,  the 
President  chose  to  paint  the  primary  threat  as  one  of  technology. 

We  have  learned  to  our  regret  that,  with  or  without  sophisticated  technology, 
unprincipled  men  can  find  ways  to  invade  our  privacy.  A  crowbar,  after  all.  i<  a 
rather  simple  machine  used  to  jimmy  a  door. 

So  if  the  President  is  serious  about  joining  Congress  in  efforts  to  control  gov- 
ernment invasion  of  privacy,  let  me  suggest  a  program  of  action  he  can  take 
now. 

Perhaps  the  most  pressing  need  is  to  put  an  end  to  domestic  political  surveil- 
lance and  intelligence  gathering  by  government  agencies.  The  President  could 
begin  that  effort  by  supporting  a  Senate  bill  to  prohibit  military  personnel  from 
spying  on  American  citizens. 

The  President  should  order  everyone  in  his  Administration  to  refrain  from 
political  spying  of  any  kind.  There  is  absolutely  no  justification,  legal  or  other- 
wise, for  government  to  collect  intelligence  on  its  political  opponents  for  the  pur- 
pose of  or  with  the  effect  of  stifling  their  opposition. 

The  President  should  immediately  order  that  no  wiretapping,  bugging  or  break- 
ing and  entering,  be  carried  out  without  authority  of  an  independent  court  order. 

He  should  state  without  equivocation  that  the  label  of  "national  security"  will 
not  be  used  again  to  hide  or  excuse  illegal  acts.  And  then  he  should  join  Congress 
in  preparing  legislation  to  make  those  executive  orders  into  law. 

The  President  should  respond  to  continuing  reports  that  telephone  records, 
bank  records  and  other  private  business  records  are  being  obtained  by  the  govern- 
ment secretly  with  no  legal  safeguards — without  the  protection  of  a  court  war- 
rant, or  the  opportunity  for  the  person  involved  to  raise  legal  objections  to  protect 
his  rights.  The  President,  by  executive  order,  could  and  should  end  that  practice 
and  require  any  federal  agency  to  obtain  a  subpoena  for  such  information. 

For  several  years,  the  Administration  has  opposed  a  Senate-passed  bill  to  pro- 
hibit government  employees  from  being  asked  about  their  religious  beliefs,  their 
politics  and  their  social  lives.  The  President  should  support  this  measure.  Such  a 
law  would  set  an  example  for  employers  in  the  private  sector  to  follow  and  free 
our  civil  servants  from  implied  threats  when  that  kind  of  information  is  sought. 

And  finally,  the  Administration  should  support  stiffer  controls  on  dissemina- 
tion and  use  of  criminal  justice  records  than  those  contained  in  its  current 
proposal. 

These  records  include  arrests  as  well  as  convictions.  They  are  sold  or  given  to 
credit  bureaus,  banks,  insurance  companies,  employers,  and  schools.  Too  many 
people  have  been  denied  advanced  schooling,  a  loan  or  a  job  because  of  inaccurate 
records  or  because  an  arrest  record  fails  to  include  the  fact  that  charges  were 
later  dropped  or  the  person  was  acquitted. 

And  too  many  people  never  find  out  that  such  records  exist  and  cause  their 
difficulties. 
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The  answer  is  a  law  to  prevent  private  access  to  all  arrest  records  and  require 
officials  to  open  these  records  to  inspection  and  correction  by  those  involved.  And 
any  criminal  justice  agency  participating  in  the  nationwide  criminal  information 
network  should  be  required  to  update  their  records. 

I  have  outlined  a  program  of  action  I  would  hope  the  President  would  adopt. 
In  doing  so,  he  would  turn  his  back  on  what  I  believe  to  be  unprecedented  efforts 
in  this  Administration  to  undermine  the  right  to  privacy  and  he  would  live  up  to 
the  rhetoric  cf  his  message  on  that  right. 

We  in  Congress  are  fully  prepared  to  work  with  him  toward  that  end.  We  look 
forward  to  a  time  when  the  tragedy  of  Watergate,  and  all  it  has  come  to  repre- 
sent, will  also  mark  a  decisive  turning  point  in  the  preservation  of  our  civil 
liberties. 

As  it  is  with  many  rights  necessary  to  keep  a  country  free,  we  do  not  always 
understand  the  importance  of  the  guarantee  to  privacy  until  it  has  been 
threatened. 

But  defend  it  we  must  or  else  cease  to  be  a  land  which  would  be  free. 

Justice  Louis  Brandeis  once  wrote  that  our  Founding  Fathers : 

•Sought  to  protect  Americans  in  their  beliefs,  their  thoughts,  their  emotions 
and  their  sensations.  They  conferred,  as  against  the  government,  the  right  to  be 
left  alone — the  most  comprehensive  right  and  the  right  most  valued  by  civilized 
man." 

We  must  not  surrender  that  most  valued  right. 

Thank  you. 
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Subsection  (a) 
DEFINITIONS 
Subsection  (a)  "For  purposes  of  this  section 


AGENCY 


Subsection   (a)  (L)   "The  tern 
section  552(e)  of  this  title;' 


agency'  leans  agency  as  defined  in 


The  definition  of  "agency"  is  the  saie  as  that  used  in  the 
Administrative  Procedures  Act  as  modified  by  the  recently  enacted 
Freedom  of  Information  Act  amendments  (P.L.  93-502):  "'agency'  means 
each  authority  of  the  Government  of  the  United  States,  whether  or  not 
it  is  within  or  subject  to  review  by  another  agency...  "(5.U.S.C. 
551(1)).  "[ T]he  term  agency. .. includes  any  executive  department, 
military  department,  Government  corporation,  Government  controlled 
corporation  or  other  establishment  in  the  executive  branch  of  the 
Government  (including  the  Executive  Office  of  the  President) ,  or  any 
independent  regulatory  agency."  (5  U.S.C  552(e)  as  added  by  P.L.  93- 
502) 


Two  aspects  of  this  definition  require  further  explanation 

the  scope  of  the  term;  i.e.,  what  entities  are  covered,  how 
has  the  definition  of  agency  been  broadened  to  encompass 
additional  organizations  as  a  result  of  the  FOIA  amendments? 

whether  or  not  entities  within  an  agency  are  to  be  considered 
agencies.  This  is  particularly  significant  in  applying 
subsection  (b)(1),  in  determining  what  constitutes  an  inter 
agency  transfer. 


The  first  question  -  the  scope  of  the  definition  -  is  covered  in  the 
House  report  on  the  FOIA  amendments  quoted  below,  as  modified  by  the 
conference  report  language  set  out  thereafter: 


"Por  the  purposes  of  this  section,  the  definition  of  'agency'  has 
been  expanded  to  include  those  entities  which  may  not  be 
considered   agencies   under  section  551(1)  of  title  5,  U.S.  Code, 
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but  which  perforin  jovernaental  functions  and  control  information 
of  interest  to  the  public.  The  bill  oxpands  the  definition  of 
•agency'  for  purposes  of  section  552,  [  and  552a]  title  5,  UniteJ 
States  Code.  Its  effect  is  to  insure  inclusion  under  the  Act  of 
Governaent  corporations,  Govornment  controlled  corporations,  or 
other  establishments  within  the  executive  branch,  such  as  the 
U.S.    Postal  Service. 

"The  term  •establishment  in  the  Executive  Office  of  the 
President,1  as  used  in  this  amendaent  means  such  functional 
entities  as  the  Office  of  Telecoaaunications  Policy,  the  Office 
of  Management  and  Budget,  the  Council  of  Econoaic  Advisers,  the 
National  Security  Council,  the  Federal  Property  Council,  and 
other  siailar  establishments  which  have  been  or  may  in  the  future 
be  created  by  Congress  through  statute  or  by  Executive  order. 

"The  term  'Government  corporation,1  as  used  in  this  subsection, 
would  include  a  corporation  that  is  a  wholly  Government-owned 
enterprise,  established  by  Congress  through  statute,  such  as  the 
St.  Lawrence  Seaway  Development  Corporation,  the  Federal  Crop 
Insurance  Corporation  (FCIC) ,  the  Tennessee  Valley  Authority 
(TVA),  and  the  Inter- American  Foundation. 

"The  term  'Governaent  controlled  Corporation,*  as  used  in  this 
subsection,  would  include  a  corporation  which  is  not  owned  by  the 
Federal  Government  . . . "  (House  Document  93-876, pp. 8-9,  Report  on 
the  Freedoa  of  Inforaation  Act  aaendaents,  H.R.  12741) 


'•The  conferees  state  that  they  intend  to  include  within  the 
definition  of  'agency'  those  entities  encompassed  by  5  U.S.C.  551 
and  other  entities  including  the  United  States  Postal  Service, 
the  Postal  Rate  Coamission,  and  government  corporations  or 
government-controlled  corporations  now  in  existence  or  which  may 
be  created  in  the  future.  They  do  not  intend  to  include 
corporations  which  receive  appropriated  funds  but  are  neither 
chartered  by  the  Federal  Government  nor  controlled  by  it,  such  as 
the  Corporation  for  Public  Broadcasting.  Expansion  of  the 
definition  of  'agency'  in  this  subsection  is  intended  to  broaden 
applicability  of  the  Freedoa  of  Information  Act  but  it  is  not 
intended  that  the  tera  'agency'  be  applied  to  subdivisions, 
offices  or  units  within  an  agency. 

"With  respect  to  the  aeaning  of  th-e  tera  'Executive  Office  of  the 

President'  the  conferees  intend  the  result  reached  in   Soucie ^ 

David  ,  448  F.2d.  1067  (C.A.D.C.  1971).  The  tera  is  not  to  be 
interpreted  as  including  the  President's  laaediate  personal  staff 
or  units  in  the  Executive  Office  whose  sole  function  is  to  advise 
and  assist  the  President."  (House  Report  93-1380,  p  14-15) 

Whether  or  not  an  agency  can  exist  within  an  agency  is  a  soaewhat  aore 
coaplex  issue.  This  is  addressed,  in  part,  in  the  above  quotation  from 
the  conference  report  language  in  the  statement  ". .  but  it  is  not 
intended  that  the  tera  'agency'  be  applied  to   subdivisions,   offices, 
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or  units  within  an  agency. "  The  issue  was  also  addressed  in  debate  on 
HB  16371  on  the  House  floor  in  a  statement  by  Congressman  Hoorhcad 
"...  'agency'  is  givt-n  the  meaning  which  it  carries  elsewhere  in  the 
Freedom  of  Information  Act,  5  United  States  Code,  section  551(1),  as 
amended  by  u.ti.  12^71  of  this  Congress,  section  552(e),  on  which 
Congress  has  acted  to  override  the  veto.  The  present  bill  is  intended 
to  give  'agency'  its  broadest  statutory  meaning.  This  will  permit 
employees  and  officers  of  the  agency  which  maintains  the  records  to 
have  access  to  such  records  if  they  have  a  need  for  them  in  the 
performance  of  their  duties.  For  example,  within  the  Justice 
Department-- which  is  an  agency  under  the  bill — transfer  between 
divisions  of  the  Department,  the  U.S.  Attorney's  offices,  the  Parole 
Board,  and  the  Federal  Bureau  of  Investigation  would  be  on  a  need-for- 
the-record  basis.  Transfer  outside  the  Justice  Department  to  other 
agencies  would  be  more  specifically  regulated.  Thus,  transfer  of 
information  between  the  FBI  and  the  Criminal  Division  of  the  Justice 
Department  for  official  purposes  would  not  require  additional  showing 
or  authority,  in  contrast  to  transfer  of  such  information  from  the  FBI 
to  the  Labor  Department."  (Congressional  Record  November  21,  197a,  p. 
H1C962) 

In  addressing  this  question  the  Justice  Department  has  advised  that 


"...  it  is  our  firm  view  that  the  197U  [POIA]  Amendments  require 
no  change  in  the  original  Act,  that  it  is  for  the  over-unit 
the  Department  or  other  higher-level  'agency'  —  to  determine 
which  of  its  substantially  independent  components  will  function 
independently  for  Freedom  of  Information  Act  purposes.  Moreover, 
as  the  Attorney  General  noted  in  that  portion  of  his  Memorandum 
dealing  with  the  subject,  'it  is  sometimes  permissible  to  make 
the  determination  differently  for  purposes  of  various  provisions 
of  the  Act  --  for  example,  to  publish  and  maintain  an  index  at 
the  overunit  level  while  letting  the  appropriate  subunits  handle 
reguests  for  their  own  records.'  (Attorney  General's  Memorandum 
on  the  197U  Amendments  to  the  Freedom  of  Information  Act, 
February,  1975,  p.  26).  In  our  view,  this  practice  of  giving 
variable  content  to  the  meaning  of  the  word  'agency'  for  various 
purposes  can  be  applied  to  the  Privacy  Act  as  well  as  the  Freedom 
of  Information  Act.  For  example,  it  may  be  desirable  and  in 
furtherance  of  the  purposes  of  the  Act  to  treat  the  various 
components  of  a  Department  as  separate  'agencies'  for  purposes  of 
entertaining  applications  for  access  and  ruling  upon  appeals  from 
denials,  while  treating  the  Department  as  the  'agency'  for 
purposes  of  those  provisions  limiting  intragovernmental  exchange 
of  records.  (Of  course,  dissemination  among  components  of  the 
Department  mast  still  be  only  on  a  ' need-to-know'  basis.  5 
U.S.C.  552a (b)  (1).)  Needless  to  say,  this  practice  must  not  be 
employed  invidiously,  so  as  to  frustrate  rather  than  to  further 
the  purposes  of  the  Act;  and  there  should  be  a  consistency 
between  the  practice  under  the  Privacy  Act  and  the  practice  for 
comparable  purposes  under  the  Freedom  of  Information  Act.  For 
this  reason  it  seems  to  us  doubtful  (though  not  entirely 
impossible)  that   a   Department   or   other   over-unit   which   has 
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treated  its  components  as  separate  agencies  for  all  purposes 
under  the  Freedom  of  Information  Act  could  successfully  maintain 
that  all  of  its  components  can  be  considered  a  single  'agency' 
under  the  Privacy  Act,  simply  to  facilitate  the  exchange  of 
records  "(Letter  from  Assistant  Attorney  General,  Office  of  Legal 
Counsel,  dated  April  1<*,  1975) 


In  addition  to  the  matter  of  determining  when  a  component  of  an  agency 
is  to  be  considered  an  agency  itself  and  when  the  entire  agency  is  to 
be  treated  as  a  single  entity,  the  issue  arises  as  to  whether  an 
entity  or  individual  serving  more  than  one  agency  may  be  considered  an 
"employee"  of  each  agency  he  serves,  for  certain  purposes.  While  this 
is  not  specifically  addressed  in  the  Act,  it  is  reasonable  to  assume 
that  members  of  temporary  task  forces,  composed  of  personnel  of 
several  agencies,  should  usually  be  considered  employees  of  the  lead 
agency  and  of  their  own  agency  for  purposes  of  access  to  information. 
Similarly,  members  of  permanent  "strike  forces"  and  personnel  cross- 
designated  to  serve  the  functions  of  two  or  more  agencies  should 
usually  be  treated  as  employees  of  both  the  lead  agency  and  their  own 
employing  agency,  e.g.,  employees  or  State  or  local  officials  assigned 
to  organized  crime,  and  customs  officers  cross  designated  to  perform 
each  others  functions. 


INDIVIDUAL 


Subsection  (a)  (2)  "The  term  'individual'  means  a  citizen  of  the 
United  states  or  an  alien  lawfully  admitted  for  permanent 
residence;" 


This  definition  is  intended  to  "distinguish  between  the  rights  which 
are  given  to  the  citizen  as  an  individual  under  this  Act  and  the 
rights  of  proprietorships,  businesses,  and  corporations  which  are  not 
intended  to  be  covered  by  this  Act.  This  distinction  was  to  insure 
that  the  bill  leaves  untouched  the  Federal  Government's  information 
activities  for  such  purposes  as  economic  regulations.  This  definition 
was  also  included  to  exempt  from  the  coverage  of  the  bill  intelligence 
files  and  data  banks  devoted  solely  to  foreign  nationals  or  maintained 
by  the  State  Department,  the  Central  Intelligence  Agency  and  other 
agencies  for  the  purpose  of  dealing  with  nonresident  aliens  and  people 
in  other  countries."   (Senate  Report  93-1183,  p.  79). 

The  language  cited  above  suggests  that  a  distinction  can  be  made 
between  individuals  acting  in  a  personal  capacity  and  individuals 
acting  in  an  entrepreneurial  capacity  (e.g.,  as  sole  proprietors)  and 
that  this  definition  (and,  therefore,  the  Act)  was  intended  to  embrace 
only  the  former.  This  distinction  is,  of  course  crucial  to  the 
application  of  the  Act  since  the  Act,  for   the   most   part,   addresses 
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.•ied   as  "...  information  about  individuals" 

(O(-)).   Agencies   should   examine   the   content   of   the 

records   in   joestion   to   determine   whether   the   information   being 

maintainel  is,  in  fict,  personal  in  nature.   A  secondary  criterion   in 

:  whether  the  subject  of  an  agency  file  is,  for  purposes  of  the 

Act,  an  Individual,  is  the  manner  in  which  the   information   is   used; 

subject  dealt  with  in  a  personal  or  entrepreneurial  role. 

Piles   relating   solely   to   nonresident  aliens  are  not  covered  by  any 

portion  of  th*  Act.   where  a  system  of  records   covers  both   citizens 

anl  nonresident  aliens,  only  that  portion  which  relates  to  citizens  or 

.lent  aliens  is  subject  to  the  Act  but  agencies  are  encouraged   to 

sjch  systems  as  if  they  were,  in  their  entirety,  subject  to  the 

Act  anl  the  lejisldtive  history  are  silent  as  to  whether  a 
lent  iay  be  considered  to  be  an  individual  and  whether  anyone  may 
•p  the  rights  of  the  decedent  to  records  pertaining  to  him 
miintainoi  by  Federal  agencies.  It  would  appear  that  the  thrust  of  the 
Art  was  to  provide  certain  statutory  rights  to  living  as  opposed  to 
deceased  indiviiuals.  But  for  the  provision  enabling  parents  to  act 
on  behalf  of  minors  and  guardians  to  act  on  behalf  of  those  deemed  to 
be  incompetent,  the  rights  of  an  individual  provided  by  the  Privacy 
Act  could  not  have  been  utilized  in  their  behalf  by  those  interested. 
The  failure  of  the  Privacy  Act  to  so  provide  for  decedents  and  the 
overall  thrust  of  the  Act  -  that  individuals  be  given  the  opportunity 
to  judge  for  themselves  how,  and  the  extent  to  which,  certain 
information  about  them  maintained  by  Federal  agencies  is  used,  and  the 
implicit  pergonal  judgement  involved  in  this  thrust  -  indicates  that 
the  Act  did  not  contemplate  permitting  relatives  and  other  interested 
parties  to  exercise  rights  granted  by  the  Privacy  Act  to  individuals 
after  the  demise  of  those  individuals.  These  same  records,  however, 
may  pertain  as  well  to  those  living  persons  who  might  otherwise  seek. 
to  exercise  the  decedent's  right  with  regard  to  that  information  and 
thereby  be  covered  by  the  Privacy  Act.  Furthermore,  access  to  a 
decedent's  records  may  be  had  in  various  judicial  forums  as  a  part  of, 
or  ancillary  to,  other  proceedings. 

MAINTAIN 


SuDs«ction    (a) (3)    "The   term   'maintain'   includes   maintain 
collect,  use,  or  lisseminate; " 


The  tern  'maintain'  is  used  in  two  ways  in  the  Privacy  Act. 

Pirst,  it  is  used  to  connote  the  various  record  keeping  functions  to 
which  the  requirements  of  the  Act  apply;  i.e.,  maintaining, 
collecting,  using,  or  disseminating.  Thus,  wherever  the  word 
"maintain"  appears  with  reference  to  a  record,  one   should   understand 
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it  to  nean  collect,  use,  or  disseminate  or  any  combination  of  any  of 
these  record-keeping  functions. 

Second,  it  is  used  to  connote  control  over  and  h^nce  responsi ni li ty 
and  accountability  for  r>y^tems  of  records.  This  is  extreneLy 
important  given  th«  civil  and  criminal  sanctions  in  subsections  (g) 
and  (i)  for  failure  to  comply  with  certain  provisions.  The 
applicability  of  certain  provisions,  including  the  exemptions  in 
subsections  (j)  and  (k)  ,  can  be  determined  by  an  agency's  ability  to 
demonstrate  that  it  has  effective  control  over  a  system  of  records. 
See,  for  example,  subsections  (b)(1),  (d)  ,  (e)(1),  (e)(9),  (g)  ,  and 
(i) wherein  the  term  "maintain"  clearly  means  having  effective  control 
over  a  system  of  records.  To  have  effective  control  of  a  system  of 
records  does  not  necessarily  mean  to  have  physical  control  of  the 
system.  When  records  are  disclosed  to  Agency  B  from  a  system  of 
records  maintained  by  Agency  A,  they  are  then  considered  to  be 
maintained  by  Agency  B  (as  well  as  Agency  A)  and  are  subject  to  all  of 
the  provisions  of  the  Act  in  the  same  manner  as  though  Agency  B  had 
originally  compiled  them.  If  one  agency  turns  over  a  record  from  its 
system  of  records  to  a  second  agency  and  that  record  is  placed  in  a 
separate  system  of  records  maintained  by  the  second  agency,  then  the 
record  becomes  part  of  the  system  of  records  maintained  by  the  second 
agency  and  all  of  the  published  material  as  to  the  second  agency's 
system  of  records  would  apply  to  the  record  moved  into  its  system. 

The  requirements  of  subsection  (m)  must  also  be  carefully  considered 
in  determining  which  systems  are  to  be  considered  as  "maintained," 
i.e.,  controlled  by  an  agency  within  the  terms  of  the  Act.  Subsection 
(m)  stipulates  that  systems  of  records  operated  under  contract  or,  in 
some  instances,  state  or  local  governments  operating  under  Federal 
mandates  "by  or  on  behalf  of  the  agency... to  accomplish  an  agency 
function"  are  subject  to  the  provisions  of  Section  3  of  the  Act.  The 
intent  of  this  provision  is  to  make  it  clear  that  the  systems 
"maintained"  by  an  agency  are  not  limited  to  those  operated  by  agency 
personnel  on  agency  premises  but  include  certain  systems  operated 
pursuant  to  the  terms  of  a  contract  to  which  the  agency  is  a  party. 
The  qualifying  phrase  "to  accomplish  an  agency  function"  limits  the 
applicability  of  subsection  (a)  to  those  systems  directly  related  to 
the  performance  of  Federal  agency  functions  by  excluding  from  its 
coverage  systems  which  are  financed,  in  whole  or  part,  with  Federal 
funds,  but  which  are  managed  by  state  or   local  governments  for   the 


RECORD 


Subsection  (a)  (4)  "The  term  'record'  means  any  item,  collection 
or  grouping  of  information  about  an  individual  that  is  maintained 
by  an  agency,  including,  but  not  limited  to,  his  education, 
financial  transactions,  medical  history,  and  criminal  or 
employment  history  and  that  contains  his  name,  or  the  identifying 
number,  symbol,  or  other  identifying  particular  assigned  to  the 
individual,  such  as  a  finger  or  voice  print  or  a  photograph;" 
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The  ten  "recji  i",  i'i  defined  for  purposes  of  the  Act,  leans  a 
tangible  or  Jocuaentary  recoid  (as  opposed  to  a  record  contained  in 
soieonp's  aeaory)  and  has  a  broader  aeaning  than  the  t^ra  coaaonly  has 
•  hen  used  in  connect  ion  with  record-  seeping  systems.  (It  aay  also 
differ  lioa  the  usual  definition  of  a  computer  record.)  An 
understanding  of  the  tera  "record",  as  it  is  used  in  the  Act,  is 
essential  in  interpret ing  the  meaning  of  aany  of  the  Act's 
requirements. 


A  "record" 

-  aeans  any  itea  of  intoraation  about  an  individual  that  includes 
an  individual  identifier; 

-  includes  any  grouping  of  such  iteas  of  inforaation  (it  should  not 
be  contused  with  the  use  of  the  tera  record  in  the  conventional 
sense  or  as  used  in  tho  autoaatic  data  processing  (ADP) 
coaaunity) ; 

-  does  not  distinguish  between  data  and  inforaation;  both  are 
within  the  scope  of  the  definition;  and 

-  includes  individual  identifiers  in  any  fora  including,  but  not 
United  to,  finger  prints,  voice  prints  and  pnotographs. 


The  phrase  "identifying  particular"  suggests  any  element  of  data 
(name,  nuaber)  or  other  descriptor  (finger  print,  voice  print, 
photographs)  which  can  be  used  to  identify  an  individual.  Identifying 
particulars  are  not  always  unique  (i.e.,  aany  individuals  share  the 
same  name)  but  wh^n  they  are  not  unique  (e.g.,  name)  they  are 
individually  assigned  -  as  distinguished  froa  generic  characteristics. 


A  record,  by  this  definition,  can  be  part  of  another  record. 
Therefore  prohibitions  on  the  disclosure  of  a  record,  for  eiaaple, 
apply  not  only  to  the  entire  record  in  the  conventional  sense  (such  as 
a  record  in  a  computer  system) ,  but  also  to  any  item  or  grouping  of 
iteas  froa  a  record  provided  that  such  grouping  includes  an  indiviuual 
identifier. 

SYSTEM  OP  RECORDS 
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Subsection  (a)  (5)  "The  tern  'system  of  records'  aeans  a  group  of 
any  records  under  the  control  of  any  agency  froa  which 
information  is  retrieved  by  the  naae  of  the  individual  or  by  some 
identifying  number,  syabol,  or  other  identifying  particular 
assigned  to  the  individual;" 


The  definition  of  "system  of  records"  limits  the  applicability  of  soae 
of  the  provisions  of  the  Act  to  "records"  which  are  aaintained  by  an 
agency,  retrieved  by  individual  identifier  (i.e.,  there  is  an  indexing 
or  retrievel  capability  using  identifying  particulars,  as  discussed 
above,  built  into  the  system) ,  and  the  agency  does,  in  fact,  retrieve 
records  about  individuals  by  reference  to  some  personal  identifier. 

A  systea  of  records  for  purposes  of  the  Act  must  meet  all  of  the 
following  three  criteria: 

It   aust   consist   of   records.   See  discussions  of  "record",  (a) 
(4) ,  above. 

It  aust  be  "under  the  control  of"  an  agency. 

It   must   consist   of   records   retrieved   by   reference   to   an 
individual  name  or  some  other  personal  identifier. 

The  phrase  "...under  the  control  of  any  agency..."  was  intended  to 
accomplish  two  separate  purposes:  (1)  to  determine  possession  and 
establish  accountability;  and  (2)  to  separate  agency  records  froa 
records  which  are  aaintained  personally  by  employees  of  an  agency  but 
which  are  not  agency  records. 

As  previously  noted,  the  definition  of  "maintain"  was  broadened  to 
encoapass  all  systems  used  by  Federal  agencies.  The  phrase  "...under 
the  control  of  any  agency..."  in  the  definition  of  "systea  of 
records"  was  not  intended  to  eliainate  from  the  coverage  of  the  Act 
any  of  those  systems  (which  would  largely  negate  the  definition  of 
"maintain") ,  but  rather  was  intended  to  assign  responsibility  to  a 
particular  agency  to  discharge  the  obligations  established  ny  the 
Privacy  Act.  An  agency  is  responsible  for  those  systems  which  are 
"...under  the  control  of"  that  agency.  The  concept  of  possession 
implicit  in  this  phrase  is  also  apparent  in  the  language  which  begins 
most  of  the  operative  subsections  of  the  Act.  For  example,  the  concept 
is  evident  although  tacit  in  subsection  (b) ;  express  in  subsection  (c) 
"under  its  control...",  "...that  maintains  a  systea  of  records..."  in 
subsections  (d) ,  (e)  and  (f) ;  "agency  records"  in  subsection  (i) ,  and 
"...any  systea  of  records  within  the  agency"  in  subsection  (j)  and 
(k). 

The  intent  was,  despite  the  different  wording  for  each  subsection,  not 

to  have  each  of  the  subsections  apply  to  a  different  roster  of  systeas 

of  records,  but  to  express,  in  terms  of  possession,  for  which  systems 
of  records  an  agency  was  responsible. 
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The  second  purpose  of  the  phrase  was  to  distinguish  "agency  records" 
from  those  records  which,  although  in  the  physical  possession  of 
agency  employees  anJ  used  by  t-hem  in  performing  official  functions, 
were  not  considered  "agancy  records."  Uncirculated  personal  notes, 
papers  and  records  which  are  retained  or  discarded  at  the  author's 
discretion  and  over  which  the  agency  exercises  no  control  or  dominion 
(e.g.,  personal  telephone  lists)  are  not  considered  to  be  agency 
records  within  the  leaning  of  the  Privacy  Act.  This  distinction  is 
embodied,  in  part,  in  the  phrase  "under  the  control  of"  an  agency  as 
well  as  in  the  defintion  of  'record'  (5  DSC  552  (a)(4)). 

AN  AGENCY  SHALL  NOT  CLASSIFY  RECORDS,  WHICH  ARE  CONTROLLED  AND 
MAINTAINED  BY  IT,  AS  NON-AGENCY  RECORDS,  IN  ORDER  TO  A70ID  PUBLISHING 
NOTICES  OP  THEIR  EXISTENCE,  PREVENT  ACCESS  BY  THE  INDIVIDUALS  TO  WHOH 
THEY  PERTAIN,  OR  OTHERWISE  EVADE  THE  REQUIREHENTS  OF  THE  ACT. 

The  "are  retrieved  uy"  criterion  implies  that  the  grouping  of  records 
under  the  control  of  an  agency  is  accessed  by  the  agency  by  use  of  a 
personal  identifier;  not  lerely  that  a  capability  or  potential  for 
retrieval  exists.  For  example,  an  agency  record-keeping  system  on 
firms  it  regulates  say  contain  "records"  (i.e.,  personal  information) 
about  officers  of  the  fin  incident  to  evaluating  the  firm's 
performance.  Even  though  these  are  clearly  "records"  "under  the 
control  of"  an  agency,  they  would  not  be  considered  part  of  a  system 
as  defined  by  the  Act  unless  the  agency  accessed  them  by  reference  to 
a  personal  identifier  (name,  etc.).  That  is,  if  these  hypothetical 
"records"  are  never  retrieved  except  by  reference  to  company 
identifier  or  some  other  nonpersonal  indexing  scheme  (e.g.,  type  of 
firm)  they  are  not  a  part  of  a  system  of  records.  Agencies  will 
necessarily  have  to  make  determinations  on  a  system-by-system  basis. 

Considerable  latitude  is  left  to  the  agency  in  defining  the  scope  or 
grouping  of  records  which  constitute  a  system.  Conceivably  all  the 
"records"  for  a  particular  program  can  be  considered  a  single  system 
or  the  agency  may  consider  it  appropriate  to  segment  a  system  by 
function  or  geographic  unit  and  treat  each  segment  as  a  "system".  The 
implications  of  these  decisions  and  some  limitations  on  them  are 
discussed  in  connection  with  subsection  (e)  (4),  publication  of  the 
annual  notice.  Briefly,  the  two  considerations  which  the  agency 
should  take  into  account  in  its  decisions  are 


its  ability  to  comply  with  the  requirements  of  the  Act  and 
facilitate  the  exercise  of  the  rights  of  individuals;  and 

the  cost  and  convenience  to  the  agency,  but  only  to  the  extent 
consistent  with  the  first  consideration. 


STATISTICAL  RECORD 

Subsection   (a)  (6)   "The  term  'statistical  record'  means  a  record 
in  a  system  of  records  maintained   for   statistical   research   or 
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reporting  purposes  only  and  not  used  in  whole  or  in  part  in 
making  any  determination  about  an  identifiable  individual,  except 
as  provided  by  section  8  of  title  13;" 


A  "statistical  record",  for  purposes  ot  this  Act,  is  a  record  in  a 
system  of  records  that  is  not  used  by  anyone  in  making  any 
determination  about  an  individual.  This  means  that,  for  a  record  to 
qualify  as  a  "statistical  record",  it  must  be  held  in  a  system  which 
is  separated  from  systems  (some  perhaps  containing  the  same 
information)  which  contain  records  that  are  used  in  any  manner  in 
making  decisions  about  the  rights,  benefits,  or  entitlements  of  an 
identifiable  individual.  The  term  "identifiable  individual"  is  used 
to  distinguish  determinations  about  specific  individuals  from 
determinations  about  aggregates  of  individuals  as,  for  example,  census 
data  are  ased  to  apportion  funds  on  the  basis  of  population. 

By  this  definition,  it  appears  that  some  so-called  "research  records" 
which  are  only  used  for  analytic  purposes  qualify  as  "statistical 
records"  under  the  Act  if  they  are  not  used  in  making  determinations. 
A  "determination"  is  defined  as  "any  decision  affecting  the  individual 
which  is  in  whole  or  in  part  based  on  information  contained  in  the 
record  and  which  is  made  by  any  person  or  any  agency."  (House  Report 
93-1416,  p. 15.) 

Host  of  the  records  of  the  Bureau  of  the  Census  are  considered  to  be 
"statistical  records"  even  though,  pursuant  to  section  8  of  title  13, 
United  States  Code,  the  Census  Bureau  is  authorized  to  "furnish 
transcripts  of  census  records  for  genealogical  and  other  proper 
purposes  and  to  make  special  statistical  surveys  from  census  data  for 
a  fee  upon  request."  (House  report  93-1416,  p.  12) 

In  applying  this  definition,  it  might  be  helpful  to  distinguish  three 
types  of  collections  or  groupings  of  information  about  individuals: 
(1)  statistical  compilations  which,  because  they  cannot  be  identified 
with  individuals,  are  not  subject  to  the  Act  at  all;  (2)  "records" 
maintained  solely  for  the  purpose  of  compiling  statistics  -which  are 
the  types  of  records  covered  by  (a)(6);  and  (3)  "records"  on 
individuals  which  are  used  both  to  compile  statistics  and  also  for 
other  purposes,  e.g.  a  criminal  history  record  used  both  to  compile 
individual  statistics  and  to  assist  a  judge  in  making  a  sentencing 
decision  about  the  individual  to  whom  the  record  pertains,  which  is 
not  a  "statistical  record." 

The  term  "statistical  record"  is  used  in  subsection  (k)  (<*) ,  specific 
exemptions. 

ROUTINE    USE 
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Subsection  (a)  (7)  "The  ten  'routine  use'  neans,  with  respect  to 
the  disclosure  of  a  record,  the  use  of  such  record  for  a  purpose 
which  is  compatible  with  the  purpose  for  which  it  was  collected." 


One  of  the  primary  objectives  of  the  Act  is  to  restrict  the  use  of 
information  to  the  purposes  tor  which  it  was  collected.  The  tern 
"routine  use"  was  introduced  to  recognize  the  practical  limitations  of 
restricting  use  of  information  to  explicit  and  expressed  purposes  for 
which  it  was  collected.  It  recognizes  that  there  are  corollary 
purposes  "compatible  with  the  purpose  for  which  [the  information]  was 
collected"  that  are  appropriate  and  necessary  for  the  efficient 
conduct  of  government  and  in  the  best  interest  of  both  the  individual 
and  the  public.  Routine  uses  include  "transfer  of  information  to  the 
Treasury  Department  to  complete  payroll  checks,  the  receipt  of 
information  by  the  Social  Security  Administration  to  complete 
guarterly  posting  of  accounts,  or  other  such  housekeeping  measures  and 
necessarily  freguent  interagency  or  intra-agency  transfers  of 
information."  (Congressional  Record  p.  S21816,  December  17,  197U  and 
p.  H122U4,  December  18,  197U) 

Additional  guidance  on  the  conceptual  basis  for  "routine  uses"  is 
found  in  the  statement  of  Congressman  Noorhead  on  the  House  floor: 


"It  would  be  an  impossible  legislative  task  to  attempt  to  set 
forth  all  of  the  appropriate  uses  of  Pederal  records  about  an 
identifiable  individual.  It  is  not  the  purpose  of  the  bill  to 
restrict  such  ordinary  uses  of  the  information.  Rather  than 
attempting  to  specify  each  proper  use  of  such  records,  the  bill 
gives  each  Pederal  agency  the  authority  to  set  forth  the 
•routine'  purposes  for  which  the  records  are  to  be  used  under  the 
guidance  contained  in  the  committee's  report. 

"In  this  sense  'routine  use'  does  not  encompass  merely  the  common 
and  ordinary  uses  to  which  records  are  put,  but  also  includes  all 
of  the  proper  and  necessary  uses  even  if  any  such  use  occurs 
infreguently.  Por  example,  individual  income  tax  return  records 
are  routinely  used  for  auditing  the  determination  of  the  amount 
of  tax  due  and  for  assistance  in  collection  of  such  tax  by  civil 
proceedings.  They  are  less  often  used,  however,  for  referral  to 
the  Justice  Department  for  possible  criminal  prosecution  in  the 
event  of  possible  fraud  or  tax  evasion,  though  no  one  would  argue 
that  such  referral  is  improper;  thus  the  'routine'  use  of  such 
records  and  subsection  (b)(3)  might  be  appropriately  construed  to 
permit  the  Internal  Revenue  Service  to  list  in  its  regulations 
such  a  referral  as  a  'routine  use.' 

"Again,  if  a  Federal  agency  such  as  the  Housing  and  Urban 
Development  Department  or  the  Small  Business  Administration  were 
to  discover  a  possible  fraudulent  scheme  in  one  of  its  programs 
it  could  'routinely',   as   it   does   today,   refer   the   relevant 
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records   to   the  Department  of  Justice,  or  its  i nvestiqator y  sri 
the  FBI. 


"Mr  Chairman,  the  bill  obviously  is  not  intended  to  prohibit  such 
necessary  exchanges  of  information,  providing  its  rulemaking 
procedures  are  followed.  It  is  intended  to  prohibit  gratuitous, 
ad  hoc,  disseminations  for  private  or  otherwise  irregular 
purposes.  To  this  end  it  would  be  sufficient  if  an  agency 
publishes  as  a  'routine  use'  of  its  information  gathered  in  any 
program  that  an  apparent  violation  of  the  law  will  be  referred  to 
the  appropriate  law  enforcement  authorities  for  investigation  and 
possible  criminal  prosecution,  civil  court  action,  or  regulatory 
order. "   {Congressional  Record,  November  21,  1974.  P.H10962) 

In  discussing  the  final  language  of  the  Act,  Senator  Ervin  and 
Congressman  Noorhead,  in  similar  statements  said  that  "[t]he 
compromise  definition  should  serve  as  a  caution  to  agencies  to  think 
out  in  advance  what  uses  it  will  make  of  information.  This  Act  is  not 
intended  to  impose  undue  burdens  on  the  transfer  of  information  to  the 
Treasury  Department  to  complete  payroll  checks,  the  receipt  of 
information  by  the  Social  Security  Administration  to  complete 
guarterly  posting  of  accounts,  or  other  such  housekeeping  measures  and 
necessarily  frequent  interagency  or  intra-agency  transfers  of 
information.  It  is,  however,  intended  to  discourage  the  unnecessary 
exchange  of  information  to  other  persons  or  to  agencies  who  may  not  be 
as  sensitive  to  the  collecting  agency's  reasons  for  using  and 
interpreting  the  material."  (Congressional .Record,  December  17,  197U, 
p  S21816  and  December  18,.  197u7~p  H12244)  ~~This  implies,  at  least, 
that  a  "routine  use"  must  be  not  only  compatible  with,  but  related  to, 
the  purpose  for  which  the  record  is  maintained;  e.g.,  development  of  a 
sampling   frame  for  an  evaluation  study  or  other  statistical  purposes. 

There  are  certain  "routine  uses"  which  are  applicable  to  a  substantial 
number  of  systems  of  records  but  which  are  only  permissible  if 
properly  established  by  each  agency: 

disclosures  to  a  law  enforcement  agency  when  criminal 
misconduct  is  suspected  in  connection  with  the  administration 
of  a  program;  e.g.,  apparently  falsified  statements  on  a  grant 
application  or- suspected  fraud  on  a  contract. 

disclosures  to  an  investigative  agency  in  the  process  of 
reguesting  that  a  background  or  suitability  investigation  be 
conducted  on  individuals  being  cleared  for  access  to 
classified  information,  employment  on  contracts,  or 
appointment  to  a  position  within  the  agency. 

The   Act  further  limits  the  extent  to  which  disclosures  can  be  made  as 
"routine  uses"  by  requiring  an  agency  to   establish   the   "routine 
uses"   of   information  in  each  system  of  records  which  it  maintains  by 
publishing  a  declaration  of  intent  in  the  Pederal  Register,     thereby 
permitting  public  review  and  comment  (subsection  (e)(11)). 
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Subsection  (b) 
CONDITIONS  QP  DISCLOSURE 


Subsection  (b)  "No  agency  shall  dislose  any  record  which  is 
contained  in  a  systea  of  records  by  any  means  of  communication  to 
any  person,  or  to  another  agency,  except  pursuant  to  a  written 
request  by,  or  with  the  prior  written  consent  of,  the  individual 
to  whom  the  record  pertains,  unless  disclosure  of  the  record 
would  be — " 


This  subsection  provides  that  an  agency  may  not  disclose  any  record 
contained  in  system  of  records,  as  defined  in  subsection  (a)  (5)  above, 
to  any  person  or  to  any  other  agency  unless  the  agency  which  maintains 
the  record  is  requested  to  do  so  by  the  individual  to  whom  the  record 
pertains  or  the  agency  has  obtained  the  written  consent  of  the 
individual  or  the  disclosure  would  fall  within  one  or  more  of  the 
categories  enumerated  in  subsections  (b)  (1)  through  (11),  below.  The 
phrase  "by  any  means  of  communication11  means  any  type  of  disclosure 
(e.g.,  oral  disclosure,  written  disclosure, electronic  or  mechanical 
tranfers  between  computers  of  the  contents  of  a  record) . 

Disclosure,   however,   is   permissive not mandator;   .   An  agency  is 

authorized  to  disclose  a  record  for  any  purpose  enumerated  below  when 
it  deems  that  disclosure  to  be  appropriate  and  consistent  with  the 
letter  and  intent  of  the  Act  and  these  guidelines. 

NOTHING  IN  THE  PRIVACY  ACT  SHOULD  BE  INTERPRETED  TO  AUTHORIZE  OR 
COMPEL  DISCLOSURES  OF  RECORDS,  NOT  OTHERWISE  PERMITTED  OR  REQUIRED,  TO 
ANYONE  OTHER  THAN  THE  INDIVIDUAL  TO  WHOM  A  RECORD  PERTAINS  PURSUANT 
TO  A  REQUEST  BY  THE  INDIVIDUAL  FOR  ACCESS  TO  IT. 

Agencies  shall  not  automatically  disclose  a  record  to  someone  other 
than  the  individual  to  whom  it  pertains  simply  because  such  a 
disclosure  is  permitted  by  this  subsection.  Agencies  shall  continue 
to  abide  by  other  constraints  on  their  authority  to  disclose 
information  to  a  third  party  including,  where  appropriate,  the  likely 
effect  upon  the  individual  of  making  that  disclosure.  Except  as 
prescribed  in  subsection  (d)(1),  (individual  access  to  records)  this 
Act  does  not  require  disclosure  of  a  record  to  anyone  other  than  the 
individual  to  whom  the  record  pertains. 

A  disclosure  may  be  either  the  transfer  of  a  record  or  the  granting  of 
access  to  a  record. 

The  fact  that  an  individual  is  informed  of  the  purposes  for  which 
information  will  be  used  when  information  is  collected  pursuant  to 
subsection  (e)  (3)  does  not  constitute  consent. 
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There  ar3  two  instances  in  which  consent  to  disclose  a  record  might  be 
actively  sought  by  an  agency  (i.e.,  without  waiting  for  the  individual 
to  request  that  a  disclosure  be  mad*»)  . 

Disclosure  would  properly  oe  a  "routine  use"  (b)  (3))  but 
disclosure  is  proposed  to  be  made  before  the  30  day  notice 
period;  e.g.,  the  agency  is  developing  a  sampling  frame  for  an 
evaluation  study  or  a  statistical  program  directly  related  to 
the  purpose  for  which  the  record  was  established. 


Disclosure  is  unrelated  to  the  purpose  for  which  the  record  is 
maintained  but  the  individual  may  wish  to  elect  to  have  his  or 
h^r  record  disclosed;  e.g.,  to  have  information  on  a  Federal 
employment  application  referred  to  State  agencies  or  to  permit 
information  on  such  an  application  to  be  checked  against  other 
Pederal  agency's  records. 

In  either  case,  however,  care  must  be  exercised  to  assure  that  the 
language  of  the  request  is  not  coercive  and  that  any  consequences  of 
refusing  to  consent  are  made  clear.  It  is  particularly  important  that 
the  impression  not  be  created  that  consent  to  disclose  is  a 
prerequisite  to  obtaining  a  benefit  when  it  is  not. 

The  consent  provision  of  this  subsection  was  not  intended  to  permit  a 
blanket  or  open-ended  consent  clause;  i.e.,  one  which  would  permit  the 
agency  to  disclose  a  record  without  limit.  At  a  minimum,  the  consent 
clause  should  state  the  general  purposes  for,  or  types  of  recipients, 
to  which  disclosure  may  be  made. 

A  record  in  a  system  of  records  may  be  disclosed  without  either  a 
reguost  from  or  the  written  consent  of  the  individual  to  whom  the 
record  pertains  only  if  disclosure  ir.  authorized  below. 

DISCLOSURE  WITHIN  THE  AGENCY 


Subsection  (b)  (1)  "To  those  officers  and  employees  of  the  agency 
which  maintains  the  record  who  have  a  need  for  the  record  in  the 
performance  of  their  duties;" 


This  provision  is  based  on  a  "need  to  know"  concept.  See  also 
definition  of  "agency,"  (a)(1).  It  is  recognized  that  agency 
personnel  require  access  to  records  to  discharge  their  duties.  In 
discussing  the  conditions  of  disclosure  provision  generally,  the  House 
Committee  said  that  "it  is  not  the  Committee's  intent  to  impede  the 
orderly  conduct  of  government  or  delay  services  performed  in  the 
interests  of  the  individual.  Jnder  the  conditional  disclosure 
provisions  of  the  bill,  'routine'  transfers  will  be  permitted  without 
the  necessity  of  prior  written  consent.  A  'non-routine'  transfer  is 
generally  one  in  which  the  personal  information  on  an  individual  is 
used  for  a  purpose  other  than  originally  intended."  (House  Report  93- 
1416,  p.  12) . 
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This  discussion  suggests  that  some  constraints  on  the  transfer  of 
records  within  the  agency  were  intended  irrespective  of  the  definition 
of  agency.  Minimally,  tae  recipient  officer  or  employee  must  have  an 
official  "need  to  (enow,"  The  language  would  also  seem  to  imply  that 
the  use  should  be  generally  related  to  the  purpose  for  which  the 
record  is  maintained. 

Movement  cf  records  between  personnel  of  different  agencies  may  in 
some  instances  be  viewed  as  intra-ageiicy  disclosures  if  that  movement 
is  in  connection  with  an  mter-agency  support  agreement.  For  example, 
the  payroll  records  compiled  by  Agency  A  to  support  Agency  B  in  a 
cross-  service  arrangement  are,  arguably,  being  maintained  by  Agency  A 
as  if  it  were  an  employee  of  Agency  B.  While  such  transfers  would 
meet  the  criteria  both  for  intra-agency  disclosure  and  "routine  use," 
they  should  be  treated  as  intra-agency  disclosures  for  purposes  cf  the 
accounting  requirements  (e) (1).  In  this  case,  however,  Agency  B  would 
remain  responsible  and  liable  for  the  maintenance  of  such  records  in 
conformance  with  the  Act. 

It  should  be  noted  that  the  conditions  of  disclosure  language  makes  no 
specific  provision  for  disclosures  expressly  required  by  law  other 
than  5  U.S.C.  552.  Such  disclosures,  which  are  in  effect 
congressionally-mandated  "routine  uses,"  should  still  be  established 
as  "routine  uses"  pursuant  to  subsection  (e) (11)  and  (e)  (4) (D) .  This 
is  not  to  suggest  that  a  "routine  use"  must  be  specifically  prescribed 
in  law. 

DISCLOSURE  TO  THE  PUBLIC 


Subsection  (b)(2)  "Required  under  section  552  of  this  title;" 

Subsection  (b)  (2)  is  intended  "to  preserve  the  status  quo  as 
interpreted  by  the  courts  regarding  the  disclosure  of  personal 
information"  to  the  public  under  the  Preedom  of  Information  Act  ( 
Congressional  Record  p.  S21817,  December  17,  1974  and  p.  H12244, 
December  18,  1974).  It  absolves  the  agency  of  any  obligation  to 
obtain  the  consent  of  an  individual  before  disclosing  a  record  about 
him  or  her  to  a  member  of  the  public  to  whom  the  agency  is  required  to 
disclose  such  information  under  the  Freedom  of  Information  Act  and 
permits  an  agency  to  withhold  a  record  about  an  individual  from  a 
member  of  the  public  only  to  the  extent  that  it  is  permitted  to  do  so 
under  the  exemptions  to  the  FOIA  (5. U.S.C.  552  (b) ) .  Given  the  use  of 
the  term  "required",  agencies  may  not  voluntarily  make  public  any 
record  which  they  are  not  required  to  release  (i.e.,  those  that  they 
are  permitted  to  withhold)  without  the  consent  of  the  individual 
unless  that  disclosure  is  permitted  under  one  of  the  other  portions  of 
this  subsection. 

Records  which  have  traditionally  been  considered  to  be  in  the  public 
domain  and  are  required  to  be  disclosed  to  the  public,  such  as  many  of 
the  final  orders  and  opinions  of  quasi- judicial  agencies,  press 
releases,  etc.  may  be  released  under  this  provision  without  waiting 
for  a  specific  Freedom  of  Information  Act  request.  Por  example, 
opinions  of  quasi- judicial  agencies  may  be  sent   to   counsel   for   the 
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parties  and  to  legal  reporting  services,  and  press  releases  may  be 
issued  by  agencies  dpaling  with  public  record  latters  such  as  suits 
commenced  or  agency  proceedings  initiated.  Records  which  the  agency 
would  elect  to  disclose  to  the  public  but  which  are  cot  reguired  to  be 
disclosed  (i.e.,  they  are  permitted  to  be  withheld  under  the  POIA)  nay 
only  be  release!  to  the  public  under  the  "routine  use"  provision 
(subsection  (b)  (3)).  Note,  however,  that  an  agency  lay  not  rely  on 
any  provision  of  the  Freedom  of  Information  Act  as  a  basis  for 
refusing  access  to  a  record  to  the  individual  to  whoa  it  pertains, 
unless  such  refusal  of  access  is  authorized  by  an  exemption  within  the 
Privacy  Act.   See  subsections  (d)  (1)  and  (g)  below. 


DISCLOSURE  POR  A  ^ROUTINE  USE" 


Subsection  (b)  (3)  "for  a  routine  use  as  defined  in  subsection 
(a)  (7)  of  this  section  and  described  under  subsection  (e)  (4)  (D) 
of  this  section;" 


Records  nay  be  disclosed  without  the  prior  consent  of  the  individual 
for  a  "routine  use",  as  defined  above,  if  that  "routine  use"  has  been 
established  and  described  in  the  public  notice  about  the  system 
published  pursuant  to  subsections  (a)  (4)  (D) ,  and  (e)(11)  below. 

DISCLOSURE  TO  THE  BUREAU  OF  THE  CENSUS 

Subsection  (b)  (U)  "To  the  Bureau  of  the  Census  for  purposes  of 
planning  or  carrying  out  a  census  or  survey  or  related  activity 
pursuant  to  the  provisions  of  title  13;" 

Agencies  may  disclose  records  to  the  Census  Bureau  in  individually 
identifiable  form  for  use  by  the  Census  Bureau  pursuant  to  the 
provisions  of  Title  13.  (Title  13  not  only  limits  the  uses  which  may 
be  made  of  these  records  but  also  makes  them  immune  from  compulsory 
disclosure) . 

DISCLOSURE  FOB  STATISTICAL  RESEARCH  AND  REPORTING 


Subsection  (b)  (5)  "To  a  recipient  who  has  provided  the  agency 
with  advance  adeguate  written  assurance  that  the  record  will  be 
used  solely  as  a  statistical  research  or  reporting  record,  and 
the  record  is  to  be  transferred  in  a  form  that  is  not 
individually  identifiable;" 
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Agencies  may  disclose  records  for  statistical  purposes  under  limited 
conditions.  The  use  of  the  phrase  "in  a  form  that  is  not  individually 
identifiable"  means  not  only  that  the  information  disclosed  or 
transferred  must  be  stripped  of  individual  identifiers  but  also  that 
the  identity  of  the  individual  can  not  reasonably  bo  deduced  by  anyone 
from  tabulations  or  other  presentations  of  the  information  (i.e.,  the 
identity  of  the  individual  can  not  be  determined  or  deduced  by 
combining  various  statistical  records  or  by  reference  to  public 
records  or  other  available  sources  of  information.)  See  also  the 
discussion  of  "statistical  record"  ((a)  (6)),  above. 

Records,  whether  or  not  statistical  records  as  defined  in  (a)  (6) f 
above,  may  be  disclosed  for  statistical  research  or  reporting 
purposes  only  after  the  agency  whicn  maintains  the  record  has  received 
and  evaluated   i  written  statement  which: 

states  the  purpose  for  reguesting  the  records;  and 

certifies   that  they  will  only  be  used  as  statistical  records. 

Such  written  statements  will  be  made  part  of  the  agency's  accounting 
of  disclosures  under  subsection  (c)(1). 

Fundamentally,  agencies  disclosing  records  under  this  provision  are 
reguired  to  assure  that  information  disclosed  for  use  as  a  statistical 
research  or  reporting  record  cannot  reasonably  be  used  in  any  way  to 
make  determinations  about  individuals.  One  may  infer  from  the 
legislative  history  atid  other  portions  of  the  Act  that  an  objective  of 
this  provision  is  to  reduce  the  possibility  of  matching  and  analysis 
of  statistical  records  with  other  records  to  reconstruct  individually 
identifiable  records.  An  accounting  of  disclosures  is  not  required 
when  agencies  publish  aggregate  data  so  long  as  no  individual  member 
of  the  population  covered  can  be  identified;  for  example,  statistics 
on  employee  turnover  rates,  sick  leave  usage  rates. 

Viewed  frcm  the  perspective  of  the  recipient  agencies,  material  thus 
transferred  would  not  constitute  records  for  its  purposes. 

DISCLOSURE  TO  THE  NATIONAL  ARCHIVES 


Subsection  (b)  (6)  "To  the  National  Archives  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by  the  United  States 
Government,  or  for  evaluation  by  the  Administrator  of  General 
Services  or  his  designee  to  determine  whether  the  record  has  such 
value. " 


Agencies  may  disclose  records  to  the  National  Archives  of  the  United 
States  pursuant  to  Section  2103  of  Title  4U  of  the  United  States  Code 
which  provides  for  the  preservation  of  records  "of  historical  or  other 
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value".  This  subsection  ((b)  (6))  allows  not  only  the  transfer  of 
records  for  preservation  but  also  the  disclosure  of  records  to  th" 
Archivist  to  perait  *  determination  as  to  whether  preservation  under 
Title  UU  is  warranted.  See  subsections  (1)  (2)  and  (1)  (3)  for  a 
discussion  of  constraints  on  the  maintenance  of  records  by  the 
Archives. 

Records  whxch  are  transferred  to  Federal  Records  Centers  for 
safekeeping  or  storage  do  not  fall  within  this  category.  Such 
transfers  are  not  considered  to  be  disclosures  within  the  terns  of 
this  Act  since  the  records  remain  under  the  control  of  the 
transferring  agency.  Federal  Records  Center  personnel  are  acting  on 
behalf  of  the  agency  which  controls  the  records.  See  subsection 
(1)  (1) ,  below. 

DISCLOSURE  FOR  LAW  ENFORCEMENT  PURPOSES 


Subsection  (b)  (7)  "To  another  agency  or  to  an  instrumentality  of 
any  governmental  jurisdiction  within  or  under  the  control  of  the 
United  states  for  a  civil  or  criminal  law  enforcement  activity  if 
the  activity  is  authorized  by  law,  and  if  the  head  of  the  agency 
or  instrumentality  has  made  a  written  reguest  to  the  agency  which 
maintains  the  record  specifying  the  particular  portion  desired 
and  the  law  enforcement  activity  for  which  the  record  is  sought;" 


An  agency  may,  upon  receipt  of  a  written  request,  disclose  a  record  to 
another  agency  or  unit  of  State  or  local  government  for  a  civil  or 
criminal  law  enforcement  activity.   The  request  must  specify 


the    law    enforcement    purpose   for   which   the   record   is 
requested;  and 

the  particular  record  requested. 


Blanket  requests  for  all  records  pertaining  to  an  individual  are  not 
permitted.  Agencies  or  other  entities  seeking  disclosure  may,  of 
course,  seek  a  court  order  as  a  basis  for  disclosure.  See  subsection 
(b)  (11). 

A  record  may  also  be  disclosed  to  a  law  enforcement  agency  at  the 
initiative  of  the  agency  which  maintains  the  record  when  a  violation 
of  law  is  suspected;  provided,  that  such  disclosure  has  been 
established  in  advance  as  a  "routine  use"  and  that  misconduct  is 
related  to  the  purposes  for  which  the  records  are  maintained.  Por 
example,  certain  loan  or  employment  application  information  may  be 
obtained  with  the  understanding  that  individuals  who  knowingly  and 
willfully  provide  inaccurate  or  erroneous  information  will  be   subject 
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to  criminal  prosecution.  This  usage  was  explicitly  addressed  by 
Congressman  Moorhead  in  explaining  the  House  bill,  on  the  floor  of  the 
House: 


"It  should  be  noted  that  the  'routine  use'  exception  is  in 
addition  to  the  exception  provided  for  dissemination  for  law 
enforcement  activity  under  subsection  (b)  (7)  of  the  bill. 
Thus  a  requested  record  may  be  disseminated  under  either  the 
•routine  use*  exception,  the  'law  enforcement'  exception,  or 
both  sections,  depending  on  the  circumstances  of  the  case." 
(Congressional  Record  November  21,  197U,  p.Hl0962.) 


In   that  same  discussion,  additional  guidance  was  provided  on  the  term 
"head  of  the  agency"  as  that  term  is  used  in  this  subsection  ((b)): 


"The  words  'head  of  the  agency'  deserve  elaboration.  The 
committee  recognizes  that  the  heads  of  Government  departments 
cannot  be  expected  to  personally  request  each  of  the  thousands 
of  records  which  may  properly  be  disseminated  under  this 
subsection.  If  that  were  required,  such  officials  could  not 
perform  their  other  duties,  and  in  many  cases,  they  could  not 
even  perform  record  requesting  duties  alone.  Such  duties  may 
be  delegated,  like  other  duties,  to  other  officials,  when 
absolutely  necessary  but  never  below  a  section  chief,  and  this 
is  what  is  contemplated  by  subsection  (b)  (7)  .  The  Attorney 
General,  for  example,  will  have  the  power  to  delegate  the 
authority  to  request  the  thousands  of  records  which  may  be 
required  for  the  operation  of  the  Justice  Department  under 
this  section. " 


It   should   be   noted  that  this  usage  is  somewhat  at  variance  with  the 

use  of  the  term  "agency  head"  in  subsections  ( j) ,  and  (fc)  ,   rules  and 

exemptions,  where  delegations  to  this  extent  are  neither  necessary  nor 
appropriate. 

This  subsection  permits  disclosures  for  law  enforcement  purposes  only 
to  governmental  agencies  "within  or  under  the  control  of  the  Onited 
States."  Disclosures  to  foreign  (as  well  as  to  state  and  local)  law 
enforcement  agencies  may,  when  appropiate,  be  established  as  "routine 
uses. " 


Records  in  law  enforcement  systems  may  also  be  disclosed  for  law 
enforcement  purposes  when  that  disclosure  has  properly  been 
established  as  a  "routine  use";  e.g.,  statutorily  authorized  responses 
to  properly  made  queries  to  the  National  Driver  Register;  transfer   by 
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a  law  enforcement  agency  of  protective  intelligence  information  to  the 
Secret  Service. 


DISCLOSURE  UNDER  EMERGENCY,  CIRCUMSTANCES 


Subsection  (b)  (8)  '•To  a  person  pursuant  to  a  showing  of 
compelling  circumstances  affecting  the  health  or  safety  of  an 
individual  if  upon  such  disclosure  notification  is  transmitted  to 
the  last  known  address  of  .such  individual;" 


Agencies  may  disclose  records  when,  for  example,  the  time  required  to 
obtain  the  consent  of  the  individual  to  whom  the  record  pertains  might 
result  in  a  delay  which  could  impair  the  health  or  safety  of  an 
individual;  as  in  the  release  of  medical  records  on  a  patient 
undergoing  emergency  treatment.  The  individual  pertaining  to  whom 
records  are  disclosed  need  not  necessarily  be  the  individual  whose 
health  or  safety  is  at  peril;  e.g.,  release  of  dental  records  on 
several  individuals  in  order  to  identify  an  individual  who  was  injured 
in  an  accident. 

DISCLOSUBE  TO  THE  CONGRESS 


Subsection  (b)  (9)  "To  either  House  of  Congress,  or,  to  the  extent 
of  matter  within  its  jurisdiction,  any  committee  or  subcommittee 
thereof,  any  joint  committee  of  Congress  or  subcommittee  of  any 
such  joint  committee;" 


This  language  does  not  authorize  the  disclosure  of  a  record  to  members 
of  Congress  acting  in  their  individual  capacities  without  the  consent 
of  the  individual. 

DISCLOSURE  TO  THE  GENERAL  ACCOUNTING  OFFICE 


Subsection  (b) (10)  "To  the  Comptroller  General,  or  any  of  his 
authorized  representatives,  in  the  course  of  the  performance  of 
the  duties  of  the  General  Accounting  Office;" 

DISCLOSURE  PURSUANT  TO  COURT  OBDER 

Subsection  (b)(11)  "Pursuant  to  the  order  of  a  court  of  competent 
jurisidiction. " 
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Subsection  (c) 

ACCOUNTING  OP  CERTAIN  DISCLOSURES 

Subsection  (c)  "Each  agency,  with  respect  to  each  system  of 
record  under  its  control,  shall--" 

gHgN. ACCOUNTING  IS  REQUIRED 

Subsection  (c)  (1)  "Except  for  disclosures  made  under  subsections 
(b)  (1)  or  (b)  (2)  of  this  section,  keep  an  accurate  accounting 
of— 

"  (A)  The  date,  nature,  and  purpose  of  each  disclosure  of  a  record 
to  any  person  or  to  another  agency  made  under  subsection  (b)  of 
this   section;  and 

"  (B)  The  name  and  address  of  the  person  or  agency  to  whom  the 
disclosure  is  made;" 

An  accounting  is  required 

for  disclosures  outside  the  agency  even  when  such  disclosure 
is  at  the  request  of  the  individual  with  the  written  consent 
or  at  the  request  of  the  individual; 

for  disclosures  for  routine  uses  (see  (b) (3)); 

for  disclosures  to  the  Bureau  of  the  Census  (see  (b)  (<*)); 

for  disclosures  to  a  person  or  another  agency  for  statistical 
research  or  reporting  purposes  (see  (b)(5)); 

for  disclosures  to  the  Archives  (see  (b)(6)); 

for  disclosures  for  a  law  enforcement  activity  consistent  with 
the   provisions  of  subsection  (see  (b)  (7) )  ; 

for  disclosures  upon  a  showing  of  "compelling  circumstances" 
(see    (b)(8)); 

for  disclosures  to  tne  Congress  or  the  Comptroller  General 
(see  (b)  (9)  and  (10)  )  ;  or 

for  disclosures  pursuant  to  a  court  order  (see  (b)  (11)). 

An  accounting  of  disclosures  is  not  required 

for  disclosures  to  employees  of  the  agency  maintaining  the 
record  who  have  a  need  to  have  access  in  the  performance  of 
their  official  duties  for  the  agency.  (Agencies  are  required 
to  establish  safeguards,  pursuant  to  subsection  (e)(10),  to 
assure  that  individuals  who  do  not  have  a  "need  to  know"  will 
not  have  access.)  (see  (b)(1));  or 

28 


1042 


PRIVACY  ACT  GUIDELINES  -  July  1,  1175 


for   disclosures   to   leibecs   ot   the   public   which  would  be 
required  under  the  Freedom  of  Information  Act  (see  (d) (2)). 


(Note  that  tne  accounting  requirement  is  not  one  fron  which  an  agency 
■  ay  seek  an  exemption  under  subsections  ( j)  and  (<)). 

"The  ten  'accounting  rather  than  'record,'  [was  used]  to  indicate 
that  an  agency  need  not  Bake  a  notation  on  a  single  document  of  every 
disclosure  of  a  particular  record.  The  agency  aay  use  any  systea  it 
desires  for  keeping  notations  of  disclosures,  provided  that  it  can 
construct  froa  its  systea  a  docuaent  listing  of  all  disclosures." 
(House  Report  93-1416,  p.  la) .  For  exaaple,  if  a  list  of  naaes  and 
other  pertinent  data  necessary  to  issue  payroll  or  benefit  checks  is 
transferred  to  a  disbursing  office  outside  the  agency,  the  agency 
transferring  the  record  need  not  maintain  a  separate  record  of  such 
transfer  in  each  individual  record  provided  that  it  can  construct  the 
reguired  accounting  information  when  reguested  by  the  individual 
(subsection  (c)(3))  or  when  necessary  to  infora  previous  recipients  of 
any  corrected  or  disputed  information  (subsection  (c)  (4) )  .  The 
accounting  should  also  provide  a  cross-reference  to  the  basis  upon 
which  the  release  was  made  including  any  written  documentation  as  is 
required  in  the  case  of  the  release  of  records  for  statistical  or 
law  enforcement  purposes. 

In  some  instances,  (e.g.,  investigation  or  prosecution  of  suspected 
criminal  activity)  a  disclosure  may  consist  ot  a  continuing  dialogue 
between  two  agencies  over  a  period  of  weeks  or  months.  In  such  a 
situation,  it  may  be  appropriate  to  make  a  general  notation  that,  as 
of  a  specified  date,  such  contact  was  initiated  and  will  be  maintained 
until  the  conclusion  of  the  case. 

While  the  accounting  of  disclosures,  when  maintained  apart  from  the 
record,  might  be  considered  a  systea  of  records  under  the  Act,  this 
could  lead  to  the  situation  of  having  to  maintain  an  accounting  of 
disclosures  from  the  original  accounting  and  having  to  maintain  that 
second  accounting  for  five  years,  etc.  Note  that  subsection  (c)  (3) 
gives  an  individual  a  right  of  access  to  the  accounting  which  would 
not  have  been  necessary  if  the  accounting  were  considered  a  separate 
system  of  record.  Therefore,  it  would  seem  that  the  intent  was  to 
view  the  accounting  of  disclosures  as  other  than  a  system  of  records 
and  to  conclude  that  an  accounting  need  not  be  maintained  for 
disclosures  from  the  accounting  of  disclosures. 

RETAILING  THE  ACCOUNTING  OF  DISCLOSURES 


Subsection  (c)  (2)  "Retain  the  accounting  made  under  paragraph  (1) 
of  this  subsection  for  at  least  five  years  or  the  life  of  the 
record,  whichever  is  longer,  after  the  disclosure  for  which  the 
accounting  is  made;" 
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The  purposes  of  the  accounting  are  (1)  to  allow  individuals  to  learn 
to  whom  records  about  themselves  have  been  disclosed  (subsection 
(c)  (3));  (2)  to  provide  a  basis  for  subsequently  advising  recipients 
of  records  of  any  corrected  or  disputed  records  (subsection  (c)  (4)); 
and  (3)  to  provide  an  audit  trail  for  subsequent  reviews  of  agency 
compliance  with  subsection  (b)  (conditions  of  disclosure).  As 
discussed  above,  with  respect  to  maintaining  the  accounting,  the 
accounting  need  not  be  retained  on  a  record  by  record  basis  as  long  as 
the  procedures  adopted  by  the  agency  permit  it  to  satisfy  these 
objectives.  While  the  accounting  is  required  to  be  maintained  for  at 
least  five  years,  nothing  in  the  Act  requires  the  retention  of  the 
record  itself  where  the  record  could  otherwise  lawfully  be  disposed  of 
sooner. 

The  accounting  is  required  to  be  retained  for  five  years  from  the  date 
of  the  disclosure  unless  the  record  is  retained  longer.  Record 
retention  standards  remain  as  prescribed  in  applicable  law  and  GSA 
regulations. 

MAKING  THE  ACCOUNTING  OF  DISCLOSURES  AVAILABLE  TO  THE  INDIVIDUAL 


Subsection  (c)  (3)  ••Except  for  disclosures  made  under  subsection 
(b)  (7)  of  this  section,  make  the  accounting  made  under  paragraph 
(1)  of  this  subsection  available  to  the  individual  named  in  the 
record  at  his  request;H 


Upon  request  of  the  individual  to  whom  the  record  pertains  an  agency 
must  make  available  to  that  individual  all  information  in  its 
accounting  of  disclosures  except  those  pertaining  to  disclosures  to 
another  agency  or  government  instrumentality  for  law  enforcement 
purposes  pursuant  to  subsection  (b) (7)  unless  the  system  has  been 
exempted  from  this  provision  pursuant  to  subsections  (j)  or  (k)  . 
Agencies  may  wish  to  maintain  the  accounting  of  disclosure  in  such  a 
manner  that  notations  of  disclosures  pursuant  to  (b)  (7)  are  readily 
segregable  in  order  to  facilitate  timely  release  of  the  disclosure 
accounting  when  requested  by  the  individual.  Since  the  accounting 
will  often  not  be  maintained  in  a  form  which  is  readily  comprehensible 
to  the  individual,  the  process  of  "making  the  accounting  available" 
may  entail  some  transformation  of  the  accounting  by  the  agency  so  as 
to  make  it  intelligible  to  the  individual.  This  may  require  the 
agency  to  compile,  from  the  accounting,  a  list  of  those  to  whom  the 
record  was  disclosed. 


INFORMING. PRIOR  RECIPIENTS  OF  CORRECTED  OR  DISPUTED  RECORDS 

Subsection  (c)  (U)  "Inform  any  person  or  other  agency  about  any 
correction  or  notation  of  dispute  made  by  the  agency  in 
accordance  with  subsection  (d)  of  this  section  of  any  record  that 
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has  been  disclosel  to  the  person  or  aqency  if   an   accounting   of 
the  lisclosure  was  jade." 


When  a  record  is  corrected  at  the  request  of  an  individual  acting  in 
accordance  with  subsection  (d) (2)  or  a  statement  of  dispute  is  filed 
ds  provided  in  subsection  (d)  (3),  the  aqency  maintaining  the  record 
shall  notify  each  agency  or  person  to  which  the  record  has  been 
lisclosei  of  the  exact  nature  of  the  correction  or  that  a  notation  of 
dispute  has  been  made.  If  the  recipient  was  another  agency,  that 
agency  is  required,  in  turn, to  notify  those  to  whom  it  disclosed  the 
record. 

This  requirement  does  not  apply  to  disclosures  to  personnel  within  the 
agency  with  a  "need  to  Know"  or  to  the  public  under  the  Freedom  of 
Information  Act  (subsections  (b) (1)  and  (2))  or  to  disclosures  made 
prior  to  September  27,  1975  for  which  no  accounting  was  made.  (Note 
that  the  language  in  suDsection  (c)  (4)  differs  from  the  corresponding 
language  in  H.R.  16373  so  that  the  House  report  discussion  of  this 
provision  is  no  longer  applicable) . 

Given  the  definition  of  "record"  (a  record  may  be  construed  to  be  a 
part  of  another  record)  and  tne  language  of  subsection  (d)  (4)  ,  below, 
it  would  appear  that  the  notification  of  correction  or  of  the  tiling 
of  a  statement  of  disagreement  is  required  only  to  the  extent  that  the 
correction  or  disaqreeraent  pertains  to  the  information  actually 
disclosed;  i.e.,  recipients  of  a  portion  of  a  record  other  than  the 
portion  which  is  subsequently  corrected  or  disputed  need  not  be 
informed.  Where  there  is  any  doubt  as  to  whether  the  corrected 
information  was  included  in  or  iniqht  be  relevant  to  a  previous 
disclosure,  aqencies  should  notify  the  recipients  in  question. 

The  lanquaqe  of  this  suDsection  explicitly  requires  only  that  prior 
recipients  be  notified  of  corrections  made  pursuant  to  a  request  to 
amend  a  record  by  an  individual  and  does  not  address  records  corrected 
for  other  reasons;  e.g.,  agency  staff  detects  erroneous  data  or  a 
third  party  source  provides  corrected  information.  Nevertheless, 
agencies  are  encouraged  to  provide  corrected  information  to  previous 
recipients,  irrespective  of  the  means  by  which  the  correction  was  made 
whenever  it  is  deemed  feasible  to  do  so  if  information  included  in  a 
previous  disclosure  was  changed  particulary  when  the  agency  is  aware 
that  the  correction  is  relevant  to  the  recipient's  uses  irrespective 
of  the  means  by  which  the  correction  is  made. 
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Subsection  (d) 
ACCESS  TO  RECORDS 


Subsection   (d)   "Sach   agency   that  maintains  a  system  of  record 
shall—" 

INDIVIDUAL  ACCESS  TO  RECORDS 


Subsection  (d)  (1)  "Upon  request  by  an  individual  to  gain  access 
to  his  record  or  to  any  information  pertaining  to  him  which  is 
contained  in  the  system,  permit  him  and  upon  his  request,  a 
person  of  his  own  choosing  to  accompany  him,  to  review  the  record 
and  have  a  copy  made  of  all  or  any  portion  tnereof  in  a  form 
comprehensible  to  him,  except  that  the  agency  may  require  the 
individual  to  furnish  a  written  statement  authorizing  discussion 
of  that  individual's  record  in  the  accompanying  person's 
presence;" 


An  agency  must,  upon  request;  (1)  inform  an  individual  whether  a 
system  of  records  contains  a  records  or  records  pertaining  to  him,  (2) 
permit  an  individual  to  review  any  record  pertaining  to  him  which  is 
contained  in  a  system  of  records,  (3)  permit  the  individual  to  be 
accompanied  for  the  purpose  by  a  person  of  his  choosing,  and  (4) permit 
the  individual  to  obtain  a  copy  of  any  such  record  in  a  form 
comprehensible  to  him  at  a  reasonable  cost.  This  provision  it  should 
be  noted,  gives  an  individual  the  right  of  access  only  to  records 
which  are  contained  in  an  system  of  records.   See  (a)  (5) ,  above. 

This  language  further  suggests  that  the  Congress  did  not  intend  to 
require  that  an  individual  be  given  access  to  information  which  the 
agency  does  not  retrieve  by  reference  to  his  or  her  name  or  some  other 
identifying  particular.  See  subsection  (a) (5).  If  an  individual  is 
named  in  a  record  about  someone  else  (or  some  other  type  of  entity) 
and  the  agency  only  retrieves  the  portion  pertaining  to  him  by 
reference  to  the  other  person's  name  (or  some  organization/subject 
identifier),  the  agency  is  not  required  to  qrant  him  access.  Indeed, 
if  this  were  not  the  case,  it  would  be  necessary  to  establish 
elaborate  cross-references  among  records,  thereby  increasing  the 
potential  for  privacy  abuses.  The  following  examples  illustrate  some 
applications  of  this  standard. 

1.  A  record  on  Joan  Doe  as  an  employee  in  a  file  of  employees  from 
which  material  is  accessed  by  reference  to  her  name  (or  some 
identifying  number).  This  is  the  simplest  case  of  a  record  in  a  system 
of  records  and  Joan  Doe  would  have  a  right  of  access. 

2.  A  reference  to  Joan  Doe  in  a  record  about  James  Smith  in  the  same 
file.  This  is  also  a  record  within  a  system  but   Joan   Doe   would   not 
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hare  to  be  granted  access  unless  the  agency  had  devised  and  used  an 
indexing  capability  to  gain  access  to  her  record  in  Jaits  Smith's 
file. 

3.  A  record  about  Joan  Coe  in  a  contract  source  evaluation  file  about 
her  eapioyer,  Corporation  X,  which  is  not  accessed  by  reference  to 
individuals'  r.aaes,  or  other  indentifying  particulars.  This  is  a 
record  which  is  not  in  a  systea  of  records  and,  therefore,  Joan  Doe 
would  not  have  a  right  of  access  to  it.  If,  as  in  2,  above,  an 
indexing  capability  were  developed  and  used,  however,  such  a  systea 
would  become  a  systea  of  records  to  which  Joan  Doe  would  have  a  right 
of  access. 


Agencies  Bay  establish  fees  for  Baking  copies  of  an  individual's 
record  but  not  tor  the  cost  of  searching  for  a  record  or  reviewing  it 
(subsection  (f)  (5)).  When  the  agency  Bakes  a  copy  of  a  record  as  a 
necessary  part  of  its  process  of  Baking  the  record  available  for 
review  (as  distinguished  froi  responding  to  a  request  by  an  individual 
for  a  copy  of  a  record) ,  no  fee  may  be  charged.  It  should  be  noted 
that  this  prevision  differs  froa  the  access  and  fees  provisions  of  the 
Preedoa  of  Inforaation  Act. 

The__grant inq  of  access  aay  not  be  conditioned  upon  any  requirement  to 
stateareason,  or  otherwise  justify  the  need  to  gain  access. 

Agencies  shall  establish  reguireaents  to  verify  the  identity  of  the 
requestor.  Such  reguireaents  shall  be  kept  to  a  ainiaua.  They  shall 
only  be  established  when  necessary  reasonably  to  assure  that  an 
individual  is  not  iaproperly  granted  access  to  records  pertaining  to 
another  individual  and  shall  not  unduly  impede  the  individual's  right 
of  access.  Procedures  for  verifying  identity  will  vary  depending  upon 
the  nature  of  the  records  to  which  access  is  sought.  Por  exaaple,  no 
verification  of  identity  will  be  required  of  individuals  seeking 
access  to  records  which  are  otherwise  available  to  any  aeaber  of  the 
public  under  5  U.S.C.  552,  the  Preedoa  of  Information  Act.  However, 
far  more  stringent  measures  should  be  utilized  when  the  records  sought 
to  be  accessed  are  medical  or  other  sensitive  records. 


Por  individuals  who  seek  access  in  person,  reguireaents  for 
verification  of  identity  should  be  liaited  to  inforaation  or  docuaents 
which  an  individual  is  likely  to  have  readily  available  (e.g.,  a 
driver's  license,  employee  identification  card,  Medicare  card). 
However,  if  the  individual  can  provide  no  other  suitable 
docuaentation,  the  agency  should  request  a  signed  stateaent  froa  the 
individual  asserting  his  or  her  identity  and  stipulating  that  the 
individual  undorstands  that  knowingly  or  willfully  seeking  or 
obtaining  access  to  records  about  another  individual  under  false 
pretenses  is  punishable  by  a  fine  of  up  to  $5,000.  (Subsection 
(i)  (3)). 

For  systeas  to  which  access  is  granted  by  aail  (by  virtue  of  their 
location)  verification  of  identity  aay  consist   of   the   providing   of 
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certain  ainimum  identifying  data;  e.g.,  name,  date  of  birth,  or  system 
personal  identifier  (if  known  to  the  individual).  Where  the 
sensitivity  of  the  data  warrants  it;  (i.e.,  unauthorized  access  could 
cause  harm  or  embarrassment  to  the  individual) ,  a  signed  notarized 
statement  may  De  required  or  other  reasonable  means  of  verifying 
identity  which  the  agency  may  determine  to  be  necessary,  depending  on 
the  degree  of  sensitivity  of  the  data  involved. 

Notg_that_sectiop_7  of  the. Act , forbids  an  agency  to  deny  an  individual 

any  right  lincluding _accgss_to  a  record)  for  refusing to  disclose a 

Social Sec.uritj Number unless disclosure   is   required   by  Federal 

statute  or,  by.MOth,er_lawg_or_regulations  adopted  prior to   January   1, 

Agencies  are  also  nermitted  to  require  that  an  individual  who  wishes 
to  be  accompanied  by  another  person  when  reviewing  a  record  furnish  a 
written  statement  authorizing  discussion  of  his  or  her  record  in  the 
presence  of  the  accompanying  person.  This  provision  may  not  be  used 
to  require  that  individuals  who  request  access  and  wish  to  authorize 
other  persons  to  accompany  them  provide  any  reasons  for  the  access  or 
for  the  accompanying  person's  presence.  It  is  designed  to  avoid 
disputes  over  whether  the  individual  granted  permission  for  disclosure 
of  information  to  the  accompanying  person. 

Agency  procedures  for  complying  with  the  individual  access  provisions 
will  necessarily  vary  depending  upon  the  size  and  nature  of  the  system 
of  records.  Large  computer-based  systems  of  records  clearly  require  a 
different  approach  than  do  small,  regionally  dispersed,  manually 
maintained  systems.  Nevertheless  the  basic  requirements  are  constant, 
namely  the  right  of  the  individual  to  have  access  to  a  record 
pertaining  to  him  and  to  have  a  copy  made  of  all  or  any  portion  of 
such  records  in  a  form  which  is  comprehensible  to  him.  Putting 
information  into  a  comprehensible  form  suggests  converting  computer 
codes  to  their  literal  meaning  but  not  necessarily  an  extensive 
tutorial  in  the  agency's  procedures  in  which  the  record  is  used. 

Neither  the  requirements  to  grant  access  nor  to  provide  copies 
necessarily  require  that  the  physical  record  itself  be  made  available. 
The  form  in  which  the  record  is  kept  (e.g.,  on  magnetic  tape)  or  the 
context  of  the  record  (e.g.,  access  to  a  document  may  disclose  records 
about  other  individuals  which  are  not  relevant  to  the  request)  may 
require  that  a  record  be  extracted  or  translated  in  some  manner;  e.g., 
to  expunge  the  identity  ot  a  confidential  source.  Whenever  possible, 
however,  the  requested  record  should  be  made  available  in  the  form  in 
which  it  is  maintained  oy  the  agency  and  the  extraction  or  translation 
process  may  not  be  used  to  withhold  information  in  a  record  about  the 
individual  who  requests  it  unless  the  denial  of  access  is  specifically 
provided  for  under  rules  issued  pursuant  to  one  of  the  exemption 
provisions  (subsections  (j)  and  (k) ) . 

Subsection  (f)(3)  provides  that  agencies  may  establish  "a  special 
procedure,  if  deemed  necessary,"  for  the  disclosure  to  an  individual 
of  medical  records,  including  psychological  records,  pertaining  to 
hia."   In  addressing  this  provision  the  House  coaaittee  said: 
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"If,  in  the  judgment  of  the  agency,  the  transmission  of  medical 
information  directly  to  a  requesting  individual  could  have  an 
adverse  effect  upon  such  individual,  the  rules  which  the  agency 
promulgates  should  provide  means  whereby  an  individual  who  would 
be  adversely  affected  by  receipt  of  such  data  may  be  apprised  of 
it  in  a  manner  which  would  not  cause  such  adverse  effects.  An 
example  of  a  rule  serving  such  purpose  would  be  transmission  to  a 
doctor  named  by  the  requesting  individual.'1  (House  Report  93- 
1416,  pp.  16-17) 


Thus,  while  the  right  of  individuals  to  have  access  to  medical  and 
pychological  records  pertaining  to  them  is  clear,  the  nature  and 
circumstances  of  the  disclosure  may  warrant  special  procedures. 

While  the  Act  provides  no  specific  guidance  on  this  subject,  agencies 
should  acknowledge  reguests  for  access  to  records  within  10  days  of 
receipt  of  the  request  (excluding  Saturdays,  Sundays,  and  legal  public 
holidays).  Wherever  practicable,  that  acknowledgement  should  indicate 
whether  or  not  access  can  be  granted  and,  if  so,  when.  When  access  is 
to  be  granted,  agencies  will  normally  provide  access  to  a  record 
within  JO  days  (excluding  Saturdays,  Sundays,  and  legal  public 
holidays)  unless,  for  good  cause  shown,  they  are  unable  to  do  so,  in 
which  case  the  individual  should  be  informed  in  writing  within  30  days 
as  to  those  reasons  and  when  it  is  anticipated  that  access  will  be 
granted.  A  "good  cause"  might  be  the  fact  that  the  record  is  inactive 
and  stored  in  a  records  center  and,  therefore,  not  as  readily 
accessible.  See  subsection  (1)  (1) .  Presumably,  in  such  cases  the  risk 
of  an  adverse  determination  being  made  on  the  basis  of  a  record  to 
which  access  is  sought  and  which  the  individual  might  choose  to 
challenge  is  relatively  low. 

REQUESTS  POP  AMENDING  RECORDS 


Subsection   (d)  (2)  "Permit  the  individual  to  request  amendment  of 
a  record  pertaining  to  him  and--" 


Agencies  shall  establish  procedures  to  give  individuals  the 
opportunity  to  request  that  their  records  be  amended.  The  procedures 
may  permit  the  individual  to  present  a  request  either  in  person,  by 
telephone,  or  through  the  mail  but  the  process  should  not  normally 
require  that  the  individual  present  the  request  in  person.  If  the 
agency  deems  it  appropriate,  it  may  require  the  requests  be  made  in 
writing,  whether  presented  in  person  or  through  the  mail. 
Instructions  for  the  preparation  bf  a  request  and  any  forms  employed 
should  be  as  brief  and  as  simple  as  possible.  If  a  request  is 
received  on  other  than  a  prescribed  form,  the  agency  should  not  reject 
it  or  request  resubmission  unlass  additional  information  is  essential 
to  process  the  request.  In  that  case,  the  inquiry  to  the  individual 
should   be  limited  to  obtaining  the  needed  additional  information,  not 
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resubmissioQ  of  the  entire  request.  Incomplete  or  inaccurate  requests 
should  not  be  rejected  categorically.  The  individual  should  be  asked 
to  clarify  the  request  as  needed.  Requests  presented  in  person  should 
be  screened  briefly  while  the  individual  is  still  present,  wherever 
possible,  to  assure  that  the  request  is  complete  so  that  clarification 
may  be  obtained  on  the  spot. 

These  provisions  for  imending  records  are  not  intended  to  permit  the 
alteration  of  evidence  presented  in  the  course  of  judicial,  quasi- 
judicial  or  quasi-legislative  proceedings.  Any  changes  in  such 
records  should  be  made  only  through  the  established  procedures 
consistent  with  the  adversary  process.  These  provisions  are  not 
designed  to  permit  collateral  attack  upon  that  which  has  already  been 
the  subject  of  a  judicial  or  quasi- judicial  action.  For  example,  these 
provisions  are  not  designed  to  permit  an  individual  to  challenge  a 
conviction  for  a  criminal  offense  received  in  another  forum  or  to 
reopen  the  assessment  of  a  tax  liability,  but  the  individual  would  be 
able  to  challenge  the  fact  that  conviction  or  liability  has  been 
inaccurately  recorded  in  his  records. 

The  agency  should  also  require  verification  of  identity  to  assure  that 
the  reguestors  are  seeking  to  amend  records  pertaining  to  themselves 
and  not,  inadvertently  or  intentionally,  the  records  of  other 
individuals. 

ACKNOWLEDGEMENT  OF  REQUESTS  TO  AMEND  RECORDS 


Subsection  (d)  (2)  (A)  "Not  later  than  10  days  (excluding, 
Saturdays,  Sundays,  and  legal  public  holidays)  after  the  date  of 
receipt  or  such  request,  acknowledge  in  writing  such  receipt; 
and" 


A  written  acknowledgement  by  the  agency  of  the  receipt  of  a  request  to 
amend  a  record  must  be  provided  to  the  individual  within  10  days 
(excluding  Saturdays,  Sundays,  and  legal  public  holidays).  The 
acknowledgement  should  clearly  describe  the  request  (a  copy  of  the 
request  form  may  be  appended  to  the  acknowledgement)  and  advise  the 
individual  when  he  or  she  may  expect  to  be  advised  of  action  taken  on 
the  request. 

No  separate  acknowledgement  of  receipt  is  necessary  if  the  request  can 
be  reviewed,  processed,  ana  the  individual  advised  of  the  results  of 
the  review  (whether  complied  with  or  denied)  within  the  10-day  period. 

For  requests  presented  in  person,  written  acknowledgement  should  be 
provided  at  the  time  the  request  is  presented. 

ACTIONS  .  PEfliJIPED^ON  .REQUESTS  „  TO  AMEND  RECORDS 
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Subsection  (d)  (2) (P)  "Promptly,  either 

■ (i)  «ake  any  correction  oi  any  portion  thereof  which  the 
individual  believes  is  not  accurate,  relevant,  timely,  or 
complete ;  or 

"  (ii)  intori  the  individual  of  its  refusal  to  amend  the 
record  in  accordance  with  his  request,  the  reason  for  the 
refusal,  the  procedures  established  by  the  agency  for  the 
individual  to  request  a  review  of  the  refusal  by  the  head  of 
the  agency  or  an  officer  designated  by  the  head  of  the  agency, 
and  the  name  and  business  address  of  that  official:** 


In  reviewing  an  individual's  request  to  amend  a  record,  agencies 
should,  wherever  practicable,  complete  the  review  and  advise  the 
individual  of  the  results  within  10  days  of  the  receipt  of  the 
request.  Prompt  action  is  necessary  both  to  assure  that  records  are 
as  accurate  as  possible  and  to  reduce  the  administrative  effort  which 
would  otherwise  be  involved  in  issuing  a  separate  acknowledgement  of 
the  receipt  of  the  request  and  subsequently  informing  the  individual 
of  the  action  taken.  If  the  nature  of  the  request  or  the  system  of 
records  precludes  completing  the  review  within  10  days,  the  required 
acknowledgement  (subsection  (d) (2) (A)  above,)  must  be  provided  within 
ten  days  and  the  review  should  be  completed  as  soon  as  reasonably 
possible,  normally  within  30  days  from  the  receipt  of  the  request 
(excluding  Saturdays,  Sundays,  and  legal  public  holidays)  unless 
unusual  circumstances  preclude  completing  action  within  that  time. 
(The  number  of  cases  on  which  the  agency  was  unable  to  act  within  30 
days  will  be  included  in  the  annual  report  (subsection  (p)).  If  the 
expected  completion  date  for  the  review  indicated  in  the 
acknowledgement  cannot  be  met,  the  individual  should  be  advised  of 
that  delay  and  of  a  revised  date  when  the  review  may  be  expected  to  be 
completed. 

"Unusual  circumstances"  can  be  viewed  as  situations  in  which  records 
cannot  be  reviewed  througn  the  agency's  normal  process.  By 
definition,  such  cases  would,  statistically,  be  the  exception.  A 
review  which  entails  obtaining  supporting  data  from  retired  records  or 
from  another  agency  and  which  could  not,  therefore  he  completed  within 
the  required  time  might  qualify. 

In  reviewing  a  record  in  response  to  a  request  to  amend  it,  the  agency 
should  assess  the  accuracy,  relevance,  timeliness,  or  completeness  of 
the  record  in  terms  of  the  criteria  established  in  subsection  (e) (5) , 
i.e., to  assure  fairness  to  the  individual  to  whom  the  record  pertains 
in  any  determina tion  about  that  individual  which  may  be  made  on  the 
basis  of  that  record. 

With  respect  to  requests  to  delete  information,  agencies  must  heed  the 
criteria  established  in  subsection  (e)(1),  namely,  tnat  the 
information  must  be  "...  relevant  and  necessary  to  accomplish  a 
statutory  purpose  of  the  agency  required  to  be  accomplished  by  law  or 
by   executive   order   of   the  President."   This  is  not  to  suggest  that 
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agencies  may  routinely  maintain  irrelevant  or  unnecessary  information 
unless  it  is  challenged  by  an  individual,  but  rather  tnat  receipt  of  a 
request  to  delete  information  should  cause  the  agency  to  reconsider 
the  need  for  such  information.  Reviews  in  connection  with  the 
development  of  a  systom,  the  preparation  of  the  public  notice  and  the 
description  of  the  purposes  for  which  it  is  maintained  and  periodic 
reviews  of  the  system,  to  assure  that  only  information  which  is 
necessary  for  the  lawful  purposes  for  which  the  system  of  records  was 
established  is  maintained  in  it  will  be  the  primary  vehicles  for 
assuring  that  only  relevant  and  necessary  inforaation  is  maintained. 

Agency  standards  for  reviewing  records  in  response  to  a  request  to 
amend  them  may,  at  the  agency's  option,  be  included  as  part  of  the 
rules  promulgated  pursuant  to  subsection  (f)  (U)  .  Generally,  it  would 
seem  reasonable  to  conclude  that  such  standards  for  review  need  be  no 
more  stringent  than  is  reasonably  necessary  to  meet  the  general 
criteria  in  subsections  (e)  (1)  and  (e)  (5)  for  accuracy,  relevance, 
timeliness,  and  completeness. 

Judicial  review  is  available  for  agency  determinations  to  grant  an 
individual  access  and  to  amend  or  not  amend  a  record  pertaining  to  the 
individual.  While  the  definite  burden  of  proof  for  granting  access  is 
upon  the  agency  in  such  judicial  review,  in  the  judicial  review  of  the 
refusal  of  an  agency  to  amend  a  record  there  is  no  similar  burden  upon 
the  agency.  An  analogous  standard  may  be  utilized  by  the  agencies  in 
establishing  standards  for  review  of  individual  requests  for 
amendments  of  records.  The  burden  of  going  forward  could  be  placed 
upon  the  individual  who  in  most  instances  will  know  better  than  the 
agency  the  reasons  why  the  record  should  be  amended.  It  would  be 
appropriate,  in  agency  regulations  setting  forth  the  standards  they 
will  use  upon  review  of  such  request,  that  the  individual  be  required 
to  supply  certain  information  in  support  of  his  request  for  amendment 
of  the  record.  The  request  would  then  be  appropriate  for  resolution 
upon  determination  of  preponderance  of  evidence. 

If  the  agency  agrees  with  the  individual's  reguest  to  amend  a  record, 
the  agency  shall-- 


advise  the  individual; 

correct  the  record  accordingly;  and 

where  an  accounting  of  disclosures  has  been  made,  advise  all 
previous  recipients  of  the  record  of  the  fact  that  the 
correction  was  made  and  the  substance  of  the  correction. 


If   the   agency,   after   its   initial   review   of  a  request  to  amend  a 
record,  disagrees  with  all  or  any  portion  thereof,  the  agency  shall 
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to  the  extent  that  thp  agency  iqrees  with  any  part  of  the 
individual's  request  to  amend,  proceed  as  described  above  with 
respect   to  those  portions  of  the  record  which  it  has  amended. 

advise  the  individual  of  its  refusal  and  the  reasons  therefor 
including  tne  criteria  tor  determining  iccuracy  which  were 
employe!  by  the  agency  in  conducting  the  review; 

infora  the  individual  that  he  or  she  may  request  a  further 
review  by  the  agency  head  or  by  an  officer  of  the  agency 
designated  by  the  agency  head;  and 

describe  the  procedures  for  requesting  such  a  review  including 
the  naae  and  aidress  of  the  official  to  whoa  the  request 
should  be  directed.  The  procedures  should  be  as  siaple  and 
brief  as  possible  and  snould  indicate  where  the  individual  can 
seek  advice  or  assistance  in  obtaining  such  a  review. 


If  the  recipient  of  the  corrected  information  is  an  agency  and  is 
maintaining  the  information  which  was  corrected  in  a  systea  of 
records, it  must  correct  its  records  and,  unier  subsection  (c)(4), 
apprise  any  agency  or  nnrson  to  which  it  had  disclosed  the  record  of 
the  substance  of  the  correction.  Subsequent  recipient  agencies  should 
similarly  correct  their  records  and  advise  those  to  wnoa  they  had 
disclosed  it.  Agencies  are  encouraged  to  establish  in  their 
regulations,  time  limits  by  which,  except  under  unusual  circumstances, 
transferees  of  any  amendment  to  a  record. 

BEfiUESTIMG  A  REVIEW  OF  7HE_AGENCY'S  REFUSAL  TO  AttEND  A  RECORD 


Subsection  (d)  (3)  "Permit  the  individual  who  disagrees  with  the 
refusal  of  the  agency  to  amend  his  record  to  request  a  review  of 
such  refusal,  and  not  later  than  1C  days  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays)  from  the  date  on  which  the 
individual  requests  such  review,  complete  such  review,  and  make  a 
final  determination  unless,  for  good  cause  shown,  the  head  of  the 
agency  extends  such  30-day  period;  and  if,  after  his  review,  the 
reviewing  official  also  refuses  to  amend  th-e  record  in  accordance 
with  the  request,  permit  the  individual  to  file  with  the  agency  a 
concise  statement  setting  fortn  the  reasons  for  his  disagreement 
witn  the  refusal  of  the  agency,  and  notify  the  individual  of  the 
provisions  for  judicial  review  of  the  reviewing  official's 
determination  under  subsection  (g) (1)  (A)  of  this  section;" 


An  individual  wno  disagrees  with  an  agency's  initial  refusal  to  amend 
a  record  may  file  a  request  for  further  review  of  that  determination. 
The  agency  head  or  an  officer  of  the  agency  designated  in  writing  by 
the  agency  head  should  undertake  an  independent  review  of  the  initial 
determination.   If  someone  other  than  the  agency  head  is  designated  to 
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conduct  the  review,  it  shouli  be  an  officer  who  is  organizationally 
independent  of  or  senior  to  the  officer  or  employee  who  made  the 
initial  determination.  For  purposes  of  this  section,  an  "officer"  is 
defined  to  be  "...  a  justice  or  judge  of  the  United  States  and  an 
individual  who  is-- 

"(1) required  by  law  to  be  appointed  in  the  civil  [or  military]* 
service  by  one  of  the  following  acting  in  an  official  capacity-- 

[  *It  is  assumed  that,  while  the  language  above  does  not  specifically 
cover  it,  a  military  officer  otherwise  qualified  as  the  reviewing 
official  would  be  permitted  to  serve  as  the  reviewing  official.] 

"  (A)  the  President ; 

"(B)  a  court  of  the  United  States; 

"(C)  the  head  of  an  Executive  agency;  or 

"(D)  the  Secretary  of  a  military  department; 

"  (2)  engaged  in  the  performance  of  a  Federal  function  under 
authority  of  law  or  an  Executive  act;  and 

"(3)  subject  to  the  supervision  of  an  authority  named  by 
paragraph  (1)  of  this  section,  or  the  Judicial  Conference  of  the 
United  States,  while  engaged  in  the  performance  of  the  duties  of 
his  office."  (5  U.S.C.  2104(a)). 

Delegations  must  be  made  in  writing.  Tn  conducting  the  review,  the 
reviewing  official  should  use  the  criteria  of  accuracy,  relevance, 
timeliness,  and  completeness  discussed  above.  The  reviewing  official 
may,  at  his  or  her  option,  seek  such  additional  information  as  is 
deemed  necessary  to  satisfy  those  criteria;  i.e.,  to  establish  that 
the  record  contains  only  that  information  which  is  necessary  and  is  as 
accurate,  timely,  and  complete  as  necessary  to  assure  fairness  in  any 
determination  which  may  be  made  about  the  individual  on  the  basis  of 
record. 

Although  there  is  no  requirement  for  a  formal  hearing,  pursuant  to  the 
provisions  of  5  U.S.C.  556,  the  agency  may  elect  generally  or  on  a 
case  by  case  oasis  to  use  such  or  similar  procedures.  The  procedures 
elected  by  the  agency,  however,  should  insure  fairness  to  the 
individual  and  promptness  in  the  determination.  The  procedures  should 
provide  that  as  much  of  the  information  upon  which  the  determination 
is  based  as  possible  is  part  of  the  written  record  concerning  the 
appeal.  The  records  of  the  appeal  process  should  be  maintained  by 
agencies  only  as  long  as  is  reasonably  necessary  for  purposes  of 
judicial  review  of  the-  agency's  refusal  to  amend  a  record  upon  appeal. 

If,  after  conducting  this  review,  the  reviewing  official  also  refuses 
to  amend  the  record  in  accordance  with  the  individual's  request,  the 
agency  shall  advise  the  individual: 
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of  its  refusal  ani  the  reasons  therefor; 

of  nis  or  iwr  right  to  file  a  concise  statement  ot  the 
individual's  reasons  tor  disagreeing  with  the  decision  of   the 

agency  ; 

of  the  procedures  tor  filing  a  statement  of  disagreement; 

that  any  such  statement  will  be  wade  available  to  anyone  to 
whem  the  record  is  subseguently  disclosed  together  with,  if 
the  agency  deems  it  appropriate,  a  brief  statement  by  the 
agency  summarizing  its  reasons  for  refusing  to  amend  the 
record ; 

that  prior  recipients  of  the  disputed  record  will  be  provided 
1  copy  of  any  statement  of  dispute  to  the  extent  that  an 
accounting  of  disclosures  was  maintained  (see  subsection 
(c)  («)  );  and 

of  his  or  her  ri-jht  to  see<  judicial  review  of  the  agency's 
refusal  to  amend  a  record  provided  for  in  subsection 
(g)  (1)  (A)  ,  below. 


If  the  reviewing  official  determines  that  the  record  should  be  amended 
in  accordance  with  the  individual's  request,  the  agency  should  proceed 
as  prescribed  in  subsection  (1)  (2)  (3)  (i) ,  above;  namely,  correct  the 
record,  advise  the  individual,  and  inform  previous  recipients. 

A  notation  of  a  dispute  is  rejuired  to  be  made  only  if  an  individual 
informs  the  agency  of  his  or  her  disagreement  with  the  agency's 
determination  under  subsection  (d)  (3)  (appeals  procedure)  not  to  amend 
a  record. 

A  final  agency  determination  on  the  individual's  request  for  a  review 
of  an  agency's  initial  refusal  to  amend  a  record  must  be  completed 
within  3C  days  unless  the  agency  head  determines  that  a  fair  and 
equitable  review  cannot  be  completed  in  that  time.  If  additional  time 
is  required,  the  individual  should  be  informed  in  writing  of  the 
reasons  for  the  delay  and  of  the  approproxiaa te  date  on  which  the 
review  is  expected  to  be  completed.  Such  extensions  should  not  be 
routine  and  should  not  normally  exceed  an  additional  thirty  days. 
Agencies  will  be  required  to  report  the  number  of  cases  in  which 
review  was  not  completed  within  JO  days  as  part  of  the  annual  report 
(subsection  (p) )  . 

DISCLOSURE  OF  DISPUTED  INFORMATION 


Subsection  (d)  (U)  "In  any  disclosure,  containing  information 
about  which  the  individual  has  filed  a  statement  of  disagreement, 
occurring   after   the  filing  of  the  statement  under  paragraph  (3) 
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of  this  subsection,  clearly  note  any  portion  of  tne  record  which 
is  disputed  and  provide  copies  of  the  statement  and,  if  the 
agency  deems  it  appropriate,  copies  of  a  concise  statement  of  the 
reasons  of  the  agency  for  not  making  the  amendments  requested,  to 
persons  or  other  agencies  to  whom  the  disputed  record  has  been 
disclosed;" 


When  an  individual  files  a  statement  disagreeing  with  the  agency's 
decision  net  to  amend  a  record,  the  agency  should  clearly  annotate  the 
record  so  that  the  fact  that  the  record  is  disputed  is  apparent  to 
anyone  who  may  subsequently  access,  use,  or  disclose  it.  The  notation 
itself  should  be  integral  to  the  record  and  specific  to  the  portion  in 
dispute.  Por  automated  systems  of  records,  the  notation  may  consist  of 
a  special  indicator  on  the  entire  record  or  the  specific  part  of  the 
record  in  dispute. 

The  statements  of  dispute  need  not  be  maintained  as  an  integral  part 
of  the  records  to  which  they  pertain.  They  should,  however,  be  filed 
in  such  a  manner  as  to  permit  them  to  be  retrieved  readily  whenever 
the  disputed  portion  of  the  record  is  to  be  disclosed. 

If  there  is  any  question  as  to  whether  the  dispute  pertains  to 
information  being  disclosed,  the  statement  of  dispute  should  be 
included. 

When  information  which  is  the  subject  of  a  statement  ot  dispute  is 
subseguently  disclosed,  agencies  must  note  that  the  information  is 
disputed  and  provide  a  copy  of  the  individual's  statement. 

Agencies  may,  at  their  discretion,  include  a  brief  summary  of  their 
reasons  for  not  making  a  correction  when  disclosing  disputed 
information.  Such  statements  will  normally  be  limited  to  the  reasons 
stated  to  the  individual  under  subsection  (d)  (2) (B) (ii)  and  (d) (J) , 
above.  Copits  of  the  agency's  statement  need  not  be  maintained  as  an 
integral  part  of  the  record  but  will  be  treated  as  part  of  the 
individual's  record  for  purposes  of  granting  the  individual  access, 
subsection  (d)  (1).  However,  the  agency's  statement  will  not  be 
subject  to  subsections  (d)  (2)  or  (3)  (amending  records)  . 

ACCESS  TO  INFORMATION  COMPILED , INL ANTICIPATION , OF  CIVIL  ACTION 


Subsection  (d) (5)  "Nothing  in  this  section  shall  allow  an 
individual  access  to  any  information  compiled  in  reasonable 
anticipation  of  a  civil  action  or  proceeding." 


This  provision  is  not  intended  to  preclude  access  by  an  individual  to 
records  which  are  available  to  that  individual  under  other  procedures 
(e.g.,   pre-trial   discovery).  It  is  intended  to  preclude  estaolishing 
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by  this  Act  a  basis  for  access  to  aut^rial  being  prepared  for  use  in 
litigation  other  than  that  GstahUsueJ  under  oth<>r  processes  such  as 
the  "reedof  ot  Information  Act  or  the  rules  of  civil  procedure. 

Excerpts  from  the  House  floor  debate  on  this  provision  suggest  that 
this  provision  *as  not  intended  to  cover  access  to  systems  of  records 
compiled  or  used  for  purposes  other  than  litigation. 

"Mr.  ERLENBOPN.  T.  Ctiairman,  as  I  understand  it,  the  purpose  of 
the  amendment  is  to  protect,  a.i  an  example,  the  file  of  the  U.S. 
attornsy  or  the  solicitor  that  is  prepared  in  anticipation  of  the 
defense  of  a  suit  against  the  United  States  for  accident  or  some 
such  thing? 

"Mr.  BOTLBRt  That  is  the  subject  we  have  in  mind. 

"Mr.  ERLENBCHN.  I  appreciate  the  gentleman's  concern.  I  think  it 
is  a  real  concern,  and  that  protection  ought  to  be  afforded. 

"Ihe  only  proolem  I  fini  with  that  amendment  is  this:  It  would 
presuppose  we  intended  the  defining  of  'record  system1  to 
preclude  that  type  of  record.  I  do  not  think  we  did. 

"If  these  sorts  of  records  are  to  be  considered  a  record  system 
under  the  act,  th->n  the  agency  would  have  to  go  through  all  the 
formal  proceedings  of  defining  the  system,  its  routine  uses,  and 
publishing  in  t tie  Federal  Pegister  . 

"Frankly,  I  do  not  think  the  attorney's  files  that  are  collected 
in  anticipation  of  a  lawsuit  should  be  subject  to  the  application 
of  the  act  in  any  instance,  much  less  the  access  provision.  It  is 
our  concern  in  the  access  provision  that  it  may  then  presuppose 
it  is  coverei  iu  the  other  provisions,  and  I  do  not  think  it 
should  bo. 

"Mr.  BUTLER.  Mr.  Chairman,  I  share  the  gentleman's  concern.  Uhen 
this  amendment  was  origindlly  drafted,  it  stated  'access  to  any 
record'  and  we  struck  the  word,  "record,"  and  inserted 
' information . ' 

"So  we  made  it  perfectly  clear  we  were  not  elevating  an 
investigation  with  the  word,  'record,'  to  the  status  of  records. 
We  did  want  to  make  it  clear  there  was  not  to  be  such  access, 
because  that  access  would  oe  within  the  usual  rules  of  civil 
procedure. 

"Mr.  EPLEN30RN.  .ir.  Cnairman,  if  the  gentleman  will  yield 
further,  it  is  the  gentleman's  contention,  under  his 
interpretation  of  the  act,  that  the  other  provisions  would  not 
apply  to  the  attorney's  files  as  well;  is  that  correct? 

"Mr.   BUTLER.   The  gentleman  is  correct. "  {Congressional _Record  , 
November  21,  197*  p.  H13955). 
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While  the  above  passage  retens  primarily  to  th*-:  defense  of  suits  by 
the  government  it  is,  ot  coulsg,  equally  applicabln  to  the  assembly  of 
inf  or  matior.  in  anticipation  of  jovornnont  -ini  t  iatod  law  suits. 


or   regulations,   this   provision   may   be  applicable  at  the  outset  if 
information  is  being  compiled  in  reasonable  anticipation   of   a   civil 


iiuax       xx\.  i^a  u  iviit        rii  i.  nvii^u       luxo       pi.-'v.L.T'Xwu      ^uum      nu   »c       '.  ur      cit^Ct  O  t 

an  exemption  it  is  not  subject  to  the  formal  rule-making  procedures 
which  govern  the  exemptions  set  forth  in  subsection  (j)  and  (k) . 
Nevertheless,  agencies  should  utilize  the  specific  exemptions  set 
forth  in  subsections  (j)  and  (k)  to  the  extent  that  they  are 
applicable  before  utilizing  this  provision. 
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Section       (e)       "Each      agency      that       maintains      a    systea   of    records 

shall--" 

pj:oTji  re  ?  ions  on  collecting   i^  for  ^  a  ri  o  n_  a  bo  ut_  individuals 

Subsection  (e)  (1)  "Maintain  in  its  records  only  such  information 
about  an  individual  is  is  relevant  and  necessary  to  accoaplish  a 
purpose  of  the  agency  required  to  be    accomplished  by  statute    or 

by  executive  order  of  the  President;" 

A  key  objective  of  the  Act  ii,  «■  o  re  luce  the  amount  of  personal 
information  collected  by   Federal   agencies   to   reduce   the   risk   of 

intent  ion  illy   or   inadvertently   improper   use   of  personal  data.   In 

simplest  terms,  information  not  collected  about  an  individual   cannot 

be   misused.   The   Act   recognizes,   however,   that  agencies   neel  to 

maintain  information  aoout  individuals  to  discharge  their 
responsibilities  effectively. 

Agencies  can  derive  authority  to  coll-ct  information  about  individuals 
in  one  of  two  ways; 

by  the  Constitution,  a  statute,  or  Executive  order  explicitly 
autnorizing  or  directing  the  maintenance  of  a  system  of 
records;  e. g. ,  the  Constitution  and  title  13  of  the  United 
States  Code  with  respect  to  the  Census. 

by  the  Constitution,  a  statute,  or  Executive  ord->r  authorizing 
or  directing  the  agency  to  perform  a  function,  the 
discharging  of  whica  requires  the  maintenance  of  a  system  of 
records. 

Each  agency  shall,  with  respect  to  each  system  of  records  which  it 
maintains  cr  proposes  to  maintain,  identify  the  specific  provision  in 
law  which  authorizes  that  activity.  While  the  Act.  does  not 
specifically  require  it,  where  feasible,  this  statutory  authority 
should  also  be  cited  in  the  annual  public  notice  about  the  system 
published  pursuant  to  subsection  (e)  (U) .  The  authority  to  maintain  a 
system  of  records  do<^s  not  -jive  the  agency  the  authority  to  maintain 
any  information  which  it  deems  useful.  Agencies  shall  review  the 
natur-  of  the  information  which  they  maintain  lr.  their  systems  of 
records  to  assure  that  it  is,  in  tact,  "relevant  and  necessary". 
Information  may  not  be  maintained  merely  because  it  is  relevant;  it 
must  be  both  relevant  and  necessary.  While  this  determination  is,  in 
the  final  analysis,  judgmental,  the  following  types  of  guestions  shall 
be  considered  in  making  such  determinations: 

How  does  the  information  relate  to  the  ourpose  (in  law)  for 
wnich  the  system  is  maintained? 

What  are  the  adverse  consequences,  if  any,  of  not  collecting 
that  inf orma tio:i? 
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Coul'l  the  neod  be  met  through  the  use  ot  information  that  is 
not  in  individually  identifiable  form? 

Does  the  information  need  to  be  collected  on  every  individual 
who  is  the  subject  of  a  record  in  the  system  or  would  a 
sampling  procedure  suffice? 

At  what  point  will  the  information  have  satisfied  the  purpose 
for  which  it  was  collected;  i.e.,  how  long  is  it  necessary  to 
retain  the  information?  Consistent  with  the  Federal  Records 
Act  and  related  regulations  could  part  of  the  record  be 
purged? 

What  is  the  financial  cost  of  maintaining  the  record  as 
compared  to  the  risks/adverse  consequences  of  not   maintaining 

it? 

Is  the  information,  while  generally  relevant  and  necessary  to 
accomplish  a  statutory  purpose,  specifically  relevant  and 
necessary  only  in  certain  cases?  For  example  in  establishing 
financial  need  as  part  of  assessing  eligibility  for  a'  program 
for  which  netd  is  a  legitimate  criterion,  parental  income  may 
be  relevant  only  for  certain  applicants. 

Subsection  (<?)(?)#  b<>low,  provides  additional  criteria  governing  the 
maintenance  of  recoils  on  the  activities  of  individuals  in  exercising 
their  rights  under  the  First  Amendment. 

This  provision  does  not  authorize  agsncies  to  destroy  records  which 
they  are  required  to  retain  under  the  Federal  Records  Act. 

Agencies  shall  assess  the  legality  of,  need  for,  and  relevance  of  the 
information  contained  or  proposed  tj  be  contained  in  each  of  its 
systems  of  records  at  various  times: 

In  preparing  initial  public  notices  (subsection  (e)  (4)). 

In  connection  with  the  initial  design  of  a  new  system  of 
records  (subsection  (o) ) . 

Whenever  any  change  is  proposed  ir.  the  information  content  of 
in  existing  system  of  records  (subsection  (o) ) . 

At  least  annually,  as  part  of  a  regular  program  of  review  of 
its  record-keeping  practices.  This  should  be  done  for  each 
system  prior  to  reissumce  of  the  i>uoiic  notice  unless  a 
comprehensive  review  of  the  system  of  records  was  conducted 
within  the  previous  year  in  connection  with  the  initiation  of 
the  system  or  implementation  of  a  change  to  the  system. 

"Miis   provision   does   not  reguire  that  each  agency  conduct  a  detailed 

review  of  the  contents  of   each   record   in   its   possession.  Rather, 

agencies   shall   consid3r   the   relevance   of,   and  necessity  for,  tho 

general  categories  of  information  maintained  and,  incident  to  using  or 
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lisclosing  any  inJiviiudI  records,  examine  *-h^iu  content  to  assure 
compliance  with  this  provision. 

It  snould  be  note!  that  subsection  (e)  is  not  intended  to  interfere 
with  the  presentation  Jf  evidence  by  the  parties  b^toro  a  quasi- 
judicial  or  quasi- le  i  islat i ve  body.  For  example,  j  quasi- -judicial 
uoard  or  commission  need  not  reject  otherwise  admissible  evidence 
because  it  is  proffered  oy  a  part  other  than  the  individual  to  whom  it 
relates  or  because  it  is  not  "neccessary"  to  the  decision  or  is  not 
"complete."  The  normal  rules  of  evidence  would  contains  to  govern  in 
such  situtations. 


INFOP1ATI0K  TS  TO  3E  COLLECTED  3IHECTLY  _FR0?j_THE_  IN  PI  VIDU  AL 

Subsection  (e)  (2)  "Collect  information  to  the  greatest  extent 
practicable  directly  from  the  subject  individual  when  the 
information  may  result  in  adverse  determinations  about  an 
individual's  rights,  benefits  and  privileges  under  Pederal 
programs;" 

This  provision  stems  from  a  concern  that  individuals  may  be  denied 
benefits,  or  that  other  adverse  determinations  affecting  them  may  be 
made  by  Federal  aqencies  on  the  basis  of  information  obtained  from 
third  party  sources  which  could  be  erroneous,  outdated,  irrelevant,  or 
biased.  This  provision  establishes  the  requirement  that  decisions 
under  Federal  programs  which  affect  an  individual  should  be  made  on 
the  basis  of  information  supplied  by  that  individual  for  the  purpose 
of  reakinq  those  determinations  but  recognizes  the  practical 
limitations  of  this  by  qualifying  the  requirement  with  the  words  ■  to 
the  extent  practicable".  The  notion  of  protecting  the  individual 
against  adverse  determinations  based  on  information  supplied  to  other 
agencies  for  other  purposes  is  also  embodied  in  the  provisions  of 
subsection  (b)  which  constrains  the  transfer  of  records  between 
agencies;  subsection  (d)  (2),  rfhich  gives  individuals  the  opportunity 
to  challenge  the  accuracy  of  agency  records  pertaining  to  them;  and 
subsection  (e)  (4)  which  prohibits  the  keeping  of  secret  files. 


Except  for  certain  "statistical  records"  (subsection  (a)(6)),  wnich, 
by  definition,  are  "not  used  in  whole  or  in  part  in  making  a 
determination  about  an  individual...",  virtually  any  other  record 
could  be  used,  in  making  a  "determination  about  an  individual's 
riqnts,  benefits,  or  privileges..."  including  employment.  The 
practical  effect  of  this  provision  is  to  require  that  information 
collected  for  inclusion  in  any  system  of  records,  other  than 
"statistical  records",  should  be  obtained  directly  from  the  individual 
whenever  practicable. 

Practical  considerations  (including  cost)  may  dictate  that  a  third- 
party  source,  including  systems  of  records  maintained  by  another 
agency,   be   used   as   a   source   of   information   in   some  cases.   In 
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analyzing  each  situation  where  it  proposes  to  collect  personal 
information  from  a  third  party  source,  agencies  should  consider 

the  nature  of  the  program;  i.e.,  it  may  well  he  that  the  Rind 
of  information  needed  can  only  be  obtained  from  a  third  party 
such  as  investigations  of  possible  criminal  misconduct; 

the  cost  of  collecting  the  information  directly  from  the 
individual  as  compared  with  the  cost  of  collecting  it  from  a 
third  party; 

the  risk,  that  the  particular  elements  of  information  proposed 
to  be  collected  from  third  parties,  if  inaccurate,  could 
result  in  an   adverse  determination; 

the  need  to  insure  th^  accuracy  of  information  supplied  by  an 
individual  by  verifying  it  with  a  third  party  or  to  obtain  a 
qualitative  assessment  of  his  or  her  capabilities  (e.g.,  in 
connection  with  reviews  of  applications  for  grants,  contracts 
or  employment);  and 

provisions  for  verirying,  whenever  possible,  any  such  third- 
party  information  with  the  individual  before  making  a 
determination   based  on  that  information. 

It  should  be  noted  tnat  a  determination  by  Agency  (A)  that  it  is  in 
its  best  interest  and  consistent  with  this  subsection  to  obtain 
information  about  an  individual  from  Agency  (D)  instead  of  directly 
from  the  individual  does  not  constitute,  in  and  of  itself,  sufficient 
grounds  for  Agency  (B)  to  release  that  information  to  Agency  (A). 
Agency  (B)  is  minimally  required  to  meet  the  requirements  of  any 
statutory  constraints  on  the  permissibility  of  making  a  disclosure  to 
Agency  (\)    including  tne  conditions  of  disclosure,  in  subsection   (b)  . 

The  standards  and  procedures  set  forth  in  the  Federal  Reports  Act  (44 
USC  35C1)  as  they  apply  to  other  than  individuals  as  defined  by  this 
Act  remain  the  same.  When  information  is  sought,  however,  from  ten  or 
more  individuals,  as  defined  by  the  Privacy  Act,  in  response  to 
identical  questions,  the  Federal  Reports  Act  requirement  that  the 
reporting  burden  upon  individuals  be  reduced  to  a  minimum  should  not 
be  construed  to  override  the  later  enacted  requirement  that,  to  the 
greatest  practicable  extent,  information  pertaining  to  individuals  be 
collected  directly  from  them. 

IKFOP3ING  INDIVIDUALS  FROH  WHOM  INFORMATION  IS  REQUESTED 

Subsection  (e)  (3)  "Inform  each  individual  whom  it  asks  to  supply 
information,  on  the  form  which  it  uses  to  collect  the  information 
or  on  a  separate  fori  that  can  be  retained  oy  the  individual--" 

This  provision  is  intended  to  assure  that  individuals  from  whom 
information  about  themselves  is  collected  are  informed  of  the   reasons 
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for   requ--»stini   rhe   information,   how   it   iay  oe  us'd,  and  what  th< 
consequences  dt>,  if  any,  ot  not  provilmg  the  inforaation. 


Iaplicit  in  ti»i.     i  'ion  is  th 


The  information  called  for  in  paragraphs  (A)  through  (D)  below,  should 
be  included  on  the  information  collection  fora,  on  a  tear-off  sheet 
attached  to  the  fora,  or  on  a  separate  sheet  whicn  the  individual  can 
retain,  whichever  is  aost  practical.  When  inforaation  is  being 
collected  in  an  interview,  the  interviewer  should  provide  the 
individual  with  a  stateaent  that  the  individual  can  retain.  However, 
the  interviewer  should  also  orally  summarize  that  inforaation  before 
the  interview  beqins.  Agencies  may,  at  their  discretion,  ask  the 
individuals  to  acknowledge  in  writing  that  they  have  been  duly 
informed. 

While  this  provision  does  not  explicitly  require  it,  aqencies  should, 
where  feasible,  infora  third-party  sources  of  the  purposes  for  which 
inforaation  which  they  are  asked  to  provide  will  be  used.  In 
addition,  the  agency  ma/,  under  certain  circuastances,  assure  a  source 
that  his  or  her  identity  will  not  be  revealed  to  the  subject  of  the 
record  (see  subsection  (k) (2) ,  (5),  and  (7)).  The  appropriate  use  of 
third-party  sources  is  discussed  in  subsection  (e)  (2)  above. 

In  providinq  the  inforaation  required  by  subsections  (e)  (3)  (A)  through 
(D) ,  below,  car?  should  be  exercised  to  assure  that  easily  understood 
language  is  used  and  that  the  material  is  explicit  and  inforaative 
without  being  so  lengthy  as  to  deter  an  individual  froa  reading  it. 
Inforaation  provided  pursuant  to  this  requirement  would  not,  for 
exaaple,  be  as  oxtensiva  as  that  contained  in  the  system  notice 
(subsection  (e)  (4)  )  . 

It  was  not  the  intent  of  this  subsection  to  create  a  riqht  the 
nonobservance  of  which  would  preclude  the  use  of  the  inforaation  or 
void  an  action  taken  on  the  basis  ot  that  inforaation.  For  example,  a 
failure  to  coaply  with  tais  section,  in  collectmq  crop  yield  data 
from  a  farmer,  was  not  intended  to  vitiate  a  crop  import  quota  based, 
in  part,  upon  such  inforaation.  However,  such  an  individual  aay  have 
grounds  for  civil  action  under  subsection  (q)  (1) ( D)  if  he  can  show 
hara  as  a  result  ot  that  determination. 

Subsection  (e)  (3)  (A)"The  authority  (whether  granted  by  statute, 
or  by  executive  order  of  the  President)  which  authorizes  the 
solicitation  of  the  information  and  whether  disclosure  of  such 
information  is  mandatory  or  voluntary;" 

The  agency  should  cite  tne  specific  provision  in  statute  or  Executive 
order  which  authorizes  the  agency  to  collect  the  requested  inforaation 
(see   subsection   (e)  (1)   above),   the   brief  title  or  subject  of  that 
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statute  or  order,  and  whether  or  not  the  collecting  agency  is  required 
to  impose  penalties  for  failing  to  respond  or  is  authorized  to  impose 
penalties.  Where  the  system  is  maintained  pursuant  to  soie  iiore 
general  requirement  or  authority,  it  should  be  cited.  The  question  of 
whether  conpliance  is  mandatory  or  voluntary  is  different  from  the 
question  of  whether  there  die  any  consequences  of  not  providing 
information;  i.e.,  the  law  may  not  require  individuals  to  apply  for  a 
benefit  but  clearly,  for  some  types  of  voluntary  programs,  to  apply 
without  supplying  certain  minimal  information  might  preclude  an  agency 
from  making  an  informed  judgment  and  thereby  prevent  an  individual 
from  obtaining  a  benefit.  (See  subsection  (e)(3)  (D)  regarding  the 
reguirement  to  inform  individuals  of  the  effects,  if  any,  of  not 
providing  information.) 

In  some  instances  it  may  be  necessary  to  include  required  and  optional 
information  on  the  same  data  collection  form.  This  should  be  avoided 
to  the  extent  possible  since  the  likely  effect  on  some  respondents  may 
be  coercive;  i.e.,  they  may  tear  that,  even  though  portions  of  an 
information  request  are  voluntary,  by  failinq  to  respond,  they  may  be 
perceived  to  be  uncooperative  and  their  opportunities  would  thereby  be 
prejudiced.   (See  44  U.S.C.  3511,  the  Federal  Reports  Act). 

Subsection  (e)  (3)  (B) "The  principal  purpose  or  purposes  for  which 
the  information  is  intended  to  be  used;" 

The  individual  should  be  informed  of  the  principal  purpose (s)  for 
which  the  information  will  be  used;  e.g.,  to  evaluate  suitability,  to 
issue  benefit  payments.  The  description  of  purpose(s)  must  include 
all  major  purposes  for  which  the  recoru  will  be  used  by  the  agency 
which  maintains  it  and  particularly  those  likely  to  entail 
determinations  as  to  the  individual's  rights,  benefits,  etc.  As  in 
all  other  portions  of  the  information  collection  process,  purposes 
should  be  stated  with  sufficient  specificity  to  communicate  to  an 
individual  without  being  so  lengthy  as  to  discourage  readiag  of  the 
notice.  Generally,  the  purposes  will  be  directly  related  to,  and 
necessary  for,  the  purpose  authorized  by  the  statute  or  executive 
order  cited  above. 

Subsection  (e) (3) (C)  "The  routine  uses  which  may  be  made  of  the 
information,  as  published  pursuant  to  paragraph  (4)  (D)  of  this 
subsection;  and" 

"Uses"  can  be  distinguished  from  "purposes"  in  that  "purposes" 
describe  the  objectives  for  collecting  or  maintaining  information, 
whereas  "uses"  are  the  specific  ways  or  processes  in  which  the 
information  is  employed  including  the  persons  or  agencies  to  whom  the 
record  may  be  disclosed.  For  example,  the  purposes  for  collecting 
information  may  be  to  evaluate  an  application  for  a  veterans'  benefit 
and  issue  checks.  Uses  might  include  verification  of  certain 
information  with  the  Department  of  Defense  and  release  of  check-issue 
data  to  the  Treasury  Department,  or  disclosure  to  the  Justice 
Department  that  the  applicant  apparently  intentionally  provided  false 
or  misleading  information. 
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The  term  "routine  use"  is  defined  in  subsection  (a)  (7)  to  mean  the 
disclosure  of  a  record  "...for  a  purpose  which  is  compatible  with  the 
purpose  for  which  it  was  collected."  A  "routine  use"  is  one  which  is 
relatable  and  necessary  to  a  purpose  described  pursuant  to  subsection 
(e)  (3)  (B)  ,  and  in?olves  disclosure  outside  the  agency  which  maintains 
the  record.  "Routine  uses"  Bust  be  included  not  only  in  the  public 
none?  about  the  system  of  records  published  in  accordance  with 
subsection  (e)  (4),  oelow,  but  also  established  in  advance  by  notice  in 

the  .Federal Peaister   to   permit   public   comment.    See   subsection 

(e)  (11),  below. 

The  lescriptio::  of  "routine  uses"  provided  to  the  individual  at  the 
time  information  is  collected  will  frequently  be  a  summary  of  the 
material  published  in  the  public  notice  pursuant  to  subsection  (e)  (4) 
(D) .  As  with  other  portions  of  the  notification  to  the  individual, 
care  should  be  exercised  to  tailor  the  length  and  tone  of  the  notice 
to  the  circumstances;  i.e.,  the  public  notice  published  pursuant  to 
subsection  (e)  (4)  can  be  much  more  detailed  than  the  notice  to  the 
individual  appended  to  an  information  collection  form. 

Subsection   (e)  (3) (D)   "The   effects   on   him,   if   any,   of   not 
providing  all  or  any  part  of  the  reguested  information;" 

The  intent  of  this  subsection  is  to  allow  an  individual  from  whom 
personal  information  is  reguested  to  know  the  effects  (beneficial  and 
adverse),  if  any,  of  not  providing  any  part  or  all  of  the  reguested 
information  so  that  he  or  she  can  make  an  informed  decision  as  to 
whether  to  provide  the  information  reguested  on  an  information 
collection  form  or  in  an  interview. 

The  individual  should  be  informed  of  the  effects,  if  any,  of  not 
responding.  Tnis  should  be  stated  in  a  manner  which  relates  to  the 
purposes  for  which  the  information  is  collected;  e.g.,  the  information 
is  needed  to  evaluate  disabled  veterans  for  special  counseling  and 
training  and  if  it  is  not  provided,  no  additional  training  will  be 
considered  butdisability  annuities  payments  will  continue.  Particular 
care  must  be  exercised  in  the  drafting  of  the  wording  of  the  notice  to 
assure  that  the  respondent  to  the  information  reguest  is  not  aisled  or 
inadvertently  coerced. 


PUBLICATION  OF  THE  _  A  N  im  L  NOTICE  OF  SYSTEHS  OF  RECORDS 

Subsection  (e) (4)  "Subject  to  the  provisions  of  paragraph  (11)  of 
this  subsection,  publish  in  the  Federal  Register  at  least 
annually  a  notice  of  the  existence  and  character  of  the  system  of 
records,  which  notice  shall  include--" 

The  public  notice  provision  is  central  to  the  achievement  of  one  of 
the  basic  objectives  of  the  Act;  fostering  agency  accountability 
through  a  system  of  public  scrutiny.  The  public  notice  provision  is 
premised  on  the  concept  that  there  should  be  no  system  of  records 
whose  very  existence  is  secret. 
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The  purposes  or  the  notice  are  to  intora  the  public  of  the  existence 
of  systeas  of  records; 

the  kinds  of  information  aaintained; 

the  kinds  of  individuals  od  whoa  information  is  maintained; 

the  purposes  for  which  they  are  used;and 

how  individuals  can  exercise  their  rights  under  the  Act. 

All systems of re  cor  Is aaintained oy_an_aiency_a  re_sub_ie_ct_to_the 

annual  public_notice_re^uireaent-L  (Tne  general  and  special  exemption 
sections  permit  agencies  to  omit  portions  of  the  notice  for  certain 
systeas.  They  do  not  exempt  any  agency  from  publishing  a  public 
notice  on  any  system  of  records) . 

Care  must  be  exercised  to  assure  that  the  tone,  language,  level  of 
detail  and  length  of  the  public  notice  are  considered  to  assure  that 
the  notice  achieves  the  objective  of  informing  the  public  of  the 
nature  and  purposes  of  agency  systems  of  records. 

Defining  what  constitutes  a  "system"  for  purposes  of  preparing  a 
notice  will  be  left  to  agency  discretion  within  the  general  guidelines 
contained  herein.  (See  also  subsection  (a)  (5)  )  .  A  system  can  be  a 
small  group  of  records  or,  conceivably,  the  entire  complex  of  records 
used  by  an  agency  for  a  particular  program.  Several  factors  bear  on 
the  determination  by  the  agency  as  to  what  will  constitute  a  system: 

-  If  each  small  grouping  of  records  is  treated  as  a  separate 
system,  then  public  notices  and  procedures  will  be  required  for 
each.  The  publication  of  numerous  notices  may  have  the  effect  of 
liaiting  the  information  value  to  t'he  public. 

-  If  a  large  complex  of  records  is  treated  as  a  single  system,  only 
one  notice  will  be  required  but  that  notice  and  the  procedures 
may  be  considerably  more  complex. 

-  Agencies  can  expect  to  be  required  to  respond  to  individual 
requests  for  access  to  records  pertaining  to  them  at  the  level  of 
detail  in  their  public  notices,  i.e.,  it  an  agency  treats  its 
records  for  a  particular  program  as  a  single  system,  it  may  be 
called  upon  by  an  individual  to  be  given  access  to  all 
information  in  records  pertaining  to  that  individual  in  the 
system. 

The  purpose (s)  of  a  system  is  the  most  important  criterion  in 
determining  whether  a  system  is  to  be  treated  as  a  single  system 
or  several  systems  for  the  purposes  ot  the  Act.  If  each  of 
.  several  groupings  jf  agency  records  is  used  for  a  unigue  purpose 
or  set  of  purposes,  as  delineated  in  subsection  (e)  (3)  (3)  above, 
each  may  appropriately  be  treated  as  a  separate  system.  Agencies 
should  keep  in  mind  that  a  major  purpose  of  the  Act  is  not  the 
restructuring  of  existing  systeas  of  records,  but  rather  the 
publicizing   of  what  those  systeas  are  and  how  they  are  used.   It 
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does  not,  of  coarse,  preclude  such  restructuring  where  otherwise 
necessary  or  appropriate  sucn  as  to  reduce  the  risk  of  improper 
access. 

-  Geographic  decentralization  will  not  in  ami  of  itsoll  l>»> 
considpred  a  criterion  for  viewing  a  system  of  records  as  several 
systems.  An  agency  Bay  treat  a  decentralized  systea  as  a  single 
systea  and  specify  several  locations  and  an  agency  official 
responsible  for  the  system  a*  each  location.  See  subsections 
(e)(4)(A)  and  (P) .  While  the  development  of  central  indexes  for 
systeas  which  dc  not  presently  reguire  such  indexes  should  be 
avoided  wherever  possible,  individuals  who  seek  to  learn  whether 
a  geographically  decentralized  systea  of  records  contains  a 
record  pertaining  to  thea  (subsection  (f)  (1))  should  not  be 
required  to  query  each  location.  (In  deciding  whether  or  not  to 
construct  an  index,  agencies  aust  weigh  the  potential  threat  of 
aisuse  posed  by  Baking  individual  records  more  accessible  against 
the  capability  to  meet  the  needs  of  those  individuals  for  access 
to  their  records).  It  may,  however,  be  possible  to  guide 
individuals  as  to  which  location  may  have  a  record  pertaining  to 
thea;  e.g.,  systems  segmented  by  location  of  birth,  or  by  range 
of  identification  nuaoer.  In  any  case,  "if  a  system  is  located 
in  aore  than  one  place,  each  location  must  be  listed."  (House 
Report  93-1U16,  p. 15)  See  subsection  (e)  (U)  (A). 

A  aajor  criterion  in  determining  whether  a  grouping  of  records 
constitutes  one  system  or  several,  for  purposes  of  the  Act,  will  be 
the  ability  to  be  responsive  to  the  requests  of  the  individual  for 
access  to  records  and  generally  to  be  informel. 

Systems,  however,  should  not  be  subdivided  or  reorganized  so  that 
information  which  would  otherwise  have  been  subject  to  the  act  is  no 
longer  subject  to  the  act*.  For  example,  if  an  agency  maintains  a 
series  of  records  not  arranged  oy  name  or  personal  identifier  but  uses 
a  separate  index  file  to  retrieve  records  by  naae  or  personal 
identifier  it  should  not  treat  these  files  as  separate  systems. 

A  public  notice  is  required  to  be  published: 

foi  each  system  in  operation  on  September  27,  1975  on  or  prior 
to  that  date  and  the  notice  shall  be  republished,  including 
any  revisions,  on  or  before  August  30,  each  year  thereafter. 

for  new  systems,  before  the  system  of  records  becomes 
operational;  i.e.,  before  any  inforaation  about  individuals  is 
collected. 

It  should  be  noted  that  each  "routine  use"  of  a  systea  must  have  been 
established  in  a  notice-  published  for  public  comment  at  least  30  days 
prior  to  the  disclosure  of  a  record  for  that  "routine  use"  as 
specified  in  subsection  (2)  (11)  . 

Por  major  changes  to  existing  systems,  a  revised  public  notice  is 
required  before  that  change  is  effective.  If  the  change  to  an  existing 
systea   involves  changes  to  "routine  uses",  they  are  subject  to  the  30 

53 


L067 


PRIVACY  ACT  GUIDELINES  -  July  1 ,  1975 


day  advance  notice  provisions  of  subsection  (e)  (11).  The  nature  of 
the  changes  in  a  system  which  would  require  the  issuance  of  a  revised 
public  notice  before  the  next  annual  public  notice  is  described  for 
each  element  ot  the  public  notice  in  the  succeeding  paragraphs. 
Generally,  any  change  in  a  system  which  has  the  effect  of  expanding 
the  categories  of  records  maintained,  the  categories  of  individuals  on 
whom  records  are  maintained,  or  the  potential  recipients  of  the 
information,  will  require  the  publication  of  a  revised  public  notice 
before  the  change  is  put  into  effect.  In  addition,  any  modification 
that  alters  the  procedures  by  which  individuals  exercise  their  rights 
under  the  Act  (e.g.,  for  gaining  access)  will  require  the  publication 
of  a  revised  notice  before  that  change  becomes  effective. 

Changes   of   the  type  described  above  will  typically  also  require  the 

preparation  of  a  "Report  on  New  Systems"  under  subsection  (o) ,   below. 

Any  other  change  will  be  incorporated  into  the  next  annual  revision  of 
the  notice. 

The  General  Services  Administration  (Office  of  the  Federal  Register) 
will  issue  more  detailed  guidance  on  the  formats  to  be  used  by 
agencies  in  publishing  their  public  notices.  The  formats  prescribed 
by  GSA  are  to  be  use]  to  facilitate  the  annual  compilation  of  the 
notices  and  to  assure  that  notices  are  produced  in  a  consistent  manner 
to  make  them  more  useful  to  the  public. 

DESCRIBING  THE-NABE  A_ND  LOCATION  OF  THE  SYSTEM  IN  THE  PUBLIC  NOTICE 

Subsection  (e) (4) (A)  "The  name  and  location  of  the  system" 

Agencies  will  specify  each  city/town  and  site  at  which  the  system  of 
records  is  located.  For  a  geographically  dispersed  system  each 
location  should  be  listed.  A  change  in  the  list  of  locations  will  not 
require  publication  of  a  revised  notice. 

While  the  House  report  language  cited  above  clearly  indicated  that  the 
location  of  each  site  at  which  the  system  is  maintained  is  to  be 
listed,  exceptional  situations  may  dictate  not  including  the  listing 
in  the  body  of  the  notice;  e.g.,  military  personnel  records  which  are 
kept  at  several  hundred  installations  or  certain  farmer  records  which 
are  kept  at  several  thousand  county  extension  agent  offices.  To 
include  the  list  of  locations  in  each  applicable  notice  would  only 
serve  to  inflate  the  size  and  thereby  reduce  the  readability  of  the 
notice.  In  these  instances,  it  may  be  appropriate  to  publish  a  single 
list  of  field  stations,  or  to  refer  in  the  notice  for  all  systems  at 
those  sites  to  a  list  which  is  generally  available. 

DES^RIBING_CATEGQRIE3i0F_INDIVIDUALS  IN  THE  PUBLICNOTICE 

Subsection   (e)  (U) (B)   "The  categories   of   individuals   on  whom 
records  are  maintained  in  the  system;" 

"The  purpose  of  this  requirement  is  for  an  individual  to  determine  if 
information  on  him  might  be  in  [the]  system.  Tne  description  of  the 
categories  should  therefore  be  clearly  stated  in  non-technical  terms 
understandable   to   individuals   unfamiliar    with    data    collection 
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techniques."  (House  Report  93-lUlf>,  p. 15).  For  example,  the  notice 
might  indicate  that  the  records  are  maintained  on  students  who  applied 
for  loans  under  a  student  loan  program,  not  persons  who  f i 1  <»  1  fori  x 
or  who  are  eligible  under  section  ARC-OOC. 

Any  change  which  has  the  effect  of  adding  new  categories  of 
individuals  on  whoa  records  ar?  maintained  will  reguire  publication  of 
a  revised  public  notice.  If,  in  the  absence  of  a  revised  Notice,  an 
individual  who  is  the  subject  of  a  record  in  the  system  would  not 
Lecognizo  that  fact,  a  revision  should  be  issued  oefore  that  change  is 
put  into  effect.  A  narrowing  of  the  coverage  of  the  system  does  not 
reguire  advance  issuance  of  a  revised  notice. 

DESCajJINO  CATEGORIES  OF  REC0PD5  IN  THE  PUBLIC  NOTICE 

Subsection  (e) (U) (C)  "The  categories  of  records  maintained  in  the 
system; " 

This  portion  of  the  notice  should  briefly  describe  tha  types  of 
information  contained  in  the  system;  e.g.,  employment  history  or 
earnings  records.  As  with  the  previous  item,  non- technical  terms 
should  be  used.  The  addition  of  any  new  categories  of  records  not 
within  the  categories  described  in  the  then  current  public  notice  will 
require  the  issuance  of  a  revised  public  notice  before  that  change  is 
put  into  effect.  The  addition  of  a  new  data  element  clearly  within 
the  scope  of  the  categories  in  the  notice  would  not  reguire  the 
issuance  of  a  revised  notice. 


DESCRIBING  ROUTINE  USFS  IN  TH5  .PUBLIC  NOTICE 

Subsection  (e)  (4)  (D)  "Each  routine  use  of  the  records  contained 
in  the  system,  including  the  categories  of  users  and  the  purpose 
of  such  use ; " 

In  describing  the  "routine  uses"  of  the  system  in  the  public  notice, 
the  notice  should  be  sufficiently  explicit  to  communicate  to  a  reader 
unfamiliar  with  the  technical  aspects  of  the  system  or  the  agency's 
program. 

For  a  more  extensive  discussion  of  "routine  uses",  see  subsections 
(a)  (7)  (definitions),  (b)  (3)  (conditions  of  disclosure),  (e)  (3)  (C) 
(notification  to  the  individual),  and  (e)  (11)  (notice  of  routine 
uses) . 

Any  new  use  or  significant  change  in  an  existing  use  of  the  system 
which  has  the  effect  of  expanding  the  availability  of  the  information 
in  the  system  will  reguire  publication  of  a  revised  public  notice. 
Any  such  change  in  a  routine  use  must  also  be  described  in  a  notice  in 

the  E§.deral Register    to   permit   public   comment   before   it   is 

implemented. 

DESCRIBING PECO  8  0S MANAGEMENT POiilCIEJj AND  PRACTICES  IN  THE  PUBLIC 

NOTICF~~ 
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Subsection  (e)  (4) (E)  "The  policies  and  practices  ol  the  agency 
rejarding  storage,  retr ievabi li ty ,  access  controls,  retention, 
and  disposal  of  the  records;" 

This  portion  of  the  public  notice  should  describe  how  the  records  are 
maintained,  how  they  are  safeguarded,  what  categories  of  officials 
within  the  aqency  are  permitted  to  have  access,  and  how  long  records 
are  retained  both  on  the  agency's  premises  and  at  secondary  storage 
sites. 

In  describing  record  "storage",  the  agency  should  indicate  the  medium 
in  which  the  records  are  maintained  (e.g.,  file  folders,  magnetic 
tape).  "Petrie vabili ty"  covers  the  capabilities  in  the  system  of 
records  to  index  and  access  a  record  (e.g.,  by  name,  combinations  of 
personal  characteristics,  identification  numbers).  "Access  controls" 
describes,  in  general  terms,  what  measures  have  been  taken  to  prevent 
unauthorized  disclosure  of  records  (e.g.,  physical  security,  personnel 
screening)  and  what  categories  of  individuals  within  the  agency  have 
access.  "Retention"  and  "disposal"  cover  the  rules  on  how  long 
records  are  maintained,  if  and  when  they  are  moved  to  a  Federal 
Records  Center  or  to  the  Archives,  if  and  how  they  are  destroyed.   The 

description  shall  not  describe, security  .safeguards  .in  such detail as 

to  increase  the  risk_cf  .unauthorized. access  to .the  .records. 

Changes  in  this  item  will  not  normally  reguire  immediate  publication 
of  a  revised  public  notice  unless  they  reflect  an  expansion  in  the 
availability  of  or  access  to  the  system  of  records. 

IDENTIFYING OFF  I  CIA  LIS] RESPONSIBLE FOR TH£ SYSTEM   IN  THE  PUBLIC 

NOTICE 

Subsection  (e)  (4)  (F)  "The  title  and  business  address  of  the 
agency   official  who  is  responsible  for  the  system  of  records;" 

This  portion  of  the  notice  must  include  the  title  and  address  of  the 
agency  official  who  is  responsible  for  the  policies  and  practices 
governing  the  system  described  in  (e)  (4)  (E)  ,  above.  For 
geographically  dispersed  systems,  where  individuals  must  deal  directly 
with  agency  officials  at  each  location  in  order  to  exercise  their 
rights  under  the  Act  (e.g.,  to  gain  access),  the  title  and  address  of 
the  responsible  official  at  each  location  should  be  listed  in  addition 
to  the  agency  official  responsible  for  the  entire  system.  See 
discussion  of  subsection  (e)  (4)  (A)  ,  above,  -for  special  treatment  of 
certain  multiple  location  systems. 

A  revised  public  notice  shall  be  issued  before  the  implementation  of 
any  change  in  the  address  to  which  individuals  ma y  present  themselves 
in  person  to  inguire  whether  they  are  the  subject  of  a  record  in  the 
system  or  to  seek  access  to  a  record  or  in  the  address  to  which 
individuals  may  mail  inquiries,  unless  the  agency  has  established 
internal  procedures  to  assure  that  mail  will  be  forwarded  promptly  so 
that  the  agency  will  be  able  to  respond  to  inquiries  within  the  time 
constraints  established  in  subsection (d)  .  Generally,  changes  of  this 
type  in  the  interim  between  the  annual  publications  of  the  compilation 
of  notices  should  be  avoided  if  at  all  possible.   Individuals  are  lore 
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likely  to  reiy  upon  th*  annual  compilation  and  ar*>  not  as  likely  to  be 
aware  of  notifications  publicised  only  by  means  ot  separate  notice  in 
the  Federal  Register. 

DM£PIlIiilL.P52££pnFEi_FUR_DET^niNI_NG^P_A_SJf5T  CONTAINS  A  RECORD  OH 
AN  INDIVIDUAL  ;N  THR  PUBLIC  NOTICE 

Subsection  (p)  (w)  {r,)  "The  agency  procedures  whereby  an  individual 
can  be  notified  at  his  request  if  the  system  of  records  contains 
a  record  pertaininj  to  him;" 

This  portion  of  the  notice  should  specify  as  a  minimum,  the  following: 

-  The  address  of  the  agency  office  to  which  inquiries  should  be 
addressed  or  addresses  of  the  location (s)  at  which  the  individual 
may  present  a  request  in  person.  Wherever  practicable,  this  list 
should  be  the  same  as  the  list  of  officials  responsible  for  th«» 
system  in  subsection  (e)  (4)  (F) ,  above.  If  this  is  the  case,  it 
need  not  be  reported. 

-  what  identifying  information  is  required  to  as  certain  whether  or 
not  the  system  contains  a  record  about  the  inquirer. 

The  agency  may  require  proof  of  identity  only  where  it  has  made  a 
determination  that  knowledge  of  the  fact  that  a  record  about  an 
individual  prists  would  not  be  required  to  be  disclosed  to  a  member  of 
the  public  under  section  552  of  title  5  of  the  United  States  Code  (the 
Freedom  of  Information  Act).  For  example,  an  agency  may  determine 
that  disclosure  of  a  record  in  a  file  pertaining  to  conflicts  of 
interests  would  be  a  clearly  unwarranted  invasion  of  personal  privacy, 
within  the  meaning  of  5  USC  552(b)  (6),  and  in  this  instance  the  agency 
may  require  proof  of  identity. 

A  revised  public  notice  will  be  issued  before  effecting  any  change 
which  meets  the  criteria  outlined  in  subsection  (e)  (4)  (P)  ,  above. 

This  portion  of  the  notice  must  be  consistent  with  agency  rules 
promulgated  pursuant  to  subsection  (f)(1).  Any  changt  in  these 
procedures  is  subject  to  the  requirements  of  the  Administrative 
Procedure  Act  as  specified  in  subsection  (f) . 

DESCRIBING  PROCEDURES  FOR  GAINING  ACCESS  IN  THF  PUDLIC  NOTICE 

Subsection  (e)  (4)  (H)  "The  agency  procedures  whereby  an  individual 
can  be  notified  at  his  request  how  he  can  gain  access  to  any 
record  pertaining  to  him  contained  in  the  system  of  records,  and 
how  he  can  contest  its  content;  and" 

This    portion    of   the   public   notice    oust   include  the   mailing 

address  (es)  and,  if  possible,  the  telephone  number  (s)   of  official (s) 

who  can  proviie  assistance;  and  the  location  of  offices  to  which  the 
individual  may  go  to  seek  information. 
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This  provision  does  not  specifically  require  that  the  actual 
procedures  for  obtaining  access  or  for  contesting  the  accuracy  of  a 
record  be  included  in  the  public  notice.  It  only  requires  that 
individuals  be  advised  of  the  means  by  which  they  can  obtain 
information  on  those  procedures.  However,  it  should  be  noted  that, 
pursuant  to  subsection  (f) ,  agencies  are  required  to  publish  rules 
which  stipulate  the  procedures  whereby  the  individual  can  exercise 
each  of  these  rights  and  that  these  rules  are  required  to  be 
incorporated  into  the  annual  compilation  of  notices  and  rules 
published  by  the  Office  of  the  Federal  Register. 

A  revised  public  notice  shall  be  issued  before  effecting  any  change 
about  which  the  individual  would  have  to  know  in  order  to  exercise  his 
or  her  rights  under  the  Act.  Changes  of  this  type  in  the  interim 
between  the  annual  publications  of  the  compilation  of  notices  should 
be  avoided  if  at  all  possible, 

This  portion  of  tne  notice  must  be  consistent  with  agency  rules 
promulgated  pursuant  to  subsections  (f)(2)  and  (3).  Any  change  in 
these  procedures  is  subject  to  the  requirements  of  the  Administrative 
Procedure  Act  as  specified  in  subsection  (f) . 

PJSCJ I BING  CATEGORIES ,OP  INFORMATION ,  SOORCES .IN .THE  .PUBLIC  NOTICE 

Subsection  (e) (U) (I)  "The  categories  of  sources  of  records  in  the 
system; " 

Por  systems  of  records  which  contain  information  obtained  from  sources 
other  than  the  individual  to  whom  the  records  pertain,  the  notice 
should  list  the  types  of  sources  used;  e.g., 

previous  employers, 

financial  institutions, 

educational  institutions  attended,  or 

peer   reviewers   (such   as   in   connection  with  records  of  the 
review  of  proposals  for  reseach  projects) 

The  notice  should  indicate  if  the  individual  to  whoa  the  records 
pertain  is  a  source  of  the  information  in  the  record.  otherwise  all 
the  notices  will  appear  to  be  violating  the  requirement  that 
individuals  be  the  main  source  of  information  pertaining  to  them. 

Specific  individuals  or  institutions  need  not  be  identified.  Guidance 
on  when  the  identity  of  a  source  may  be  withheld  is  contained  in 
subsection  (K)(2),  (5)  and  (7). 

STANDARDS  OF  ACCORACY 

Subsection  (e)  (5)  "Maintain  all  records  which  are  used  by  the 
agency  in  making  any  determination  about  any  individual  with  such 
accuracy,    relevance,    timeliness,    and   completeness   as   is 
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reasonably  necessary  to  assure  tairness  to  the  individual  in  the 
deter mination; " 

The  objective  of  this  provision  is  to  minimi*-,  it  not  eliminate,  thp 
risk  that  an  agency  will  make  an  adverse  determination  \bout  an 
individual  on  tiio  basis  ot  inaccurate,  incomplete,  irrelevant,  or  out- 
of-date  records  that  it  maintains.  Since  the  final  determination  as 
to  accuracy  is  necessarily  judgmental,  it  is  particularly  critical 
that  this  judgment  be  made  with  an  understanding  of  the  intent  of  the 
Act. 

The  Act  recognizes  the  difficulty  of  establishing  absolute  standards 
of  data  quality  by  conditioning  the  reguirement  with  the  language  "as 
is  reasonably  necessary  to  assure  fairness  to  the  individual...." 
This  places  the  emphasis  on  assuring  the  quality  of  the  record  in 
terms  of  the  use  of  the  record  in  making  decisions  affecting  the 
rights,  benefits,  entitlements,  or  opportunities  (including 
employment)  cf  the  individual. 

A  corollary  provision  (subsection  (e)  (6)  ,  below)  requires  that 
agencies  apply  the  same  standard  to  records  which  are  disclosed, 
except  when  they  are  disclosed  to  a  member  of  the  public  under  the 
Freedom  of  Information  Act  or  to  another  agency.  (An  agency  would  be 
subject  to  the  Act  and,  therefore,  would  have  to  apply  its  own 
standards  of  accuracy,  etc.) 

Agencies  may  develop  tolerances  for  "accuracy"  and  "timeliness"  giving 
consideration  to  the  likelihood  that  errors  within  those  tolerances 
could  result  in  an  erroneous  decision  with  adverse  consequences  to  the 
individual  (e.g.,  denial  of  rights,  benefits,  entitlements,  or 
employment)  .  For  example,  for  its  purposes  in  determining 
entitlements  based  on  income,  it  may  only  be  necessary  for  an  agency 
to  record  the  fact  that  income  was  greater  than  or  less  than  a 
stipulated  level  rather  than  to  ascertain  and  record  ♦'he  precise 
amount.  In  questionable  instances,  reverif icati on  of  pertinent 
information  with  the  individual  to  whom  it  pertains  may  be 
appropriate. 

Useful  criteria  for  assuring  "relevance"  and  "completeness"  may  be 
somewhat  more  difficult  to  develop.  The  pursuit  of  "completeness" 
could  result  in  the  collection  of  irrelevant  information  which,  if 
taken  into  account  in  making  an  agency  determination  could  prejudice 
the  decision.  Agencies  must  limit  their  records  to  those  elements  of 
information  which  clearly  Dear  on  the  determination (s)  for  which  the 
records  are  intended  to  be  used,  and  assure  that  all  elements 
necessary  to  the  determinations  are  present  before  the  determination 
is  made. 

VALIDATING  B ECOBDS .BEFORE  DISCLOSURE 

Subsection  (e)  (6)  "Prior  to  disseminating  any  record  about  an 
individual  to  any  person  other  than  an  agency,  unless  the 
dissemination,  is  made  pursuant  to  subsection  (b)  (2)  of  this 
section,  make  reasonable  efforts  to  assure  that  such  records  are 
accurate,  complete,  timely,  and  relevant  for  agency  purposes;" 
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While  the  Act  recognizes  that  an  aqency  cannot  guarantee  the  absolute 
accuracy  of  its  systems  of  records,  any  record  disclosed  to  a  person 
outside  the  agency  (except  another  agency)  must  be  as  accurate  as 
appropriate  for  purposes  of  the  agency  which  maintained  the  record. 
(See  subsection  (e)(5)).  The  only  exceptions  to  this  requirement  are 
for  disclosures  to  another  agency  or  to  the  public  under  the  Freedom 
of  Information  Act  which  may  not  be  delayed  or  impeded. 

Recognizing  that  an  agency  properly  disclosing  information  (pursuant 
to  subsection  (b) ,  conditions  of  disclosure)  is  often  not  in  a 
position  to  evaluate  acceptable  tolerances  of  error  for  the  purposes 
of  the  recipient  of  the  information,  the  primary  objective  of  this 
provision  is,  nonetheless,  to  assure  that  reasonable  efforts  are  made 
to  assure  the  quality  of  records  disclosed  to  persons  who  are  not 
subject  to  the  provisions  of  subsection  (e) (5).  The  agency  must, 
therefore,  make  reasonable  efforts  to  assure  that  a  record  it 
discloses  is  as  accurate,  relevant,  timely,  and  complete  as  would  be 
reasonably  necessary  to  assure  fairness  in  any  determination  that  it 
might  make  on  the  basis  of  that  record.  It  may,  for  example,  be 
appropriate  to  advise  recipients  that  the  information  disclosed  was 
accurate  as  of  a  specific  date,  such  as  the  last  date  on  which  a 
determination  was  made  by  the  agency  on  the  basis  of  the  record  or  of 
other  known  limits  on  its  accuracy  e.g.,  its  source. 

RECOR DS_OH_RFLIGIOUS  OR  POLITICAL  ACTIVITIES 

Subsection  (e)  (7)  "Maintain  no  record  describing  how  any 
individual  exercises  rights  guaranteed  by  the  First  Amendment 
unless  expressly  authorized  by  statute  or  by  the  individual  about 
whom  the  record  is  maintained  or  unless  pertinent  to  and  within 
the  scope  of  an  authorized  law  enforcement  activity;" 

Whereas  subsection  (e)  (1)  generally  enjoins  agencies  from  collecting 
information  not  "relevant  and  necessary  to  accomplish  a  purpose  of  the 
agency,"  this  provision  establishes  an  even  more  rigorous  standard 
governing  the  maintenance  of  records  regarding  the  exercise  of  First 
Amendment  rights.  These  include,  but  are  not  limited  to  religious  and 
political  beliefs,  freedom  of  speech  and  of  the  press,  and  freedom  of 
assembly  and   petition. 

In  determining  whether  or  not  a  particular  activity  constitutes  the 
exercise  of  a  right"  guaranteed  by  the  First  Amendment",  agencies  will 
apply  the  broadest  reasonable  interpretation. 

Records  describing  the  exercise  of  these  rights' may  be  maintained  only 
if  one  of  the  following  conditions  is  met: 

-  A  statute  specifically  authorizes  it.  Specific  authorization 
means  that  a  statute  explicitly  provides  that  an  agency  may 
maintain  records  on  activities  whose  exercise  is  covered  by  the 
First  Amendment;  not  merely  tnat  the  agency  is  authorized  to 
establish  a  system  of  records.  However,  the  statute  need  not 
address  itself  specifically  to  the  maintenance  of  records  of 
First  Amendment  activities  if  it  specifies  that  such  activities 
are  relevant  to  a  determination  concerning  the  individual.     For 
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example,  since  the  Immi  ]ta t ion  and  Nationality  Act  Bakes  the 
possibility  of  religious  or  political  perspcation  relevant  to  a 
stay  ot  deportation,  the  mfomatlon  on  tht»Kc  subjects  may  be 
admitted  in  evidence,  and  t  hei  ef  on.?  would  not  be  prohibited  hy 
this  provision. 

-  The  individual  expressly  authorizes  it;  e.g.,  a  member  of  the 
armed  forces  may  indicate  a  religious  preference  so  that,  if 
seriously  injure!  or  killed  while  on  duty,  the  proper  clergyman 
can  be  called.  The  individual  may  also  volunteer  such 
information  and  if  he  does  so,  the  agency  is  not  precluded  from 
accepting  aril  retaining  it.  Thus,  if  an  applicant  for  political 
appointment  should  list  his  political  affiliation,  association 
memberships,  and  religious  activities,  the  agency  may  retain  this 
as  part  of  his  application  file  or  include  it  in  an  official 
biography.  Similarly,  it  an  individual  volunteers  information  on 
civic  or  religious  activities  in  order  to  enhance  his  chances  of 
receiving  a  benefit,  such  as  executive  clemency,  the  agency  may 
consider   information  thus  volunteered.    However,  nothing  in  the 

request for information should in an^ way suggest    that 

i.D.f2.rj»a_!ipji on an individual 's First Amendment  activities  is 

required . 

-  Thp  record  is  leguired  by  the  agency  for  an  authorized  law 
enforcement  function. 

In  the  discussions  on  the  floor  of  the  douse  regarding  the  authority 
to  maintain  such  records  for  law  enforcement  purposes,  it  was  stated 
that  t h 3  objective  of  the  law  enforcement  gua lif ication  on  the  general 
prohibition  was  "to  Hake  certain  that  political  and  religious 
activities  are  not  used  as  a  cover  for  illegal  or  subversive 
activities."  However,  it  was  agreed  that  "no  file  would  be  kept  of 
persons  who  are  merely  exercising  their  constitutional  rights..."  and 
that  in  accepting  this  qualification  "there  was  no  intention  to 
interfere  with  Pirst  Amendment  rights"  (Congressional  Record,  November 
20,  1974,  R1C892  and  November  21,  1974,  H10952) 

NOTIFICATION  FOR  PI 5  CLOSURES  UNDER  COMPULSORY  LEGAL  PROCESS 

Subsection  (e)  (8)  "Make  reasonable  efforts  to  serve  notice  on  an 
individual  when  any  record  on  such  individual  is  made  available 
to  any  person  under  compulsory  legal  process  when  such  process 
becomes  a  matter  of  public  record;" 

When  a  record  is  disclosed  under  compulsory  legal  process  (<*.g., 
pursuant  to  subsection  (b)  (11)),  and  the  issuance  of  that  order  or 
subpoena  is  made  public  by  the  court  or  agency  which  issued  it, 
agencies  must  make  reasonable  efforts  to  notify  the  individual  to  whom 
the  record  pertains.  This  may  be  accomplished  by  notifying  the 
individual  by  mail  at  nis  or  her  last  known  address.  The  most  recent 
address  in  the  agency's  recorls  will  suffice  for  this  purpose  and  no 
separate  address  records  are  reguired.  Upon  being  served  with  an 
order  to  disclose  a  record,  the  agency  should  endeavor  to  determine 
whether  the  issuance  of  the  order  is  a  matter  of  public  record  and,  if 
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it  is  not,  seek  to  bQ  advised  when  it  becomes  public.  An  accounting 
of  the  disclosure,  pursuant  to  subsection  (c)  (1)  ,  is  also  required  to 
be  nade  at  the  time  the  agency  complies  with  the  order  or  subpoena. 

LHLg£-QfJ ^OND[_lcr  F0R.  *r?£NCY  PERSONNEL 

Subsection  (e)  (9)  "Establish  rules  of  conduct  for  persons 
involved  in  the  design,  development,  operation,  or  maintenance  of 
any  system  of  records,  or  in  maintaining  any  record,  and  instruct 
each  such  person  with  respect  to  such  rules  and  the  requirements 
of  this  section,  including  any  other  rules  and  procedures  adopted 
pursuant  to  this  section  and  the  penalities  for  noncompliance;" 

Effective  compliance  with  the  provisions  of  this  Act  will  require 
informed  and  active  support  of  a  broad  cross  section  of  agency 
personnel.  It  is  important  that  all  personnel  who  in  any  way  have 
access  to  systems  of  records  or  who  are  engaged  in  the  development  of 
procedures  or  systems  for  handling  records,  be  informed  of  the 
requirements  of  the  Act  and  be  adequately  trained  in  agency  procedures 
developed  to  implement  the  Act.  Personnel  with  particular  concerns 
include,  but  are  not  limited  to,  those  engaged  in  personnel 
management,  paperwork  management  (reports,  forms,  records,  and  related 
functions) ,  computer  systems  development  and  operations, 
communications,  statistical  data  collection  and  analysis,  and  program 
evaluation.  (The  Communications  Act  of  1934  prescribes  standards  and 
penalties  for  personnel  engaged  in  handling  interstate  communications 
and  shall  also  be  consulted,  where  applicable,  when  agency  rules  of 
conduct  are  being  developed) . 

Activities   under  this  provision  will  include 

-  the  incorporation  of  provisions  on  privacy  into  agency  standards 
of  conduct; 

-  the  discussion  of  individual  employee  responsibilties  under  the 
Act  in  general  personnel  orientation  programs;  and 

-  the  incorporation  of  training  on  the  specific  procedural 
requirements  of  the  Act  into  both  formal  and  informal  (on-the- 
job)  training  programs. 

Concurrently,  those  agencies  with  broad  policy  development  and 
training  responsibilities  (e.g.,  the  General  Services  Administration, 
the  Civil  Service  Commission)  will  also  be  revising  their  programs  as 
appropriate  to  augment  agency  activities  in  this  area. 

This  provision  is  also  important  in  ensuring  that  individuals  who  are 
potentially  criminally  liable  or  whose  actions  could  expose  the  agency 
to  civil  suit  (un^er  subsections  (i)  and  (g) ,  respectively)  are  fully 
informed  of  their  obligations  under  the  Act. 

ADMINISTRATIVE^ .TECHNICAL  AMD  .PHYSICAL  SAFEGUARDS 

Subsection  (e) (10)  "Establish  appropriate  administrative, 
technical,   and  physical  safeguards  to  insure   the   security   and 
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confidentiality  of  records  and  to  piotect  against  any  anticipated 
threats  or  hazards  to  their  security  or  integrity  which  could 
result  in  substantial  ham,  embarrassment ,  inconvenience,  or 
unfairness  to  any  individual  on  whom  information  is  maintained;" 

The  development  ot  appropriate  administrative,  technical,  and  physical 
safeguards  will,  necessinly,  have  to  be  tailored  to  the  requirements 
of  each  system  of  records  and  other  related  requirements  for  security 
and  confidentiality.  The  need  to  assure  the  integrity  of  and  to 
prevent  unauthorized  access  to,  systems  of  records  will  be  determined 
not  only  by  toe  requirements  of  this  Act  but  also  by  other  factors 
like  the  requirement  tor  continuity  of  agency  operations,  the  need  to 
protect  proprietary  data,  applicable  access  restrictions  to  protect 
the  national  security,  and  the  need  for  accuracy  and  reliability  of 
agency  information. 

While  the  tecnnology  ot  system  security  (botu  for  computer-based  and 
other  systems  of  records)  is  well  developed  as  it  relates  to  materials 
classified  for  reason  of  national  defense  or  foreign  policy,  few 
standards  currently  exist  to  guide  the  "civil11  agency  in  this  area. 
Until  such  standards  are  developed  and  promulgated,  agencies  will  be 
required  to  analyze  each  system  as  to  the  risk  of  improper  disclosure 
of  records  and  the  cost  ana  availability  of  measures  to  minimize  those 
risks.  The  Department  of  Commerce  (National  Bureau  of  Standards) 
will  be  issuing  guidelines  and  standards  to  assist  agencies  in 
evaluating  various  technological  approaches  to  providing  security 
safeguards  in  their  system  and  for  assessing  risks. 

NOTICE_P0a.NEK^RRVISEp.aoUTINB.USES 

Subsection  (e)  (11)  "At  least  30  days  prior  to  publication  of 
information  under  paragraph  (4) (D)  of  this  subsection,  publish  in 
the  Federal  Register  notice  of  any  new  use  or  intended  use  of  the 
information  in  the  system,  and  provide  an  opportunity  for 
interested  persons  to  submit  written  data,  views,  or  arguments  to 
the  agency. " 

Agencies  are  required  to  puolish  in  the  Federal  Register  a  notice  of 
their  intention  to  establish  "routine  uses"  for  each  of  their  systems 
of  records.  Although  tnis  provision  is  designed  to  supplant  the 
informal  rule-making  provisions  ot  5  USC  553,  the  accommodation  of  the 
public  comments  in  the  judicial  review  of  the  rule-making  exercise  was 
intended  wherever  practicable.  Agencies  should  furnish  as  complete  an 
explanation  of  the  routine  uses  and  any  changes  made  or  not  made  as  a 
result  of  the  public  comment  as  possible  so  that  the  public  will  be 
fully  informed  of  the  proposed  use.  This  is  to  give  the  public  an 
opportunity  to  comment  on  the  appropriateness  of  those  uses  before 
they  come  into  effect.  This  notice  should  be  published  sufficiently  in 
advance  of  the  proposed  effective  date  of  the  use  to  permit  time  for 
t ne  public  to  comment  and  for  the  agency  to  review  those  comments,  but 
in  no  case  may  a  new  "routine  use"  be  used  as  the  basis  for  a 
disclosure   less   than   30   days  after  the  publication  of  the  "routine 

use"   notice   in   the  .Federal Register .    A   revised   public   notice 
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(subsection  (e)  (4))  must  he  published  before  a  "routine  use"  is  put 
into  effect;  i.e.,  before  a  record  is  disclosed  for  such  a  use. 

It  is  clearly  permissible  to  publish  the  entire  system  notice 
(prescribed  by  subsection  (e)  (4)  )  as  the  notice  of  "routine  use" 
provided  that  such  "routine  uses"  are  not  put  into  effect  until  the 
required  30  day  notice  period.  If  an  entire  system  notice  is  not 
published,  the  notice  of  "routine  use"  issued  pursuant  to  subsection 
(e)  (11)  must,  as  a  minimum,  contain 

-  the  name  of  the  system  of  records  for  which  the  "routine  use"  is 
to  be  established; 

-  where  feasible,  the  authority  for  the  system  (see  discussion  of 
subsection  (e) (1),  and  the  required  notice  to  the  individual  in 
subsection  (e)(3)(A)),  above); 

-  the  categories  of  records  maintained; 

-  the  proposed  "routine  use(s)"; 

-  and  the  categories  of  recipients  for  each  proposed  "routine  use". 

For  new  "routine  uses"  of  systems  for  which  a  public  notice  under 
subsection  (e) (4)  has  already  oeen  published,  reference  should  be  made 
to  that  public  notice. 

A  notice  in  the  Federal  Register  inviting  public  comment  on  a  proposed 
new  "routine  use"  is  required 

-  for  all  existing  systems  of  records  not  later  than  August  28, 
1975.  (Since  30  days  advance  notice  of  a  "routine  use"  is 
required,  an  agency  that  fails  to  publish  necessary  notices  for 
existing  systems  on  or  prior  to  August  28  may  find  that  it  is 
precluded  from  making  necessay  interagency  transfers  until  it  has 
complied  with  this  provision) ; 

-  for  an  existing  system  of  records,  whenever  a  new  "routine  use" 
is  proposed.  A  new  "routine  use"  is  one  which  involves 
disclosure  of  records  for  a  new  purpose  compatible  with  the 
purpose  for  which  the  record  is  maintained  or  to  a  new  recipient 
or  category  of  recipients  (even  if  other  uses  are  concurrently 
curtailed) ;  and 

-  for  any  new  systems  of  records  for  which  "routine  uses"  are 
contemplated. 
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Section  (f) 

AJjENCY_  PULES 

Subsection  (f)  "In  order  to  carry  out  the  provisions  of  this 
section,  e<ico  agency  that  maintains  a  system  of  records  shall 
promulgate  rules,  in  iccordance  with  the  requirements  (including 
general  notice)  of  section  553  of  this  title,  which  shall--" 

Agencies  Bust  promulgate  rules  to  implement  the  provisions  of  the  Act 
in  accordance  with  the  requirements  of  section  553  of  title  5  of  the 
United  States  Code  including  publication  of  the  rules  in  the  Pederal 
Register  sc  that  interested  persons  can  have  an  opportunity  to 
comment.  A  "rule"  is  defined  as  "the  whole  or  a  part  of  an  agency 
statement  of  general  or  particular  applicability  and  future  effect 
designed  to  implement,  interpret,  or  prescribe  law  or  policy  or 
describing  the  organization,  procedures,  or  practice  requirements  of 
agency...  "(5  U.5.C.  551(4)).  Pormal  hearings  are  not  required  with 
respect  to  rules  issued  under  this  section.  However,  formal  hearings 
are  not  precluded  by  this  section  and,  in  particular  instances, 
agencies  may  elect  to  use  the  formal  hearing  procedure. 

Two  distinct  objectives  must  be  satisfied  by  the  rules  promulgated 
pursuant  to  this  subsection: 

-  they  must  provide  the  public  with  sufficient  information  to 
understand  how  an  agency  is  complying  with  the  law;  and 

they  must  provide  sufficient  information  for  individuals  to 
exercise  their  rights  under  the  Act. 

Rules  promulgated  under  this  subsection  differ  from  notices  under 
subsection  (e)  in  several  ways: 

-  Rules  promulgated  under  this  subsection  are  subject  to 
reguirements  of  section  553  of  the  Administrative  Procedure  Act 
governing  the  publication  of  proposed  rules  for  public  comment 
before  issuing  thera  as  final  rules. 

-  Rules  must  only  be  published  twice-as  notice  of  rule  making  and 
when  they  are  promulgated  as  final  rules-unless  they  are 
subsequently  modified.  (They  will,  however,  be  included  in  an 
annual  compilation  published  by  GSA.) 

-  A  separate  set  of  rules  need  not  be  published  for  each  system  of 
records  that  an  agency  maintains.  The  development  of  a  single 
set  of  agency  rules  is  encouraged  wherever  appropriate. 

Agencies  are  required  to  publish  proposed  rules  under  this  subsection 
allowing  at  least  30  days  for  public  comment  prior  to  publishing  them 
as  final  rules.  (For  systems  which  will  be  in  use  on  September  27, 
1975,  agencies  will  havo  to  publish  rules  not  later  than  August  28, 
1975.)   No   further   republication   of  agency  rules  is  required  (other 
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then  their  inclusion  in  the  annual  compilation  published  by  the  office 
of  the  PeuVral  Register)  unless  a  clianqe  is  proposed. 

The  language  ot  subsection  (f)  explicitly  requires  "general  notice;" 
i.e.,  section  55J  (b)  of  title  5  which  permits  agencies  not  to  publish 
a  general  notice  it  "persons  sub-ject  thereto  are  named  and  either 
personally  served  or  otherwise  have  actual  notice...."  shall  not 
apply  to  rules  promulgated  under  this  subsection.  Agencies  should 
also  be  aware  of  the  fact  that,  although  the  presumption  is  of  the 
validity  of  the  proposed  rule,  judicial  review  under  the 
Administrative  Procedure  Act  will  be  available  to  assure  against 
arbitrary  or  capricious  actions. 

RULES  FOR .DETERMINING  IF  AN  INDIVIDUAL  IS  THE  SUBJECT  OF  A  RECORD 

Subsection  (f)  (1)  "Establish  procedures  whereby  an  individual  can 
be  notified  in  response  to  his  request  if  any  system  of  records 
named  by  the  individual  contains  a  record  pertaining  to  him;" 

The  procedures  for  individuals  to  determine  if  a  system  of  records 
contains  records  pertaining  to  them  should  be  Kept  as  simple  as 
possible.   The  published  procedures  should  specify  - 

-  to  whom  the  request,  should  be  directed.  As  discussed  above 
(suosection  (e)  (4) ) ,  for  geographically  decentralized  systems, 
the  individual  should  not  be  required  to  query  each  location 
unless  the  individual  can  reasonably  be  expected  to  be  able  to 
discern  which  location  would  have  a  record  if  one  existed;  e.g., 
by  place  of  birth,  place  of  employment.  While  the  development  of 
central  indexes  to  satisfy  the  requirements  of  this  provision  is 
discouraged,  such  indexes  may  be  necessary  in  some  instances. 

-  the  information  necessary  to  identify  the  record.  Where  the 
system  employs  a  specialized  identification  scheme,  the 
individual  should  not  be  required  to  provide  such  a  number  or 
symbol  as  an  absolute  requirement,  although  the  individual  might 
be  requested  to  supply  it  if  he  or  she  can  reasonably  be  expected 
to  know  it.  Instead,  alternative  combinations  of  personal 
characteristics  may  be  used  to  identify  individuals  who  may  have 
lost,  forgotten,  or  are  unaware  of  their  identification  numbers 
or  symbols.  For  example,  the  combination  of  name,  date  of  birth, 
place  of  birth,  and  father's  first  name  may  be  sufficient  to 
identify  an  individual  without  the  use  of  a  system  identification 
number.  As  was  suqgested  above,  the  development  of  new  retrieval 
and  indexing  capabilities  is  not  encouraged,  rather  agencies 
should  exploit  existing  capabilities  to  serve  individual  needs. 
Restrictions  on  the  use  of  the  Social  Security  Number  as  an 
identifier  establisned  by  Section  7  of  this  Act  should  also  be 
noted  where  applicable. 

-  any  requirements  for  verification  of  identity.  These  may  only  be 
imposed  when  the  fact  ot  the  existence  of  a  record  would  not  be 
required  to  be  disclosed  under  the  Freedom  of  Information  Act  (5. 
O.S.C.  552)  . 
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Agency  procedures  should  provide  tor  acknowledgement  of  the  inquiry 
within  10  da  ys  (excluding  Saturdays,  Sundays,  and  legal  public 
holidays) . 

PULES  FOR  HANDLING  REQUESTS  FOR  ACCESS 

Subsection  (f)  (2)  "Define  reasonable  times,  places,  and 
requirements  for  identifying  an  individual  who  requests  his 
record  or  information  pertaining  to  him  before  the  agency  shall 
Bake  the  record  or  infornation  available  to  the  individual;" 

The  development  of  procedures  for  individuals  to  identify  themselves 
for  the  purposes  of  gaining  access  to  their  records  will  necessarily 
vary  depending  on  the  nature,  location,  and  sensitivity  of  the  records 
in  the  system.  Care  must  be  exercised  to  assure  that  the  reguirements 
for  verification  of  identity  are  not  so  cumbersome  as  to  prevent 
individuals  from  gaining  access  to  records  to  which  they  are  entitled 
to  have  access.  The  requirements  pertaining  to  verification  of 
identity  contained  in  subsection  (f) (1),  above,  should  also  be   noted. 

"Reasonableness"  will  be  measured  in  terms  of 

-  the  risk  of  access  being  granted  to  an  individual  who  is  not 
entitled  to  access  weighed  against  the  probable  harm  (including 
embarrassment)  to  the  individual  to  whom  the  record  pertains 
which  would  result  from  unauthorized  access;  and 

-  the  standards  for  verification  of  identity  which  a  typical 
individual  about  whom  record  is  maintained  could  be  expected  to 
meet . 

When  agencies  specify  that  individuals  may  (or  must)  present 
themselves  in  person  to  verify  their  identity,  hours  and  locations 
specified  should  take  into  account  the  kinds  of  individuals  about  whom 
records  are  maintained.  For  example,  it  may  be  appropriate  to  ask  a 
current  employee  who  seeks  access  to  his  record  to  present  himself  to 
the  agency  personnel  office  during  normal  working  hours.  No 
requirements  may  be  established  which  would  have  the  effect  of 
impeding  an  individual  in  exercising  his  or  her  right  to  access. 

Agencies  which  maintain  systems  of  records  on  widely  dispersed  groups 
of  individuals  and  which  have  field  offices  eguipped  to  do  so,  are 
encouraged  to  use  those  offices  as  sites  at  which  an  individual  can 
present  a  request  for  access  even  though  his  or  her  records  may  not  be 
maintained  at  any  one  of  those  field  offices.  The  information 
necessary  to  identify  individuals  should  be  kept  to  the  absolute 
minimum  and  neither  this  provision  nor  any  other  provision  of  the  Act 
should  be  used  for  the  purpose  of  acquiring  and  storing  additional 
information  about  an  individual. 

The  published  rules  prescribing  procedures  for  verification  of 
identity  will  include-- 

-  a  list  of  the  locations  and/or  mailing  addresses  of  locations  to 
which  the  request  may  be  presented; 
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when  in-pcrson  verification  is  required  or  permitted,  the  hours 
when  those  locations  are  open  (including  the  dates  of  holidays  on 
which  they  are  closed) ;  and 

documents  which  the  aqency  will  require,  if  any,  to  establish  the 
identity  of  the  individual  {specifying  as  many  alternatives  as 
possible) . 


RULES  FOR  GRANTING  ACCESS  TO  RECORDS 

Subsection  (f)  (3)  "Establish  procedures  for  the  disclosure  to  an 
individual  upon  his  request  of  his  record  or  information 
pertaining  to  him,  including  special  procedure  [sic],  if  deemed 
necessary,  for  the  disclosure  to  an  individual  of  medical  records 
including  psychological  records,  pertaining  to  hiia; 

Individuals  may  be  granted  access  to  their  records  either  in  person  or 
by  having  copies  mailed  to  them.  The  nature  of  the  system  and  of  the 
individuals  on  whom  records  are  maintained  will  determine  which  method 
is  appropriate.  If  an  agency  determines  that  it  can  grant  access  to 
records  only  by  providing  a  copy  of  the  record  through  the  mail 
because  it  cannot  provide  "reasonable"  means  for  individuals  to  have 
access  to  their  records  in  person,  it  may  not  charge  a  fee  for  making 
the  copy. 

The  issue  of  access  to  medical  records  was  the  subject  of  extensive 
discussion  during  the  development  of  the  Act.  As  written,  the  Act 
provides  that  individuals  have  an  unqualified  right  of  access  to 
records  pertaining  to  them  (with  certain  exceptions  specified  in 
subsections  (j)  and  (k) ,  below)  but  that  the  process  by  which 
individuals  are  granted  access  to  medical  records  may,  at  the 
discretion  of  tne  agency,  be  modified  to  prevent  harm  to  the 
individual.   [  S<=e  subsection  (d)(1).  J 

As  d  minimum,  rules  issued  pursuant  to  this  subsection  shall  be 
consistent  with  the  requirements  of  subsection  (d) (1)  and  should 
include-- 

-  some  indication,  for  requests  presented  in  person,  as  to  whether 
the  individual  can  expect  to  be  granted  immediate  access  to  the 
record  and,  for  written  request,  the  expected  time  lag,  if  any, 
between  receipt  of  a  request  for  access  and  the  granting  of  that 
access  (see  subsection  (d)  (2)  for  guidance  on  maximum  response 
times)  ;  and 

-  the  locations  at  which  individuals  will  be  granted  access  to 
their  records  or  the  fact  that  access  will  be  granted  by 
providing  copies  by  mail; 

-  notice  that  an  individual  when  reviewing  a  record  in  person,  may 
be  accompanied  by  another  individual  of  his  or  her  choosing  and 
the   agency's   requirements,   if   any,   for   a   written  statement 
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authorumj  that  individual's  presence.  Such  authorization 
st  jtea^iit  :i,  if  eB|<ioypd,  should  lie  as  brief  as  possible. 

HULES  to*    AMENDING  RECORDS 

Subsection  (f)  (4)  "Establish  procedures  for  reviewing  a  request 
from  an  individual  concerning  the  aaendaent  of  any  record  or 
information  pertaining  to  the  individual,  for  Baking  a 
determination  on  the  request,  for  an  appeal  within  the  agency  of 
an  initial  adverse  agency  deterainat ion ,  and  for  whatever 
additional  Beans  aay  De  necessary  for  each  individual  to  be  able 
to  exercise  fully  his  rights  under  this  section;" 

Agency  procedures  for  permitting  an  individual  to  reguest  aaendaent  of 
a  record  shall  be  consistent  with  subsections  (d)  (2)  and  (3)  and  shall 
as  a  niniaua,  specify-- 

-  the  official  (s)  to  whom  the  reguest  is  to  be  directed; 

-  the  identifying  mforaation  required  to  relate  the  request  to  the 
appropriate  record; 

-  the  official  (s)  to  whoa  a  reguest  for  a  review  of  an  initial 
adverse  determination  on  request  to  amend  may  be  taken;  and 

-  offices/officials  from  whom  assistance  can  be  obtained  in 
preparing  a  reguest  to  amend  a  record  or  to  appeal  an  initial 
adverse  determination  or  to  learn  further  of  the  provisions  for 
judicial  review. 

If  the  aqency  deems  it  a  ppropnate,  to  estaDlish  (or  already  has)  a 
formal  reviewing  mechanisa  for  assessing  the  accuracy  of  its  records 
or  for  reconciling  disputes,  that  mechanism  or  board  should  be 
described  in  its  rules  published  pursuant  to  this  subsection.  This 
prevision  does  not  require  the  establishment  of  new,  separate  review 
mechanisms  where  such  capabilities  exist  and  are,  or  can  be  modified 
to  be,  in  conformance  with  this  Act. 

JULLI S_ R 2 GA PD  I N G_ FE E S 

Subsection  (f)  (5)  "Establish  tees  to  be  charged,  if  any,  to  any 
individual  for  making  copies  of  his  record,  excluding  the  cost  of 
any  search  for  and  review  of  the  record." 

Fees  may  be  charged  to  an  individual  under  this  section  only  for  the 
making  of  copies  of  records  when  requested  by  the  individual.  As 
stated  above  (subsection  (f)  (3)),  when  copies  are  made  by  the  agency 
incident  tc  granting  access  to  a  record,  a  fee  aay  not  be  charged. 
{It  should  be  noted  that  the  provisions  on  fees  charged  to  an 
individual  under  this  Act  differ  from  th^ose  governing  fees  charged  to 
the  public.  See  5  O.S.C  552,  as  amended,  the  Freedoa  of  Information 
Act,  for  guidance  on  fees  for  copies  of  records  made  available  to  the 
public. ) 
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••[  An  Jagency  may  not  charge  the  individual  for  time  spent  searching  for 
requested  records  or  for  time  spent  in  reviewing  records  to  determine 
if  they  fall  within  the  disclosure  requirements  of  the  Act."  (House 
Report  93-1416,  p. 17)  When  an  individual  requests  a  copy  of  a  record, 
pursuant  to  subsection  (d)  (1)  (access  to  records) ,  the  fee  charqed  may 
not  exceed  the  direct  cost  of  making  the  copy  (printing,  typing,  or 
photocopying  and  related  personnel  and  equipment  costs)  and  may  not 
include  any  cost  of  retrieving  the  information.  In  establishing  fee 
schedules,  agencies  should  also  consider  the  cost  of  collecting  the 
fee  in  determining  when  fees  are  appropriate. 

ANNUAL  PUBLICATION  OP  NOTICES  AND  ,  RULES 

Subsection  (f)  (final  paraqraph  -  unnumbered)  "The  Office  of  the 
Federal  Register  shall  annually  compile  and  publish  the  rules 
promulgated  under  this  section  and  agency  notices  published  unier 
section  (e)  (4)  of  this  section  in  a  form  available  to  the  public 
at  low  cost" 

The  annual  compilation  of  public  notices  (subsection  (e) (4))  and 
agency  rules  (subsection  (f) (1)  through  (5))  will  be  produced  in  a 
form   which  promotes  the  exercise  of  individual  rights  under  this  Act. 

The  General  Services  Administration  will  issue  guidance  on  the  format 
and  timing  for  submission  of  rules  and  notices  to  reduce  the  cost  of 
preparing  and  publishing  the  rules  and  notices,  to  minimize  redundancy 
wherever  possible,  and  otherwise  to  enhance  the  utility  of  these 
publications.  Por  example,  the  various  provisions  of  subsection  (e) (4) 
and  (f)  (1)  through  (4)  calling  for  lists  of  names  and  addresses  need 
not  be  treated  as  separate  portions  of  the  annual  notice  for  each 
system. 
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Subsection  (g) 

CIIIL_PKMEDIES 

This  subsection  prescribes  th^  circumstances  und^t  which  an  indiviiual 
nay  seek  court  relief  in  the  event  that  a  Federal  agency  violates  any 
requirement  or  the  Privacy  Act  or  any  rule  or  regulation  promulgated 
thereunder,  the  basis  for  judicial  intervention,  and  the  remedies 
which  the  courts  nay  prescribe.  It  should  be  noted  that  an  individual 
■ay  have  grounds  for  action  under  other  provisions  of  the  law  in 
addition  to  those  provided  in  this  section.  For  example  - 

An  individual  may  seek  judicial  review  under  other  provisions  of 
the  Administrative  Procedure  Act  (A^A) . 

An  individual  may  file  a  complaint  alleging  possible  criminal 
misconduct  under  section  (i) ,  below. 

A  Pederal  employee  may  file  a  grievance  under  personnel 
procedures.  It  should  also  be  noted  that  an  agency/employee 
responsible  for  an  adverse  action  against  an  individual  may  be 
personally  subject  to  civil  suit,  particularly  where  the 
agency/employee  acted  in  a  manner  that  was  intentional  or 
willful. 

Judgments,  costs,  and  attorney's  fees  assessed  against  the  United 
States  under  this  subsection  would  appear  to  be  payable  from  the 
public  funds  rather  than  agency  funds.  28  U.S.C.  2414  and  31  U.S.C. 
724a  (Payment  of  Judgements);  28  U.S.C.  1924  (Costs).  While  it  is  not 
the  purpose  of  these  guidelines  to  discuss  the  jurisdiction  of  the 
district  courts  or  the  procedures  in  such  cases,  it  snould  be  noted 
that  most  cases  arising  under  subsection  (g)  will  be  handled  by  the 
General  Litigation  Section  of  the  Civil  Division  of  the  Department  of 
Justice.  In  these  cases,  upon  receipt  of  a  copy  of  the  summons  and 
complaint  served  upon  the  Attorney  General  and  notification  of  its 
filing  by  the  United  States  Attorney  (see  Rule  4,  Pederal  Rules  of 
Civil  Procedure),  the  General  Litigation  Section  will  request  the 
agency  to  furnish  a  litigation  report. 

Some  agencies  are  authorized  to  conduct  their  own  litigation.  Where 
its  authority  permits,  the  agency  may  decide  to  handle  its  own  cases 
under  this  Act.  In  view  of  the  general  litiqation  responsibility 
which  the  Department  of  Justice  has  for  all  other  departments  and 
agencies  in  the  executive  branch,  it  is  important  that  agencies 
handling  their  own  litigation  under  this  Act  keep  the  Department  of 
Justice  currently  informed  of  their  progress,  and  forward  to  the  Civil 
Division  copies  of  significant  documents  which  are  filed  in  such 
cases. 

Each   ajency   should   maintain   a   complete   and  careful  record  of  the 

administrative  procedures  followed  in  processing   this  statute.  The 

record  should  be  maintained  so  that  it  can  be  readily  certified  as  the 

complete  administrative  record  of  the  proceedings  as  a  basis  for 
possible  use  in  litigation. 

GROUNDS FOR ACTIOS   Subsection  (g)  (1)  "Civil  Remedies.   Whenever  any 

agency" 
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The  subsection  authorizing  civil  actions  by  individuals  is  designed  to 
assure  that  an  individual  wno  (1)  was  unsuccessful  in  an  attempt  to 
have  an  agency  am^nd  his  or  her  record;  (2)  was  improperly  denied 
access  to  his  or  her  record  or  to  information  about  him  or  her  in  a 
record;  (3)  was  adversely  affected  by  an  agency  action  based  upon  an 
improperly  constituted  record;  or  (4)  was  otherwise  injured  by  an 
agency  action  in  violation  of  the  Act  will  have  a  remedy  in  the 
Federal  District  courts. 

REFUSAL  TO  AMEND  A  RECORD 


Subsection  (g)  (1)  (A)  "Makes  a  determination  under  subsection 
(d) (3)  of  this  section  not  to  amend  an  individual's  record  in 
accordance  with  his  request,  or  fails  to  make  such  review  in 
conformity  with  that  subsection;" 


An  individual  may  seek  judicial  review  of  an  agency's  determination 
not  to  amend  a  record  pursuant  to  a  request  filed  under  subsection 
(d)  (2)  under  either  one  of  two  conditions-- 


the  individual  has  exhausted  his  or  her  recourse  under  the 
procedures  established  by  +h?  agency  pursuant  to  subsection 
(d) (J)  (appeals  on  the  agency's  refusal  to  amend)  and  the 
reviewing  official  has  also  refused  to  amend  the  record,  or 

th?  individual  contends  thdt  the  agency  has  not  considered  the 
request  to  review  in  a  timely  manner  cr  otherwise  has  not 
acted  in  a  manner  consistent  with  the  requirements  of 
subsection  (d)  (3).  Such  an  action  could  presumably  involve  a 
challenge  either  to  the  agency's  procedures  published  under 
subsection  (f)  (4)  or  to  the  agency  head's  decision  to  extend 
the  period  of  review  "for  good  cause  shown"  under  subsection 
(d)  (3)  . 


An  individual  may  also  bring  a  civil  action  based  on  allegedly 
inaccurate  records  if  it  can  be  shown  that  a  decision  adverse  to  the 
individual  resulted  from  that  inaccuracy.  See  subsection  (g) (1) (C) . 
However,  no  test  of  injury  is  required  to  bring  an  action  under 
subsection  (g)  (1)  (A). 

The  basis  for  judicial  review  and  the  available  remedies  in  actions 
brought  under  this  subsection  are  found  in  subsection  (g)  (2). 

DENIAL  OF  ACCESS  TO  A  RECORD 


Subsection   (g)  (1)  (D)   "Refuses   to   comply   with   an   individual 
request  under  subsection  (d) (1)  of  this  section ;" 
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Under  this  subsection,  individuals  miy  challenge  a  decision  to  deny 
th^m  access  to  records  to  which  they  COOSiiet  themselves  entitled 
(under  subsection  (d)(1)).  Th«*  ic;t  ion  livini  cas«?  to  th«;  -.u  1 1  in.iy  l>« 
th«->  agency  bead's  determination  (pursuant  to  subsection  (K)  ,   specific 

eieaptions)  to  eieapt  a  system  n(  LocorJs  from  the  requirements  that 
individuals  b<=  granted  lccess.  "Since  access  to  a  file  is  the  k*»y  to 
insuring  +  h*  citizen's  right  or  accuracy,  completeness,  and  relevancy, 
a  denial  ot  access  affords  the  citizen  the  right  to  raise  these  issues 
in  court.  This  would  be  the  leans  by  which  a  citizen  could  challenge 
any  exemption  from  tne  requirements  of  [the  Act]."  (Senate  Report  93- 
118*,  p.  82).  It  should  ue  noted  that  systems  of  records  covered 
under  subsection  (j)  (general  exemptions)  are  permitted  to  be 
exempted  from  this  provision. 

This  provision  is  also  the  one  by  which  individuals  may  contest  an 
agency's  refusal  to  grant  access  as  a  result  of  its  interpretation  of 
the  definitions  in  the  Act  as  they  apply  to  information  maintained  by 
an  agency  and  for  the  exclusion  set  forth  in  subsection  (d)  (5),  denial 
of  access  to  records  compiled  in  reasonable  anticipation*  of 
litigation.  No  test  of  injury  is  required  to  bring  action  under 
subsection  (q)(1)(B).  The  basis  for  judicial  review  and  available 
remedies  are  found  in  subsection  (g) (3). 

_IAIkyR£^2_fAI^IAIIL.A_EEC0RD_ACCnPATELYx 

Subsection  (g)(1)(C)  "Fails  to  maintain  any  record  concerning  any 
individual  with  such  accuracy,  relevance,  timeliness,  and 
completeness  as  is  necessary  to  assure  fairness  in  any 
determination  relating  to  the  qualifications,  character,  rights, 
or  opportunities,  of,  or  benefits  to  the  individual  that  may  be 
male  on  the  basis  of  such  record,  and  consequently  a 
determination  is  made  which  is  adverse  to  the  individual;  or" 


An  individual  may  bring  an  action  under  this  subsection  only  if  it  can 
be  shown  that  the  deficiency  in  the  record  resulted  in  an  adverse 
determination  by  the  agency  which  maintained  the  record,  on  the  basis 
of  the  record.  "An  action  also  lies  if  the  agency  makes  an  adverse 
determination  based  upon  a  record  which  is  inaccurate,  untimely,  or 
incomplete.  However,  in  order  to  sustain  such  action,  the  individual 
must  demonstrate  the  causal  relationship  between  the  adverse 
determination  and  the  incompleteness,  inaccuracy,  irrelevance  or 
untimeliness  or  the  record."  (House  Report  93-1416,  p.  17) 

An  aiverse  action  is  one  resulting  in  the  denial  of  a  right,  benefit, 
entitlement,  or  employment  by  an  agency  which  the  individual  could 
reasonably  have  been  expected  to  have  been  given  if  the  record  had  not 
been  deficient.  This  provision,  in  essence,  allows  an  individual  to 
test  the  agency's  compliance  with  subsection  (e)  (5). 
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subsection  (g)(1)  (A),  above,  under  which  an  individual  can  seek  a 
review  of  the  accuracy  of  a  record) 

Neither  this  subsection  nor  subsection  (g) (1) (A)  was  intended  to 
permt  an  individual  collaterally  to  attack  inforaation  in  records 
pertaining  to  hia  which  has  already  been  the  subject  of  or  for  which 
adequate  judicial  review  is  available.  For  example,  these  provisions 
were  not  designed  to  afford  an  individual  an  alternate  forum  in  which 
he  can  challenge  the  basis  for  a  criminal  conviction  or  an  asserted 
tax  deficiency. 

The  basis  for  judicial  review  and  available  remedies  are  found  in 
subsection  (q)  (<*)  . 

OTHER  FAILOB ES_T0  .COMPLY  WITH  THE  ACT 

Subsection  (g)  (1)  (0)  "Fails  to  comply  with  any  other  provision  of 
this  section,  or  any  rule  promulgated  thereunder,  in  such  a  way 
as  to  have  an  adverse  effect  on  an  individual," 


In  addition  to  the  grounds  specified  in  subsections  (g)  (1)  (A) 
through  (C)  above,  an  individual  may  bring  an  action  for  any  other 
alleged  failure  by  an  agency  to  comply  with  the  requirements  of  the 
Act  or  failure  to  comply  with  any  rule  published  oy  tne  agency  to 
implement  the  Act  (subsection  (f ) )  provided  it  can  be  shown  that— 

-  the  action  was  "intentional  or  willful"; 

-  the  agency's  action  had  an  "adverse  effect"  upon  the  individual;  and 

-  the  "adverse  effect"  was  causally  related  to  the  agency's  actions. 

The  basis  for  judicial  review  and  available  remedies  provided  by  this 
Act  are  found  in  subsection  (g)  (4)  . 

BASIS  FOR  JUDICIAL  REVIEW  AND  REMEDIES. FOR  REFUSAL _TQ . AMEND _A .RECORD 

Subsection  (g)  (2)"  (A)  In  any  suit  brought  under  the  provisions  of 
subsection  (g)  (1)  (A)  of  this  section,  the  court  may  order  the 
agency  to  amend  the  individual's  record  in  accordance  with  his 
request  or  in  such  other  way  as  toe  court  may  direct.  In  such  a 
case  the  court  shall  determine  the  matter  de  novo. 

"(B)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred 

in  any  case  under  this  paragraph  in  which  the  complainant  has 
substantially  prevailed." 


When  an  individual  seeks  judicial  review  of  the  accuracy,  tiaeliness, 
completeness,  or  relevance  of  a  record  either  as  a  result  of  a 
challenge   to   the   agency's   refusal  to  amend  a  record  or  because  the 
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individual  alleges  that  the  agency's  process  tor  review  does  not 
confori  to  subsection  (d)  (3),  the  court  is  required  to  review  the 
■atter  as  if  it  were  an  initial  determination  (de  novo) .  Such  a  review 
■ay  extend  to  the  agency's  criteria  established  in  conformance  with 
subsections  (e)(1)  and  (5)  for  "accuracy,  relevance,  timeliness,  and 
completeness"  as  they  relate  to  the  purposes  for  which  the  agency 
Maintains  the  record. 

Unlike  the  judicial  review  of  a  denial  of  access  to  a  record,  in  a 
review  of  refusal  to  amend  a  record  the  burden  to  justify  its  action 
is  not  expressly  placed  upon  the  agency  by  the  Privacy  Act.  This  was 
intended  to  result  in  placing  the  burden  of  challenging  the  accuracy 
of  the  record  upon  the  individual.  As  a  result,  agencies  should  not 
maintain  additional  records  solely  for  the  purpose  of  validating  the 
accuracy,  timeliness,  and  completeness  or  relevence  of  other  records 
they  maintain. 

If  the  court  finds  for  the  individual  against  the  agency  it  may 


direct  the  agency  to  amend  the  record  or  to  take  such  other 
steps  as  it  deems  appropriate. 

require  the  agency  to  pay  court  costs  and  attorney  fees.  "It 
is  intended  that  such  award  of  fees  not  be  automatic,  but 
rather,  that  the  courts  consider  the  criteria  as  delineated  in 
the  existing  body  of  law  governing  the  award  of  fees."  (House 
Report  93-1416,  p.  17) 


BASIS  FOR  JUDICIAL  REVIEW  AMD  BEHEDIES  POR  DENIAL  OP  ACCESS 

Subsection  (g) (3) "(A)  In  any  suit  brought  under  the  provision 
(g)  P)  (B)  of  this  section,  the  court  may  enjoin  the  agency  from 
withholding  the  records  and  order  the  production  to  the  complainant  of 
any  agency  records  improperly  withheld  from  him.  In  such  a  case  the 
court  shall  determine  the  matter  de  novo,  and  may  examine  the  contents 
of  any  agency  records  in  camera  to  determine  whether  the  records  or 
any  portion  thereof  may  be  withheld  under  any  of  the  exemptions  set 
forth  in  subsection  (k)  of  this  section,  and  the  burden  is  on  the 
agency  to  sustain  its  action. 


" (B)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in 
any  case  under  this  paragraph  in  which  the  complainant  has 
substantially  prevailed." 


In   conducting   its  review,  "[ t  ]he  court  is  required  to  determine  such 

matters  de  novotm^oe  and  the  burden  of  proof  is upon  ,  the   agency   to 

sustain the  exemption." (House  Report  93-1416.  p.  17)  In  view  of  the 
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direct  the  agency  to  grant  the  individual  access  as  provided 
under  subsection  (d) (1) ,  above. 

reguire  the  agency  to  pay  court  costs  and  attorney  fees.  "It 
is  intended  that  such  award  of  fees  not  be  automatic,  but 
rather,  that  the  courts  consider  the  criteria  as  delineated  in 
the  existing  body  of  iaw  governing  the  award  of  fees."  (House 
Report  93-1416,  p.  17) 

BASIS FOR   JUDICIAL  P EVIEW „ AND _ RRHEDI ES  FOR  ADVERSE  DETERMINATION  AND 

OTHER  FAILURES  TO  COMPLY 


Subsection   (g)  (4)   "In  any  suit  brought  under  the  provisions  of 

subsection  (g)  (1)  (C)  or  (D)  of  this  section  in   which   the   court 

determines    that    the  agency   acted   in   a   manner   which   was 

intentional  or  willful,  the  United  States  shall  be  liable  to   the 

individual  in  an  amount  equal  to  the  sum  of-- 

"(A)  Actual  damages  sustained  by  the  individual  as  a  result  of 
the  refusal  or  failure,  but  in  no  edse  shall  a  person  entitled  to 
recovery  rpceive  less  than  the  sum  of  51,000;  and 

" (B)  The  costs  of  the  action  together  with  reasonable  attorney 
fees  as  determined  by  the  court. " 


In  any  action  brought  for  failure  to  comply  with  the  provisions  of  the 
Act,  other  than  those  covered  in  subsection  (g)  (1)  (A)  and  (B) 
(refusal  to  amend  a  record  or  denial  of  access)  it  must  be  shown 
that-- 

-  the  failure  or  the  agency  to  comply  was  "intentional  or  willful;" 

-  there  was  injury  or  harm  to  the  individual;  and 


-  the  injury  was  causally  related  to  the  alleged  aaency  failure. 
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As  indicate  1  .ibove,  these  criteria  do  not  Apply  to  suits  brought  to 
amend  a  record  pursuant  to  subsection  (g)  (1)  (A)  so  that  an 
individual  »ay,  under  certain  ci  rcuinsta  nces,  properly  bring  an  actiou 
either  under  subsections  (<j)  (1)  (A)  or  (g)  (1)  (C)  . 

when  the  court  finds  that  an  agency  has  acted  willfully  or 
intentionally  in  violation  ot  the  Act  in  such  a  manner  as  to  have  an 
alverse  effect  upon  the  individual,  the  United  States  will  be  reguired 
to  pay 

-  actual  damages  or  $1,")GC,  whichever  is  greater 

-  court  costs  and  attorney  fees. 

Unlike  subsections  (g)  (2)  and  (?)  duove,  which  maice  the  award  of  court 
costs  and  attorney  fees  discretionary  in  successful  suits  brought 
under  subsections  (g)  (1)  (A)  and  (B)  ,  such  awards  are  reguired  to  be 
made  in  actions  in  which  the  individual  has  prevailed  under 
subsections   (g)  (1)(C)   and   (D)  .   See  House  Report  9  3-1416,  pp.  17-18 

and  the  .Congressional Record,   December   18,   197u,   p. H. 122445   for 

further  discussion  of  this  point. 

JURISDICTION  AND  TIflE  LIMITS 


Subsection  (g)  (5)  "An  action  to  enforce  any  liability  created 
under  this  section  may  be  brought  in  the  district  court  of  the 
United  States  in  the  district  in  which  the  complainant  resides, 
cr  has  his  principal  place  of  business,  or  in  which  tne  agency 
records  are  situated,  or  in  the  District  of  Columbia,  without 
regard  to  tne  amount  in  controversy,  within  two  years  from  the 
iate  on  which  the  cause  of  action  arises,  except  that  where  an 
agency  has  materially  and  willfully  misrepresented  any 
information  required  under  this  section  to  be  disclosed  to  an 
individual  and  the  information  so  misrepresented  is  material  to 
establishment  of  the  liability  of  the  agency  to  the  individual 
under  this  section,  tne  action  may  be  brought  at  any  time  within 
two  years  after  discovery  by  the  individual  of  the 
misrepresentation.  Nothing  in  this  section  shall  be  construed  to 
authorize  any  civil  action  oy  reason  of  any  injury  sustained  as 
the  result  of  a  disclosure  of  a  record  prior  to  the  effective 
date  of  this  section.  '• 


Action  may  be  brought  in  the  district  court  for  the  jurisdiction  in 
which  the  individual  resides,  or  has  a  place  of  business,  ox  in  which 
tne  agency  records  dct  situated,  or  in  the  District  of  Columbia. 

MTh»  statute  of  limitations  is  two  years  from  the  date  upon  which  the 
cause  of  action  arises,  except  for  cases  in  which  the  agency  has 
materially  or  willfully  misrepresented  any  information  reguired  to  be 
disclosed  and  when  such  misrepresentation  is  material  to  the  liability 
of  the  agency.  In  such  cases  the  statute  of  limitations  is  two  years 
from  the  date  of  discovery  by  the  individual  of  the 
misrepresentation."  (House  Report  93-1416,  p.  18) 
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A  suit  may  not  be  orought  on  the  basis  of  injury  which  may  have 
occurred  as  a  result  ot  an  agency's  disclosure  of  a  record  prior  to 
Septeaber  27,  1975;  e.g.,  disclosure  without  the  consent  of  the 
individual  or  an  adverse  action  resulting  from  a  disclosure.  This 
language  is  intended  to  preclude  agencies  troa  being  held  liable, 
under  this  law,  for  actions  taken  prior  to  its  effective  date. 
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PIJHT5  OF  LEGA.L  GOARDIANS 


Subsection  (h)  "For  tne  purposes  of  this  section,  the  parent  of 
any  minor,  or  the  legal  guardian  of  any  individual  who  has  been 
declared  to  be  incompetent  due  to  physical  or  mental  incapacity 
or  age  by  a  court  of  competent  jurisdiction,  lay  act  on  behalf  of 
the  individual. " 


This  section  is  intended  to  ensure  that  minors  or  individuals  who  have 
been  declared  to  be  legally  incompetent  have  a  means  of  exercising 
their  rights  under  the  Act.  It  also  has  the  effect  of  making 
individuals  acting  in  loco  parentis  to  minors,  parents,  legal 
guardians,  and  custodians  the  same  as  the  individual  for  purposes  of 
giving  consent  for  disclosure  (subsection  (b) )  and  being  informed  of 
the  purposes  for  which  records  are  maintained  (subsection  (e)  (3)). 

It  should  be  noted  that  this  provision  is  discretionary  and  that 
individuals  who  are  minors  are  authorized  to  exercise  the  rights  given 
to  them  by  the  Privacy  Act  or,  in  the  alternative,  their  parents  or 
those  acting  in  loco  parentis  may  exerise  them  in  their  behalf. 
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Subsection  (i) 

CHIHINAL  PENALTIES 

This  subsection  establishes  criminal  sanctions  for  three  possible  violations 
unauthorized  disclosure. 

Failure  to  publish  a  public  notice  or  a  system 
of  records  subject  to  the  Act. 
Obtaining   access  to  records  under  false  pretenses. 

The  first  two  are  directed  at  actions  of  officers  and  employees  of 
Federal  agencies  and  (pursuant  to  subsection  (■))  certain  contractor 
personnel.  Agencies  should  ensure  that  all  personnel  are  informed  of 
the  requirements  of  the  Act  andr  pursuant  to  subsection  (e)  (9)  ,  rules 
of  conduct,  are  given  periodic  training  in  this  area. 

CRIMINAL  PENALTIES  FOB  UNAUTHORIZED  DISCLOSOBE 


Subsection  (i) (1)  "Any  officer  or  e»ployee  of  an  agency,  who  by 
virtue  of  his  employment  or  official  position,  has  possession  of, 
or  access  to,  agency  records  which  contain  individually 
identifiable  intonation  the  disclosure  of  which  is  prohibited  by 
this  section  or  by  rules  or  regulations  established  thereunder, 
and  who  knowing  that  disclosure  of  the  specific  material  is  so 
prohibited,  willfully  discloses  the  material  in  any  manner  to  any 
person  or  agency  not  entitled  to  receive  it,  shall  be  guilty  of  a 
misdemeanor  and  fined  not  more  than  $5,000." 


It  is  a  criminal  violation  of  the  provisions  of  the  Act  if  an 
employee,  knowing  that  disclosure  is  prohibited,  willfully  discloses 
a  record  without  the  written  consent  of  the  individual  to  whom  it 
pertains,  at  his  or  her  request,  or  for  one  of  the  reasons  set  forth 
in  subsections  (b)  (1)  through  (11) ,  conditions  of  disclosure. 

CRIHINAL  PENALTIES  FOR  FAILORE  TO  PUBLISH  A  POBLIC  NOTICE 


Subsection  (i) (2)  "Any  officer  or  employee  of  any  agency  who 
willfully  maintains  a  system  of  records  without  meeting  the 
notice  requirements  of  subsection  (e) (4)  of  this  section  shall  be 
guilty  of  a  misdemeanor  and  fined  not  more  than  $5,000." 


As  was  discussed  in  connection  with  subsection  (e)  (<*) ,  above,  a  basic 
objective  of  the  Act  is  to  assure  that  there  is  no  system  of  records 
whose  very  existence  is  kept  secret.  An  agency  is  required  to 
publish  a  public  notice  about  each  system  cf  records  which  it 
maintains.  It  is  a  criminal  violation  of  the  Act  willfully  to  maintain 
a  system  of  records  and  not  to  publish  the  prescribed  public  notice. 
The   exemption   provisions,   subsections   (j)  and  (k) ,  do  not  allow  an 
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agency  head  to  exempt  any  system  of  records  from  the  requirement  to 
publish  a  public  notice  of  its  existence,  although  that  notice  nay  be 
somewhat  abbreviated.  (See  subsections  (a)  (5) ,  definitions,  and 
(e)  («)  ,  public  notice,  for  guidelines  on  what  constitutes  a  system.) 
It  should  be  noted  that,  under  agency  procedures,  the  officer  or 
employe0  who  maintains  the  system  may  not  be  the  one  who  is 
responsible  for  publishing  the  notice.  Agency  procedures  should  make 
th€  responsibilities  of  each  clear.  The  officer  or  employee  who 
maintains  the  system  has  an  obligation  to  notify  the  one  responsible 
for  publishing  th«?  notice.  Similarly  the  officer  or  employee 
responsible  for  publishing  the  notice,  once  notified  of  the  existence 
of  a  system,  must  make  that  fact  public. 

CRIHINAL  PENALTIES  POP  OBTAINING  RECORDS  UNDER  FALSE  PRETENSES 


Subsection  (i) (3)  "Any  person  who  knowingly  and  willfully 
requests  or  obtains  any  record  concerning  an  individual  from  an 
agency  under  false  pretenses  snail  be  guilty  of  a  misdemeanor  and 
fined  not  more  than  $5,000." 


This  provision  makes  it  a  criminal  act  knowingly  and  willfully  to 
request  or  gain  access  to  a  record  about  an  individual  under  false 
pretenses.  It  is  likely  that  the  principal  application  of  this 
provision  will  be  to  deter  individuals  from  making  fraudulent  requests 
under  subsection  (d)  (1) ,  access  to  records. 
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Subsections  (j)  and  (k) 

EXEMPTIONS 

The  drafters  of  the  Act  recognized  that  th^»  application  of  all  af  the 
requirements  of  the  Act  to  certain  categories  of  tocorda  would  Kavt 
had  undesirable  and  often  un acceptable  effects  upon  agencies  in  the 
conduct  of  necessary  public  business. 

Two  categories  of  exemptions  are  established:  general  exemptions 
(subsection  (j))  and  specific  exemptions  (subsection  (k)  )  .  The 
principal  difference  between  the  two  categories  is  that  systems  of 
records  exempted  under  subsection  (j)  may  be  exempted  from  more 
provisions  of  the  Act  than  those  exempted  under  subsection  (k) . 
Exemptions  under  subsection  (j)  may  be  exempted  from  the  civil 
remedies  provision  and,  in  particular,  the  judicial  review  under 
subsections  (g)(1)(B)  and  (g)(3),  civil  remedies. 

In  applying  any  of  the  exemption  provisions  of  the  Act,  it  is 
important  to  recognize  the  following: 


No  system  of  records  is  automatically  exempt  from  any 
provision  of  the  Act.  To  obtain  an  exemption  for  a  system 
frcm  any  requirement  of  the  Act,  the  head  of  the  agency  that 
maintains  the  system  must  make  a  determination  that  the  system 
falls  within  one  of  the  categories  of  systems  which  are 
pprmitted  to  be  exempted,  and  publish  the  determination  as  a 
rule  in  accordance  with  the  requirements  (including  general 
notice)  of  section  553  of  the  Administrative  Procedure  Act. 
That  notice  must  include  the  specific  provisions  from  which 
the  system  is  proposed  to  be  exempted  and  why  the  agency 
considers  the  exemption  necessary. 


The  requirement  to  publish  a  public  notice  (subsection 
(e) (4) ,  above)  applies  to  all  systems  of  records  maintained  by 
an  agency.  Certain  other  provisions  such  as  conditions  of 
disclosure  (b) ,  accounting  for  disclosures  ( (c)  ( 1)  and  (2))  and 
restrictions  on  maintaining  records  on  First  Amendment 
activities  ((e) (7))  also  apply  to  all  systems  of  records. 
Agencies  may  not  exempt  any  system,  as  defined  in  subsection 
(a)(5)  from  any  of  these  requirements. 

In  some  instances,  systems  may  contain  records  which  are  subject  to 
exemption  under  more  than  one  subsection  in  subsections  (j)  or  (k) . 
In  those  cases  the  notices  claiming  exemption  should,  if  possible, 
specify   which  types  of  records  are  subject  to  which  exemption. 

Agency  records  which  are  part  of  an  exempted  system  may  be 
disseminated  to  other  agencies  and  incorporated  into  their  non-exempt 
records  systems.  The  public  policy  which  dictates  the  need  for 
exempting  records  from  some  of  the  provisions  of  the  Act  is  based  on 
the   need   to  protect  the  contents  of  the  records  in  the  system  —  not 
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♦he  location  of  tho  records.  Const qu^ntl y ,  in  responding  to  a  request 
for  access  where  documents  or  another  agency  aie  involved,  the  agency 
receiving  the  request  should  consult  the  oriqinating  agency  to 
detemine  if  the  records  in  question  have  b^en  exeapted  froa 
particular  provisions  of  the  Ac*  .  A  copy  of  th*»  request  may  be 
forwarded  to  the  oriqinatinq  ag.Micy  for  handling  of  its  docuaonts 
where  such  a  procedure  would  result  in  a  aore  rapid  response  to  the 
request  for  access  but  the  agency  receiving  the  request  reaains 
responsible  for  assuring  a  [-roapt  response. 

Agencies  which  elect  to  invoke  exeaptions  are  encouraged  to  adopt 
procedures  siailar  to  those  prescribed  by  the  Act  wherever 
appropriate.  For  example,  it  aay  be  appropriate  to  seek  an  exemption 
troa  the  access  provision  ((d) (1))  for  certain  prisoner  records 
because  they  contain  court  controlled  pre-sentence  reports,  but  a  aore 
limited  access  procedure  may  be  appropriate. 
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Subsection  (j) 

GENERAL  EXEMPTIONS 
APPLICABILITY  AND  NOTICE  REQUIREMENTS 


Subsection  ( j)  "The  head  of  any  agency  may  promulgate  rules,  in 
accordance  with  the  reguirements  (including  general  notice)  of 
sections  553  (b)(1),  (2),  and  (3),  (c) ,  and  (e)  of  this  title,  to 
exempt  any  system  of  records  within  the  agency  from  any  part  of 
this  section  except  subsections  (b) ,  (c)(1)  and  (2),  (e)(4)(A) 
through  (P)  ,  (e)  (6)  ,  (7)  ,  (9),  (10),  and  (11),  and  (i)  if  the 
system  of  records  is-- 

"  (1)  .  .  . 

"(2)  .  .  . 

"At  the  time  rules  are  adopted  under  this  subsection,  the  agency 
shall  include  in  the  statement  reguired  under  section  553(c)  of 
this  title,  the  reasons  why  the  system  of  records  is  to  be 
exempted  from  a  provision  of  this  section." 


This  section  permits  agency  heads  to  exempt  systems  of  records  which 
are  maintained  by  the  Central  Intelligence  Agency  or  for  criminal  law 
enforcement  purposes,  as  further  discussed  in  subsections  (j)(1)  and 
(2),  below,  from  all  provisions  of  the  Act  except [aloe  the-- 

!msingle  -  conditions  of  disclosure,  ((b)); 

accounting  for  disclosures  and  retention  of  the  accounting, 
((c)  (1)  and  (2))  ; 

annual  public  notice  except  for  procedures  for  identifying  a 
record,  gaining  access  to  it,  contesting  its  accuracy,  and 
identifying  the  sources  of  recoris,  ( (e)  (U)  (A)  through  (P)  )  ; 

obligation  to  cnecx  the  accuracy,  relevance,  timeliness,  and 
completeness  of  records  before  disclosing  them  to  a  person 
other  than  anotner  agency  or  to  the  puDlic  under  the  Freedom 
of  Information  Act,  (e)(6)); 

restrictions  on  maintaining  records  on  First  Amendment 
activities,  (  (e)  (7)  )  ; 

establishment  of  rules  of  conduct  and  administrative, 
technical,  and  physical  safeguards,  ((e)  (9)  and  (10), 
respectively) ; 

publication  of  "routine  use"  notices  ((e)  (11));  and 

criminal  penalties,  ((i)). 
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When   the  head   of   an   agency   determines   that   a  system  o£  records 

maintained  by  the  agency  should  be  exempted  from  certain  provisions  of 

the   Act,  a   notice   must   be  published  in  the  Federal  .Register  which 

specifies,  as  a  minimum: 


the  naae  of  the  system  (This  should  be  the  same  as  taat  given 
in  thp  annual  public  notice  under  subsection  (e) (U) ) ;  and 

the  specific  provisions  of  the  Act  from  which  the  system  is  to 
be  exempted  and  tha  reasons  therefor.  A  separate  reason  need 
not  be  stated  for  each  provision  from  which  the  system  is 
being  exempted,  where  a  single  explanation  will  serve  to 
explain  the  entire  exemption. 


The  agency  head's  determination  is  considered  to  be  a  rule  under  the 
Administrative  Procedure  Act  (APA)  and  is  subject  to  the  reguirements 
of  general  notice  and  public  comment  of  that  Act,  5  U.S.C.  553.  While 
general  notice  of  a  proposed  rule  is  not  reguired  under  the  APA  when 
"persons  subject  thereto  are  named  and  either  personally  served  or 
otherwise  have  actual  notice  thereof...;"  the  use  of  the  phrase 
"including  gei.eral  notice"  means  that  individual  notifications  will 
not  suffice. 

The  systems  of  records  and  the  number  of  records  (i.e.,  individuals) 
in  each,  which  were  exempted  from  any  of  the  provisions  of  the  Act 
under  this  subsection  will  be  reguired  to  be  included  in  the  annual 
report  prepared  'i^  reguired  by  subsection  (p).  It  should  be 
emphasized   that 


"The  Committee  also  wisnes  to  stress  that  this  section  is  not 
intended  to  reguire  the  C.I. A.  and  criminal  justice  agencies  to 
withhold  all  their  personal  records  from  the  individuals  to  whom 
they  pertain.  He  urge  those  agencies  to  keep  open  whatever  files 
are  presently  open  and  to  make  available  in  the  future  whatever 
files  can  be  made  availaole  without  clearly  infringing  on  the 
ability  of  the  agencies  to  fulfill  their  missions."  (House  Report 
91-1U16,  p.  19) 


To  the  extent  practicable,  records  permitted  to  be  exempted  from  the 
Act  should  be  separated  from  those  which  are  not.  Further,  while  the 
language  permits  agency  neads  to  exempt  systems  of  records,  agencies 
should  exempt  only  portions  of  systems  wherever  it  is  possible. 
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GENERAL EX EMPTI ON_FOR  THECENTR AL  INTELLIGENCE  AGENCY       Subsection 

(J)  C)  "Maintained  by  the  Central  Intelligence 
Agency;  or" 

GENERAL  EXEMPTION  FOR  CRIMINAL  LAW  ENFORCEMENT  RECORDS 

Subsection  (j) (2)  "Maintained  by  an  agency  or  component  thereof 
which  performs  as  its  principal  function  any  activity  pertaining 
to  the  enforcement  of  criminal  laws,  including  police  efforts  to 
prevent,  control,  or  reduce  crime  or  to  apprehend  criminals,  and 
the  activities  of  prosecutors,  courts,  correctional,  probation, 
pardon,  or  parole  authorities,  and  which  consists  of  (A) 
information  compiled  for  the  purpose  of  identifying  individual 
criminal  offenders  and  alleged  offenders  and  consisting  only  of 
identifying  data  and  notations  of  arrests,  the  nature  and 
disposition  of  criminal  charges,  sentencing,  confinement, 
release,  and  parole  and  probation  status;  (B)  information 
compiled  for  the  purpose  of  a  criminal  investigation,  including 
reports  of  informants  and  investigators,  and  associated  with  an 
identifiaule  individual;  or  (C)  reports  identifiable  to  an 
individual  compiled  at  any  stage  of  the  process  of  enforcement  of 
the  criminal  laws  from  arrest  or  indictment  through  release  from 
supervision. " 
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Subspction  (k) 

SPECIFIC  EXEMPTIONS 

^PgLJg^^JLlTy  AND  NOTICE  H EQU IP EMENTS 

Subsection  (k)  "Ths  head  of  any  agency  lay  promulgate  rules,  in 
accordance  with  the  requirements  (including  general  notice)  of 
sections  553  (b)  ( 1 )  ,  (2) ,  and  (3),  (c)  ,  and  (e)  of  this  title,  to 
exempt  any  system  of  recorls  within  the  agency  froa  subsections 
(c)  (3)  ,  (d),  (e)  (1)  ,  (e)  (U)  (G)  ,  (H)  ,  and  (I)  and  (f)  of  this  section 
if  the  system  of  records  is--" 

"(1) 


"(7)... 

"At  the  time  rule>  are  adopted  under  this  subsection,  the  agency 
shall  include  in  *he  statement  reguired  under  section  553(c)  of 
this  title,  the  reasons  why  the  system  of  records  is  to  be 
exempted  from  a  provision  of  this  section." 


This  subsection  permits  agency  heads  to  exempt  systems  of  records  from 
a  limited  number  of  provisions  of  the  Act.  In  addition  to  the 
provisions  from  which  no  system  may  be  exempted  under  subsection  (j) , 
a  system  which  falls  under  any  one  of  th^  seven  categories  listed  in 
this  subsection  may  not  be  exempted   from  the  following  provisions: 


informing  prior  recipients  of  corrected  or  disputed  records, 
((c)  (4))  ; 

collecting  information  to  be  used  in  determinations  about  an 
individual  directly  from  the  individual  to  whom  it  pertains; 
((e)  (2))  ; 

informing  individuals  asked  to  supply  information  of  the 
authority  by  and  purposes  for  which  it  is  collected  and 
whether  or  rot  providing  the  information  is  mandatory, 
((e)  (3))  ; 

maintaining  records  with  such  accuracy,  completeness, 
timeliness,  and  relevance  as  is  reasonable  for  the  agency's 
purposes,  ( (e)  (5) )  ; 

notifying  the  subjects  of  records  disclosed  under  compulsory 
process,  ((e)  (8)  )  ;  and 
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civil  remedies,  (j). 


As  witn  subsection  (j),  upon  determining  that  a  systea  is  to  be 
exempted  under  this  section,  the  agency  head  is  rpquired  to  publish 
that  determination  as  a  rule  under  the  Administrative  Procedure  Act 
subject  to  public  comment.   That  notice  must,  as  a  minimum,  specify 

the   name   of   the   system   (as   in   the   annual   notice  under 
subsection  ((e)(U));  and 

the  specific  provisions  of  the  Act  from  which  the  systea  is  to 
be  exempted  and  tne  reason  therefor. 


The  agency  head's  determination  is  considered  to  be  a  rule  under  the 
Administrative  Procelure  Act  (APA)  and  is  subject  to  the  requireaents 
of  general  notice  and  public  comment  of  that  Act,  5  U.S.C.  553.  While 
general  notice  of  a  proposed  rule  is  not  required  under  the  APA  when 
"persons  subject  thereto  are  named  and  either  personally  served  or 
otherwise  have  actual  notice  thereof...",  the  language  "including 
general  notice"  means  that  individual  notification  will  not  suffice. 

In  addition,  the-  systems  of  records  and  the  number  of  records  in  each, 
which  were  exempted  from  any  of  the  provisions  o£  the  Act  under  this 
section  will  be  required  to  be  included  in  the  annual  report  required 
by  subsection  (p) . 

It   should  also  be  noted  that  the  exemption  provisions  are  permissive; 

i.e.,  an  agency  head  is  authorized,  but not required,   to   exempt   a 

system  when  he  or  she  deems  it  to  be  in  the  best  interest  of  the 
government  and  consistent  with  the  Act  and  these  guidelines.  "Also  as 
with  section  (j)  records,  the  Committee  urges  agencies  maintaining 
section  (k)  records  to  open  those  documents  to  the  individuals  named 
in  them  insofar  as  such  action  would  not  impair  the  proper  functioning 
of  those  agencies."  (House  Report  33-1416,  p.  20) 

In  the  process  of  utilizing  any  of  these  exemptions,  agencies  should, 
wherever  practicable,  segregate  those  portions  of  systems  for  which  an 
exemption  is  considered  necessary  so  as  to  hold  to  the  minimum  the 
amount  of  material  which  is  exempted.  While  the  language  permits 
agency  heads  to  exempt  entire  systems  of  records,  the  language  of 
certain  of  the  specific  provisions  below  suggests  that  it  may,  in  some 
instances,  be  appropriate  to  exempt  only  portions  of  systems  where  it 
is  not  possible  to  segregate  entire  systems.  For  example,  records 
containing  classified  material  to  which  access  may  be  denied  under 
(k){1)  should  be  screened  to  permit  access  to  unclassified  material, 
and  only  these  portions  of  investigative  material  which  meet  all  of 
the  criteria  in  (k) (2)  or  (5)  should  be  withheld.  However,  in  the 
case  of  records  which  are  permitted  to  be  exempted  to  the  extent  that 
their  disclosure  would  reveal  the  identity  of  a  confidential  source, 
extreme  care  should  be  exercised  to  ensure  that  the  content  of  any 
records  being  segregated  does  not  disclose  the  identity  of  the  source. 

EXEMPTION  FOR  CLASSIFIED  MATERIAL 
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Subsection  (k)  (1)  "Subject  to  the  provisions  of  section  552(b)  (1) 
of   this  title;" 


This  subsection  ppimits  agency  hea<is  to  exempt,  trooi  certain 
provisions  or  the  Act,  those  systems  of  records  which  are  "(A) 
specifically  authorize!  under  criteria  established  by  an  Executive 
Order  to  be  kept  secret  in  the  interest  of  national  defense  or  foreign 
policy  and  (B)  are  in  fact  properly  classified  pursuant  to  such 
Executive  Order."  (5  U.S.C.  552(b)(1),  as  amended  by  Public  Law  93- 
502) 

The  Preedom  of  Inforaation  Act,  as  amended  by  P.L.  93-502,  authorizes 
l£_£°I2  judicial  review  of  an  agency's  decision  to  classify  a 
document,  includin-jm  camera  examination  of  the  document  when  the 
court  deeas  it  necessary  to  resolve  a  dispute  as  to  whether  a  document 
is  properly  being  withheld  under  the  provisions  of  subsection  (b) (1) 
of  the  Freedom  of  Information  Act.  See  the  Conference  Report  on  H.R. 
12471,  House  Report  93-1380,  pp  8-9. 

Oseful  guidance  in  the  application  of  this  provision  is  found  in  the 
Senate  Committee  raport  discussion  of  a  similar  provision  on 
classified  aaterials:: 


"The  potential  for  serious  damage  to  the  national  defense  or 
foreign  policy  could  arise  if  the  notice  describing  any 
information  system  included  categories  or  sources  of 
information...  or  provided  individuals  access  to  files  maintained 
about  t  hem. . . 

"The  Committee  does  not  by  this  legislation  intend  to  jeopardize 
the  collection  of  intelligence  information  related  to  national 
defense  or  foreign  policy,  or  open  to  inspection  information 
classified  pursuant  to  Executive  Order  llb52  to  persons  who  do 
not  have  an  appropriate  security  clearance  or  need  to  know. 

"This  section  is  not  intended  to  provide  a  blanket  pxemption  to 
all  information  systems  or  files  maintained  by  an  agency  which 
deal  with  national  defense  and  foreign  policy  information.  flany 
personnel  files  and  other  systems  may  not  be  subject  to  security 
classification  or  may  not  cause  damage  to  the  national  defense  or 
foreign  policy  simply  by  permitting  the  subjects  of  such  files  to 
inspect  them  and  seek  changes  in  their  contents  under  this  Act." 
(Senate  Report  93-1183,  p.  74) 

EXE_MPTIOS FOR INVESTIGATORY II  AT  ERI  .AL COMPILED FOR  LAW  ENFORCEMENT 

PURPOSES 

Subsection  (k) (2)  "Investigatory  material  compiled  for  law 
enforcement  purposes,  other  than  material  within  the  scop*3  of 
subsection  (j)  (2)  of  this  section:  Provided,  however,  that  if 
any  individual  is  denied  any  right,  privilege,  or  benefit  that  he 
would  otherwise  be  entitled  by  Federal  law,  or  for  which  he  would 
otherwise  be  eligible,  as  a  result  of   the   maintenance   of   such 
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material,  such  material  shall  be  provided  to  ;uch  individual, 
except  to  the  extent  that  the  disclosure  of  such  material  would 
reveal  the  identity  of  a  source  who  furnished  information  to  the 
Government  under  an  express  promise  that  the  ilentity  of  the 
source  would  be  neld  in  confidence,  or,  prior  to  the  effective 
date  of  this  section,  under  an  inplied  promise  that  the  identity 
of  the  source  would  be  hell  in  confidence;" 


This  provision  allows  agency  heads  to  exempt  a  system  of  records 
compiled  in  the  course  of  an  investigation  of  an  alleged  or  suspected 
violation  of  civil  laws,  including  violations  of  the  Uniform  Code  of 
Military  Justice  and  associated  regulations,  except  to  the  extent  that 
the  system  is  more  broadly  exempt  under  the  provision  covering  records 
maintained  by  an  agency  whose  principal  function  pertains  to  the 
enforcement  of  criminal  laws  (subsection  (j) (2)) .  This  exemption  was 
drafted  because  "(individual  access  to  certain  law  enforcement  files 
could  impair  investigations,  particularly  those  which  involve  complex 
and  continuing  patterns  of  behavior.  It  would  alert  subjects  of 
investigations  that  their  activities  are  being  scrutinized,  and  thus 
allow  them  time  to  take  measures  to  prevent  detection  of  illegal 
action  or  escape  prosecution."  (House  Report  93-11416,  p.  19) 

The  phrase  "investigatory  material  compile!  for  law  enforcement 
purposes"  is  the  same  phrase  as  opened  exemption  (b)  (7)  to  the  Freedom 
of  Information  Act  prior  to  its  recent  amendment  (Public  Law  93-502), 
with  the  exception  of  the  use  of  the  word  "material"  in  the  Privacy 
Act  for  the  word  "files"  in  the  now  amended  Freedom  of  Information  Act 
exemption.  The  intent  *as  to  have  the  same  meaning  given  to  this 
phrase  in  the  Privacy  Act  as  had  been  given  to  it  in  the  Freedom  of 
Information  Act  except  that  the  phrase  would  apply  to  material  as 
opposed  to  entire  files.  The  case  law,  then,  which  had  interpreted 
"investigatory"  and  "compiled"  and  "law  enforcement  purposes"  for  the 
now  amended  portions  of  exemption  (b)  (7)  of  the  Freedom  of  Information 
Act  should  be  utilized  in  defining  those  terms  as  they  appear  in 
subsection  (k)  (2)  of  the  Privacy  Act. 

It  was  further  recognized  that  "due  process"  in  both  civil  action  and 
criminal  prosecution  will  assure  that  individuals  have  a  reasonable 
opportunity  to  learn  of  the  existence  of,  and  to  challenge, 
investigatory  records  which  are  to  be  used  in  legal  proceedings. 

To  the  extent  that  such  an  investigatory  record  is  used  as  a  basis  for 
denying  an  individual  any  right,  privilege,  or  benefit  (including 
employment)  to  which  the  individual  would  be  entitled  in  the  absence 
of  that  record,  the  individual  must  be  granted  access  to  that  record 
except  to  the  extent  that  access  would  reveal  the  identity  of  a 
confidential  source. 

The  lanqua^e  permitting  an  agency  to  withhold  records  used  as  a  basis 
for  denying  a  benefit  to  the  extent  that  the  record  would  reveal  the 
identity  cf  an  indivilual  who  furnished  information  in  confidence  is 
very  narrowly  drawn  and  must  be  treated  carefully  (see  also 
subsections  (k)  (5)  and  (7) ,  below) .  For  information  collected  on  or 
subseguent  to  tne  effective  date  of  this  section  (September  27,  1975) 
a  record  may  only  be  withheld  to  protect  the  identity  of  a  source  if 
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an  express  guarantee  was  made  to  the  source  that  his  or  her 
identity  would  not  be  revealed.  (Such  guarantees  should  be 
■ade  on  a  selective  basis;  i.e.,  individuals  from  whom 
information  Is  ;olicited  for  law  enforcement  purposes  should 
be  advised  that  their  identity  may  be  disclosed  to  tha 
individual  to  whoa  the  record  pertains  unless  a  source 
expressly  requests  that  his  or  her  identity  not  be  revealed  as 
a  condition  of  furnishing  the  intonation.)  ;  and 

the  record,  if  stripped  of  the  identity  of  the  source  would 
nonetheless  by  its  content  reveal  the  identity  to  the  subject. 


It  was  recognized  that  the  type  of  investigatory  record  covered  by 
subsection  (k)  (2)  currently  contains  substantial  information  which  was 
obtained  with  the  tacit  understanding  that  the  identity  of  the  source 
would  not  be  revealel.  For  this  reason  the  Act  provides  that 
information  in  such  records  that  was  collected  prior  to  the  effective 
date  of  the  Act  may  be  witnheld  from  the  individual  to  whom  it 
pertains  to  the  extent  that  it  was  collected  under  an  implied  promise 
that  its  source  would  not  be  revealed  and  disclosing  it  would  reveal 
the  identity  of  the  source. 

The  phrase  "to  the  extent  that"  is  particularly  important.  As  implied 
above,  if  a  record  can  De  disclosed  in  such  a  way  as  to  conceal  its 
source,  a  promise  of  confidentiality  to  the  source  is  not  sufficient 
grounds  for  withholding  it.  Obviously,  the  content  of  certain  records 
is  such  that  it  reveals  the  identity  of  the  source  even  if  the  name  of 
the  source  or  other  identifying  particulars  are  removed;  e.g.,  the 
record  contains  information  that  could  only  have  been  furnished  by  one 
individual  known  to  the  subject.  Only  in  those  cases,  may  the 
substance  of  the  record  be  withheld  to  protect  the  identity  of  a 
source  and  then  only  to  the  extent  necessary  to  do  so.  It  is 
recognized,  however  that  it  may  in  some  instances  be  very  difficult 
for  an  agency  to  know  whether  the  content  of  a  record  would,  in  and  of 
itself,  reveal  its  source.  Therefore,  it  may  be  appropriate  in  light 
of  the  intent  underlying  this  exemption,  to  exempt  a  record  when  any 
reasonable  doubt  exists  as  to  whether  its  disclosure  would  reveal  the 
identity  of  a  confidential  source. 

Additional  guidance  on  tne  circumstances  under  which  an  agency  may 
withhold  a  record  on  the  grounds  that  its  disclosure  would  reveal  the 
identity  of  a  source  who  provided  information  under  a  pledge  of 
confidentiality  is  found  in  Senator  Ervin's  statement  on  the 
compromise  bill  on  the  floor  of  the  Senate. 

"The  compromise  provision  for  the  maintenance  of  information 
received  from  confidential  sources  represents  an  acceptance  of 
the  House  language  after  receiving  an  assurance  that  in  no 
instance  would  that  language  deprive  an  individual  from  knowing 
of  the  existence  of  any  information  maintained  in  a  record  about 
him  which  was  received  from  a  'confidential  source.*  The  agencies 
would  not  be  able  to  claim  that  disclosure  of  even  a  small  part 
of  a  particular  item  would  reveal  the  identity  of  a  confidential 
source.  The  confidential  information  would  have  to  be 
characterized  in   some   general   way.   The   fact   of   the   item's 
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existence  add  a  general  characterization  ot  that  item  would  tiavo 
to  be  made  known  to  the  individual  in  every  case. 

"Furthermore,  the  acceptance  of  this  section  in  no  way  precludes 
an  individual  from  knowing  the  substance  and  source  of 
confidential  information,  should  that  information  be  used  to  deny 
him  a  promotion  in  a  government  job  or  access  to  classified 
information  or  some  other  right,  benefit  or  privilege  for  which 
he  was  entitled  to  bring  legal  action  when  the  government  wished 
to  base  any  part  of  its  legal  case  on  that  information. 

"Finally,  it.  is  important  to  note  that  the  House  provision  would 
reguire  that  all  future  promises  of  confidentiality  to  sources 

of  information  be  expressed  and  not  implied  promises,  finder  the 
authority  to  prepare  guidelines  for  the  administration  of  this  act  it 
is  expected  that  the  Office  of  Management  and  Budget  will  work  closer 
with  agencies  to  insure  that  Federal  investigators  make  sparing  use  of 
the  ability  to  make  express  promises  of  confidentiality." 
(Congressional  Record,  December  17,  1974,  p. s 2 181 6) 

The  foregoing  discussion  with  respect  to  confidentiality  of  sources  is 
also  applicable  to  the  provisions  of  subsections  (k) (5)  and  (7), 
below. 


EXEMPTION  FOR  RECORDS  MAINTAINED  TO  PROVIDE  ,  PROTECTIV E  SERVICES 


Subsection   (k)  (3)   "Maintained   in   connection   with   providing 
protective  services  to  the  President   of   the   United   States   or 
other  individuals  pursuant  to  section  3056  of  title  18;" 


This  exemption  covers  records  which  are  not  clearly  within  the  scope 
of  law  enforcement  records  covered  under  subsection  (k) (2)  but  which 
are  necessary  to  assuring  the  safety  of  individuals  protected  pursuant 
to  18  U.S.C.  3056. 

It  was  noted  that  "access  to  Secret  Service  intelligence  files  on 
certain  individuals  would  vitiate  a  critical  part  of  Secret  Service 
work  which  was  specifically  recommended  by  the  Warren  Commission  that 
investigated  the  assassination  of  President  Kennedy  and  funded  by 
Congress."  (House  Report  93-1U16,  p.  19) 

EXEMPTION  FOR  STATISTICAL  RECORDS 


Subsection   (k)  (4)  "Reguired  by  statute  to  oe  maintained  and  used 
solely  as  statistical  records;" 
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A  "statistical  record"  Ls  defined  in  subsection  (a)  (b)  as  "a  record  in 

a  system  01  tpcords  maintained  for  statistical  ivsearch  or  reportinq 
purposes   only   and   not   u  whole   or   in   part   in  making  any 

lotpr ainat ion  ahout  an  identifiable  individual,  except  as  provided  by 
sect  ion  fl  Of  tit  le  H. " 

It   is   the   intent   of   this  provision  to  permit  exemptions  for  thoso 

•  7bs  of  records  which  by  operation  of  statute  .cannot be us£jd Lo 

oake  _a  determination  about  an  individual. 

""his  provision  permits  an  agency  head  to  expapt  a  systea  of  records 
which  is  used  only  for  statistical,  research,  or  prograa  evaluation 
purposes,  and  which  is  not  used  to  Bake  decisions  on  the  rights, 
benefits,  or  entitlements  of  individuals  except  as  peraitted  by 
Section  3  of  Title  13.  The  use  of  the  language  "rejuired  by  statute  to 
be  aaintained  ...  only"  suggests  that  systems  of  records  which  qualify 
to  be  exeapted  under  this  provision  are  those  coaposed  exclusively  of 
records  that  by  statute  are  prohibited  from  being  used  tor  any  purpose 
involving  the  oakiug  of  a  determination  about  the  individual  to  whoa 
they  pertain;  not  aerely  that  the  agency  does  not  engage  in  such  uses. 

"Disclosure  of  statistical  records  [to  the  individual]  in  aost 
instances  would  not  provide  any  benefit  to  anyone,  for  these  records 
do  not  have  3  direct  effect  on  any  given  individual;  it  would, 
however,  intertere  with  a  legitimate,  Congressionally-sanctioned 
activity."  (House  Report  9j-lal6,  p. 19) 

EXFAPTIJN FOR INVESTIGATORY MATERIAL COMPILE!) PUR DETERMINING 

SUITABILITY  FOP  FEDERAL  EMPLOYMENT  OR  MILITARY  SERVICE 


Subsection  (k)  (5)  "Investigatory  material  compiled  solely  for  the 
purpose  of  determining  suitability,  eligibility,  or 
qualifications  for  Federal  civilian  employment,  military  service, 
Federal  contracts,  or  access  to  classified  information,  but  only 
to  the  extent  that  the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  information  to  the 
Government  under  an  express  promise  that  the  identity  of  the 
source  would  be  held  in  confidence,  or,  prior  to  the  effective 
date  of  this  section,  under  an  implied  promise  that  the  identity 
of  the  source  would  be  held  in  confidence;" 


This   provision   permits   an   agency   to   exempt   material   from   the 
individual  access  provision  of  tne  Act  which  would  cause  the   identity 
of   a   confidential  source  to  be  revealed  only  it  all  of  the  following 
conditions  are  met: 


the  material  is  maintained  only  for  purposes  of  determining  an 
individual's  qualifications,  eligibility  or  suitability  for 
military  service,  employment  in  the  civilian  service  or  on  a 
Federal  contract,  or  access  to  classified  material.  By 
implication,   employment  would  include  appointments  to  Federal 
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advisory  committees  or  to  membership  agencies,  whether  or  not 
salaried ; 

the  material  is  considered  relevant  and  necessary  to  making  a 
judicious  determination  as  to  qualifications,  eligibility  or 
sui-tability  and  could  only  be  obtained  by  providing  assurance 
to  the  source  that  his  or  her  identity  would  not  be  revealed 
to  the  subject  of  the  record;  e.g.,  for  "critical  sensitive 
positions;"  and 

disclosure  of  the  record  with  the  identity  of  tne  source 
removed  would  likely  reveal  the  identity  of  the  source;  e.g., 
the  record  contains  information  which  could  only  have  been 
furnished  by  one  of  several  individuals  known  to  the   subject. 


(Since   information   collected   prior  to  the  effective  date  of  the  Act 

may  have  been  gatnered  under  an  implied  promise   of   confidentiality, 

that  pledge  may  be  honored  and  those  records  exempted  if  the  other 
criteria  are  met) . 

See  subsection  (k)  (2),  above,  for  a  more  extensive  discussion  of  the 
circumstances  under  which  records  may  be  withneld  to  protect  the 
identity  of  a  confidential  source. 

This  language  was  included  to  take  into  account  the  fact  that  the 
screening  of  personnel  to  assure  that  only  those  who  are  properly 
qualified  and  trustworthy  are  placed  in  governmental  positions  will, 
from  time  to  time,  reguire  information  to  be  collected  under  a  pledge 
of  confidentiality.  Such  pledges  will  be  limited  only  to  the  most 
compelling  circumstances;  i.e., 


without  the  information  thus  obtained,  unqualified  or 
otherwise  unsuitable  individuals  might  be  selected;  or 

the  potential  source  would  be  unwilling  to  provide  needed 
information  without  a  guarantee  that  his  or  her  identity  will 
not  be  revealed  to  the  subject;  or 

to  be  of  value  in  the  personnel  screening  and  often  highly 
competitive  assessments  in  which  it  will  be  used,  the 
information  must  be  of  such  a  degree  of  frankness  that  it  can 
only  be  obtained  under  an  express  promise  that  the  identity  of 
its  source  will  not  be  revealed. 


The  Civil  Service  Commission  and  the  Department  of  Defense  (for 
military  personnel)  will  issue  regulations  establishing  procedures  for 
determining  when  a  pledge  of  confidentiality  is  to  be  made  and 
otherwise  to  implement  this  subsection.  These  regulations  and  any 
implementing  procedures  will  not  provide  that  all  information 
collected  on  individuals  being  considered  for  any  particular  category 
of   positions   will   automatically  be  collected  under  a  guarantee  that 
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*ity  of  the  source  will  not  be  revealed  to  the  subject  of   the 

recor  1 . 

This  provision  has  been  among  ♦■hv-  nost  misunderstood  in  the  Ac*- .  It 
lid  he  r.oted  that  it  giints  authority  to  exempt  records  only  under 
very  limited  circumstances.  "It  will  not  be  th->  customary  thing  to 
lUe  these  promises  of  confidentiality,  so  that  most  all  of  the 
mrormatior  [in  investigatory  records]  will  be  made  available." 
(Congressional  Record  ,  November  20,  197U,  p.  10tiB7) . 

The  term  "Federal  contracts"  covers  investigatory  material  on 
individuals  being  considered  for  employment  on  an  existing  Federal 
contract  as  well  as  investigatory  material  compiled  to  evaluate  the 
capabilities  of  firms  being  considered  ir.  a  competetive  procurement. 

EXEMPTION  F0»  TESTING  J3  EXAMINATION  MATERIAL 


Subsection  (M(6)  "Testing  or  examination  material  used  solely  to 
determine  individual  gualif icat ions  for  appointment  or  promotion 
in  the  Federal  service  the  disclosure  of  which  would  compromise 
th<->  objectivity  or  fairness  of  the  testing  or  examination 
process ; " 


This  provision  permits  an  agency  to  exempt  testing  or  examination 
material  used  to  assess  the  qualifications  of  an  individual  for 
appointment  or  promotion  in  the  military  or  civilian  service  only  if 
disclosure  of  the  record  to  the  individual  would  reveal  information 
aDout  the  testing  process  which  would  potentially  giv?  an  individual 
an  unfair  competitive  advantage.  For  example,  the  Civil  Service 
Commission  and  the  military  departments  give  written  examinations 
which  cannot  be  revised  in  their  entirety  each  time  they  are  offered. 
Access  to  the  examination  questions  and  answers  could  give  an 
individual  an  unfair  a  Wantage.  This  language  also  covers  certain  of 
the  materials  used  in  rating  individual  qualifications.  This 
subsection  permits  the  agency  to  withhold  a  record  only  to  the  extent 
that  its  disclosure  woald  reveal  test  questions  or  answers  or  testing 
procedures. 

It  was  not  the  intent  of  this  subsection  to  permit  exemptions  of 
information  which  are  required  to  be  made  availaole  to  employees  or 
members  or  are,  in  fact,  made  available  to  them  as  a  matter  of  current 
practice.  The  presence  of  exemption  (k)  (7)  is  an  indication  of  the 
intended  narrow  coverage  of  the  exemptions  set  forth  in  (k)  (<S)  and, 
similarly,  the  exemptions  of  (Jc)  (7)  and  (k)  (6)  indicate  the  intended 
narrow  coverage  of  the  exemption  set  forth  is  subsection  (k)  ( 5) . 

EXEMPTION  FO?i  MATERIAL  USED  TO  EVALUATE  POTENTIAL  FOP  PROMOTION  IN  THE 
AHMED  SERVICES 


Subsection    (k)  (7)    "Evaluation    material   used   to   determine 
potential  for  promotion  in  the  armed  services,  but   only   to   the 
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extent  thrit  the  disclosure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  information  to  the  Government 
under  an  express  promise  that  the  identity  ot  tho  source  would  be 
held  in  confidence,  or,  prior  to  the  effective  date  of  this 
section,  under  an  implied  promise  that  the  identity  of  the  source 
would  be  held  in  confidence." 


The  discussions  oC  subsection  (k)  (2)  and  (5) ,  above,  should  be 
reviewed  in  applying  this  provision.  The  same  rationale  regarding 
when  and  how  the  confidentiality  of  sources  may  be  protected  applies 
here. 

The  military  departments  will  publish  regulations  specifying  those 
categories  of  positions  in  the  Armed  Services  for  which  pledges  of 
confidentiality  may  be  made  when  obtaining  information  on  an 
individual's  suitability  for  promotion.  These  categories  will  be 
narrowly  drawn. 
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Subsection  (1) 

AE£HIVAL_PFCORDJ 
This   subsection   addresses  the  maintenance  of  those  records  which  are 
transferred  to  the  General   Services   Administration.    It   should   be 
noted  that  there  is  a  substantial  difference  between 


records  which  have  been  placed  in  records  centers  operated  by 
the  Administrator  of  General  Services  for  "storage,  processing 
and  servicing"  pursuant  to  Section  3103  of  Title  UU;  and 

records  which  are  accepted  by  the  Administrator  of  General 
Services  "for  deposit  in  the  National  Archives  of  the  United 
States  [because  they]  have  sufficient  historical  or  other 
value  to  warrant  tneir  continued  preservation  by  the  United 
States  Government"  pursuant  to  Section  2103  of  Title  <44. 


Tli**  former,  those  tor  which  the  General  Services  Administration  is 
essentially  a  custodian,  are  addressed  in  subsection  (1)(1).  The 
latter,  archival  records  which  have  been  transferred  to  the  Archives 
and  are  maintained  by  the  Archivist,  are  addressed  in  subsections 
(1)  (2)  and  (1)  (3). 


RECORDS  STORED  IN  GSA  RECORDS  CENTERS 

Subsection  (1)  (1)  "Each  agency  record  which  is  accepted  by  the 
Administrator  of  General  Services  for  storage,  processing,  and 
servicing  in  accordance  with  section  3103  of  title  UU  shall,  for 
the  purposes  of  this  section,  be  considered  to  be  maintained  by 
the  agency  which  deposited  the  record  and  shall  be  subject  to  the 
provisions  of  this  section.  The  Administrator  of  General 
Services  shall  not  disclose  the  record  except  to  the  agency  which 
maintains  the  record,  or  under  rules  established  by  that  agency 
which   are  not  inconsistent  with  the  provisions  of  this  section." 


Records  which  are  sent  to  the  General  Services  Administration  for 
storage  as  a  result  of  a  determination  by  the  agency  head  that  to  do 
so  would  "effect  substantial  economies  or  increase  operating 
efficiency,"  (4U  U.S.C  3103),  are  deemed  to  be  part  of  the  records  of 
the  agency  which  sent  them  and  are  subject  to  the  Act  to  the  same 
extent  that  they  would  be  if  maintained  on  the  agency's  premises. 

This  language,  in  effect,  constitutes  a  clarification  of  the  term 
"maintain"  {subsection  (a) (3))  with  respect  to  records  wnich  have  been 
physically  transferred  to  GSA  for  storage.  While  records  are  stored 
in  a  records  center,  the  agency  which  sent  them  to  storage  remains 
accountable  '  for    them    and   the   General   Services   Administration 
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effectively  functions  as  an  agent  of  that  agency  and  maintains  them 
pursuant  to  rules  established  by  that  agency. 

Records  stored  in  records  centers  often  constitute  the  inactive 
portion  of  systems  of  records,  the  remainder  of  which  are  kept  on 
agency  premises;  e.g.,  agency  payroll  aud  personnel  records.  Whenever 
practicable,  these  inactive  records  should  be  treated  as  part  of  the 
total  system  of  records  and  be  subject  to  the  same  rules  and 
procedures.  In  no  case  may  they  be  subject  to  rules  which  are 
inconsistent  with  tho  Privacy  Act. 

To  assure  the  orderly  and  effective  operation  of  the  records  center 
and  consistent  with  its  authority  to  issue  regulations  governing 
Federal  agency  records  management  policies  (under  title  44  of  the 
United  States  Code) ,  the  Privacy  Act  and  these  guidelines;  the  General 
Services  Administration  shall  issue  general  guidelines  to  the  agencies 
on  preferred  methods  for  handling  systems  of  records  stored  in  Federal 
records  centers.  In  view  of  the  intent  underlying  this  provision, 
agencies  may  consider  that  the  records  stored  in  Federal  records 
centers  are  transferred  intra-agency  and  need  not  publish  notice  of 
"routine  uses"  to  enable  these  transfers. 

RECORDS  ARCHIVED  PRIOR  TO  SEPTEMBER  27,  1975 

Subsection  (1) (2)  "Each  agency  record  pertaining  to  an 
identifiaole  individual  which  was  transferred  to  the  National 
Archives  of  the  United  states  Government  as  a  record  which  has 
sufficient  historical  or  other  value  to  warrant  its  continued 
preservation  by  the  United  states  Government,  prior  to  the 
effective  date  of  this  section,  shall,  for  the  purposes  of  tnis 
section,  be  considered  to  be  maintained  by  the  National  Archives 
and  shall  not  be  subject  to  the  provisions  of  this  section, 
except  that  a  statement  generally  describing  such  records 
(modeled  after  the  requirements  relating  to  records  subject  to 
subsections  (e)  (4)  (A)  through  (G)  of  this  section)  shall  be 
published  in  the  Federal  Register." 


Records  transferred  to  the  Archives  for  "preservation"  pursuant  to  44 
U.S.C.  2103,  prior  to  September  27,  1975  are  considered  to  be 
maintained  by  the  Archives  but  are  not  subject  to  other  provisions  of 
the  Act. 

However,  the  National  Archives  is  required  to  issue  general  notices 
describing  its  current  holdings  which  cover,  to  the  extent  applicable, 
the  elements  specified  in  subsection  (e)  (4).  These  should  include,  as 
a  minimum  - 

the  categories  of  individuals  on  whom  records  are  maintained; 
the  types  of  information  in  these  records;  and 
policies  governing  access  and  retrieval. 

"It  is  intended  that  the  notice  provision  not  be  applied  separately 
and  specifically  to  each  of  the  many  thousand  of  separate   systems   of 
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recorls  transferred  to  the  Archives  prior  to  the  effective  date  of 
thi-;  Act,  hut  rather  that  1  Bore  general  description  be  provided  which 
pertains  to  m"a  ni  ng  *  ul  groupings  of  record  sys  torn; .  ".IConciressional 
RecocJ  ,  Deceaber  W,  197B,  p.  H12245) 

If,  for  any  reason,  a  record  currently  in  the  Archives  is  disclosed  to 
an  agency  for  use  by  that  agency  in  making  a  determination  as  to  the 
rights,  benefits,  or  entitlements  of  an  individual,  it  becomes  subject 
to  the  provisions  of  the  Act  to  the  same  extent  as  any  other  record 
■aintained  by  that  agency. 

ngCOPDSARCHIVED  ON  OR  AFTER  SEPTEMBER  27 g     1975 


Subsection  (1)  (3)  "Each  agency  record  pertaining  to  an 
identifiable  individual  which  is  transferred  to  the  National 
Archives  of  the  United  States  as  a  record  which  has  sufficient 
historical  or  other  value  to  warrant  its  continued  preservation 
by  the  United  States  Government,  on  or  after  the  effective  date 
of  this  section,  shall,  for  the  purposes  of  this  section,  be 
considered  to  be  maintained  by  the  National  Archives  and  shall  be 
exempt  from  the  reguirements  of  this  section  excopt  subsections 
(e)  (4)  (A)  through  (G)  and  (e)  (9)  of  this  section." 


Records  transferred  to  the  Archives  pursuant  to  4U  U.S.C.  2103  (for 
"preservation")  on  or  after  September  27,  1975  are  considered  to  be 
maintained  by  the  Archives  for  purposes  of  the  Act  but  are  only 
subject  to  selected  provisions  of  the  Act. "[They]  are  subject  only  to 
those  provisions  of  this  Act  reguiring  annual  public  notice  of  the 
existence  and  character  of  the  information  systems  maintained  by  the 
Archives,  establishment  of  appropriate  safeguards  to  insure  the 
security  and  integrity  of  preserved  personal  information,  and 
promulgation  and  implementation  of  rules  to  insure  the  effective 
enforcement  of  those  safeguards."  (Congressional  Record  ,  December  18, 
197U,  p.  H122U5) . 

The  notice  reguired  for  these  records  is  on  a  system  by  system  basis. 
"Since  the  re-cords  would  already  have  been  organized  in  conformity 
with  the  reguirements  of  this  section  by  the  agency  transferring  them 
to  the  Archives,  maintaining  them  in  continued  conformity  with  this 
law  would  not  reguire  any  special  effort."  (House  Report  93-1416,  p. 
20) 

The  exclusion  of  archival  records  from  the  provisions  of  the  Act 
establishing  the  right  to  have  access  or  to  amend  a  record  was  also 
discussed  in  the  House  Report: 


"Records  under  the  control  of  the  Archives  would  not,  however,  be 
subject  to  the  provisions  of  this  law  which  permit  changes  in 
documents  at  the  reguest  of  the  individual  named  in  them.  A 
basic  archival  rule  holds  that  archivists  may  not  remove  or  amend 
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information  in  any  records  placed  in  their  custody.  The 
principle  of  maintaining  the  integrity  of  records  is  considered 
one  of  the  most  important  rules  of  professional  conduct.  It  is 
important  because  historians  quite  properly  want  to  learn  the 
true  condition  of  past  government  records  when  doing  research; 
they  frequently  find  the  fact  that  a  record  was  inaccuarate  is  at 
least  as  important  as  the  fact  that  a  record  was  accurate. 

"The  Committee  believes  that  this  rule  is  eminently  reasonable 
and  should  not  be  breached  even  in  the  case  of  individually 
identifiable  records.  Once  those  documents  are  given  to  the 
Archives,  they  are  no  longer  used  to  make  any  determination  about 
any  individual,  so  amendment  of  them  would  not  aid  anyone. 
Furthermore,  the  Archives  has  no  way  of  knowing  the  true  state  of 
contested  information,  since  it  does  not  administer  the  program 
for  which  fhd  data  was  collected;  it  cannot  make  judgments  as  to 
whether  records  should  be  altered."  (House  Report  93-1416, 
p. 21)  . 


The  Archivist  is  required  to  establish  rules  of  conduct  for  GSA 
personnel  to  assure  that  records  in  the  Archives  are  used  only  in  a 
manner  consistent  with  44  U.S.C.  2103  and  that  Archives  personnel  are 
properly  instructed  in  the  rules  governing  access  to  and  use  of 
archival  records. 

However,  when  a  record  which  has  been  deposited  in  the  Archives  is 
disclosed  to  an  agency  and  becomes  part  of  any  agency^  records  which 
could  be  used  in  making  a  determination  about  an  individual,  that 
record  would  a^ain  be  subject  to  the  other  applicable  provisions  of 
the  Act. 
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Subsection  (a) 
GOVERNflENT  CONTRACTORS 


Subsection  (»)  "When  an  agency  provides  by  a  contract  for  the 
operation  by  or  on  behalf  of  the  agency  of  a  system  of  records  to 
accoiplish  an  agency  function,  the  agency  shall,  consistent  with 
its  authority,  cause  the  requirements  of  tnis  section  to  be 
applied  to  such  system.  For  purposes  of  subsection  (i)  of  this 
section  any  such  contractor  and  any  employee  of  such  contractor, 
if  such  contract  is  agreed  to  on  or  after  the  effective  date  of 
this  section,  shall  be  considered  to  be  an  employee  of  an 
agency. " 


The  extent  to  which  th<?  provisions  of  the  Act  would  apply  to  records 
other  than  those  physically  maintained  by  Federal  agency  personnel  was 
one  of  the  principal  areas  of  difference  between  the  Senate  and  House 
privacy  bills  (S.  3418  and  H.R.  16373). 


"The  Senate  bill  would  have  extended  its  provisions  outside  the 
Federal  government  only  to  those  contractors,  grantees  or 
participants  in  agreements  with  the  Federal  government,  where  the 
purpose  of  the  contract,  grant  or  agreement  was  to  establish  or 
alter  an  information  system.  It  addressed  a  concern  over  the 
policy  governing  the  sharing  of  Federal  criminal  history 
mf orna tion  with  State  and  local  government  law  enforcement 
agencies  and  for  the  amount  of  money  which  has  been  spent  through 
the  Law  Enforcement  Assistance  Administration  for  the  purchase  of 
State  and  local  government  criminal  information  systems. 

"The  compromise  amendment  would  now  permit  Federal  law 
enforcement  agencies  to  determine  to  what  extent  their 
information  systems  would  be  covered  by  the  Act  and  to  what 
extent  they  will  extend  that  coverage  to  those  with  which  they 
share  that  information  or  resources. 

"At  the  same  time  it  is  recognized  that  many  Federal  agencies 
contract  tor  trie  operation  of  systems  of  records  on  behalf  of  the 
agency  in  order  to  accomplish  an  agency  function.  It  was 
provided  therefore  that  such  contracts  if  agreed  to  on  or  after 
the  effective  date  of  this  legislation  shall  provide  that  those 
contractors  and  any  employees  of  those  contractors  shall  be 
considered  to  be  employees  of  an  agency  and  subject  to  the 
provisions  of  the  legislation."  (Congressional  Record  ,  Dec.  17, 
1974,  p.  S21818) 


It  was  alsc  agreed  that  the  Privacy  Protection  Study  Commission  should 
be  directed  to  study  the  applicability  of  the  provisions  of  the 
Privacy  Act  to  the  private  sector  and  make  recommendations  to  the 
Congress  and  the  President  (See  Subsection  5(b)  of  the  Act). 
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The  effect  of  this  provision  is  to  clarify,  furtner,  the  definition  of 
the  term  "maintain"  as  it  establishes  agency  accountability  for 
systems  cf  records.  (See  subsection  (a) (3)).  It  provides  that 
systems  operated  under  i  contract  which  are  designed  to  accomplish  an 
agency  function  are,  in  effect,  deemed  to  be  maintainpd  by  the  agency. 
It  was  not  intended  to  cover  private  sector  record  keeping  systems  but 
to  cover  d£_f_acto   as  wall  as  de_jure   Pederal  agency  systems. 

"Contract"  covers  any  contract,  written  or  oral,  subject  to  the 
Federal  Procurement  Regulations  (FPR's)  or  Armed  Services  Procurement 
Regulations  (ASPF's),  but  only  those  which  provide  "...  for  the 
operation  by  ol  on  behalf  of  the  agency  of  a  system  of  records  to 
accomplish  an  agency  function  ..."  are  subject  to  the  reguirements  of 
the  subsection.  While  the  contract  need  not  have  as  its  sole  purpose 
the  operation  of  such  a  system,  the  contract  would  normally  provide 
that  the  contractor  operate  such  a  system  formally  as  a  specific 
reguirement  of  the  contract.  There  may  be  some  other  instances  when 
this  provision  will  be  applicable  even  though  thp  contract  does  not 
expressly  provide  for  the  operation  of  a  system;  e.g.,  where  the 
contract  can  be  performed  only  by  the  operation  of  a  system.  The 
reguirement  that  the  contract  provide  for  the  operation  of  a  system 
was  intended  to  ease  administration  of  this  provision  and  to  avoid 
covering  a  contractor's  system  used  as  a  result  of  his  management 
discretion.  For  example,  it  was  not  intended  that  the  system  of 
personnel  records  maintained  by  large  defense  contractors  be  subject 
to  the  provisions  of  the  Act. 

Not  only  must  the  terms  of  the  contract  provide  tor  the  operation  (as 
opposed  to  design)  of  such  a  system,  but  the  operation  of  the  system 
must  be  to  accomplish  an  agency  function.  This  was  intended  to  limit 
the  scope  of  the  coverage  to  those  systems  actually  taking  the  place 
of  a  Federal  system  which,  but  for  the  contract,  would  have  been 
performed  by  an  agency  and  covered  by  the  Privacy  Act.  Information 
pertaining  to  individuals  may  be  maintained  by  an  agency  (according  to 
subsection  (e)  (1))  only  if  such  information  is  relevant  and  necessary 
to  a  purpose  of  the  agency  reguired  to  be  accomplished  by  statute  or 
Executive  order  of  the  President.  Although  the  statute  or  Executive 
order  need  not  specifically  reguire  the  creation  of  a  system  of 
records  from  this  information,  the  operation  of  a  system  of  records 
reguired  by  contract  must  have  a  direct  nexus  to  the  accomplishment  of 
a  statutory  or  President ially  directed  goal. 

If  the  contract  provides  for  the  operation  of  a  system  of  records  to 
accomplish  an  agency  function,  then  "...  the  agency  shall,  consistent 
with  its  authority,  cause  the  reguirements  of  this  section  to  be 
applied  to  such  system." 

The  clause  "...consistent  with  its  authority  ..."  makes  it  clear  that 
the  subsection  does  not  give  an  agency  any  new  authority  additional  to 
what  it  otherwise  uses.  The  subsection  clearly  imposes  n^w 
responsibilities  upon  an  agency  but  does  not  confer  any  new  authority 
to  ioplement  it.  Although  the  method  by  which  agencies  cause  the 
reguirements  of  the  section  to  be  applied  to  systems  is  not  set  forth, 
the  manner  of  doing  so  must  be  consistent  with  the  agency's  existing 
authority.  The  method  of  causing  was  envisioned  to  be  a  clause  in  the 
contract,  but  as  with  the  "Buy  America"  provision  in  Government 
contracts,  the  breach  of  tne  clause  was  not   necessarily   intended   to 
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It  in  a  termination  of  the  contract.  In  addition,  several  of  the 
requirements  of  the  Privacy  Act  are  siaply  not  applicable  to  systeas 
aaintainei  by  contractors,  and  this  clause  was  a  act  hod  of  indicating 
that  an  agency  was  not  require!  to  iapose  those  new  standards. 
Agencies  vere  given  soae  discretion  in  determining  the  method  or 
methods  by  whicn  th^y  would  cause  the  otherwise  applicable 
Lejuireaents  to  be  applied  to  a  system  maintained  under  contract. 
This  subsection  does  not  aerely  require  that  an  agency  include 
provisions  consistent  with  the  Privacy  Act  in  its  contracts.  It 
requires,-  in  addition,  that  the  agency  cause  the  requirements  of  the 
Act  tc  be  applied,  limited  only  by  its  authority  to  do  so.  Because  of 
this  agency  accountability-- which  underlies  aany  of  the  provisions  of 
the  Privacy  fcct-?-there  should  be  an  incentive  for  an  agency  to  causp 
its  contractors  who  are  subject  to  this  subsection  to  apply  the 
l.'^u  i  reaents  of  the  section  in  a  manner  which  is  enforceable, 
otherwise,  the  agencies  may  end  up  performing  those  functions  in  order 
to  satisfy  t ne  activity  of  the  "cause"  requirement. 

The  decision  as  to  whether  to  contract  for  the  operation  of  the  system 
or  tc  perform  the  operation  "in-house"  was  not  intended  to  be  altered 
by  this  subsection.  Furthermore,  this  subsection  was  not  intended  to 
significantly  alter  uSA  and  OMB  authority  under  the  Brooks  Act  (P.L. 
89-3C6)  or  Executive  Order  No.  11717  dated  flay  9,  1973,  concerning  the 
method  of  ADP  procurement.  The  principles  concerning  reliance  upon  the 
private  sector  in  OMB  Circular  No.  A-76,  and  related  provisions  were 
also  not  intended  to  be  changed. 

The  provisions  would  apply  to  all  systems  of  records  where,  for  example- 
the  determinations  on  benefits  are  made  by  Federal  agencies; 
the  records  are  maintained  for  administrative  functions  of  the 
Federal  agency  such  as  personnel,  payroll,  etc;  or 

health  records  being  maintained  by  an  outside  contractor  engaged  to 
provide  health  services  to  agency  personnel. 

The  provisions  would  not  apply  to  systems  of  records  where: 

records  are  maintained  by  the  contractor  on  individuals  whom  the 
contractor  employs  in  the  process  of  providing  goods  and  services 
to  Federal  government. 

an  agency  contracts  with  a  state  or  private  educational 
organization  to  provide  training  and  the  records  generated  on 
contract  students  pursuant  to  their  attendance  (admission  forms, 
grade  reports)  are  similar  to  those  maintained  on  other  students 
and  are  comingled  with  their  records  on  other  students. 

When  a  system  of  records  is  to  be  operated  by  a  contractor  on  behalf 
of  an  agency  for  an  agency  function,  the  contractual  instrument  must 
specify,  to  the  extent  consistent  with  the  agency#s  authority  to 
require  it,  that  those  records  be  maintained  in  accordance  with  the 
Act.  Agencies  will  modify  their  procurement  procedures  and  practices 
to  ensure  that  all  contracts  are  reviewed  before  award  to  determine 
whether  a  system  of  records  within  the  scope  of  the  Act  is  being 
contracted  for  and,  if  so,  to  include  appropriate  language  regarding 
the  maintenance  of  any  such  systems. 
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Por  systems  operated  under  contracts  awarded  on  or  after  September  21, 
1975,  contractor  employees  may  be  subject  to  thp  criminal  penalties  of 
subsections  (i)  (1)  and  (2)  (for  disclosing  records  the  disclosure  of 
which  is  prohibited  by  the  Act  or  for  failure  to  publish  a  public 
notice).  Although  the  language  is  not  clear  on  this  point,  it  is 
arguable  that  such  criminal  liability  only  exists  to  the  extent  that 
the  contractual  instrument  has  stipulated  that  the  provisions  of  the 
Act  are  to  be  applied  to  the  contractually  maintained  system. 
However,  an  agency  which  rails,  within  the  limits  of  its  authority,  to 
reguire  that  systems  operated  on  its  behalf  under  contracts,  may  be 
civilly  liable  to  iniividuals  injured  as  a  conseguence  of  any 
subseguent  failure  to  maintain  records  in  conformance  with  the  Act. 
The  reference  to  contractors  as  employees  is  intended  only  for 
purposes  of  the  reguirements  of  the  Act  and  not  to  suggest  that,  by 
virtue  of  this  language,  they  are  employees  for  any  other  purposes. 
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Subsection  (n) 
MAILING  LISTS 


Section  (n )  "An  indivilual's  rune  and  address  may  not  be  sold  or 
rented  Dy  an  agency  unless  such  action  is  specifically  authorized 
by  law.  i'his  provision  shall  not  be  construed  to  require  the 
withholding  ot  names  and  addresses  otherwise  permitted  to  be  aade 
publ ic. ■ 


The  language  in  this  section  is  susceptible  ot  various  interpretations 
and  must  be  real  in  the  context  of  relevant  legislative  history.  It 
is  clear,  however,  that  this  provision  seeks  to  reach  the  sale  or 
rental  of  lists  of  naaes  and  addresses  for  commercial  or  other 
solicitation  purposes  not  related  to  the  purposes  for  which  the 
information  was  collected. 


"Language  included  in  the  legislation  would  prohibit  the  sale  or 
rental  of  mailing  lists,  names  and  addresses,  by  Federal  agencies 
aainraininj  them.  The  philosophy  behind  this  amendment  is  that 
the  Federal  Government  is  not  in  the  mailing  list  business,  and 
it  should  not  be  Federal  policy  to  make  a  profit  from  the  routine 
business  of  government,  particularly  when  the  release  of  such 
lists  has  been  authorized  under  the  Freedom  of  Information  Act. 
In  other  words,  such  lists  can  not  be  withheld  by  an  agency, 
unless  it  determines  that  the  release  would  constitute  a  clearly 
unwarranted  invasion  of  privacy  under  section  552  (b)  (6)  of  title 
5,  United  State  Code. 

"Thus,  the  language  of  the  bill  before  us  does  not  ban  the 
release  of  such  lists  where  either  sale  or  rental  is  not 
involved."   {Congressional  Record  ,  December  18,  1974  p.  H  12246) 

?  While  the  reference  to  the  FOIA  speaks  only  of  "a  clearly 
unwarranted  invasion  of  personal  privacy"  (see  5  U.S.C.  552  (b)  (6)) 
agencies  may  presumably  withhold  lists  of  naaes  and  addresses  from  the 
public  under  any  of  the  exemptions  to  the  FOIA  (5  U.S.C.  552  (b)  )  when 
they  deem  it  appropriate  to  do  so. 

It  is  apparent  that  what  is  prohibited  is  "sale  or  rental"  of  such 
lists  and  the  langage  may  be  read  to  prohibit  "the  sale  or  rental  of 
lists  of  names  and  addresses  by  Pederal  agencies  unless  the  .sale  or 
cental  is  specifically  authorized  py  law  .  [emphasis  added]."  (Senate 
Report  93-1183,  p.  31) 

The  Senate  report,  when  read  in  combination  with  the  House  floor 
discussion  cited  above,  suggests  that  agencies  may  not  sell  or  rent 
mailing  lists  for  commercial  or  solicitation  purposes  unless  they  are 
authorized  specifically  by  law  to  sell  or  rent  such  lists.  It  is 
equally  apparent  that  this  language  in  no  way  creates  an  authority  to 
withhold  any  records  otherwise  required  to  be  disclosed  under  the 
Freedom   of  Information  Act  (5.  U.S.C  552).   It  is  problematic  whether 
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the  language  "uuy  not  be  sold  or  rented"  precludes  the  charging  of 
fees  authorized  under  the  Freedom  of  Information  Act.  It  would  seen 
reasonable  to  conclude  that  fees  permitted  to  be  charged  for  materials 
reguired  to  be  disclosed  under  the  Freedom  of  Information  Act  are  not 
precluded  and  that  lists,  such  as  agency  telephone  directories,  which 
are  currently  sold  to  the  public  by  the  Superintendent  ot  Documents 
can  continue  to  be  sold. 

Finally,  this  provision  appears  not  to  have  been  intended  to  reach  the 
disclosure  of  names  and  addresses  to  agencies  oi  other  organizations 
other  than  for  commercial  or  solicitation  purposes.  Other  disclosure 
(e.g.,  the  disclosures  of  names  and  addresses  for  a  statistical  study 
or  to  issue  checks)  would  be  subject  to  the  reguirements  of  section 
(b). 
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Section  (o) 
REPORT  ON  NEW  SYSTEMS 


Section  (o)  "Rach  agency  shall  provide  adequate  advance  notice  to 

Congress  and  ttu  )f  t'ice  of  Management  ami  Budget  of  any  proposal 

to   establish   or  alter  any  system   of  records  in  order  to  permit 

evaluation   of   the   probable   or   potential   effect  of   such 


This  subsection  is  intended  to  assure  that  proposals  to  establish  or 
nodify  systems  of  records  are  made  known  in  advance  so  that 

-  therp   is   a  basis  for  monitoring  the  development  or  expansion  of 
agency  record-keeping  activity, 

-  the   Commission  established  by  section  5  can  review  trends  in  the 
use  of  personal  information  and  the  application  of  technology. 

This  provision  resulted  from  the  discussions  surrounding  the  need  for 
an  independent  agency  to  regulate  and  oversee  the  implementation  of 
the  Act: 
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"The  acceptance  of  the  compromise  amendment  does  not  question  the 
motivation  or  need  for  improving  the  Federal  government's  data 
gathering  and  handling  capabilities.  It  does  express  a  concern, 
however,  that  the  office  charged  with  central  management  and 
oversight  of  Feleral  activities  and  the  Congress  have  an 
opportunity  to  examine  the  impact  of  new  or  altered  data  systems 
on  our  citizens,  the  provisions  for  confidentiality  and  security 
in  those  systems  and  the  extent  to  which  the  creation  of  the 
system  will  alter  or  change  interagency  or  intergovernmental 
relationships  related  to  information  programs. "  (Congressional 
Record  ,  December  17,  197U,  p.  5  21818) 
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A  report  is  required  to  ae  submitted  for  each  proposed  new  system  of 
records  and  for  chanqes  to  existing  systems.  The  criteria  for 
determining  what  constitutes  a  change  in  an  existing  system  requiring 
the  preparation  ot  a  report  under  this  subsection  are  substantially 
the  same  as  those  discussed  under  subsection  (e) (U) ,  the  public 
notice;  namely  any  change  which: 


increases  the  number  or  types  of  individuals  on  whom  records 
are  maintained; 

expands  the  type  or  amount  of  information  maintained; 

increases  the  number  or  categories  of  agencies  or  other 
persons  who  may  have  access  to  those  records; 

alters  the  manner  in  which  the  records  are  organized  so  as  to 
change  the  nature  or  scope  of  those  records;  e.g.,  the 
combining  of  two  or  more  existing  systems; 

modifies  the  way  in  which  the  system  operates  or  its 
location  (s)  in  such  a  manner  as  to  alter  the  process  by  which 
individuals  can  exercise  their  rights  under  the  Act;  e.g.,  to 
seek  access  or  request  amendment  of  a  record;  or 

changes  the  equipment  configuration  on  which  the  system  is 
operated  so  as  to  create  the  potential  for  greater  access; 
e.g.,  adding  a  telecommunications  capability. 


The   reports   required   under  this  section  are  to  be  submitted  to  the 

Congress,  to  the  Director  of  the  Ofrice   of   Management   and   Budget 

(Attn:   Information   Systems  Division)   and  to  the  Privacy  Protection 
Study  Commission. 

The   Office  of  Management  and  Budget  will  issue,  under  separate  cover, 

more  detailed  guidance  on  the  format,   timing,   and   content   of   the 
reports. 
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jubsection  (p) 
ANNUAL  REPORT 


Subsection   ({•)  "Th->  President  shall  submit  to  th->  Speaker  ot  the 

Houst  and  the  Prcr.ident  of  trie  S^nat^,  by  June  JC  of  each 
calendar  year,  a  consolidated  report,  separately  listing  for  each 
Feleral  a^nc/  the  number  of  records  contained  in  any  system  of 
records  which  were  exempted  from  the  application  of  this  section 
under  the  provisions  of  subsections  (j)  and  (K)  of  this  section 
during  the  preceding  calendar  year,  and  the  reasons  for  the 
exemptions,  and  such  other  information  as  indicates  efforts  to 
administer  fully  this  section." 


This  subsection  provides  that  the  President  suomit  to  the  Congress  a 
list  cf  systems  exempted  from  the  Act  under  the  terms  of  section  (j) 
or  (It).  "Also  to  ne  included  in  the  annual  report  would  be  the 
reasons  for  such  exemptions  and  oth^r  information  indicating  efforts 
to  comply  with  the  law.  It  is  hoped  that  all  such  information  would 
be  made  public.  If,  however,  the  nature  of  any  such  exemption 
requires  a  security  classification  marking,  it  should  be  placed  in  a 
separate  part  of  the  report  so  as  not  to  affect  the  remainder  of  the 
annual  report."  (House  Report  93-1U16,  p.  21). 

Agencies  will  be  required  to  prepare  reports  to  the  Office  of 
aanagement  and  budget  (Attn:  Information  Systems  Division)  by  April  30 
ot  each  year  (beginning  April  30,  1976)  covering  their  activities 
under  the  Act  during  the  preceding  calendar  year.  The  Office  of 
lanagement  and  Budget  will  analyze  data  contained  in  the  agency 
reports  and  prepare  the  required  Presidential  report  to  the  Congress. 
The  information  required  in  the  individual  agency  reports  will  include 
not  only  the  minimum  information  required  for  inclusion  in  the  report 
to  Congress  but  also  such  information  as  is  needed  to  evaluate  the 
overall  effectiveness  of  the  Privacy  Act  implementation,  identify 
areas  in  which  implementing  policies  or  procedures  should  be  changed, 
and  assess  the  impact  of  federal  data  management  activities. 

Agency  reports  shall  include  Dut  not  be  limited  to  the  following: 


Summary  -  A  brief  management  summary  ot  the  status  of  actions 
taken  to  comply  with  the  Act,  the  results  of  these  efforts, 
any  problems  encountered  ard  recommendations  for  any  changes 
in  legislation,  policies  or  procedures. 

Accomplishments  -  A  summary  of  major  accomplishments;  i.e., 
improvements  in  agency  information  practices  and  safeguards. 

Plans  -  A  summary  of  major  plans  for  activities  in  the 
upcoming  year,  e.g.,  area  of  emphasis,  additional  securing  of 
facilities  planned. 
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Exemptions  -  A  list  of  systems  which  are  exempted  daring  the 
year  from  any  of  the  operative  provisions  of  this  law 
permitted  under  the  terms  of  subsections  (j)  and  (K) ,  whether 
or  not  the  exemption  was  obtained  during  the  year,  the  number 
of  records  in  each  system  exempted  from  each  specific 
provision  and  reasons  for  invoicing  the  exemption. 

Number  of  systems  -  A  brief  summary  of  changes  to  the  total 
inventory  of  personal  data  systems  subject  to  the  provisions 
of  the  Act  including  reasons  for  major  changes;  e.g.  the 
extent  to  which  review  of  the  relevance  of  and  necessity  for 
records  has  resulted  in  elimination  of  all  or  portions  of 
systems  of  records  or  any  reduction  in  the  number  of 
individuals  on  whoa  records  are  maintained.  Agencies  will 
also  be  requested  to  provide  OMB  with  a  detailed  listing  of 
all  their  systems  of  records,  the  number  of  records  in  each 
and  certain  other  data  to  facilitate  oversight  of  the 
implementation  of  the  Act.  (Detailed  reporting  procedures  will 
be  issued  under  separate  cover.) 

Operational  Experiences  -  A  general  description  of  operational 
experiences  including  estimates  of  the  number  of  individuals 
(in  relation  to  the  total  number  of  records  in  the  system) 
requesting  information  on  the  existence  of  records  pertaining 
to  thea,  refusing  to  provide  information,  requesting  access  to 
their  records,  appealing  initial  refusals  to  amend  records, 
and  seeking  redress  through  the  courts. 


More  extensive  data  will  be  requested  on  those  cases  where  the  agency 
was  unaDle  to  comply  with  the  requirements  of  the  Act  or  these 
guidelines;  e.g.,  access  was  not  granted  or  a  request  to  amend  could 
not  be  acknowledged  within  prescribed  time  limits. 

More  detailed  instructions  on  the  format,  content  and  timing  of  these 
reports  will  be  issued  by  OMB. 
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Subsection  (q)  "No  agency  shall  rely  on  any  exemption  contained 
in  section  552  of  this  title  to  withhold  from  an  individual  any 
record  which  is  otherwise  accessible  to  such  individual  under  the 
provisions  of  this  section." 


This  prDvision  makes  it  explicit  that  an  individual  Bay  not  be  denied 
access  to  a  record  pertaining  to  him  under  subsection  (d) (1),  access 
to  records,  because  that  record  is  permitted  to  be  withheld  from 
members  of  the  public  under  the  Freedom  of  Information  Act.  The  only 
grounds  for  denying  ar.  individual  access  to  a  record  pertaining  to  him 
are  the  exemptions  stated  in  this  Act,  subsections  (j)  and  (K)  ,  and 
subsection  (1)  archival  records.  In  addition  consideration  may  have 
to  be  given  to  other  statutory  provisions  which  may  govern  specific 
agency  records. 


111 


1125 


G0VEIT.11NT  OPERAIIONS  COMM 
EXECUTIVE  OFFICE  OF  THE  PRESIDENT 


OFFICE  OF  MANAGEMENT  AND  BUDGET 

WASHINGTON.  D.C.     20503 


3J2JXLQE 


OCT  1  4 1975 

EtSEDTTE 

WASHINGTON,  D.  C.  20510 


September  30,  1975  CIRCULAR  MO.  A- 108 

Transmittal  Memorandum  No.  1 


TO  THE  HEADS  OF  EXECUTIVE  DEPARTMENTS  AND  ESTABLISHMENTS 

SUBJECT:   Responsibilities  for  the  maintenance  of  records 
about  individuals  by  Federal  agencies 

1.  Purpose.  This  supplement  to  OMB  Circular  A-108  dated 
July  1 ,  1975  provides  guidance  to  Federal  agencies  regarding 
the  preparation  and  submission  of  reports  of  their  intention 
to  establish  or  alter  systems  of  personal  records  as 
required  by  the  Privacy  Act  of  1974  (P.L.  93-579,  5  U.S.C. 
552a(o)).  These  procedures  supersede  preliminary  guidance 
on  preparing  the  Report  on  New  Systems  contained  in  the  OMB 
Privacy  Act  Guidelines  dated  July  1,  1975  (Federal  Register, 
July  9,  1975,  p.  28977)  . 

2.  Reporting  requirements. 

a.   A  Report  on  New  Systems  must  be  submitted  when; 

(1 )  A  new  system  of  personal  records  subject  to  the 
Privacy  Act  is  proposed.  A  new  system  of  records  subject  to 
the  new  system  reporting  requirement  is  one  for  which  no 
public  notice  consistent  with  the  provisions  of  subsection 
(e)  (4)  is  currently  published  in  the  Federal  Register. 

If  a  public  notice  for  any  specific  system  of  records  is 
withdrawn,  suspended,  cancelled,  or  terminated  and 
subsequently  reinstated,  the  subject  system  of  records  shall 
be  considered  a  new  system  and  subject  to  the  new  system 
reporting  requirement  at  such  time  that  it  is  reinstated. 

(2)  A  change  to  a  system  of  personal  records 
subject  to  the  Privacy  Act  is  proposed.  A  new  system  report 
is  required  for  any  change  to  an  existing  system  which  meets 
any  of  the  following  criteria. 
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(a)  Increase  or  change  the  number  or  types  of 
individuals  on  whom  records  are  maintained.  Changes 
involving  the  number  (rather  than  the  types)  of  individuals 
about  whom  records  are  kept  need  only  be  reported  when  that 
change  significantly  alters  the  character  and  purpose  of  the 
system  of  records,  e.g.,  normal  increases  in  historical 
files  or  other  increases  in  the  number  of  records  in  a  file 
which  can  be  attributed  to  normal  growth  patterns  need  not 
be  reported.  A  change  resulting  from  a  change  in  the  scope 
of  the  population  covered;  e.g.,  a  system  which  only  covered 
a  portion  of  the  work  force  is  expanded  to  cover  all,  is 
required  to  be  reported. 

(b)  Expand  the  type  or  categories  of 
information  maintained.  For  example,  if  an  employee  payroll 
file  is  expanded  to  include  data  on  education  and  training, 
this  would  be  considered  an  expansion  of  the  "type  or 
categories  of  information"  maintained,  and  would  have  to  be 
reported. 

(c)  Alter  the  manner  in  which  the  records  are 
organized  or  the  manner  in  which  the  records  are  indexed  or 
retrieved  so  as  to  change  the  nature  or  scope  of  those 
records.  For  example,  the  combining  of  two  or  more  existing 
systems  or  splitting  an  existing  system  into  two  or  more 
different  systems  such  as  might  occur  in  a  centralization  or 
decentralization  of  organizational  responsibilities  would 
require  a  report. 

(d)  Alter  the  purposes  for  which  the 
information  is  used.  For  example,  a  proposal  that  files 
currently  used  as  historical  military  service  records  are  to 
be  used  for  making  determinations  on  eligibility  for 
disability  benefits  would  require  a  report.  A  proposal  to 
establish  or  change  the  "routine  uses"  of  the  system  will 
not  require  the  submission  of  a  Report  on  New  System  if  such 
use  is  compatible  with  the  purposes  for  which  the  system  is 
maintained;  i.e.,  does  not,  in  effect,  create  a  new  purpose. 
Any  new  or  changed  "routine  use"  would,  however,  be  subject 
to  the  requirements  to  give  30  days  prior  notice  of  such 
change  in  the  Federal  Register  (5  U.S.C.  552a  (e)  (11)). 

(e)  Change  the  equipment  configuration  (i.e., 
hardware  and/or  software)  on  which  the  system  is  operated  so 
as  to  create  the  potential  for  either  greater  or  easier 
access.   For  example,  the  addition  of   a   telecommunications 
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capability  which  could  increase  the  risk  of  unauthorized 
access  would  require  a  report. 

b.  Content  of  the  Report.  The  agency  report  on 
proposed  new  systems,  or  proposal  to  modify  existing  systems 
shall  consist  of  a  brief  narrative  description,  supporting 
documentation  and  an  update  of  the  inventory  of  Federal 
personal  data  systems  as  outlined  below: 

(1)   Narrative   Statement   -  A   brief   statement, 
normally  not  to  exceed  four  pages  in  length,  which: 

describes  the  purposes  of  the  system  of 
records. 

identifies  the  authority  under  which  the 
system  of  records  is  to  be  maintained. 

provides  the  agency's  evaluation  of  "the 
probable  or  potential  effect  of  such  proposal  on  the  privacy 
and  other  personal  or  property  rights  of  individuals  or  the 
disclosure  of  information  relating  to  such  individuals  and 
its  effect  on  the  preservation  of  the  constitutional 
principle  of  federalism  and  separation  of  power,"  and 

provides  a  brief  description  of  steps 
taken  by  the  agency  to  minimize  the  risk  of  unauthorized 
access  to  the  system  of  records  including  a  discussion  of 
higher  or  lower  risk  alternatives  which  were  considered  for 
meeting  the  requirements  of  the  system.  A  more  detailed 
assessment  of  the  risks  and  specific  administrative, 
technical,  procedural,  and  physical  safeguards  established 
shall  be  available  on  request. 

The  narrative  statement  should  make  reference,  as 
appropriate,  to  information  in  the  supporting  documentation 
rather  than  restate  such  information. 

Where  changes  to  computer  installations,  communications 
networks,  or  any  other  general  changes  in  information 
collection,  handling,  storage  or  dissemination  are  made 
which  affect  multiple  systems  of  records;  a  single 
consolidated  new  system  report  may  be  submitted.  In  such 
cases,  the  narrative  statement  should  address  the  overall 
privacy  implications  of  the  proposed  change,  identify  all 
systems  of  records  affected  by  the  change  and  briefly 
describe   any   unique   impacts   on   any   specific   system  of 
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records.  Supporting  documentation,  as  defined  in  the 
subsequent  paragraphs,  shall  be  provided  for  each  system  of 
records. 

(2)   Supporting  Documentation  -  The  following   shall 
be  appended  to  all  new  system  reports: 

(a)  An  advance  copy  of  the  new  or  revised 
system  notice  (consistent  witn  tn~e  provisions  oT  5  U.S.C. 
5*2a  (e)  (4) )  which  the  agency  proposes  to  publish  for  the  new 
or  altered  system (s).  For  proposed  alterations  of  existing 
systems  the  documentation  should  be  provided  in  the  same 
form  as  the  agency  proposes  to  publish  the  public  notice  of 
such  changes.  If  the  agency  proposes  to  publish  changes  in 
the  form  of  a  revision  to  the  public  notice,  a  copy  of  the 
proposed  notices  of  revision  should  be  provided.  If  the 
agency  plans  to  supersede  the  entire  existing  notice, 
changes  from  the  currently  published  notice  shall  be 
highlighted  by  underlining  all  new  or  revised  portions. 

(b)  An  advance  copy  of  any  new  rules  or 
changes  to  published  rules  (consistent  with  the  provisions 
of  5  U.S.C.  552a (e)  (11)  and  (f ) )  which  the  agency  proposes 
to  issue  for  the  new  or  altered  system.  If  no  change  to 
existing  rules  are  required  for  the  proposed  new  or  altered 
system,  the  report  shall  so  state.  Proposed  changes  to 
existing  rules  shall  be  provided  in  a  manner  similar  to  that 
described  for  the  system  notices. 


(c)  An  advance  copy  of  any  proposed  rules 
setting  forth  the  reasons  why  the  system  is  to  be  exempted 
trom  any  specific  provision,  (consistent  witTT  tn~e  provisions 
of  5  U.S.C.  552a(j)  or  (k) )  if  the  agency  head  plans  to 
invoke  any  exemptions  for  the  new  or  altered  systems. 


(3)  Update  of  Federal  Inventory  of  Personal  Data 
Systems  -  OMB  in  cooperation  with  the  National  Archives  and 
Records  Service  is  developing  a  perpetual  inventory  of  all 
systems  of  records  subject  to  the  Act.  The  detailed  plans 
for  this  inventory  are  still  being  developed.  It  is 
anticipated,  however,  that  agencies  will  be  requested  to 
provide  a  simple  report  to  facilitate  maintenance  of  the 
Federal  inventory.  This  portion  of  the  report  on  new 
systems  is  not  in  effect  until  such  time  as  further 
instructions  are  issued. 
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(1)   Narrative  Statement 
established 


No   standard   format   has 
For   the   narrative   statement.   Agencies 


been 

should  present  the  information  requested  in  the  most  concise 

fashion  possible. 

(2)  Supporting  Documentation .  The  format  of  the 
documentation  snail,  where  applicable,  be  consistent  with 
the  publication  requirements  established  by  the  Office  of 
the  Federal  Register  of  the  General  Services  Administration. 

(3)  Update  of  Federal  Inventory  of  Personal  Data 
Systems.   Format  being  developed. 

d.  Distribution  of  Report.  Two  copies  of  each  new 
systems  report  shall  Be"  submitted  to  each  of  the  following: 

(1)  Speaker  of  the  House. 

(2)  President  of  the  Senate. 

(3)  The  Privacy  Protection  Study  Commission  during 
the  period  of  its  existence  as  set  forth  in  Section  5 (g)  of 
the  Privacy  Act. 

(4)  Office  of  Management  and  Budget. 

e.  Timing.  A  report  on  a  proposed  new  or  altered 
system  6T  records  shall  be  submitted  no  later  than  the 
following  dates,  whichever  is  earlier: 

(1)  Sixty  (60)  days  before  any  issuance  of  data 
collection  forms  and/or  instructions;  or 

(2)  Sixty  (60)  days  before  any  public  issuance  of  a 
Request  for  Proposal  or  an  Invitation  to  Bid  for  computer 
and/or  communications  systems  or  services  intended  to 
support  the  system  of  records. 

3.   Effective  Date.    The   provisions   of   this   Transmittal 
Memorandum  are  effective  upon  issuance. 
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4.  Inquiries.  Inquiries  concerning  this  Transmittal 
Memorandum  may  be  addressed  to  the  Information  Systems 
Division,  Office  of  Management  and  Budget,  Room  9002,  NEOB, 
Washington,  D.C.  20503,  telephone  202  395-4814. 


\^J     JAMES  : 


T.  LYNN 
DIRECTOR 
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OFFICE  OF  MANAGEMENT  AND  BUDGET 

Implementation  of  the  Privacy  Act  of  1974 

supplementary  guidance 

November  21, 1975. 
This  material  is  provided  to  address  comments  and  questions  of  general  in- 
terest raised  since  the  release  of  the  Office  of  Management  and  Budget's  guide- 
lines for  implementing  section  3  of  the  Privacy  Act  of  1974.  (Federal  Register, 
Volume  40,  Number  132,  dated  July  9,  1975,  pp.  28^49-28978. ) 
Additional  supplements  will  be  issued  as  necessary. 

James  T.  Lynn,  Director. 

1.  Definition  of  System  of  Records  (5  U.S.C.  552a (a)  (5)).  On  page  28952, 
third  column,  after  line  27,  add  : 

"Following  are  several  examples  of  the  use  of  the  term  'system  of  records' ; 

"Telephone  directories.  Agency  telephone  directories  are  typically  derived 
from  files  (e.g.,  locator  cards)  which  are,  themselves,  systems  of  records.  For 
example,  agency  personnel  records  may  be  used  to  produce  a  telephone  directory 
which  is  distributed  to  personnel  of  the  agency  and  may  he  made  available  to 
the  public  pursuant  to  5  U.S.C.  552a (b)  (1)  and  (2),  (intra-agency  and  public 
disclosure,  respectively).  In  this  case  the  directory  could  be  a  disclosure  from 
the  system  of  records  and,  thus,  would  not  be  a  separate  system.  On  the  other 
hand,  a  separate  directory  system  would  be  a  system  of  records  if  it  contains 
personal  information.  A  telephone  directory,  in  this  context,  is  a  list  of  names, 
titles,  addresses,  telephone  numbers,  and  organizational  designations.  An  agency 
should  not  utilize  this  distinction  to  avoid  the  requirements  of  the  Act  including 
the  requirement  to  report  the  existence  of  systems  of  records  which  it  maintains. 

"Mailing  lists.  Whether  or  not  a  mailing  list  is  a  system  of  records  depends 
on  whether  the  agency  keeps  the  list  as  a  separate  system.  Mailing  lists  derived 
from  records  compiled  for  other  purposes  (e.g.,  licensing)  could  be  considered 
disclosures  from  that  system  and  would  no  be  systems  of  records.  If  the  sys- 
tem from  which  the  list  is  produced  is  a  system  of  records,  the  decision  on  the 
disclosability  of  the  list  would  have  to  be  made  in  terms  of  subsection  (b)  (con- 
ditions of  disclosure)  and  subsection  (n)  (the  sale  or  rental  of  mailing  lists). 
A  mailing  list  may,  in  some  instances,  be  a  stand-alone  system  (i.e.,  subscription 
lists)  and  could  be  a  system  of  records  subject  to  the  Act  if  the  list  is  main- 
tained separately  by  the  aerency,  it  consists  of  records  (i.e..  contains  personal  in- 
formation), and  information  is  retrieved  by  reference  to  name  or  some  other 
identifying  particular. 

"Libraries.  Standard  bibliographic  materials  maintained  in  agency  libraries 
such  as  librarv  indexes.  Who's  Who  volumes  and  similar  materials  are  not 
considered  to  be  systems  of  records.  This  is  not  to  suggest  that  all  published 
materia  si  is,  by  virtue  of  that  fact,  not  subiect  to  the  Act.  Collections  of  news- 
paper clippings  or  other  published  matter  about  an  individual  maintained  other 
than  in  a  conventional  reference  library  would  normallv  be  a  system  of  records." 

2.  Routine  Uses — Intra-aqency  disclosures  (5  U.S.C.  552a  (a)  (7) ) 
On  page  28953,  first  column,  after  line  17.  add  : 

"Intra-agency  transfer  need  not  be  considered  routine  uses.  Earlier  versions 
of  House  privaov  bills,  from  which  the  routine  use  concept  derives,  permitted 
agencies  to  disclose  records  within  the  agency  to  personnel  who  had  a  need  for 
such  access  in  the  course  of  their  official  duties  thus  permitting  intra-agency 
disclosure  without  the  cnnspnt  of  the  individual.  The  concent  of  routine  was 
developed  to  permit  other  than  intra-agency  disclosures  after  it  became  ap- 
parent that  a  substantial  unnecessary  workload  would  result  from  having  to 
seek  the  consent  of  the  subject  of  a  record  each  time  a  transfer  was  made 
for  a  nnrnnsp  '.  .  .  oAmnatihle  wi^h  the  purpose  for  which  Tthe  record  1  was  col- 
lected' (5  U.S.C.  552a  (a  W7)).  To  deter  promiscuous  use  of  this  concept,  a 
futber  provision  wns  added  requiring:  that  routine  uses  be  subject  to  public 
notice.  (5  U.S.C.  522a(e)(11V)  It  is  our  view  that  the  concept  of  routine 
use  was  devised  to  cover  disclosures  other  than  those  to  officers  or  employees 
who  have  a  need  to  for  the  record  in  the  performance  of  their  official  duties 
within  the  agency. 
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•It  La  not  necessary,  therefore,  to  include  intra-agency  transfers  in  the  portion 

of  the  system  notice  covering  routines  nsefl  (5  D.S.C.  522a (e)  <4ul>))  hut  agen- 

may,    at    their   option,    elect    to   do   so.    The   portion    of   the    system    notice 

covering   storage,    retrievability,   access   controls,   rentention   and   disposal    (5 

522a (e)(4)(B))   should  describe  the  categories  of  agency  officials  who 

hav>  the  system." 

•it  for  access  in  rscponse  to  congressional  inquiriet  (6  r.S.C.  522a (b) 

(  m  i  5,  third  column,  after  line  18,  add  : 

To   assure   that   implementation    of   the   Act    does   not   have   the   unintended 

effect  of  denying  individuals  the  benefit  of  congressional  assistance  which  they 

request,   it   Is   recommended   that   each   agency   establish   the   following  as   a 

routine   use   for   all   of   its   systems,    consistent    with    subsections    (a)(7)    and 

LI)  of  the  Act : 

Disclosure  may  be  made  to  a  congressional  office  from  the  record  of  an  indi- 
vidual in  response  to  an  inquiry  from  the  congressional  office  made  at  the  request 
of  that  individual. 

The  operation  of  this  routine  use  will  obviate  the  need  for  the  written  con- 
sent of  the  individual  in  every  case  where  an  individual  requests  assistance 
of  the  Member  which  would  entail  a  disclosure  of  information  pertaining  to 
the  individual. 

In  those  cases  where  the  congressional  inquiry  indicates  that  the  request  is 
being  made  on  behalf  of  a  person  other  than  the  individual  whose  record  is  to 
be  disclosed,  the  agency  should  advise  the  congressional  office  that  the  written 
consent  of  the  subject  of  the  record  is  required.  The  agency  should  not  contact 
the  subject  unless  the  congressional  office  reqeusts  it  to  do  so. 

In  addition  to  the  routine  use,  agencies  can,  of  course,  respond  to  many 
congressional  requests  for  assistance  on  behalf  of  individuals  without  disclosing 
personal  information  which  would  fall  within  the  Privacy  Act,  e.g.,  a  congres- 
sional inquiry  concerning  a  missing  Social  Security  check  can  be  answered  by 
the  agency  by  stating  the  reason  for  the  delay. 

Personal  information  can  be  disclosed  in  response  to  a  congressional  inquiry 
without  written  consent  or  operation  of  a  routine  use — 

If  the  information  would  be  required  to  be  disclosed  under  the  Freedom  of 
Information  Act  (Subsection  (b)  (2)  )  : 

If  the  Member  requests  that  the  response  go  directly  to  the  individual  to 
whom  the  record  pertains  ; 

In  "compelling  circumstances  affecting  the  health  or  safety  of  an  individ- 
ual *  *  *"  (Subsection  (b)  (8) )  ;  or 

To  either  House  of  Congress,  or  to  the  extent  of  matter  within  its  jurisdiction, 
any  committee  or  subcommittee  thereof  *  *  *"    (Subsection    (b)(0)). 

The  routine  use  recommended  above  and  disclosures  thereunder  are.  of  course, 
subject  to  the  30  day  prior  notice  requirement  of  the  Act  (Subsection  (e)  (11) ). 
In  the  interim,  however,  it  should  be  possible  to  respond  to  most  inquiries  by 
using  the  provisions  cited  in  the  previous  paragraph.  Furthermore,  when  the 
congressional  inquiry  indicates  that  the  request  is  being  made  on  the  basis  of 
a  written  request  from  the  individual  to  whom  the  record  pertains,  consent  can 
be  inferred  even  if  the  constituent  letter  is  not  provided  to  the  agency. 

"This  standard  for  implied  consent  does  not  apply  to  other  than  congressional 
inquiries.'1 

4.  Describing  the  purpose  in  the  accounting  of  disclosures  (Subsection  (c)  (1)) 
On  page  28956,  first  column,  after  line  42.  add  : 

"Agencies  which  submit  inquiries  to  other  agencies  in  connection  with  law 
enforcement  or  pre-employment  investigations  (e.g..  record  checks)  are  reminded 
to  include  the  purpose  in  their  record  check  in  order  to  preclude  haying  record 
checks  returned  to  them  to  ascertain  the  purpose  of  the  check.  It  is  noted  that 
this  is  necessary  whether  the  inquiry  is  made  pursuant  to  the  subseetion  (b)  (3) 
or  (b)  (7)  ('routine  use'  or  law  enforcement  disclosures).  At  a  minimum,  the 
inoniriner  aerency  must  describe  the  purpose  as  either  a  background  or  law  enforce- 
ment check." 

5.  Agrveu  procedures  for  review  of  appeals  of  denials  of  requests  to  amend  a 
record  ( Subsection  (d)  (3)  ) 

On  nage  2S0.r>0.  second  column,  after  line  30.  add  : 

"This  does  not  mean  that  the  officer  on  appeal  must  be  a  justice  or  judge. 
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Rather,  the  reviewing  official  designated  by  the  agency  head  my  be  a  justice  or 
judge  (unlikely  in  this  case)  or  any  other  agency  official  who  meets  the  criteria 
inol'.S.C.  2104a  (1),  (2),  and  (3)." 

6.  Correcting  records  released  to  an  individual  (Subsection  (e)  (6)) 
On  page  28965,  second  solumn,  after  line  6,  add  : 

"While  this  language  requires  that  agencies  make  reasonable  efforts  to  assure 
the  accuracy  of  a  record  before  it  is  disclosed,  when  an  individual  requests 
access  to  his  or  her  record,  pursuant  to  subsection  (d)(1),  above,  the  record 
must  be  disclosed  without  change  or  deletion  except  as  permitted  by  subsections 
(j)  and  (k),  exemptions.  To  avoid  requiring  individuals  to  file  unnecessary  re- 
quests for  amendment,  however,  the  agency  should  review  the  record  and 
annotate  any  material  discolsed  to  indicate  that  which  it  intends  to  amend  or 
delete." 

7.  Rights  of  parents  and  legal  guardians  (Subsection  (h) ) 
On  page  28970,  second  column,  after  line  59,  add  : 

"This  is  not  intended  to  suggest  that  minors  are  precluded  from  exercising 
rights  on  their  own  behalf.  Except  as  otherwise  provided  in  the  Act  (e.g.,  general 
or  specific  exemptions)  a  minor  does  have  the  right  to  access  a  record  pertaining 
to  him  or  herself.  There  is  no  abosolute  right  of  a  parent  to  have  access  to  a 
record  about  a  child  absent  a  court  order  or  consent." 

8.  Relationships  to  the  Freedom  of  Information  Act  (Subsection  (q) ) 
On  page  28978,  third  column,  after  the  last  line,  add  : 

"In  some  instances  under  the  Privacy  Act  an  agency  may  (1)  exempt  a  system 
of  records  (or  a  portion  thereof)  from  access  by  individuals  in  accordance  with 
the  general  or  specific  exemptions  (subsection  (j)  or  (k) )  :  or  (2)  deny  a  request 
for  access  to  records  compiled  in  reasonable  anticipation  of  a  civil  action  or 
proceeding  or  archival  records  (subsection  (d)  (5)  or  (1) ).  In  a  few  instances 
the  exemption  from  disclosure  under  the  Privacy  Act  may  be  interpreted  to  be 
broader  than  the  Freedom  of  Information  Act  (5  U.S.C.  552).  In  such  instances 
the  Privacy  Act  should  not  be  used  to  deny  access  to  information  about  an 
individual  which  would  otherwise  have  been  required  to  be  disclosed  to  that 
individual  under  the  Freedom  of  Information  Act. 

"Whether  a  request  by  an  individual  for  access  to  his  or  her  record  is  to  be 
processed  under  Privacy  Act  or  Freedom  of  Information  Act  procedures  involves 
several  considerations.  For  example,  while  agencies  have  been  encouraged  to 
reply  to  requests  for  access  under  the  Privacy  Act  within  ten  days  wherever 
practicable,  consistent  with  the  Freedom  of  Information  Act  (FOIA).  the  Pri- 
vacy Act  does  not  establish  time  limits  for  responding  to  requests  for  access. 
(See  discussion  of  subsection  (d)(1).)  The  Privacy  Act  also  does  not  require 
an  administrative  appeal  on  denial  of  access  comparable  to  that  under  FOIA 
although  agencies  are  encouraged  to  permit  individuals  to  request  an  adminis- 
trative review  of  initial  denials  of  access  to  avoid,  where  possible,  the  need 
for  unnecessary  judicial  action.  It  can  also  be  argued  that  requests  filed  under 
the  Privacy  Act  can  be  expected  to  be  specific  as  to  the  system  of  records  to  which 
access  is  sought  whereas  agencies  are  required  to  respond  to  an  FOIA  request 
only  if  it  'reasonably  describes'  the  records  sought.  Further,  the  Freedom  of 
Information  Act  permits  charging  of  fees  for  search  as  well  as  the  making  of 
copies  while  the  Privacy  Act  permits  charging  only  for  the  direct  cost  of  making 
a  copy  upon  request. 

"It  is  our  view  that  agencies  should  treat  requests  by  individuals  for  informa- 
tion pertaining  to  themselves  which  specify  either  the  FOIA  or  the  Privacy  Act 
(but  not  both)  under  the  procedures  established  pursuant  to  the  Act  specified 
in  the  reoupsf.  When  the  request  snecifies.  and  mav  be  processed  under,  both  the 
FOIA  and  the  Privacv  Act,  or  specifies  neither  Art.  Privacy  Act  procedures  should 
be  employed.  The  individual  should  be  advised,  however,  that  the  agency  has 
elected  to  use  Privacy  Act  procedures,  of  tho  exigence  and  the  general  effect  of 
the  Freedom  of  Information  Act.  and  of  the  differences,  if  anv.  between  the 
aeenev's  procedures  under  the  two  Act)  (e.g.,  fees,  time  limits,  access  and 
appeals). 

"The  npt  effect  of  this  approach  should  be  to  assure  the  individuals  do  not.  as 
a  consequence  of  the  Privacy  Act.  have  less  access  to  information  pertaining  to 
themselves  than  they  had  prior  to  its  enactment." 

[FR  Doc.  75-32297  Filed  12-3-75  ;  8  :45  am] 
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Dear  Colleague: 

The  Privacy  Act  of  1974  (Public  Law  93-579)  went 
into  effect  on  September  27,  1975.   This  law  significantly 
guards  the  right  of  privacy  of  all  Americans  and  protects 
the  millions  of  people  who  are  the  subject  of  government 
files  from  unwarranted  disclosure. 

Immediate  concern  has  been  expressed  by  many  of 
our  colleagues  regarding  the  effect  of  the  Privacy  Act 
on  the  smooth  processing  of  constituent  case  work  by 
Members  of  Congress.   The  Office  of  Management  and  Budget, 
which  is  authorized  to  develop  guidelines  for  implementa- 
_i  .n   of  the  Act,  haJ  previously  advised  agencies  on  the 
relationship  of  the  Act  to  Congressional  inquiries  on 
behalf  of  constituents.   There  has  been  confusion  as  to 
the  appropriate  method  for  handling  Congressional  case 
work  under  the  Act. 


Meetings  were  held  during  the  past  week  with 
representatives  of  the  Office  of  Management  and  Budget, 
the  Department  of  Health,  Education  and  Welfare,  the 
Department  of  Defense  and  the  Veterans  Administration 
regarding  their  procedures  for  dealing  with  case  work 
problems.   A  memorandum  for  heads  of  Executive  Departments 
and  Agencies  reflecting  an  understanding  which  was  reached 
at  those  meetings  was  issued  today  by  OMB  Director  James 
Lynn  stating  the  interim  procedures  that  should  be  used 
in  implementing  the  Act  until  more  permanent  procedures 
can  be  developed.   This  memorandum  supercedes  the  September 
26  memorandum  from  OMB  on  this  subject. 

The  enclosed  October  3  memorandum  provides  that  in 
most  cases  during  this  interim,  agencies  may  give  certain 
categories  of  information  to  Congressional  case  workers 
because  that  information  is  not  protected  by  the  Act.   For 
example,  this  might  include  the  reason  for  the  delay  of  a 
social  security  check  and  assurance  it  will  be  acted  upon 
or  given  attention.   Of  the  2000  current  cases  being  handled 
by  the  Army,  DoD  estimates  only  50  would  involve  information 
protected  by  the  Act. 
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In  other  instances,  information  may  be  provided 
as  a  result  of  an  exception  from  individual  consent 
already  set  forth  in  the  Act,  either  because  of  compelling 
circumstances  affecting  the  health  or  safety  of  an 
individual  or  because  the  information  would  be  required 
to  be  disclosed  under  the  Freedom  of  Information  Act. 
All  three  agencies  have  agreed  to  provide  each  Congression- 
al office  with  categories  of  information  which  they  can 
give  out  without  written  request. 

When  an  oral  Congressional  inquiry  indicates  that 
a  request  is  being  made  on  the  basis  of  a  written  letter 
from  the  individual  to  whom  the  record  pertains,  consent 
should  be  inferred  even  if  the  constituent  letter  is  not 
provided  to  the  agency.   In  the  case  of  an  oral  request  to 
the  Congressional  office,  the  agency  will  proceed  to  process 
work  on  the  problem  and  ask  that  the  Congressional  office 
obtain  consent  from  the  constituent  or  the  agency  should 
offer  to  transmit  the  information  directly  to  the  constituent 
with  a  letter  indicating  that  it  is  being  sent  at  the  request 
of  the  Member  of  Congress. 

We  are  hopeful  that  this  procedure  will  substantially 
reduce  any  delay  in  the  handling  of  case  work  for  your 
constituents  and  that  we  can  successfully  begin  to  implement 
the  Privacy  Act. 


Sincerely, 


Abraham  A.  Ribicoff     Vl\ 
<-~*-~'"~  Edmund  S.  Muskie 

Charles  H.  Percy        / 
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I 

Mr.  Speaker: 

rfhen  the  Privacy  Act  of  1974  went  into  effect  on  Sept.  27,  1975, 
the  capability  of  Members  of  Congress  to  perform  services  for  their 
constituents  was  brought  to  a  near  halt.   It  is  my  view  that  some  agencies 
deliberately  interpreted  the  law  to  exclude  access  by  Members  to  information 
on  individuals. 

Congress,  its  committees  and  subcommittees,  the  act  says,  have 
access  to  personally  identifiable  information  if  that  information 
falls  within  the  jurisdiction  of  the  body.  Members  of  Congress  acting 
individually  received  no  right  under  the  act  to  see  personal  information 
from  an  Individual's  record.  Executive  branch  Interpretation  prevented 
congressional  offices  from  representing  the  very  constituents  we  are 
elected  to  serve  by  stopping  our  access  to  agency  records  without 
specific  written  authorization  from  the  subject  of  the  records. 

The  act  does  provide  that  agencies  can  release  information  to 
persons  other  than  the  subject  of  the  record  if  such  release  is  routinely 
made  and  the  decision  to  routinely  release  such  information  is  published 
In  tne  Federal  Register.  On  Oct.  3,  1975,  James  Lynn,  Director  of  OMB, 
issued  the  following  guideline  for  agency  consideration: 
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Disclosure  may  be  made  to  a  congressional  office  from 
the  record  of  an  individual  in  response  to  an  inquiry  from  the 
congressional  office  made  at  the  request  of  the  individual. 

Under  this  guideline,  congressional  offices  need  not  write  agencies  for 
information  nor  show  the  agencies  proof  that  a  request  has  been  received 
by  that  office.  At  the  same  time,  the  federal  agencies  are  able  to  respond 
immediately  to  the  congressional  inquiries  without  obtaining  the 
individual's  consent  and  without  the  need  to  respond  to  the  congressional 
office  in  writing.   In  substance,  the  0MB  guideline,  if  observed  by 
federal  agencies  simply  allows  congressmen  to  continue  helping  constituents 
as  we  had  done  before  Sept.  27,  1975. 

Unfortunately,  troubles  developed  in  the  implementation  of  this  0MB 
guideline,  either  because  employees  of  executive  branch  agencies  had  not 
gotten  the  word  that  such  release  should  be  made,  or  because  agencies 
refused  to  comply  with  the  0MB  guideline. 

As  chairwoman  of  the  Subcommittee  on  Government  Information  and 
Individual  Rights,  I  wrote  to  each  federal  agency  at  the  end  of  1975  urging 
compliance  with  the  0MB  guideline.  If  an  agency  felt  it  was  impossible  to 
be  in  conformity  with  the  0MB  guideline,  I  asked  for  an  explanation  as  to 
why  not. 

A  sample  copy  of  the  letter  is  appended. 
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I  have  received  responses  from  49  federal  agencies  out  of  a 
total  150  letters  sent.  Notably,  the  only  Cabinet  level  department  that  failed 
to  respond  to  my  query  is  the  Department  of  State.  Others  outstanding  for 
their  lack  of  response  are  the  CIA,  the  SEC  and  the  numerous  boards, 
committees  and  commissions. 

Of  the  agencies  that  responded  to  my  inquiry,  the  Selective  Service 
Administration  is  the  only  agency  that  has  refused  outright  to  comply  with 
the  guideline,  based  on  its  need  to  keep  recruiting  information  in 
strictest  confidence.  The  agency  did  state  its  desire  to  be  responsive  to 
all  written  congressional  inquiries. 

Four  agencies  hedged  by  saying  they  are  studying  the  guideline,  or  that 
they  won't  refuse  to  deal  with  congressional  inquiries.  These  were  the 
Federal  Power  Commission,  the  Civil  Rights  Commission,  the  Federal  Home 
Loan  Board  and  the  Federal  Maritime  Commission. 

The  chairman  of  this  last  body  has  "directed  the  Commission  staff  to  draft 
an  appropriate  "routine  use"  provision  to  permit  disclosures  from  the  records 
of  their  constituents  in  response  to  a  written  request  from  members  of 
Congress  made  on  behalf  of  such  constituents." 

Four  agencies  had  similar  provisions  in  their  guidelines  already. 
For  instance,  the  Commodity  Futures  Trading  Commission  makes 
information  "available  to  any  Member  of  Congress  who  is  acting  in 
his  capacity  as  a  Member  of  Congress." 
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The  Community  Services  Administration  discloses  information  routinely 
"to  a  member  of  Congress  seeking  information  concerning  the  individual, 
but  only  when  the  individual  is  a  constituent  of  the  member  and 
had  requested  assistance  from  the  member  with  respect  to  the  subject  matter 
of  the  record." 

The  National  Science  Foundation  and  the  Occupational  Safety  and 
Health  Review  Commission  also  make  information  routinely  available 
to  Members  of  Congress. 

Five  agencies  said  the  guideline  is  not  necessary  or  applicable  to 
their  operation.  The  Appalacian  Regional  Commission  "does  not  make 
grants  or  provide  other  funds  to  individuals,  therefore,  we  feel  the  regulations 
to  which  you  refer  do  not  apply  to  this  agency." 

The  Federal  Mediation  and  Conciliation  Service  has  concluded  that 
the  agency  can  respond  fully  to  "infrequent  Congressional  inquiries  in 
these  other  areas  within  the  rationale  of  the  0MB  recommendations  without 
amending  our  existing  regulation."  The  service  will  ask  for  a  copy  of  the 
constituent's  letter  asking  for  aid  or  for  assurance  that  the  request  from 
the  constituent  was  in  writing,  presumably,  all  contained  in  a  written  inquiry 
from  the  congressional  office.  This  is  a  particularly  innovative  evasion  of 
the  question  and  completely  unresponsive  to  the  0MB  guideline,  not  even 
showing  a  need  for  written  congressional  inquiries. 

The  Indian  Claims  Commission  simply  stated  that  the  only  records  it  maintains 
pertaining  to  individuals  are  commission  employee  personnel  records.  No 
discussion  was  made  of  intention  to  comply  with  the  0MB  guidance. 
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Although  the  Smithsonian  Institute  has  not  seen  fit  to  publish  any 
Privacy  Act  guidelines  in  the  Federal  Register  to  date,  I  have  been 
assured  the  0M8  guideline  has  been  circulated  to  several  persons  in  the 
institute  so  no  problems  should  arise  regarding  constituent  casework. 

The  National  Mediation  Board  states  that  its  policy  since  the 
establishment  of  the  board  is  to  respond  fully  to  all  congressional 
inquiries  and  it  will  continue  to^  so  no  specific  regulation 
is  needed. 

All  other  responding  agencies  are  in  some  stage  of  implementing  the 
guideline.  Fourteen  of  these  are  in  the  process  of  adopting  the 
guideline  as  an  agency  regulation  and  17  have  already  done  so.  This 
includes  HEW  and  its  component,  the  Social  Security  Administration, 
the  entire  Department  of  Defense,  the  Vetp  ans  Administration  and 
the  General  Services  Administration  which  controls  the  Military  Personnel  Records 
facility  and  the  National  Personnel  Records  Center,  both  in  St.  Louis. 
NASA  has  agreed  to  implement  the  0MB  guidance  with  the  condition  that  the 
congressional  inquiry  be  made  in  writing.  No  mention  was  made  by  NASA 
that  the  constituent  inquiry  should  be  in  writing  also. 

I  am  in  hopes  that  those  agencies  delinquent  in  responding  to  my  inquiry 
will  realize  the  importance  of  establishing  a  uniform  policy  of  responding 
to  congressional  inquiry. 
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|_In  the  meantime,  any  agency  that  does  not  think  it  can  provide  the 
congressional  offices  with  personal  information  is  at  liberty 
to  gather  information  requested  through  the  congressional  office  and 
forward  it  directly  to  the  individual  who  is  the  subject  of  the  record 
and  request. 

Congressional  of1tc/)es  report  that  they  have  had  few  problems  attributable 
directly  to  the  Privacy  Act  in  obtaining  information  from  agencies  since 
the  implementation  of  the  routine  use  regulation.  Problems  with  the  Immigration 
and  Naturalization  Service,  Department  of  the  Navy  and  other  agency  components 
have  been -quickly  solved  by  referring  agency  officials  to  their  own  privacy 
regulations,  or  by  conferring  with  privacy  policy  makers  within  the 
agencies. 

I  am  referring  copies  of  all  agency  resr^r -es  to  my  survey  to  the 
0MB  for  support  in  asking  all  agencies  to  comply  with  the  Oct.  3  guideline. 
Further,  the  Department  of  Justice  has  declared  its  support  of  the  guideline 
and  its  intention  to  ask  all  agencies  to  comply  should  there  be  any  agency 
that  seeks  to  exclude  itself  from  the  government-wide  policy. 

One  purpose  of  the  Privacy  Act  of  1974  is  to  ensure 
that  information  collected  by  federal  agencies  will  be  used  only  for  the 
purposes  for  which  it  was  collected.  The  routine  use  does  not  enable  congressional 
offices  to  collect  information  that  has  not  been  solicited  by  the  subject  of 
the  information.  Should  any  congressional  office  knowingly  and  willfully  obtain 
a  record  on  an  individual  from  an  agency  under  false  pretenses,  the  person 
responsible  in  the  congressional  office  is  guilty  of  a  misdemeanor  and  subject 
to  a  fine  of  up  to  $5,000. 


63-619  O  -  76  -  73 
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In  January,  my  staff  conducted  a  survey  of  congressional  offices  to 
discover  how  many  are  collecting  evidence  that  a  request  from  the  constituent 
nas  been  received.  Such  evidence--a  letter,  signature  form  or  other  authorization- 
is  valuable  for  the  congressional  office  to  have  in  its  files  should  the  subject 
of  any  records  request  later  claim  he  never  made  the  request.  Of  course,  under 
the  0MB  guideline  as  implemented  by  31  agencies,  this  written  evidence  need 
not  be  presented  to  the  agency  concerned. 

Sixty-nine  representatives'  presented  over  90  different  forms  to 
the  subcommittee.  Several  others  always  ask  constituents  to  write  a 
letter  describing  their  difficulty.  Many  congressmen  also  make  written  requests 
to  agencies  about  particularly  sensitive  cases.  Only  one  office  reported 
it  never  asks  for  something  with  the  constituents  signature  attached. 

The  forms  used  range  from  simple  mimeographed  consent  forms  asking 
only  the  constituents  signature  to  detal'.oa  forms  asking  the  constituent  to 
present  his  problem,  supporting  data  and  authorization  to  the  congressional 
office  in  order  to  pursue  his  case  with  a  particular  agency.  A  few  offices 
wisely  note  where  the  request  was  received,  on  what  date  and  who  handled  the 
request. 

I  commend  these  offices  for  their  desire  to  comply  with  the  Privacy  Act 
to  the  fullest  and  their  initiative  in  determining  that  a  requester  is 
who  he  claims  to  be. 

Facsimiles  of  several  good  forms  will  soon  be  available  in  the 
Congressional  Handbook  published  by  the  Joint  Committee  on  Congressional 
Operations. 
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The  subcommittee  will  continue  to  monitor  the  constituent  casework 
problem.  Should  any  congressional  office  find  an  agency  that  is  not 
complying  with  the  0MB  guideline,  or  its  own  regulation,   I  would  appreciate 
having  that  information  brought  to  my  attention.  Similarly,  I  hope 
federal  agencies  will  apprise  me  of  problems  they  encounter  in  implementing 
the  regulation. 
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December  22,  1975 


Honorable  Roderick  Hills 

Chairman 

Securities  and  Exchange  Commission 

500  North  Capitol  Street 

Washington,  D.  C.  20549 

Dear  Chairman  Hills: 

It  has  recently  come  to  my  attention  that  many  agencies  have 
not  yet  implemented  the  Office  of  Management  and  Budget  guideline  for 
the  Privacy  Act  of  1974  regarding  congressional  inquiries  on  behalf  of 
constituents.  These  agencies  are  not  releasing  information  in  response 
to  telephone  calls  from  congressional  offices  which  affirm  that  a  con- 
stituent request  has,  in  fact,  been  received.  In  some  cases,  agencies 
are  refusing  to  respond  to  inquiries  even  when  the  constituent's  letter 
requesting  help,  or  a  form  signed  by  the  constituent  authorizing  the 
congressman  to  help,  has  been  forwarded  to  the  appropriate  division 
within  the  agency. 

When  the  Privacy  Act  became  effective  on  September  27  of  this  year, 
this  Subcommittee  was  overwhelmed  with  complaints  from  Members  of  Congress 
because  executive  agencies  were  refusing  to  deal  with  congressional 
Inquiries  and  were  citing  the  Privacy  Act  as  the  reason. 

As  a  result  of  over  a  week  of  meetings  between  myself,  congressional 
representatives,  the  0MB,  and  agency  representatives,  0MB  Director  James 
Lynn  issued  the  following  directive  on  October  3: 

Disclosure  may  be  made  to  a  congressional  office  from 
the  record  of  an  individual  in  response  to  an  inquiry 
from  the  congressional  office  made  at  the  request  of  that 
individual . 

The  guideline,  a  copy  of  which  is  enclosed,  appeared  in  the 
Congressional  Record  of  October  6,  1975,  and  the  Federal  Register  of 
December  4,  1975. 

Representatives  of  the  Defense  Department,  the  Veterans  Administration, 
and  the  Department  of  Health,  .Education,  and  Welfare  quickly  assured  me 
that  their  departments  would  amend  their  regulations  to  permit  release  of 
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a  constituent's  personal  data  to  congressional  offices  upon  telephonic  assur- 
ance that  the  request  for  congressional  help  had  been  made  by  the  constituent. 

I  am  writing  now  to  ask  whether  your  agency  is  complying  with  the 
0MB  guideline.  As  you  may  know,  the  guideline  provides  that  if  a 
constituent  has  asked  for  assistance,  the  Representative  should  inform 
the  agency  of  that  fact.  The  guideline  does  not  require  that  the 
request  be  in  writing,  or  that  it  be  presented  to  the  agency. 

Please  supply  the  Subcommittee  with  a  copy  of  your  agency's 
regulation  implementing  the  0MB  guideline.  If  you  have  not  yet  implemented 
the  0MB  language,  please  inform  the  Subcommittee  of  your  reasons  for  not 
having  done  so. 

Thank  you  for  your  prompt  attention  to  this  important  matter. 

Sincerely, 


BELLA  S.  ABZUG 
Chairwoman 


James  Lynn,  Director 

Office  of  Management  and  Budget 


Enclosure 
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COMPT  HOL  LIU 

(Administration) 


OFFICE  OF  THE  ASSISTANT  SECRETARY  OF  DEFENSE 
WASHINGTON.  D.C.  20301 


12  MAR  1976 


MEMORANDUM  FOR  Secretaries  of  the  Military  Departments 
Chairman  of  the  Joint  Chiefs  of  Staff 
Director  of  Defense  Research  Sc  Engineering 
Assistant  Secretaries  of  Defense 
General  Counsel 
Director,  Telecommunications  and  Command 

and  Control  Systems 
Assistants  to  the  Secretary  of  Defense 
Directors  of  the  Defense  Agencies 

SUBJECT  :  Defense  Privacy  Board  Decision  Memorandum  76-I 


The  purpose  of  this  Decision  Memorandum  is  to  provide  Privacy 
Board  determinations  regarding  specific  questions  involving  the 
Privacy  Act  -  and  in  certain  cases  the  Freedom  of  Information  Act  - 
to  all  Department  of  Defense  Components  for  their  information  in 
implementing  the  Privacy  Act  of  197^  (P.L.  93-579,  5  U.S.C.  55'^a). 
The  attached  numbered  determinations  represent  a  compilation  of 
various  issues  concerning  the  Privacy  Act  that  have  been  presented 
for  resolution  to  the  Defense  Privacy  Board  by  Components.   Only 
those  determinations  are  included  which  appear  to  have  commonality 
to  all  Components  and  as  further  Privacy  Act  questions  are  presented 
and  resolved  in  the  future,  the  additional  determinations  of  general 
interest  will  be  issued  as  a  continuing  series. 


cXZ,-/.c 


D.  0.  Cooke 
Deputy  Assistant  Secretary  of  Defense 


Attachments  -  23 


^V-UT'O/v 


'^6-A9lfo 
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-  i  - 


PRIVACY  ACT  -  PROVIDING  WAGE  AND  EARNING  STATEMENTS  (W-2  FORMS)  FOR 
MILITARY  PERSONNEL  TO  STATE  AND  LOCAL  TAX  AUTHORITIES 


The  question  presented  is  whether  the  Privacy  Act  permits  the  dis- 
semination of  wage  and  earning  information  on  W-2  Forms  to  state,  local 
and  other  taxing  authorities.   The  information  contained  on  W-2  Forms 
pertaining  to  members  and  employees  is  required  to  be  disclosed  to  state 
and  local  taxing  authorities  under  the  Freedom  of  Information  Act,  5  U.S.JST. 
552*  No  accounting  of  such  disclosures  is  required.   To  the  extent  that  ' 
the  dissemination  of  such  data  could  be  considered  an  invasion  of  personal 
privacy,  on  the  balance,  any  potential  harm  which  may  be  suffered  by  a 
military  member  is  far  outweighed  by  the  public  interest  in  the  dissemina- 
tion of  such  data. 
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2  - 


PRIVACY  ACT  -  APPLICABILITY  TO  DECEASED  PERSONS 


The  question  presented  is  whether  data  concerning  deceased  service 
members/employees  such  as  ■  dates  of  service,  date  and  place  of  birth, 
date  and  geographical  location  of  death,  place  of  burial  and  service 
number,  may  be  released  under  the  Privacy  Act. 

The  Privacy  Act,  as  interpreted  in  the  OMB  guidelines  of  July  9, 
1975>  does  not  protect  the  records  of  deceased  individuals  from  disclosure. 
Generally,  in  the  case  of  decedents,  this  information  may  be  disclosed. 
Tne  Freedom  of  Information  Act,  however,  authorizes  withholding  of  some 
data  to  protect  the  privacy  of  next-of-kin  in  unusual  circumstances  not 
addressed  here. 
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PRIVACY  ACT  -  DISCLOSURE  OF  PERSONAL  RECORDS  OF  PERSONS  MISSING  IN  ACTION, 
OR  OTHERWISE  UNACCOUNTED  FOR  CONTAINED  IN  A  SYSTEM  OF  RECORDS  TO  THEIR 
NEXT-OF-KIN 


The  question  presented  is  what  personal  information  relating  to  persons 
missing  in  action  or  otherwise  unaccounted  for  may  be  disclosed  under  the 
Privacy  Act.   If  a  legal  guardian  has  been  appointed  by  a  court  of  competent 
Jurisdiction  for  a  member  who  is  missing  in  action  or  otherwise  unaccounted  ■ 
for,  then  the  guardian  would  be  in  the  position  of  the  member  and  have  the  .  /  - 
same  rights  of  access  to  records  as  the  member  would  have.   See  5  U.S.C. 
552a(h).   If  a  guardian  has  been  appointed,  personal  records  which  are  con- 
tained in  a  system  of  records  and  relate  to  the  missing  member  should  not 
be  disclosed  to  other  persons  without  the  written  consent  of  the  guardian, 
unless  disclosure  is  otherwise  authorized  by  Section  (b)  5  U.S.C.  552a.   In 
those  instances  where  no  guardian  has  been  appointed,  only  that  information 
which  is  required  to  be  disclosed  under  the  Freedom  of  Information  Act  may 
be  provided  to  a  primary  next-of-kin  under  the  provisions  of  the  Privacy  Act. 
In  determining  exactly  what  information  must  be  disclosed  under  the  Freedom 
of  Information  Act,  a  balancing  test  which  weighs  the  public  interest  of 
disclosure  against  the  potential  invasion  of  personal  privacy  must  be  made 
in  each  instance,  which  considers  the  particular  ' 'rcumstances  of  each  case. 
Because  the  facts  and  needs  will  differ  in  each  c  -e,  the  balancing  test 
may  require  disclosure  of  information  in  one  circ  ..stance  but  deny  disclo- 
sure of  the  same  information  in  another  circumstance.   See  Getman  v.  NLRB, 
1*50  F.  2d  670  (DC  Cir  1971),  app'l  for  stay  of  order  denied,  404  U.S.  1204 
(1971);  Robles  v.  Environmental  Protection  Agency,  484  F.  2d  843  (4th  Cir 
1973);  Wine  Hobby,  USA,  Inc.  v.  United  States  Bureau  of  Alcohol,  Tobacco 
and  Firearms,  502  F.2d  133  (3rd  Cir  1974).   Each  instance  where  personal 
information  is  requested  must  be  considered  on  a  case-by-case  basis.   Be- 
cause of  the  unusual  circumstances  involved  when  a  service  member  is  missing 
in  action  or  otherwise  unaccounted  for,  considering  the  balancing  of  interests, 
the  Freedom  of  Information  Act  would  generally  require  disclosure  of  personal 
information  to  the  next-of-kin  of  members  missing  in  action.  Although  dis- 
closure of  personal  information  to  next-of-kin  would  be  required,  it  is  believed 
that  the  interests  of  privacy  would  greatly  outweigh  the  need  to  disclose  this 
same  information  to  other  third  parties.  Hence,  such  information  should  not 
be  disclosed  to  other  than  the  next-of-kin  unless  specifically  authorized 
under  5  U.S.C.  552a(b). 
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PRIVACY  ACT  -  CORRECTIONS  OF  MILITARY  RECORDS  PERMITTED  UNDER  THE  ACT 


This  addresses  the  question  of  when  requests  for  correction  of  records 
should  be  processed  under  the  Act  and  when  an  individual  must  go  to  the 
Board  for  Correction  of  Military  or  Naval  Records.  The  question  to  be  pre- 
sented is  whether  5  U.S.C.  552a(d)(2)  permits  an  individual  to  request  all 
corrections  he  believes  warranted  in  his  records,  that  are  maintained  in 
a  system  of  records,  under  the  Privacy  Act.   This  question  bears  on  the-,  ,  .  - 
relationship  of  Privacy  Act  amendment  process  to  the  statutorily  created    .  - 
Board  for  Correction  of  Military  or  Naval  Records  process.   One  of  the 
main  purposes  of  the  Privacy  Act  was  to  insure  that  personal  records  re- 
lating to  individuals  were  maintained  accurately  so  that  informed  decisions 
based  upon  those  records  could  be  made.   The  Privacy  Act  amendment  provision 
permits  an  individual  to  request  factual  amendments  in  his  records  which  are 
maintained  in  a  system  of  records.   It  does  not  ordinarily  permit  correction 
of  Judgmental  decisions  such  as  efficiency  reports;  selection  and  promotion 
board  reports.  These  judgmental  decisions  should  be  challenged  at  the  Board 
for  the  Correction  of  Military  or  Naval  Records  which  by  statute,  10  U.S.C. 
1552,  is  authorized  to  make  these  determinations.  While  factual  amendments 
may  be  sought  under  both  the  Privacy  Act  and  the  Board  for  Correction  of 
Military  or  Naval  Records,  corrections  other  than  factual  matters  ordinarily 
fall  outside  of  the  provisions  of  the  Privacy  Act  and  are  in  the  purview  of 
the  Board  for  Correction  of  Military  or  Naval  Records.   If  a  factual  matter 
is  corrected  under  the  Privacy  Act  procedures,  any  subsequent  judgmental 
decisions  that  may  have  been  affected  by  the  factual  correction,  if  contested; 
should  be  considered  by  the  Board  for  the  Correction  of  Military  or  Naval 
Records . 
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PRIVACY  ACT  -  APPLICABILITY  TO  NATIONAL  GUARD  RECORDS 


The  question  presented  is  whether  the  Privacy  Act  applies  to  records 
maintained  by  the  National  Guard.  As  used  in  the  Privacy  Act,  "maintain" 
connotes  the  various  records  keeping  functions  to  which  the  Act  applies,  i.e. 
maintaining,  collecting,  using,  and  disseminating  as  well  as  control  over 
and  hence  the  responsibility  and  accoui  tability  for  systems  of  records  (OMB 
Clr.  No.  A-108,  kb   FR  239+8,  28951*  (1975))- 

Section  275,  title  10,  United  States  Code,  requires  that  each  armed 
force  maintain  personnel  records  on  each  member  of  its  reserve  components. 
The  reserve  components  of  the  Army  and  the  Air  Force  include  the  Army  and 
Air  National  Guards  of  the  United  States  respectively,  (10  U.S.C.  26l), 
which  are  composed  of  federally  recognized  units  and  organizations  of  the 
Army  or  Air  National  Guard  and  members  of  the  Army  or  Air  National  Guard 
who  are  also  Reserves  of  the  Army  or  Air  Force  respectively  (10  U.S.C. 
3077  and  8077).   The  mandate  of  section  275,  title  10,  United  States  Code, 
requires  the  Departments  of  the  Army  and  the  Air  Force  to  maintain  personnel 
records  on  all  meubers  of  the  federally  recognized  units  and  organizations 
of  the  Army  and  Air  National  Guards  and  on  all  members  of  the  Army  or  Air 
National  Guards  who  are  also  reserves  of  the  Army  and  Air  Force  and  are 
"maintained"  by  the  Army  or  Air  Force  for  the  purposes  of  the  Privacy  Act. 
It  is  noted  that  these  records  are  not  all  located  at  the  National  Guard 
Bureau.   Some  are  located  at  the  state  and  physically  maintained  by  the 
state  adjutant  general.   It  is  not,  however,  necessary  that  the  records  be 
physically  located  in  the  agency  for  them  to  be  maintained  by  the  agency 
(see  OMB  Cir.  No.  A-108,  supra).  The  records  located  at  the  state  level 
are  under  the  direct  control  of  the  Army  or  Air  Force  in  that  they  are 
maintained  by  the  state  as  prescribed  by  regulations  (NGR  600-200  and  AFR 
35-^*0  which  implement  section  275,  title  10,  United  States  Code,  and  are 
promulgated  pursuant  to  the  authority  of  the  Secretaries  of  the  Army  and  the 
Air  Force  (10  U.S.C.  280).   These  records  are  therefore,  Army  or  Air  Force 
records  and  subject  to  the  provisions  of  the  Privacy  Act. 

The  determination  that  these  records  are  subject  to  the  Privacy  Act 
does  not  mean  that  they  cannot  be  used  by  the  members  of  the  state  national 
guards  unless  such  use  is  listed  as  a  routine  use  and  an  accounting  is  kept. 
The  state  officials  who  use  and  maintain  these  records  are  members  of  the 
reserves  (members  of  the  Army  or  Air  Force  National  Guard  of  the  United 
States),  and  disclosure  to  them  for  the  performance  of  their  duties  is  a 
disclosure  within  the  Department  of  Defense  which  does  not  require  a  routine 
use  or  an  accounting. 
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PRIVACY  ACT  -  FEE  ASSESSMENT  TO  CONGRESSMEN  FOR  RECORDS  FURNISHED  WHICH 
ARE  SUBJECT  TO  THE  PRIVACY  ACT 


The  question  presented  is  whether  members  of  Congress  should  be  charged 
for  records  provided  at  their  request  under  the  guidance  contained  in  DoD 
Directive  5UOO.ll.   Section  (f)(5)  of  the  Privacy  Act  states  that  each  agency 
shall  "establish  fees  to  be  charged,  if  any,  to  any  individual  for  making 
copies  of  his  record...".   OMB  guidance  and  DoD  Directive  5UOO.ll  both  point 
out  that  if  a  fee  is  charged,  only  the  direct  cost  of  making  the  copy  may 
be  collected.   This  guidance  also  states  that  if  copying  is  the  only  means 
whereby  the  record  can  be  made  available  to  the  individual,  reproduction 
fees  will  not  be  assessed. 

Therefore,  the  charging  of  a  fee  is  a  discretionary  matter  on  the  part 
of  the  agency.   In  view  of  this,  it  i6  proposed  that  from  a  policy  stand- 
point, DoD  not  charge  Congressmen  for  records  furnished  when  requested  under 
the  Privacy  Act,  unless  the  charge  would  be  substantial.   In  no  event  should 
a  fee  below  $25.00  be  determined  substantial.   It  is  recommended  that  in 
constituent  inquiries  where  the  fee  is  substantial,  a  suggestion  should  be 
made  that  the  Congressman  advise  his  constituent  that  the  information  may 
be  obtained  by  writing  the  appropriate  office  and  payment  of  the  cost  of 
reproduction.  Additionally,  the  record  may  be  examined  at  no  cost  if  the 
constituent  wishes  to  visit  the  custodian  of  the  record. 
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PRIVACY  ACT  -  RELEASE  OF  HOME  OF  RECORD  TO  MEMBERS  OF  CONGRESS 


The  question  presented  is  the  propriety  under  the  Privacy  Act  of  197'+ 
(5  U.S.C.  552a),  of  releasing  a  service  member's  "home  of  record"  from  his 
service  record  to  an  inquiring  Member  of  Congress  or  Congressional  staff 
member.  The  new  routine  use  provisions  for  DoD  Systems  of  Records  published 
on  9  October  1975  C+0  FR  1+7748)  which  became  effective  on  8  November  1975 
are  sufficiently  broad  to  permit  the  release  of  home  of  record  informatlott  v 
to  a  Member  of  Congress  or  Congressional  staff  member  who  is  making  an*inquixy 
of  a  DoD  Component  at  the  request  of  the  subject  service  member,  even  if  the 
subject  member's  request  did  not  concern  that  particular  portion  of  the  ser- 
vice record. 

It  should  be  noted,  however,  that  the  service  record  entry  for  home  of 
record  is  intended  only  to  reflect  the  service  member's  home  at  the  time 
of  entry  into  the  service  or  call  to  active  duty.   It  may  not  reflect  the 
member's  current  legal  residence  or  domicile  for  voting  purposes,  and  the 
Member  of  Congress  or  Congressional  staff  member  may  be  more  interested  in 
the  subject  service  member's  legal  residence  as  entered  on  a  W-U  form  by 
the  service  member  and  as  reflected  by  the  member's  pay  record.   Any  release 
of  home  of  record  information  to  a  Member  of  Congress  or  to  a  Congressional 
staff  member  should  be  caveated  with  the  notation  that  it  only  reflects  the 
home  address  at  the  time  of  entry  into  the  service  or  call  to  active  duty. 
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PRIVACY  ACT  -  DISCLOSURE  ACCOUNTING  FOR  RECORDS  DISCLOSED  THROUGH  MILITARY 
LEGISLATIVE  LIAISON  CHANNELS 

The  question  presented  is  what  procedures  and  divisions  of  responsi- 
bility should  be  established  by  military  departments  to  ensure  the  prepara- 
tion of  required  disclosure  accountings  where  information  concerning  indi- 
viduals is  disclosed  to  Members  of  Congress  through  departmental  legislative 
liaison  channels  from  records  maintained  by  other  activities,  with  the xoneent 
of  the  individuals  concerned,  pursuant  to  the  newly  effective  DoD  "routine  . 
use."  It  is  noted  that,  under  subsection  (c)  of  the  Privacy  Act  of  197*+ 
(5  U.S.C.  552a)  disclosure  accountings  apparently  are  required  in  instances 
of  consensual  disclosures  and  disclosures  made  pursuant  to  subsection  (b)(3). 

Where  a  disclosure  is  made  directly  to  a  Member  of  Congress  by  an  acti- 
vity having  custody  of  the  record  that  is  disclosed,  no  substantial  question 
exists  under  present  DoD  policy  as  to  that  activity's  responsibility  for 
maintaining  an  appropriate  record  of  the  disclosure  for  future  accounting 
purposes  in  accordance  with  that  activity's  procedures  implementing  the 
Privacy  Act.  A  more  difficult  administrative  problem  arises,  however,  where 
the  requested  information  is  transmitted  by  the  custodial  activity  to  the 
legislative  liaison  activity  for  retransmittal  --  possibly  in  a  form  that 
deletes  some  data  furnished  by  the  custodial  activity,  or  that  consolidates 
the  information  with  information  from  records  in  the  custody  of  other  acti- 
vities --  to  the  requesting  Member  of  Congress.   In  the  latter  situation, 
it  might  frequently  be  impossible  for  the  custodial  activity  to  discharge 
the  systems  manager's  responsibility  of  compiling  and  maintaining  an  accurate 
record  of  what  was  actually  disclosed  to  the  requesting  Congressional  office 
unless  the  custodial  activity  receives  feedback  from  the  legislative  liaison. 

It  is  questionable  whether  an  attempt  should  be  made  to  resolve  the 
problem  on  a  DoD-wide  scale,  because  the  formulation  of  specific  procedures 
and  responsibilities  in  connection  with  maintaining  records  required  for 
disclosure  accounting  purposes  apparently  will  involve  consideration  of  a 
number  of  factors  which  will  vary  among  the  different  military  departments 
and  other  DoD  Components,  such  as  internal  organizational  relationships,  a 
Component's  prescribed  methods  and  responsibilities  for  responding  to  Con- 
gressional inquiries  and  possibly  the  characteristics  of  the  particular 
records  and  record  systems  involved. 

It  is  recommended  that  the  liaison  activity  prepare  a  disclosure  accoun- 
ting to  be  maintained  by  the  custodial  activity.   In  each  case  where  information 
is  disclosed  as  a  routine  use,  a  record  of  disclosure  should  be  made  and  main- 
tained for  five  years  or  the  life  of  the  record,  whichever  is  longer.   There- 
fore the  discloser  of  the  information  should  make  a  record  of  disclosure 
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which  contains,  as  a  minimum,  the  name,  rank,  grade  or  rating,  social 
security  number  of  the  person  from  whose  record  disclosure  is  made;  the 
date,  nature  and  purpose  of  the  disclosure;  and  the  name  of  the  person  to 
whom  the  disclosure  is  made,  and  the  Member  of  Congress  for  whom  he  works. 
The  name,  rank,  grade  or  rating,  duty  station,  and  where  applicable,  office 
title  of  the  person  making  the  disclosure  should  also  be  included.   This 
record  of  disclosure  should  then  be  forwarded  to  the  person  who  maintains 
the  record  from  which  the  disclosure  is  made,  or  such  activity  as  is  desig- 
nated by  competent  authority. 
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PRIVACY  ACT  -  DEFINITION  OF  A  "MINOR" 


The  question  presented  is  who  is  a  "minor"  for  purposes  of  the  Privacy- 
Act.  The  Privacy  Act  provides  that  the  parent  of  any  minor  may  act  on  be- 
half of  that  individual.   OMB  guidelines  stress  that  this  provision  is  in  the 
alternative  and  permissive  and  thereby  not  construed  a6  limiting  the  minor's 
right  to  access. 

Under  common  law,  a  minor  is  a  male  or  female  child  under  21.   This 
definition  is  generally  accepted  unless  modified  by  state  law  or  unless  the 
minor  is  emancipated  by  agreement  between  the  parent  and  child,  by  enlistment 
in  the  military,  by  marriage,  or  by  court  order.   In  the  view  of  the  Privacy 
Board,  the  determination  of  minority  would  normally  be  dependent  upon  the 
state  law  where  the  minor  is  located.   Determination  therefore  must  be  made 
on  a  case  by  case  basis.   In  making  these  determinations,  close  attention 
6hould  be  given  to  the  growing  body  of  law  allowing  minors  to  make  medical 
decisions  about  themselves  without  parental  consent  and  the  implied  or  express 
right  of  privacy  of  the  minor  contained  therein. 

Members  of  the  armed  forces  are  considered  emancipated  for  purposes 
of  the  Privacy  Act. 
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PRIVACY  ACT  -THE  03E  0?  INFORMATION  FROM  CONFIDENTIAL  SOURCES  BY  INVESTI- 
GATIVE ACTIVITIES  IN  RELATION  TO  01-13  GUIDELINES 

The  question  presented  is  whether  the  OMB  guidance  on  section  (k)(2)  of 
the  Privacy  Act  requires-  disclosure  of  a  confidential  source  if  the  individual 
concerned  was  denied  a  right,  benefit  or  privilege  as  a  result  of  the  infor- 
mation received.   Normally,  investigative  activities  will  list  interviewees, 
companies,  firms  or  agencies  as  confidential  sources  in  reports  of  invqetiga-  j 
tion  when  the  releasor  of  the  information  specifically  requests  conf id«JntiaH.ty 
as  a  condition  precedent  to  providing  the  information. 

Subsection  (k)(2)  of  the  Office  of  Management  and  Budget  (OMB)  Privacy 
Act  Implementation  Guidelines  states,  in  part,  the  following  concerning  con- 
fidential source  information : 

"Furthermore,  the  acceptance  of  this  section  in  no  way  precludes  an  in- 
dividual from  knowing  the  substance  and  source  of  confidential  information, 
should  that  information  be  used  to  deny  him  a  promotion  in  a  government  job, 
or  access  to  classified  information  or  some  other  right,  benefit,  or  privilege 
for  wnich  he  was  entitled  to  bring  legal  action  when  the  government  wished 
to  base  any  part  of  its  legal  case  on  that  information."   (emphasis  supplied) 

Investigative  activities  are  concerned  about  the  possibility  of  an  indi- 
vidual requestor  taking  adverse  action  based  upon  confidential  source  information 
in  the  report  of  investigation  which  could  result  in  having  to  divulge  the 
identity  of  the  confidential  source. 

That  portion  of  the  quoted  OMB  language  relating  to  an  individual  "... 
knowing  the  substance  and  source  of  confidential  information..."  appears  to 
be  in  direct  conflict  with  all  of  the  preceding  language  of  subsection  (k)(2) 
of  the  guidelines,  which  provides  very  clearly  for  withholding  the  identity 
of  a  source  in  a  proper  case.   OMB  was  queried  concerning  this  apparent  conflict 
and  advised  that  the  quoted  section  of  Senator  Ervin's  statement  relates  not 
to  the  administrative  process  of  declining  to  identify  a  source  pursuant  to 
to  subsection  (k~7(2)~~ of  the  Act,  but  to  the  requestor's  judicial  remedies 
afforded  by  the  Discovery  Rules  and  subsection  (g)(3)(A)  of  the  Act. 

In  view  of  the  foregoing,  no  objection  is  perceived  as  to  the  current 
administrative  procedures  of  investigative  activities  of  utilizing  confidential 
sources  in  reports  of  investigations,  which  appear  to  be  consistent  with  the 
Privacy  Act  and  the  OMB  guidelines. 
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PRIVACY  ACT  -  APPLICATION  OF  ACT  TO  INFORMATION  FROM  HOSPITAL  COMMITTEE 

The  question  presented  is  whether  hospital  committee  minutes  must  be 
provided  to  patients  or  physicians  under  the  Privacy  Act.   Hospital  committee 
minutes  such  as  medical  audit,  tissue,  utilization,  medical  records  and 
credentials,  are  not  filed  and  indexed  under  the  name  or  identifying  number 
of  the  patient  or  physician.   These  minutes  are  not  systems  of  records  which 
are  subject  to  the  requirements  of  the  Privacy  Act.   Therefore,  access  to 
these  minutes  need  not  be  granted  to  the  patient/physician  under  the  Privacy 
Act . 
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PRIVACY  ACT  -  ACCOUNTING  FOR  MASS  DISCLOSURES  OF  PERSONAL  INFORMATION  TO 
OTHER  AGENCIES 


The  question  presented  is  whether  inter-agency  support  agreements  could 
be  negotiated  which  would  negate  the  requirement  to  account  where  "mass" 
disclosures  are  made  to  other  specific  agencies  such  as  GAO.   5  U.S.C.  552a(c) 
requires  that,  except  for  intra-agency  disclosures  made  pursuant  to  the  Freedom 
of  Information  Act  (FOIA),  each  agency  keep  an  accurate  accounting  of  all 
disclosures  made  from  systems  of  records  under  its  control.   Generally,  mass 
disclosures  made  to  other  government  agencies  fall  under  this  requirement 
and  an  accounting  is  required. 

Neither  the  Act  nor  OMB  guidelines,  however,  specify  a  form  for  main- 
taining this  accounting.   They  require  only  that  an  accounting  "be  maintained, 
that  the  accounting  be  available  to  the  individual  named  in  the  record  and 
for  use  to  advise  of  corrections  of  records  and  that  it  be  maintained  in 
such  a  way  that  a  disclosure  of  records  may  be  traced  to  the  records  disclosed. 
Specific  records  need  not  be  marked  to  reflect  disclosure  unless  necessary 
to  satisfy  this  tracing  requirement. 

Accordingly,  with  respect  to  mass  disclosure,  if  the  disclosure  is  of  all 
records  or  all  of  a  category  of  records  or  of  records  released  at  the  request 
of  the  individuals,  e.g.,  with  transmittal  of  payroll  checks  to  banks,  it 
6hould  be  satisfactory  simply  to  identify  the  category  of  records  disclosed 
including  the  other  information  required  under  5  U.S.C.  552a(c)  on  some  com- 
prehensible form  and  make  that  form  available,  as  necessary,  to  satisfy  the 
accounting  of  disclosure  provisions  of  the  Act.   Similarly,  if  the  disclosures 
occur  at  fixed  intervals,  a  statement  to  this  effect,  as  opposed  to  a  statement 
at  each  occasion  of  release,  should  satisfy  the  accounting  requirement.   If  the 
mass  disclosure  is  not  of  a  complete  category  of  records  but,  for  example,  a 
random  selection  within  a  category,  then  the  above  information  with  a  list  of 
the  individuals'  records  disclosed  could  be  maintained.  Appropriate  officials 
could  then  review  this  list,  as  necessary,  to  provide  information  to  satisfy 
the  accounting  provisions  of  the  Act. 

It  is  not  deemed  appropriate  to  enter  into  inter-support  agreements  with 
the  General  Accounting  Office  (GAO)  since  they  are  not  an  executive  agency  and 
the  requirement  to  account  for  disclosure  to  GAO  is  specifically  provided  for 
in  the  Privacy  Act.  However,  inter -agency  support  agreements  may  be  entered 
with  other  executive  agencies  as  specified  in  DoD  Directive  1+000.19  and 
authorized  by  the  OMB  guidelines. 
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PRIVACY  ACT  -  RELEASE  OF  PERSONAL  INFORMATION  TO  STATE  AGENCIES  TO  VALIDATE 

'.-.IMS  OF  FORMER  FEDERAL  EMPLOYEES  AND  MILITARY 
MEMBERS 


The  question  presented  is  the  propriety  under  the  Privacy  Act  of  197^ 
(5  U.S.C.  552a)  of  releasing  information  from  employment  or  service  records 
as  required  by  5  U.S.C.  8506  and  8523  to  State  agencies  administering  unem- 
ployment compensation  claims.   The  latter  two  sections  require  Federal  agen- 
cies, under  soecified  circumstances,  to  provide  to  appropriate  State  agencies 
personal  information,  including  the  period  of  Federal  or  military  service, 
if  any,  the  pay  grade  or  amount  of  Federal  wages  and  allowances,  the  reasons 
for  termination  of  Federal  service  or  discharge  from  military  service,  and  the 
conditions  under  which  a  military  discharge  or  resignation  occurred. 

Portions  of  the  required  information  may  be  released  to  any  requestor 
pursuant  to  the  Freedom  of  Information  Act  and  subsection  (b)(2)  of  the  Privacy 
Act  of  197^,  such  as  the  period  of  Federal  or  military  service  and  the  pay 
grade  and  amount  of  wages  and  allowances  received  (see  subparagraph  B.2.  of 
enclosure  5  cf  DoD  Directive  5U00.ll  of  August  h,    1975,  Subj  :  Personal 
Privacy  and  Rights  of  Individuals  Regarding  Their  Personal  Records).   Infor- 
mation concerning  the  reasons  for  termination  or  discharge  and  the  conditions 
of  discharge  could  only  be  released  pursuant  to  the  advance  written  consent 
of  the  subject  individual  provided  by  the  State  agency  under  subsection  (b) 
of  the  Privacy  Act  of  197^>  or  pursuant  to  a  routine  use  established  for  the 
appropriate  systems  of  records  pursuant  to  subsections  (b)(3),  (e)(U)(D)  and 
(e)(ll)  of  the  Privacy  Act  of  197*+.   It  should  be  noted  that  DoD  Components 
have  published  routine  uses  of  personal  records  systems  which  are  sufficient 
to  permit  this  disclosure. 

Likewise,  the  routine  use  provisions  of  the  Civil  Service  Commission 

System  Notice  for  "General  Personnel  Records CSC"  published  on  27  August 

1975  (^0  FR  392U5)  contain  the  following  statement,  "Information  in  these 
systems  is  used  or  may  be  used  .  .  .  (for  disclosure  to  a)  state,  county 
(or)  municipal,  or  other  publicly  recognized  agency  of  information  needed  to 
adjudicate  a  claim  for  benefits  under  the  BRIOH  or  the  recipient's  benefit 
program  ..." 
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PRIVACY  ACT  -  RELEASE  OF  GEOGRAPHICAL  LOCATION  OF  PLACE  OF  DUTY 


The  question  presented  is  whether  the  geographical  location  of  an 
individual's  place  of  assignment  may  be  disclosed  under  the  Privacy  Act. 
DoD  Directive  5U00.ll  provides  that  certain  personal  information  is  re- 
leasable  without  an  unwarranted  invasion  of  privacy,  examples  include  : 
"salary,  present  and  past  duty  assignments,  future  assignments  which  have 
been  finalized,  office  phone  numbers..."  Civilian  employees  of  the  Military 
Departments  are  subject  to  the  release  of  their  office  address  under  the 
same  directive,  as  provided  by  the  Federal  Personnel  Manual.   "Duty  assign- 
ment" of  current  directives  is  interpreted  to  include  :  office  address,  duty 
station  address  and  geographical  location.   Therefore,  a  request  under  the 
Freedom  of  Information  Act  for  information  about  the  geographical  location 
of  assignments  is  releasable  unless  classified. 
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PRIVACY  ACT  -  RELEASE  0?  INFORMATION  CONTAINED  IN  MILITARY  PERSONNEL  RECORDS 


Tbe  question  presented  is  what  information  from  personnel  records  is 
releasable  to  the  public. 

Decedents  :  The  definition  of  the  term  "individual"  in  the  Privacy  Act 
clearly  implies  that  the  status  only  applies  to  living  persons. 

Age  (Date  of  Birth)  :  Generally  releasable  under  the  FOIA  exception  (6). 
There  is  little  to  commend  an  argument  that  releasing  this  data  would  consti- 
tute an  unwarranted  invasion  of  privacy.   Public  records  pertaining  to  age 
are  legion,  including  officer  lineal  listings.   It  has  been  traditional 
practice  to  release  this  information  in  news  stories. 

Home  of  Record  :  No  general  rule  for  the  disclosure  of  an  individual's 
home  of  record  can  be  adopted  because  of  the  wide  differing  circumstances 
that  are  present  in  requests  for  this  item  of  information.   As  the  facts  and 
needs  will  differ  in  each  particular  circumstance,  a  balancing  tes+     mat  be 
made  on  a  cat»e  by  case  basis.   See  Getman  v.  NLRB,  450  F.  2d  67O  {:"   Cir  1971), 
app'l  for  stay  of  order  denied,  404  U.S.  1204  (1971);  Robles  v.  En-  -jnniental 
Protection  Agency,  484  F.  2d  843  (4th  Cir  1973);  Wine  Hobby,  USA,  :..c.  v. 
United  States  Bureau  of  Alcohol,  Tobacco  &  Firearms,  502  F.  2d  133  Ord   Cir 
1974) •   However,  home  of  record  may  usually  be  released  if  no  street  address 
is  given.   In  most  cases,  in  response  to  questions,  an  individual 's  present 
geographical  location,  i.e.,  Cleveland,  Ohio,  may  be  provided  but  not  the 
individual's  street  address.   The  street  address  may  not  be  released  without 
individual  consent  or  a  determination  of  overriding  public  interest. 

Whenever  feasible,  the  desires  of  the  individual  or  next-of-kin  with 
regard  to  disclosure  of  the  home  of  record  should  be  ascertained  and  con- 
sidered.  In  many  instances  consent  to  release  may  be  obtained  thus  obviating 
the  problem.   However,  the  desires  of  the  individual  or  next-of-kin  are  not 
necessarily  controlling  and  when  an  objection  to  release  is  made,  a  balancing 
of  interests  under  the  FOIA  may  still  require  disclosure. 

Marital  Status  :  i.e.  married  or  not  married,  is  disclosable  as  it  is  a 
matter  of  public  record  and  is  disclosable  under  FOIA. 

Dependents:  Names,  sex,  age  and  number  of  dependents  may  be  disclosed 
under  FOIA. 

Awards  and  Decorations  ;  Generally  releasable  under  the  FOIA  exception 
or  source  other  than  official  record.   The  presentation  of  an  award  or  decora- 
tion is  generally  a  public  event,  usually  the  subject  of  some  publicity  in 
the  local  facility  newspaper,  and  in  the  case  of  many  awards  and  decorations 
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there  is  a  visible  token  thereof  worn  upon  the  uniform.   There  is  simply 
no  basis  to  claim  an  unwarranted  invasion  of  privacy. 

Education/Schooling :  Generally  releasable  under  FOIA  exception.   DoD 
Directive  5*4-00.11  provid'es  in  paragraph  B.  2.,  enclosure  5,  that  such  infor- 
mation may  be  released.   Information  as  to  the  major  area  of  study,  school, 
year  of  graduation  and  degree  are  generally  releasable  under  the  FOIA. 

Race  :  To  release  information  departmental  records  regarding  race  may 
constitute  an  unwarranted  invasion  of  privacy.  While  the  relevance  of  rac 
to  a  news  story  appears  to  be  questionable,  and  routinely  providing  such 
information  would  appear  to  be  questionable  as  a  matter  of  sound  policy, 
it  is  recognized  that  on  occasion  a  specific  request  may  be  made  for  such 
information  in  circumstances  in  which  it  is  relevant  -  -  e.g.,  a  racially 
oriented  protest  or  altercation.   If  it  is  essential  to  respond  to  a  media 
query  and  the  information  may  be  obtained  from  sources  (racial  categories 
often  are  discernible  upon  sight)  other  than  official  records,  there  would 
appear  to  be  no  legal  prohibition  to  its  release. 

Character  of  Discharge  :  In  the  case  of  discharges  resulting  from  ad- 
ministrative processing,  the  character  of  discharge  is  not  a  matter  of  public 
record,  and  the  procedures  and/or  hearing  leading  to  discharge  are  not  public. 
The  Department  of  Defense  has  gone  .to  great  lengths  to  preserve  the  confiden- 
tiality of  the  character  of  discharge  -  -  e.g.,  removal  of  SPN  numbers  from 
the  W-2lk.     The  release  of  this  information  to  the  general  public  has  thus 
been  viewed  as  an  unwarranted  invasion  of  privacy  and  not  releasable  under 
the  Privacy  Act  unless  the  individual  provides  his  written  consent.   In  the 
case  of  discharges  premised  under  courts -martial,  the  proceedings  and  record 
are  exempt  from  the  restrictions  of  the  Privacy  Act  by  virtue  of  the  fact  that 
the  Act  incorporates  the  definition  of  "agency"  found  at  5  U.S.C.  55l(l)  which 
specifically  excludes  courts -martial  (see  5  U.S.C.  55l(l)(f))-   The  proceedings 
are  public.   Therefore,  the  approved  sentence  and  subsequent  clemency  action, 
If  any,  are  releasable  under  the  FOIA. 

Duty  Status  at  a  Given  Period  of  Time  :  This  is  releasable  under  the 
FOIA  exception.  Paragraph  B.2.  enclosure  5>  DoD  Directive  5^00- H>  speci- 
fically permits  the  release  of  information  regarding  duty  status  as  specified 
in  appropriate  Component  directives.   Release  of  information  such  as  the  fact 
of  unauthorized  absence/desertion,  hospitalization,  in  hands  of  civil  authori- 
ties awaiting  trial,  and  confinement  by  military  authorities  awaiting  trial 
is  permitted.  When  an  individual  is  hospitalized,  it  is  permissable  to  disclose 
his  general  condition,  i.e.,  critically  ill,  good  condition,  etc. 

Decisions  of  Personnel  Boards  (release  after  decision  by  highest  authority) 
Releasable  under  FOIA  exception,  if  the  board  action  applies  to  a  category  of 
persons,  as  opposed  to  an  individual.   Otherwise  unreleasable .   There  are  a 
myriad  of  personnel  board  actions  which  are  accomplished  each  year.   Some  affect 
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groups  of  persons,  e.g.,  promotion  boards,  augmentation  boards,  others 
affect  Individuals,  e.g.,  administrative  discharge  boards,  aviator  flight 
boards.   Results  of  the  former  group  have  traditionally  been  released  to 
the  press.   DoD  Directive  5^00- 11  implicitly  recognizes  the  public  nature  of 
such  boards  by  including  promotions  and  by  analogy  other  similar  board  actions 
as  being  a  matter  within  the  public  domain  and  releasable.   See  paragraph  B.2. 
of  enclosure  5-   The  results  of  the  latter  category  of  boards  have  not  been 
traditionally  released,  the  board  proceedings  are  not  public,  and  the  nature 
of  the  action  taken,  often  adverse,  warrants  preservation  of  its  confidentiality , 
Information  may  be  confirmed  which  has  become  a  matter  of  public  knowledge 
by  the  action  of  the  individual  or  his  counsel. 
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PRIVACY  ACT  -  PROVIDING  INFORMATION  ON  FEDERAL  EMPLOYEES  AND  MILITARY 
MEMBERS  TO  FINANCIAL  INSTITUTIONS 


What  information  may  be  provided  concerning  Federal  employees  and  mili- 
tary members  in  response  to  a  credit  investigation  inquiry  by  a  credit  bureau 
or  other  representative  of  the  credit  granting  industry? 

Subparagraph  B.2.  of  enclosure  5  of  DoD  Directive  5^00  • H  of  August     „  . 
kf   1975,  Subj  :  Personal  Privacy  and  Rights  of  Individuals  Regarding  Thfir    ,  •) 
Personal  Records,  provides  that  information  concerning  a  military  member  o 
rank,  date  of  rank,  salary,  present  and  past  duty  assignments,  future  assign- 
ments which  have  been  finalized,  office  phone  number,  and  office  address  may 
be  provided  to  any  member  of  the  public  pursuant  to  the  Freedom  of  Information 
Act  (5  U.S.C.  552)  and  subsection  (b)(2)  of  the  Privacy  Act.   This  information 
as  well  as  other  similar  information  such  as  the  member's  length  of  military 
service  and  duty  status  may  be  provided  by  any  DoD  activity  unless  the  infor- 
mation has  been  classified  in  the  interest  of  national  defense  or  foreign 
policy. 

It  is  further  noted  in  this  regard  that  subchapter  7  of  chapter  29^  of 
the  Federal  Personnel  Manual  authorizes  the  release  of  information  concerning 
a  Federal  civilian  employee's  present  and  past  position  titles,  grades,  salaries, 
and  duty  stations  (including  office  address)  to  the  public  if  the  information 
is  not  classified  and  is  not  being  sought  for  political  or  commercial  solicitation 
purposes.  The  cited  subchapter  further  provides  that  credit  firms  may  be  pro- 
vided more  detailed  information  concerning  tenure  of  employment,  Civil  Service 
status,  length  of  service  in  the  agency  and  the  Federal  Government,  and  certain 
information  concerning  the  separation  of  an  employee.   It  is  considered  that 
the  Federal  Personnel  Manual  provisions  are  consistent  with  the  provisions  of 
the  Privacy  Act  and  Freedom  of  Information  Act  in  this  regard. 

Where  release  of  particular  information  requested  by  a  credit  bureau  would 
not  be  authorized  under  the  provisions  described  above,  any  personal  information 
may  be  disclosed  from  military  or  civilian  personnel  records  by  DoD  Components, 
pursuant  to  subsection  (b)  of  the  Privacy  Act,  when  there  is  written  consent 
of  the  subject  employee  or  military  member  specifically  authorizing  the  release 
of  the  requested  information. 

See  also  a  notice  concerning  Military  Banking  Facilities  in  the  Federal 
Register  of  13  February  1976  (hi   FR  6779). 
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PRIVACY  ACT  -  DISCLOSURE  OF  PHOTOGRAPHS  IN  THE  CUSTODY  OF  THE  DEPARTMENT 
OF  DEFENSE 


The  question  presented  is  whether  official  photographs  in  the  custody 
of  the  Department  of  Defense  may  be  released  to  the  public  and  if  a  Privacy 
Act  advice  must  be  given  when  a  photograph  is  taken.   Photographs  taken  for 
official  purposes  of  members  of  the  armed  forces  and  DoD  employees  are  gen- 
erally releasable  under  the  Freedom  of  Information  Act,  5  U.S.C.  552a(b)(2) 
unless  the  photograph  depicts  matters  that  if  disclosed  to  public  view  would 
constitute  a  clearly  unwarranted  invasion  of  personal  privacy.   Generally, 
award  ceremony  photographs,  selection  file  photographs,  chain  of  command 
photographs  and  similar  photographs  are  releasable.  When  such  photographs 
are  taken  it  is  not  the  collection  of  information  contemplated  by  section 
(e)(3)  of  the  Privacy  Act  and  no  Privacy  Act  advice  is  required. 
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PRIVACY  ACT  -  DISCLOSURE  OF  RECORDS  FROM  SYSTEMS  OF  RECORDS  TO  A  CONTRACTOR 
PURSUANT  TO  A  CONTRACT 


The  question  presented  is  whether  disclosure  of  personal  records  from 
a  system  of  records  to  a  contractor  for  the  performance  of  a  contract  may- 
be disclosed  under  section  (b)(l)  of  the  Privacy  Act.   The  disclosure  of 
records  from  systems  of  records  to  a  contractor  pursuant  to  sections  3(h)(1) 
and  3 (ni)  of  the  Privacy  Act  requires  neither  consent  of  the  individual  nor 
maintenance  of  a  disclosure  accounting  record. 

Section  3(m)  of  the  Privacy  Act,  as  interpreted  by  the  Office  of  Manage- 
ment and  Budget  implementation  guidelines  (Federal  Register,  Volume  ^0,  Number 
132,  pages  28975-23976)  sets  forth  the  necessary  guidance  in  this  matter. 
It  provides  that  a  system  of  records  operated  under  contract  to  accomplish 
an  agency  function,  is  in  effect  deemed  to  be  maintained  by  the  agency.   Under 
these  guidelines,  disclosures  of  personal  information  between  an  agency  and 
its  contractors  fall  under  subsection  3(b)(1)  of  the  Act,  i.e.,  "to  those 
officers  and  employees  of  the  agency  which  maintains  the  record  who  have  a 
need  for  the  resord  in  the  performance  of  their  duties."  The  Frivacy  Act 
does  not  impede  disclosure  of  information  to  a  contractor  and  system  notices 
do  not  require  any  change  to  reflect  use  by  a  contractor. 
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PRIVACY  ACT  -  APPLICATION  OF  LAW  ENFORCEMENT  PROVISIONS  TO  STATE  AND  LOCAL 
PROBATION,  PAROLE  OFFICERS,  PENAL,  MENTAL,  AND/OR  CORRECTIONAL  INSTITUTIONS 
UNDER  THE  PRIVACY  ACT 


The  question  presented  is  whether  state  and  local  penal,  mental  and 
correctional  institutions  as  well  as  probation  and  parole  officers  are 
law  enforcement  agencies  within  the  provisions  of  the  Privacy  Act.   Criminal 
law  enforcement  agencies  and  criminal  justice  means  any  activity  pertaining 
to  crime  prevention,  control  or  reduction,  or  the  enforcement  of  the  criminal 
law,  including,  but  not  limited  to  police  efforts  to  prevent,  control,  or 
reduce  crime  or  to  apprehend  criminals,  activities  of  courts  having  criminal 
jurisdictions  and  related  agencies  (including  prosecutorial  and  defender 
service),  activities  of  correctional,  probation,  or  parole  authorities,  and 
programs  relating  to  the  prevention,  control,  or  reduction  of  juvenile  de- 
linquency or  narcotic  addiction. 

Criminal  law  enforcement  agencies  are  those  local,  state,  or  federal 
agencies  thereof,  such  as  those  described  above,  including  probation  officers, 
which  perform  the  administration  of  criminal  justice  pursuant  to  lawful 
authority. 
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PRIVACY  ACT  -  FORMAT  FOR  PRIVACY  ACT  STATEMENTS 


The  question  presented  is  what  format  should  be  followed  in  printing 
Privacy  Act  statements.  The  placement  of  the  Privacy  Act  statement  in  a 
form  should  be  in  the  following  order  of  precedence  : 

1.  Enclosed  in  the  body  of  the  form,  preferably  below  the  title  and 
positioned  in  such  a  manner  that  the  individual  will  be  advised  of  the  in- 
formation required  by  the  Act,  or  a  statement  showing  the  location  of  this 
information  before  he  begins  to  furnish  any  of  the  information  requested. 

2.  Placed  on  the  reverse  of  the  form  with  an  appropriate  notation 
under  the  title  of  its  location. 


3.  Attached  to  the  form  as  a  tear-off  sheet. 
k.     Issued  as  a  separate  supplement  to  the  form. 
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PRIVACY  ACT  -  PRIVACY  ACT  STATEMENTS  FOR  INSPECTOR  GENERAL  COMPLAINT  FORMS 

The  question  presented  is  whether  or  not  a  Privacy  Act  advice  (5  U.S.C. 
552a,  (e)(3))  is  required  for  Inspector  General  Complaint  forms.   This 
question  arises  because  the  Component  does  not  initiate  a  request  for  infor- 
mation from  the  individual,  but  only  asks  for  certain  information  in  order 
to  respond  to  a  complaint  which  was  voluntarily  initiated  by  the  individual 
himself.   The  initiation  of  a  course  of  action  by  the  voluntary  action  of  an 
individual  does  not  preclude  theneed  for  a  Privacy  Act  statement.   The  purpose 
of  providing  a  Privacy  Act  statement  is  the  notion  of  informed  consent  since 
an  individual  should  be  provided  with  sufficient  information  about  the  request 
for  information  so  he  may  make  an  informed  decision  as  to  whether  or  not  to 
respond.   See  0MB  Guidelines,  (kO   FR  28p6l) ,   dated  July  9,    1975-   The  intent 
of  the  Privacy  Act  is  to,  in  all  instances,  advise  individuals  whenever  they 
are  requested  to  provide  personal  information  as  to  the  authority  for  collec- 
tion of  the  information,  the  uses  to  be  made  of  the  information,  whether  it 
is  voluntary  or  mandatory  to  provide  the  information,  and  the  consequences 
of  not  providing  the  information.  Whenever  a  Component  asks  for  information, 
a  Privacy  Act  statement  must  be  provided.  We  perceive  no  difference  between 
an  Inspector  General  complaint  which  triggers  a  request  for  information  and 
medical  forms  which  are  completed  only  after  the  individual  voluntarily 
initiates  a  request  for  treatment.   It  has  been  determined  by  all  agencies 
that  all  medical  forms  require  a  Privacy  Act  advice. 
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PRIVACY  ACT  -  RECRUITMENT  ADVERTISEMENTS  IN  THE  PUBLIC  MEDIA 


The  question  presented  is  whether  recruitment  advertisements  in  news- 
papers, etc.,  requires  the  publishing  of  a  Privacy  Act  statement  if  a  mail 
in  coupon  is  provided  for  those  individuals  who  desire  further  information. 

Insofar  as  the  published  coupons  and  business  return  postcards  merely 
provide  the  individual  a  vehicle  with  which  he  can  request  information  Jtxmr  r 
the  military  service  concerning  a  particular  recruiting  program,  no  Privacy  .  .  J 
Act  statement  is  required,  as  the  service  has  not  solicited  information  x'rom 
the  individual  up  to  that  point.  The  coupon  or  postcard  used  as  a  vehicle 
for  the  individual's  solicitation  of  the  service  could  include  blanks  for  the 
individual's  name,  address,  phone  number,  and  other  blocks  for  the  individual 
to  indicate  his  interest  in  a  particular  program  and/or  to  provide  information 
regarding  his  or  her  eligibility  for  a  particular  program  (i.e.,  age,  education 
level  and  sex).  The  individual's  SSN  does  not  appear  to  serve  a  significant 
purpose  in  the  process  of  providing  appropriate  information  to  interested 
persons.   If  it  is  necessary  for  internal  accounting  purposes  to  include  a 
blanV  for  the  individual's  SSN,  then  a  Privacy  Act  statement  similar  to  the 
one  below  would  be  sufficient  if  it  reflects  the  uses  to  be  made  of  the  SSN. 

"We  will  be  happy  to  provide  you  more  information  about  the  Army  oppor- 
tunities as  authorized  by  10  U.S.C.  503 .   The  information  voluntarily  submitted, 
including  your  social  security  number,  will  be  used  for  recruiting  purpose. 
Failure  to  provide  sufficient  information  may  preclude  action  on  your  inquiry." 
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PRIVACY  ACT  -  REQUIREMENT  FOR  PRIVACY  ACT  STATEMENT  WHEN  INFORMATION 
REQUESTED  IS  IN  PUBLIC  DOMAIN 

The  question  presented  is  whether  the  Privacy  Act  advice  specified 
under  section  (3) (3)  of  the  act  must  be  given  when  the  only  information 
sought  must  be  disclosed  under  the  FOIA.   Paragraph  B,  enlcosure  6,  DoD 
Directive  5UOO.ll  requires  that  Privacy  Act  advice  be  given  whenever  an 
individual  is  requested  to  supply  personal  information.   The  Privacy  Act 
requirement,  5  U.S.C.  552a  (e)(3),  is  not  necessary  when  the  only  information  * 
requested  is  that  which  is  required  to  be  disclosed  by  the  FOIA,  providing 
the  disclosure  of  such  information  does  not  inferentially  disclose  other 
personal  information  not  releasable  under  the  FOIA.   Examples  of  such  infor- 
mation are,  but  not  limited  to,  name,  grade,  organization,  duty  assigt^ment, 
and  official  telephone  number. 
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[From  the  Congressional  Record — Senate,   Oct.   U,    lf>7.">] 

FREEDOM  OF  INFORMATION  AND  THE  PRIVACY  ACT 

Mr.  Kennedy.  Mr.  President,  last  fall  Congress  enacted  two  bills 
designed  to  have  a  significant  impact  on  the  Federal  Government's 

handling  of  information:  the  Privacy  Act,  and  the  Freedom  of  In- 
formation Amendments  of  1974.  The  Privacy  Act  created  a  right  of 
access  for  individuals  to  their  own  files,  a  right  to  correct  mistakes 
contained  in  those  files,  and  a  responsibility  on  the  part  of  the  Govern- 
ment to  protect  personal  information  from  misuse  and  disclosure 
which  constituted  an  invasion  of  the  privacy  of  the  subject  of  that 
information.  The  Freedom  of  Information  Act  amendments  speeded 
access  by  the  public  to  Government  records,  strengthened  the  rights 
of  the  public  to  obtain  disclosure  of  public  information  and  limited 
the  scope  of  the  Government's  authority  to  withhold  certain  kinds 
of  information. 

Both  of  these  laws  serve  important  and  coordinate  purposes.  They 
help  the  public  obtain  ready  access  to  information  which  should  be 
available;  and  they  guard  against  disclosure  of  information  which 
should  not  be  made  public.  These  laws  are  not  conflicting  in  intent 
or  purpose.  The  Freedom  of  Information  Act  had  always  recognized 
the  Government's  authority  to  withhold  information  whose  disclosure 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy. 
And  the  Privacy  Act  was  drafted  to  avoid  interference  with  the  free 
flow  of  information  to  the  public  required  to  be  released  by  the  Free- 
dom of  Information  Act.  They  were  enacted  but  a  few  weeks  apart 
by  a  Congress  dedicated  both  to  an  opening  of  the  Federal  Govern- 
ment— so  recently  tainted  by  the  effects  of  the  Watergate  scandal — 
and  to  a  protecting  of  the  rights  to  personal  privacy  of  each  citizen 
who  became  the  subject  of  a  government  file. 

Nonetheless,  with  the  need  to  enact  the  Freedom  of  Information 
Act  amendments  over  the  veto  of  President  Ford,  and  with  the  need 
to  complete  work  on  the  Privacy  Act  in  the  closing  days  of  the  93d 
Congress,  the  two  laws  do  not  appear  to  mesh  as  easily  as  might  have 
been  desired.  Two  different  committees  in  the  Senate  worked  on  the 
different  bills;  and  while  the  Office  of  Management  and  Budget  was 
pressing  hard  for  enactment  of  privacy  legislation,  the  Justice  De- 
partment was  pressing  equally  hard  to  defeat  of  Freedom  of  Informa- 
tion legislation. 

On  September  27  the  Privacy  Act  became  effective,  and  it  is  thus 
now  necessary  for  agencies  to  determine  how  they  will  treat  problems 
arising  where  that  law  and  the  Freedom  of  Information  Act  inter- 
face. In  resolving  these  problems,  the  Justice  Department  and  the 
Office  of  Management  and  Budget  play  central  roles.  For  the  In- 
formation Act  recognizes  that  Justice  must  play  a  leadership  role 
in  insuring  agency  implementation  of  that  act,  while  the  Privacy 
Act  places  OMB  in  the  leadership  ]X)sition.  The  Justice  Department's 
legal  advice  is  still  crucial  under  the  Privacy  Act.  since  Justice  must 
defend  any  litigation  arising  under  that  law. 

Mr.  President,  the  Justice  Department  got  off  to  a  rather  disquiet- 
ing start  when  on  July  30  it  sent  out  a  letter  advising  the  general 
counsel  of  one  agency  that  the  Privacy  Act  impliedly  repealed  cer- 
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tain  disclosure  requirements  of  the  Freedom  of  Information  Act.  In 
the  Department's  view,  according  to  the  letter  signed  bv  b  Deputy 
tant  Attorney  General,  the  Privacy  Act  was  "exclusively  appli- 
cable to  all  records  in  which  an  individual  requests  records  from  a 
em  of  records  covered  by"  that  act.  This  meant  thnr  an  agency 
decision  to  exempt  systems  of  records  from  public  access  under  the 
Privacy  Act  also  exempted  them  from  disclosure  under  the  Freedom 
(^{'  Information  Act — a  conclusion  unsupported  by  the  language  of 
the  laws  or  the  intent  of  Congress,  jn  my  view.  T  will  insert  this  letter 
in  the  Record  at  the  end  of  my  remarks  as  exhibit  1. 

T  wrote  the  Attorney  General  requesting  his  review  of  this  matter, 
suggesting  that  the  preliminary  conclusion  by  Justice  "could  prove 
pernicious  and  destructive  if  allowed  to  become  the  official  Justice 
Department  interpretation  of  the  law/'  (See  exhibit  2.)  T  pointed 
out  that  the  logical  implications  of  the  earlier  position  would  moan 
a  third  party  would  have  more  rights  than  the  subject  of  a  file,  and 
that  the  language  of  the  Privacy  Act  appeared  clearly  to  recognize 
the  continued  application  of  the  full  force  of  the  Freedom  of  In- 
formation Act  wherever  the  Privacy  Act  did  not  apply.  I  observed: 

It  appears  clearly  intended  that  access  under  the  Privacy  Act  is  to  he  com- 
plete, and  not  subject  to  FOIA  exemptions,  where  the  Privacy  Act  grants  access. 
But  where  the  Privacy  Act  does  not  grant  access,  the  FOIA — and  its  exemp- 
tions— apply. 

I  subsequently  sent  the  Attorney  General  a  Library  of  Congress 
analysis  I  had  requested,  which  examined  in  great  detail  the  Depart- 
ment's initial  conclusion  on  this  issue.  That  analysis  concluded,  as 
I  had,  that  the  Privacy  Act  is  not  an  exclusive  means  of  gaining  ac- 
cess to  personal  information  contained  in  a  system  of  records: 

It  flies  in  the  face  of  the  whole  legislative  effort  in  this  area  to  construe  the 
Privacy  Act  as  a  backhanded  method  to  limit  individual  access  to  records 
while  at  the  same  time  preserving  potentially  greater  access  rights  to  third 
parties. 

The  Library  of  Congress  study  is  included  below  as  exhibit  3. 

Last  week  I  received  a  response,  to  my  letter,  from  Deputy  Attorney 
General  Harold  Tyler.  (Exhibit  4.)*  Mr.  Tyler  indicated  that  he 
and  others  at  Justice  shared  my  concern,  and  he  proposed  that  an 
amendment  to  the  Department's  privacy  regulations  would  respond 
adequately  to  that  concern.  They  respond,  but  clearly  not  adequately. 

Mr.  President,  the  Justice  Department,  in  its  proposed  new  regula- 
tion, meets  the  most  important  element  of  my  objections:  it  provides 
as  a  practical  matter  that  records  exempted  from  application  of  the 
Privacy  Act  will  nevertheless  be  available  to  a  requester  if  he  would 
otherwise  have  been  entitled  to  them  under  the  Freedom  of  Informa- 
tion Act.  "To  the  extent  that  the  individual  seeks  access  to  records 
from  systems  of  records  which  have  been  exempted  from  the  pro- 
visions of  the  Privacy  Act,"  reads  section  16.57(b)  of  the  proposed 
new  regulation, 

The  individual  shall  receive,  in  addition  to  access  to  those  records  he  is 
entitled  to  receive  under  the  Privacy  Act  and  as  a  matter  of  discretion  .  .  ., 
access  to  all  records  within  the  scope  of  his  request  to  which  he  would  have 
heen  entitled  under  the  Freedom  of  Information  Act  .  .  .  but  for  the  enactment 
of  the  Privacy  Act  and  the  exemption  of  the  pertinent  systems  of  records  pur- 
suant thereto. 
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This  resolution  of  the  issue  effectively  guarantees,  at  least  temporar- 
ily, the  substantive  access  rights  provided  the  public  under  the  Free- 
dom of  Information  Act.  But  that  is  precisely  what  the  law  requires. 
The  Department's  action  therefore  falls  short,  in  three  ways,  of  com- 
plying with  the  letter  and  spirit  of  the  Freedom  of  Information  Act. 

First,  Justice  has  decided  to  grant  access  consistent  with  the  Free- 
dom of  Information  Act  only  as  a  matter  of  agency  discretion— as  a 
matter  of  grace,  It  seems  thereby  to  try  to  duck  resolution  of  the  issue 
squarely  as  being  mandated  by  the  law.  The  Information  Act  in  196G 
was  passed  with  a  primary  objective  of  removing  Government  secrecy 
from  the  realm  of  official  discretion  for  the  most  part;  the  only  infor- 
mation which  could  be  withheld  was  to  be  that  "specifically"  authorized 
by  the  act  to  be  withheld.  The  law  says : 

This  section  does  not  authorize  withholding  of  information  or  limit  the  avail- 
ability of  records  to  the  puhlic,  except  as  specifically  stated. 

Courts  subsequently  held  that  they  had  no  discretion  to  allow  the 
withholding  of  information  required  to  be  disclosed  by  the  act,  even 
under  their  traditional  equitable  powers.  But  now  the  Justice  De- 
partment, though  agreeing  that  the  Privacy  Act  does  not  curtail  the 
public's  rights  under  the  Freedom  of  Information  Act,  says  that  it  is 
carrying  out  this  conclusion  "at  the  sole  discretion  of  the  Deputy 
Attorney  General."  Under  this  approach  the  next  Deputy  Attorney 
General  might  change  his  mind. 

Second,  because  of  its  resolution  of  this  issue  as  a  matter  of  grace 
rather  than  law,  the  Justice  Department  has  abrogated  its  general 
responsibilities  as  lawyer  for  the  executive  branches  and  its  specific 
duty  under  the  Information  Act  to  "encourage  agency  compliance 
with"  the  act.  It  has  now  told  another  agency,  last  July,  that  the 
agency  can  refuse  access  required  by  the  Freedom  of  Information 
Act,  though  at  the  same  time  it  is  saying  that  the  Department  itself 
would, never  do  such  a  thing.  While  it  may  be  hoped  that  the  Office 
of  Management  and  Budget  will  live  up  to  its  role  in  guiding  the 
agencies  on  their  duties  under  the  law,  I  would  urge  Justice  itself  to 
provide  more  persuasive  guidance  to  the  agencies.  After  all  the  Jus- 
tice Department  will  be  defending  those  agencies  in  court,  and  I  am 
all  too  confident  it  will  lose  its  case  in  defending  any  agency  that 
chooses — in  exercising  its  discretion — to  take  what  Justice  leaves  open 
as  an  alternative  route  for  handling  information  requests. 

Third,  the  Department  has  chosen  to  handle  requests  under  privacy 
procedures,  though  it  recognizes  the  need  to  apply  Freedom  of  In- 
formation substantive  standards.  This  deprives  the  requester  of  a 
timely  response — within  10  working  days — and  other  procedural 
benefits  conferred  by  the  Freedom  of  Information  Act.  I  am  well 
aware  of  the  more  direct  conflicts  between  the  two  laws  on  questions 
of  procedure.  But  it  seems  to  me  that  where  records  have  been 
exempted  from  disclosure  under  the  Privacy  Act,  but  remain  subject 
to  mandatory  disclosure  under  the  Freedom  of  Information  Act,  the 
procedures  of  the  latter  law  should  govern. 

Mr.  President,  there  has  already  been  substantial  litigation  under 
the  Freedom  of  Information  Act.  Over  the  past  few  weeks  I  have 
placed  in  the  Record  lengthy  lists  of  cases  pending  and  decided  under 
that  act.  I  think  that  agencies  must  do  all  that  they  can  to  avoid 
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it  ion,  and  I  would  not  encourage  the  public  to  resort  to  the  courts 
where  patience  and  perseverance  can  bring  results  at  the  agency  Level. 
So  while  I  believe  the  Justice  Department  has  reached  the  righl  results 
in  decidingto  release  information  concurrently  under  the  Privacy  and 

mation  Acts,  the  manner  in  which  it  has  done  so  borders  on  the 
irresponsible— and  it  is  bound  to  cause  additional  Litigation  involving 
the  hundreds  of  other  agencies  of  government  who  may  be  going  their 

own    way. 

The  Privacy  Act  has  its  purposes  and  objectives.  The  Freedom  of 
Information  Act  also  has  its  own.  The  two  sets  of  purposes  and  objec- 
tives are  entirely  consistent  and  complementary.  It  is  the  responsibility 
of  the  agencies  to  work  out  procedures  which  are  likewise.  For  Con- 
gress  is  committed  to  a  responsible,  accountable,  and  open  govern- 
ment, as  well  as  to  protection  of  personal  privacy  by  the  Government. 
The  Freedom  of  Information  Act  and  the  Privacy  Act  strike  the  bal- 
.  It  is  up  to  the  Government  agencies  who  administer  those  laws 
to  maintain  it. 

I  ask  unanimous  consent  that  the  documents  referred  to  above  be 
printed  in  the  Record. 

There  being  no  objection,  the  documents  were  ordered  to  be  printed 
in  the  Record,  as  follows : 

Exhibit  1 

July  30,  1975. 
Meade  "VYiiitaker,  Esq., 
chief  Counsel.  Internal  Revenue  Service, 
Washington,  B.C. 

Deab  Mr.  Whitaker:  In  a  letter  dated  April  14,  1975,  Harold  T.  Flanagan, 
Director  of"  your  Disclosure  Division,  requested  our  views  as  to  whether  the 
Privacy  Act  of  1974,  P.L.  93-579,  is  the  exclusive  avenue  available  to  an  indi- 
vidual who  seeks  government  records  about  himself,  or  whether  the  Freedom 
of  Information  Act  would  also  be  available  for  this  purpose. 

Neither  the  literal  language  of  the  two  Acts  nor  their  legislative  histories 
provide  a  clear  answer  to  this  question.  The  Freedom  of  Information  Act  pro- 
vides that  government  records  are  available  to  "any  person"  who  requests  them 
unless  they  fit  into  one  of  nine  exempt  categories,  in  which  case  the  agency 
may,  but  need  not,  refuse  disclosure.  The  Privacy  Act  authorizes  "an  individual" 
to  request  records  pertaining  to  himself  and  seek  correction  of  those  records, 
subject  to  two  general  and  seven  specific  exemptions.  The  Freedom  of  Informa- 
tion Act.  having  been  passed  and  amended  first,  makes  no  reference  to  the 
Privacy  Act.  The  Privacy  Act  makes  only  two  direct  references  to  the  Freedom 
of  Information  Act.  New  section  5  U.S.C.  552a (b)(2)  permits  disclosure  of 
records  about  an  individual  without  his  prior  consent  if  disclosure  would  be 
rc<iui red  by  the  Freedom  of  Information  Act.  Subsection  (q)  of  the  same  section 
specifies  that  an  agency  may  not  use  a  Freedom  of  Information  Act  exemption 
to  deny  an  individual  access  to  files  about  him  that  would  be  available  under 
the  Privacy  Act.  No  mention  is  made  of  the  possibility  that  an  individual  might 
seek  records  under  both  Acts. 

It  should  be  noted  that  an  earlier  version  of  the  privacy  bills  did  address  this 
question.  Section  205(b)  of  H.R.  1G373,  as  it  passed  the  Senate  on  November  22, 
1974,  specified  : 

"Nothing  in  this  Act.  shall  be  construed  to  permit  the  withholding  of  any 
personal  information  which  is  otherwise  required  to  be  disclosed  by  law  or  any 
regulation  thereunder." 

This  language  would  have  assured  that  information  available  under  the 
Freedom  of  Information  Act  would  continue  to  be  available,  to  the  individual 
as  well  as  to  third  parties,  despite  any  broader  exemption  in  the  Privacy  Act. 
The  omission  of  this  language  from  the  final  enactment  suggests  that  Congress 
ultimately  decided  that  the  Privacy  Act  exemptions  should  govern  exclusively, 
although  the  omission  is  not  explained  in  the  legislative  history  of  the  version 
that  finally  passed. 
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Since  no  clear  reason  is  given  for  the  omission  of  this  language  in  the  legis- 
lative history,  it  might  be  argued  that  the  two  Acts  were  nevertheless  intended 
to  provide  alternate  or  duplicate  remedies  for  an  individual  who  seeks  access 
to  records  about  himself.  In  our  view,  however,  a  reading  of  the  two  Acts  as 
a  whole  and  consideration  of  their  practical  application  leads  to  a  contrary 
conclusion,  namely,  that  the  Privacy  Act  is  the  exclusive  remedy  for  an  indi- 
vidual who  seeks  records  about  himself  contained  in  a  system  of  records 
covered  by  the  Privacy  Act. 

ALTERNATIVE   APPLICATION 

There  would  be  no  difficulty  in  harmonizing  application  of  the  two  Acts  to 
the  same  request  if  the  effect  of  the  Privacy  Act  were  merely  to  expand  access 
which  the  FOI  Act  already  provides.  Then  one  might  reasonably  assert  that 
a  requester  was  free  to  proceed  under  the  older  legislation — but  could  obtain 
still  more  by  proceeding  under  the  newer.  It  is  true  that  in  most  respects  the 
Privacy  Act  expands  access  by  the  person  seeking  his  own  records ;  but  in 
sevral  significant  respects,  the  Privacy  Act  also  permits  or  requires  limitations 
upon  access,  beyond  what  the  FOI  Act  would  authorize. 

For  example,  under  the  FOI  Act  an  Agency  could  provide  personal  files  to 
a  person  claiming  to  be  their  subject  without  requiring  him  to  produce  solid 
proof  of  his  identify;  subsection  (f)  (2)  of  the  Privacy  Act,  however,  authorizes 
the  establishment  of  verification  procedures.  Similarly,  under  the  FOI  Act  an 
agency  would  not  be  able  to  withhold  medical  information  from  its  subject 
merely  because  it  determined  that  disclosure  would  be  harmful  to  him ;  where- 
as subsection  (f )  (3)  of  the  Privacy  Act  permits  an  agency  to  restrict  certain 
disclosures  to  the  requesting  subject's  physician  rather  than  making  them  to 
the  subject  himself.  Finally,  mention  might  be  made  of  the  Privacy  Act's  pro- 
hibition on  access  to  information  compiled  in  anticipation  of  a  civil  proceeding. 
Subsection  (d)  (5).  It  is  entirely  implausible  that  such  substantial  protections 
as  these  were  intended  only  to  apply  to  the  incremental  access  which  the 
Privacy  Act  provides  beyond  that  of  the  FOI  Act — so  that  they  could  be  entirely 
avoided  if  the  FOI  Act  alone  were  the  basis  of  the  request.  It  seems  clear  that 
they  were  enacted  as  desirable  provisions  in  and  of  themselves,  rather  than  as 
mere  limitations  upon  the  relatively  small  broadening  of  access  achieved  by 
the  Privacy  Act.  If  they  are  to  be  given  such  independent  effect,  they  must 
be  held  applicable  to  all  requests  by  file  subjects  and  not  just  those  citing  the 
Privacy  Act  rather  than  the  FOI  Act. 

Another  substantial  obstacle  to  the  theory  that  the  FOI  Act  and  the  Privacy 
Act  afford  alternate  forms  of  procedures  is  the  fact  that  neither  Act  requires 
the  requester  to  identify  the  statutory  provisions  under  which  his  request  is 
made — and  in  fact  many  (if  not  most)  current  FOI  requests  do  not  contain 
such  identification.  Without  specification,  it  would  be  impossible  to  determine 
which  Act  a  particular  request  relied  upon ;  and  it  is  utterly  implausible  that 
Congress  intended  substantial  effects  to  attach  not  merely  to  a  Code  citation,  but 
to  an  executive  or  judicial  surmise  concerning  which  citation  the  requester 
would  have  used  if  he  had  used  one. 

CONCURRENT  APPLICATION 

Of  course  the  foregoing  objections  could  be  overcome  if  the  Privacy  Act 
were  to  be  considered  not  merely  an  alternative  to  the  FOI  Act  but  a  supple- 
ment to  it — that  is,  if  both  the  FOI  Act  and  the  Privacy  Act  were  to  be  con- 
sidered applicable  simultaneously  to  all  requests  by  file  subjects.  Other  pro- 
visions make  it  clear,  however,  that  the  two  acts  simply  cannot  be  read  entirely 
together. 

For  example,  the  Privacy  Act,  while  prescribing  time  limits  for  the  correction 
of  records,  prescribes  no  limits  on  the  agency  decision  to  grant  or  deny  access 
to  records.  The  FOI  Act,  on  the  other  hand,  sets  rigid  limits  on  the  decision  to 
grant  or  deny  access.1  Furthermore,  the  FOI  Act  provides  that  no  exhaustion 
of  administrative  remedies  is  required  if  its  time  limits  are  not  met ;  the 
Privacy  Act,  being  silent  on  the  subject,  presumably  requires  exhaustion  of 
administrative  remedies.2  The  FOI  Act  requires  notice,  upon  denial  of  access 


1  Compare  5  U.S.C.  552a (d)  (1)  with  5  U.S.C.  552(a)  (6). 

2  Compare  5  U.S.C.  552(a)(0)(C)  with  5  U.S.C.  552a (d)(1). 
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Is,  that  the  individual  may  Appeal  that  decision  within  the  agency.  The 
Privacy  Act  requires  neither  the  Interna]  appeal  Itself  noi  any  notice  of  further 

rights  after   denial.9    A    party    denied    records    under    the    FOI    Act    may    obtain 

injunctive  relief  and  OOSta  and  attorney-  foefi  :  no  spa  die  statute  of  limitations 
is  provided.  Similar  relief  is  available  under  the  Privacy  Act  but  there  is  a 
t  wo-year  statute  of  Limitations.4 

Of  course  one  might  maintain  that  the  two  Acts  were  meant  to  be  cumulative 
where  nor  inconsistent,  but  where  inconsistent  the  provisions  of  the  later  Act 
would  prevail.  Such  an  interpretation  is  cast  into  doubt  by  subsection  (q)  of 
the  Privacy  Act  which  specifically  states  that  the  FOI  Act  exemptions  from  dis- 
closure cannot  be  used  to  deny  an  individual  access  to  files  about  himself. 
There  would  be  no  heed  for  such  a  provision  if  all  inconsistencies  between 
the  two  acts  were  to  be  resolved  in  favor  of  the  later.5 

Attempting  to  read  the  two  acts  as  cumulative,  at  least  in  part,  creates  a 
scheme  of  enormous  complexity.  If  they  are  to  be  read  as  complementary,  except 
where  inconsistent,  it  becomes  necessary  to  determine  when  that  inconsistency 
exists.  For  example,  is  the  Privacy  Act  provision  permitting  special  disclosure 
restrictions  on  medical  records — limiting  disclosure  to  a  physician — consistent 
with  the  FOI  provision  on  disclosure?  Does  5  I\S.(\  552a (q)  mean  not  only  that 
the  (In  (."i  exemption  of  FOI  cannot  be  used  as  a  basis  for  denying  records  bur 
that  the  (b)(3)  exemption  for  statutory  restrictions  on  disclosure  is  un- 
available?0 Dots  the  fact  that  the  Privacy  Act  does  not  require  an  administrative 
appeal  from  a  denial  of  access  overrule  the  FOI  requirements  that  such  an  ap- 
peal lie  provided  and  notice  of  its  availability  be  given  the  requester?  Reading 
the  acts  cumulatively,  when  would  the  administrative  remedies  be  exhausted  for 
purposes  of  seeking  judicial  review?  If  records  are  provided  to  the  individual, 
what  fees  may  be  charged?7 

Courts  and  administrators  should  not  be  cast  upon  this  sea  of  uncertainty 
without  a  clear  expression  of  congressional  intent  to  that  effect.  That  does  not 
exist  in  the  present  case.  To  the  contrary,  in  our  view  the  Privacy  Act  bears 
every  evidence  of  having  been  regarded  as  a  self-contained  unit,  embodying  all 
requirements  that  Congress  intended  from  definitions  to  provisions  of  judicial 
review.  It  is,  in  our  view,  intended  to  be  exclusively  applicable  to  all  cases  in 
which,  an  individual  requests  records  from  a  system  of  records  covered  by 
the  Privacy  Act,  after  a  date  on  which  it  comes  into  effect. 
Sincerely, 

Mary  C.  Lawton, 
Deputy  Assistant  Attorney  General,  Office  of  Legal  Counsel. 


Exhibit  2 

U.S.  Sex  ate. 
Washington,  D.C..  August  26, 1915. 
II  hi.  Edward  II.  Levi, 
Attorney  General,  Department  of  Justice.  Washington,  D.C. 

Dear  Mr.  Attorney  General:  The  Office  of  Management  and  Budget  has 
recently  circulated  to  all  federal  agencies  a  package  of  materials  characterized 
as  "helpful  to  your  efforts  to  implement  the  Privacy. Act  of  1074."  In  this  pack- 
age, however,  is  a  letter  which  clearly  does  not  help  agency  efforts  to  implement 
the  Privacy  Act.  This  letter,  written  by  Deputy  Assistant  Attorney  General  Mary 


■■  Compare   •"   U.S.C.    552(a)  (6MA)(i)    with    5   U.S:C.    552a(d)(l). 

*  rompnro  5  U.'sfa  552(a)  (4)  with  5  U.S1C.  552a  (z)  (5>. 

5  Of  course,  the  provision  i^  also  somewhat  superfluous  under  tho  thpory  that  tho  Pri- 
v:xv  \<-t  js  exclusive,  hut  it  spphis  to  t>p  loss  so.  If  an  intricate  system  wore  bpine  estab- 
lished, hprpby  some  provisions  of  the  later  Act  would  supersede  those  of  the  earlier,  hut 
others  would  not,  ono  would  expect  more  than  a  single  pxprpssion  of  tlip  practical  oppr- 
fttion  of  such  suporspdure.  Assuming',  howevpr.  that  thp  pntirp  Privacv  Aft  was  reirardod 
ap  exfltalU8ive<  suhspction  (r\)  ran  bp  sppn  as  a  somewhat  superfluous  but  understandable 
affirmation  of  exclusivity  in  a  particularly  important  area. 

•Under  flip  Veterans  Administration  Statute,  3fl  F.S.C.  ?,?,0l  d.)  rpcords  arp  not  avail- 
able to  the  veteran,  if  disclosure  would  bo  injurious  to  his  physical  or  mental  heaHh.  T'n- 
der  FOI;  such  records  would  be  pxpmnt  from  disclosure  under  5  D.S.C.  552(b)  (f!) — 
records  exempt  by  statute.  What  is  their  availability  undpr  Privacy  Art? 

7  Tho  FOT  Act  permits  fpps  to  be  charged  for  the  costs  of  both  search  and  duplication. 
r>  r  s\r.  55(a)(4).  Under  the  Privacy  Act  only  duplication  fees  "excluding  search"'  may 
rged    552a(f)(5). 
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Lawt ;>;i.  could  prove  pernicious  and  destructive  if  allowed  to  become  the  official 
Justice  Department  interpretation  of  the  law. 

Under  the  Freedom  of  Information  Act  the  Department  of  Justice  has  a  special 
leadership  role  in  encouraging  "agency  compliance"  with  the  FOIA.  (5  U.S.C. 
§  552(d).)  Miss  Lawton's  letter  reflects  a  perversion  of  that  role.  I  am  thus 
appealing  to  you  to  review  this  matter  and  to  issue  guidance  consistent  with 
the  congressional  intent,  in  both  the  Privacy  and  Freedom  of  Information  laws. 

The  question  raised  is  whether  the  Privacy  Act  of  11)74  is  the  exclusive  avenue 
available  to  a  person  requesting  government  records  about  himself,  or  whether 
the  Freedom  of  Information  Act  may  be  applicable  to  such  request.  The  Freedom 
of  Information  Act  and  its  1974  Amendments  were  enacted  prior  to  final  passage 
of  the  Privacy  Act  and  therefore  contain  no  reference  to  any  possible  interplay 
or  conflict  between  the  two  laws.  And  it  is  true  that  the  Privacy  Act  does  not 
clearly  address  all  aspects  of  the  interface  between  them.  Yet,  regardless  of 
specific  inconsistencies  between  the  provisions  of  the  two  laws,  it  would  be 
manifestly  unreasonable  to  conclude  that  Congress  intended  in  the  Privacy  Act 
to  carve  out  large  implied  exceptions  to  the  requirements  of  the  Freedom  of 
Information  Act.  Generally  supporting  this  observation  are  the  following  points  : 

1.  The  Freedom  of  Information  Act  exempts  from  mandatory  disclosure  mat- 
ters "specifically  exempted  from  disclosure  by  statute.''  (5  U.S.C.  §  522(b) 
(3).)  If  the  Privacy  Act's  exclusion  of  certain  agencies  or  records  does  not 
"specifically"  exempt  them  "from  disclosure" — as  opposed  to  merely  exempting 
them  from  the  application  of  certain  Privacy  Act  provisions,  then  an  exception 
to  application  of  the  FOIA's  disclosure  requirements  cannot  be  sustained. 

2.  The  Privacy  Act  was  passed  by  Congress  shortly  after  passage  of  the  FOIA 
Amendments,  which  significantly  strengthened  disclosure  requirements  under 
the  1967  FOIA.  (Further,  the  same  House  Committee — and  Members — were 
responsible  for  managing  both  bills.)  Implied  repeal  of  statutory  provisions  are 
not  generally  favored :  it  would  be  especially  unusual  to  conclude  that  Congress 
impliedly  emasculated  a  public  right  in  one  bill  that  it  had  invigorated  just 
a  few  weeks  earlier. 

3.  Both  House  and  Senate  Reports  on  the  Privacy  Act  refer  with  approval 
frequently  to  the  FOIA.  The  final  Privacy  Act  excepts  from  the  disclosure  lim- 
itations of  section  552a (b)  records  required  to  be  disclosed  "under  section  "\'2 
of  this  title"  (the  FOIA).  It  further  provides  in  section  552a (q)  that  FOIA 
exemptions  may  not  be  invoked  "to  withhold  from  an  individual  any  record 
which  is  otherwise  accessible"  to  him  under  the  Privacy  Act.  These  clauses 
strongly  imply  that  on  the  most  basic  questions — disclosure  to  a  third  party  of 
government  information  about  an  individual,  and  disclosure  to  an  individual 
of  information  about  himself — Congress  intended  that  FOIA  and  Privacy  Act 
will  he  coordinated  and  applied  consistently.  (I  should  note  that  neither  law 
requires  its  provisions  to  be  invoked  by  reference.  So  it  becomes  even  more 
important  for  the  agencies  themselves  to  initiate  an  integrated  handling  of 
requests  under  both. ) 

Miss  Lawton's  letter  examines  some  of  the  procedural  problems  of  applying 
the  Privacy  Act  and  FAOI  alternatively  or  concurrently.  She  does  not  examine 
the  more  substantive  problems  of  applying  the  Privacy  Act  exclusively : 

1.  Exclusive  application  of  the  Privacy  Act  would  allow  a  blanket  exemption 
from  FOIA  application  for  the  entire  CIA  and  FBI  and  for  investigatory  files 
in  other  agencies.  Yet  not  only  did  Congress  reject  (both  in  1966  and  1974) 
excluding  the  FBI  and  CIA  from  FOIA  requirements,  the  FOIA  Amendments 
expand  public  access,  under  carefully  delineated  guidelines,  to  investigatory  and 
improperly  classified  documents.  The  Senate  Judiciary  Committee  debated  the 
question  of  applying  the  Act  to  the  FBI  and  CIA.  Much  of  the  Senate  floor 
debate  was  directed  toward  assessing  the  need  for  and  implications  of  apply- 
ing an  amended  seventh  exemption  (relating  to  investigatory  files)  to  the  FBI. 
And  modification  of  the  seventh  exemption  of  the  FOIA  in  Conference  involved 
direct  participation  of  the  FBI  with  the  staff  of  the  managers.  Tt  is  therefore 
unreasonable  to  conclude  that,  in  view  of  the  time  and  effort  given  moulding 
the  P^OTA  to  the  unique  problems  of  the  FBI,  Congress  would  have  turned 
around  and  allowed  that  agency  to  be  exempted  completely  from  the  Act  with- 
out explicitly  saving  so. 

2.  One  especially  ludicrous  result  would  ensue  from  treating  the  Privacy  Act 
r>s  exclusive  as  to  covered  records  systems  :  a  third  party  would  be  able  to  obtain 
more  information  from  an  investigatory  file  than  the  subject  of  that  file  himself. 
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For  while  the  record  could  be  exempt  from  access  by  the  subject  under  the 
Privacy  Act  (sections  582a  (j)-(k)  i.  it  would  still  be  reachable  under  the  POIA. 
Moreover,  if  the  requester  obtained  an  affidavit  from  the  subject,  disclosure 
would  not  even  constitute  an  "unwarranted  invasion"  of  the  BUbjecffl  privacy 
(sections  552(b)  (6)-(7)  (c) ).  The  Privacy  Act's  apparent  exclusion  (under 
this  reading)   could  thus  be  simply  circumvented  by  use  of  a  straw-man. 

1  note  that  Miss  Lawton  concedes  the  possibility  that  the  two  Acts  could  be 
read  "to  be  cumulative  where  not  Inconsistent"  (page  4).  She  reasons,  however, 
that  if  they  were  so  read  there  would  be  no  need  for  the  Privacy  Act  to  state 
that,  the  FOIA  exemptions  "cannot  be  used  to  deny  an  individual  access  to  files 
about  himself."  (  Section  552a  (Q).)  This  is  not  only  a  superficial  basis,  on  which 
to  reject  cumulative  application  of  the  two  laws;  it  actually  provides  BUpport 
for  the  opposite  conclusion.  The  full  clause  reads  : 

"No  agency  shall  rely  on  any  exemption  contained  in  section  552  of  this  title 
to  withhold  from  an  individual  any  record  which  is  otherwise  accessible  to  such 
individual  under  the  provisions  of  this  section.'"  (Emphasis  added.) 

It  appears  clearly  intended  that,  access  under  the  Privacy  Act  is  to  be  com- 
plete, and  not  subject  to  FOIA  exemptions,  where  the  Privacy  Act  grants  access. 
But  where  the  Privacy  Act  does  not  grant  access,  the  FOIA — and  its  exemp- 
tions— apply. 

This,  ii  seems  to  me.  provides  a  coherent  and  rational  approach  for  integrating 
the  two  laws  substantively.  Any  other  would  do  injury  to  the  congressional 
purpose  and  national  policy  underlying  each  Act. 

Once  this  substantive  compatibility  is  accepted,  there  nonetheless  remain  com- 
plex and  challenging  procedural  issues  involving  the  interaction  of  the  two 
laws.  These  may  be  resolved  more  readily  if  the  objectives  of  both  laws — broad 
access,  agency  responsiveness,  and  effective  judicial  review — are  used  to  guide 
their  resolution.  I  and  the  staff  of  the  Subcommittee  on  Administrative  Practice 
and  Procedure  stand  ready  to  assist  you  and  your  staff  in  developing  a  coherent 
procedural  framework,  for  agency  handling  of  information  requests,  that  is 
faithful  to  the  requirements  of  both  the  Privacy  Act  and  the  Freedom  of 
Information  Act. 

If,  after  the  effective  date  of  the  Privacy  Act,  the  FBI,  OIA,  IRS,  or  other 
agency  refuses  to  provide  information  covered  by  the  Freedom  of  Information  Act 
on  the  grounds  that  the  information  is  in  record  systems  exempted  from  appli- 
cation of  the  Privacy  Act,  and  that  the  Privacy  Act  is  exclusive  in  that  regard, 
I  believe  that  refusal  will  ultimately  be  found  to  be  arbitrary  and  capricious 
by  the  courts.  These  issues  should  not,  in  any  event,  have  to  await  litigation 
for  their  resolution. 

Since  the  Privacy  Act  becomes  effective  next  month,  and  agencies  are  pres- 
ently actively  planning  to  implement  that  Act,  your  opinion  on  this  issue  of 
exclusivity  is  critically  needed  as  soon  as  possible.  I  will  look  forward  to  your 
response. 

Sincerely, 

Edward  M.  Kennedy. 


Exhibit  3 

Library  of  Congress,  Congressional  Research  Service, 

Washington,  D.C.,  September  8,  1915. 
To :  Senate  Subcommittee  on  Administrative  Practice  &  Procedure. 
From  :  American  Law  Divi5iion. 

Subject:  Relationship  of  the  Freedom  of  Information  Act  and  the  Privacy  Act: 
Exclusivity  of  Remwlies. 
This  is  in  response  to  your  request  for  a  critical  analysis  of  the  Justice 
Department's  position  regarding  the  relationship  of  the  Freedom  of  Information 
Act  (5  U.S.C.  552)  and  the  recently  enacted  Privacy  Act  (5  U.S.C.  552a).  It  is 
the  Department's  position,  as  stated  in  a  July  30.  1975  letter  from  Deputy  Assist- 
ant Attorney  General  Mary  Lawton  to  the  Chief  Counsel,  Internal  Revenue  Serv- 
ice, that  the  Privacy  Act  after  its  effective  date  of  September  27,  1975,  is  "the 
exclusive  remedy  for  an  individual  who  seeks  records  about  himself  contained  in 
a  system  of  records  covered  by  the  Privacy  Act." 
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The  Department's  letter  notes  various  provisions  in  the  Privacy  Act  which 
limit  access  to  an  individual's  tiles  in  arguing  that  the  Privacy  Act  is  not  an 
alternative  procedure  to  the  Freedom  of  Information  Act.  Procedural  variations 
between  the  two  acts  are  pointed  to  as  indicating  "that  the  two  acts  simply 
cannot  be  read  entirely  together."  Furthermore,  according  to  the  letter,  "[at- 
tempting to  read  the  two  acts  as  cumulative,  at  least  in  part,  creates  a  scheme 
of  enormous  complexity."  The  letter  concludes  : 

"Courts  and  administrators  should  not  be  cast  upon  this  sea  of  uncertainty 
without  a  clear  expression  of  congressional  intent  to  that  effect.  That  does  not 
exist  in  the  present  case.  To  the  contrary,  in  our  view  the  Privacy  Act  bears 
every  evidence  of  having  been  regarded  as  a  self-contained  unit,  embodying  all 
requirements  that  Congress  intended,  from  definitions  to  provisions  of  judicial 
review.  It  is,  in  our  view,  intended  to  be  exclusively  applicable  to  all  cases  in 
which  an  individual  requests  records  from  a  system  of  records  covered  by  the 
Privacy  Act,  after  the  date  on  which  it  comes  into  effect." 

The  Privacy  Act  is  a  comprehensive  law  relating  primarily  to  the  safeguard- 
ing, management,  compilation  and  dissemination  of  records  maintained  by  the 
federal  government  on  individuals  and  which  are  retrievable  bp  the  name  of  the 
individual  cr  some  other  identifying  particular  assigned  to  the  individual.  See, 
5  U.S.C.  552a  (a)  (5).  The  principal  aim  is  the  protection  of  the  privacy  of  the 
individual  by  controlling  the  disclosure  of  records  pertaining  to  him  and  assuring 
that  tiles  are  maintained  accurately,  with  the  individual's  knowledge,  and  for  a 
proper  purpose.  Access  by  an  individual  to  records  pertaining  to  him  is  accorded 
under  subsection  d(l)  of  the  Act  and  means  are  provided  by  which  amendments 
and  corrections  of  the  records  can  be  made.  5  U.S.C.  552a (d)(2).  Exemptions 
from  the  access  and  modification  provisions,  as  well  as  other  provisions  of  the 
Act.  are  permitted  the  agencies.  5  U.S.C.  552(a)  (j)  and  (k). 

The  Freedom  of  Information  Act  (FOIA),  5  U.S.C.  552,  is  a  disclosure  law.  It 
provides,  inter  alia,  that  upon  request  for  records  by  any  person,  agencies  shall 
make  such  records  available  unless  they  fall  within  the  terms  of  nine  exemp- 
tions to  the  Act.  5  U.S.C.  552(b).  The  exemptions  relate  to  the  substance  of  the 
records  and  permit  the  withholding  of  such  matters  as  classified  material,  inter- 
agency memoranda,  investigatory  files,  personnel  and  medical  records,  and  rec- 
ords specifically  exempt  from  disclosure  by  statute. 

An  individual  can  request  records  pertaining  to  him  under  the  terms  of  both 
acts.  The  Privacy  Act  specifically  grants  him  access  under  5  U.S.C.  552a (d)  (1). 
An  individual  is  clearly  "any  person"  under  the  FOIA  and  so  long  as  the  records 
are  "reasonably  described"  (5  U.S.C.  552(a)  (3)  (A) )  he  can  seek  such  records 
pertaining  to  himself  under  that  act.  The  question  is  whether  the  Privacy  Act  is 
the  exclusive  means  of  obtaining  access  to  records  pertaining  to  the  individual 
requester  when  such  records  are  contained  in  a  system  of  records  as  defined  in 
the  Privacy  Act. 

The  Privacy  Act  contains  four  references  to  the  Freedom  of  Information  Act, 
none  of  which  resolve  the  question  of  exclusivity  of  remedies.  Section  (b)  (2) 
prohibits  disclosure  of  any  individually  identifiable  record  to  any  person  or 
agency,  without  prior  request  by  or  consent  of  the  individual  concerned,  unless 
disclosure  wTould  be  "required  under  section  552  of  this  title."  5  U.S.C.  552a 
(b)  (2).  Disclosures  under  (b)  (2)  are  also  exempt  from  the  requirement  that 
such  records  be  "accurate,  complete,  timely,  and  relevant  for  agency  purposes" 
before  they  are  disseminated  to  any  person  other  than  an  agency.  5  U.S.C.  552a 
(e)  (6).  Among  the  specific  exemptions  in  the  Act  (which  permit  agency  heads 
to  exempt  certain  systems  of  records  from  various  provisions  of  the  Act)  are 
systems  of  records  "subject  to  the  provisions  of  section  552(b)  (1)  of  this  title."  x 
5  U.S.C.  552a (k)(l).  Finally,  the  Freedom  of  Information  Act  is  mentioned  in 
section  (q)  which  prohibits  an  agency  from  relying  on  exemptions  in  the  FOIA 
to  withhold  records  from  an  individual  otherwise  accessible  under  the  Privacv 
Act.  5  U.S.C.  552a (q). 

The  legislative  history  of  the  Privacy  Act  is  similarly  uniHuminating  on  the 
question  of  the  relationship  of  the  remedies  provided  in  both  the  Privacy  Act  and 


M5  TT.S.C.  552(b)(1)  is  tbe  first  exemption  of  the  Freedom  of  Information  Act  relat- 
ing to  matters  that  are  "specifically  authorized  under  criteria  established  bv  an  Executive 
order  to  be  kept  secret  in  the  interest  of  national  defense  or  foreign  policv  and  are  in 
fact  properly  classified  pursuant  to  such  Executive  order." 
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the  FoiA.r  Congress  was  oo1  oblivious  to  the  reqalrementfl  of  the  Freedom  of 
information  Act,  however,  during  consideration  of  the  Privacy  Act  In  Cacti 
the  President's  veto  of  amendments  t.>  the  F<  >i  A  designed  to  facilitate  disclosure 
6f  records  was  overridden  on  the  same  day  the  Privacy  Ad  was  approved.  The 

veto  override  vote  in  tlie  House  Came  within  minutes  of  the  debate  and  pafi 

of  the  House  version  of  the  Privacy  Act. 

A  version  <>f  the  Privacy  Act  which  passed  the  Senate  on  November  22.  in?! 
contained  a  provision  thai  K[n]othing  in  this  Act  shall  ho  construed  to  permit 

the  withholding  of  any  personal  information  which  is  otherwise  required  t<>  he 
disclosed  by  law  or  any  regulation  thereunder."  Sep,  120  Con?.  Rec.  8  ii»'.»<m) 

(■daily  od.  Nov.  22.  1074  ).  This  provision  was  omitted  from  the  final  version  with- 
out explanation.  Sections  (b)  (2)  and  (q)  were  Instead  added  to  the  hill  which 
became  the  Privacy  Act.  The  Analysis  of  House  and  Senate  Compromise  Amend- 
ments to  the  Federal  Privacy  Act  snbmitted  in  lieu  of  a  conference  report 
explains,  somewhat  ambiguously : 

"The  Senate  hill  reflected  tin1  position  of  an  earlier  draft  of  the  House  meas- 
ure in  Section  205(b)  where  it  provided  that  nothing  in  the  act  shall  he  con- 
strued to  j>ermit  the  withholding  of  any  personal  information  which  is  otherwise 
required  to  he  disclosed  by  law  or  any  regulation  thereunder.  This  section  was 
intended  as  specific  recognition  of  the  need  to  permit  disclosure  under  the  Free- 
dom of  Information  Act. 

"The  compromise  amendment  would  add  an  additional  condition  of  disclosure 
to  the  House  hill  which  prohibits  disclosure  without  written  request  of  an  in- 
dividual unless  disclosure  of  the  record  would  he  pursuant  to  Section  002  of  the 
Freedom  of  Information  Act.  This  compromise  is  desijmed  to  preserve  the  status 
quo  as  interpreted  by  the  courts  regarding  the  disclosure  of  personal  information 
under  that  section. 

"A  related  amendment  taken  from  the  Senate  hill  would  prohihit  any  agency 
from  relying  upon  any  exemption  contained  in  Section  562  to  withhold  from  an 
individual  any  record  which  is  otherwise  accessihle  to  such  individual  under  the 
provisions  of  this  section."  120  Cong.  Rec.  S.  21817  (daily  ed.,  Dec.  17.  1074). 

Thus,  the  intention  of  the  compromise  amendments  descrihed  above  was  to 
''preserve  the  status  quo  as  interpreted  by  the  courts  regarding  the  disclosure 
of  personal  information  under  [the  FOIA]."  Since  the  status  quo  included  the 
possibility  of  individual  access  to  his  own  file  under  the  FOIA.  it  can  hardly  ho 
persuasively  argued  that  the  omission  of  the  language  of  the  Senate-passed  hill 
in  the  final  version  and  its  replacement  with  the  compromise  amendments  "sug- 
gests that  Congress  ultimately  decided  that  the  Privacy  Act  exemptions  should 
govern  exclusively  .  .  ." 3  While  it  is  true  that  the  effect  of  the  compromise 
amendments  differs  from  that,  of  the  Senate-passed  bill,  it  is  the  intent  of  the 
Congress  as  an  interpretative  device  which  is  important.  Silence  on  the  omission 
of  a  provision  and  an  intent  to  preserve  the  statute  quo  vis-a-vis  the  FOIA  re- 
specting other  provisions  can  not  he  read  to  mean  that  Congress  intended  to 
replace  the  FOIA  with  the  mechanisms  of  the  Privacy  Act  regarding  individual 
access  to  his  own  file. 

Speculation  over  Congressional  intent  is  risky,  particularly  in  the  case  of  a 
complei  hill  passed  rather  hurriedly  at  the  end  of  a  legislative  session.  Those 
who  arcme  that  the  Privacy  Act  preempts  the  FOIA  in  cases  of  individuals  seek- 
ing their  own  records  contained  in  a  system  of  records,  however,  must  overcome 
some  basic  tenets  of  statutory  interpretation. 

The  Justice  Department  argument  is  that  the  Privacy  Act  implicitly  worked 
an  amendment  or  repeal  of  the  FOIA  in  that  class  of  cases  involving  an  individ- 
ual seeking  disclosure  of  a  record  pertaining  to  him  contained  in  a  system  of 
records  as  defined  in  the  Act.  However,  repeals  or  amendments  by  implication 
are  not  favored.  Regional  Rail  Reorganization  Art  Cases,  410  U.S.  102.  l.°>3 
(1074)  :  Morton  v.  Manrari.  417  U.S.  565,  550  (1074)  :  Posadas  v.  National  Citij 


!T1ip  Sennte  reported  a  nHvncv  hill.  S.  3*18.  on  September  20.  1074.  S.  ftent.  No.  93- 
T183.  The  HiOUBe  Version,  U.K.  1A873,  WHS  reported  on  October  2.  1074.  H.  Rept.  No.  03- 
141  fi  The  bills  were  debated  bv  both  houses  on  November  20  and  21.  1074  and  different 
ver-ions  were  passed  bv  the  House  ami  Senate  on  November  21.  See.  120  Con?  *R-»e.  TT 
10SS4  -10002,  S  10*23,'  19826-19862.  TT  100.-0-10072  ( daily  ed.  Nov.  20.  21.  1074).  A 
conference  was  not  held  on  the  differing  bills,  but  a  staff  compromise  was  Presented  and 
debated  on  Deeemher  17  and  18.  1074.  See.  120  Conp\  Ree.  S  21808-21823.  TT  12242- 
"•224.  S  ?1  OflR-91 99(j  (dally  ed.  Dec.  17.  18,  1074).  The  Privacy  Act  became  law  on 
December  31.  1074. 

3  Lawson  letter,  p.  2. 
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Bank,  296  U.S.  4!)7.  508  (Y.VM\).  "In  the  absenpe  of  some  affirmative  showing  of 
an  intention  to  repeal,  the  only  permissible  justification  for  ;i  repeal  1».\  Implica- 
tion is  when  the  earlier  and  later  statutes  are  irreconcilable."  Mdrton  v.  Maneari, 
417  U.S.  535,  550  01974).  The  Supreme  Court,  in  the  Regional  Rail  Reorganiza- 
tion Act  Cases,  agreed  with  the  District   Courts'  formulation  of  the  rule: 

•'A  new  statute  will  not  be  read  as  wholly  or  even  partially  amending  a  prior 
one  unless  there  exists  a  "positive  repugnancy"  between  the  provisions  of  the  new 
and  those  of  the  old  that  cannot  be  reconciled.  .  .  .  Before  holding  thai  the  re- 
sult of  the  earlier  consideration  has  been  repealed  or  qualified,  it  is  reasonable 
for  a  court  to  insist  on  the  legislature's  using  language  showing  that  it  has  made 
a  considered  determination  to  that  (Mid."  419  U.S.  101'.  134  quoting  384  Y.  Supp. 
si).l.  946  (Sp.  Ct.  1974). 

The  question  in  the  rail  reorganization  cases  cited  above  was  whether  the  Rail 
Act.  with  its  own  remedy  and  scheme  of  compensation,  preempted  the  general 
Tucker  Act  remedy  for  unconstitutional  takings  of  property.  See  419  U.S.  102; 
126.  The  Supreme  Court  held  that  it  did  not.4  As  a  general  rule,  remedial  statutes 
are  given  a  harmonious  construction  if  possible  and  "the  enactment  of  a  new 
statutory  remedy  does  not  oi>erate  to  repeal  other  statutory  remedies,  but  Hie 
new  remedy  is  construed  as  cumulative  and  to  coexist  with  the  existing  methods 
of  enforcement."  Sutherland,  Statutory  Construction  §  2.3.27  (4th  ed.  1974)  :  see, 
Jones  v.  Mayer  Co..  392  U.S.  409,  41G  (1908)  ;  SulU'van  v.  Little  Bunting  Park, 
39;>  U.S.  229.237  (1969). 

The  Department  of  Justice  points  to  several  differences  in  the  access  provi- 
sions of  the  Privacy  Act  as  opposed  to  the  FOIA  as  creating  a  "sea  of  uncertainty" 
and  evincing  an  intent  on  the  part  of  Congress  to  replace  the  FOIA  remedy  with 
the  Privacy  Act  remedy,  "a  self-contained  unit,  embodying  all  requirements  that 
Congress  intended,  from  definitions  to  provisions  of  judicial  review."  As  noted 
above,  it  is  difficult  to  argue  that  Congress  intended  such  a  drastic  remedial  modi- 
fication without  saying  a  word  about  it  and  on  the  same  day  it  overwhelmingly 
overrode  a  Presidential  veto  of  a  strengthened  version  of  the  very  act  it  is  now 
argued  was  modified.  Furthermore,  an  examination  of  the  "inconsistencies'*  dis- 
cussed in  the  Department's  letter  does  not  demonstrate  the  degree  of  irrecon- 
cilability and  "repugnancy"  necessary  on  which  to  base  a  conclusion  of  qualifica- 
tion or  repeal  by  implication.  See,  Sutherland,  supra  §  23.10:  Posadas-  v.  National 
City  Bank,  296  U.S.  497,  504  (1936)  :  Regional  Rail  Reorganization  Act  Cases. 
419  U.S.  102,  134. 

The  Department's  letter  mentions  three  provisions  of  the  Privacy  Act  which 
serve  to  limit  access  to  information  and  argues  that  such  limitations,  contained 
as  they  are  in  the  newer  statute,  preclude  alternative  use  of  the  older  FOIA. 
However,  exemptions  or  limitations  contained  in  later  remedial  statutes  do  not 
necessarily  evidence  an  intent  to  occupy  the  field  to  the  exclusion  of  earlier 
remedial  statutes  on  the  same  subject.  See.  Jones  v.  Mayer  Co..  39i_>  U.S.  409, 
416  (1968)  :5  Sullivan  v.  Little  Hunting  Pari:,  39(5  T7.S.  229  (1969).6  Furthermore; 


4  In  analyzing  egislative  history  which  is  relatively  more  illuminating  than  that  avail- 
able on  the  similar  question  in  the  context  of  the  Privacy  Act  and  the  FOIA,  the  Court 
concluded  : 

"In  sum.  we  cannot  find  that  the  legislative  history  supports  the  arguments  that  the 
Rail  Act  should  be  construed  to  withdraw  the  Tucker  Act  remedy.  The  most  than  can 
he  said  is  that  the  Rail  Act  is  ambiguous  on  the  question.  Iu  that  circumstance,  appli- 
cable canons  of  statutory  construction  require  us  to  conclude  that  the  Rail  Act  is  not 
to  be  read  to  withdraw  the  remedv  under  the  Tucker  Act."  419  U.S.   102  :   133. 

5  Title  VIII  of  the  Civil  Rights  Act  of  196S  did  not  affect  42  U.S.C.  §  1982,  despite  the 
fact  that  the  former  contains  exemptions  and  time  limits  not  contained  in  the  latter. 
The  Court  stated  : 

"At  oral  argument,  the  Attorney  General  expressed  the  view  that,  if  Congress  should 
enact  the  pending  bill.  §  19S2  would  not  be  affected  in  anv  way  but  "would  stand  inde- 
pendently." That  is.  of  course,  correct.  The  Civil  Rights  Act  of  1908  does  not  mention  42 
U.S.C.  §  1982.  and  we  cannot  assume  that  Congress  intended  to  effect  anv  change,  either 
substantive  or  procedural,  in  the  prior  statute."   392  U.S.  409.  416  n.  20.' 

Sep  also.  Fred  v.  Kokivokos,  347  F.  Supp.  942.    (E.D.   N.T.   1972). 

6  Civil   Rights   Act   of  1964   did   not   supersede  42   U.S.C.    §  1982.    The   court   in    7 
Shell  Oil  Company,  378  F.  Supp.  1042.  1047  (E.D.  Mich.  1<)741  elaborated  : 

"The  distinction  between  a  Title  VII  claim  and  a  claim  bottomed  on  the  Civil  Rights 
Act  of  1 866  is  significant.  A  claimant  under  the  latter  is  not  burdened  with  the  proce- 
dural prerequisites  of  Title  VII.  Although  the  kinds  of  discrimination  covered  bv  the  two 
statutes  overlap  to  some  extent,  the  courts  have  nevertheless  refused  to  hold  thai  the 
older  statute  was  preempted  by  Title  VIII.  The  remedies  they  create  are  indepndent 
and  unaffected  by  the  other's  existence.  .  .  .  Thus,  when  discrimination  of  the  type  cov- 
ered bv  both  statutes  is  involved,  relief  may  be  available  under  $  1981  et  seq.  which  is  not 
available  under  Title  VII  because  of  a  failure  to  exhaust  administrative  remedies- 
See  also,  Penn  v.  ScMesinger,  497  F.  2d  970  (5th  Cir.   1974  i. 
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administrative  Interpretations  of  two  of  the  three  provisions  result  in  no  Incom- 
patibility with  the  foia. 

For  Instance,  the  Department's  letter  notes  that  agencies  may  impose  Identity 
verification  requirements  on  individuals  seeking  access  to  their  records  under 
the  Privacy  Act.  5  D.S.C.  552a (f)(2).  There  Is  no  similar  requirement  under 
FOIA.  However,  o.MR  has  recommended  regarding  (f)(2)  verification  that  the 
•requirements  pertaining  to  verification  of  Identity  contained  in  subsection  (f)(1) 
I  notification  of  an  individual  that  a  record  pertaining  to  him  exists],  above,  should 
also  he  noted."  OMB  Guidelines  28967.  Subsection  (f)  (l)  verification  proeedures 

••may  only  he  imposed  when  the  fact  of  the  existence  <>t"  a  record  would  not  be 
required  to  he  disclosed  under  the  Freedom  of  Information  Act  (5  U.S.C.  552)." 
<  >MB  Guidelines  28967  ;  see  OMB  Guidelines  28964. 

Thus,  an  effort  is  made  to  mesh  the  two  acts.  Furthermore,  as  a  practical 
matter,  verification  procedures  are  likely  to  he  employed  in  FOIA  requests  for 
such  individually  identifiable  records.  The  disclosure  of  a  record  to  someone  other 
than  the  subject  of  that  record  may  "constitute  a  clearly  unwarranted  invasion 
of  personal  privacy"  (5  U.S.C.  552(1))  (6),  while  disclosure  to  the  individual 
himself  mav  not.  Thus,  some  verification  procedure  is  necessary  to  determine  the 
applicability  of  the  FOIA  exemption.  See  also,  5  U.S.C.  552(b)  (7)  (C).7 

The  Department's  letter  also  points  to  the  supposed  conflict  between  the  FOIA 
and  subsection  (f )  (3)  of  the  Privacy  Act  which,  in  its  view,  "permits  an  agency 
to  restrict  certain  disclosures  to  the  requesting  subject's  physician  rather  than 
making  them  to  the  subject  himself."  8  OMB  does  not  seem  to  take  such  an 
either/or  position  nor  do  the  terms  of  the  Act  reflect  such  a  position.  Subsection 
(f)  (3)  does  permit  special  procedures  "if  deemed  necessary",  but  these  special 
procedures  are  for  "the  disclosure  to  an  individual  of  medical  records."  (Em- 
phasis supplied ) .  The  OMB  Guidelines  similarly  provide  : 

"As  written,  the  Act  provides  that  individuals  have  an  unqualified  right  of 
access  to  records  pertaining  to  them  (with  certain  exceptions  specified  in  sub- 
sections (j)  and  (k),  below,  but  that  the  process  by  which  individuals  are 
granted  access  to  medical  records  may,  at  the  discretion  of  the  agency,  be  modified 
to  prevent  harm  to  the  individual."  OMB  Guidelines  2S967  (Emphasis  added). 

Finally,  the  Department  views  subsection  (d)  (5)  as  a  limitation  making  alter- 
native application  of  the  Privacy  Act  and  the  FOIA  impossible.  Subsection  (d) 
(5)  provides  that  "nothing  in  this  section  shall  allow  an  individual  access  to  any 
information  compiled  in  reasonable  anticipation  of  a  civil  action  or  proceeding." 
5  O.S.C.  552a  (d)  (5).  The  Department  concludes  (apparently  with  regard  to  this 
subsection  and  the  others  discussed  above)  that  "it  is  entirely  implausible  that 
such  substantial  protections  as  these  were  intended  only  to  apply  to  the  incre- 
mental access  which  the  Privacy  Act  provides  beyond  that  of  the  FOI  Act — so 
that  they  could  be  entirely  avoided  if  the  FOI  Act  alone  were  the  basis  of  the 
request."  * 

Initially,  it  might  be  said  that  entirely  avoiding  the  restrictions  of  (d)  (5)  by 
means  of  the  FOIA  may  be  difficult  in  many,  if  not  most,  situations  as  exemp- 
tion 7  of  the  FOIA  may  well  apply  to  such  records.  Secondly,  the  OMB  Guidelines 
interpret  subsection  (d)(5)  within  the  framework  of  the  FOIA  : 

"This  provision  is  not  intended  to  preclude  access  by  an  individual  to  records 
which  are  available  to  that  individual  under  other  procedures  (e.g.  pretrial 
discovery).  It  is  intended  to  preclude  establishing  by  this  Act  a  basis  for  access 
to  material  being  prepared  for  use  in  litigation  other  than  that  established  under 
other  processes  such  as  the  Freedom  of  Information  Act  or  the  rules  of  civil 
procedure."  OMB  Guideline  28960. 


~  In  discussing  this  portion  of  exemption  7  of  the.  FOIA  in  the  Conference  Report  on 
the  1074  amendments,  it  was  stated  that  the  conferees  "wish  to  make  clear  that  dis- 
elosure  of  information  ahout  a  person  to  that  person  does  not  constitute  an  invasion  of 
his  privacy."  Rome  identity  verification  procedures  would  seem  to  be  necessary  in  order 
to  determine  the  applicability  of  this  exemption.  The  Attorney  General  also  states  that 
"when  information  otherwise  exempt  under  clause  (c)  is  souerht  by  a  requester  claiming 
to  be  the  subject  of  the  information,  the  agency  may  require  appropriate  verification  of 
identity."  Attorney  Genernl's  Memorandum  on  the  1974  Amendments  to  the  Freedom 
of  Information  Act  10  (1975). 

"  T-awton  letter,  page  3. 

•  Id. 
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Thus,  subsection  (d)  (5)  would  seem  to  leave  the  FOIA  unimpaired. 

Other  procedural  variations  between  the  two  Acts  are  noted  by  the  Depart- 
ment in  arguing  that  the  Privacy  Act  and  the  FOIA  are  incapable  of  concurrent 
application.  The  Privacy  Act  prescribes  no  time  limits  on  the  agency  decision  to 
grant  or  deny  access  to  records  unlike  the  FOIA  which  sets  limits.  Neither  does 
it  require  an  administrative  appeal  of  the  denial  of  access  to  records.  A  two-year 
statmte  of  limitations  is  applicable  to  civil  relief  under  the  Privacy  Act.  The 
FOIA  has  no  specific  statute  of  limitations  provision. 

Regarding  the  time  limits,  OMB  has  recommended  that  agencies  reply  to  a 
request  for  access  within  10  days,  the  same  as  under  FOIA,  OMB  Guidelines 
28957.  Furthermore,  the  fact  that  the  Privacy  Act  dispenses  with  the  necessity 
of  administrative  appeal  and  has  no  set  exhaustion  of  remedies  schedule  as  in 
the  FOIA  does  not  preclude  harmonizing  the  two  Acts.  As  the  Department's  letter 
recognizes,  "[t]here  would  be  no  difficulty  in  harmonizing  application  of  the  two 
Acts  to  the  same  request  if  the  effect  of  the  Privacy  Act  were  merely  to  expand 
access  which  the  FOI  Act  already  provides.  Then  one  might  reasonably  assert 
that  a  requester  was  free  to  proceed  under  the  older  legislation — but  could  obtain 
still  more  by  proceeding  under  the  newer."  10 

An  alternative  interpretation — and  a  means  to  harmonize  the  two  Acts — would 
be  to  impose  the  FOIA  procedural  requirements  (time  limits,  appeal  rights)  on 
requests  for  records  in  a  system  of  records.  Congressional  silence  could  mean 
that  it  intended  such  limits  to  apply.  Access  is  not  a  new  remedy  provided  by  the 
Privacy  Act  and  the  machinery  of  the  FOIA,  in  terms  of  administrative  handling 
of  requests,  is  already  in  existence.  On  the  other  hand,  Congress  did  feel  it  neces- 
sary to  prescribe  time  limits  in  the  newer  legislation  when  it  provided  for  a  new 
remedy,  namely,  the  correction  of  individual  records.  5  U.S.C.  552a (d)  (2).  A 
request  for  one's  record  contained  in  a  system  of  records  comes  within  the  terms 
of  the  FOIA  u  and  nothing  in  the  Privacy  Act  explicitly  prohibits  application  of 
the  general  terms  of  the  FOIA. 

It  would  seem  that  the  procedural  variations  between  the  Privacy  Act  and 
the  FOIA  do  not  pose  insurmountable  barriers  to  a  harmonizing  interpretation 
and  application  of  the  two  acts.  They  certainly  do  not  point  to  a  complete  super- 
sedure  by  the  Privacy  Act  of  the  FOIA  with  respect  to  individuals'  requests  for 
their  own  records  contained  in  a  system  of  records.  An  examination  of  the  sub- 
stantive provisions  of  the  Act — particularly  the  operation  of  the  Privacy  Act's 
exemptions  in  relation  to  FOIA  requests  for  similar  records — demonstrates  the 
absurd  consequences  of  viewing  the  Privacy  Act  as  the  exclusive  means  of  gain- 
ing access  to  one's  own  records. 

Sections  (j)  and  (k)  of  the  Privacy  Act  permit  agencies  to  exempt  certain 
systems  of  records  from  various  provisions  of  the  Act,  including  (d)(1),  the 
access  provision.  The  general  exemptions  in  section  (j)  allow  institutional 
exemptions  for  files  maintained  by  the  CIA  and  law  enforcement  agencies.  The 
section  (k)  specific  exemptions  relate  to  the  substance  of  the  records  and  include 
records  subject  to  (b)(1)  of  the  FOIA  (classified  national  security  matters), 
investigatory  records,  records  maintained  in  connection  with  protection  of  the 
President,  purely  statistical  records,  and  records  relating  to  qualification,  testing, 
promotion,  appointment  for  various  forms  of  federal  service. 

The  exemptions  do  not  apply  to  section  (b)  of  the  Privacy  Act,  which  outlines 
conditions  of  disclosure  to  third  parties  of  an  individual's  records.  Section  (b) 
prohibits  such  disclosure  without  prior  request  or  consent  of  the  individual 
unless  disclosure  would  be  "required  under  section  552  of  this  title  [FOIA]." 
5  U.S.C.  552a (b)  (2).  Thus,  a  third  party  could  gain  access  to  an  individual's 
record  contained  in  a  system  of  records  if  none  of  the  exemptions  of  the  FOIA 

10  Lawton  letter,  pace  2. 

11  5  U.S.C.  552(a)  (3)  provides  : 

"Except  with  respect  to  the  records  made  available  under  paragraphs  (1)  and  (2)  of 
this  subsection,  each  agency,  upon  any  request  for  records  which  (A)  reasonably  de- 
scribes such  records  and  (B)  is  made  in  accordance  with  published  rules  stating  the 'time, 
place,  fees  (if  any),  and  procedures  to  be  followed,  shall  make  the  records  promptly 
available  to  any  person." 

The  FOIA  speaks  in  terms  of  "any  request"  for  records,  not  just  requests  for  records 
pursuant  to  this  section. 
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applied  I"  the  records.1-  The  anomaly  Of  greater  third-party  act'ss  to  an  indi- 
vidual's tilt*  than  the  individual  himself  could  thus  result  if  the  Privacy  Act 
exemptions  are  broader  than  the  F<  >I A  exemptions  and  the  Privacy  Act  is  deemed 
the  exclusive  vehicle  for  individual  access  to  his  own  records. 

For  example,  assuming  the  Justice  Department's  position  that  the  Privacy  A<  t 
is  exclusive,  records  maintained  by  the  CIA.  regardless  «»f  their  content,  may 
be  exempt  from  the  access  provision  of  the  Privacy  Act.  5  U.S.C.  552a ( J)  (1). 
However,  if  the  substance  of  the  records  does  not  entitle  them  to  come  under  any 
of  the  nine  exemptions  of  the  FOIA,  a  third  party  would  have  access  to  the 
records  pursuant  to  the  FOIA  and  section    (b)(2)   of  the  Privacy  Act.13 

The  breadth  of  some  of  the  specific  exemptions  might  also  contribute  to  the 
anomaly  described  above.  For  example,  records  ••maintained  and  used  solely  as 
statistical  records"  could  be  denied  the  individual  (5  U.S.O.  55a (k)  (3)),  but 
be  available  to  third  parties  under  the  FOIA.  assuming  no  FOIA  exemption 
applied.  Similarly  with  records  "maintained  in  connection  with  providing  pro- 
tective services  to  the  President  of  the  United  States  or  other  individuals ".  a 
broad  exemption  not  keyed  to  the  specific  content  of  a  record.  5  U.S.C.  552a  I  k  i 
(4).  Exemption  2  of  the  specific  Privacy  Act  exemptions  covers  "investigatory 
material  compiled  for  law  enforcement  puri>oses".  a  much  broader  exemption 
than  the  comparable  law  enforcement  exemption  of  the  FOIA.1*  Since  exemption 
7  is  a  frequently  invoked  exemption  in  FOIA  cases,  it  is  likely-  that  the  third 
party  versus  individual  access  question  may  arise  in  this  context. 

The  difference  between  third-party  and  individual  access  as  a  result  of  the 
Justice  Department's  interpretation  of  the  exclusivity  of  remedies  also  points 
to  the  ease  which  the  limitations  resultant  from  exclusivity  may  be  circum- 
vented. If  an  individual  is  denied  access  to  records  which  would  be  available 
under  the  FOIA.  all  he  need  do,  assuming  he  is  precluded  from  pursuing  an 
FOIA  remedy  himself,  is  to  ask  a  friend  to  request  them  for  him.  The  records 
would  have  to  l>e  disclosed  pursuant  to  section  (b)  of  the  Privacy  Act,  either 
because  the  individual  has  submitted  a  written  request  that  they  be  disclosed 
to  the  third  party  or  because  they  are  required  to  be  disclosed  under  section 
r>r>i>  |  FOIA).  5  U.S.C.  552a (b)  (2). 

The  absurdity  of  the  above  results— greater  third-party  access  and  the  promo- 
tion of  circumvention — probably  argues  more  persuasively  against  the  exclusivity 
argument  of  the  Justice  Department  than  an  effort  to  reconcile  the  minutiae 
of  differing  procedural  requirements.  Statutes  will  not  be  interpreted  to  reach 
absurd  results.15  Since  there  is  no  provision  prohibiting  recourse  to  the  FOIA 
remedy  nor  legislative  history  indicating  that  the  FOIA  remedy  has  been  siq>er- 
seded.  the  Privacy  Act  remedy  should  not  be  construed  in  a  manner  which  will 
result  in  the  anomalies  described  above. 


12O110  of  the  exemptions.  (bW6).  of  the  FOIA  permits  the  withholding  of  "personnel 
and  medical  files  and  similar  files  the  dislosure  of  which  would  constitute  a  clearly  un- 
warranted invasion  of  personal  privacy/'  5  U.S.C.  552(b)  (6). 

The  compromise  final  version  of  the  Privacy  Act  rejected  a  provision  of  the  House  hill 
which  would  have  made  disclosure  of  all  individually  identifiable  information  in  govern- 
ment files  a  "dearly  unwarranted  invasion  of  personal  privacy"  and  thus  exempt  from  dis- 
closure under  FOIA.  See.  120  Con?.  Rec.  S21S17  (daily  ed..  Dec.  17.  1974).  Thus,  it  is  pos- 
sible that  some  individually  identifiable  records  would  not  be  exempt  under  the  standards 
of  5  F  S.C.  552(b)(6)  and  thus  required  to  be  disclosed  (assuming  other  FOIA  exemp- 
tions were  not  applicable)   to  third  parties  under   (b)(2)   of  the  Privacy  Act. 

In  addition,  it  would  not  seem  that  the  Privacy  Act  is  a  statute  under  the  terms  of 
exemption  ".  of  the  FOIA  which  permits  withholding  of  matters  "specifically  exempted 
from  disclosure  by  statute."  5  U.S.C.  552(b)(3).  The  exemptions  in  the  Privacy  Act  are 
permissive  and  an  asency  is  not  required  to  withhold  records  within  the  purview  of  the 
exemptions.  See  OMB  Guidelines  28971.  Thus,  any  exemptions  from  disclosure  under  the 
Privaev  Act  is  "the  creature  of  the  administrator  and  does  not  fall  within  the  meaning 
of  the' words  'specifically  exempted  ...  by  statute.'"  People  of  State  of  California  v. 
Weinberger.  505  F.  2d  767  (9th  Cir.  1974)  ;  see,  FAA  Administrator  v.  Robertson,  45  L. 
Fd.  2d  164  (1975). 

1:5  It  is  likelv  that  agencies  will  not  exempt  records  from  the  terms  of  the  Privacy  Act 
If  trey  would  be  available  under  FOIA,  according  to  an  OMB  official  connected  with  the 
drafting  of  the  guidelines. 

u  Access  to  such  investigatory  records  Is  expanded  if  "any  individual  is  denied  any 
right,  privilege,  or  benefit  that  he  would  otherwise  be  entitled  by  Federal  law.  or  for 
which  he  would  otherwise  be  eligible,  as  a  result  of  the  maintenance  of  such  mate- 
rial .   .   ."•  5  U.S.C.  552a  (k)  (2). 

\ii  Mich  showing  of  iniurv  is  reonired  for  access  under  the  FOIA. 

15  See.  73  Am.  .Tur.  2d  Statutes,  §  265. 


1187 

CONCLUSION 

There  is  nothing  in  the  terms  of  the  Privacy  Act  or  its  legislative  history 
which  indicates  that  the  Privacy  Act  is  the  exclusive  means  by  which  an  indi- 
vidual can  gain  access  to  his  own  records  contained  in  a  system  of  records.  Many 
of  the  so-called  "inconsistencies"  listed  in  the  Justice  Department's  letter  have 
been  reconciled  with  the  FOIA  in  the  OMB  guidelines  issued  pursuant  to  the 
Privacy  Act.  Furthermore,  they  do  not  seem  to  constitute  the  clear  repugnancies 
which  are  necessary  before  a  court  will  hold  that  one  statute  has  implicitly 
repealed  or  superseded  another. 

The  primary  purpose  of  the  Privacy  Act  is  the  protection  of  individual  privacy 
by  controlling  the  collection,  management,  and  dissemination  of  individually 
identifiable  records.  Access  to  such  records  by  the  individual  is  one  method  by 
which  control  is  achieved  and  is  a  necessary  adjunct  to  the  accurate  maintenance 
of  records.  It  flies  in  the  face  of  the  whole  legislative  effort  in  this  area  to 
construe  the  Privacy  Act  as  a  backhanded  method  to  limit  individual  access  to 
records  while  at  the  same  time  preserving  potentially  greater  access  rights  to 
third  parties. 

Richard  Ehlke, 
Legislative  Attorney, 

Exhibit  4 

Office  of  the   Deputy   Attorney   General, 

Washington,  D.C.,  October  1,  1975. 
Hon.  Edward  M.  Kennedy, 
U.S.  Senate,  Washington,  D.C. 

Dear  Senator  Kennedy  :  I  recently  received  a  copy  of  your  letter  to  Attorney 
General  Levi  expressing  your  concern  about  Deputy  Assistant  Attorney  General 
Lawton's  letter  and  the  Justice  Department's  interpretation  of  the  Privacy  Act 
as  ostensibly  expressed  in  her  letter. 

Some  weeks  before  I  saw  your  letter,  I  and  others  here  had  concerns  sub- 
stantially similar  to  yours.  Hence  we  discussed  and  drafted  an  additional  pro- 
vision to  be  added  to  our  Privacy  Act  regulations.  We  think  this  provision,  a 
copy  of  which  is  enclosed,  serves  to  meet  what  you  suggest. 

That  is  not  to  say,  however,  that  this  provision  wTill  resolve  all  of  the  difficult 
procedural  issues  posed  by  the  various  sections  of  the  two  Acts.  For  that  reason, 
I  welcome  your  suggestion  for  a  cooperative  effort  and  have  so  notified  my 
principal  advisors.  The  Chief  Counsel  of  your  Subcommittee  will  be  contacted 
shortly  in  this  regard. 
Sincerely, 

Harold  R.  Tyler,  Jr., 
Deputy  Attorney  General. 

Section  16.57.  Relationship  of  Privacy  Act  and  the  Freedom  of  Information 

Act 

(a)  Issuance  of  this  section  and  actions  considered  or  taken  pursuant  hereto 
are  not  to  be  deemed  a  waiver  of  the  Government's  position  that  the  materials 
in  question  are  subject  to  all  of  the  exemptions  contained  in  the  Privacy  Act.  By 
providing  for  exemptions  in  the  Act,  Congress  conferred  upon  each  agency  the 
option,  at  the  discretion  of  the  agency,  to  grant  or  deny  access  to  exempt  materials 
unless  prohibited  from  doing  so  by  any  other  provision  of  law.  Releases  of  rec- 
ords under  this  section,  beyond  those  mandated  by  the  Privacy  Act,  are  at  the 
sole  discretion  of  the  Deputy  Attorney  General  and  of  those  persons  to  whom 
authority  hereunder  may  be  delegated.  Authority  to  effect  such  discretionary 
releases  of  records  and  to  deny  requests  for  those  records  as  an  initial  matter  is 
hereby  delegated  to  the  appropriate  system  managers  as  per  the  Notices  of  Sys- 
tems of  Records  published  in  40  Federal  Register  167,  pages  38703-38801  (August 
27,  1975). 

'(b)  Any  request  by  an  individual  for  information  pertaining  to  himself  shall 
be  processed  solely  pursuant  to  Subpart  D  of  these  regulations.  To  the  extent 
that  the  individual  seeks  access  to  records  from  systems  of  records  which  have 
been  exempted  from  the  Provisions  of  the  Privacy  Act,  the  individual  shall  re- 
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reive,  in  addition  to  access  to  those  records  he  is  entitled  to  receive  under  the  Pri- 
vacy Act  and  as  a  matter  of  discretion  as  set  forth  in  subsection  (a),  access  to 
all  records  within  the  scope  of  his  request  to  which  he  would  have  been  entitled 
under  the  Freedom  of  Information  Act.  5  U.S.C.  552,  but  for  the  enactment  <>f 
the  Privacy  Act  and  the  exemption  of  the  pertinent  systems  of  records  pursu- 
ant thereto.  Only  those  fees  set  forth  in  section  16.46  of  this  Title  may  be  charged 
a  requester  as  to  any  records  to  Which  access  is  granted  pursuant  to  the  pro- 
visions of  the  subsection. 

(c)  When  an  individual  requests  access  to  records  pertaining  to  criminal, 
national  security  or  civil  investigative  activities  of  the  Federal  Bureau  of  In- 
vestigation Which  are  contained  in  systems  of  records  exempted  under  provi- 
sions of  the  Privacy  Act.  such  requests  shall  be  processed  as  follows: 

i  i  i  Where  the  investigative  activities  involved  hero  have  been  reported  to  F.B.I. 
Headquarters,  records  maintained  in  the  PJB.I.'s  Central  filed  will  be  processed: 
and 

(2)  Where  the  investigative  activities  involved  have  not  been  reported  to 
F.B.T.  Headquarters,  records  maintained  in  files  of  the  Field  Office  identified  by 
the  requester  will  be  processed. 
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[From  Federal  Bar  Journal   (Vol.  34;  279),  Spring  1975] 

The  Privacy  Act  of  1974 — Exceptions  and  Exemptions 

(By  James  H.  Davidson)1 

The  Privacy  Act  of  1974  reflects  a  Congressional  effort  to  establish  a  "Code 
of  Fair  Information  Practices"  which  applies  to  each  agency  of  the  Federal 
Government.  That  code  mandates  that  the  public  as  well  as  individual  record 
subjects  will  play  an  important  role  in  future  personal  information  practices. 

Without  exception,  agencies  must  make  public  a  description  of  each  system 
of  records  which  they  maintain  about  individuals.  Beyond  this  requirement, 
however,  there  are  few  provisions  of  the  Act  which  are  not  subject  to  some 
exceptions. 

There  are  rules  for  the  transfer  of  personal  information  between  or  outside 
Federal  agencies,  including  a  requirement  that  material  transferred  to  someone 
other  than  a  Federal  agency  must  be  checked  for  accuracy,  relevance,  timeliness 
and  completeness.  That  does  not  apply,  however,  in  the  case  of  a  transfer  under 
the  Freedom  of  Information  Act.2 

Other  provisions  of  the  Act  grant  individuals  the  right  of  access  and  challenge 
to  information  about  them  in  Federal  files.  This  too  is  limited  by  more  detailed 
exemptions  for  certain  kinds  of  information  such  as  that  pertaining  to  national 
security,  law  enforcement  and  information  obtained  from  "confidential  sources." 

It  is  important  to  understand  the  operation  of  these  exceptions  and  exemp- 
tions and  the  Congressional  intent  behind  them  in  order  to  deal  with  the  Act 
as  a  whole. 

The  forces  seeking  greater  disclosure  of  government  operations  and  informa- 
tion often  are  found  in  opposition  to  forces  seeking  protection  of  individual 
privacy.  Some  of  the  leading  cases  interpreting  the  Freedom  of  Information  Act 
deal  with  the  kinds  of  information  about  individual  citizens  which  can  be  re- 
leased without  invading  their  privacy. 

In  hearings  on  the  Privacy  Act,  former  HEW  Secretary  Elliot  L.  Richardson, 
who  commissioned  the  study  sponsored  by  that  Department  entitled  "Records. 
Computers  and  the  Rights  of  Citizens,"  outlined  the  elements  of  this  conflict: 

"Public  policy  about  the  management  of  information  must  embrace  three 
policy  objectives,"  freedom  of  expression;  personal  privacy;  and  the  public's 
right  to  know.  In  a  free  society  these  three  objectives  are  always,  in  contention, 
and  the  challenge  to  public  policy  is  to  strike  a  proper  balance  among  them. 
No  public  policy  on  the  management  of  recorded  information  about  people  can 
be  formulated  that  will  accommodate  all  three  of  these  objectives  if  the  right  of 
personal  privacy  is  understood  as  the  right  to  be  let  alone.  Freedom  of  expression 
and  the  public's  right  to  know  require  trafficking  in  information  in  ways  that 
impact  on  people.  The  issues  that  arise  in  achieving  these  objectives  relate  to 
how  i>eople  will  be  affected — not  whether  they  will  be  affected.  Records  about 
people  are  made  to  mediate  and  reflect  actions  affecting  them." s 

By  an  accident  of  scheduling,  the  override  of  the  President's  veto  of  the  1974 
Amendments  to  the  Freedom  of  Information  Act  and  the  Privacy  Act  were 
debated  on  the  same  days, in  the  House  and  Senate.  In  many  instances,  Senators, 
Congressmen,  and  the  staff  involved  in  one,  played  important  roles  in  the  adop- 
tion of  the  other.  It  was  not  without  considerable  deliberation,  therefore,  that 
the  mechanism  in  section  b(2)  of  the  Act  was  chosen  to  allow  present  case  law 
to  control  in  the  balance  between  requests  for  public  disclosure  of  information 
held  by  the  government  and  the  need  to  protect  the  privacy  of  individual  citizens. 


1  Counsel.  Senate  Government  Operations  Subcommittee  on  Intergovernmental  Relations. 

2  Public  Law  93-579,  Section  e(6). 

3  Hearings,  Ad  Hoc  Subcommittee  on  Privacy  and  Information  Systems  of  tbe  Committee 
on  Government  Operations  and  the  Subcommittee  on  Constitutional  Rights,  Committee 
on  the  Judiciary,  United  States  Senate,  93d  Cong.,  2d  sess.  Part  I   (1974). 

(1191) 
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Section  b(2)  states  that:  "No  agency  shall  disclose  any  record  which  Is  con- 
tained in  a  Bystem  of  records  hy  any  means  of  communication  to  any  person,  or 
te  another  agency,  except  pursuant  t<>  a  written  request  hy,  or  with  the  prior 
consent  of  the  individual  to  whom  the  record  pertains  unless  disclosure  of  the 
record  would  he  required  under  section  652  <>f  this  tit  le."  * 

In  other  words,  if  information  about  an  individual  would  he  released  under 
an  FOI  Act  request,  it  could  he  released  under  IhL'i  of  the  Privacy  Act.  The 
standard  for  release  under  the  FOI  Act  is  in  Section  b(6)  which  i>erinits  the 
withholding  of  Informtaion  the  release  Of  which  would  constitute  a  "clearly 
unwarranted  invasion  of  personal  privacy.'"  5 

Under  that  test  the  courts  have  granted  to  law  professors  the  lists  of  labor 
union  members  for  a  study  of  union  voting.'  In  another  case,  a  court  of  appeals 
ordered  a  U.S.  District  Judge  to  grant  a  law  student  cacess  to  those  portions  of 
Air  Force  Academy  honor  code  proceedings  which  the  District  Judge  reviewed 
and  determined  would  not  identify  the  subjects.7  In  yet  another,  a  company 
producing  wine-making  kits  was  denied  the  right  to  see  IRS  lists  of  persons 
allowed  to  make  wine  without  paying  a  tax.8 

Finally,  a  plaintiff  pursuing  a  class  action  against  an  airline  sought  in  a  sepa- 
rate FOI  suit  the  names  and  addresses  from  customs  declarations  of  all  pas- 
sengers of  that  airline  who  had  flown  for  several  months  to  one  area  of  the 
world.  In  denying  that  request  last  July,  the  District  Court  for  the  District  of 
Columbia  seemed  to  equate  a  "substantial"  invasion  of  privacy  with  the  statutory 
standard  of  a  "clearly  unwarranted  invasion"  and  also  asserted  that  the  fact 
the  information  was  possible  to  obtain  in  other  forms  would  support  the  with- 
holding in  that  case.9 

Only  four  months  earlier  a  U.S.  District  Court  in  Florida  ordered  disclosure  of 
similar  forms,  holding  that  to  fall  within  the  exemption  they  "must  have  the 
same  characteristics  of  confidentiality  that  ordinarily  attach  to  information  in 
medical  or  personnel  files  ;  that  is  to  such  extent  as  they  contain  "intimate  details 
of  a  highly  personal  nature  ;  they  are  within  the  full  umbrella  of  the  exception."  10 
TVhile  the  case  law  has  not  been  consistent  in  all  instances,  it  suggests  that  de- 
cisions on  what  information  to  release  and  what  to  withhold  should  be  determined 
on  a  case-by  -case  basis.  In  adopting  the  Privacy  Act,  Congress  set  ont  broad 
guidelines  for  the  handling  of  information  about  individuals  by  Federal  agencies. 
Legislation  prohibiting  the  disclosure  of  specific  types  of  information  should  be 
approached  on  a  subject-by -subject  basis  after  more  experience  is  gained  in  the 
implementation  of  this  new  law. 

Until  more  precise  limitations  can  be  fashioned  for  certain  categories  of  in- 
formation, Congress  endorsed  the  protection  accorded  personal  information  by 
the  courts  under  section  b(6)  of  the  Freedom  of  Information  Act 

That  section  is  unique  among  the  categories  of  exempted  material  under  the 
FOI  Act  It  is  the  only  exemption  for  which  the  Congress  specifically  called  for 
a  balancing  of  interests — that  of  public  disclosure  on  the  one  hand,  and  the  pri- 
vacy of  the  individual  on  the  other. 

The  Senate  report  on  the  1966  FOI  Act  states :  "The  phrase  'clearly  unwar- 
ranted invasion  of  personal  privacy'  enunciates  a  policy  that  will  involve  a 
balancing  of  interests  between  the  protection  of  an  individual's  private  affairs 
from  unnecessary  public  scrutiny,  and  the  preservation  of  the  public's  right  to 
governmental  information.  The  application  of  this  policy  should  lend  itself 
particularly  to  those  Governmental  agencies  where  persons  are  required  to  sub- 
mit vast  amounts  of  personal  data  usually  for  limited  purposes.  .  .  ." u 

While  the  legislative  history  speaks  of  a  balance  between  the  protection  of 
an  individual's  private  affairs  and  the  preservation  of  the  public  right  to  govern- 
mental information,  the  cases  have  varied  in  their  definition  of  the  public 
interest 

In  Gctman,  the  Court  of  Appeals  for  the  District  of  Columbia  said  that  the 
requirement  to  balance  interests  under  b(6)   was  in  unavoidable  conflict  with 


*  Public  Law  93-579,  Section  b(2). 
■U.S.C.  552  (b)   (6). 

*  Getman  v.  National  Labor  Relation*  Board.  450  F.2d  670  (D.C.  dr.  1971). 

7  Roue  v.  Department  of  the  Air  Force,  495  F.2d  261  (2d  Cir.  1974). 

8  Wine  Hobby  U.S.A.,  Inc.  v.  United  States  Internal  Revenue  Service,  502  F.2d  133  (3d 
Cir.   1974). 

*  Ditlow  v.  Shultz,  379  F.  Snpp.  326  (D.D.C.  1974). 
™Levine  v.  United  States.  42  LW  2526  (S.D.  Fla.  1974). 
11  Senate  Report  No.  248,  90th  Cong.,  1st  sess.  9  (1967). 
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the  purpose  of  the  1967  Freedom  of  Information  Act  to  limit  agency  discretion 
not  to  disclose  by  abandoning  the  former  ground  rule  that  a  person  requesting 
information  show  he  was  "properly  and  directly  concerned."  u 

The  Court  made  it  plain  that  its  ruling  for  the  law  professors  should  not  be 
understood  automatically  to  compel  the  Board  in  the  future  to  give  out  Excelsior 
lists  to  all  other  applicants,  and  for  other  elections.  "A  request  by  less  well 
qualified  applicants,  or  applicants  with  a  less  carefully  designed  or  more  dis- 
ruptive study  would  require  a  new  balancing  and  might  be  found  to  involve  a 
'clearly  unwarranted  invasion  of  personal  privacy'  which  would  justify  non- 
disclosure." 13 

Similar  reasoning  was  adopted  by  the  Third  Circuit  last  year  when  it  denied 
a  request  by  Wine  Hobby  USA,  Inc.  for  the  names  and  addresses  of  taxpayers 
granted  exemptions  to  produce  home-made  wine,  asserting : 

"Wine  Hobby  advanced  no  direct  or  indirect  public  interest  purpose  in  dis- 
closure of  these  lists  and  indeed,  we  can  conceive  of  none.  The  disclosure  of 
names  of  potential  customers  for  commercial  business  is  wholly  unrelated  to 
the  purposes  behind  the  Freedom  of  Information  Act  and  was  never  contem- 
plated by  Congress  in  enacting  the  act."  u 

In  Wine  Hobby,  the  Third  Circuit  also  specifically  chose  to  ignore  the  reason- 
ing of  the  Fourth  Circuit  in  a  1973  decision,  Robles  v.  EPA,  granting  access  to 
the  names  and  addresses  of  homeowners  whose  property  had  been  built  on 
radioactive  landfill.  In  Robles  the  Court  said  that  since  the  1967  Act,  the  public 
interest  and  not  the  interest  of  the  requestor  was  controlling.15 

I  believe  that  Gctman  and  Wine  Hobby  do  not  carry  forward  the  intent  ex- 
pressed in  the  1967  FOI  Act  and  refirmed  by  the  1974  Amendments,  that  it  is 
the  public  interest  and  not  the  interest  of  the  requestor  which  should  be 
decisive  in  granting  a  request.  Both  of  these  cases  could  have  been  decided 
within  that  principle  and  still  have  protected  the  names  of  the  individual 
citizens  involved. 

Robles  is  important  for  another  element  of  the  decision — the  decision  to  release 
the  names  and  addresses  rested  in  part  on  the  fact  that  these  names  also  were 
available  by  arrangement  with  the  Colorado  Department  of  Health,  although 
the  degree  of  availability  is  not  clear  from  the  decision. 

As  with  any  law  of  this  breadth,  there  must  be  a  procedure  for  the  protection 
of  information  which  is  sensitive  to  the  national  security,  to  the  operation  of 
law  enforcement  agencies  or  for  other  limited  reasons. 

Section  (j)  permits  the  head  of  a  federal  agency  to  use  informal  rulemaking 
procedures  under  the  Administrative  Procedures  Act  to  exempt  those  systems 
of  records  which  are  maintained  by  the  CIA  or  for  criminal  law  enforcement. 
In  so  doing,  the  agency  head  must  include  the  reasons  for  the  exemption  from 
any  provision  of  the  Act. 

The  exemptions  permitted  under  section  (j)  and  those  under  section  (k) 
are  framed  in  general  terms.  The  categories  could  not  be  drafted  with  the  kind 
of  precision  that  would  assure  their  most  limited  applications.  By  requiring 
open  rule  making  with  the  receipt  of  comments  and  an  agency  statement  explain- 
ing the  exception  for  certain  categories  of  records,  the  Congress  was  trying  to 
avoid  creation  of  a  loophole  which  would  permit  entire  agencies  to  avoid 
compliance  with  the  Act. 

There  still  is  no  exemption  permitted  by  agencies  from  sections  of  the  Act 
which  prescribe  the  conditions  for  disclosure  or  exchange  of  information,  which 
require  accounting  for  such  disclosures  and  the  establishment  of  administrative 
rules  and  safeguards  for  personal  information,  which  restrict  the  keeping  of 
records  on  first  amendment,  activities  or  which  require  an  annual  public  notice 
listing  all  systems  of  records  maintained  by  the  agency,  among  others. 

This  is  not  an  invitation  to  an  agency  to  announce  a  carte  blanche  exemption 
for  other  portions  of  every  record  in  its  files.  Rather  they  are  urged  to  continue 
present  policies  of  disclosure  of  records  to  their  subjects  and  to  expand  those 
policies  where  possible. 

These  exemptions  follow  closely  the  House  version  of  the  bill.  The  Senate 
bill  would  have  permitted  exemptions  only  for  certain  law  enforcement  investi- 
gative and  intelligence  files.   The  broader  exemption  for  systems   of  records 

«  Otman  at  677,  n.24. 

w  Irt. 

«  Win*  Hobhv  USA,  Inc.  v.  IRS.  at  1  27. 

^Robles  v.  Environmental  Protection  Agency.  484  F.2d  843   (4th  Cir.  1973). 
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maintained  by  any  agency  or  component  whose  principal  function  pertains  to 
criminal  law  enforcement  \\;i^  accepted  In  deference  to  still  active  efforts  In  both 
the  House  and  Senate  to  pass  criminal  justice  Information  tegislationn.1- 

Tin"  CIA  exemption  was  broadened  from  a  protection  in  the  Senate  hill  nf 
national    defense    and    foreign    policy    material    only    after    an    agreement    was 

reached  to  pursue  further  the  appropriate  type  of  exemption  for  the  protection 
of  Intelligence  sources  and  methods. 

Agency    heads   may    apply    for   more   narrow   exemptions   from    the   act    under 
section    ik)    where  a   system  of  records  falls  within  one  of  the  following  seven 
categories : 

Material  which  may  he  withheld  for  national  defense  and  foreign  policy 
reasons  under  the  first  exemption  of  the  Freedom  of  Information  Act.  Under 
the   new   amendments   to   that    act    such   documents   must    he  hoth   properly 

classified  and  "classifiable"; 

Material  compiled  for  law  enforcement.  This  is  to  include  that  material 
used  by  various  agencies  for  civil  law  enforcement  which  would  not  he 
covered  hy  the   (j)   exemption; 

Records  maintained  by  the  Secret  Service  for  the  protection  of  the 
President ; 

Records  maintained  for  statistical  or  reporting  purposes  and  not  used 
in  making  a  determination  about  an  identifiable  individual : 

Investigatory  material  compiled  for  determining  suitability  for  federal 
employment  or  military  service ; 

Testing  or  examination  material  the  revelation  of  which  would  com- 
promise the  federal  testing  procedures  and  give  some  competitors  an  unfair 
advantage;  and 

Material  used  to  evaluate  potential  for  promotion  in  the  armed  services. 
In  addition  to  the  requirements  which  agencies  that  exercise  the  (j)  exemp- 
tion must  meet  with  regard  to  those  excepted  systems  of  records,   records  ex- 
empted under  (k)  must  also  comply  with  the  following  requirements: 
Inform  prior  recipients  of  corrected  or  disputed  records  ; 
To  collect  information  to  the  greatest  extent  practicable  from  the  individ- 
ual to  whom  it  pertains  ; 

To  inform  individuals  asked  to  supply  information  whether  it  is  mandatory 
they  comply  with  the  request  and  the  purpose  for  which  the  information 
will  he  used ; 

To  maintain  records  with  such  accuracy,  completeness,  timeliness,  and 
relevance  as  is  reasonable  for  the  agency's  purposes  ; 

To  notify  the  subjects  of  records  which  have  been  disclosed  pursuant  to 
compulsory  process  once  that  process  has  become  a  matter  of  public  record  ; 
and 

The  civil  remedies  and  sanctions  for  violations  of  the  act. 
P>y  making  a  distinction  between  the  general  (j)  and  specific  (k)  exemptions. 
the  Congress  indicated  its  view  that  the  latter  would  involve  a  much  smaller  per- 
centage of  an  agency's  total  system  of  records  than  would  the  CIA  and  criminal 
law  enforcement  exemptions. 

Particular  mention  should  be  accorded  three  categories  of  the  (k)  exemp- 
tion— those  for  civil  law  enforcement,  for  suitability  investigations  and  for 
armed  services  promotion  evaluations. 

Agencies  may  promulgate  rules  to  withhold  information  falling  within  these 
categories  only  to  the  extent  that  the  disclosure  of  material  would  reveal  the 
identity  of  a  source  who  furnished  information  to  the  Government  under  an 
express  promise  that  the  identity  of  the  source  would  he  held  in  confidence.  Prior 
to  September  27,  197"),  the  effective  date  of  this  Act,  information  received  under 
an  implied  promise  of  confidentiality  will  support  the  withholding. 

Access  to  civil  law  enforcement  investigatory  material  would  be  permit  fed 
under  these  conditions  only  when  an  individual  has  been  denied  a  right,  benefit, 
or  privilege  to  which  he  otherwise  would  be  eligible  because  of  agency  use  of 
the  material. 

The  House  language  governing  confidential  source  protection  was  agreed  to 
only  after  considerable  debate  between  the  chairmen  and  ranking  minority  mem- 
ber's of  the  Senate  Government  Operations  Committee  and  the  House  Subcom- 
mittee on  Foreign  Operations  and  Government  Information. 


:fl  Spp  S.  1427.  S.  1428  and  TT.R.  02,  Introduced  In  the  4th  Conjrross. 
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It  was  included  in  this  Act  to  assure  individual  access  to  files  which  in  part 
have  been  accorded  great  secrecy  but  which  bear  the  potential  for  great  harm  to 
the  subject.  It  was  the  intent  of  the  Congress  to  encourage  the  collection  of  only 
that  investigatory  information  essential  to  a  proper  evaluation  of  a  person's 
employability  or  advancement.  If  it  is  determined  to  be  necessary  to  obtain  in- 
formation from  another  party,  an  express  promise  of  confidentiality  should  be 
given  only  when  there  is  no  other  way  to  obtain  the  third-party  view. 

Finally,  an  individual  should  be  granted  access  to  all  portions  of  such  in- 
vestigatory material  except  those  which  would  reveal  the  identity  of  the  source. 
The  intent  that  this  exemption  is  to  be  greatly  limited  can  be  seen  in  a  colloquy 
between  Congressmen  Alexander  and  Erlenborn  in  a  discussion  of  the  language 
agreed  to  in  the  Privacy  Act  by  the  House  and  Senate  : 

"Mr.  Alexander.  In  some  instances,  I  suppose,  agencies  might  claim  that  dis- 
closure of  any  part  of  a  particular  item  would  reveal  the  identity,  of  a  con- 
fidential source.  In  those  instances,  could  the  agencies  conceal  even  the  fact  of  the 
item's  existence  from  the  citizen  who  wished  to  see  his  file?" 

"Mr.  Erlenborn.  Absolutely  not.  The  fact  that  a  confidential  derogatory  state- 
ment exists  in  someone's  file,  and  that  the  statement  could  be  characterized  in 
some  general  way,  most  assuredly  would  not  reveal  the  identity  of  a  confidential 
source.  The  fact  of  the  item's  existence  and  a  general  characterization  of  that 
item  would  have  to  be  made  known  to  the  individual  in  every  case."  1T 

While  this  language  may  be  difficult  to  apply  in  every  case,  it  should  mark  an 
important  turning  point  in  the  conduct  of  background  checks  and  the  quality 
of  information  gathered  for  employment  and  promotion  evaluations. 


Justice  Report/Protection  of  Citizens'  Privacy  Becomes  Major 
Federal  Concern 

(By  Richard  E.  Cohen) 

A  concern  that  government  and  business  accumulate  too  much  data  on  pri- 
vate citizens  is  making  the  protection  of  individual  privacy  an  issue  high  on 
the  priority  list  of  scores  of  government  policy  makers. 

While  part  of  the  rush  to  action  is  in  response  to  abuses  of  government  power 
documented  in  the  Watergate  scandals,  it  also  is  an  inevitable  result  of  the  rapid 
growth  of  government  record  keeping  made  possible  by  the  increasingly  sophis- 
ticated use  of  computers.  A  three-year  study  by  the  staff  of  the  Senate  Judi- 
ciary Constitutional  Rights  Subcommittee  revealed  the  existence  of  85S  federal 
data  banks  containing  1.246  billion  separate  records  of  American  citizens. 

Under  the  leadership  of  a  White  House  committee  chaired  by  Gerald  R.  Ford 
when  he  was  Vice  President,  government  agencies  have  been  strongly  encouraged 
to  deal  with  a  broad  variety  of  privacy  invasions.  The  issues  range  from  the 
use  of  medical  and  employment  records  to  the  implications  of  a  "cashless  society." 

This  review  of  the  government's  impact  on  privacy  may  bear  results  similar  in 
scope  to  those  generated  five  years  ago  by  the  concern  for  protecting  the  en- 
vironment. And,  as  with  the  ecology  boom,  privacy  may  be  an  issue  that  is  easy 
to  support  in  general  terms  but  raises  complex  policy  and  cost  questions  when 
the  specifics  are  analyzed.  Action  also  has  been  frustrated  by  bureaucraic  inertia 
in  many  federal  agencies. 

One  result  has  been  a  difficulty  in  securing  agreement  on  legislation  whose 
goals  both  congressional  and  executive  branch  officials  say  they  support  but  whose 
provisions  may  affect  a  gamut  of  unrelated  areas. 

And  some  Members  of  Congress  who  have  been  in  the  forefront  of  the  pri- 
vacy movement  have  begun  to  question  the  motives  of  the  Administration  ini- 
tiative, wondering  whether  it  is  designed  primarily  to  serve  the  Whire  Housed 
political  interests  rather  than  to  buckle  down  on  agency  abuses. 

Background:  Until  about  a  year  ago,  privacy  was  an  issue  that  drew  scant 
public  or  congressional  attention.  A  few  Members  of  Congress  used  their  com- 
mittee leadership  posts  to  hold  hearings  on  subjects  such  as  wiretapping  and 
other  electronic  eavesdropping,  consumer  credit  practices,  and  the  use  of  lie 
detector  tests.  Widespread  fear  about  the  creation  of  a  "national  data  bank" 
arose  in  the  mid-19G0s,  but  faded  after  the  glare  of  publicity  shined  on  the 
proposal. 


"  120  Cong.  Rec.  H.  12247  (Dec.  IS.  1974). 


1196 

Without    any   dlSCUNftOD   of  policy  or  attempt  to  Bet  operating  Standards,   the 

steady  growth  of  federal  data  hanks  continued  unabated.  The  only  guidelines 

on  federal  computer  use  came  from  the  Office  of  Management  and  Budget  and 
the  General  Services  Administration  who  were  interested  primarily  in  procure- 
ment practices. 

The  abuses  of  individual  liberties  documented  by  Watergate  have  dramati- 
cally changed  that  picture. 

"Watergate  has  made  it  easier  to  get  the  interest  and  votes  of  other  Members 

of  Congress  on  privacy  Issues  because  they  are  concerned  about  the  ^plumbers 

unit'  and  the  use  of  Internal  Revenue  Service  records,  and  are  responding  to  it," 
said  Hep.  William  S.  Moorhead.  D-Pa..  chairman  of  the  Foreign  Operations  and 
Government  information  Subcommittee  of  the  Government  Operations  Com- 
mittee. 

••There  was  a  crisis  for  the  past  few  years  in  communications  and  data  col- 
lection. If  took  awhile  for  the  count erforce  to  catch  up,  hut.  Watergate  made 
people  more  receptive  to  the  issue  of  what  the  government  is  collecting,"  said 
Henry  Goldberg,  general  counsel  for  the  White  House  Office  of  Telecommunica- 
tions Policy. 

('^incidentally,  the  Momher  of  Congress  with  the  longest  and  most  active  In* 
teresl  in  privacy  regulation  is  Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  chairman  of  the 
Senate  Select  Committee  on  Presidential  Campaign  Activities,  which  uncovered 
many  of  the  Watergate  abuses.  As  chairman  of  the  Senate  Government  Opera- 
tions Committee  and  the  Judiciary  Suhcommittee  on  Constitutional  Rights,  he 
has  been  in  a  unique  legislative  position  to  secure  privavy  legislation  prior  to 
his  retirement  at  the  end  of  1974. 

ESrvin's  two  principal  hills  are  designed  to  regulate  the  use  of  criminal  history 
information  and  provide  rules  for  the  gathering  and  disclosing  of  non-criminal 
information  by  government  agencies.  His  position  as  a  principal  nemesis  of  the 
Nixon  White  House  and  Justice  Department  added  political  complications  to 
the  passage  of  those  bills,  but  his  staff  has  intensified  efforts  on  each  of  them 
since  the  resignation  of  President  Nixon. 

FORD    COMMITTEE 

Acting  to  anticipate  further  danger  to  civil  liberties  posed  by  the  pervasiveness 
of  government  has  proved  to  be  a  task  easier  said  than  done.  A  few  legislative 
and  administrative  steps  already  have  been  taken,  with  increased  intensity 
since  the  Aug.  9  resignation  of  Nixon,  but  many  problems  will  continue  to  be 
studied  while  a  growing  corps  of  government  privacy  experts  attempts  to  set 
more  definite  standards  for  identifying  privacy  problems  and  providing  solutions. 

Until  seven  months  ago,  the  executive  branch  lacked  an  identifiable  individual 
or  institutional  leader  to  study  privacy  issues  and  coordinate  proposed  initiatives. 
Responding  to  the  increasing  public  interest  in  privacy,  President  Nixon  Feb.  23 
created  the  Domestic  Council  Committee  on  the  Right  of  Privacy  and  named 
then  Vice  President  Ford  as  its  chairman. 

Geoffrey  0.  Shepard,  associate  director  of  the  Domestic  Council  and  the  initial 
coordinator  of  the  privacy  committee  concept,  said  following  its  creation  that 
the  committee  "will  not  establish  a  broad  philosophy  but  will  produce  a  series 
of  recommendations  and  actions  that  pursue  the  theme  of  restricting  the  govern- 
ment's demand  of  information  from  individuals." 

Ford,  who  demonstrated  little  interest  in  the  privacy  issue  during  his  25 
years  in  the  House,  seized  the  opportunity  and  appointed  his  own  staff  to  run 
the  committee.  He  soon  had  the  committee  studying  more  than  a  dozen  areas 
and  he  made  several  speeches  focusing  on  the  need  for  government  action  to 
protect  privacy. 

In  a  June  26  speech  to  the  National  Broadcast  Editorial  Association,  Vice 
President  Ford  said  "the  problem  of  insuring  personal  privacy  in  a  computerized 
society  which  threatens  to  open  the  most  personal  affairs  of  each  of  us  to  anyone 
with  access  to  computer-stored  information"  is  one  of  the  "most  serious"  and 
"least  realized"  problems  facing  the  nation. 

In  the  committee's  early  months.  Ford  succeeded  in  having  President  Nixon 
rescind  an  executive  order  permitting  the  Agriculture  Department  to  review  the 
tncome  tax  returns  of  farmers  and  strongly  criticized  a  General  Services  Admin- 
istnition  (GSA)  plan  to  develop  a  data  network  with  the  capability  of  linking 
Federal    agencies.   The   GSA   plan   was  subsequently   shelved   by  Administrator 
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Arthur  F.  Sampson.  (For  background  On  the  08  I  "Fednei"  proposal,  see  Vol  6, 
No.  23,  p.  856.) 

Committee  operations:  In  addition  to  the  Vice  President,  Nixon  appointed  six- 
Cabinet  members  and  four  sub-Cabinet  officials  to  the  committee  and  asked  the 
committee  to  give  him  "a  series  of  direct,  enforceable  measures"  within  four 
months.  The  committee  members  included  the  Secretaries  of  Treasury,  Defense. 
Commerce,  Labor  and  HEW,  the  Attorney  General,  the  chairman  of  the  Civil 
Service  Commission,  and  directors  of  the  Office  of  Management  and  Budget, 
Office  of  Telecommunications  Policy  and  Office  of  Consumer  Affairs. 

The  committee  held  its  first  meeting  at  the  White  House  Feb.  20,  three  days 
following  Nixon's  nationwide  radio  address.  According  to  Shepard,  Nixon  at- 
tended 70  per  cent  of  the  two-hour  meeting  and  told  the  group  the  government 
collects  too  much  information  that  it  has  no  reason  to  have  and  cannot  use. 

Initial  activity— Ford  appointed  Philip  W.  Buchen,  his  close  friend  and  former 
Grand  Rapids  law  partner,  as  the  committee's  executive  director.  It  was  the  first 
significant  government  post  for  Buchen,  who  Ford  named  his  counsel  shortly 
after  he  became  President. 

With  the  assistance  of  a  staff  of  three  professionals,  Buchen  supervised  the 
selection  of  the  committee's  initial  targets.  Task  forces  were  established  con- 
taining representatives  of  the  agencies  involved  in  a  specific  problem  area.  The 
task  forces  were  told  to  meet  as  often  aspossible  in  order  to  develop  firm  Admin- 
istration policy  in  the  14  areas  initially  identified  by  the  staff  and  endorsed  by 
the  committee. 

Although  the  committee  members  did  not  meet  again  until  July  10,  and  have 
not  met  since  then,  the  committee's  over-all  progress  is  reviewed  once  every 
three  or  four  weeks  by  a  "liaison  group"  of  assistants  to  the  11  committee 
members. 

According  to  Carole  W.  Parsons,  a  committee  staff  member,  the  existence  of 
the  committee,  its  creation  of  task  forces  and  the  elevation  of  its  first  chairman 
to  the  presidency  have  caused  "agencies  all  over  the  executive  branch  to  take 
notice  of  the  privacy  issue  and  begin  to  address  it."  She  estimated  200  to  300 
persons  are  directly  involved  in  committee  projects. 

Douglas  W.  Metz,  deputy  executive  director  of  the  committee  and  the  principal 
staff  officer  since  Buchen  became  counsel  to  the  president,  said  the  committee 
views  its  role  as  providing  "leadership  in  the  implementation  and  coordination 
of  the  initiatives  which  it  has  endorsed." 

One  agency  official,  who  is  familiar  with  the  work  of  the  committee,  said  it 
has  been  handicapped  because  its  small  staff  has  had  to  rely  heavily  on  the 
agencies  whose  policies  are  being  reviewed.  "The  big  difficulty  has  been  the 
lack  of  aggressive  leadership  from  Mr.  Ford,  who  has  not  had  enough  time, 
and  Mr.  Buchen  who  has  been  understandably  cautious  because  he  is  not  an 
expert  on  these  issues." 

OMB  role — While  the  Domestic  Council  committee  developed  initiatives  and 
supervised  the  task  forces  seeking  to  find  solutions  to  the  problems,  the  Office 
of  Management  and  Budget  played  a  key  role  in  coordinating  the  increased 
executive  branch  activity  on  a  number  of  privacy  issues. 

Robert  H.  Marik,  OMB  associate  director  for  management  and  operations, 
played  down  the  importance  of  Watergate  as  an  explanation  for  the  accelerated 
government  interest  in  privacy  regulation.  He  attributed  the  increased  interest 
to  a  July  1973  report  of  the  HEW  Department's  Advisory  Committee  on  Auto- 
mated Personal  Data  Systems. 

That  study,  initiated  in  1972  by  HEW  Secretary  (1970-73)  Elliot  L.  Richard- 
son, was  the  first  significant  departmental  review  of  the  implications  of  govern- 
ment computer  technology  and  it  contained  a  number  of  recommendations 
designed  to  ensure  personal  privacv.  (For  a  review  of  the  HEW  report,  see 
Vol.  5,  No.  43,  p.  1602.) 

According  to  Marik.  who  was  HEW  assistant  secretary  for  administration  and 
management  before  he  joined  OMB  in  February  1974.  "We  saw  at  HEW  that  it 
was  not  possible  for  only  HEW  to  set  privacy  rules  because  we  were  only  one 
part  of  the  federal  family,  so  we  searched  for  a  central  government  vehicle  to 
which  all  federal  agencies  could  relate,  but  we  could  not  find  it." 

Nixon's  establishment  of  the  Domestic  Council  committee  provided  the  vehicle 
for  coordinating  new  policies.  OMB's  traditional  role  of  serving  as  a  clearing- 
house for  agency  views  on  proposed  legislative  and  administrative  action,  Marik 
said,  "placed  us  in  the  position  of  reflecting  the  attitude  that  we  walk  before 
we  run. 
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"We  know  some  changes  must  be  made  In  government  use  pf  Information  bnt 
the  •'.:  if  the  data  systems  is  a  very  costly  and  sophisticated  process.  To 

Impose  «'ii  the  pro  Lflcant  regulations  Is  a  major  undertaking." 

Walter  W.  Haase,  OMB  deputy  associate  director  for  Information  systems  and 
a  principal  assistant  to  Marik.  has  participated  actively  in  the  development  of 
many  Domestic  Council  committee  initiative-;.  Be  said  the  creation  of  the  com- 
e  was  an  important  step  in  providing  an  organization  with  lead  responsibility 
for  privacy  concerns  within  the  executive  branch  and  a  focal  point  to  carry  out 
President  Ford's  privacy  interests. 

lie  said  OMB  complements  the  committee's  efforts  in  < ruinating  an  Admin- 
ion  position  by  balancing  the  privacy  concerns  with  other  factors  such 
as  budgetary   considerations  and  statutory  obligations  of  the  agencies. 

New  i>r<  si<h  nt—Ai  its  July  10  meeting  the  Domestic  Council  committee  for- 
mally recommended  action  in  n  areas.  Vice  President  Ford  prepared  a  report 
Un-  the  President  on  the  committee's  proposals.  Nixon  did  not  discuss  the  matter 
with  Ford  in  the  next  month  and  on  Aug,  0,  Ford  found  tin1  recommendation- 
still  resting  on  "the  president's  desk.*'  Since  then,  the  committee  has  operated 
on  the  assumption  that  the  14  initiatives  represent  presidential  policy. 

When  Ford  announced  Aug.  20  his  nomination  of  Nelson  A.  Rockefeller  as 
Vice  President,  he  said  that  one  of  Rockefeller's  duties,  if  confirmed  by  Congress, 
would  he  to  serve  as  chairman  of  the  privacy  committee.  Rockefeller  would  be 
expected  to  bring  his  own  brand  of  leadership  to  the  committee  and  perhaps 
modify  some  of  its  earlier  actions. 

Douglas  Metz,  currently  the  committee's  operations  director,  said  he  favored 
a  more  formal  structure  for  the  committee  outside  the  confines  of  the  Domestic 
Council.  Metz  reviews  the  progress  of  the  committee's  work  regularly  with 
Geoffrey  Shepard  of  the  council  and  its  executive  director,  Kenneth  R.  Cole,  Jr. 
Metz  said  the  committee  also  needed  more  resources  and  staff  capability. 

In  the  interim,  the  committee  staff  and  task  forces  have  heen  working  actively 
on  the  implementation  of  the  14  initiatives,  and  have  added  eight  new  ones 

E  irly  initiatives:  Ford  chaired  the  July  10  privacy  committee  meeting,  which 
endorsed  progress  on  eight  intra-executive  branch  proposals.  Although  several 
of  the  proposals  have  heen  or  are  likely  to  be  the  subject  of  congressional  con- 
cern, action  on  these  initiatives  is  designed  to  lead  only  to  administrative  rather 
than  statutory  action. 

Privacy  impact  statements — OMB  is  directing  the  preparation  of  a  circular 
with  criteria  for  agencies  to  use  in  developing  or  acquiring  new  data  systems 
or  capabilities.  The  objective  of  the  initiative  is  to  ensure  that  personal  privacy 
rights  receive  "systematic  consideration"  in  the  planning  of  data  systems,  includ- 
ing the  filing  of  -privacy  impact  statements"  for  public  inspection  30  days  before 
starting  the  design  and  procurement  of  the  new  system. 

Haase  said  acceptance  of  the  proposal  would  result  in  "an  evaluation  of  the 
privacy  implications  of  proposed  systems  at  each  stage  of  the  development  proc- 
ess." OMB  has  set  November  as  a  target  for  adoption  of  the  circular  throughout 
the  executive  branch. 

A  draft  copy  of  the  circular  obtained  by  NJR  includes  a  requirement  that  each 
federal  agency  establish  an  "office  of  record  for  privacy  safeguard  plans"  which 
will  determine  whether  proposed  systems  meet  the  applicable  principles  for 
data  systems. 

Confidentiality  standards — The  National  Bureau  of  Standards  is  directing  a 
study  to  develop  standards  for  the  use  of  sensitive  data  and  will  match  these 
to  the  security  safeguards  and  economics  of  computer  technology.  The  study  is 
scheduled  to  he  completed  in  April  1975. 

Although  several  legislative  hills  already  have  proposed  a  comparable  set  of 
standards,  as  have  some  executive  branch  proposals,  the  study  is  an  attempt  to 
bridge  the  gap  hetween  policy  makers  and  the  technicians  who  eventually  will 
ho   responsible  for  ensuring  the  proper  enforcement  of  new  taws. 

f 'on.- mncr  transactions — The  Office  of  Consumer  Affairs,  directed  by  Virginia 
IT.  Knauer,  has  prepared  a  "fair  information  user  code"  for  which  it  is  seeking 
the  voluntary  endorsement  of  a  cross  section  of  businesses.  The  standards  are 
designed  to  set  principles  for  protecting  in  the  marketplace  the  privacy  of  per- 
soiimI  information. 

Subscribers  to  the  code  would  "pledge  to  be  responsive"  to  seven  principles,  in- 
cluding : 

T<.  collect  only  necessary  information  ; 

T«»  use  only  legitimate  methods  to  obtain  such  information  ; 
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To  take  reasonable  steps  to  assure  that  the  information  is  reliable; 

To  inform  the  consumer  what  general  uses  may  be  made  of  the  information. 

S.  John  Byington,  deputy  director  of  the  office,  said  there  would  be  no  cn! 
incur  power  to  the  code,  but  "this  does  not  mean  the  public  or  Congress  or  Fed- 
eral Trade  Commission  can't  ask  a  business  what  it  has  done  to  meet   ihe  code 
standards." 

He  said  a  draft  of  the  code  has  been  circulated  among  15  major  companies 
for  rheir  comments,  and  10  to  12  of  them  dealing  in  retailing,  credit  reporting, 
insurance,  consumer  finance  and  credit  cards  have  looked  at  the  proposed  code 
in  an  "agreeable  way." 

Cable  television — The  Cabinet  Committee  on  Cable  Communications  recom- 
mended proposals  in  January  1974  for  federal  regulation  of  cable  television.  The 
legislation  has  been  under  study  at  the  White  House  since  then. 

The  privacy  committee  recommended  that  the  Administration  proposal  include 

section  prohibiting  cable  operators  from  disclosing  personally  identifiable 
information  about  a  cable  subscriber  without  his  consent  or  a  court  order. 

Henry  Goldberg,  general  counsel  of  the  Office  of  Telecommunications  Policy, 
said  the  draft  bill  includes  comparable  language.  He  added  that  the  only  agency 
holding  up  final  action  on  the  bill  by  the  White  House  is  the  Federal  Communica- 
tions Commission,  but  that  he  is  hopeful  a  bill  can  be  referred  to  Congress  within 
a  month. 

Mailing  lists — OMB  is  directing  a  study  of  the  use  of  mailing  lists  by  the  federal 
government.  Pending  the  conclusion  of  the  study.  Haase  said  OMB  hopes  to  issue 
in  the  next  month  an  interim  policy  giving  citizens  the  option  of  preventing  their 
names  from  being  added  to  new  federal  mailing  lists. 

The  Treasury  Department  recently  won  its  appeal  of  a  case  in  the  U.S.  Circuit 
Court  of  Appeals  for  the  District  of  Columbia  in  which  it  challenged  the  right  of 
a  manufacturer  of  winemaking  equipment  to  have  access  to  a  Treasury  list  of  all 
businesses  authorized  to  process  200  gallons  of  wine  each  year. 

Tax  returns — Increased  concern  about  the  confidentiality  of  tax  returns,  par- 
ticularly following  revelation  of  White  House  use  of  Internal  Revenue  Service 
files  to  attack  its  "enemies."  led  the  Treasury  Department  to  tighten  its  rules  on 
records  access. 

A  key  step  in  this  process  was  President  Ford's  Sept.  20  executive  order 
permitting  inspection  of  IRS  records  only  by  the  President  or  his  aides  upon 
written  request  signed  by  the  President.  In  addition.  Treasury  prepared  legisla- 
tion setting  more  formal  rules  for  access  to  IRS  returns  by  other  government 
agencies. 

Sen.  Lowell  P.  Weicker,  Jr..  R-Conn.,  and  Rep.  Jerry  Litton,  D-Mo.,  authors 
of  legislation  (S  3982,  HR  16602)  to  protect  the  confidentiality  of  tax  returns, 
said  presidential  accessibility  to  tax  returns,  "is  better  preserved  by  statute  than 
left  to  the  unpredictable  course  of  an  executive  order."  They  also  have  indicated 
dissatisfaction  with  the  proposed  Treasury  Department  bill.  "The  Administration 
bill  is  full  of  loopholes."  said  Litton. 

Publie  queries — OMB  has  prepared  an  executive  order  for  President  Ford  set- 
ting agency  procedures  to  assure  citizens  the  right  to  discover  what  information 
the  government  is  collecting  about  them.  Broader  legislation  in  this  area  has 
been  approved  by  the  House  and  Senate  Government  Operations  Committees 
and  should  a  bill  be  enacted  this  year,  it  would  vitiate  the  initiative. 

Electronic  funds  transfer — The  Commerce  Department,  with  assistance  from 
banking  agencies  including  the  Federal  Reserve  Board.  Federal  Home  Loan  Bank 
Board  and  the  Treasury  Department  and  the  Office  of  Telecommunications  Policy, 
is  studying  the  implications  of  movement  in  the  financial  community  toward  a 
"cashless  society." 

In  the  past,  federal  policy  has  encouraged  experimentation  with  e^ctronic 
funds  transfer  but  there  has  been  no  study  of  the  potentially  significant  impact 
tins  would  have  on  privacy  as  a  result  of  the  accumulation  of  large  centralized 
dossiers  of  personal  financial  data. 

Legislative  initiatives  :  Six  of  the  privacy  committee's  original  initiatives  were 
in  response  to  1  tills  already  introduced  in  Congress.  The  committee  staff  has  served 
both  to  monitor  congressional  developments  and  stimulate  federal  azeneies  to 
prepare  proposals  responsive  to  the  legislative  concerns. 

Privacy  standard* — The  legislation  that  has  attracted  the  most  interest  in  both 
Congress  and  the  executive  branch  is  a  proposal  statins:  general  guidelines 
for  agencies  on  the  collection  and  use  of  data  and  providing  citizens  with  a  num- 
ber of  rights  to  ensure  the  accuracy  and  confidentiality  of  the  records. 
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Separate  bills  hik  16373,  B  3418)  have  been  cleared  by  the  Boose  and  Benate 
Government  Operations  Committee  and  floor  action  is  considered  likely  <>n  each 
prior  to  t be  final  adjournment  of  Congress.  Bol ii  the  privacy  committee  and  <  111  B 

staff  have  met  formally  and  informally  with  congressional  staffers  in  order  to 
resolve  conflicting  views.  They  voice  greater  approval  of  the  House  committee 
bill,  calling  s  3418  a  "drafting  horror"  and  "over  broad.*' 

A  staff  lawyer  on  the  Senate  Government  Operations  Committee  said  that  the 
committee  has  not  received  satisfactory  assistance  from  the  White  House  in 
the  preparation  of  its  hill.  "We  invited  their  participation  all  the  way  down  the 
line,  but  they  didn't  think  we  were  serious  about  the  bill.  As  a  result,  their  re- 
sponses have  not  been  comprehensive  or  the  kind  of  In-depth  analysis  we  would 
like  to  see."  he  said. 

Military  surveillance — The  Senate  Subcommittee  on  Constitutional  Rights  has 
reported  to  the  Judiciary  Committee  S  2318,  a  bill  prohibiting  the  armed  forces 
from  conducting  surveillance  of  civilians.  The  privacy  committee  recommended 
passage  of  an  "acceptable  revision''  of  the  bill. 

The  Defense  Department,  which  had  earlier  submitted  views  in  opposition  to 
the  bill,  was  designated  as  the  agency  to  implement  the  initiative.  A  Pentagon 
attorney  said  "there  has  been  some  change  in  the  position  of  both  sides  hut  no 
meeting  of  the  minds." 

Since  the  subcommittee  held  its  hearings  in  1DT1  on  military  surveillance  prac- 
tices, the  Defense  Department  has  issued  department  regulations  ending  its 
domestic  intelligence  operations,  but  the  subcommittee  believes  permanent  legis- 
lation is  needed  to  forestall  changes  in  executive  policy. 

Federal  employees — The  Civil  Service  Commission  has  been  designated  as  the 
lead  agency  for  preparing  legislation  to  protect  the  privacy  of  civilian  employees 
of  the  executive  branch. 

The  matter  has  been  the  subject  of  legislation  sponsored  by  Sen.  Ervin  and 
passed  by  the  Senate  on  several  occasions  in  the  past  decade  but  with  no  final 
House  action.  The  bill's  provisions  have  included  a  ban  on  the  use  of  polygraph 
tests  for  federal  employees  and  prohibition  of  practices  forcing  employees  to  buy 
bonds  or  disclose  their  assets.  The  most  recent  Senate  action  on  the  proposal  was 
passage  of  s  1688  on  March  7. 

In  the  House,  the  Post  Office  and  Civil  Service  Committee  has  had  a  comparable 
bill  pending  for  several  weeks.  The  House  draft  is  weaker  than  the  Senate  bill 
because  it  would  exempt  additional  agencies  and  remove  the  right  of  counsel. 

Donald  F.  Terry,  staff  director  and  counsel  for  the  Subcommittee  on  Retire- 
ment and  Employee  Benefits  of  the  Post  Office  and  Civil  Service  Committee  said 
the  Civil  Service  Commission  has  not  softened  its  opposition  to  the  tougher  sec- 
tions of  the  Senate  bill  in  spite  of  the  privacy  committee's  initiative.  He  said  that 
Anthony  L.  Mondello,  general  counsel  of  the  commission,  and  Douglas  Metz  of 
the  privacy  committee  approached  him  a  month  ago  with  a  draft  bill  outlining 
the   Administration's   position   representing  "no  real  change." 

School  records — The  one  legislative  initiative  that  has  been  enacted  is  a  pro- 
vision calling  for  the  protection  of  the  privacy  of  school  records.  The  committee 
announced  its  support  for  an  amendment  to  the  1974  elementary  and  secondary 
education  bill  sponsored  by  Sen.  James  L.  Buckley.  Con-R.-N.Y.  The  provision 
requires  schools  and  colleges  obtaining  federal  funds  to  give  parents  and  college 
students  the  right  to  inspect  pupils'  school  records  and  to  limit  further  disclosure. 

As  signed  into  law  (88  Stat  484)  by  President  Ford,  the  so-called  Buckley 
amendment  guarantees  access  to  school  records  by  parents  and  college  students, 
and  limits  access  by  third  parties  that  do  not  have  parent  or  student  consent. 
John  D.  Kwapisz,  legislative  assistant  to  Buckley,  said  the  privacy  committee 
"played  no  great  role  but  lent  moral  support"  to  passage  of  the  amendment.  The 
HEW  Department  continued  its  strong  opposition  to  the  amendment  in  spite  of 
the  privacy  committee's  position. 

Bank  secrecy — The  Treasury  Department  has  been  assigned  the  responsibility 
for  drafting  legislation  to  protect  the  confidentiality  of  bank  transactions.  It  is 
not  likely  that  the  bill  will  be  completed  before  the  end  of  this  Congress. 

Sen.  Alan  Cranston,  D-Calif.,  has  proposed  S  2200,  which  would  impose  a  ban 
on  most  practices  of  financial  institutions  giving  their  customer  records  to  fed- 
eral agencies.  The  privacy  committee  announced  its  support  of  that  ''basic 
concept"  but  according  to  a  staff  member  of  the  Senate  Banking,  Housing  and 
Urban  Affairs  Committee,  the  provision  is  "violently  opposed"  by  the  Internal 
Revenue  Service  and  FBI. 
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Fair  credit  reporting — Congress  enacted  in  1070  the  Fair  Credit  Reporting 
Act  (84  Stat  1128)  regulating  the  activities  of  consumer  reporting  agencies. 
Sen.  William  Proxmire,  D-Wis.,  the  principal  sponsor  of  the  act,  has  tiled  S  2-'M>. 
which  would  require  additional  disclosure  of  information  by  credit  agencies  and 
right  of  access  by  consumers.  Following  hearings  last  year,  the  bill  was  tabled 
4-2  by  the  Senate  Banking  Subcommittee  on  Consumer  Credit.  However, 
Proxmire  is  expected  to  push  for  action  again  when  he  becomes  banking  com- 
mittee chairman  next  year. 

The  privacy  committee  designated  the  Office  of  Consumer  Affairs  to  develop  an 
alternative  to  S  2360.  A  task  force,  headed  by  John  Byington,  has  completed  its 
report  and  sent  it  to  the  committee  for  further  action.  Among  its  recommenda- 
tions are  a  modification  of  the  current  exemption  for  medical  records. 

New  initiatives:  Since  the  July  10  meeting,  the  privacy  committee  staff  and 
liaisons  have  studied  eight  additional  initiatives,  many  of  which  are  still  in  the 
pla  nning  stages. 

Social  Security  number — Increased  use  of  the  social  security  number  as  an 
identifier  by  both  government  and  private  agencies  is  one  of  the  most  controver- 
sial and  publicly  discussed  privacy  issues. 

A  task  force  has  been  established  under  the  direction  of  the  HEW  Department 
to  study  possible  limitations  on  its  use.  Two  principal  options  of  the  task  force  ;i  re 
to  permit  use  of  the  number  if  the  agency  has  adopted  a  fair  information  prac- 
tices code,  and  to  authorize  that  an  individual  be  penalized  for  not  giving  a 
number  only  where  the  requester  has  authority  to  use  it. 

David  B.  H.  Martin,  who  was  executive  director  of  the  earlier  HEW  advisory 
committee  on  privacy,  is  preparing  a  policy  paper  for  proposed  HEW  action. 
Once  the  department  adopts  a  position,  it  will  be  reviewed  with  other  federal 
agencies. 

Research  data — OMB  is  supervising  a  study  on  the  means  to  protect  the  con- 
fidentiality of  data  collected  strictly  for  research  purposes.  According  to  Carole 
Parsons  of  the  privacy  committee  staff,  the  proposal  is  designed  to  "insulate 
sensitive  records  from  compulsory  process."  One  unresolved  question,  she  said. 
is  the  extent  of  research  efforts  that  should  be  covered. 

Health  records — An  HEW  project  has  been  established  to  review  existing 
departmental  practices  on  the  use  of  health  and  medical  records,  including  the 
keeping  of  records  in  compliance  with  the  statutes  dealing  with  medicare,  medi- 
caid, and  the  cost  and  quality  of  medical  services. 

National  security — The  Defense  Department  has  initiated  a  study  of  the  suit- 
ability investigations  by  federal  agencies  to  determine  whether  individuals  are 
qualified  for  employment,  contracts  and  access  to  classified  information  of  a  na- 
tional security  character. 

Social  Security  Administration — This  study  by  Social  Security  officials  is 
reviewing  the  agency's  internal  fair  information  practices  on  the  use  of  Social 
Security  records,  not  the  use  by  others  of  the  social  security  numbers. 

Employers  records — The  Labor  Department  is  supervising  a  study  of  personal 
data  by  private  employers  in  hiring  and  promotion  decisions.  J.  Michael  Taylor, 
an  attorney  in  the  solicitor's  office,  said  the  committee  will  attempt  to  "balance 
the  employee's  right  to  be  left  alone  with  the  employer's  need  to  know  if  the 
employee  is  qualified  and  honest."  Among  the  practices  to  be  studied  are  use  of 
arrest  records,  lie  detector  tests,  insurance  records  and  credit  reports. 

Information  collection — The  privacy  committee  staff  is  formulating  a  study  of 
the  amount  and  type  of  information  that  is  collected  by  federal  agencies. 
According  to  Ms.  Parsons,  "this  is  one  of  the  most  difficult  issues  to  get  a  handle 
on.  and  we're  not  sure  how  to  proceed." 

The  subject  is  of  special  interest  to  small  businesses  which  have  complained 
about  excessive  federal  reporting  procedures.  The  House  Oct.  7  approved  without 
dissent  HR  16424,  a  bill  to  establish  a  Commission  on  Federal  Paper  Work  to 
study  similar  problems. 

Privacy  R&D — The  committee  staff  is  also  considering  proposals  to  encourage 
research  programs  on  privacy  issues  by  federal  agencies,  and  to  designate  a  fed- 
eral office  to  make  known  the  government's  interest  in  the  subject  to  private 
researchers. 

PRIVACY    STANDARDS 

The  most  significant  action  on  privacy  legislation  by  Congress  this  year  i< 
likely  to  be  enactment  of  a  bill  setting  general  standards  for  federal  use  <>: 
citizens'  records  in  its  data  banks.  The  legislation  has  been  referred  to  as  a 
federal  "fair  information  practices  code." 
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The  principal  features  of  the  bill  are  likely  to  be  guidelines  requiring  that. 
with  respect  to  most  federally  operated  data  banks : 

The  information  not  be  disseminated  to  another  agency  without  the  written 
consent  >>(  each  Individual  whose  record  would  be  transferred  : 

The  record  be  accurate,  relevant  and  timely ; 

The  individual  know  of  the  record,  have  access  to  it,  and  be  permitted   to 
request  a  correction  when  he  claims  there  is  a  mistake,  with  an  ultimate 
of  court  review; 

Civil  penalties  be  available  to  the  individual  in  case  of  government  violation 
of  the  regulations. 

Whether  the  93rd  Congress  will  enact  a  privacy  hill  will  essentially  he  a  oues- 

tion  of  time.  Supporters  of  the  proposal  in  each  chamber  attempted  to  have  the 

House  and  Senate  consider  the  separate  bills  prior  to  the  scheduled  Oct.  11  Btarl 

of  the  election  recess.  The  hills  are  sufficiently  complicated  and  the  differences 

een  them  are  such  that  a  conference  committee  will  almost  assuredly  he 

-ary. 

assuming  the  congressional  leadership  adheres  to  its  current  plan  of  a  post- 
election session,  there  probably  would  be  enough  time  for  the  conferees  to  resolve 
the  differences  between  the  two  chambers  and  send  the  agreement  to  President 
Ford  prior  to  final  adjournment  If  Congress  does  not  pass  a  bill,  Ford's  aides 
say  he  will  issue  an  executive  order  containing  many  of  the  proposed  actions. 

House:  The  Government  Operations  Committee  Sept.  24  Approved  without  dis- 
sent II K  16373,  the  Privacy  Act  of  11)74.  The  bill  was  drafted  over  a  period  of  sev- 
eral months  by  the  Foreign  Operations  and  Government  Information  Subcommit- 
tee, chaired  by  Rep.  Moorhead,  with  considerable  assistance  from  the  two  ranking 
subcommittee  Republicans.  Reps.  John  N.  Erlenhorn  of  Illinois  and  Paul  N.  Mc- 
Cloekey  Jr.  of  California. 

The  hill,  which  has  as  its  principal  aim  the  limitation  of  the  use  of  personal 
records  by  the  government,  was  drafted  as  an  amendment  to  the  Freedom  of 
Information  Act  of  1966  (SO  Stat.  383).  Ironically,  that  law  is  designed  to  encour- 
age the  government  to  make  public  more  information.  Norman  G.  Cornish,  the 
subcommittee's  deputy  staff  director,  explained  that  the  drafting  decision  was 
made  on  the  basis  that  the  1966  law  is  the  only  current  federal  law  dealing  with 
information  practices. 

According  to  the  committee's  report  accompanying  the  bill,  the  legislation  "rec- 
ognizes the  legitimate  need  of  the  federal  government  to  collect,  store,  use  and 
share  among  various  agencies  certain  types  of  personal  data"  but  provides  safe- 
guards to  remedy  misuse  of  the  information  and  "reassert  the  fundamental  rights 
of  personal  privacy  of  all  Americans." 

The  keystone  to  the  hill  is  that,  with  limited  exceptions,  a  federal  agency  can- 
not divulge  to  another  agency  personal  information  about  an  individual  without 
his  consent.  Among  the  exceptions  are  the  activities  of  law  enforcement  agencies, 
the  Census  Bureau's  official  surveys,  emergency  situations  and  information  needed 
by  Congress  for  legislative  and  investigative  reasons. 

In  an  interview,  Rep.  Erlenhorn  said  the  bill  is  important  because  "technology 
has  progressed  to  the  point  where  a  government  agency  can  push  a  button  and  gvt 
a  mass  of  information  on  almost  anyone.  There  should  be  an  assurance  that  the 
information  is  used  only  for  the  purpose  for  which  it  was  collected."  He  added 
that  while  there  have  been  some  abuses  in  the  past,  passage  of  the  bill  is  necessary 
primarily  because  of  "a  fear  of  the  future." 

Cornish  said  that  "for  the  first  time  in  the  country's  history,  Americans  will 
have  some  control  over  how  the  federal  government  utilizes  information  concern- 
ing them  and  can  ensure  that  the  information  is  used  by  the  government  only  for 
the  purpose  for  which  it  was  knowingly  submitted." 

YVhitP  House  assistance — The  drafting  of  HR  16373  was  noteworthy  for 
what  all  sides  acknowledged  was  a  substantial  and  generally  amicable  contribu- 
tion by  President  Ford's  privacy  committee  and  the  Office  of  Management  and 
Budget. 

Subcommittee  Chairman  Moorhead  said  :  "We  don't  want  to  interfere  with  good 
management  of  government.  The  privacy  committee  staff  and  OMB  were  helpful 
to  us  and  we  resolved  a  number  of  issues  with  them."  Erlenhorn  said  he  had 
"never  seen  better  cooperation"  between  OMB  and  a  congressional  committee  on 
the  drafting  of  legislation. 

OMB  Associate  Director  Marik  said  there  was  a  "magnificent  working  relation- 
ship" between  the  subcommittee  and  the  White  House,  and  that  the  subcommittee 
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was  "very  responsive"  to  the  points  made  by  OMB.  With  the  exception  of  ">n<> 

Section,  he  said  he  supported  enactment.  Metz  of  the  privacy  commitfr ^pressed 

similar  views. 

Federal  employees — The  principal  outstanding  point  of  contention  betweeu  the 
subcommittee  and  the  White  House  is  whether  the  hill  should  be  applicable  to  the 
records  of  federal  employees  and  whether,  for  example,  they  should  be  entitl 
review  their  employment  records. 

During  the  committee  debate,  Erlenhorn  said  that  unless  the  exemption  were 
adopted,  "the  hill  will  wipe  out  the  confidentiality  of  the  civil  service  sys  em  and 
compromise  the  commission's  testing  process."  Rep.  Dante  B.  Fascell.  D-Fla..  re- 
sponded that  "case  after  case  has  shown  that  you  can't  get  to  the  root  of  why  an 
individual  employee  is  not  qualified  without  access  to  his  records."  The  committee 
rejected  Erlenhorn's  amendment  to  add  die  federal  employees  exemption  bj  an 
11-21' vote. 

One  controversial  section  that  was  struck  from  the  House  subcommittee  hill 
would  have  permitted  court  awarding  of  punitive  damages  against  the  govern- 
ment in  case  of  a  violation  of  the  act.  The  bill's  principal  supporters  conceded 
that  such  a  provision  would  likely  provide  an  unprecedented  citizen  remedy 
against  the  government  hut  argued  that  it  was  a  necessary  "club"  against  the 
government. 

Senate:  The  Senate  Government  Operations  Committee  Aug.  20  unanimously 
approved  S.  3418.  Although  much  of  the  bill  is  structured  similar  to  HR  1637.°,.  the 
drafting  process  has  been  considerably  more  strenuous  and  has  lacked  the  cooper- 
ation with  the  Administration  that  marked  the  House  action. 

The  committee's  report  is  more  critical  of  current  government  abuses  of  privacy 
than  is  the  House  committee  report.  "The  lack  of  self-restraint"  by  some  agencies 
"has  demonstrated  the  potential  throughout  government  for  imposing  coercive 
information  burdens  on  citizens  or  for  invading  areas  of  thought,  belief  or  per- 
sonal life  which  should  be  beyond  the  reach  of  the  federal  data  collector,"  the 
report  said. 

The  bill,  introduced  bv  Chairman  Ervin  and  co-sponsored  by  Sens.  Edmund  S. 
Muskie,  D-Maine,  and  Charles  H.  Percy.  R-Ill.,  had  three  days  of  hearings  in  June 
and  the  one  committee  markup  session  in  August.  In  both  cases,  the  House  com- 
mittee srave  the  bill  significantly  more  lengthy  attention. 

Criticism, — According  to  several  Administration  critics  of  the  bill,  this  quick 
action  reflected  the  bill's  vagueness  and  inadequate  attention  to  specifics.  One 
White  House  aide  said  "there  is  a  genuine  commitment  among  Senators  to  the  bill. 
but  the  problem  is  that  the  bill  needs  considerable  tightening." 

A  private  attorney  who  observed  the  committee's  markup  session  and  did  not 
wish  to  speak  for  attribution  said:  "I  had  a  strong  feeling  that  the  Senators  and 
staff  did  not  understand  the  bill  and  its  implications."  He  said  that  he  sympa- 
thized with  the  staff  because  of  the  "enormously  complex  problems"  and  suggested 
that  legislation  may  not  now  be  the  answer  to  the  privacy  concern. 

Lawrence  M.  Baskir,  chief  counsel  and  staff  director  of  Ervin's  Constitutional 
Rights  Subcommittee,  who  participated  in  the  drafting  of  the  bill,  disagreed  that 
S.  3418  was  more  unusual  or  complex  than  other  legislation  approved  bv  Congress. 
"All  of  the  proposals  in  the  bill  have  been  discussed  since  at  least  1970.  Our  staff  is 
very  familiar  with  them  and  has  been  working  on  privacy  longer  than  anyone  in 
the  executive  branch,"  he  said. 

He  was  particularly  critical  of  what  he  called  "last  minute  quibbling  sugges- 
tions" from  the  White  House.  "The  executive  branch  is  good  in  suggesting  changes 
but  it  still  has  not  prepared  its  final  position  even  though  the  bill  has  been  pending 
for  several  months."  he  said  Sept.  25. 

A  35-page  memo  commenting  on  the  bill  was  sent  Sent.  16  to  the  Government 
Operations  Committee  staff  by  Metz.  Two  davs  later,  the  committee  received  a 
seven-page  listing:  of  "major  concerns"  from  OMB  Director  Roy  L.  Ash. 

Commission — A  principal  point  of  dispute  in  S.  3418  is  its  proposal  to  establish 
a  Privacy  Protection  Commission  as  an  independent  agency.  Its  purpose  would 
be  two-fold — to  adopt  guidelines  to  assist  government  agencies  in  implementing: 
the  nets,  and  study  federal  data  bank  practices  and  recommend  necessary 
changes  to  Congress  and  the  President. 

.Tames  Davidson,  counsel  to  Muskie's  intergovernmental  relation^  subcommit- 
tee, said  the  commission  is  necessary  because  of  both  the  need  for  a  central  point 
of  expertise  in  implementing  privacy  rules  and  the  fact  that  there  has  never  been 
a  full-fledged  study  of  privacy  problems  in  both  the  public  and  private  sectors. 
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The  White  House  response  to  the  Senate  committee  La  that  the  commissioo 
WOOid  he  "another  layer  of  bureaucracy"  that   would  Blow  the  initiation  of  the 

new  regulations,  ami  might  also  ho  "a  handy  excuse  for  delaying  the  Implementa- 
tion <>f  BOme  important  privacy  safeguards." 

\\hii<  House:  in  the  event  that  the  Bouse  ami  Senate  do  not  roach  agreement 
on  a  federal  privacy  standards  hill  before  the  83rd  Congress  finishes  its  work. 
President  Ford  will  issue  an  executive  order  modeled  on  the  standards  of  the 
pending  Legislation, 

Met/  said  the  executive  order  would  he  "nearly  identical"  to  the  House  com- 
mittee hill.  "We  are  committed  to  action  ■-  either  executive  or  legislative — to 
BUOW  the  good  faith  of  the  Administration  to  act." 

Motz  said  there  was  no  White  House  preference  for  an  executive  order  instead 
of  Legislation  and  that  Ford  and  his  aides  will  continue  to  push  for  a  hill  until  it 
is  clear  that  there  is  "no  opportunity  for  Legislative  action  in  this  Congress." 

klr.  Ervin's  chief  aide  on  privacy  legislation,  criticized  the  White  House 
for  having  nn  executive  order  ready  to  he  issued  in  lieu  of  the  Legislation.  He  said 
this  and  the  "last-minute  criticisms"  of  S.  3418  led  him  and  others  in  Congress 
to  believe  "the  Administration  position  on  privacy  is  to  cooperate  hut  still  ob- 
struct progress  in  order  to  prevent  the  bill  from  being  passed." 

The  result,  he  said,  would  be  that  the  Democratic  Congress  would  pass  no  pri- 
vacy legislation  and  the  President  could  issue  his  own  executive  order  and  "steal 
the  thunder." 

Baskir's  contention  was  denied  by  OMB's  Marik  who  said  Ford's  intentions 
are  "genuine." 

ASSESSMENT 

A  review  of  privacy  developments  during  the  first  nine  months  of  1974  dem- 
onstrates the  involvement  of  a  substantial  number  of  executive  and  congressional 
officials  in  the  struggle  to  develop  regulations  to  deal  with  the  real  and  potential 
threats  to  individual  liberties  posed  by  the  growth  of  computer  technology. 

President  Ford  has  several  times  since  he  became  President  referred  to  his 
abiding  interest  in  the  privacy  issue  and  he  gives  every  indication  that  he  intends 
to  keep  the  issue  alive.  Nelson  Rockefeller  may  give  new  direction  to  the  White 
House  privacy  committee  but  it  is  probably  too  late  to  move  it  in  the  direction  of 
less  activity  rather  than  more. 

Key  questions  remain,  however,  as  to  the  extent  to  which  the  White  House  can 
and  wrill  attempt  to  budge  the  often  recalcitrant  agencies  from  their  traditional 
positions  of  adhering  to  "tried  and  true"  bureaucratic  practices. 

There  is  also  the  question  as  to  the  extent  Ford  is  willing  to  share  the  privacy 
limelight  with  Congress. 

Rep.  Litton  of  Missouri,  a  principal  supporter  of  greater  confidentiality  of  tax 
returns,  said  Ford  and  Buchen  were  extremely  interested  in  his  proposal  during 
the  summer.  This  changed  after  Ford  became  President,  Litton  said. 

"The  more  they  looked  at  the  issues,  the  more  they  realized  it  wasn't  so  easy  as 
they  thought,  and  the  pressure  from  the  agencies  got  to  them,"  he  said. 

Norman  Cornish  of  the  House  Government  Operations  Committee  staff  empha- 
sized that  OMB  and  the  WThite  House  were  cooperative  with  his  committee  in 
trying  to  work  out  legislative  problems. 

But  he  said  "the  Administration  inclination  to  turn  to  executive  orders  is  a 
bad  omen"  of  a  possible  lack  of  full  cooperation  between  the  President  and 
Congress. 

Whichever  way  the  initiatives  and  working  relationships  turn,  officials  at  both 
ends  of  Pennsylvania  Avenue  agree  that  privacy  will  remain  a  live  issue  in  the 
post-Watergate  climate  and  that  bureaucrats  in  every  part  of  the  government  will 
have  to  adjust  their  practices  on  the  handling  of  citizen  records. 

They  also  indicate  that  the  results  of  the  federal  privacy  regulation  program 
will  help  dictate  future  regulation  of  privately  operated  data  banks.  OMB  asso- 
ciate director  Marik  said  "the  privacy  concerns  on  federal  data  systems  are  cer- 
tainly applicable  in  the  private  sector,"  but  added  that  the  federal  government 
should  first  "put  its  own  house  in  order  and  determine  the  impact  of  the  regula- 
tions so  that  the  private  sector  is  not  impaired  by  costly  or  cumbersome 
proposals," 
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Supporters  Find  Drafting  of  Criminal  Files  Proposal  a  Path  Filled  With 
Bottlenecks  and  Complex  Issues 

Securing  agreement  on  a  bill  to  regulate  the  use  of  FBI  criminal  history  rec- 
ords has  consumed  thousands  of  hours  of  attention  from  congressional,  White 
House  and  Justice  Department  officials  and  staff.  But  most  participants  agree 
that  thev  are  no  closer  to  passage  of  a  meaningful  bill  than  they  were  a  year  ago 
when  they  began  the  agonizing  effort.  They  may  even  be  farther  apart  as  a 
result  of  the  greater  understanding  of  the  issues  which  they  have  gained. 

The  drafting  process  also  has  been  a  victim  of  the  Watergate  scandal  which 
brought  a  new  Attorney  General  and  Deputy  Attorney  General  who  did  not  feel 
themselves  bound  to  the  earlier  Justice  Department  position  on  the  key  issues, 
consumed  the  time  and  attention  of  the  Senator  with  the  most  ardent  interest  in 
the  bill,  and  made  it  impossible  for  the  House  Judiciary  Committee  and  its  staff 
to  consider  the  proposal  during  the  past  six  months. 

The  legislation  (S.  2963,  S.  2964,  H.R.  9783)  is  designed  to  set  the  first  national 
rules  on  the  use  and  dissemination  of  criminal  justice  information  and  impose 
restrictions  on  the  exchange  of  criminal  records  between  the  Federal  Bureau  of 
Investigation  (FBI)  and  thousands  of  police  departments  across  the  country. 
Interest  in  the  bill  was  aroused  by  the  absence  of  specific  laws  on  the  subject, 
leading  many  critics  to  cite  a  serious  threat  to  personal  privacy.  (For  background 
on  the  controversv  and  details  of  the  proposals,  see  Vol.  5,  No.  43,  p.  1599,  and 
Vol.  6,  Xo.  7,  p.  246.) 

Negotiations :  The  effort  to  move  ahead  on  the  legislation  has  been  marked  by 
a  continual  series  of  meetings  between  congressional  and  Justice  Department 
staff,  attempts  to  put  on  paper  what  tentatively  was  agreed  to  orally,  and  renego- 
tiations of  supposedly  final  provisions. 

"When  the  crunch  comes,  the  Justice  Department  is  not  making  decisions,  and 
the  White  House  is  not  there  to  push  it  along.  Either  the  Administration's  con- 
cern for  privacy  is  a  'paper  tiger'  or  there  is  a  calculated  effort  to  stymie  action. 
In  either  case,  there  would  be  the  same  result  of  Congress's  inability  to  act,"  said 
Lawrence  M.  Baskir,  chief  counsel  and  staff  director  of  the  Senate  Judiciary 
Subcommittee  on  Constitutional  Rights,  chaired  by  Sen.  Sam.  J.  Ervin  Jr., 
D-N.C.  (Baskir  plans  to  resign  soon  and  become  general  counsel  of  the  Presi- 
dential Clemency  Board. ) 

Deputy  Attorney  General  Laurence  H.  Silberman,  who  has  headed  the  Justice 
Department's  review  of  the  bill  since  his  March  confirmation  by  the  Senate,  dis- 
agreed with  Baskir.  "We  have  been  working  hard  for  the  past  month  to  reach 
an  Administration  position.  With  President  Ford's  accession  to  the  presidency, 
the  issue  became  of  greater  importance,  and  it  became  possible  to  get  an  admin- 
istration position.  That  was  difficult  under  President  Nixon  because  an  attempt 
was  tried  earlier  and  it  failed." 

Silberman  was  referring  to  the  drafting  last  fall  of  the  original  Justice  Depart- 
ment bill  (S.  2964)  under  the  direction  of  Associate  Deputy  Attorney  General 
(1973-74)  Martin  B.  Danziger.  The  bill  was  sent  to  Congress  as  a  "Justice 
Department  bill"  because  of  the  inability  to  resolve  opposition  of  several  agen- 
cies, including  the  Civil  Service  Commission  and  Defense  and  Treasury  Depart- 
ments. Silberman  said  that  the  recent  review  of  the  bill  has  resulted  in  a  change 
in  the  Justice  Department's  position  in  S.  2964. 

Staff  meetings — The  first  extended  discussions  on  the  bill  between  congressional 
and  Justice  Department  staff  were  60  to  80  hours  of  meetings  in  May  and  June 
between  Mark  H.  Gitenstein,  counsel  of  the  Senate  subcommittee,  and  Mary  C. 
Lawton,  deputy  assistant  attorney  general  ( Office  of  Legal  Counsel ) . 

They  redrafted  Ervin's  bill,  S.  2963,  in  order  to  make  it  more  amendable  to  the 
Justice  Department.  However,  when  Ms.  Lawton  forwarded  the  proposed  com- 
promise to  others  at  Justice,  she  found  "parts  of  the  department  were  not  happy 
with  the  result."  In  an  interview,  Silberman  said  she  was  only  giving  the  con- 
gressional aides  "technical  help"  without  indicating  the  Administration's 
position. 

Several  weeks  later,  a  delegation  of  officials  from  the  FBI,  led  by  John  B. 
Hotis.  an  FBI  attorney  who  serves  as  its  liaison  for  legislative  issues,  went  to  the 
Senate  subcommittee  staff  with  suggested  changes  on  many  of  the  issues  that  had 
been  earlier  discussed.  "We  were  upset,  as  was  Sen.  Ervin,"  said  Gitenstein. 

Silverman  meetings — In  an  Aug.  15  letter  to  Silberman,  Sens.  Ervin  and 
Roman  L,  Hruska,  ranking  Republican  on  the  Judiciary  Committee,   said  the 
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problems  with  s.  2963  "are  not  Insurmountable"  and  added  "it  Is  Incumbent 
upon  the  Department  to  come  forward  with  proposals  for  changes  In  this 
markup."  They  suggested  a  task  force  be  created  to  develop  a  compromise  bill  by 
the  first  week  of  September. 

Three  or  four  meetings  were  subsequently  held  in  Silverman's  office  Including 
representatives  of  the  Senate  and  House  .Judiciary  Committees,  Justice  Depart- 
ment, FBI  and  Douglas  W.  Met/.,  deputy  executive  director  of  the  Domestic 
Council  Committee  on  the  Right  of  privacy. 

At  the  same  time.  Silherman  chaired  a  series  of  meetings  with  representatives 
of  federal  agencies  that  opposed  the  hill.  According  to  informed  sources,  some 
of  the  most  vigorous  opposition  to  the  hill  came  from  within  the  Justice  Depart- 
ment, Including  Assistant  Attornej  Genera]  Henry  !•:.  Petersen  of  the  Criminal 
1  Mvision. 

Following  those  meetings,  silherman  directed  Lawton  and  Hotis  to  draft  a  hill 
reflecting  the  consensus  of  views  exchanged  at  the  working  sessions.  They 
finished  that  process  Sept.  L'7  and  their  draft  hill  was  circulated  to  several  Justice 
Department  officials.  In  the  following  two  weeks,  additional  department  and 
executive  branch  meetings  were  held  to  review  the  revised  proposal. 

Senate  hill:  Af  the  same  time  that  Justice  Department  and  congressional 
negotiators  were  tryiing  to  find  common  ground  <>n  the  many  controversial  issues 
in  the  legislation,  staff  members  of  the  Senate  Constitutional  Rights  Subcom- 
mittee met  regularly  to  draft  a  hill  acceptable  to  the  subcommittee  members. 

Gitenstein  and  J.  C.  Argetsinger,  subcommittee  minority  counsel,  held  a  series 
of  meetings  resulting  in  a  memorandum  listing  proposed  changes,  which  was  sent 
to  Sens.  Ervin  and  Hruska.  The  differences  between  Ervin  and  Hruska  are 
reporfedly  narrower  than  those  between  Ervin  and  the  Justice  Department.  As  a 
result,  there  has  been  tentative  staff  agreement  on  a  number  of  amendments  to 
S.  2963,  the  original  Ervin  hill,  and  the  Senators  are  expected  to  meet  and 
develop  new  plans  for  Senate  passage  this  year. 

Arrest  records — A  central  issue  has  heen  whether  police  should  be  permitted 
to  disseminate  criminal  records  which  show  an  arrest  hut  no  conviction.  S.  2963 
would  have  permitted  this  practice  only  in  limited  circumstances  or  if  the  arrest 
had  been  pending  less  than  one  year.  The  latest  draft  of  the  bill  permits  use  of 
arrest  records  if  the  local  law  enforcement  agency  adopts  federal  minimum 
standards.  Due  standard  permits  use  of  arrest  records  or  criminal  histories  not 
resulting  in  a  conviction  if  the  facts  of  the  case  "warrant  the  conclusion  that  the 
individual  has  committed  or  is  about  to  commit  a  crime  and  that  the  information 
may  l>e  relevant  in  that  act."  The  test  is  taken  from  the  19fi8  Supreme  Court 
opinion  in  Terry  v.  Ohio  permitting  police  to  "stop  and  frisk"  on  the  basis  of 
"reasonable  suspicion." 

Dissemination — The  original  Ervin  bill  generally  permitted  non-criminal 
justice  agencies  to  receive  only  conviction  records.  Under  the  revised  bill,  they 
may  receive  arrest  records  less  than  one  year  old  if  there  has  been  an  indictment 
and  the  charges  are  still  actively  pending.  A  report  prepared  at  Ervin's  request 
by  the  General  Accounting  Office  showed  that  only  7  per  cent  of  the  requests  to 
the  FBI  for  criminal  records  are  made  by  police  prior  to  an  arrest.  Ervin  said 
the  report  "confirms  my  suspicions"  that  FBI  records  are  used  primarily  for 
licensing  and  employment  in  state  and  local  government. 

Gitenstein  of  the  Senate  subcommittee  staff  said  the  report  shows  the  FBI  runs 
the  criminal  records  system  hut  it  is  used  primarily  for  non-public  purposes, 
demonstrating  the  need  for  civilian,  court,  and  prosecutorial  agencies  to  be  a 
part  of  the  system's  management.  However,  an  FBI  official  said  "I  don't  think 
most  people  are  upset  with  the  way  we  handle  our  records." 

Enforcement — S.  2963  proposed  a  federal-state  administrative  system  to 
enforce  the  hill,  while  the  Justice  Department  strongly  believes  the  FBI  should 
continue  to  run  the  criminal  records  files.  The  subject  reportedly  is  one  of  those 
causing  the  most  debate.  Silherman  said  the  issue  is  "one  of  the  most  compli- 
cated subjects  I  have  ever  seen  in  legislation."  Ervin  has  stressed  that  enforce- 
ment should  reflect  the  "federal  nature  of  criminal  records  by  insuring  the 
states  a  role  in  determining  policy  on  their  use.  The  most  recent  draft  of  his 
bill  prohibits  a  federal  agency  from  control  of  any  records  other  than  an  index  of 
the  criminal  files  five  years  after  the  bill's  enactment. 

Sealing — The  provision  in  S.  2963  requiring  that  all  records  be  "sealed"  reven 
years  after  their  original  entry  to  prohibit  their  further  use  has  been  changed 
to  permit  the  use  of  an  index  of  the  sealed  records.  The  sealed  files  could  be  used 
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by  police  officials  where  an  individual  is  subsequently  charged  with  a  more  serious 
offense  or  as  the  result  of  a  court  order. 

Intelligence  files — Another  controversial  issue  is  dissemination  of  intelligence 
and  investigative  information,  which  includes  confidential  reports  compiled  by 
police  officers.  The  revised  Ervin  bill  has  relaxed  its  previous  proposal  by  per- 
mitting the  exchange  of  such  information  among  law  enforcemenl  agencies  where 
a  "need  to  know"  or  "right  to  know"  has  been  demonstrated  by  the  requestor,  or 
if  "rational  inferences  .  .  .  warrant  the  conclusion  that  the  individual  has  com- 
mitted or  is  about  to  commit  a  criminal  act  and  that  the  information  may  be 
relevant  to  that  act." 

House:  While  the  House  Judiciary  Subcommittee  on  Civil  Rights  and  Con- 
stitutional Rights  held  hearings  on  the  subject  last  winter,  its  members  and  staff 
have  been  so  preoccupied  with  the  impeachment  inquiry  and  the  confirmation 
of  Nelson  A.  Rockefeller  as  vice  president  that  they  have  not  had  sufficient  time  to 
participate  actively  in  efforts  to  reach  a  compromise. 

Subcommittee  Counsel  Alan  A.  Parker  said  Chairman  Don  Edwards,  D-Calif., 
still  supports  a  less  complicated  bill  such  as  H.R.  188,  which  he  introduced,  setting 
restrict  ions  on  use  of  arrest  records. 

Rep.  Charles  E.  Wiggins,  R-Calif.,  ranking  Republican  on  the  subcommittee, 
said  privacy  legislation  is  a  "priority"  item  for  the  subcommittee  but  predicted 
there  would  not  be  time  to  act  before  the  next  Congress  convenes.  Wiggins  has 
stressed  that  the  bill  should  not  endanger  the  policeman  on  the  street  by  de- 
priving him  of  needed  information. 

Outlook :  Although  there  is  practically  no  chance  that  congressional,  Justice 
Department,  and  administration  officials  will  be  able  to  reach  a  final  agreement 
this  year  on  legislation  to  set  standards  for  the  use  of  criminal  history  records, 
their  efforts  this  year  have  made  more  likely  enactment  of  a  proposal  by  the  94th 
Congress.  Many  of  the  participants  in  the  drafting  process  privately  voiced 
frustration  with  the  pace  of  their  toils  but  continued  hope  for  long-term  success. 


Republicans  Prepare  Own  Agenda 

At  the  same  time  that  the  executive  branch  was  studying  initiatives  to  protect 
individual  privacy,  a  task  force  on  privacy  of  the  House  Republican  Research 
Committee  prepared  its  agenda  for  legislative  action. 

Task  force  Chairman  Barry  M.  Goldwater  Jr.,  R-Calif.,  said  "privacy  rights 
have  become  subservient  to  concerns  of  utility  and  pragmatism."  The  task  force 
report  was  intended  to  increase  public  awareness  of  privacy  concerns  in  the 
hope  that  specific  reforms  will  be  adopted,  he  said. 

Some  of  the  report's  recommendations  are  similar  to  the  initiatives  that  are 
being  pursued  under  the  direction  of  the  Domestic  Council  Committee  on  the 
Right  of  Privacy.  The  similarities  include  support  for  greater  protection  of  the 
privacy  of  bank  records  and  consumer  credit  information,  and  scaling  dowm  of 
government  information  requirements. 

On  several  issues,  the  GOP  task  force  proposed  steps  that  would  go  considerably 
beyond  proposals  now  being  studied  by  the  WThite  committee: 

The  use  of  the  social  security  number  should  be  limited  to  the  operation  of 
old-age,  survivors,  disability  insurance  and  other  programs  as  required  by 
federal  law. 

Xo  surveillance  or  wiretapping  of  any  citizen  should  be  permitted  without  a 
court  order. 

Tougher  steps  should  be  taken  to  guarantee  the  confidentiality  of  census 
Bureau  information. 

Juvenile  court  records  should  be  disseminated  only  to  officials  directlv  con- 
nected with  the  child's  welfare  and  rehabilitation. 

No  arrest  records  without  a  conviction  may  be  used  in  a  federallv-supported 
computerized  system. 

A  federal  "privacy  protection  agency"  should  be  established  to  enforce  the 
proposed  legislation. 
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[From  the  National  Journal  Reports,  Jan.  4,  1975] 
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i  By  Richard  B.  Cohen) 

gislation  passed  In  the  closing  days  of  the  93rd  Congress  provides  the  first 
statutory  requirement  thai  government  record  keeping  and  data  bank  practices 
guarantee  protection  of  an  individual's  righl  of  privacy.  Administration  spokes- 
men believe  it  will  have  a  major  Impact  on  the  kinds  of  Iniormation  the  BederaJ 
government  collects. 

Although  the  bill,  which  was  signed  Into  law  by  President  Ford  on  Dec.  31, 
falls  short  of  the  goals  espoused  by  some  privacy  advocates  in  Congress,  it  repre- 
sents a  beginning  to  them  toward  attaining  more  Stringent  restrictions,  both 
Legislative  and  judicial. 

Supporters  compare  the  emerging  state  of  privacy  law  with  that  in  the  area 
of  '•freedom  of  information.'*  where  the  first  federal  law  was  passed  in  1906 
(8G  Stat  "J.".!)).  That  initial  law  brought  a  series  of  citizens'  suits  to  test  the 
outer  reaches  of  its  applicability  and  a  1(.>74  law.  passed  over  Ford's  veto,  to 
correct   what  supporters  felt   were  loopholes  in  the  original  law. 

The  new  privacy  law  will  put  the  burden  on  citizens  to  gain  the  maximum 
effectiveness  from  its  provisions.  Congressional  drafters  believe  its  most  im- 
portant section  is  a  requirement  thai  all  federal  agencies  annually  publish  in 
the  Federal  Register  notice  of  the  existence  and  character  of  their  records  sys- 
tems, including  the  categories  of  individuals  on  whom  records  are  maintained 
and  the  uses  to  which  those  records  are  put. 

The  drafters  dropped  from  the  final  bill  a  section  approved  by  the  Senate  to 
establish  minimum  standards  for  the  handling  and  processing  of  personal  in- 
formation in  federal  data  hanks.  Instead  the  law  will  require  only  that  the 
information  be  "accurate,  relevant  and  timely"  when  an  agency  uses  if  to  de- 
termine an  individual's  rights,  benefits  and  privileges  under  federal  programs. 
Even  that  requirement  is  weakened  by  a  section  exempting  "routine  uses''  of 
the  information,  such  as  the  maintenance  of  social  security  records  or  the  com- 
pilation of  payroll  information  by  the  Treasury  Department. 

In  addition  to  citizen  interest,  the  impact  of  the  new  privacy  law  will  be 
determined  by  the  extent  to  which  White  House  policy  makers  and  management 
experts  see  that  normally  recalcitrant  agencies  change  their  existing  practices 
to  conform  with  it.  The  law  authorizes  the  Office  of  Management  and  Budget 
(OMB)  to  develop  guidelines  and  regulations  for  implementing  it  and  to  provide 
continuing  assistance  to  the  agencies  and  oversight  of  them. 

One  Administration  official  suggested  there  may  be  problems  with  the  law's 
implementation  because  "no  one  has  encyclopedic  knowledge"  about  what  speci- 
fically is  required.  "Creativity  will  be  needed  to  make  sure  agencies  continue 
to  oi>erate  their  data  systems  with  the  same  speed.  They  will  need  good  guidance. 
i  specially  from  OMR."  he  said. 

In  addition  the  Domestic  Council  Committee  on  the  Right  to  Privacy  or.  per- 
haps a  new  White  House  office,  will  continue  to  coordinate  Administration  policy 
on  privacy  issues.  The  Committee,  which  was  established  by  former  President 
Nixon  in  February  1074.  first  was  headed  by  then-Vice  President  Ford  and  now 
will  be  led  by  Vice  President  Nelson  A.  Rockefeller.  The  committee  had  pre- 
pared privacy  regulations  which  would  have  been  issued  by  President  Ford  if 
the  bill  had  not  passed. 

FIXAL   AGREEMENT 

A  half  dozen  staff  members  of  the  Senate  and  House  Government  Operations 
Committees  were  the  key  participants  in  the  negotiations  leading  to  an  agree- 
ment Separate  privacy  bills  <s  3418,  HR  1637:5)  were  passed  Nov.  21  by  the 
Senate  and  House  but  contained  significant  differences  in  emphasis  and  en- 
forcement. (For  background  on  privacy  legislation,  sec  Vol.  a.  No.  '//.  />.  tfi$l.) 

The  more  limited  House  bill,  which  was  drafted  in  cooperation  with  White 
House  aides,  was  considered  a  "first  step"  toward  preventing  government  power 
from  invading  personal  privacy,  according  to  the  bill's  supporters.  "The  House 
bill  would  establish  for  the  first  time  a  framework  for  the  collection,  use.  main- 
tenance and  disclosure  of  federal  records  of  American  citizens."  said  Norman  G. 
Cornish,  deputy  staff  director  of  the  House  Government  Operations  Subcom- 
mittee on  Foreign  Operations  and  Government  Information. 
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The  Senate  bill  raised  strong  objections  from  Administration  aides  who  said 
that  much  of  it  was  vague  and  would  result  in  administrative  nightmares  for 
bureaucrats.  Government  Operations  Committee  aides  worked  for  more  than 
a  month  to  refine  and  clarity  its  Language  after  the  committee  unanimously 

approved  the  bill  Aug.  20. 

The  Senate  lull  exempted  fewer  agencies  than  HR  16373,  placed  a  greater  re- 
sponsibility On  them  tor  assuring  thai  records  were  correct  and  relevant  and 
established  a  powerful  commission  to  make  sure  that  the  bill  would  be  enforced 
throughout  the  government. 

Sett  lenient.-  Because  of  the  technical  complexity  of  the  two  bills  and  the 
difficulty  in  getting  Senators  to  attend  conference  meetings,  most  of  the  de- 
liberations to  resolve  the  differences  were  held  on  the  Staff  level.  One  unusual 
factor  marking  the  negotiations  was  thai  Sen.  Sam  J.  Ervin  Jr.,  D-N.C,  who 
lias  been  the  Senate's  leading  figure  in  support  of  privacy  legislation  and  was 
ending  his  Senate  career,  was  represented  by  .lames  Davidson,  counsel  to  the 
Intergovernmental  Relations  Subcommittee,  chaired  by  Sen.  Edmund  S.  Muskie, 
D-Maine,  because  Ervin's  principal  privacy  aides  either  had  retired  or  were 
busy  with  other  matters. 

The  staff  aides  held  a  series  of  meetings  the  first  two  weeks  in  December, 
including  one  meeting  of  approximately  four  hours  with  the  four  key  congres- 
sional principals — Reps.  William  S.  Moorhead,  D-Pa.,  and  John  X.  Erlonborn, 
R-Ill.,  ranking  members  of  the  House  Foreign  Operations  and  Government  In- 
formation Subcommittee,  and  Sens.  Ervin  and  Charles  H.  Percy.  R-Ill.,  ranking 
members  of  the  Senate  Government  Operations  Committee.  The  final  staff  agree- 
ment wTas  reached  Dec.  16  and  the  bill  was  sent  to  President  Ford  Dec.  19. 

Issues :  After  an  initial  stand-off,  the  Senate  staff  aides  gave  way  on  most  of 
the  principal  issues  dividing  the  participants — the  extent  of  the  government's 
burden  to  make  sure  records  are  accurate  and  relevant,  exemption  of  criminal 
justice  and  private  data  banks  and  establishment  of  a  commission  to  enforce  the 
new  law.  OMB  officials  worked  in  close  coordination  with  congressional  aides  in 
the  final  negotiations. 

Both  the  House  and  Senate  bills  included  sections  giving  citizens  a  right  to  see 
most  records  about  themselves  stored  by  government  agencies  and  a  right  to  chal- 
lenge any  incorrect  listing.  Each  bill  also  provided  a  citizen  the  right  to  sue  for 
damages  in  federal  court  if  an  agency  failed  to  maintain  correct  files  about  him 
and  imposed  criminal  penalties  against  federal  officials  for  willful  violation  of 
the  law. 

Applicability. — HR  16373  applied  the  accuracy  and  relevance  standards  to 
"use"  of  the  records  and  did  not  require  that  standing  files  be  maintained  prop- 
erly. The  Senate  bill  required  that  whenever  a  federal  official  went  to  a  file  or 
placed  something  in  if.  the  record  should  be  accurate.  Also,  the  House  bill 
gave  the  agencies  flexibility  to  disclose  freely  information  for  a  purpose  "com- 
patible" with  the  reason  for  its  collection ;  the  Senate  bill  did  not  provide  such 
freedom. 

Senate  aide  Davidson  said  "we  recognize  the  difficulty  in  defining  how  agen- 
cies use  information,  but  they  should  at  least  provide  some  standards  to  allow  an 
individual  some  control  over  the  information."  House  aide  Cornish  said  "the 
government  would  grind  to  a  halt  if  there  were  no  exemption  for  routine  use.  Our 
bill  is  concerned  with  non-routine  transfers  but  we  force  the  agencies  to  identify 
what  are  the  routine  uses  and  make  them  subject  to  further  challenge." 

The  final  agreement  on  this  section  was  primarily  the  House  version. 

Criminal  records. — A  key  issue  splitting  the  conferees  was  whether  the  bill 
should  apply  to  the  collection  of  records  by  criminal  law  enforcement  agencies. 
The  House  and  Senate  Judiciary  Committees,  which  had  been  considering  legis- 
lation in  this  area,  did  not  complete  action  in  1974.  (For  a  report  on  criminal 
records  bills,  see  Yd.  6.  No.  '//•  p.  1528. 1 

Because  Sen.  Ervin.  who  chaired  the  Senate  Judiciary  Subcommittee  on  Con- 
stitutional Rights  which  considered  the  criminal  records  issue,  did  not  want 
S  3418  to  exempt  criminal  records,  it  included  provisions  which  would  have  been 
interim  requirements  pending  passage  of  a  more  comprehensive  bill.  House  sub- 
committee leaders,  however,  insisted  that  House  rules  required  them  to  yield 
to  the  Judiciary  Committee  on  this  issue. 

The  House  conferees  won  their  point,  with  the  exception  that  law  enforcement 
agencies,  including  the  P>deral  Bureau  of  Investigation,  are  required  to  identify 
annually  all  their  data  banks  and  the  purposes  for  which  they  are  used. 
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Private  files. — The  final  agreement  deleted  two  Senate  provisions  governing 
the  collection  of  records  by  businesses. 

The  first  would  have  permitted  a  citizen  to  require  a  business  maintaining  b 
mailing  list  to  remove  his  name  and  address  from  such  a  list.  The  second  would 
have  prevented  a  business  from  discriminating  against  an  Individual  because  he 
refused  to  disclose  his  social  security  Dumber. 

Enforcement.-  \  major  provision  of  the  Senate  bill  would  have  established 
an  Independent  Privacy  Protection  Commission  to  develop  model  guidelines  and 
assist  agencies  in  Implementing  the  law,  and  to  receive  and  Investigate  charges 
of  violations  and  report  them  to  the  proper  officials.  The  Senate  report  said  '•there 

is  an  nrgenl  need  for  a  staff  of  experts  somewhere  In  government  which  is  sensi- 
tive both  to  the  privacy  interest  of  citizens  and  the  informational  needs  of  govern- 
ment and  which  can  furnish  expert  assistance  to  both  the  legislative  and  execu- 
tive branches." 

House  Members  opposed  the  creation  of  a  commission  on  the  hasis  that  it 
would  create  an  extra  layer  of  bureaucracy  and  that  Congress  and  the  executive 
branch  already  have  adequate  expertise.  The  Administration  also  opposed  the 
commission  Idea  preferring  an  approach  which  President  Ford  said  "makes 
federal  agencies  fully  and  publicly  accountable  for  legally  mandated  privacy 
protections." 

The  conferees  agreed  to  establish  a  two-year  seven-memher  Privacy  Protection 
Study  Commission  (two  of  the  members  each  to  he  appointed  by  the  Speaker  of 
the  House  and  President  of  the  Senate)  to  study  Issues  not  dealt  with  by  the 
hill.  The  commission  would  he  expected  to  give  much  of  its  attention  to  problems 
in  state  and  local  government  and  the  private  sector. 

A  former  Ervin  staff  member  said  that  failure  to  establish  an  over-all  enforce- 
ment agency  significantly  weakened  the  hill  because  of  the  difficulty  in  depending 
on  existing  institutions  to  uncover  improper  data  hanks.  He  said  that  if  required 
the  objections  of  several  prominent  congressional  leaders  as  well  as  then  Vice 
President  Ford  to  force  the  General  Services  Administration  (GSA)  to  drop  its 
plans  to  develop  "FEDNET,"  a  giant  computer  system  linking  GSA  and  the  Agri- 
culture Department.  (  For  details,  see  Vol.  (i.  No.  83,  />.  856.) 

However.  Stephen  M.  Daniels.  Republican  aide  to  the  House  committee,  said 
publication  in  the  Federal  Register  of  the  existence  of  all  federal  data  banks  as 
well  as  continued  oversight  by  congressional  committees,  OM1?  and  the  press  will 
provide  adequate  assistance  that  the  law  will  be  enforced. 

IMPLEMENTATION 

Because  the  final  law  does  not  give  the  commission  enforcement  responsibilities. 
federal  agencies  will  have  the  primary  responsibility  for  making  sure  the  new 
privacy  requirements  are  met. 

However,  the  law  authorizes  OMB  to  monitor  enforcement  and  assist  the 
agencies  and  requires  each  agency  to  inform  OMB  and  Congress  of  any  pro- 
posals to  establish  or  alter  any  records  system. 

"We  know  that  several  OMB  people  who  have  been  working  on  this  bill  are 
well  motivated  and  interested  in  seeing  the  law  enforced."  said  Davidson.  "Their 
job  will  be  a  difficult  one  and  it  remains  to  be  seen  what  they  can  do  to  enforce 
the  law." 

Monitoring. — Walter  W.  Haase,  OMB  deputy  associate  director  for  information 
systems,  said  OMB  will  attempt  to  establish  "interpretive  criteria"  for  the 
agencies.  "Our  main  theme  will  be  to  place  on  the  agencies  the  responsibility 
for  enforcement  and  make  sure  that  the  rules  for  the  data  systems  are  debated 
publicly,  omb  would  act  only  in  an  exceptional  case." 

He  said  that  this  role  would  be  consistent  with  OMB's  effort  of  holding 
agencies  accountable  for  their  actions  and  intervening  "in  the  event  something 
goes  amiss." 

Conflict*. — Administration  and  congressional  aides  said  enforcement  of  the 
new  law  will  conflict  with  the  purpose  of  several  other  federal  laws  and  practices 
designed  to  promote  government  efficiency  and  could  cause  strains  in  the  early 
period  of  the  law's  implementation.  They  listed  the  following  potential  areas  of 
conflict: 

The  Freedom  of  Information  Act  (FOIA)  mandates  that,  with  certain  excep- 
tions, all  government  records  should  be  available  for  public  inspection.  While 
the  new  privacy  law  does  not  specifically  change  the  FOIA.  it  prohibits  the  dis- 
closure of  material  "which  would  constitute  a  clearly  unwarranted  invasion  of 
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personal  privacy"  unless  that  disclosure  would  be  required  by  the  FOIA  under 
current  court  interpretations.  ... 

The  Federal  Reports  Act  of  1942  (56  Stat  1078)  attempts  to  minimize  the 
federal  paperwork  burden  on  businesses  by  permitting  governmenl  agencies  to 
exchange  among  themselves  information  collected  from  one  source  for  different 

purposes.  .  m        .  ,  ,     .  ,    .. 

In  recent  years  federal  agencies  determining  the  impact  of  social  Legislation 
have  increasingly  conducted  studies  using  personal  data  to  evaluate  the  program- 
effectiveness. 

There  has  been  a  trend  toward  consolidating  information,  both  within  an 
agency  and  among  several  agencies,  in  the  interest  of  efficiency. 

According  to  the  OMB's  Haase,  "a  lot  of  balancing  will  have  to  be  done  ampng 
these  various  objectives  and  concerns,  many  of  which  are  not  crystal  clear." 

State   Units  Examine  Policies 

State  and  local  governments,  which  hold  far  more  records  on  citizens  than 
does  the  federal  government,  are  beginning  to  examine  their  policies  on  the  use 
of  the  records  and  the  need  to  protect  them  from  abuse  of  individual  privacy. 

At  a  conference  in  Washington  Dec.  15-17,  150  state  and  local  government 
representatives  discussed  the  need  for  state  legislation  to  regulate  the  general 
use  of  data  banks,  public  employees'  records  and  criminal  justice  information. 

The  conference  was  sponsored  jointly  by  the  Domestic  Council  Committee  on 
the  Right  of  Privacy  and  the  Council  on  State  Governments.  According  to 
Douglas  W.  Metz,  acting  executive  director  of  the  White  House  committee, 
numerous  local  officials  have  expressed  an  interest  in  federal  privacy  programs 
and  their  responsibility  for  protecting  the  privacy  of  local  records. 

J.  Keith  Dysart,  general  counsel  of  the  Council  of  State  Governments,  said 
"state  governments  are  awakening  to  the  problems  of  privacy  and  want  to  do 
something:  they  recognize  that  some  state  programs  abuse  privacy  rights." 
Several  state  legislatures  will  consider  broad  privacy  legislation  in  1075.  he  said. 

One  mock  legislative  committee  at  the  conference  studied  over-all  state  and 
local  regulation  of  record  keeping  and  concluded  "comprehensive  ominbus  legis- 
lation ...  is  necessary."  The  panel  proposed  that  state  legislation  bar  secret 
record  keeping,  compel  disclosure  of  the  use  of  information,  permit  the  viewing 
and  correction  of  records  and  safeguard  the  accuracy  and  reliability  of  data. 
The  committee  was  divided  evenly  over  whether  state  legislation  should  cover 
the  private  sector. 

Two  other  committees  studied  the  collection  of  records  about  public  employees 
and  criminals  or  suspected  criminals.  Both  committees  discussed  the  principles 
that  should  apply  to  the  use  of  such  data  but  made  no  specific  recommendations. 

One  common  point  of  interest  to  each  group  was  the  financial  impact.  Willis 
H.  Ware,  researcher  of  the  Rand  Corp..  said  "there  is  no  hard  data  on  the  costs 
of  privacy  protection  but  it  will  not  come  free."  He  cited  estimates  by  the  Office 
of  Management  and  Budget  that  the  recently  passed  federal  privacy  legislation 
will  cost  approximately  $200  million  a  year  in  operational  expenses. 


[From  the  National  Journal  Reports,  May  24,  1975] 

Justice  Report/Agencies  Prepare  Regulations  for  Implementing 

New   Privacy   Law 

(By  Richard  E.  Cohen) 

Federal  agencies  are  drafting  rules  to  govern  their  use  of  personal  data  that 
will  bring  substantial  changes  in  federal  record  keeping  practices.  Government 
personnel  chiefs,  data  specialists  and  lawyers  are  developing  the  standards  in 
compliance  with  the  Privacy  Act  of  1974  (88  Stat  1896),  designed  t.»  guarantee 
citizens  that  personal  information  will  be  accurate  and  used  only  for  the  purpose 
for  which  it  was  collected. 

The  drafting  process  is  being  coordinated  by  the  Office  of  Management  and 
Budget  (OMB),  which  already  has  disseminated  a  114  page  set  of  guidelines 
to  the  agencies  to  assist  them  in  meeting  the  Sept.  27  deadline  for  the  act's  im- 
plementation. OMB  also  will  review  plans  formulated  by  each  agency  to  make 
sure  that  all  its  records  systems  meet  the  criteria  of  the  law. 
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An  OMB  official  who  is  Involved  in  this  process  said  the  agencies  will  retain 

tin*  ultimate  authority  for  meeting  the  law  ami  that  the  besl  monitor  of  agency 

nihility  is  "public  scrutiny."  ( >MB,  nevertheless,  has  broad  power  as  keeper 

of  the  federal  budget  to  bring  reluctant  agencies  in  line  with  both  the  spirit  and 
Letter  of  the  law.  I:  bas  designated  three  agencies  with  government-wide  responsi- 
bilities as  Lead  drafters  of  rules  to  facilitate  and  synchronize  the  implementation 
— .  which  began  Dec.  31,  1974  when  President  Ford  signed  the  Privacy  Ad. 

An  official  of  on*'  of  these  agencies  said  one  result  of  the  new  law  is  that  fewer 
records  will  be  kept  by  the  government,  partly  because  tin-  law  carries  civil  and 
criminal  penalties  for  federal  employees  who  violate  its  terms.  "People  will  think 
twi.e  of  the  consequences  before  they  put  anything  into  an  automated  tile  in 
Order  to  make  sure  there  is  a  statutory  right,"  said  Sidney  Weinstein.  assistant 
commissioner  of  the  automated  data  and  telecommunications  s  :  the  Gen- 

eral  Services  Administration  (GSA).  The  law  also  will  affect  private  busine 
and  individuals,  particularly  government  contractors,  who  supply  i  Stems 

for  federal  use. 

Weinstein  and  others  said  one  immediate  consequence  of  the  law  will  he  that 
federal  officials  will  destroy  millions  of  records  rather  than  bring  them  into  com- 
pliance with  the  new  law  when  it  becomes  effective  on  Sept.  27. 

The  law  was  passed  in  the  final  days  of  the  93rd  Congress  after  growing  con- 
gressional concern  that  automated  record  keeping  permiis  tar  more  collection. 
Btorage  and  exchange  of  information  about  citizens  by  the  government,  which 
may  result  in  some  uses  that  were  not  intended  or  authorized  when  the  citizen 
originally  provided  the  data.  I  For  background  on  the  law,  see  Vol  7,  No.  1, 
p.  120.. 

Then-Vice  President  Ford  gave  much  attention  to  privacy  issues  in  early  11)74 
as  chairman  of  the  Domestic  Council  Committee  on  the  Right  to  Privacy  and. 
as  President,  he  has  continued  to  stress  protection  of  privacy  as  one  means  of 
Lng  public  confidence  in  government.  <  For  a  report  on  the  Ford  Administra- 
tion's privacy  initiatives,  see  Vol.  G.  Xo.  41.  p.  1521.) 

OMB     ROLE 

OMB  s  role  as  the  lead  agency  in  the  implementation  of  the  Privacy  Act  was 
mandated  by  Oongess  in  the  law,  when  it  gave  the  White  House  office  responsi- 
bility for  developing  agency  guidelines  and  regulations  and  providing  continuing 
assistance  and  oversight  of  the  agencies. 

OMB  was  assigned  this  role  after  Administration  and  House  leaders  objected 
to  a  Senate  proposal  that  would  have  established  an  independent  Privacy  Pro- 
tection Commission  with  advisory  and  monitoring  functions. 

The  officials  who  have  the  responsibility  for  supervising  the  implementation 
are  Walter  W.  Haase.  OMB  deputy  associate  director  for  information  systems, 
and  Franklin  S.  Reeder,  an  aide  to  Haase.  Both  participated  in  the  drafting  of 
the  law. 

Shortly  after  the  law  was  enacted.  Haase  said  OMB  would  give  government 
agencies  the  prime  responsibility  for  making  sure  they  are  in  compliance  and 
that  <  'MP.  would  provide  '-interpretative  criteria'"  to  assist  them.  Because  of  the 
magnitude  of  the  law's  coverage  and  the  number  of  federal  records  systems.  I  >MB 
determined  that  direct  supervision  of  the  agencies  was  impossible  and  that  its 
more  realistic  role  was  to  "change  bureaucratic  behavior"  through  the  existing 
institutions. 

8y8tems  identification 

An  early  prerequisite  of  the  law  forced  the  agencies  to  identify  and  list  all 
systems  of  records  which  they  maintain,  both  manual  and  computer.  The  law 
requires  annual  publication  in  the  Federal  Register  of  the  existence  and  charac- 
ter of  each  system  of  records  about  citizens,  including  the  name  and  location  of 
the  Bystem,  the  categories  of  individuals  and  records  maintained,  the  li- 
the records  and  agency  practices  governing  storage,  access  and  disposal. 

A  draft  of  the  OMB  guidelines,  which  is  scheduled  to  be  made  final  in  late 
.May.  and  said  the  public  notice  requirement  is  central  to  achieving  one  of  the 
law's  basic  objectives— "fostering  agency  accountability  through  a  system  of 
public  scrutiny."  Public  notice  of  the  systems  is  required  this  year  by  Sept.  27. 

Many  federal  agencies,  particularly  Cabinet  departments,  are  identifying  all 
their  systems  for  the  first  time,  and  their  officials  claim  it  is  a  lengthy  and  tedious 
bureaucratic  process.  The  Senate  Judiciary  Subcommittee  on  Constitutional 
Bights  conducted  a  survey   between   l!>71-74  of  all  federal  data   banks  of  indi- 
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viduals.  Its  1974  report  concluded  that  the  54  agencies  surveyed  reported  858  data 
banks  with  1,246  billion  records  on  individuals. 

Several  persons  said  the  new  inventory  will  reveal  a  far  larger  number  of  data 
banks,  partly  because  the  survey  is  required  by  law,  not  by  a 
committee  request.  One  GSA  employee,  who  did  not  want  to  be  idem 
the  Defense  Department  alone  ma.\   have  as  many  as  5.000  records  ins.  It 

revealed  497  systems  in  the  Senate  survey. 

Guidelines: 

Once  the  agencies  have  identified  and  described  each  of  their  records  systems, 
they  will  have  to  make  sure  that  the  records  meet  the  legal  requirements.  The 
rules  include  details  on  proper  disclosures,  accounting  of  certain  disclosures, 
access  by  an  individual  to  his  own  record,  assuring  the  information  is  "relevant 
and  necessary"  to  accomplishing  an  agency  purpose  and  setting  rules  to  protect: 
the  conlidentiality  of  the  records. 

OMB  Director  James  T.  Lynn  sent  a  memorandum  to  each  federal  agency  head 
March  12.  providing  them  with  them  the  set  of  proposed  guidelines  and  request- 
ing the  agencies  to  submit  to  OMB  by  April  7  their  plans  for  implementing  the 
provisions  of  the  act. 

Lynn's  memorandum  was  sent  to  nearly  100  agencies,  approximately  half  of 
which  had  not  responded  by  mid-May.  An  OMB  aide  said  all  but  two  of  the 
Cabinet  departments,  which  he  would  not  identify,  responded  close  to  the  April 
7  deadline.  None  of  the  agency  plans  has  been  made  available  for  public 
inspection. 

Haase  and  Reeder  will  review  each  of  the  plans  to  get  a  '•feel"  of  their  content 
and  to  see  whether  the  agencies  need  more  help.  Their  intent  is  to  give  the 
agencies  some  discretion  within  the  parameters  of  the  general  interpretive 
guidelines  so  that  the  agencies  can  meet  the  special  needs  of  their  own  records 
and  the  different  groups  they  serve. 

Routine  use 

A  key  factor  in  the  implementation  of  the  act  is  the  extent  to  which  agencies 
characterize  use  of  the  records  as  "routine."  Although  the  law  requires  public 
notice  of  all  systems  of  records,  it  permits  an  agency  to  exclude  records  from  the 
other  requirements  of  the  law  in  the  event  of  a  "routine  use."  defined  as  a  use 
"compatible  with  the  purpose  for  which  it  was  collected."  Agencies  are  required 
to  give  public  notice  of  all  "routine  uses''  of  each  records  system. 

The  OMB  draft  guidelines  refer  to  a  congressional  staff  analysis  of  the  law.  in 
describing  "routine  use"  : 

"This  act  is  not  intended  to  impose  undue  burdens  on  the  transfer  of  infor- 
mation to  the  Treasury  Department  to  complete  payroll  checks  (or)  the  receipt 
of  information  by  the  Social  Security  Administration  to  complete  quarterly 
posting  of  account.  ...  It  is,  however,  intended  to  discourage  the  unnecessary 
exchange  of  information  to  other  persons  or  to  agencies  who  may  not  be  as  sen- 
sitive to  the  collecting  agency's  reasons  for  using  and  interpreting  the  material." 

AGENCIES 

In  addition  to  issuing  guidelines  and  reviewing  agency  plans,  OMB  has  desig- 
nated three  agencies  to  set  regulations  that  will  be  incorporated  into  the  pro- 
cedures of  all  federal  agencies.  Officials  of  these  three  agencies  are  coordinating 
their  efforts  with  Haase  and  Reeder  but  they  have  final  legal  authority  to  impose 
many  of  their  rules. 

Civil  Service 

Because  of  its  role  as  personnel  manager  of  the  federal  bureaucracy,  the  Civil 
Service  Commission  i-  rewriting  the  rules  on  the  types  of  data  that  may  be 
kept  on  federal  employees.  Since  the  commission  also  maintains  a  file  on  every 
federal  civilian  employee,  it  will  be  modifying  its  own  internal  procedures. 

Gary  D.  Bearden,  director  of  the  Bureau  of  Manpower  Information  Systems. 
said  the  commission  will  provide  privacy  training  courses  for  some  employees 
in  all  federal  agencies  and  will  integrate  a  privacy  concern  in  all  its  future 
management,  supervision  and  data  processing  courses.  The  commission  also  will 
have  a  continuing  responsibility  to  make  sure  that  agencies  comply  with  federal 
personnel  rules. 

The  commission  has  prepared  a  22  step  approach  for  all  its  bureaus  to  follow 
to  carry  out  the  law.  A  background  paper  said  the  review  of  the  commission's 
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file  systems  "demands  the  greatest  degree  <>f  involvement  of  all  organisation*] 
components."  The  Privacy  Act  exempts  from  its  coverage  employee  test  materials 

and    the   source   of   invest igator\    records   used   in   employment    checks. 

A-  manager  of  federal  property  and  records,  the  General  Services  Administra- 
tion has  been  assigned  several  roles  in  supervising  the  implementation  of  the 
Privacy  Act. 

Equipment  u$e 

<;sa  has  supervisory  authority  for  the  purchase  of  all  government  computers 
and  telecommunications  equipment.  Sidney  Weinstein  of  the  automated  data  and 
telecommunications  service  said  GSA  is  preparing  privacy  regulations  for  agencj 

procurement  and  sharing  of  SUCh  equipment  on  the  basis  that  "the  proper  time 
to  tell  an  agency  how  to  use  the  equipment  is  when  the  system  is  being  designed, 
not  when  it  is  acquired  6  to  12  months  later." 

(ISA  Administrator  Arthur  F.  Sampson  issued  a  regulation  in  1074  requiring 
executive  branch  agencies  to  submit  for  its  prior  approval  all  new  data  process- 
in?  and  telecommunications  machines  in  order  to  ensure  they  adequately  protect 
citizen  privacy. 

Contractors 

In  coordination  with  the  Office  of  Federal  Procurement  Policy,  an  arm  of 
OMB.  GSA  is  setting  rules  for  federal  contractors.  An  OMB  aide  said  Congress 
applied  the  Privacy  Act  to  federal  contractors  in  order  to  prevent  agencies  from 
using  '-laundered'"  information  to  avoid  the  law. 

GSA  and  OMB  officials  are  uncertain  about  the  impact  of  this  section  and  the 
number  of  private  firms  affected.  However,  Weinstein  said  "few  businesses  yet 
understand  this  section  and  that  it  will  be  a  significant  requirement  imposing 
additional  administrative  and  technical  burdens.'*  GSA  officials  intend  to  solicit 
industrial  comments  before  the  final  contractor  rules  are  made  effective  in 
September. 

The  OMB  draft  guidelines  said  the  law  covers  contractor  records  systems 
"maintained  to  support  direct  management  of  a  federal  program  by  a  federal 
agency"  but  does  not  cover  a  program  or  activity  financed  in  whole  or  in  part 
by  the  federal  government  but  managed  by  a  local  government  or  non-federal 
agency. 

Archives 

GSA's  National  Archives  and  Records  Service  sets  rules  on  the  storage  of  all 
agency  records.  Under  new  privacy  regulations,  agencies  will  be  required  to  iden- 
tify for  the  archives  service  all  records  kept  in  federal  records  centers  and  pro- 
vide GSA  a  copy  of  their  privacy  rules  before  the  service  provides  them  copies 
of  the  records.  The  purpose  of  this  regulation  will  be  to  assure  that  only  author- 
ized agencies  have  access  to  the  records. 

The  archives  service  also  supervises  the  Federal  Register,  which  is  required 
to  publish  the  annual  notice  of  federal  records  systems  as  well  as  aH  new  rules 
governing  their  use.  It  is  preparing  rules  governing  the  format  of  these  notices. 

National  Bureau  of  Standards 

The  Commerce  Department's  Bureau  of  Standards  recently  studied  the  protec- 
tion of  computer  security  and  is  advising  agencies  on  how  to  prevent  inadver- 
tent disclosure  intentional  misuse,  bad  data  and  other  problems. 

Ruth  M.  Davis,  director  of  the  Institute  for  Computer  Sciences  and  Tech- 
nology, is  supervising  the  drafting  of  regulations  that  will  apply  to  all  federal 
agencies.  Congressional  aides  said  she  is  concerned  that  OMB  has  not  given 
the  Bureau  of  Standards  adequate  time  or  funds  to  implement  the  act.  Davis 
was  not  available  for  comment. 

COMPLIANCE 

While  there  is  no  uniform  pattern  for  implementation  of  the  Privacy  Act  by 
individual  agencies  and  it  is  too  early  to  measure  the  extent  of  compliance,  many 
large  government  departments  have  created  offices  setting  agency  information 
policy.  Some  officials  have  pointed  to  possible  problems  and  conflicts  in  imple- 
menting the  law. 

Commerce 

James  X.  Ravlin,  special  assistant  to  the  Commerce  Department  general 
counsel,  said  the  department  has  begun  an  inventory  of  its  records  systems  but 
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is  awaiting  the  final  OMB  guidelines  before  it  begins  to  apply  the  new  rules  to 
the  systems  and  to  educate  the  staff. 

Ravlin  said  the  department  has  discussed  with  OMB  several  questions  on  the 
law's  interpretation  including  whether  it  covers  persons  whose  records  are  kepi 
for  requirements,  such  as  equal  employment  opportunity,  having  nothing  to  do 
with  them  individually,  and  those  who  are  references  for  job  applicants. 

He  also  said  "there  is  some  inconsistency  in  the  OMB  guidelines  on  how  much 
help  an  agency  should  give  an  individual  in  locating  his  record  and  how  specific 
an  agency  should  be  in  reporting  the  purpose  of  which  the  record  is  collected." 

Labor 

Sofia  P.  Peters.  Labor  Department  counsel  in  the  division  of  legislation  and 
legal  counsel,  said  the  department  is  reviewing  each  of  its  nearly  20  divisions  to 
identify  precisely  each  of  its  records  systems.  Because  of  the  law's  broad  cover- 
age, she  said,  records  such  as  federal  employee  compensation  and  data  on  black 
lung  compensation  will  be  available  to  the  individual  described. 

She  said  the  preliminary  response  from  the  divisions  indicates  "some  of  the 
officials  don't  understand  the  total  problem.  In  many  cases,  they  have  not 
identified  for  us  records  systems  about  individuals  that  are  not  easily  retrieveable 
or  catalogued  by  a  person's  name."  She  said  one  beneficial  result  of  the  new 
law  will  be  more  organized  record  keeping  systems. 

HEW 

The  Health,  Education  and  Welfare  Department's  (HEW)  fair  information 
practices  office  is  supervising  the  implementation  of  the  law  throughout  the 
department.  Thomas  S.  McFee.  HEW  deputy  assistant  secretary  for  adminis- 
tration and  management,  said  the  act  may  be  too  unwieldy  if  "interpreted 
literally."  As  an  example.  McFee  said  HEW  will  not  keep  a  record  of  each 
individual  access  to  a  record  but  will  maintain  records  that  permit  an  "audit 
trail"  for  anyone  seeking  such  access 

HEW  prepared  the  first  detailed  report  on  federal  record  keeping  in  107" 
when  it  issued  a  series  of  recommendations  on  computer  handling  of  records, 
including  a  proposed  "code  of  fair  information  practices."'  Many  of  the  recom- 
mendations have  served  as  a  guide  in  subsequent  congressional  and  adminis 
trative  action.  (For  a  report  on  the  HEW  study,  see  Vol.  5.  No.  43.  p.  1602.) 

Justice 

Although  the  Privacy  Act  requires  public  notice  of  all  criminal  information 
systems,  it  permits  an  agency  to  exempt  most  criminal  records  from  the  other 
procedural  requirements  of  the  law.  Justice  Department  and  congressional  aides 
have  worked  for  two  years  on  separate  legislation  governing  these  files  and 
hope  a  law  will  be  enacted  later  this  year. 

Mary  C.  Lawton,  deputy  assistant  attorney  general  (Office  of  Legal  Counsel), 
told  an  April  16  meeting  of  state  criminal  justice  officials  that  the  new  law  is 
"bound  to  impact  on  local  criminal  justice  agencies,"  citing  their  use  of  records 
from  non-law  enforcement  agencies. 

She  said  the  Justice  Department  will  not  apply  the  act  literally  "because  we 
have  interpreted  that  Congress  is  not  intending  the  ludicrous  even  though  the 
law  would  permit  the  ludicrous." 

Congressional  oversif/h  t 

Several  House  and  Senate  aides  who  participated  in  the  drafting  of  the 
Privacy  Act  have  kept  a  close  watch  on  its  implementation.  They  are  satisfied. 
for  the  most  part,  with  OMB's  performance  but  express  some  concern  whether 
there  will  be  full  compliance  by  Sept.  27. 

A  group  of  seven  congressional  aides  met  April  2:3  with  Haase  and  Reeder 
for  more  than  two  hours.  "OMB  might  be  doing  things  in  a  different  way  bul 
there  is  movement  that  is  going  in  the  right  direction."  said  .lames  Davidson, 
counsel  to  the  Senate  Government  Operations  Subcommittee  on  Intergovern- 
mental Relations. 

He  said  Haase  reported  some  difficulties  with  agency  compliance  but  gave 
them  no  details. 

An  OMB  official  said  that  50  of  the  marly  100  agencies,  including  all  Cabinet 
departments,  had  submitted  their  plans  for  compliance  by  May  12.  live  weeks 
after  the  OMB  deadline.  He  said  <  1MB  plans  to  send  a  follow-up  letter  to  the  other 
agencies  urging  prompt  compliance. 

Joseph  A.  Overton  III.  legislative  assistant  to  Pep.  Barry  M.  Goldwater  Jr.. 
R-Calif.,  said  Goldwater  Jr..  R-Calif..  said  Goldwater  is  concerned  that  OMB's 
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guidelines  bo  far  "are  more  description  than  proscription."  Overton  said  Baase 
assured  tin  group  that  OMB  would  become  Increasingly  diligent  in  supervising 
Implementation.  Overton  als  led  concern  that  "some  agencies  have 

responded   in   a    totally   unsnt  Lsfactory   manner."   according   to  the  general  com- 
ment^ of  the  OMB  Officials. 
Stephen   M.   Daniels,  assistant   minority  counsel  for  the  House  Government 

Operations  Committee.  Baid  OMB  is  in  the  best  position  to  "direct  the  activities" 
of  other  government  agencies  and  that  its  performance  so  far  has  been  satis- 
factory, lie  added  that  the  public  will  have  the  ultimate  right  to  take  recalcitrant 

agencies  to  court. 

IMI'At   1 

Most  officials  Interviewed  said  the  new  privacy  law  will  have  a  significant  im- 
pact on  federal  record  keeping  practices.  While  the  act  will  probably  cause  a 
short-term  reduction  in  the  amount  of  records  that  are  kept,  it  is  likely  to  in- 
crease the  cost  of  maintaining  them  and  its  procedures  will  increase  the  amount 
of  bureaucratic  paperwork. 

By  forcing  more  organized  handling  of  federal  records  systems,  the  long-term 
effect  of  the  law  is  likely  to  be  increased  computerization  and  an  even  greater 
ability  of  federal  officials  to  secure  access  to  individual  data. 

In  contrast  to  the  1966  Freedom  of  Information  Act  (SO  Stat.  383),  which 
forces  an  agency  to  respond  only  when  a  citizen  asks  to  view  a  public  document, 
the  Privacy  Act  places  more  active  responsibility  on  federal  agencies  to  see  that 
record  keeping  practices  are  respected. 

Cost  estimates  of  the  first  year's  implementation  are  uncertain,  but  they  range 
as  high  as  shop  million  with  annual  costs  of  $100  million  thereafter. 

Gary  Bearden  of  the  Civil  Service  Commission  said  when  the  law  was  passed, 
"there  was  more  fiction  than  fact"  in  the  agencies  about  its  impact.  As  they  have 
begun  "to  put  their  shoulder  to  the  wheel,"  he  said,  agency  officials  have  recog- 
nized the  need  for  and  practicality  of  compliance.  He  said  that  once  the  initial 
operating  changes  are  completed,  there  will  not  be  a  significant  impact  on  agency 
proeedui ■ 

Davidson  of  the  Senate  Intergovernmental  Relations  Subcommittee  staff  said 
a  key  factor  in  the  successful  implementation  of  the  law  will  be  whether  admin- 
istrative policy  officials  rather  than  technical  data  processing  experts  or  lawyers 
with  general  interest  supervise  agency  enforcement  of  the  law.  So  far,  OMB  has 
preferred  to  allow  each  agency  to  make  its  own  decision  on  which  office  is  given 
the  enforcement  power  because  of  its  view  that  each  agency  is  best  equipped  to 
make  its  own  decision. 

Calendar  for  Compliance 

The  Office  of  Management  and  Budget  (OMB)  has  issued  a  calendar  to  guide 
federal  agencies  in  the  implementation  of  the  Privacy  Act  of  1974.  OMB  officials 
have  said  they  intend  to  monitor  the  plan  closely,  although  they  may  grant  some 
leeway  on  everything  but  the  final  implementation  date,  which  is  manlated  by 
the  act.  Following  are  the  key  dates  with  which  agency  officials  have  been  asked 
to  comply : 

May  30:  OMB  issues  a  circular  spelling  out  the  basic  policies  and  responsi- 
bilities to  be  met  by  the  agencies,  as  well  as  detailed  guidelines  on  the  specific 
terms  of  the  Privacy  Act. 

June  1 :  Civil  Service  Commission  begins  to  introduce  training  on  privacy 
practices  into  its  courses  for  federal  employees. 

June  1 :  General  Services  Administration  begins  to  train  agency  employees  on 
new  records  management  procedures. 

June  15:  Agencies  complete  for  OMB  the  draft  version  of  their  public  notices 
of  their  records  systems  and  rules  governing  their  use. 

July  15:  Agencies  complete  their  plans  for  implementing  the  new  law,  issue 
changes,  to  their  internal  operating  procedures  and  begin  intensive  employee 
training. 

Auur.  27:  Agencies  publish  for  public  comment  in  the  Federal  Register  their 
rules  for  use  of  records  systems  and  which  systems  will  be  exempted  from 
coverage  of  the  law. 

Sept.  27 :  Agencies  publish  in  the  Federal  Register  final  rules  and  guidelines 
for  their  records  systems  and  give  public  notice  of  all  records  systems  which  they 
maintain,  regardless  of  whether  they  must  be  publicly  available.  The  Privacy  Act 
goes  into  effect. 
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PRIVACY  AND  THE  FREEDOM 
OF  INFORMATION  ACT 


Mary  Huleu* 


TP  he  second  session  of  the  93rd  Congress  devoted  substantial  attention  f& 
■**  bills  which  would  restrict  disclosure  of  government  information  and 
others  which  could  require  disclosure  of  the  same  information.  This 
Congress  passed,  over  the  President's  veto,  amendments  to  the  Freedom  of 
Information  Act  substantially  strengthening  the  disclosure  requirements  of 
that  Act.1  The  Congress  also  considered  over  100  privacy  bills:  the  House 
passed  the  Moorhcad  Bill*  and  the  Senate  passed  the  Ervin  Bill.3  As  a 
compromise,  the  Congress  passed  the  Privacy  Act  of  19744  enacted  as  an 
amendment  to  the  Moorhead  Bill  and  substituted  for  the  Ervin  Bill.  While 
the  requirements  of  privacy  and  of  access  are  in  many  ways  consistent, 
there  is  a  point  of  clear  conflict  where  privacy  taken  alone  would  require 
that  personal*  material  held  by  a  government  agency  never  be  disclosed 
and  access  would  require  that  any  material  held  by  a  government  agency 
must  always  be  disclosed.  Obviously,  neither  privacy  nor  access  can  ever  be 
considered  alone;  both  must  be  considered  in  relation  to  other  needs  and  inA 
relation   to   each   other.    Unfortunately,    the   Congress   has   not   clearly 


•Third  year  student,  the  National  Law  Center.  George  Washington  University. 

•H.R.  12471  (1974)  amending  5  U.S.C.  552  (1966)  (hereinafter  FOIA  and  FOIA  amend- 
ments). 

■H  R   16373.  Rep.  No.  93-1416.  93rd  Cong.  2d  Sess.  (1974)  (hereinafter  the  Moorhead  Bill). 

»S.  3418.  Rep.  No.  93-1183.  93rd  Cong.  2d  Sets.  (1974)  (hereinafter  the  Ervin  Bill). 

•Pub    L.  No.  93  579.  93rd  Cong.  2d  Sess.  (Dec.  51,  1974)  (hereinafter  The  Privacy  Act). 

•Privacy,  for  the  purposes  of  this  paper,  refers  only  to  personal  privacy  of  individuals  with 
no  consideration  whether  corporations  can  claim  a  right  to  privacy. 
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addressed  this  conflict.  The  result  is  conflicting  requirements  on 
government  agencies  and  a  statutory  pattern  that  does  not  clearly  provide 
for  the  needs  of  either  access  or  privacy. 

This  conflict  is  made  more  real  for  federal  agencies  and  federal 
employees  faced  with  making  decisions  on  FOIA  requests  that  include 
personal  information.  Agency  personnel  in  a  short  time  period.6  with 
inadequate  guidelines'  arc  forced  to  decide  whether  material  is  requiied  to 
he  disclosed  under  FOIA  or  protected  from  disclosure  under  the  Privacy 
Act.  The  problem  is  intensified  by  the  possible  disciplinary  and  contempt 
proceedings,  for  improper  refusal  to  disclose  as  required  by  FOIA.7  While 
Senator  Ervin  asserted  thai  the  Privacy  Act  maintains  the  status  quo  with 
respect  to  the  privacy  exemption  of  the  FOIA.8  an  analysis  of  both  Acts 
does  not  support  that  conclusion.  The  FOIA  encouraged  agencies  to  err  on 
the  side  of  disclosure  by  never  forbidding  disclosure  while  the  Privacy  Act 
permits  disclosure  only  when  it  is  "required."9 

RIGHT  OF  PRIVACY 

The  greatest  difficulty  in  this  area  is  the  ambiguous  nature  of  privacy. 
While  much  has  been  written  on  the  subject,  it  does  not  include  a  clear, 
working  definition.  There  is  agreement  on  the  existence  of  a  constitutional 
right  to  privacy.10  although  privacy  is  not  explicitly  mentioned  in  the 
Constitution.  Privacy  is  a  newly  emerging  constitutional  right  without  clear 
legal  definition. 

Non-legal  definitions  are  no  more  clear.  Some  definitions  arc:  "The 
essence  of  privacy  is  no  more,  and  certainly  no  less,  than  the  freedom  of  the 
individual  to  pick  and  choose  for  himself  the  time  and  circumstances  under 
which,  and  most  importantly,  the  extent  to  which,  his  attitudes,  beliefs, 
behavior  and  opinions  are  to  be  shared  or  withheld  from  others.  The  right 
to  privacy  is,  therefore,  a  positive  claim  to  a  status  of  personal  dignity  — a 
claim  to  freedom,  if  you  will,  but  freedom  of  a  very  special  kind."11 
"Privacy  is  the  claim  of  individuals  to  determine  for  themselves  when,  how, 


•3  U.S.C.  552  (a)(6)(A)  amending  5  U.S.C.  552  (a)(5). 

'5  U.S.C.  552  (a)(1)(E)  amending  5  U.S.C.  552  (a)(3). 

•120  Cong.  Rrx.  S  21817  (daily  cd.  Dec.  17.  1974). 

•Pub.  L.  No.  93  579.  5  U.S.C.  552a(b)(2). 

'•Griswoldv.  Connecticut.  381U.S.  479.  85  S.Ct.  1678(1965):  Eisenstadt  v.  Baird,  92  S.Ct. 
1029(1972):  Stanley  v.  Georgia.  394  U.S.  557(1969):  Roe  v.  Wade.  410  U.S.  113(1973);  Doe 
v.  Bolton.  410  U.S.  179  (1973). 

"Ruebhausen  and  Brim.  Privacy  and  Behamoral  Research,  65Colum.  L.  Rev.  1184,  1189 
(1965). 
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and  to  what  extent  information  about  them  is  communicated  to  others. ",f 
"Privacy  is  not  simply  an  absence  of  information  about  us  in  the  minds  of 
others.  Rather  it  is  the  control  we  have  over  information  about 
ourselves. M,s  But  none  of  the  definitions  address  the  basic  question  of  what 
kinds  of  requests  offend  personal  privacy.  The  factors  that  need  to  be 
addressed  are  requests  for  what  kinds  of  information;  who  is  making  the 
requests,  and  under  what  kinds  of  surrounding  circumstances.  Few  would 
claim  that  all  requests  for  disclosures  at  all  times  violate  personal  privacy, 
but  the  nature  of  the  parameters  of  privacy  are  undefined. 

What  does  seem  to  be  agreed  upon  is  that  privacy  is  not  the  absence  of 
disclosure  but  the  element  of  control  over  the  disclosures.  This  element  of 
control  is  a  two-step  process.  First,  it  is  the  control  over  whether  or  not  to 
make  the  disclosure,  and  secondly,  having  made  the  initial  disclosure, 
control  over  any  further  use  to  be  made  of  the  information.  Since 
constitutional  rights  are  in  fact  only  proscriptions  against  government 
action,  the  right  of  privacy  means  that  the  government  is  limited  in  its 
ability  to  require  the  individual  to  give  up  information  about  himself  and  is 
further  limited  in  what  the  government  might  do  with  that  information 
once  given  up.  These  two  steps  are  frequently  distinguished  as  privacy,  the 
collection  of  the  information  in  the  first  instance,  and  confidentiality,  *S* 
status  of  the  information  once  collected. 

Privacy  is  not  an  absolute  right,  it  is  a  right  to  be  balanced  against  other 
needs  in  an  organized  society.  "The  individual's  desire  for  privacy  is  never 
absolute,  since  participation  in  society  is  an  equally  powerful  desire."14 
"For  any  one  individual,  privacy,  as  a  value,  is  not  absolute  or  constant;  its 
significance  can  vary  with  time,  place,  age  and  other  circumstances.  There 
is  even  more  variability  among  groups  of  individuals.  As  a  social  value, 
furthermore,  privacy  can  easily  collide  with  others,  most  notably  free 
speech,  freedom  of  the  press,  and  the  public's  'right  to  know.'"15  In  the 
area  of  conflict  between  right  of  privacy  and  freedom  of  the  press,  Justice 
Corley  has  said,  "A  consideration  of  the  limits  of  the  right  of  privacy 
requires  the  exercise  of  a  nice  discrimination  between  the  private  right  4to 
be  let  alone'  and  the  public  right  to  news  and  information;  there  must  be  a 
weighing  of  the  private  interest  as  against  the  public  interest. ",# 


'•Westin,  Privacy  and  Freedom  7  (1967). 
"Fried.  Privacy  77  Yale  L.J  475.  482  (1968). 
"Westin,  Privacy  and  Freedom  7  (1967). 

"Secretary's  Admory  Comm.   on  Automated  Personal  Data  Systems,   Hew.    Records 
Computers  and  the  Rjghts  or  Citizens  38  (1973). 

••Carlisle  v.  Fawcett  Pub    Inc..  20  Cat.  Rptr.  405  (Ct.  App.  1962). 
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RIGHT  TO  KNOW 

One  of  the  interests  to  be  balanced  against  the  right  of  privacy  is  the 
interest  in  an  informed  citizenry,  in  the  citizen's  "right  to  know."  The  free 
flow  of  information  from  a  government  to  its  citizenry  is  the  "life  biood  of 
democracy"  and  information  is  the  currency  of  power.1 7The  old  motto  'And 
the  truth  shall  make  you  free'  has  a  critical  political  application.  Although 
the  truth  may  not ,  by  itself,  be  quite  sufficient  to  make  or  keep  anyone  free, 
the  full  and  free  flow  of  truthful  information  is  clearly  necessary  to  social 
and  political  freedom." 

It  has  been  argued  that  the  "right  to  know"  is  a  constitutional  right  em- 
bodied in  and  necessary  to  the  right  of  a  free  press  and  the  right  of  free 
speech.1*  The  Supreme  Court  said  in  Grosjean  v.  American  Press  Co.,™  in 
reference  to  freedom  of  the  press.  "In  the  ultimate,  an  informed  and  en- 
lightened public  opinion  was  the  thing  at  stake."  Any  argument  for  a  con- 
stitutional right  to  know  includes  the  words  of  James  Madison,  Chairman  of 
the  committee  which  drafted  the  first  amendment,  "A  popular  government 
without  popular  information,  or  the  means  of  acquiring  it,  is  but  a  Prologue 
to  a  Farce  or  a  Tragedy;  or,  perhaps  both.  Knowledge  will  forever  govern 
ignorance.  And  the  people  who  mean  to  be  their  own  governors,  must  arm 
themselves  with  the  power,  which  knowledge  gives."*1 
I 

I        THE  FREEDOM  OF 
i  INFORMATION  ACT  AND 
PRIVACY 

Congress  recognized  the  basic  idea  of  a  right  to  know  in  the  passage  of  the 
FOIA  in  1966.  In  providing  a  statutory  right  of  access,  a  possible  conflict 
with  privacy  was  recognized.  The  House  committee  report  on  the  FOIA 
states:  "The  right  of  the  individual  to  be  able  to  find  out  how  his 
Government  is  operating  can  be  just  as  important  to  him  as  his  right  to 
privacy  and  his  right  to  confide  in  his  government.  This  bill  strikes  a 
balance  considering  all   these   interests. ""  "[I]t   is   necessary  to  protect 


"Nader.  Freedom  From  Information:  The  Act  and  the  Agencies,  5  Har.  Civ.  Rev  — Civ. 
Lib.  L.  Rev.  1  (1970). 

"Minor.  The  Information  War  IX  (1970). 

"See  Access  to  Government  Information  and  the  Classification  Process— Is  There  a  Right 
to  Know?.  17  N.Y.L.F.  814  (1971);  Kutner.  Freedom  of  Information:  Due  Process  of  the 
Right  to  Know,  18  Cath.  Law.  50  (1972). 

••297  U.S.  233(1936).  | 

••Letter  from  James  Madison  to  W.T.  Barry,  Aug.  4.  1822,  in  The  Complete  Madison  337 
ri953). 

"Slicomm.  on  Admn.  Practice  and  Procedure,  Freedom  of  Information  Act  Source 
Boor.  S.  Doc.  No.  98  82.  93rd  Cong..  2nd  Sess.  2  (1974). 


1221 


PRIVACY  AND  THE  FOIA     279 


certain  equally  important  rights  of  privacy  with  respect  to  certain  infor- 
mation. .  .  .  It  is  also  necessary  for  the  very  operation  of  our  government  to 
allow  it  to  keep  confidential  certain  material.  ...  It  is  not  an  easy  task  to 
balance  the  opposing  interests,  but  it  is  not  an  impossible  one  either.  .  .  . 
Success  lies  in  providing  a  workable  formula  which  encompasses,  balances, 
and  protects  all  interests,  yet  places  emphasis  on  the  fullest  responsible  dis- 
closure."" In  discussing  exemption  (bX6),  the  House  Committee  report 
goes  on  to  say:  "The  limitation  of  a  'clearly  unwarranted  invasion  of  per- 
sonal privacy'  provides  a  proper  balance  between  the  protection  of  an 
individual's  right  of  privacy  and  the  preservation  of  the  public's  right  to 
government  information  by  excluding  those  kinds  of  files  the  disclosure  of 
which  might  harm  the  individual."" 

This  approach  was  praised  by  some  for  recognizing  a  right  of  privacy  and 
providing  for  it  at  a  time  when  few  were  concerned  about  informational 
privacy.  At  the  same  time,  it  has  been  criticized  for  requiring  disclosure 
under  circumstances  that  would  be  an  "unwarranted  invasion  of  personal 
privacy"  but  not  "clearly"  so.  For  others,  there  seemed  to  be  an 
inconsistency  between  the  notion  of  a  "right  of  privacy"  and  the  notion  of  a 
"warranted"  invasion  of  that  privacy. 

Privacy  concerns  have  been  argued  in  the  courts  under  both  the  b4"  and 
b6"  exemptions.  The  argument  under  the  b4  exemption  has  centered  on 
"privileged  or  confidential."  Many  have  argued  that  this  should  include 
material  given  to  the  government  under  a  good  faith  understanding  of 
confidentiality.  Prof.  Davis  has  said,  "Obviously,  the  good  faith 
understanding  that  the  information  will  be  kept  confidential  should  be 
honored.  But  the  statutory  words  clearly  limit  the  exemption  to  'commercial 
or  financial  information.' "*7  While  the  Attorney  General's  Memorandum** 
and  the  legislative  history  both  indicate  a  broader  reading  of  b4,  the  courts 
have  followed  the  fairly  clear  literal  meaning  of  the  statute."  Even  when 
the  material  is  commercial  or  financial,  a  promise  of  confidentiality  is  not 


"Senate  Comm.  on  the  Judiciary.  Clarifying  and  Protecting  the  Right  of  the  Public 
to  Information,  and  for  Other  Purposes.  S.  Rep.  No.  813,  89th  Cong..  1st  Sess.  3  (1965). 

" Supra  note  22. 

"b4  Trade  secrets  and  commercial  or  financial  information  obtained  from  a  person  and 
privileged  or  confidential. 

"b6  Personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy. 

"Davis,  The  Information  Act:  A  Preliminary  Analysis,  34  U.  Chi.  L.  Rev.  761,  787 
(1967). 

"20  Ad.  Law  Rev.  263.  300  (1968). 

"Consumer  Union  of  United  States,  Inc.  v.  Veterans  Administration,  301  F.  Supp.  796 
(S.D.N. Y.  1969).  appeal  dismissed  as  moot,  436  F.2d  1363  (1971). 

63-619   O  -  76  -  78 


1222 


280      ADMINISTRATIVE  LAW  REVIEW 


enough  to  sustain  exemption.50  "To  summarize,  commercial  or  financial 
matter  is  'confidential'  for 'purposes  of  the  exemption  if  disclosure  of  the 
information  is  likely  to  have  either  of  the  following  effects:  1)  to  impair  the 
government's  ability  to  obtain  necessary  information  in  the  future;  or  2)  to 
cause  substantial  harm  to  the  competitive  position  of  the  person  from  whom 
the  information  was  obtained."31  Exemption  b4  has  been  found  to  apply  to 
individual,  personal  financial  information  as  distinguished  from  corporate 
or  business  information  but  only  within  the  narrow  confines  of  the  court's 
interpretation  of  b4.32 

Most  FOIA  cases  argued  on  privacy  grounds  are  argued  under  the  b6 
exemption.  The  courts  have  had  difficulty  with  "clearly  unwarranted 
invasion  of  privacy."  The  approach  now  followed  by  the  U.C.  Circuit,  the 
Second  Circuit.33  and  the  Third  Circuit34  is  the  balancing  test  originally  put 
forth  in  Gctman  v.  National  Labor  Relations  Board.3*  In  that  decision 
Judge  Skelly  Wright  said,  "Exemption  6  requires  a  court  reviewing  the 
matter  denovo  to  balance  the  right  of  privacy  of  affected  individuals  against 
the  right  of  the  public  to  be  informed;  and  the  statutory  language  'clearly 
unwarranted'  instructs  the  court  to  tilt  the  balance  in  favor  of  disclosure."56 
In  Wine  Hobby  U.S.A.  v.  United  States  Internal  Revenue  Serx'ice  the  Third 
Circuit  noted  that  the  balancing  done  by  the  Getman  court  refers  only  to  the 
b6  exemption.  "Only  non-exempt  material  is  available  to  'any  person.' 
There  is  nothing  that  precludes  balancing  to  determine  whether  particular 
information  is  within  a  statutory  exemption."37 

As  this  test  has  been  applied  by  the  courts  that  have  followed  the  D.C. 
Circuit,  there  have  been  two  considerations:  1)  whether  there  is  an  invasion 
of  privacy;  and  2)  whether  that  invasion  is  "warranted"  by  the  use  the 
requestor  of  the  information  is  going  to  make  of  it.  In  Getman  the  release 
of  the  names  and  addresses  of  employees  was  found  to  invade  the  privacy 
of  the  employees,  but  the  significant  nature  of  the  research  project 
involved  "warranted"  that  minor  invasion.  There  have  been  two  other 
cases  involving  the  release  of  names  and  addresses.  In  Ditlow  v.  Schultz™ 
the  court  found  the  use  unwarranted  because  it  was  not  clear  that  the 


"Scars.  Roebuck  and  Co.  v.  GSA.  384  F.  Supp.  996  (D.D.C.  1974);  Petkas  v.  Siaats.  501 
F.2d  887.  (D.C.  Cir.  1974). 

"National  Parks  and  Conservation  Ass'n  v.  Morton.  498  F.2d  765  (D.C.  Cir.  1974). 

"Rural  Housing  Alliance  v.  U.S.  Dept.  of  Agr..  498  F.2d  73  (D.C.  Cir.  1974);  Ditlow  v. 
Schulu.  379  F.  Supp.  326  (D.D.C.  197-1). 

"Rose  v.  Department  of  the  Air  Force.  495  F.2d  261  (1974). 

"Wine  Hobby  U.S.A..  Inc.  v.  United  States  Internal  Rev.  Serv..  502  F.2d  133  (1974). 

"450  F  2d  670  (D.C.  Cir.   1971).  app'l  for  stay  or  order  denied.  404  U.S.  1204  (1971). 

"Id 

"Supra  note  34. 

"379  F    Supp    326  (D.D.C.  197-1). 


1223 


PRIVACY  AND  THE  FOIA     281 


requestor  would  be  able  to  maintain  the  class  action  suit  for  which  he 
sought  the  names;  and,  if  he  could  maintain  the  suit,  the  names  would  be 
available  through  another  source  (i.e.,  through  discovery).  In  Wine  Hobby 
the  court  found  the  proposed  use  did  not  warrant  disclosure  because  the 
use  was  "commercial  exploitation  (which  is)  wholly  unrelated  to  the 
purposes  of  FOIA."39 

The  degree  of  the  invasion  of  privacy  was  far  more  serious  in  two  other  b6 
cases.  In  Rural  Housing  Alliance  v.  United  States  Department  of 
Agriculture,40  the  information  sought  was  "detailed  and  intimate  case 
histories  of  specified  named  individuals."  In  Rose  v  Department  of  the  Air 
Force/1  the  material  sought  was  case  summaries  of  Honor  and  Ethic's  Code 
adjudications  at  the  Air  Force  Academy.  In  both  cases  it  was  argued 
strenuously  that  there  was  no  way  to  delete  identifying  material  sufficiently 
to  protect  the  privacy  of  reported  individuals.  In  both  cases,  the  court 
remanded  with  instructions  to  attempts©  delete  identifying  details. 

In  Roblcs  v.  Environmental  Protection  Agency  the  Fourth  Circuit  did  not 
consider  the  proposed  use  of  the  requested  material  and  expressly 
disavowed  balancing.  "As  Professor  Davis  has  so  convincingly  emphasized, 
the  earlier  provision  in  the  Administrative  Procedure  Act  piov  '_ 
disclosure  to  persons  properly  and  directly  concerned/  That  was  changed  to 
'any  person',  demonstrating  beyond  argument  that  disclosure  was  never  to 
'depend  upon  the  interest  or  lack  of  interest  of  the  party  seeking  dis- 
closure.' "4*  While  the  court  found  there  were  significant  privacy  questions, 
the  court  concluded  that  they  did  not  reach  "clearly  unwarranted" 
proportions.  Most  significant  to  this  court  was  that  no  householder  had  ob- 
jected to  the  disclosure. 

THE  ABSOLUTE  TEST  FOR  PRIVACY 

One  way  to  assure  privacy  within  the  FOIA  is  to  determine  what  materials 
should  be  protected  from  disclosure  for 'privacy  reasons,  designate  them 
clearly,  and  exempt  them  from  disclosure  by  statute.  Such  material  would 
be  protected  from  disclosure  under  FOIA  by  the  b3  exemption  "specifically 
exempted  from  disclosure  by  statute."  This  approach  fits  with  the  general 


"Supra  note  34. 

40498  F.2d  73  (DC.  Cir.  1974).  :- 

"495  F.2d  261  (2nd  Cir.  1974). 

"484  F.2d  843.  847  (1973);  see  also  Note.  Invasion  of  Privacy  and  the  Freedom  of 
Information  Act:  Getman  v.  NLRB,  40  C.W.L.  Rev.  527  (1972),  for  a  critical  review  of  the 
balancing  test  used  bv  the  Getman'  court. 
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approach  that  Congress,  not  the  agencies  or  the  courts,  should  make  the 
decisions  on  how  to  balance  the  interests  between  disclosure  and  the  privacy 
concerns  of  individuals  and  the  government.  Congress  rejected  the 
equitable  tests  of  the  prior  Public  Information  section  of  the  Administrative 
Procedure  ActiS  for  a  policy  that  requires  release  of  requested  material 
except  for  material  specifically  exempted  from  disclosure.  CongTcss 
weighed  the  interests  involved  and  determined  which  materials  to  exempt 
from  the  disclosure  requirement  originally  and  can,  in  its  concern  for 
individual  privacy,  specifically  exempt  more  material. 

If  Congress  by  statute  were  to  exempt  certain  material  from  disclosure, 
the  court's  only  function  in  ruling  on  a  challenge  to  order  disclosure  would 
be  to  determine  that  such  a  statute  did  exist  and  that  the  material  sought  fell 
within  the  statute.  This  approach  has  been  called  the  per  se  approach 
because  the  court  does  not  consider  the  merits  of  disclosure  or  exemption.44 

The  primary  advantage  of  this  approach  is  its  ease  of  implementation. 
Agency  personnel  should  be  able  to  understand  what  material  is  included 
and.  therefore,  what  material  is  to  be  disclosed.  The  recent  FOIA  amend- 
ments are  primarily  directed  toward  more  prompt  agency  compliance;  if 
this  goal  is  to  be  achieved,  the  clearest  possible  standards  must  be  given. 
Currently,  interpretation  of  the  court-made  standards  as  to  privacy  and  the 
FOIA  require  agency  attention  at  the  highest  level  and,  generally,  referral  to 
thejustice  Department  Committee  of  FOIA  for  a  legal  opinion,  obviously  a 
time-consuming  process.45 

The  other  major  advantage  of  the  absolute  test  is  that  it  assures  the 
confidentiality  of  particular  data.  The  President's  Commission  on  Federal 
Statistics  concluded:  "The  only  way  to  assure  the  confidentiality  of 
particular  data  is  by  a  statute  requiring  that  those  data  be  held  in 
confidence.  In  such  a  case,  the  statute  requires  the  agency  to  resist  a  request 
for  the  data,  and  it  can  justify  its  refusal  in  a  suit  brought  under  the  Act  on 
the  grounds  of  the  third  exemption."4*  Any  test  which  balances  interests 
might  not  succeed  in  guaranteeing  the  confidentiality  of  any  particular 
data. 

Hie  difficulty  with  this  method  is  specifying  what  material  should  be 
exempted.  As  has  been  noted  before,  there  is  no  clear  definition  of  what  is 
private  information  i  deserving  confidential  treatment.  One  method  to 
accommodate  the  needs  of  confidentiality  on  a  case-by-case  basis  is  to  give 


4*Scc.  3  Administrative  Procedure  Act  as  amended  by  Pub.  L.  89-481. 
♦•Note.  The  FOlA's  Investigatory  File  Exemption.  42  G.W.L.  Rev.  87  (1974). 
"Saloschin.  Administering  the  FOIA:  An  Insiders   View,  in  Government  Secrecy  in 
America:  None  of  Your  Business  192  (1974). 
♦M  President's  Commission  on  Federal  Statistics.  Federal  Statistics  209  (1971). 
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agency  heads  the  authority  to  declare  certain  material  confidential.  A 
variation  on  this  method  is  to  provide  an  exemption  if  agencies  have 
promised  confidential  treatment  at  the  time  of  collection  of  the 
information.  This  method  has  the  obvious  problem  that  it  gives  to  agencies 
the  very  discretion  with  regard  to  disclosure  that  the  FOIA  attempts  to 
remove  from  agencies.  The  courts  have  generally  been  unwilling  to  accept 
such  agency  determinations  as  not  providing  a  sufficiently  specific 
exemption  as  required  by  b3.47 

Another  case-by-casc  approach  is  where  Congress  excludes  specific 
material  from  disclosure  by  statute.  The  Census  Law,  for  example,  exempts 
all  material  furnished  under  the  provisions  of  the  Act  from  any  type  of 
disclosure  by  which  any  particular  establishment  or  individual  can  be 
identified.48  In  addition  the  Census  Law  limits  the  use  of  the  material  to 
statistical  purposes  and  further  limits  who  may  examine  the  individual 
reports.49  The  problefn  with  this  approach  is  that  Congress  would  have  to 
identify  each  of  those  federal  programs  which  require  such  an  exemption 
from  FOIA  disclosure,  a  possible  unworkable  prospect. 

An  example  of  an  effort  to  take  a  broader,  more  inclusive  approach  to  the 
problem  was  that  taken  by  the  Moorhead  Bill.50  While  the  Moorhead  Bill, 
as  here  analyzed,  was  not  enacted  into  law,  an  analysis  of  it  is  helpful  to  <m 
understanding  of  the  way  in  which  an  absolute  test  for  privacy  would  relate 
to  FOIA.51  The  Moorhead  Bill  used  an  absolute  test  for  privacy  by 
specifically  exempting  from  disclosure  by  statute  (under  (bX3))  all 
personally  identifiable  material  contained  in  record  systems.  The  proposed 
act  " permits  an  individual  to  prevent  records  pertaining  to  him  obtained  by 
the  agencies  for  a  particular  purpose  from  being  used  or  made  available  for 
another  purpose  without  his  consent. ""  This  obviously  conflicted  with 
FOIA  access  and  yet  there  seems  to  be  only  slight  recognition  of  this  conflict. 
There  is  one  reference  in  the  Committee  Report  to  the  FOIA  disclosure 
requirements.  "H.R.  16373  would  make  all  individually  identifiable 
information  in  government  files  exempt  from  public  disclosure.""  The 


"Cutler  v.  Civil  Aeronautics  Bd..  375  F.  Supp.  722  (D.D.C.  1974);  Stretch  v.  Weinberger. 
495  F.2d  639.  (3rd  Cir.  1974).  Bristol  Myers  Company  v.  Federal  Trade  Commission.  424 
F.2d  935  (DC.  Cir.  1970).  cert.  den.  400  U.S.  824  (1970);  Consumers  Union  of  United  Slates. 
Inc.  v.  Veterans  Administration.  301  F.  Supp.  796(S.D.N.Y.  1969)a/>/>  dtsm  as  moot,  436 
F.2d  1363(1971). 

••Census  Law  13  U.S.C.  9(a)(2)(1954). 

•Vc/.  13  U.S.C.  9(a)(1)  and  (3K1954). 

••H.R.  16373. 

•'All  references  are  to  the  Moorhead  Bill  H.R.  16373  as  it  appeared  on  Nov  21 .  1974  when  it 
was  discussed,  amended,  and  passed  by  the  House  (120  Conc.  Rec.  No.  163  H  10950  71) 

•«H.R.  16373 -proposed  552a(a)(4). 

••H.R.  Ref.  No.  93  1416.  93rd  Cong..  2nd  Sess.  4  (1974). 
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report  goes  on  to  say  that  "The  Committee  docs  not  desire  that  agencies 
cease  making  individually  identifiable  records  open  to  the  public,  including 
the  press,  for  inspection  and  copying.  On  the  contrary  it  believes  the  public 
interest  requires  the  disclosure  of  some  personal  information.  .  .  .The 
Committee  merely  intends  that  agencies  consider  the  disclosure  of  this  type 
of  information  on  a  category-by-category  basis  and  allow  by  published  rule 
only  those  disclosures  which  would  not  violate  the  spirit  of  the'  FOIA  by 
constituting  'clearly  unwarranted  invasions  of  personal  privacy.'  "  This  last 
reference  is  to  the  "routine  use"  provision  of  the  bill  which  required  the 
agencies  to  publish  in  the  Federal  Register  all  of  the  uses  to  which  their 
records  will  be  put  in  the  normal  course  of  business.54  Transfer  of  the  record 
for  any  purpose  not  so  indicated  would  require  the  written  consent  of  the 
individual  to  whom  the  record  pertained. 

While  it  seems  clear  that  any  personally  identifiable  material  would  have 
been  exempt  from  mandatory  disclosure,  the  Committee  Report  indicates 
their  desire  for  voluntary  disclosure.  However,  the  mechanism  provided  for 
voluntary  disclosure  seems  ill  suited  to  that  end.  The  publication  in  the 
Federal  Register  of  permitted  disclosures  which  would  not  violate  the  spirit 
of  the  FOIA  by  constituting  "clearly  unwarranted  invasions  of  personal 
privacy"  is  not  compatible  with  the  definition  used  of  that  phrase  by  most 
courts.  As  has  been  noted,  most  courts  have  followed  thcD.C.  Circuit  test  in 
Get  man  i:  Xational  Labor  Relations  Board™  which  involves  balancing  the 
interests  of  the  requestor  of  the  information  with  the  interest  in  protecting 
individual  privacy.  When  the  agency  publishes  an  intent  to  release  material 
pursuant  to  FOIA  requests  as  a  "routine  use"  they  do  not  know  who  will 
request  the  material  and  what  use  will  be  made  of  the  material. 

H.R.  16373  did  permit  the  release  of  individually  identifiable  material 
contained  in  a  system  of  records  with  the  prior  written  consent  of  the 
individual  to  whom  the  record  pertains.  While  the  mechanism  for  obtaining 
this  written  consent  was  not  specified,  it  presumably  could  be  arranged. 
But,  there  may  well  be  situations  where  the  public  right  to  know  should 
supercede  the  individual's  unwillingness  to  give  consent.  The  most  obvious 
situation  is  where  the  government's  treatment  of  an  individual  or  a  group  of 
individuals  has  been  inappropriate  but  favorable  to  those  individuals.  It  is 
not  realistic  to  rely  op  those  favored  individuals  to  give  consent  to  the 
disclosure. 

An  absolute  test  for  privacy,  such  as  that  used  by  the  Moorhead  Bill, 
protects  privacy  at  the  expense  of  FOIA  access.  The  significant  advantage 


"H.R.  16373  3(2KD). 

»M50  F.2d  670  (DC.  Cir.  197U  app'l  for  stay  or  order  denied   404  U.S.  1204  (1971). 
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of  the  approach  is  its  ease  of  application.  The  decision  to  err  on  the  side  of 
privacy  and  confidentiality  is  entirely  consistent  with  a  basic  constitutional 
right  of  privacy.  The  obvious  disadvantage  is  that  it  prohibits  the  disclosure 
of  any  material  within  the  classification,  even  material  not  necessarily 
private.  Such  prohibition  of  disclosure  in  this  area  is  inconsistent  with  the 
right  to  know. 

THE  RELATIVE  TEST  FOR  PRIVACY - 

The  Privacy  Act  of  1974 

Another  method  to  reconcile  the  conflict  between  the  desire  to  provide 
access  to  government  information  and  the  desire  to  keep  confidential 
personal  information  in  government  files  is  to  provide,  by  statute,  a 
balancing  test  between  these  two  interests.  This  approach  recognizes  what 
Professor  Davis  has  described  as  *'[T]he  customary  practice  of  normal 
people,  who  often  disclose  to  those  who  have  a  special  reason  for  knowing 
and  withhold  from  those  who  do  not.  Private  practices  frequently  depend  on 
the  difference  between  disclosure  to  the  public  and  disclosure  to  one  person 
or  a  restricted  few."56  Providing  such  a  test  requires  defining  the  interest  u> 
be  considered  and  the  weight  to  be  given  to  these  factors.  In  order  for  such  a 
balancing  test  to  be  functional  it  would  be  necessary  t?  provide  direction  in 
cases  where  the  interests  arc  relatively  equal,  whether  to  err  on  the  side  of 
access  to  information  or  on  the  side  of  confidentiality.  As  seen  before  most 
courts  currently  apply  the  FOIA  (bX6) exemption  as  a  balancing  test,  but  a 
clearer  test  would  enlarge  (bX6)  to  include  all  invasions  of  privacy,  not  just 
those  related  to  "personnel  and  medical  files  and  similar  files."  Also  a  test 
must  clarify  for  the  agencies  and  courts  the  congressional  intent  of  the  use 
of  the  expression  "clearly  unwarranted  invasion  of  personal  privacy." 
Finally,  it  would  be  necessary  to  require  that  information  :he  disclosure  of 
which  would  constitute  an  invasion  of  privacy  is  not  only  exempt  but  is 
prohibited  from  disclosure. 

The  FOIA  itself  has  been  used  in  a  few  cases  to  prohibit  disclosure.  In 
these  'reverse*  FOIA  cases  an  action  is  brought  by  the  party  seeking  to 
prohibit  disclosure.  While  at  firsts  the  courts  were  hesitant  to  find 
jurisdiction  under  FOIA  to  prohibit  disclosure,*'  in  more  recent  cases  the 
courts  have  found  jurisdiction  to  prohibit  disclosure  of  information  which 


MDavis.   The  Information  Act:  A  Preliminary  Analysts,  54  V.  Cm.   L.   Re\.  761.  '.6S 
(1967). 

"Charln  River  Park  "A"  Inc.  v.  Depi.  of  Housing  and  t'rban  Development.  560  F   Supp 
212  (D.D.C.  1975);  Scar*  Roebuck  &  Co.  v.  C.S.A..  584  F.  Supp   996  (I974> 
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fell  within  the  (1>)H)  and  (b)(6)  exemptions."  While  the  result  of  these 
decisions  is  probably  appropriate,  the  reasoning  is  strained.  Under  no 
circumstances  does  the  FOIA  itself,  as  written,  deny  access.  It  merely 
defines  the  circumstances  under  which  agencies  are  permitted  to  refuse 
access.  Some  of  the  interests  protected  by  these  exemptions,  such  as 
personal  privacy,  arc  significant  enough  to  warrant  the  further  protection  of 
a  mechanism  for  prohibiting  disclosure. 

An  interesting  approach  to  providing  a  balancing  test  which  does 
prohibit  disclosure  was  that  taken  by  the  Ervin  Bill  and  adopted  by  the 
Privacy  Act.  The  Privacy  Act  exempts  from  the  nondisclosure  provisions  of 
the  Act  those  disclosures  required  under  FOIA.59  The  result  of  this  is  a 
balancing  test  to  see  if  material  is  required  to  be  released;  for,  as  seen 
before,  most  circuits  are  now  following  the  balancing  or  relative  test 
developed  in  Gctman*0  If  the  material  is  not  required  to  be  released  by 
FOIA,  it  is  prohibited  from  release  by  the  Privacy  Act  unless  it  satisfies 
another  exemption  of  the  Act. 

The  Privacy  Act  of  1974*1  has  four  main  requirements  for  federal 
agencies:  limit  the  collection  and  maintenance  of  data:  index  and  publish  a 
guide  to  all  record  systems;  grant  access  to  record  systems;  and  limit 
disclosure  of  information  in  a  record  system.  The  Act  is  the  product  of  a  last- 
minute  compromise  between  the  House  and  Senate  which  did  not  go 
through  the  normal  conference  committee  procedure.  Rather,  the 
compromise  was  worked  out  between  the  two  committee  staffs  and  the 
principal  sponsors  in  the  House  and  Senate.  For  this  reason  there  is  not  a 
conference  committee  report  on  the  Act,  but  rather  a  document  which  was 
introduced  into  the  record  at  the  time  the  compromise  bill  was  offered  as  an 
amendment  to  the  pending  privacy  bills  before  the  House**  and  Senate,*' 

The  most  effective  portion  of  the  Privacy  Act  is  probably  the  requirement 
to  publish  annually  a  description  of  each  system  of  records.*4  There  is  no 
exemption  to  this  requirement  based  on  the  idea  that  there  should  be  no 
system  of  records  whose  very  existence  is  secret.  While  the  index  itself  will 
no  doubt  be  ponderous  and  of  primary  interest  to  the  student  of 
government,  it  is  widely  felt  that  this  requirement,  along  with  the  access 


••McCoy  v.  Weinberger.  386  F.  Supp.  504  (1974);  NealCooper  Grain  Co.  v.  Kissinger,  385 
F.  Supp.  769  (1974);  Hughes  Aircraft  Co.  v.  Schlesinger,  384  F.  Supp.  292  (1974). 

"5  U.S.C.  552a^b)(2). 

••Gctman  v.  National  Labor  Relations  Board.  450  F.2d670  (D.C.C.  1971).  app'l for  stay  of 
order  dented.  404  U.S.  1204(1971). 

••Pub.  L.  93  599.  552a.  .   " 

"120  Conc.  Rec.  H.  12243  (daily  cd.  Dec.  18.  1974). 

•M20  Cong.  Rfc.  S.  21815  (daily  ed.  Dec.  17.  1974). 

"Pub.  L.  93  599.  552a  (ei(4). 
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requirements,  may  cause  government  agencies  to  evaluate  their 
information  needs  and  eliminate  and  consolidate  many  existing  systems  of 
records. 

The  Privacy  Act  limits  the  government's  ability  to  collect  information  by 
requiring  no  record  describing  how  any  individual  exercises  his  First 
Amendment  rights  unless  expressly  authorized  by  statute  or  by  the 
individual  about  whom  the  record  is  maintained  or  pertinent  to  an 
authorized  law  enforcement  activity.*5  The  Act  also  requires  that  agencies 
maintain  only  such  information  about  an  individual  as  is  necessary  to 
accomplish  a  purpose  that  the  agency  is  required  to  accomplish  by  statute  or 
executive  order  of  the  President.66  The  enforcement  procedures  for  existing 
systems  are  weak  but  new  record  systems  must  be  reported  to  the  Office  of 
Management  and  Budget  and  the  Congress  prior  to  implementation.67 

yhe  Act  requires  that  agencies  establish  procedures  to  give  an  indi- 
vidual access  to  records  about  himself  and  to  allow  him  to  challenge  the 
information.  Exemptions  can  be  invoked  for  the  records  of  the  CIA, 
criminal  law  enforcement  agencies,  classified  material,  investigatory  files 
for  law  enforcement  purposes,  protective  service  records,  statistical  records, 
and  investigatory  files  for  federal  employment  or  military  service  ?r 
promotion  but  only  to  the  extent  necessary  to  prevent  revealing  a 
confidential  source.68  In  addition  to  these  exemptions  this  requirement  does 
not  fulfill  the  need  of  an  individual  to  know  what  material  about  him  is  in 
government  files  because  only  information  in  a  system  of  records  is  covered 
and  only  if  that  information  is  retrieved  by  reference  to  the  named 
individual.  If  information  about  someone  appears  in  any  other  file  such  as 
one  about  a  different  person  or  a  business  file,  the  person  would  not  have 
access  to  it  under  the  Privacy  Act. 

The  Act  also  limits  the  disclosure  of  information  in  a  system  of  records 
and  requires  an  accounting  of  most  disclosures.  This  is  probably  the 
weakest  provision  because  of  the  number  of  exemptions.  Disclosure  of 
information  in  a  system  of  records  without  the  consent  of  the  individual  is 
not  permitted  unless  one  of  the  exemptions  are  met.  The  first  exemption  is 
for  disclosure  within  the  agency  to  those  officers  and  employees  of  the 
agency  who  have  a  need  for  the  record  in  the  performance  of  their  duties. •• 
The  key  to  this  provision  is  the  definition  of  agency;  the  smaller  the  subunit, 
obviously,  the  more  limited  the  disclosure  possibilities.  The  definition  of 


"/if.  (cX7). 

"/<*.  (eXD. 

"Id.  (o). 

••/<*.  (j)  and  (k)  (1-7). 

"Id  (bXD. 
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agency  is  the  same  as  the  F01A.  There  is  a  suggestion  in  a  letter  from  the 
Assistant  Attorney  Ceneral  that  the  definitions  of  agency  may  be  different 
for  different  portions  of  the  Act.70 

Disclosure  is  permitted  for  a  routine  use71  defined  as  a  use  of  a  record  for 
a  purpose  which  is  compatible  with  the  purpose  for  which  it  was  collected,72 
if  that  routine  use  has  been  identified  in  the  annual  public  notice.73 
Disclosure  is  also  permitted  for  release  to  the  Bureau  of  the  Census,  for 
statistical  and  research  purposes,  to  the  National  Archieves,  for  law  enforce- 
ment purposes,  under  emergency  circumstances,  to  Congress  and  any  Con- 
gressional Committee,  to  the  General  Accounting  Office,  pursuant  to  a 
court  order  and  if  required  by  FOIA.74 

With  reference  to  the  disclosure  exemption  for  FOIA,  the  report  says 
"Perhaps  the  most  difficult  task  in  drafting  federal  privacy  legislation  was 
that  of  determining  the  proper  balance  between  the  public's  right  to  know 
about  the  conduct  of  their  government  and  their  equally  important  .right  to 
have  information  which  is  personal  to  them  maintained  with  the  greatest 
degree  of  confidence  by  federal  agencies.  .  .  .This  compromise  is  designed 
to  preserve  the  status  quo  as  interpreted  by  the  courts  regarding  the  disclo- 
sure of  personal  information  under  that  section."75 

While  the  committee  report  suggests  that  this  provision  maintains  the 
status  quo,  it  clearly  does  not.  The  FOIA  taken  alone  requires  disclosure 
unless  it  would  be  a  "clearly  unwarranted  invasion  of  personal  privacy" 
and,  even  then,  disclosure  is  allowed.  The  general  tenor  of  FOIA  is  always  to 
err  on  the  side  of  disclosure,  to  encourage  disclosure  in  the  close  case. 
However,  the  Privacy  Act  only  permits  disclosure  when  it  is  required  by  the 
FOIA.  The  status  quo  would  have  been  maintained  by  the  provisions  of  the 
original  Ervin  Bill,  which  simply  exempted  from  the  requirements  of  the 
privacy  bill  material  required  or  permitted  to  be  released  under  the  FOIA.76 
Without  the  additional  word  "permitted."  the  grey  area  has  been  removed 
and  in  its  place  is  an  absolute  line;  disclosure  is  cither  required  by  the  FOIA 
or  forbidden  by  the  Privacy  Act. 

The  Act  docs  not  indicate  which  side  to  favor  in  the  close  case,  and  both 
the  Act  and  the  FOIA  provide  for  civil  and  criminal  penalties  if  agencies 
don't  comply.  The  Privacy  Act  does  require  a  "willful  or  intentional"77 


"Letter  from  Antonin  Scalia.  Office  of  Legal  Counsel.  Department  of  Justice  to  James  T. 
Lynn.  Director.  Office  of  Management  and  Budget.  April  14.  1975. 
"Pub.  L.  93-599.  552a(b)(S). 
"id.  (a)(7)- 

"Id.  (eXH).  | 

"Id.  (b)  (4-1 1)  (b)(2). 

"120  Cong.  Rec.  S.  21816  (daily  ed.  Dec.  17.  1974). 
"S.  3418  202(c). 
"552a(gX4). 
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failure  on  the  part  of  the  agency  to  comply  with  the  Act,  to  impose  civil  or 
criminal  liabilities;  under  circumstances  of  a  direct  conflict  between  the  two 
Acts,  it  seems  unlikely  a  court  would  find  that  standard  met.  If  the  court  did 
not  agree  that  the  case  was  close,  the  court  could  impose  court  costs 
including  attorneys'  fees  on  the  agency,  and  civil  costs  for  damages 
sustained. 

Not  all  cases  under  (bX*>)  of  the  FOIA  will  be  covered  by  the  Privacy  Act; 
and,  to  that  material  not  covered  by  the  Act,  the  status  quo  will  be 
maintained.  The  definitions  of  the  Act  are  important  to  FOIA  not  only 
because  they  define  how  much  of  the  (bX6)  exemption  is  covered  by  the 
Privacy  Act  but  because  they  also  are  an  indication  of  the  congressional 
limits  of  privacy.  The  Privacy  Act  refers  to  "records"  and  "system  of 
records."  "[T]hc  term  record  means  any  item,  collection  or  grouping  of  in- 
formation about  an  individual  that  is  maintained  by  an  agency,  including 
but  not  limited  to.  his  education,  financial  transactions,  medical  history, 
and  criminal  or  employment  history  and  that  contains  his  name  or  the 
identifying  number,  symbol,  or  other  identifying  particular  assigned  to  the 
individual,  such  as  a  finger  or  voice  print  or  photograph."78  "The  staff 
compromise  defines  records  as  including  not  only  collections  of  inform-v-" 
about  individuals  but  also  an  'item'  of  information  about  an  individual."7* 
"[T]he  term  'system  of  records'  means  a  group  of  any  records  under  the 
control  of  any  agency  from  which  information  is  retrieved  by  the  name  of 
the  individual  or  by  some  identifying  member,  symbol,  or  other  identifying 
particular  assigned  to  the  individual."'0  There  has  been  some  debate  as  to 
whether  this  means  "actually  is  retrieved  by  identifier"  or  "can  be  retrieved 
by  identifier."  While  it  would  seem  that  Congress  clearly  intended  to  use  'is 
retrieved'  and  not  'can  be  retrieved,'  it  seems  an  unnecessarily  difficult 
test.  Docs  "is  retrieved"  mean  that  it  was  once  so  retrieved;  what  if  that 
once  was  this  week,  three  weeks  ago,  three  years  ago? 

Even  when  material  is  within  the  material  covered  by  the  Privacy  Act,  and 
it  is  not  required  to  be  disclosed  under  FOIA,  it  might  still  not  be  prohibited 
from  disclosure  by  the  Privacy  Act.  Under  the  Act  material  can  be  disclosed 
cither  with  the  prior  written  consent  of  the  subject"  or  if  the  agency  makes 
disclosure  pursuant  to  a  FOIA  request  for  a  "routine  use"*'  of  the  material. 
It  seems  unlikely  that  agencies  would  make  such  disclosure  a  'routine  use' 
but  if  they  did,  the  Privacy  Act  would  not  prohibit  disclosures  under  FOIA 


»552a(a)(4). 

"120  Conc.  Rec.  S.  21822  (daily  ed.  Dec.  17.  1974). 

••552a(a)(5). 

,l552a(b). 

•«552a(b)(3). 


290     ADM  I  MS  I'RATIVE  LAW  RK\  1LW 


of  I'ven  those  disclosures  which  would  be  a  "clearly  unwarranted  invasion  of 
personal  privacy." 

The  Act  provides  that  if  an  agency  is  required  to  provide  personal 
information  about  an  individual  pursuant  to  compulsory  legal  process,  the 
agency  shall  make  reasonable  efforts  to  serve  advance  notice  on  the 
individual  before  it  makes  available  the  information.83  The  Senate 
Committee  Report  notes  that  the  purpose  of  trm  section  is  to  allow  the 
individual  advance  notice  so  that  he  may  take  appropriate  legal  steps  to 
suppress  the  subpoena  and  also  to  assure  that  the  individual  will  be  able  to 
exercise  rights  under  this  Act  to  check  the  data  for  accuracy. 8<  1  lie  only  way 
to  reconcile  the  lack  of  requiring  such  notice  for  FOIA  disclosures  is  to 
assume  that  the  FOIA  itself  protects  personal  privacy  while  compulsory- 
legal  process  has  no  such  requirement.  It  would  seem  appropriate  for 
agencies  and  courts  to  use  the  example  of  the  latter  provision  to  require 
advance  notice  in  some  instances  of  disclosure  under  FOIA  even  though  the 
Act  excludes  FOIA  from  such  a  requirement.  It  would  not  be  appropriate  in 
cases  where  there  were  very  large  numbers  of  data  subjects  and  the  privacy 
concern  was  minimal,  but  it  might  well  be  appropriate  in  cases  where  the 
privacy  concern  was  very  great  and  the  number  of  individuals  involved  not 
prohibitive.85 

The  Act  prohibits  the  renting  or  selling  of  mailing  lists  unless  specifically 
authorized  by  law.  "This  provision  shall  not  be  construed  to  require  the 
withholding  of  names  and  addresses  otherwise  permitted  to  be  made 
public."86  "In  other  words,  such  lists  can  not  be  withheld  by  an  agency, 
unless  it  determines  that  the  release  would  constitute  'a  clearly  unwarranted 
invasion  of  privacy'.  .  .  .Thus,  the  language  of  the  bill  before  us  does  not 
ban  the  release  of  such  lists  where  either  sale  or  rental  is  not  involved.  .  .  . 
This  measure  now  before  us  woidd  preserve  the  current  practices  and 
interpretations  of  this  part  of  the  FOIA  ("by  the  federal  courts)  as  they  deal 
with  federal  agency  mailing  lists."87  The  principle  case  dealing  with  the 
release  of  mailing  lists  in  a  commercial  setting  is  a  Third  Circuit  case.  The 
court  there  found  that  such  a  request  was  an  unwarranted  invasion  of 
privacy  since  "commercial  exploitation  is  wholly  unrelated  to  the  purposes 
of  FOIA."88 


»»:.52a(cX8V 

•«S.  R*.p.  No.  931183.  93rd  Cong..  2d  Sess.  66-67  (1974) 

"Sec  Robles  v.  Environmental  Protection  Agency.  484  F.2d  843  (4th  Cir.  1973);  Rural 
Hous.ng  Alliance  v  United  States  Dept.  of  AgT..  498  F.2d  73  (DC.  Cir  1974).  Rose  v.  Dcpt. 
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The  Privacy  Act  provides  for  the  public  interest  in  disclosure  of  certain 
personal  information.  Under  the  FOIA  if  the  public  need  for  the 
information  is  demonstrated,  then  the  invasion  of  personal  privacy  caused 
by  the  disclosure  of  personal  information  may  be  warranted.  Under  this 
procedure  a  very  strong  showing  of  public  need  may  justify  a  very  large 
invasion  of  privacy.  The  fear  that  the  FOIA  does  not  sufficiently  protect 
personal  privacy  was  expressed  by  President  Ford  when  he  signed  the 
Privacy  Act.  "I  am  disappointed  that  the  provisions  for  disclosure  of 
personal  information  by  agencies  make  no  substantive  change  in  the 
current  law.  The  latter  in  my  opinion  docs  not  adequately  protect  the 
individual  against  unnecessary  disclosures  of  personal  information."19 

In  addition  to  this  fear  the  most  serious  defect  of  the  approach  of  the 
Privacy  Act  is  that  it  would  appear  to  subject  almost  all  requests  for 
disclosure  of  personal  information  to  court  test.  Even  if  the  original 
statutory  language  of  "permitted  disclosures"  had  remained,  agency 
personnel  would  have  a  difficult  task  to  apply  the  balancing  test;  what 
constitutes  a  "warranted"  invasion  of  privacy  is  not  clear.  The  only  ones 
able  to  achieve  access  to  material  in  this  area  will  be  those  with  the  time  and 
the  money  to  pursue  the  necessary  court  challenge.  Generally,  the  circuit 
courts  have  required  an  indexing  of  all  the  material  involved  in  the 
controversy,  an  itemized  justification  for  refusal  to  disclose  keyed  to  the 
index,  and  in  camera  inspection  of  the  material  by  the  court  to  determine  if 
the  refusal  was  justified.  The  District  Court  for  the  District  of  Columbia,  on 
the  remand  of  Vaughn  v.  Rosen,*0  developed  a  record  to  indicate  just  how 
time  consuming  this  requirement  can  be.  The  material  involved  in  that  case 
would  have  filled  17  standard-sized  five-drawer  filing  cabinets  and  the  time 
to  index  the  material  would  take  10,257.1  man  hours  or  4.93  man  years  at  a 
total  cost  of  $9f).  1 76.00.  In  that  case  the  court,  instead,  used  nine  represen- 
tative samples  with  the  consent  of  all  parties. 

For  a  balancing  or  relative  test  to  be  workable,  Congress  will  have  to 
make  more  decisions  than  they  did  in  the  Privacy  Act.  The  first  must  be 
whether  the  Congress  wants  to  make  the  courts  an  instrument  for  the 
implementation  of  the  Act  or  whether  a  means  for  implementing  the  Act 
outside  the  court  is  to  be  developed.  The  second  is  the  really  hard  question 
of  the  close  case,  should  the  agencies  err  on  the  side  of  disclosure  or 
nondisclosure?  Hopefully  Congress  could  also  address  more  clearly  just 
what  type  of  material  is  to  be  protected.  Perhaps  the  Privacy  Study 
Commission,91  established  by  the  Act,  will  help  define  the  terms  more 


•Ml  Weekly  Compilation  of  Presidential  Documents  7.  (No.  I.Jan.  I.  1975). 
••383  F.  Supp.  1049  (1974)  on  remand  from  481  F  2d  820  (D.D.C.  1973)  ctrt  denied,  415 
U.S.  977  (1974). 
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clearly.  Even  with  a  congressional  approach  that  attempted  to  deal  with 
these  issues,  a  balancing  test  would  still  be  a  difficult  standard  to  apply 
because  it  is  a  relative  standard  of  elements  not  easily  defined. 

DELETION  OF  IDENTIFIABLE  MAI  TRIAL 

i 

One  of  the  most  obvious  ways  to  reconcile  the  conflict  between  access  and 
privacy  in  a  number  of  cases  is  to  provide  a  mechanism  for  deleting 
identifiable  material  and  providing  a  means  for  the  release  of  segregable 
portions  of  files  The  FOIA  provides  that  "To  the  extent  necessary  to 
prevent  a  clearly  unwarranted  invasion  of  personal  privacy,  an  agency  may 
delete  identifying  details  when  it  makes  available  or  publishes  an  opinion, 
statement  of  policy,  interpretation,  or  staff  manual  or  instruction.""  In  the 
interest  of  privacy  a  further  refinement  might  require  that  whenever  the 
material  involves  any  personally  identifiable  material  that  the  identifiable 
material  be  deleted  whenever  the  requestors  purpose  can  be  served  by 
deleted  form.  Even  this  use  of  deletion  has  the  problem  of  raising  suspicions 
on  the  part  of  the  information  recipients  that  more  than  just  identifying 
details  were  deleted.  To  protect  against  this  and  other  possible  abuses  of  the 
deletion  tool,  courts  have  ordered  that  all  proposed  deletions  be  submitted 
to  the  court  for  in  camera  inspection,  obviously  a  very  time-consuming 
process  for  the  courts  and  the  agencies. 

The  two  most  significant  criticisms  of  deletions  is  that  it  may  not  succeed 
in  protecting  the  privacy  of  the  individual  involved'*  and  that  it  makes 
compliance  with  FOIA  much  more  complicated,  therefore  more  expensive 
and  more  time  consuming.  Congress  has  made  clear  its  intent  to  require  the 
release  of  any  reasonable  segregable  portion  of  a  record  after  the  deletion  of 
portions  which  may  be  exempted  by  the  addition  of  this  specific 
requirement  in  the  1974  amendments.  Deletions  and  segregation  make 
compliance  more  difficult,  requiring  attention  from  higher  level  personnel, 
and  therefore  make  general  access  much  slower  and  more  expensive. 
However,  without  deletions  there  would  not  be  any  access  to  this  body  of 
information,  or  it  would  be  released  with  the  concommitant  invasion  of 
privacy. 

It  is  not  clear  whether  the  Privacy  Act  allows  for  deletions  as  a  way  of 
reconciling  these  interests.  It  permits  the  release  of  material  in  a  non- 
idcntifiable  form  if  it  will  be  used  solely  as  a  statistical  research  or  reporting 
record.'1  This  appears  to  be  the  only  release  specifically  permitted  for 


"5  U.S.C.  552  UH2). 
"Infra  at  notes  45.  54.        , 
*552a(bM5). 
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materia!  to  be  disclosed  in  a  non-identifiable  form.  No  committee  report 
makes  clear  whether  the  intent  was  to  limit  release  of  non-identifiable 
material  only  to  statistical  and  research  use  or  to  limit  disclosures  for 
statistical  and  research  use  only  to  non-identifiable  information.  For  FOIA 
purposes  the  question  is  a  definitional  one:  does  a  record  under  the  Privacy 
Act  cease  beingsuch  when  it  is  reassembled  in  its  deleted  or  scrubbed  form? 
Logic  should  compel  the  result  that  it  is  no  longer  a  record  under  the  Act 
even  if  the  reassembled  record  was  made  only  to  fulfill  an  FOIA  request. 
The  only  reason  for  not  permitting  releases  of  material  in  non-identifiable 
form  out  of  concern  for  the  right  of  privacy  is  the  conclusion  that  it  cannot 
be  done  without  some  fear  that  the  individual's  privacy  will  still  be 
compromised;  in  other  words,  that  the  non-identifiable  form  is  still 
identifiable.  While  this  may  be  true  in  some  limited  cases,  in  the  vast 
majority  it  would  not  seem  to  be  a  serious  concern.*5 

THE  TASK  FOR  CONGRESS 

The  FOIA  has  been  frequently  criticized  for  imprecise  draftsm?n 
ship  — most  recently  by  Judge  Gescll.  "Accordingly,  as  is  usually  the  case 
where  the  court  must  attempt  to  apply  this  imprecise  and  poorly  drafted 
statute  to  a  situation  apparently  never  contemplated  by  the  Congress,  it 
becomes  necessary  to  resolve  the  controversy  by  reliance  on  the  high  gloss 
which  the  learned  decisions  of  this  circuit  have  been  required  to  place  on  the 
legislation."96  Privacy  legislation  could  have  assisted  the  agencies  and  the 
courts  in  the  application  ofthe(bX6)  exemption  of  the  FOIA  but  the  Privacy 
Act  of  1974  fails  to  address  the  issues.  Unless  there  is  a  clear  recognition  of 
the  relationship  between  the  right  of  privacy  and  the  right  to  know  neither 
will  be  well  served. 

There  is  a  general  recognition  that  the  Privacy  Act  of  1974  is  a  first  effort 
and  a  great  hope  that  experience  with  this  legislation  will  help  clarify  these 
issues  and  improve  future  attempts  to  refine  this  legislation.  It  must  be 
hoped  that  Congress  will  soon  recognize  their  responsibility  to  legislate 
more  clearly  the  relationship  between  the  right  of  privacy  and  the  right  of 
access.  The  current  Privacy  Act  succeeds  only  in  drawing  a  line  and 
requiring  disclosure  on  one  side  of  the  line  and  forbidding  it  on  the  other. 

But  the  difficult  question  of  where  that  line  should  be  drawn,  of  what 
factors  should  be  considered,  of  what  weight  should  be  given  to  the 
considerations  of  privacy  and  access  have  been  left  to  the  agencies  and 


"Legal  Aid  Society  of  Ahmeda  County  v.  Schultz.  349  F.  Supp.  771  (N.D.  Cal.  1972). 
••Washington  Research  Proj..  Inc.  v.  Dept.  of  H.E.W..  366  F.  Supp.  929  (D.D.C    1973). 
rev'd  in  part  on  other  grounds,  504  F.2d  238  (D.C.  Cir.  1974). 
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ultimately  the  courts.  Congress  chose  a  relative  test  for  the  relationship 
between  the  right  of  privacy  and  the  right  of  access.  While  a  relative  test  is 
more  reflective  of  the  elements  of  privacy,  an  absolute  test,  such  as  that 
proposed  by  the  Moorhead  Bill,  may  be  a  practical  necessity.  It  would  take 
an  incredible  degree  of  refinement  to  fashion  a  relative  test  that  could  be 
implemented  readily  by  agency  personnel.  An  absolute  test  with  clearly 
defined  terms  could  be  implemented. 

There  is  not  one  correct  way  of  relating  and  reconciling  the  two;  rather 
there  is  a  range  of  choices  to  be  made.  An  absolute  privilege  from  disclosure 
for  all  personal  information  has  a  major  advantage  in  its  case  of  administra- 
tion and  the  virtue  of  clearly  protecting  privacy.  A  balancing  test  recognizes 
the  demands  of  both  and  provides  for  the  maximum  access  compatible  with 
protecting  privacy.  It  has  the  advantage  of  recognizing  the  citizen's  need  to 
know  the  information  upon  which  the  government  is  making  decisions. 

Both  the  Privacy  Act  of  1974  and  the  FOIA  are  important  pieces  of 
legislation  that  need  to  work  and  need  workable  definitions  so  that  they  can 
be  implemented  outside  of  the  courtroom.  If  the  legislators  do  not  make 
these  decisions,  the  courts  will  be  forced  to.  This  has  the  double  dis- 
advantage of  turning  judges  into  legislators  and  making  the  courts  an 
agency  for  the  implementation  of  the  Privacy  Act  and  the  FOIA.  This  is  not 
a  workable  method  for  the  implementation  of  either  of  these  Acts.  Both  the 
right  of  privacy  and  the  right  to  know  are  important  values;  but  legislation  in 
this  area  must  recognize  the  two  together,  where  they  are  compatible  and 
where  they  conflict. 
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[From  the  Wall  Street  Journal,  Nov.  13,  1974] 

The   Continuing  Problem   of  Privacy 

(By  Arlen  J.  Large) 

Washington — Barry  Goldwater  Jr.,  a  California  Congressman  and  the  Sena- 
tor's son,  boasts  that  the  almost-ended  93rd  Congress  will  be  known  as  "The 
Privacy  Congress." 

All  year,  members  of  Congress  have  been  making  speeches  and  holding  hearings 
on  the  virtues  of  curbing  the  computerized  snoopers  of  big  government  and  big 
business.  "A  society  numbered,  punched  and  filed  by  government  cannot  be  free," 
is  one  of  the  snappy  1974  sayings  of  Sen.  Sam  Ervin. 

Complaints  about  a  numbered  society  focus  on  the  ubiquitous  Social  Security 
number,  which  is  being  used  increasingly  as  a  ••universal  identifier"  in  business 
and  government,  including  state  and  local  government.  When  your  number  gets 
into  computers  used  variously  for  phone-company  billing,  drivers  licenses,  voting 
rosters,  income-tax  records  and  bank  accounts  there'll  be  no  place  to  hide. 

So  one  of  the  privacy -protection  bills  introduced  earlier  this  year  provided  that 
unless  some  federal  law  requires  it,  as  with  an  income-tax  return,  nobody  could 
make  you  give  out  your  Social  Security  number  at  all. 

There's  a  good  chance  that  a  privacy-protection  bill  will  be  enacted  by  Congress 
during  the  lame-duck  session  this  year.  But  it  won't  include  any  restriction  on 
current  government  or  business  use  of  Social  Security  numbers  in  data  banks. 
The  Senate  committee  considering  the  bill  had  second  thoughts  and  took  out  the 
provision  after  being  told  it  would  have  a  devastating  effect  on  data-bank  costs 
throughout  the  economy. 

The  backdown  on  Social  Security  numbers  shows  how  hard  it  is  for  "The 
Privacy  Congress"  to  go  much  beyond  speechmaking  on  the  evils  of  data  banks 
that  know  too  much  about  everybody.  The  federal  bureaucracy  would  be  at  least 
potentially  affected  by  the  pending  privacy  bill,  but  it  naturally  doesn't  want  to  be 
inconvenienced  and  is  resisting  the  legislation.  Sen.  Ervin  recalls  that  when  he 
tried  to  make  an  inventory  of  data  banks  in  federal  agencies,  he  met  "evasion, 
delay,  inadequate  and  cavalier  responses,  and  all  too  often  a  laziness  born  of  a 
resentment  that  anyone  should  be  inquiring  about  their  activities." 

But  in  many  cases  federal  agencies  ask  people  all  those  nosy  questions  to  carry 
out  laws  passed  by  Congress  itself.  In  a  recent  discussion  of  privacy  problems 
Associate  Supreme  Court  Justice  William  Rehnquist  observed  that  when  Congress 
sets  up,  say,  a  student  loan  program,  the  government  automatically  wants  more 
dope  on  the  student.  Justice  Rehnquist  continued  : 

"I  think  few  would  disagree  with  the  proposition  that  the  government  is 
present  in  the  lives  of  all  of  us  today  in  a  way  that  would  have  been  inconceivable 
even  50  years  ago.  From  this  there  flows  at  least  a  rebuttable  presumption  that 
the  government  will  know  more  about  each  of  us  than  it  did  50  years  ago,  and  that 
in  a  very  real  sense  we  will  have  that  much  less  privacy." 

WHEN     CONGRESS    ACTS 

When  Congress  tries  to  solve  a  problem,  it  sometimes  authorizes  giant  invasions 
of  privacy  as  a  consequence.  In  1970,  in  pursuit  of  big-time  swindlers  and  tax 
cheats,  it  gave  Treasury  agents  authority  to  trace  checks  drawn  on  personal  bank 
accounts  and  to  otherwise  run  barefoot  through  a  person's  financial  records.  And 
deciding  that  secret  political  fund-raising  is  bad.  Congress  in  1971  required  public 
disclosure  of  the  name  of  everyone  who  gives  a  federal  candidate  more  than 
$100.  That  has  had  some  very  salutary  effects  on  the  behavior  of  politicians 
and  donors  alike,  but  some  legal  experts  think  the  invasion  of  privacy  is  so 
gross  as  to  be  unconstitutional. 

Moreover,  Congress  seems  no  more  willing  than  the  bureaucracy  to  inconven- 
ience itself  on  privacy  matters.  Among  other  things,  the  pending  privacy  bill 
is  intended  to  make  it  easier  for  someone  to  find  out  if  he's  mentioned  in  a 
federal  file  or  data  bank  somewhere,  to  inspect  what  it  says  about  him  and  to 
make  corrections.  The  idea  is  borrowed  from  a  1970  law  giving  people  access  to 
their  own  files  kept  by  private  credit-reporting  companies.  The  perfectly  sensible 
point  is  to  keep  errors  in  someone's  file  from  swirling  through  computer  after 
computer  in  government  and  business,  making  that  person's  Social  Security 
number  a  red  flag  of  misery- 
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Some  of  the  juiciest  files  the  government  maintains  on  people  are  kept  by  the 

House  Internal  Security  Committee,  Which  tries  to  monitor  persons  with  sus- 
picions politics.  Someone  who  thinks  his  name  is  in  that  tile  might  understandably 
be  curious  about  what  it  says,  and  whether  it's  the  truth.  But  if  he  asks  the 
committee  to  see  his  file  he's  turned  away,  unless  he  can  get  the  information 
through  his  own  Congressman.  The  new  privacy  hill  wouldn't  change  that.  Con- 

doesn  t  like  p> 

Executive  Branch  resistance  to  privacy  Legislation  doesn't  have  to  lie  very 
Btrong  for  the  lawmakers  to  cave  in.  Sen.  Ervin  lias  been  pushing  a  statutory 
ban  on  the  kind  of  Army  spying  on  civilians  that  occurred  during  the  1960s,  but 

the  Army  says  the  Mil  isn't  needed  because  the  spying  has  stopped.  The  bill  is 
dead.  Another  Ervin  bill  would  forbid  the  Civil  Service  Commission  t<>  asfe 
federal  job  applicants  impertinent  questions  about  their  sex  lives  and  religious 
beliefs;  the  hill  has  repeatedly  passed  the  Senate,  but  Civil  Service  Officials 
always  persuade  the  House  to  kill  it. 

The  Justice  Department  itself  has  proposed  legislative  restrictions  on  the  way 
old  arrest  and  conviction  records  can  be  taken  from  federal-state  data  bank-  on 
criminals  and  passed  around  to  employers  and  banks.  Hut  there's  disagreement 
in  the  department  over  the  hill's  details.  The  FBI  doesn't  like  the  idea  of 
keeping  old  criminal  records  from  police  officers,  and  news  organizations  worry 
that  reporters  might  be  denied  access  to  court  records.  With  all  that  trouble,  the 
bill  is  bogged  down. 

Yet  the  atmosphere  is  ripe  for  some  kind  of  action  on  legislation  with  a 
"privacy"  label,  and  the  catalyst,  of  course,  is  Watergate.  What  the  Nixon 
White  House  did  to  the  privacy  of  a  California  psychiatrist,  and  others,  was 
already  against  the  law,  hut  it  raised  such  a  stark  spectre  of  Big  Brother  govern- 
ment that  more  law  is  felt  necessary.  "In  a  certain  way,  I  suppose  that  Richard 
Nixon  may  go  down  in  history  as  the  patron  saint  of  privacy  legislation,"  said 
Alan  Westin.  a  Columbia  University  professor  of  government,  in  testimony  before 
a  Senate  committee  this  year. 

Both  the  House  and  Senate  Government  Operations  Committees  have  drafted 
companion  privacy  hills  that  are  similar,  and  floor  action  is  scheduled  in  l>oth 
houses  after  the  current  election  recess.  More  legislating  is  required  to  produce 
a  final  product,  but  its  main  points  look  fairly  clear. 

The  final  hill  undoubtedly  will  require  every  federal  agency  that  keeps  files 
or  computerized  data  on  citizens  to  confess  it  publicly,  and  to  explain  what  the 
information  is  for.  This  would  carry  out  a  dictum  of  President  Ford,  who's  shown 
enthusiasm  for  the  privacy-protection  effort,  that  "the  federal  government  should 
not  maintain  any  record-keeping  system  whose  very  existence  is  secret  from  either 
the  elected  representatives  of  the  people  or  the  public  at  large." 

Congress  earlier  this  year  was  startled  to  learn  that  plans  were  afoot  to  link 
the  computers  of  several  departments  into  a  scary  new  system  called  Fednef. 
Portests  from  Congressmen  and  others,  including  Mr.  Ford,  then- Vice  President, 
caused  this  plan  to  be  shelved. 

The  bill  also  would  let  an  individual  inspect  an  agency's  records  about  him  and 
make  corrections,  but  there  are  important  exceptions.  An  investigatory  file  is 
apt  to  be  what  a  person  most  wants  to  see,  but  that  would  he  kept  shut,  as  would 
files  dealing  with  defense  and  foreign  policy.  And  drafters  excluded  corporations, 
fearing  big  companies  would  be  forever  getting  into  fights  with  the  Justice  De- 
partment over  material  accumulated  in  files  for  potential  antitrust  cases. 

FIRST  AMENDMENT  GUIDELINES 

The  final  bill  probably  will  set  out  new  guidelines  for  federal  agencies  that 
poke  into  First  Amendment  areas,  asking  questions  about  religion  or  politics  but 
those  questions  won't  be  banned  entirely.  And  agencies  will  face  new  restrictions 
on  transferring  among  themselves  data-bank  information  about  citizens.  In 
some  cases,  such  as  when  the  Small  Business  Administration  wants  to  see  a 
credit  rating  kept  on  a  loan  applicant  by  the  Federal  Housing  Administration. 
the  applicant  could  deny  permission  for  the  data  transfer. 

The  Senate  committee's  version  of  the  bill  also  would  set  up  an  independent 
new  federal  privacy  commission  to  study  things  like  the  control  of  Social  Security 
numbers  and  to  receive  complaints  about  government  invasions  of  privacy.  This 
is  strongly  opposed  by  the  administration.  Whether  the  House  will  go  along  with 
creation  of  such  a  commission  is  perhaps  the  main  unresolved  feature  of  the 
privacy  bill. 
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In  all,  it's  a  fairly  modest  piece  of  legislation,  compared  with  the  heat  of  the 
rhetoric  about  protecting  privacy.  The  bill  won't  really  require  federal  agencies 
to  make  any  big  retrenchment  in  their  current  data-collecting.  "1  don't  think  it's 

going  to  stop  them  from  doing  what  they're  doing  now,  observes  Douglass  Lea 
director  of  the  American  Civil  Liberties  Union  Privacy  Project. 

But  Mr.  Lea  and  some  Congressmen  say  a  hold-the-line  bill  is  especially  timely. 
Coming  for  sure  are  new  generations  of  computers  to  handle  national  health  in- 
surance records,  the  files  of  a  revamped  welfare  system  and  expanded  criminal 
records.  Columbia's  Professor  Westin  argues  that  both  government  question- 
askers  and  computer  engineers  need  firm  privacy-protection  ground  rules  now. 
before  all  those  new  questionnaires  and  computers  are  designed. 

Senators  Charles  Percy  of  Illinois  and  Barry  Goldwater  of  Arizona  also  think 
it  would  be  a  good  idea  to  hold  the  line  now  on  the  use  of  Social  Security  numbers. 
Though  the  Government  Operations  Committee  shrank  from  ordering  a  rollback 
of  traffic  in  Social  Security  numbers,  the  two  Senators  intend  to  offer  on  the 
Senate  floor  an  amendment  that  would  allow  government  and  business  data  banks 
to  keep  using  the  unmbers  if  they're  doing  so  now,  but  to  prevent  any  new  users 
from  discriminating  against  people  who  wont  give  out  their  numbers.  The  amend- 
ment, for  example,  would  forbid  a  phone  company  from  trying  to  enforce  any  new 
data  system  based  on  Social  Security  numbers  by  charging  a  higher  fee  to  an 
uncooperative  customer. 

Hold-the-line  tactics  like  that,  says  the  ACLU's  Mr.  Lea,  will  at  least  make 
government  and  business  data  planners  think  anew  about  the  easy  drift  toward, 
universal  numbers  that  ''make  it  easy  to  do  a  full  field  check."  And  he  thinks  the 
pending  bill  at  least  will  let  more  people  challenge  the  sometimes  casual  way  the 
bureaucracy  throws  questions  at  people  for  no  very  good  reason. 

"It's  the  beginning  of  a  process  of  democratizing  the  way  the  government  col- 
lects its  infromation,"  he  says.  "At  some  point  somebody's  going  to  be  able  to  use 
this  law  by  telling  an  agency :  'Hey,  you  don't  need  that  doggoned  data.  Cut  it 
out.'  " 


[From  the  Wall  Street  Journal,  Dec.  19,  1974] 

coxgress  flxishes  work  ox  '"privacy"  blll  but  measure  has  a  xt'mber  of 

Loopholes 

(By  Arlen  J.   Large) 

Washington. — Congress  finished  work  on  a  "privacy"  protection  bill  that 
reflects  the  federal  bureaucracy's  ability  to  defuse  legislation  that  threatens  it. 

The  final  bill  also  withdraws  a  proposed  barrier  to  the  use  of  Social  Security 
identifying  numbers  by  banks  and  other  private  businesses,  and  it  omits  a  mail- 
ing-list provision  that  was  seen  as  a  threat  by  commercial  mailers,  who  lobbied 
hard  against  it. 

The  legislation,  distilled  from  a  flurry  of  initial  ideas  on  how  to  protect  the 
privacy  of  individuals  from  federal  snoopers  and  data  banks,  by  unanimous  con- 
sent was  given  final  approval  by  the  House  yesterday.  The  Senate  passed  it  Tues- 
day by  a  vote  of  77  to  8.  with  the  opposition  coming  from  members  who  thought 
the  bill  would  hamper  federal  law  enforcement.  There  was  little  complaining 
from  the  sponsors  about  how  much  the  legislation  had  been  watered  down  from 
earlier  versions. 

Both  the  House  and  Senate  earlier  had  passed  bills  aimed  at  the  same  general 
objective:  Every  federal  agency  that  operates  a  computer  data  bank  or  physical 
file  containing  information  about  individuals  must  publicly  disclose  that  fact,  and 
say  what  it's  used  for.  Individuals  then  would  have  the  right  to  inspect  the  file 
and  make  corrections,  lest  damaging  falsehoods  spread  to  other  agency  data 
banks  or  into  computers  outside  the  government. 

The  final  compromise  bill  still  makes  that  general  requirement,  and  sponsors 
hope  it  will  tighten  up  federal  procedures  for  gathering  and  maintaining  records 
about  people.  But  the  measure  contains  a  number  of  loopholes  insisted  upon  by 
federal  agencies  that  feared  a  challenge  to  existing  practices. 

For  example,  the  bill  contains  a  general  rule  that  one  federal  agency  can't  send 
data  on  an  individual  to  another  agency  without  that  person's  permission.  How- 
ever, there  can  be  "routine"  exchanges,  such  as  giving  government  employes' 
names  to  the  Treasury  for  paycheck  purposes.  The  Internal  Revenue  Service 
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;  thai  earlier  versions  of  the  bill  would  keep  it  from  exchanging  Income-tai 
data  wiiii  state  tax  authorities.  The  IK*  wod  assurances  from  Sen.  Sam  Frvin 
(!»..  N.c  i.  a  principal  sponsor,  that  the  exchanges  could  continue. 

'ilif  bill  contains  a  broad  exemption  forbidding  people  to  Bee  data  kept  on  them 
i>\  federal  Law-enforcement  agencies.  The  FBI  insisted  on  that,  and  it  was  wor- 
ried about  another  proposal  as  well.  An  earlier  version  borbad  federal  agencies 
to  collect  any  Information  on  how  people  exercise  their  First  Amendment  rights 
of  free  speech,  religion  and  assembly,  unless  a  statute  requires  it  <»r  an  Individual 
ids  permission.  The  FBI  won  the  inclusion  of  an  additional  exemption  for 
First  Amendment  surveillance  that  is  •'pertinent  to  and  within  the  BCOpe  Of  an 
authorized  law-enfor<  ement  act  ivity." 

Earlier  versions  of  the  bill  made  a  stab  at  controlling  the  use  of  Social  Security 
numbers  for  identity  purposes.  In  one  of  the  few  parts  of  the  Legislation  affecting 
private  business,  it  would  have  been  illegal  for  anyone  to  discriminate  against 
a  person  "in  the  course  of  any  business  or  commercial  transaction"'  because  of  his 
refusal  to  disclose  his  Social  Security  nuniher.  The  provision  was  prompted  by 
reports  that  some  banks  are  enforcing  their  Social  Security-based  data  systems 
by  Lodging  penalty  U'i^  against  customers  who  won  dn't  disclose  their  numbers. 

The  final  bill  omits  this  provision.  However,  it  does  retain  a  curb  against  the 
spread  of  Social  Security  number  identity  systems  used  by  state  and  local  govern- 
ments. After  next  Jan.  1.  state  and  local  officials  would  he  prevented  from  requir- 
ing people  to  give  their  Social  Security  numbers  as  a  condition  for  registering  a 
car.  getting  a  driver's  license,  or  voting  in  an  election.  Government  identity  sys- 
tems in  effect  before  Jan.  1  would  he  exempt  from  this  rule,  however. 

An  earlier  version  of  the  hill  would  have  required  huxiness  maintaining  mailing 
0  remove  a  person's  name  if  he  requested  it  in  writing.  This  alarmed  direct- 
mail  advertisers,  and  the  provision  was  removed  from  the  final  hill.  Retained, 
however,  was  a  prohibition  against  the  sale  or  rental  of  mailing  lists  kept  by  fed- 
eral agencies. 

The  original  Senate  hill  would  have  set  up  a  new  five-member  Privacy  Protec- 
tion Commission  to  investigate  suspected  violations  of  the  new  privacy  law  by 
federal  agencies  and  draft  privacy-protecting  guidelines  for  federal  officials  to 
follow.  The  proposed  commission  was  strongly  opposed  by  the  Ford 
administration. 

The  final  hill  sets  up  a  seven-memher  Privacy  Protection  Study  Commission  to 
study  privacy  problems  for  two  years.  With  that  change,  President  Ford  is 
expected  to  sign  the  bill. 

[From  the  Columbia  Human  Right?  Review,  Vol.  4,  No.  1   (1972)] 

The  First  Amendment:  A  Living  Thought  in  the  Computer  Age1 

(By  Sam  J.  Ervin,  Jr.*) 

Sherwood  Anderson  wrote  words  ahout  America  as  true  today  as  they  were 
in  the  third  decade  of  this  century  : 

"America   ain't  cemented  and  plastered  yet.  They're  still  building  it VI 1 

America  asks  is  to  look  at  it  and  listen  to  it  and  understand  it  if  you  can.  Only 
the  understanding  ain't  important  either:  the  important  thing  is  to  believe  in  it 
even  if  you  don't  understand  it.  and  then  try  to  tell  it,  put  it  down.  Because 
tomorrow  America  is  going  to  he  something  different,  something  more  and  new 
to  watch  and  listen  to  and  try  to  understand:  and.  even  if  you  can't  understand. 
believe." 

Anyone  seeking  to  understand  contemporary  America  must  deal  with  our 
national  experience  with  computer  technology.  They  must  understand  that  it 
has  become  an  essential  tool  in  the  "cementing  and  plastering"  of  our  nation. 
They  must  understand  that  it  has  at  once  presented  our  country  its  greatest 
hope  and  its  greatest  challenge;  keeping  faith  with  our  historical  heritage  and 
commitment  to  freedom,  while  enjoying  the  fruits  of  a  rich  industrialized  society 
under  a  democratic  constitution. 

Throughout  our  nation  the  people  involved  with  computer  technology  have 
Charge  of  a  great  national  resource  which  will  affect  the  course  of  our  economic 


*  U.S.  Senator,  North  Carolina. 

■  ••I  nn  an  address  before  the  Spring  Joint  Computer  Conference  of  the  Federation 
of  Information  Processings  Societies,  Atlantic  City.  x..i..  May  20,  1971. 
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and  social  progress.  More  important,  insofar  as  it  affects  the  exercise  of  gov- 
ernmental power  and  the  power  of  large  special  interest  groups,  the  new  tech- 
nology may  help  determine  the  course  of  freedom  and  human  rights  in  our  land. 

In  the  process,  I  believe  Americans  could  find  wisdom  in  Sherwood  Anderson's 
advice  "to  believe"  in  America.  I  say  this  because,  as  we  grasp  for  the  new 
computer  technology  and  seek  theories  of  systems  analysis  for  our  social  prob- 
lems. Americans  may  tend  to  forget  to  look  to  their  own  history.  Some,  in  their 
haste  to  solve  todays  problems,  may  fear  to  translate  America's  promise  of 
freedom  into  the  program  language  of  the  computer  age. 

Those  who  are  initiated  into  the  technological  mysteries  of  computer  hard- 
ware and  software  may  take  great  pride.  Through  their  deeds  and  genius  they 
have  helped  people  go  to  the  moon,  produce  music,  create  art,  conduct  off-track 
betting,  run  railroads,  and  administer  welfare  systems.  They  help  maintain  our 
national  defense  and  they  keep  our  economy  running.  They  aid  in  catching  crim- 
inals and  they  establish  instant  credit.  They  locate  marriage-mates  for  people 
and  they  prejudge  elections  almost  before  the  votes  are  cast. 

A  tape  storage  system  has  been  described  which  will  make  it  possible  to  store 
a  dossier  on  every  living  person  in  the  United  States  and  to  retrieve  any  one  of 
them  in  a  maximum  of  28  seconds.  With  such  feats  to  their  credit,  these  people 
know  better  than  anybody  that  in  the  application  of  their  knowledge,  they  plan 
a  major  role  in  the  economic  and  social  well-being  of  our  society.  They  are 
responsible  for  bringing  to  our  nation  all  the  wondrous  blessing  of  computer 
technology,  especially  scientific  methods  of  processing  information. 

They  can  bend  these  machines  to  their  will  and  make  them  perform  feats  un- 
dreamed of  ten  or  even  five  years  ago. 

They  have  a  special  understanding  of  the  new  information  flow  charts  for  the 
vast  data  systems  in  our  government. 

They  hold  the  access  code  to  control  over  the  technology  as  it  affects  the  indi- 
vidual in  our  society. 

They  may  hold  the  key  to  the  final  achievement  of  the  rule  of  law  which  is 
the  promise  of  our  constitution. 

With  this  body  of  knowledge,  therefore,  they  bear  special  responsibility  for 
the  preservation  of  liberty  in  our  country.  That  they  have  accepted  this  respon- 
sibility is  clear  from  the  Privacy  themes  of  many  recent  conferences  of  computer 
professionals,  equipment  manufacturers,  and  computer  users  in  the  governmental 
and  private  sectors. 

Their  power  is  not  limited  to  their  technical  expertise,  but  is  augmented  by 
the  sheer  numbers  in  the  computer-related  professions. 

Advertisements  on  TV,  radio,  in  newspapers,  and  even  on  buses  daily  remind 
the  public  of  the  inducements  and  rewards  of  a  career  in  computer  and  data 
processing  fields. 

In  the  Federal  Government,  their  numbers  are  growing.  An  inventory  of  auto- 
matic data  processing  equipment  shows  that  in  1952  there  were  probably  two 
computers  in  government.  In  1971,  there  were  5,961.2 

In  1960,  there  were  48,700  man-years  used  in  federal  automated  data  processing 
functions.  This  includes  systems  analysis  and  design,  programming,  equipment 
selection  and  operation,  key  punching,  equipment  maintenance  and  administra- 
tive support.  In  1970,  there  were  about  136,504  man-years  used  in  direct  ADP 
work. 

A  recent  illuminating  report  by  the  National  Association  for  State  Information 
Systems  shows  that  in  35  states  in  1971,  over  twenty-four  and  a  half  thousand 
people  were  engaged  in  ADP.  Twenty-eight  states  together  spent  181  million 
dollars  of  their  budgets  on  such  personnel.3 

To  glance  through  their  professional  journals,  newspapers  and  bulletins  each 
month  is  to  be  constantly  amazed  at  the  breadth  and  reach  of  the  theories  and 


2  Inventory  of  Automated  Data  Processing  Equipment  in  the  United  States  Fiscal  Year 
1971,  General  Services  Administration,  at  15.  A  report  providing  information  on  the  digital 
electronic  computers  installed  throughout  the  U.S.  Government,  which  defines  "computer'* 
as  a  configuration  of  EDPE  components  which  includes  one  central  processing  system 
concept  which  recognizes  the  growing  importance  of  configurations  with  more  than  on,' 
central  processing  unit.  This  report  responds  to  requirements  of  P.L.  No.  89  306,  Stat. 
(Oct.  80.  1965)  and  S.  Doc.  No.  15  (1965),  Report  to  the  President  on  the  Management 
of  Automatic  Data  Processing  in  the  Federal  Government. 

:!  l!)7i)  XASIS  Report.  Information  Systems  Technology  in  State  Government  at  IS,  de- 
velop.■,]  by  the  State  of  Illinois  and  the  National  Association  for  State  Information  Sys- 
tems, Council  of  State  Governments. 
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accomplishments.4  it  also  deepens  a  layman's  wonder  at  the  complex  lam 
which  Bometimes  defies  translation  Into  ordinary  English. 

all  Of  these  reasons,  the  general  public  stands  in  superstitions  awe  of  the 

skills  and  knowledge,  the  machines  and  instruments,  ami  the  products  derived 
and  transmitted  bj  them.  For  the  uninitiated,  the  computer  printout  bears  a 
mystique  and  an  aura  of  scientific  rationality  which  makes  it  appear  Infallible. 

This  is  true  for  most  lawyers  and  probably  for  most  people  in  political  lift'. 
There  is  a  theory  abroad  today  in  academic  circles  thai  America  is  divided 
into  two  worlds.  One  of  them  is  the  world  of  science  and  technology,8  inhabited 
by  people  who  are  part  of  a  technological  and  electronic  revolution.  In  the  other 
world  are  said  to  live  all  the  rest  of  the  people  whose  ideas  and  values  are  based 
on  an  earlier  age. 

In  accordance  with  their  theory,  some  have  tried  to  stamp  the  scientist  with 
motives  and  values  different  from  those  of  other  Americans;  with  goals  oriented 
only  toward  efficiency  or  shorn  of  compassion,  or.  alternatively,  with  exclusive 
ability  to  determine  social  priorities.  I  cannot  agree  with  this  analysis,  for  I 
helieve  there  is  a  yearning  in  every  human  heart  for  liberty,  and  for  the  freedom 
to  express  oneself  according  to  the  dictates  of  conscience.  Despite  a  man's  com- 
mitment to  a  chosen  profession,  he  wants  the  freedom  to  fulfill  himself  as  an 
individual  and  to  use  his  God-given  faculties  free  from  the  coercion  of 
government 

So  I  do  not  helieve  Americans  dwell  in  two  worlds.  Regardless  of  our  origins, 
I  believe  we  share  a  common  heritage  and  a  common  destiny  in  that  we  are  all 
engaged  in  searching  for  freedom.  We  share,  according  to  the  mandates  of  the 
Constitution,  a  common  understanding  that  the  best  protection  for  that  freedom 
rests  on  the  limitations  on  the  power  of  government  and  on  the  division  of  that 
power. 

I  cannot  agree  with  such  an  analysis  for  another  reason.  Since  the  Senate 
Constitutional  Rights  Subcommittee  began  its  study  of  computers,  data  banks 
and  the  Bill  of  Rights,  I  have  received  many  letters  from  computer  specialists. 
systems  designers,  engineers,  programmers,  professors  and  others  in  the  scientific 
community  which  prove  that  despite,  and  perhaps  because  of  their  professions, 
they  share  the  same  concern  about  invasion  of  privacy  as  all  other  Americans. 
the  same  apprehensions  about  excesses  of  governmental  surveillance  and  in- 
quiries. Above  all,  they  realize,  perhaps  better  than  others,  that  while  the  infor- 
mation technology  they  deal  with  can  extend  the  intellect  of  man  for  the 
betterment  of  society,  it  also  extends  the  power  of  government  a  million-fold.8 

It  makes  it  possible  for  government  to  administer  more  efficiently  and  to  offer 
vastly  better  services  to  the  taxpayers. 

At  the  same  time,  it  extends  and  unifies  official  power  to  make  inquiries, 
conduct  investigations,  and  to  take  note  of  the  thoughts,  habits  and  behavior  of 
individuals.  Of  course,  government  has  always  had  such  power,  but  on  a  much 
smaller  scale  than  today.  Similarly,  men  possessing  the  power  of  government 
have  always  had  the  capacity  for  bad  motives,  simple  errors  or  misguided  pur- 
pose. There  have  always  been  problems  with  errors  in  the  manual  files.  Now, 
computers  may  broadcast  the  image  of  these  errors  throughout  a  national  infor- 
mation system. 

"What  the  electronic  revolution  has  done  is  to  magnify  any  adverse  affects 
flowing  from  these  influences  on  the  life  of  the  individual  and  on  his  proper 
enjoyment  of  the  rights,  benefits  and  privileges  due  a  free  man  in  a  free  society. 

I  reject  the  notion  of  division  of  Americans  on  the  basis  of  scientific  and  tech- 
nological values.  If  I  had  the  unhappy  and  well-nigh  impossible  task  of  distin- 
guishing two  types  of  Americans,  I  believe  I  would  distinguish  between  those 


1  See  generally  Computerworld  (a  weekly  periodical  servicing  the  computer  commu- 
nity) :  Datamation:  Data  Management;  and  Business  Automation. 

e.g.,  Brezezinksi,  Between  Two  Ages.  America's  Role  in  the  Technotronic  Era,  al- 
though all  authors  do  not  engage  in  such  distinctions  with  the  same  judgments  or 
purpo 

•'•  Hen  in  its  on  Federal  Data  Banks,  Computers  and  the  Bill  of  Rights  I'efore  the  Sub- 
comm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary,  92d  Cong.,  1st  Sess. 
[Feb.  '_»:;  25  and  Mar.  'J  4.  9-11,  15  and  17  (1971)]  [hereinafter  cited  as  as  l'tTl  Sear- 
ings.] Testimony  of  Robert  Blgelow,  attorney,  describing  concern  of  professional  computer 
organizations  and  press,  id.  it  680;  Bibliography,  lists  of  public  discussions  on  privacy 
and  computers  in  the  United  States  and  abroad,  id.  at  692  et  se.  ;  Testimony  of  professor 
Caxton  Poster,  University  of  Mass..  Department  of  Computer  and  Information  Sciences, 
id.  at  707. 
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who  understand  the  proper  limits  and  uses  of  governmental  power  and  those 
who  do  not. 

However  much  we  try  to  rationalize  decisions  through  the  use  of  machines, 
there  is  one  factor  for  which  the  machine  can  never  allow.  Thai  is  the  Insatiable 
curiosity  of  government  to  know  everything  about  those  it  governs.  Nor  can  it 
predict  the  ingenuity  applied  by  government  officials  to  find  out  what  they  think 
they  must  know  to  achieve  their  ends. 

It  is  this  curiosity,  combined  with  the  technological  and  electronic  means  of 
satisfying  it,  which  has  recently  intensified  governmental  surveillance  and  official 
inquiries   that   I   believe  infringe  on   the  constitutional  rights  of  individuals. 

Congress  received  so  many  complaints  about  unauthorized  government  data 
banks  and  information  programs  that  the  Subcommittee  undertook  a  survey 
to  discover  what  computerized  and  mechanized  data  banks  government  agencies 
maintain  on  people,  especially  about  their  personal  habits,  attitudes,  and  political 
behavior.  We  have  also  sought  to  learn  what  government-wide  or  nation-wide 
information  systems  have  been  created  by  integrating  or  sharing  the  separate 
data  bases.  Through  our  questionnaire,  we  have  sought  to  learn  what  laws  and 
regulations  govern  the  creation,  access  and  use  of  the  major  data  banks  in 
government.7 

The  replies  we  are  receiving  are  astounding,  not  only  for  the  information  they 
are  disclosing,  but  for  the  attitudes  displayed  toward  the  right  of  Congress  and 
the  American  people  to  know  what  Government  is  doing. 

In  some  cases,  the  departments  were  willing  to  tell  the  Subcommittee  what 
they  were  doing,  but  classified  it  so  no  one  else  could  know.8  In  one  case,  they 
were  willing  to  tell  all,  but  classified  the  legal  authority  on  which  they  relied 
for  their  information  power.0 

Some  reports  are  evasive  and  misleading.  Some  agencies  take  the  attitude  that 
the  information  belongs  to  them  and  that  the  last  person  who  should  see  it  is 
the  individual  whom  it  is  about.10  A  few  departments  and  agencies  effectively  deny 
the  information  by  not  responding  until  urged  to  do  so.11 

They  reflect  the  attitude  of  the  Army  captain  who  knew  Congress  was  investi- 
gating the  Army  data  banks  and  issued  a  directive  stating  : 

"The  Army  General  Counsel  has  re-emphasized  the  long-standing  policy  of 
the  Executive  Branch  of  the  Government  .  .  .  that  all  files,  records  and  informa- 
tion in  the  possession  of  the  Executive  Branch  is  privileged  and  is  not  releasable 
to  any  part  of  the  Legislative  Branch  of  the  Government  without  specific  direc- 
tion of  the  President."  M 

So,  on  the  basis  of  this  study,  and  on  the  withholdings  of  information  from  the 
American  people  which  the  Subcommittee  has  experienced,13  I  have  concluded 
that  the  claim  of  the  Government  departments  to  their  own  privacy  is  greatly 
overstated.  The  truth  is  that  they  have  too  much  privacy  in  some  of  their  infor- 
mation activities.  They  may  cite  the  Freedom  of  Information  Act 14  as  authority 
for  keeping  files  secret  from  the  individual  as  well  as  from  the  Congress.  They 
then  turn  around  and  cite  "inherent  power" 15  or  "housekeeping  authority' 


„>>  16 


7  For  a  sample  of  questionnaire  sent  to  all  agencies  and  departments  with  slight  alter- 
ations, see  Letter  to  Secretary  of  Defense  Melvin  Laird,  July  20.  1970  1971  Hearings  at 
1182.  and  to  Attorney  General  Mitchell,  June  9,  1970.  Id.  at  1212. 

8  See.  e.g.,  State  Department  response  to  questionnaire,  concerning  its  "Lookout  File." 
See  Letter  of  Sept.  9,  1970  to  Subcommittee  Chairman  from  Assistant  Secretary  of  De- 
fense Robert  Moot,  and  list  of  classified  enclosures.  1971  Hearings  at  1186. 

9  Navy  Department  response,  Aug.  13,  1970.  citing  a  Roosevelt  Executive  memorandum 
assigning  responsibilities  for  intelligence  activities.  Id.  at  1201. 

10  Department  of  Transportation  response.  Testimony  of  Secretarv  Volpe.  Id.  at  720. 
Many  other  agencies  will  inform  the  individual  of  the  general  contents  of  his  life,  if  he 
is  denied  some  right,  benefit  or  privilege  and  regulations  permit  a  hearing  or  right  of  con- 
frontation or  cross-examination — but  not  before. 

11  Department  of  Health,  Education,  and  Welfare,  series  of  letters  over  a  two  year  period 
on  file  with  Subcommittee,  and  as  of  March,  1972,  no  response  has  been  received  contain- 
ing substantive  answers. 

12  Directive,  ICGP-G-S3,  Jan.  9.  1971.  Release  of  Official  Information  to  Legislative 
Branch  of  Government.  1971  Hearings,  at  117!) 

"  Ervin,  Secrecy  in  a  Free  Society,  213  Nation  454  (1971).  See  generally  Hearings  on 
Executive  Privilege  Before  the  Subcomm.  on  Separation  of  Powers  of  the  Senate  Comm 
£?  *he  Judiciary,  92d  Cpng.,  1st  Sess.  (1971).  Testimony  by  Senator  Tunnev  at  381  and 
\\  llhani  Rehnqmst  a)  4iM) 

u5  U.S.C.  §  552  (  1970). 

*  See,  e.g.,  1971  Hearings,  at  375,  431.  385.  Testimony  of  Assistant  Secretary  of  Defense 
Supra  testimony   of   Assistant    Attorney    General    Rebnquist,    note   13, 

10  See,  e.g.,  Justice  Department  response  to  Subcommittee  questionnaire. 
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aa  a  reason  for  maintaining  data  hanks  and  computerised  tiles  on  certain  Individ* 
nr  they  may  cite  the  conclusions  of  Independent  Presidential  factfinding 
commissi) 

far  the  survey  results  show  a  very  widerangii  Bucfa  technology  to 

re  the  Information  and  to  exchange  ii  with  other  federal  agencies, 
with  state  and  local  governments  and,  sometimes,  with  private  agen< 

Most  "I"  this  is  done  In  connection  with  administration  of  Government's  service 
rams.  However,  a  number  <»t"  these  data  banks  and  Information  programs 
may  partake  of  the  nature  of  Largescale  blacklists.  This  is  so  because  they  may 
encompass  masses  of  irrelevant,  outdated  or  even  incorreet  Investigative  Informa- 
tion based  on  personalities,  behavior  and  beliefs.  Unwisely  applied  or  Looseiy 

supervised,  they  can  operate  to  deprive  a  person  of  some  basic  right 

For  instance.  Federal  Communications  Commission  response  '  -hows  that 
the  vcc  uses  computers  to  aid  it  in  keeping  track  of  political  broadcast  time,  in 
monitoring  and  assigning  spectrums,  and  in  helping  it  make  prompt  checks  on 
people  who  apply  for  licenses.  The  Commission  reported  that  it  also  maintains 
a  Check  List,  which  now  has  about  10,900  names.  This  ("heck  List,  in  the  form  of 
a  computer  print-out.  is  circulated  to  the  various  Bureaus  within  the  Commie 
It  contains  the  names  and  addresses  of  organizations  and  individuals  whose 
qualifications  are  believed  to  require  close  examination  in  the  event  they  apply 
for  a  license.  A  name  may  he  put  on  the  list  by  Commission  personnel  for  a 
variety  of  reasons,  such  as  a  refusal  to  pay  an  outstanding  forfeiture,  unlicensed 
operation,  license  suspension,  the  issuance  of  a  had  check  to  the  Commission  or 
stopping  payment  on  a  fee  check  after  failing  a  Commission  examination. 

In  addition,  this  list  incorporates  the  names  and  addresses  of  individuals  and 
organizations  appearing  in  several  lists  prepared  by  the  Department  of  Justice, 
other  Government  agencies,  and  Congressional  committees,  For  example,  the  list 
contains  information  from  the  ''FBI  Withhold  List,"  which  contains  the  names 
of  individuals  or  organizations  which  are  allegedly  subversive,  and  from  the 
Department  of  Justice's  "Organized  Crime  and  Racketeering  List,"  which  con- 
tains the  names  of  individuals  who  are  or  have  been  subjects  of  investigation 
in  connection  with  activities  identified  with  organized  crime.  Also  included  in  the 
list  are  names  obtained  from  other  Government  sources,  such  as  the  Internal 
Revenue  Service,  the  Central  Intelligence  Agency,  and  the  House  Committee  on 
Internal  Security.  According  to  the  Commission,  the  use  of  the  data  arose  in 
1964  because  during  the  course  of  Senate  Hearings  chaired  by  Senator  Mc- 
Clellan,  it  was  discovered  that  a  reputed  racketeering  boss  in  New  Orleans, 
Louisiana,  held  a  Commission  license.  In  order  that  such  licensing  not  take  place 
in  the  future,  the  Commission  established  liaison  with  the  responsible  divisions 
within  the  Department  of  Justice  to  be  kept  current  on  persons  who  might  have 
such  affiliations. 

The  Civil  Service  Commission  maintains  a  "security  file"  in  electrically  powered 
rotary  cabinets  containing  2.120.000  index  cards.19  According  to  the  Commission. 
these  bear  lead  information  relating  to  possible  questions  of  suitability  involv- 


17  For  Defense  Department  reliance  on  the  findings  of  the  National  Advisory  Commis- 
sion on  Civil  Disorders  (Kernel  Commission),  see  testimony  of  Assistant  Secretary  of  De- 
fense  Froehlke,  1971  Hearings,  at  .".7!t  :  Doting  the  Commission's  finding  that  the  "absence 
of  accurate  information,  both  before  and  during  disorder,  has  created  special  control  prob- 
lems for  police,"  and  the  recommendation  that  "Federal-State  planning  should  ensure 
that  Federal  troops  are  prepared  to  provide  aid  to  cities.   .  .  ." 

The  Department  also  cited  a  report  tiled  by  Corpus  Vance  following  the  Detroit  1967 
disturbances,  mil  Hearings,  ;it  378. 

For    law    enforcement    reliance    on    the    Kerner    Commission    and    similar    commissions. 
timony  of  Richard  Velde  for  the  Law  Enforcement  Assistance  Administration. 
1971,  Hearings  at  608  : 

•il  Stales  also  developing  with  LEAA  funds  information  systems  related  to  civil 
disorders.  Most  of  these  systems  have  as  their  objective  either  tension  detection  and  fore- 
•a-tin::  .,r  providing  support  to  tactical  units.  It  should  be  noted  that  the  Kerner  Commis- 
sion studied  this  problem  carefully  and  recommended  that  the  police  develop  adequate 
..'■ncc  t',»r  tension-detecting  as  well  as  on-the-8Cene  information  for  tactical  units. 
Many  of  the  systems  LEAA  supports  in  the  civil  disorders  area  arose  out  of  the  recom- 
mendations of  the   Kerner   Commission   and   similar  commissions  established   by    the   States. 

for  reliance  on  Warren  Commission   finding  of  information   irajis.  see   response  to  Sub- 
committee   questionnaires    by    the    Secret    Service.    Nov.    21.    1969,    reprinted    at    118 
Kec.   39,114    (1969),   and   by   the   state   Department   Jan.   4   and    Mar.    10.    1970;   both   re- 
sponse ii:  Subcommittee  tile. 

-  Response  to  questionnaire,  in  Subcommittee  files,  Mar.  25,  1971. 
Aug.  18,  1970. 
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ing  loyalty  and  subversive  activity.  The  lead  information  contained  in  these 
tiles  has  been  developed  from  published  hearings  of  Congressional  committees, 
State  legislative  committees,  public  investigative  bodies,   reports  of  iir. 
tion,  publications  of  subversive  organizations,  and  various  other  newspapers  and 
periouicals.  This  lile  is  not  new,  but  has  been  growing  since  World  War  II. 
The  Commission  chairman  reported  : 

-Investigative  and  intelligence  officials  of  the  various  departments  and 
agencies  ot  the  Federal  Government  make  extensive  official  use  of  the  hie  through 
their  requests  for  searches  relating  to  investigations  they  are  conducting." 

In  another  "security  investigations  index"  the  Commission  maintains  10,- 
250,000  index  cards  hied  alphabetically  covering  personnel  investigations  made 
by  the  Civil  Service  Commission  and  other  agencies  since  1939.  Records  in  this 
index  relate  to  incumbents  of  Federal  positions,  former  employees,  and  appli- 
cants on  whom  investigations  were  made  or  are  in  process  of  being  made. 

Then,  the  Commission  keeps  an  "investigative  hie''  of  approximately  025,000 
file  folders  containing  reports  of  investigation  on  cases  investigated  by  the 
Commission.  In  adaition,  about  2,100,000  earlier  investigative  hies  are  main- 
tained at  the  Washington  National  Records  Center  in  security  storage.  These 
are  kept  to  avoid  duplication  of  investigations  or  for  updating  previous  investi- 
gations. 

The  Housing  and  Urban  Development  Department  is  considering  automation 
of  a  departmental  system  which  would  integrate  records  now  included  in  FHA's 
Sponsor  Identification  File,  Department  of  Justice's  Organized  Crime  and  Rack- 
ets File,  and  HUD  s  Adverse  Information  File."0  A  data  bank  consisting  of  ap- 
proximately 325.000  3x5  index  cards  has  been  prepared  covering  any  individual 
or  firm  which  was  subject  of  or  mentioned  prominently  in,  any  investigations 
dating  from  1954  to  the  present.  This  includes  all  FBI  investigations  of  housing 
matters  as  well. 

In  the  area  of  law  enforcement,  the  Bureau  of  Customs  has  installed  a  central 
automated  data  processing  intelligence  network  which  is  a  comprehensive  data 
bank  of  suspect   information   available  on   a   24-hour-a-day   basis   to    Customs 
terminals  throughout  the  country.21 
According  to  the  Secretary  of  the  Treasury  : 

"These  records  include  current  information  from  our  informer,  fugitive  and 
suspect  lists  that  have  been  maintained  throughout  the  Bureau's  history  as  an 
enforcement  tool  and  which  have  been  available  at  all  major  ports  of  entrv. 
though  in  much  less  accessible  and  usable  form.  With  the  coordinated  efforts 
of  the  Agency  Service's  intelligence  activities,  steadv  growth  of  the  suspect  files 
is  expected." 

There  is  the  "Lookout  File'"  of  the  Passport  Office  and  the  Bureau  of  Securitv 
and  Consular  Affairs.22  This  computerized  file  illustrates  the  "good  neighbor" 
policy  agencies  observe  by  exchanging  information  in  order  to  keep  individuals 
under  surveillance  for  intelligence  and  law  enforcement  purposes.  Maintained 
apart  from  the  twenty  million  other  passport  files,  its  basic  purpose  is  to 
assist  in  screening  passport  applicants  to  make  certain  thev  are  citizens  of  the 
I  nited  States  and  that  they  are  eligible  to  receive  passports.  Requests  for  entrv 
into  this  system  are  received  from  component  agencies  of  the  Department,  from 
other  government  agencies,  or  in  the  limited  categorv  of  child  custodv  from  an 
interested  parent  or  guardian. 

Th^.1D^partment  assure<*  the  Subcommittee  that  data  recorded  in  this  "Look- 
out I  lie  is  not  disseminated.  Rather,  it  serves  as  a  "flag"  which  if  t  "hit" 
or  suspect  is  recorded,  is  furnished  to  the  original  source  of  the  lookout  and 
consist  of  the  name  of  the  individual  and  the  fact  that  he  has  applied  for  a 
passport.  The  individual  is  not  told  that  he  is  in  the  file  until  the  information 
is  used  adversely  against  him.   Then,  according  to  the  report,   "he  is  fully  in- 

^^:^^^\:;^unity  to  explain  or  rebut  *■  ***>***"  -  ww* 

the^Uoting^6  °f  th°  reaS°nS  liSted  f°r  I)e°ple  beins  in  the  Lookout  File  are 
If  the  individual's  actions  do  not  reflect  to  the  credit  of  U.S.  abroad; 

20  Id.  June  22,  1970. 

21  Id.  May  28.  1970. 
-Id.  Jan.  4,  1970. 
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If  he  is  wanted  by  a  law  enforcement  agency  in  connection  with  criminal 
activity  ; 

if  a  court  order  restricting  travel  is  outstanding  or  the  individual  is  Involved 
in  a  custody  or  desertion  cat  i 

••if  he  is  a  known  or  suspected  Communist  or  subversive; 

•-lt'  be  is  on  tbe  Organized  Crime  and  Rackets  Lis!  or  is  a  suspected  delinquent 
in  military  obligations.  ' 

The  Defense  industrial  Security  Clearance  Office  is  preparing  to  computerize 
its  card  tiles  on  over  one  and  a  half  million  private  citizens  who  are  employees 
of  businesses  doing  classified  contract   work  for  the  Federal  Government- 

The  Federal  Deposit  Insurance  Corporation  maintains  information  on  people 
now  associated  with  hanks  insured  by  the  FDIC  or  who  have  been  associated 
with  SUCh  banks  in  the  past.'1  It  keeps  a  file  on  the  names  of  individuals  gained 
from  newspapers  and  other  public  sources  if  they  are  characterized  as  having 
an  unsatisfactory  relationship  with  any  insured  hank  or  any  closed  insured  hank. 
This  also  includes  information  supplied  to  the  Corporation  by  other  inves 
five  or  regulatory  agencies  on  persons  connected  with  an  insured  hank. 

The  Army  maintains  the  U.S.  Army  Investigative  Records  Repository 
(USAIRR)  which  contains  ahout  7,000,000  tiles  relating  principally  to  security 
and  criminal  investigations  of  former  and  present  members  of  the  Army,  civilian 
employees  and  employees  of  private  contractors  doing  business  with  the  Army. 
The    other    services    maintain    similar    investigative    fil< 

There  is  a  Defense  Central  Index  of  Investigation  operated  by  the  Army  for 
the  entire  Defense  Department.  The  Index  is  designed  to  locate  any  security  or 
criminal  investigative  tile  for  any  Defense  agency  and  will  he  computerized 
shortly.  It  contains  identifying  data  such  as  name,  date  of  birth  and  social  se- 
curity number  on  people  who  have  ever  heen  the  subject  of  investigations.28 

There  are  all  the  data  hanks  and  computers  in  the  Department  of  Justice27 
for  intelligence,  for  civil  disturhance  prevention;  for  "had  checks  passers;" 
for  organized  crime  surveillance;  and  for  federal-state  law  enforcement  coopera- 
tion through  the  computerized  National  Crime  Information  ('enter. 

On  the  oasis  of  our  investigation  of  complaints  reviewed  by  Congress, as  I  am 
convinced  that  people  throughout  the  country  are  more  fearful  than  ever  before 
ahout  those  applications  of  computer  technology  and  scientific  information 
processing  which  may  adversely  affect  their  constitutional  rights.  Furthermore, 
my  study  of  the  Constitution  convinces  me  that  their  fears  are  well  founded. 

First,  they  are  concerned  that  through  a  computer  error  they  may  he  denied 
basic  fairness  and  due  process  of  law  with  respect  to  henetits  and  privileges  for 
which  they  have  applied. 


23  Id.  Aug.  1970.  See  also  1971  Hearings,  at  375,  Froehlke  testimony  on  this  and  other 
Defense  Department  records  systems. 

2*  Response  to  questionnaire.  Feb.  22.  1072.  See  also  12  U.S.C.  §1811  et  seq.  (1004). 
Amendments  to  Federal  Deposit  Insurance  Act.  requiring  bank  recording  and  reporting  to 
Internal  Revenue  Service  transactions,   S.   Rep.  91-1139  and  H.R.   Rep.   91-975. 

23  See  note  23  supra. 

26  Response  to  Subcommittee  questionnaire,  Aug.  1970.  Also  described  in  Froehlke  testi- 
mony, note  23.  supra  and  in  Army  Undersecretary  Beal  letter  of  Mar.  2(>.  1!»70.  reprinted 
in   1!»71   Hearings,  Part   II  at   1051,  and  at   116  Cong.   Rec.   26327-51    (1970). 

27  For  descriptions  and  citations  to  supporting  statutes  and  regulations,  see  response  to 
Subcommittee  qupstionnires,  1071  Hearings,  Part  II  at  1312-68.  See  also  discussion  in 
testimony  of  Justice  Department  officials.  Id.  Part  I  at  597,  849. 

'•  descriptions  and  summaries  of  some  of  these  complaints  and  concerns.  Remarks 
of  Senator  Frvin.  116  Cong.  Rec.  ::u,7!i7.  41,751,  43.!i44  and  117  Cong.  Rec.  S.  985  (daily 
ed.  Feb.  8,  1071).  In  particular,  note  opening  statements  by  Subcommittee  Chairman 
each  day  of  1!)71  Hearings  outlining  issues  of  concern  for  the  day.  Of  interest  here 
is  a  Dec.  1!»71  report.  A  National  Survey  of  tbe  Publics  Attitude  Toward  Computers,  spon- 
sored by  the  American  Federation  of  Information  Processing  Societies  and  Time  Magazine 
noting  that  : 

There  is  major  concern  about  the  use  of  large  computerized  information  files.  Thirty- 
eight  percent  of  those  surveyed  believe  computers  represent  a  real  threat  to  people's  pri- 
vacy as  opp08ed  to  Bfty-fOUr  percent  who  disagreed.  Sixty-two  percent  are  concerned 
that  some  large  organizations  keep  information  about  millions  of  people.  In  addition, 
fifty-three  percent  believe  computerized  information  files  might  he  used  to  destroy  in- 
dividual freedoms:  fifty-eight  percent  feel  computers  will  be  used  in  the  future  to  keep 
people  under  SUryillance ;  and  forty-two  percent  believe  there  is  no  way  to  find  out  if 
information  about  you  stored  in  a  computer  is  accurate.  In  general,  the  public  believes 
government  should  make  increased  usage  of  computers  in  a  number  of  areas,  that  such 
usage  will  make  government  more  effective,  and  that  there  will,  and  should  be.  increas- 
ing governmental   involvement   in   the  way   computers  are   used. 
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Secondly,  they  are  concerned  about  illegal  access  and  violation  of  confiden- 
tiality of  personal  information  which  is  obtained  about  them  by  government  or 
industry. 

These  are  actions  which  for  any  one  individual  or  for  entire  groups  may  lead 
to  a  loss  of  the  ability  to  exercise  that  "pursuit  of  happiness"  which  the  Decla- 
ration of  Independence  declares  is  one  of  tin-  unalienable  rights  of  man. 

These  are  actions  which,  by  producing  erroneous  reports,  may  limit  or  deny 
a  person's  economic  prospects  and  thereby  impair  that  liberty  which  under  the 
5th  and  14th  amendments  government  may  not  impair  without  due  process  of 
law. 

ARREST  RECORDS 

This  possibility  is  illustrated  by  a  letter29 1  received  from  a  man  who  describes 
the  effect  on  his  life  of  an  incident  which  occurred  when  he  was  fifteen  years 
of  age.  In  connection  with  a  locker  theft,  he  was  taken  to  the  police  station, 
finger-printed,  questioned  and  then  he  left,  cleared  of  charges.  He  was  not  in- 
volved in  any  incident  subsequently  except  a  few  minor  traffic  violations.  He 
served  11  years  in  the  armed  services  and  held  the  highest  security  clearances. 
After  gaining  employment  with  a  city  government,  he  discovered  that  the  youth- 
ful incident  was,  15  years  later,  part  of  an  FBI  file  and  distributed  to  employers 
on  request.  He  was  asked  to  explain  the  incident  for  personnel  records  and  to 
state  why  he  withheld  the  information.  Although  he  was  unaware  of  the  record, 
he  believes  the  failure  to  list  the  incident  was  a  factor  in  not  gaining  employment 
in  several  instances,  and  he  was  told  he  would  have  to  institute  court  action  to 
have  the  record  expunged. 

The  problem  he  and  millions  of  others  face  with  respect  to  their  records  is 
illustrated  by  a  regulation  issued  by  the  Attorney  General  last  year  restating 
the  goal  of  the  Federal  Bureau  of  Investigatino  "to  conduct  the  acquisition, 
collection,  exchange,  classification,  and  preservation  of  identification  records  .  .  . 
on  a  mutually  beneficial  basis."  "°  Among  the  agencies  listed  as  eligible  to  receive 
and  supply  information  were  railroad  police,  banking  institutions  and  insur- 
ance companies. 

In  Washington,  D.C.,  a  young  man  who  was  an  innocent  bystander  during  a 
campus  demonstration  was  arrested  by  police  and  then  released.  Knowing  that 
the  FBI  could  distribute  such  records  to  employers,  he  hired  a  lawyer  and  spent 
large  sums  of  money  in  a  suit  to  have  his  arrest  record  expunged.  The  lower 
court  denied  his  request,  but  the  Court  of  Appeals  ruled  that,  in  the  District  of 
Columbia  at  least,  arrest  records  should  be  expunged  for  innocent  bystanders 
caught  up  in  mass  police  arrests.31 

In  another  case,  a  young  man  was  arrested  on  probable  cause  and  fingerprinted 
in  California.  When  the  police  could  not  connect  him  with  the  case,  he  was 
released.  He  sought  to  have  his  arrest  record  expunged,  or  alternatively,  to  have 
strict  limitations  placed  on  its  dissemination  to  prospective  employers  and  others 
by  the  Federal  Bureau  of  Investigation.  While  the  U.S.  District  Court  denied  his 
request  for  expungement,  it  did  say  that  his  arrest  record  may  not  be  revealed 
to  prospective  employers  except  in  the  case  of  any  Federal  agency  when  he  seeks 
employment  with  that  agency.  However,  it  could  be  distributed  for  law  enforce- 
ment purposes.  Congress  later  restored  this  power  to  the  FBI  temporarily  in  an 
annual  appropriation  bill. 


88  Letter,  identity  withheld,  in  Subcommittee  files  with  comment  by  the  Director  of  the 
Federal  Bureau  of  Investigation. 

»28  C.P.R.  §  0.85  (b)  ;  codifying  rulings  by  the  Attorney  General  pursuant  to  28  U.S.C. 
§  534  which  provides  : 

(a)  The  Attorney  General  shall— 

(I)  acquire,  collect,  classify,  and  preserve  identification,  crime  and  other  records:  and 
exchange  these  records  with,  and  for  the  official  use  of,  authorized  officials  of  the  Federal 
Government,   the   States,   cities,   and  penal   and   other   institutions. 

(b)  The  exchange  of  records  authorized  by  subsection  (a)  (2)  of  this  section  is  subject 
to  cancellation  if  dissemination  is  made  outside  the  receiving  departments  or  related 
agencies. 

(c)  The  Attorney  General  may  appoint  officials  to  perform  the  functions  authorized 
by  tli is  section. 

:;1  Morrow  v.  District  of  Columbia.  417  F.  2d  728  (D.C.  Cir.  1969).  For  a  summary  of 
case  law  on  this  subject,  see  Longton.  Maintenance  and  Dissemination  <<\'  Records  of 
Arrest  Versus  the  Right  to  Privacy,  1  7  Wayne  J..  Rev.  995  (1971). 
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Judge  Geeeira  comments  In  this  case  of  af<  word  \ .  Mitchell  ■  are  significant  for 
tin'  l8sne  of  arrest  records,  but  also  tor  the  Army's  computer  surveillance  program 
and  for  many  other  government  intelligence  systems  now  being  designed.  Be 

stated  that  while  "conduct  against  the  state  may  properly  subject  an  individual 
to  limitations  upon  his  future  freedom  within  tolerant  limits,  accusations  not 
proven,  charges  made  without   BUpportlng  evidence   when   tested   by   the  judicial 

]>pmt-s.  ancient  or  juvenile  transgressions  Long  since  expiated  by  responsible  con- 
duct, should  not  he  indiscriminately  broadcast   under  governmental  anspleea." 

He  also  said  : 

"The  Increasing  complexity  of  our  society  and  technological  advances  which 
facilitate  massive  accumulation  and  ready  regurgitation  of  farflung  data  have 
presented  more  problems  in  this  area,  certainly  problems  not  contemplated  by  the 

framers  of  the  Constitution.  These  developments  emphasize  a  preeaing  need  to 
preserve  and  to  redefine  aspects  of  the  right  of  privacy  to  insure  the  basic  free- 
doms guaranteed  by  this  democracy. 

"A  heavy  burden  is  placed  on  all  branches  of  Government  to  maintain  a  proper 
equilibrium  between  the  acquisition  of  information  and  the  necessity  to  safeguard 
privacy.  Systematic  recordation  and  dissemination  of  information  about  indi- 
vidual citizens  in  a  form  of  surveillance  and  control  which  may  easily  inhibit 
freedom  to  speak,  to  work,  and  to  move  about  in  this  land.  If  information  avail- 
able to  Government  is  misused  to  publicize  past  incidents  in  the  lives  of  its  citi- 
zens the  pressures  for  conformity  will  be  irresistible.  Initiative  and  individuality 
can  be  suffocated  and  a  resulting  dullness  of  mind  and  conduct  will  become  the 
norm.  We  are  far  from  having  reached  this  condition  today,  but  surely  history 
teaches  that  inroads  are  most  likely  to  occur  during  unsettled  times  like  these 
where  fear  or  the  passions  of  the  moment  can  lead  to  excesses.*' 

There  are  many  similar  cases  pending  throughout  the  states.  Present  laws  are 
not  sufficient  to  assure  that  an  individual  will  be  judged  on  his  merit  and  not  by 
inaccurate  arrests  records  distributed  by  a  national  law  enforcement  computer.33 


32  Menard  v.  Mitchell.  430  F.  2d  486  (D.C.  Cir.  1970).  decision  upon  remand,  328  F. 
Supp.  718  (D.D.C.  1971).  The  Court  construed  28  U.S.C.  §  534  narrowly  to  avoid  the  con- 
stitutional issues  raised  by  Menard  and  found  that  : 

It  is  abundantly  clear  that  Congress  never  intended  to,  or  in  fact  did.  authorize  dis- 
semination of  arrest  records  to  any  state  or  local  agency  for  purposes  of  employment  or 
licensing  checks. 

It  found  certain  faults  with  the  present  system:  (1)  State  and  local  agencies  receive 
criminal  record  data  for  employment  purposes  whenever  authorized  by  local  enactment, 
and  these  vary  state  by  state  and  locality  by  loyality.  (2)  The  Bureau  cannot  prevent  im- 
proper dissemination  and  use  of  the  material  it  supplies  to  hundreds  of  local  agencies. 
These  are  no  criminal  or  civil  sanctions.  Control  of  the  data  will  be  made  more  difficult 
and  opportunities  for  improper  use  will  increase  with  the  development  of  centralized  state 
information  centers  to  be  linked  by  computer  to  the  Bureau.  (3)  The  arrest  record  mate- 
rial is  incomplete  and  hence  often  inaccurate,  yet  no  procedure  exists  to  enable  individuals 
to  obtain,  correct  or  supplant  the  criminal  record  information  used  against  them,  nor 
indeed  is  there  any  assurance  that  the  individual  even  knows  his  employment  application 
is  affected  by  an  FBI  fingerprint  check. 

The  Court  invited  Congressional  action,  noting  that  :  with  the  increasing  availability 
of  fingerprints,  technological  developments,  and  the  enormous  increase  in  population,  the 
system  is  out  of  effective  control.  The  Bureau  needs  legislative  guidance  and  there  must  be 
a  national  policy  developed  in  this  area  which  will  have  built  into  it  adequate  sanctions 
and  administrative  safeguards. 

33  Congressional  response  to  the  District  Court's  invitation  has  taken  several  forms, 
among  them,  a  bill,  S.  2545.  introduced,  but  not  acted  on,  to  authorize  the  Attorney  Gen- 
eral to  exchange  criminal  record  information  with  certain  state  and  local  agencies.  Re- 
marks by  Senator  Bible,  S.  14558.  117  Cong.  Rec.  (daily  ed.  Sept.  20,  1971)  :  and  an 
amendment  to  the  Department  of  Justice  Appropriation  Act  of  1972  temporarilv  restoring 
the  power  over  arrest  records  limited  by  the  Menard  decision.  117  Cong.  Rec.  S.  20461 
(daily  ed.  Dec.  3,  1971).  House  Judiciary  Subcommittee  No.  4  on  Mar.  16  began  hearings 
on  H.R.  13315,  a  bill  introduced  by  Rep.  Edwards,  "to  provide  for  the  dissemination  and 
use  of  criminal  arrest  records  in  a  manner  that  insures  securitv  and  privacy." 

A  related,  but  more  comprehensive  bill.  S.  2546,  was  introduced  bv  Senator  Hruska 
on  Sept.  20,  1971,  117  Cong.  Rec.  (daily  ed.)  to  insure  the  securitv  and  privacy  of  criminal 
justice  information  systems.  This  is  termed  the  Attornev  General's  response  to  an  amend- 
ment to  the  Omnibus  Crime  Control  Act  of  1970,  18  U.S.C.  §§  351.  1752.  2.116.  3731 
(1964),  requiring  the  Law  Enforcement  Assistance  Administration  to  submit  legislative 
recommendations  to  promote  the  integrity  and  accuracy  of  criminal  justice  data  collec- 
tion. LEAA  demonstrated  a  prototype  computerized  svstem  for  exchange  of  criminal  his- 
tory information  with  the  states,  a  project  known  as  SEARCH — Svstem  for  Electronic 
Analysis  and  Retrieval  of  Criminal  Histories.  In  Dec.  1970,  Project  SEARCH  was  turned 
over  to  the  FBI  for  the  development  of  an  operation  svstem  to  be  part  of  the  Na- 
tional Crime  Information  System.  The  bill  deals  with  criminal  offender  record  information 
as  well  as  criminal  intelligence  information. 

A  discussion  of  the  philosophical,  constitutional  and  legal  issues  and  problems  re- 
lated to  such  a  computerized  system  is  found,  with  bibliographies,  in  Securitv  and  Privacv 
Consideration  in  Criminal  History  Informaton  Systems,  Technical  Rept.  No.  2,  July,  1970, 
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Such  threats  to  privacy  and  liberty  arise  with  special  force  in  the  area  of 
intelligence  records.  The  Subcommittee  study  reveals  two  serious  problems  which 
have  acquired  national  urgency  through  the  introduction  of  computer  technology. 
First,  the  problem  of  safeguarding  intelligence  information  from  improper  release 
by  government  itself,  and  secondly,  the  problem  of  confining  its  collection  to  appro- 
priate areas  and  subjects. 

Government  has,  and  should  have,  power  to  collect  information,  even  raw, 
unverified  intelligence  information,  in  fields  in  which  government  has  a  lawful, 
legitimate  interest.  But  this  great  power  imposes  a  solemn  responsibility  to  see 
that  no  one  is  given  access  to  that  information,  except  the  Government  itself  for 
some  legitimate  purpose.  There  could  never,  for  instance,  be  justification  for 
Government  to  disclose  intelligence  gathered  about  citizens  pursuant  to  its 
powers,  to  other  citizens  for  their  own  personal  or  financial  aggrandizement.  Nor 
should  Government  through  disclosure  of  confidential  documents  aid  and  abet  the 
writing  of  sensational  articles  in  private  journals  operated  for  commercial  profit. 

Nevertheless,  the  Subcommittee  received  testimony  and  evidence  about  two 
cases,  which  illustrate  the  misuse  of  confidential  intelligence  information  for 
such  purposes. 

One  involved  a  man  in  political  life,  the  mayor  of  San  Francisco,  who  was 
the  subject  of  an  article  in  Look  Magazine  purporting  to  establish  that  he  asso- 
ciated with  persons  involved  in  organized  crime.  When  the  Mayor  sued  the 
magazine  for  libel,  he  undertook  through  subpoena  power  to  learn  the  basis  for 
such  charges  and  where  and  how  the  authors  obtained  their  information.  He 
learned  that  they  had  received  confidential  information  and  documents  from 
intelligence  data  banks.  The  information  came  from  files  and  computer  print- 
outs of  a  number  of  major  Federal,  state  and  local  government  law  enforcement 
agencies.  They  involved  the  U.S.  Attorney  General's  Office,  the  Federal  Bureau 
of  Investigation,  Internal  Revenue  Service,  Federal  Bureau  of  Narcotics,  the 
Customs  Bureau,  the  Immigration  and  Naturalization  Service,  the  California 
Criminal  Identification  and  Investigation  Bureau,  the  California  State  Depart- 
ment of  Justice,  and  the  Intelligence  Unit  of  the  Los  Angeles  Police  Department. 
By  their  own  testimony  for  the  case,  the  authors  of  the  article  admitted  that  they 
examined,  obtained  or  borrowed  originals  or  copies  of  such  law  enforcement 
records  containing  much  raw  unevaluated  intelligence  information  on  numerous 
people  including  the  names  of  three  U.S.  Presidents,  the  state  Governor,  a  num- 
ber of  Senators,  and  many  private  law-abiding  citizens,  not  accused  of  any  crime. 
These  documents  were  obtainable  despite  the  fact  that  many  of  them  were 
stamped  "Confidential"  or  "Property  of  U.S.  Goevernment  For  official  use  only. 
May  not  be  disseminated  or  contents  disclosed  without  permission.  ..." 

There  is  more  about  these  and  other  disclosures  in  the  hearing  record,  but 
I  believe  the  Mayor's  testimony  M  illustrates  many  of  the  dangers  to  privacy 
in  this  age  of  large  investigative  networks  and  instant  computerized  dossiers. 
It  also  illustrates  the  lack  of  sufficient  criminal,  civil,  or  administrative  sanc- 
tions against  unwarranted  sharing  and  disclosure  of  such  confidential  informa- 
tion. To  my  knowledge,  no  punitive  action  was  taken  except  for  a  disciplinary 
personnel  action  filed  against  an  agent  of  the  Federal  Bureau  of  Investigation, 
who  was  then  allowed  to  retire. 


by  Project  SEARCH,  California  Crime  Technological  Research  Foundation,  funded  bv  the 
Law  Enforcement  Assistance  Administration,  Department  of  Justice.  Also  pertinent  is 
the  testimony  of  LEAA  officials  on  the  use  of  information  and  intelligence  systems  bv 
criminal  justice  agencies.  1971  Hearings,  on  the  National  Crime  Information  Center.  Id. 
at  914. 

For  a  model  state  act  proposed  for  criminal  offender  record  information,  see  generally 
Technical  Memorandum   No.   3.   May   1971   by  Project   SEARCH. 

As  we  have  a  highly  mobile  population,  so  we  have  a  highly  mobile  criminal  population, 
which  requires  that  governments  be  able  to  share  rapidly  the  information  in  their  data 
banks  in  the  interest  of  law  enforcement.  The  problem  is  determining  what  agencies  and 
what  officials  should  control  what  information. 

34  See  1971  Hearings  at  493-530.  Testimony  of  Joseph  Alioto,  Mayor  of  San  Francisco. 
a"(?1Jexhiblts  submitted.  For  response  of  Justice  Department  officials  sec  testimony  of 
William  Rehnquist.  id.  at  604,  878-88,  and  a  series  of  memoranda  from  the  Federal' Bu- 
reau of  Investigation,  the  Bureau  of  Narcotics  and  Dangerous  Drugs,  which  memoranda 
were  submitted  by  Assistant  General  Rehnquist  with  the  caveat  that. 

T  nder  the  traditional  notions  of  separation  of  powers,  it  seems  to  me  probable  that  the 
Department  could  justifiably  decline  to  furnish  portions  of  this  information   ...   Id.   at 


1250 

The  weakness  of  any  applicable  regulations  Is  demonstrated  by  the  report  of 

the  Bureau  of  Narcotics  and  Dangerous  Drugs  that  Its  current  disclosure  order 
"would  not  cover  the  release  of  collateral  Intelligence  information,  information 

contained  in  dead  tiles,  or  Information  on  nondefendants.  such  as  that  disclosed 
in  the  Alioto  testimony."  The  Bureau  further  stated  that  under  the  provisions 
of  its  new  Agents  .Manual  it  is  only  a  "breach  of  Integrity"  to  make  unauthor- 
ized disclosure  of  tiles  which  are  restricted  to  official  □ 

MISUSE    OF    MILITARY    INTELLIGENCE    RECORDS 

Another  case3"  illustrates  how  the  Army's  Investigative  intelligence  services 
and  tiles  were  put  to  private  use  to  obtain  the  dismissal  of  an  employee  of  a 
private  business,  in  this  instance  an  Army  Intelligence  agent  whose  routine 
duties  involved  security  investigations  and  surveillance  for  the  Army's  civil 
disturbance  prevention  program  described  to  the  Subcommittee  how  he  was 
ordered  by  his  superiors  to  conduct  an  investigation  of  the  hank  loan  records, 
police  and  court  records  of  the  private  citizen  and  was  told  to  give  the  resulting 
information  to  the  employee's  supervisor.  He  later  learned  that  the  investigation 
had  been  ordered  by  an  intelligence  officer  as  a  personal  favor  for  an  official  of 
the  company.  When  the  agent  reported  this  to  his  superiors,  he  was  told  in  a 
classified  letter  that  the  matter  involved  "national  security."  A  year  later, 
following  his  separation  from  the  service,  the  agent  reported  the  incident  to  the 
Inspector  General  of  the  Assistant  Chief  of  Staff  for  the  Pentagon,  who  began 
an  investigation.  All  of  his  allegations  were  confirmed  and  firm  disciplinary 
actions  were  taken  against  the  guilty  officers.  It  was  too  late,  however,  for  the 
subject  of  the  Army  investigative  report,  who  had  already  been  dismissed. 

These  cases  illustrate  the  concerns  over  political  administrative  and  technical 
problems  of  access,  confidentiality  and  purging  of  erroneous  or  outdated  records 
in  computer  systems.  But  these  are  issues  which  have  long  concerned  legislatures, 
bar  associations  and  others. 

The  major  reason  for  public  apprehension  about  computer  technology  and 
information  sciences  is  the  use  of  them  to  acquire,  process,  analyze  and  store 
information  about  activities  and  matters  which  are  protected  by  the  First 
Amendment. 

What  people  writing  to  Congress  fear  most  is  the  uses  to  which  this  technology 
may  be  put  by  men  of  little  understanding  but  great  zeal.  They  know  that, 
applied  to  unlawful  or  unwise  programs,  computers  merely  absorb  the  follies  and 
foibles  of  misguided  politically-minded  administrators. 

In  Federal  Government,  the  new  technology,  combined  with  extended  Federal- 
state  services  and  their  spin-off  information  systems,  have  produced  vast  num- 
bers of  investigators,  analysts,  and  programmers  devoted  to  the  study  of  people 
and  society.  With  the  zeal  of  dedicated  civil  servants,  they  are  devoted  to  the 
building  of  data  bases  on  the  habits,  attitudes  and  beliefs  of  law-abiding  citizens. 
Much  of  what  they  gather  is  trivial ;  much  of  it  goes  far  beyond  the  needs  of 
government.  Some  of  it  is  shared  extensively  and  often  unnecessarily  by  agencies 
who  are  components  of  these  large  information  systems. 

People  seeking  government  jobs  in  some  agencies  are  told  to  reply  to  person- 
ality tests  asking : 

I  believe  there  is  a  God. 

I  believe  in  the  second  coming  of  Christ. 

I  believe  in  a  life  hereafter. 


35  1971  Hearings,  Part  II  at  1375.  In  his  memorandum  of  Mar.  5.  1971.  the  Director  of 
the  Bureau  of  Narcotics  and  Dangerous  Drugs  noted  ".  .  .  it  is  possible  that  the  documents 
or  information  in  these  four  exhibits  could  have  been  passed  to  the  LOOK  reporters  by  a 
BNDD  employee."  He  cites  BNDD  Order  0-98,  May  27.  H»70  as  the  Bureau's  current  pub- 
lic information  policy  and  as  essentially  a  restatement  of  28  C.F.R.  Pt.  50.  §  50.2.  which 
covers  the  dissemination  of  most  types  of  information  for  the  Department.  However,  he 
states  that  the  strongest  applicable  regulations  in  this  matter  are  found  in  28  C.F.R.  Pt. 
45,  §  45.735  :  "No  employee  shall  use  for  financial  pain  for  himself  or  for  another  person, 
or  make  any  other  improper  use  of.  whether  by  direct  action  on  his  part  or  by  counsel. 
recommendation,  or  suggestion  to  another  person,  information  which  comes  to  the  em- 
ployee by  reason  of  his  status  as  a  Department  of  Justice  employee  and  which  has  not 
become  part  of  the  body  of  public  information." 

Obviously,  the  disclosure  of  documents  stamped  "For  official  use  only"  would  be  con- 
trary to  this  regulation  if,  in  fact,  the  disclosures  were  made  by  Department  of  Justice 
employees. 

38  For  statement  submitted  by  a  Special  Agent  of  Military  Intelligence  and  related 
correspondence,   see   1971  Hearings,   Part   II   at   1451-1457. 
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I  am  very  religious  (more  than  most  people) . 

I  go  to  church  almost  every  week. 

I  am  very  strongly  attracted  by  members  of  my  own  sex. 

I  love  my  father. 

My  sex  life  is  satisfactory. 

Once  in  a  while  I  feel  hate  toward  members  of  my  family  whom  I  usually  love. 

I  wish  I  were  not  bothered  by  thoughts  about  sex. 

When  the  Subcommittee  held  bearings  on  these  practices,  jrowrnment  officials 
explained  that  there  was  no  rigbt  <,r  wrong  answer  to  the  questions,  that  the 
responses  were  coded  and  analyzed  by  the  computer.81 

I  asked  whether  they  did  not  think  such  inquiries  violated  the  privacy  of  the 
individual's  thought  about  matters  thai  were  none  of  the  business  of  trovernment. 
The  reply  was  that  there  was  no  Supreme  Court  decision  holding  that  people 
who  apply  for  federal  employment  have  a  constitutional  right  to  privacy. 

There  was  a  Civil  Service  program  telling  employees  to  fill  out  computer  punch 
cards  stating  tlieir  racial,  ethnic  or  national  origin  along  witb  their  social  se- 
curity number.3"*  In  the  land  renowned  for  being  the  "melting  pot"  of  the  world, 
over  3  million  individuals  had  to  analyze  their  backgrounds  and  reduce  them  to 
one  of  four  squares  on  an  IBM  card.  If  they  protested  that  these  matters  were 
none  of  the  business  of  government,  they  were  blacklisted  in  their  offices  and 
harassed  with  computer-produced  orders  to  return  the  completed  questionnaire. 
The  resemblances  between  this  program  and  those  of  totalitarian  governments  in 
our  recent  history  were  all  too  obvious  . 

The  Census  Bureau  makes  more  use  of  computer  technology  for  personal  in- 
quiries than  anyone.39  It  conducts  surveys  for  its  own  uses  backed  by  the  criminal 
and  civil  sanctions.  One  of  these,  the  decennial  census,  asked  people  such  ques- 
tions as  : 

Marital  Status  :  Xow  married,  divorced,  widowed,  separated,  never  married. 

(If  a  woman)  How  many  babies  have  you  ever  had,  not  counting  stillbirths? 

Do  you  have  a  flush  toilet? 

Have  you  been  married  more  than  once? 

Did  your  first  marriage  end  because  of  death  of  wife  or  husband? 

What  was  your  major  activity  5  years  ago? 

What  is  your  rent? 

What  is  your  monthly  electric  bill? 

Did  you  work  at  any  time  last  week? 

Do  you  have  a  dishwasher?  Built-in  or  portable? 

How  did  you  get  to  work  last  week?  (Driver,  private  auto;  passenger,  private 
auto  ;  subway  :  bus  ;  taxi  ;  walked  only  ;  other  means). 


37  See  generally  Hearings  on  Psychological  Tests  and  Constitutional  Rights  Before  the 
Subcomm.  on  Constitutional  Rights  of  the  State  Comm.  on  the  Judiciary.  89th  Cong., 
1st  Sess.  (1965)  and  Hearings  on  S.  3779  on  Privacy  and  the  Rights  of  Government 
Employees.  89th  Cong..  2d  Sesa.  (1969). 

3S  See  1966  Hearings,  supra  note  37.  In  connection  with  a  proposal  introduced  to  pro- 
tect the  constitutional  rights  of  employees  of  the  executive  branch  and  to  prevent  unwar- 
ranted governmental  invasion  of  their  privacy,  see  Senate  remarks  of  Eenator  Ervin  in- 
cluding discussion  of  need  for  law  prohibiting  requirements  to  reveal  information  on  race, 
religion,  national  origin,  personal  family  relationships,  sexual  attitudes  and  conduct  and 
religious  beliefs  and  practices  in  112  Cong.  Rec.  16081.  18634  (1966).  113  Cong.  Rec. 
4039.  10663.  27994  (1967 I,  114  Cong.  Rec.  11235.  17161,  19613  (1968).  115  Cong.  Rec. 
2343.  117  Cong.  Rec.  (daily  ed.  Apr.  1  and  May  11.  1971).  By  such  legislation,  govern- 
ment may  be  prevented  from  intruding  into  protected  First  Amendment  areas  on 
subjects  which  should  have  nothing  to  do  with  the  operation  of  a  civil  service  merit  system. 
By  exclusion  of  such  sensitive,  subjective  information  from  the  computer  systems, 
initially,  government  will  be  precluded  from  basing  individual  or  general  social  judg- 
ments on  outdated  standards,  changing  mores,  variants  in  ethnic,  cultural  or  geographi- 
cal backgrounds,  or  previous  conditions  of  the  individual's  mind,  heart,  and  personalitv. 
It  will  necessarily  be  confined  to  a  consideration  of  current  information  relevant  and 
pertinent  to  the  problem  at  hand. 

3*  See  generally  Hearings  on  S.  1791  and  Privacy,  the  Census  and  Federal  Question- 
naires Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Judiciary  Commit- 
tee. 91st  Congr..  1st  Sess.  (1969)  and  hundreds  of  letters  and  complaints  about  coercive 
statistical  Questionnaires.  Appendix  also  contains  judicial,  legal  and  constitutional  re- 
search materials  as  well  as  examples  of  many  social  and  economic  questionnain  - 
also  Pine  and  Russell.  Priyacy  :  Establishing  Restrictions  on  Government  Inquiry.  Is 
Amer.   Lniv.  L.   Rev.   516    (1969).   For  a  summary  of  the  heari<  nate  remarks  of 

Senator  F.rvln.  115  Cong.  Rec.  1771  8  (1969).  For  possible  political  uses  of  such  informa- 
tion acquired  as  economic  and  social  indicators,  see  Report  bv  House  Government  Opera- 
tions Committee.  Subcommittee  on  Government  Information,  on  Department  of  Labor 
briefings  on  economic  statistics:  and  23  Western  Pol.  Q.  235  (1970).  See  also  the  finding 
and  recommendations  on  privacy  and  confidentiality  of  the  Presidents  Commission  on 
Federal  Statistics   (1971). 
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How  many  bedrooms  do  you  have? 

Do  you  have  a  health  condition  or  disability  which  limits  the  amount  of  work 
you  can  do  at  a  job? 

How  Long  have  you  had  this  condition  or  disability? 

Under  oven  heavier  sanctions,  the  Census  Bureau  puts  questionnaires  to  farm- 
ers, lawyers,  owners  of  businesses,  and  others,  selected  at  random,  about  the 
way  they  handle  their  business  and  finances.4" 

The  Census  Bureau  also  makes  surveys  for  many  other  departments  and  agen- 
cies.41 For  example,  they  put  out  statistical  questionnaires  which  the  Department 
of  Health.  Education,  and  Welfare  wanted  to  send  to  retired  people  asking: 

How  often  they  call  their  parents  ; 

What  they  Spend  on  presents  for  grandchildren  ; 

How  many  newspapers  and  magazines  they  buy  a  month  ; 

If  they  wear  artificial  dentures  : 

"Taking  things  all  together,  would  you  say  you're  very  happy,  pretty  happy, 
or  not  too  happy  these  days?"' 

And  many  other  questions  about  things  on  which  government  has  no  business 
demanding  answers. 

These  people  are  not  told  that  their  answers  are  voluntary,  but  are  harassed 
to  reply  and  are  given  the  impression  they  will  be  penalized  if  they  do  not 
answer." 

There  are  many  other  examples  of  inquiring  social  and  economic  data  that  are 
backed  by  the  psychological,  economic,  or  penal  sanction  of  government.  Clearly, 
Government  has  great  need  for  all  kinds  of  information  about  people  in  order  to 
govern  efficiently  and  administer  the  laws  well ;  similarly.  Congress  must  have 
large  amounts  of  meaningful  information  in  order  to  legislate  wisely. 

However,  I  believe  these  examples  of  governmental  data  collection  illustrate 
my  contention  that  the  First  Amendment  wraps  up  the  principle  of  free  speech, 
which  includes  the  right  to  speak  one's  thoughts  and  opinions  as  well  as  the 
right  to  be  free  of  governmental  coercion  to  speak  them. 

There  are  other  examples  of  government  programs  which,  well-meaning  in 
purpose,  are  fraught  with  danger  for  the  very  freedoms  which  were  designed  to 
make  the  minds  and  spirits  of  all  Americans  free,  and  Which  work  to  keep 


40  See  1960  Hearings,  supra  note  39,  testimony  on  behalf  of  the  National  Federation 
of  Independent  Business  at  199.  of  attorney  and  farm  owner  William  Van  Tillburg  at  74, 
W.  Schliestett.  businessman  al  66.  .T.  Cannon,  attorney  at  7,263. 

41  Id.  at  830.  Table  of  Census  surveys  of  population  and  households,  conducted  for 
other  government  atrencies.  with  indication  of  penalties  and  compliance  techninues.  In 
many  of  these,  the  data  is  kept  on  tape  or  film  by  both  the  Census  Bureau  and  the  spon- 
soring agency,  and  the  confidentiality  rules  of  the  sponsoring-  agency  apply. 

42  Id.,  at  251.  Assistant  Secretary  of  Commerce  Cbartener  : 

Assistant  Secretary  of  Commeree  Cbartener.  The  wording  deliberately  has  been  rather 
subtle  in  its  form.  We  never  use  the  word  "mandatory"  on  a  ouestionnaire.  Instead,  people 
will  be  told  that  "your  answer  is  reouired  by  law."  In  other  cases,  they  may  be  told  that 
a  survey  is  authorized  by  law  or  it  is  important  to  your  government  or  something  of  that 
sort.  Now.  the  followup  procedure  is  used  not  for  purposes  of  coercion  but  rather  in  order 
to  verify  the  correctness  of  an  address. 

Senator  Ervin.  Do  you  not  agree  with  me  that  such  a  procedure  is  desisrned  to  im- 
plant in  the  mind  of  the  recipient  of  these  questionnaires  the  impression  that  he  is  re- 
quired by  law  to  answer  them? 

Mr.  Citartener.  If  it  is  a  mandatory  questionnaire  that  would  be  the  case.  In  other 
Instances,  the  repeated  mailings  which  may  go  up  to  five  or  may  involve  telephone  calls 
or  even  a  personal  call  are  simply  a  means  of  emphasizing  the  importance  that  the  Gov- 
ernment feels  in  gettinsr  this  response  .  .  . 

The  Department  of  Commerce  opposed  enactment  of  a  simplv-worderl  statute  advising 
people  that  their  responses  to  these  statistical  questionnaires  were  voluntary.  Id.  at  262. 

Senator  Ervin.  Would  the  Department  of  Commerce  and  its  Bureau  of  the  Census  be 
onposed  to  enactment  of  Federal  statutes  which  would  reoulre  that  the  Bureau  of  the 
Census  advise  every  citizen  on  a  questionnaire  sent  out  by  the  Bureau  that  where  It  is 
not  required  by  law.  not  mandatorv.  this  is  an  effort  to  elicit  information  desired  by 
the  Government  on  a  voluntary  basis? 

Mr.  CHARTENER.  Senator.  T  think  we  would  oppose  that.  This  is  a  matter  of  rather 
subtle  psychology.  I  do  not  think,  personally,  and  this  is  the  position  of  the  Den-irtment. 
that  we  ought  to  go  out  of  our  way  to  tell  people  they  do  not  need  to  bother  filling  out 
this  ouestionnaire.  .  .  . 

Senator  EBVIN.  You  think  the  statutes  governiner  those  ouestionnalres.  which  are  man- 
datorv and  which  are  subject  to  the  criminal  penalty  if  not  answered  readily,  are  under- 
standable by  the  average  layman? 

Mr.  CHARTERER.  I  do  not  think  anv  law  is  written  to  be  readily  understandable  by  the 
average  layman.  That  is  whv  we  have  lawyers. 

But  compare  the  testimony  of  the  Secretary  of  the  Department  of  Health,  Education, 
and  Welfare  in  the  1071  Hearings  at  7K8,  opposing  legislation,  but  favoring  administra- 
tive notice  of  voluntariness  for  that  Department's  forms. 
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America  a  free  society.  A  number  of  these  would  be  impractical,  if  not  impossi- 
ble, without  the  assistance  of  computer  techology  ad  scientific  data  processing. 
It  is  those  First.  Amendment  freedoms  which  are  the  most  precious  rights 
conferred  upon  us  by  our  Constitution:  the  freedom  to  assemble  peaceably  with 
others  and  petition  government  for  a  redress  of  grievances;  the  freedom  to 
worship  according  to  the  dictates  of  one's  own  conscience  free  of  government 
note-taking;  the  freedom  to  think  one's  own  thoughts  regardless  of  whether 
they  are  pleasing  to  government  or  not;  the  freedom  to  speak  what  one  believes 
whether  his  speech  is  pleasing  to  the  government  or  not;  the  freedom  to  asso- 
ciate with  others  of  like  mind  to  further  ideas  or  policies  which  one  believes 
beneficial  to  our  country,  whether  such  association  is  pleasing  to  government 
or  not. 

THE    SECRET    SERVICE 

In  the  pursuit  of  its  programs  to  protect  high  government  officials  from  harm 
and  federal  buildings  from  damage,43  the  Secret  Service  has  been  pressured  to 
create  a  computerized  data  hank.  Their  guidelines  for  inclusion  of  citizens  in 
this  data  bank  requested  much  legitimate  information  but  also  called  for 
information  on  "professional  gate  crashers ;"  "civil  disturbances ;"  "anti- 
American  or  anti-U.S.  Government  demonstrations  in  the  United  States  or 
overseas ;"  pertaining  to  a  threat,  plan,  or  attempt  by  an  individual  or  group  to 
"embarrass  persons  protected  by  the  Secret  Service  or  any  other  high  U.S.  Govern- 
ment official  at  home  or  abroad  ;"  "persons  who  insist  upon  personally  contacting 
high  government  officials  for  the  purpose  of  redress  of  imaginary  grievaces ;" 
and  "information  on  any  person  who  makes  oral  or  written  statements  about 
high  government  officials  in  the  following  categories:  (1)  threatening  state- 
ments,  (2)   irrational  statements,  and    (3)   abusive  statements." 

Americans  have  always  been  proud  of  their  First  Amendment  freedoms  which 
enable  them  to  speak  their  minds  about  the  shortcomings  of  their  elected  officials. 
As  one  in  political  life,  I  have  myself  received  letters  I  considered  abusive. 
Similarly,  I  have  uttered  words  which  others  have  deemed  abusive.  While  I  am 
not  a  "professional  gate  crasher,"  I  am  a  malcontent  on  many  issues.  I  have 
written  the  President  and  other  high  government  officials  complaining  of  griev- 
ances which  some  may  consider  imaginary ;  and  on  occasion,  I  may  also  have 
"embarrassed"  high  government  officials. 

One  man  wrote  me  his  concern  about  this  program  and  commented  : 

"The  Secret  Service  ought  to  go  after  my  mother-in-law,  too.  On  her  last  visit 
she  said  that  the  Vice  President  doesn't  seem  to  have  too  many  brains.  She  also 

said  that  Senator has  a  face  like  a  carbuncle.  Should  I  report  this  to  the 

Secret  Service?44 

There  is  no  doubt  that  the  physical  protection  of  the  President  and  high  govern- 
ment officials  is  a  legitimate  government  purpose  and  all  reasonable  means  must 
be  taken  in  pursuit  of  it.  Nevertheless,  such  broad  and  vaguely  worded  standards 
for  investigating  and  adversely  reporting  Americans  to  their  government  on  the 
basis  of  their  utterances  could,  at  one  time  or  another,  include  most  members 
of  Congress  and  most  politically  aware  citizens.  It  could  cover  heated  words 
exchanged  in  political  debate  and  discussion  anywhere  in  the  country.  Yet  civil 
and  military  officials  throughout  the  Federal  government  and  in  some  local  law 
enforcement  agencies  were  requested  to  report  people  coming  to  their  attention 
who  were  thought  to  fit  these  criteria. 

The  Subcommittee  has  not  received  complete  answers  to  our  questionnaire 
on  the  subject  of  this  computer  and  the  national  reporting  system  it  serves. 
However,  we  have  indications  that  other  broad  and  zealous  information  pro- 
grams, including  the  Army  civil  disturbance  system,45  are  sharing  of  feeding  on 
entries  which,  if  not  carefully  evaluated,  may  produce  serious  consequences  for 
the  rights  and  privileges  of  citizens.  Illustrating  the  misunderstandings  and  mis- 
interpretations possible  is  the  fact  that  military  doctors  have  expressed  to  me 


43 115  Cong.  Rec.  3356  (1969)  and  guidelines  printed  tbere.  See  also  note  17.  supra, 
correspondence  and  guidelines  printed  at  1541,  1971  Hearings,  Part  II.  See  remarks  of  Rep. 
Stanton,  118  Cong.  Rec.  at  II208  (daily  ed.,  Jan.  24,  1972).  [Complaints  Against  Secret 
Service  1. 

44  Letter  in  Subcommittee  filos. 

45  See  Department  of  tbe  Army  Civil  Disturbance  Information  Collection  Plan,  May  2. 
1969.  collection  priorities  and  requirements  and  distribution  list  for  government  agencies 
Printed  in  1971  Hearings  at  1126.  1136.  This  plan  also  appears  with  remarks  of 
Senator  Bayh,  117  Cong.  Rec.  2290  (daily  ed..  Mar.  2,  1971). 
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their  concern  about  an  allegedly  "secret"  agreement  between  the  Defense  Depart- 
ment and  the  Secret  Service  which  they  were  told  was  a  recent  one  and  which 
required  reporting  of  all  servicemen  receiving  administrative  discharges.  One 
psychiatrist  writes  of  his  concern  for  the  confidentiality  of  medical  records  in 
such  action : 

"I  see  very  little  reason  for  this.  My  impression  of  the  individuals  whom  I  rec- 
ommended for  such  a  discharge  was  that  these  were  immature  individuals  who 
were  not  able  to  adapt  to  the  service  for  one  reason  or  another.  Not  by  any 
stretch  of  the  imagination  were  these  individuals  unpatriotic  or  a  threat  to  the 
security  of  the  nation."  46 

When  I  asked  the  Secretary  of  the  Navy  about  this,  the  Subcommittee  was 
informed  that  a  person  is  not  reported  to  the  Secret  Service  merely  because  he 
received  an  administrative  discharge  from  the  Navy  or  Marine  Corps.47  How- 
ever, we  were  informed  that  pursuant  to  Naval  regulations  Issued  under  a 
secret  1965  Agreement,48  the  Navy  reports  an  average  of  400  persons  annually. 
We  learned,  for  example,  that  among  the  many  categories  of  people  to  be  reported 
were  not  only  servicemen  but  civilian  employees  of  the  Defense  Department 
who  were  discharged  on  security  or  suitability  grounds  and  who  showed  "evidence 
of  emotional  instability  or  irrational  or  suicidal  behavior,  expressed  strong  or 
violent  sentiments  against  the  United  States,"  or  who  had  "previous  arrests, 
convictions,  conduct  or  statements  indicating  a  propensity  for  violence  and 
antipathy  for  good  order  in  Government." 4* 

MILITARY    SPYING 

Another  example  of  First  Amendment  information  programs  is  the  Army 
program  for  spying  on  Americans  who  exercised  their  First  Amendment  rights. 
Despite  these  rights,  and  despite  the  constitutional  division  of  power  between 
the  federal  and  state  governments,  despite  laws  and  decisions  defining  the  legal 
role  and  duties  of  the  Army,  the  Army  was  given  the  power  to  create  an  informa- 
tion system  of  data  banks  and  computer  programs  which  threatened  to  erode 
these  restrictions  on  governmental  power.50 

Allegedly,  for  the  purpose  of  predicting  and  preventing  civil  disturbances 
which  might  develop  beyond  the  control  of  state  and  local  officials,  Army  agents 
were  sent  throughout  the  country  to  keep  surveillance  over  the  way  the  civilian 
population  expressed  their  sentiments  about  government  policies.  In  churches,  on 
campuses,  in  classrooms,  in  public  meetings,  they  took  notes,  tape-recorded,  and 
photographed  people  who  dissented  in  thought,  word  or  deed.  This  included 
clergymen,  editors,  public  officials,  and  anyone  who  sympathized  with  the 
dissenters. 


"Letters  In  Subcommittee  files  (identities  withheld). 

47  Letter  of  inquiry  from  Subcommittee  Chairman,  July  6,  1971,  citing  the  large  num- 
ber of  reasons  for  which  a  person  can  receive  an  administrative  discharge,  ranging  from 
family  hardship  to  national  security  grounds,  the  inadequate  procedures  and  safeguards 
surrounding  such  discharges,  and  the  threat  to  individual  freedom  from  unrestricted 
reporting  of  law-abiding  citizens,  who  may  become  subjects  of  official  surveillance  through 
no  fault  of  their  own  or  of  the  Secret  Service. 

*s  This  December  14,  1965  agreement  between  the  Defense  Department  and  the 
Secret  Service  was  implemented  within  the  Navy  Department  by  SECNAV  Instruction 
5500.27,  March  18,  1966,  which  contains  a  copy  of  the  agreement.  Administrative  authority 
for  this  regulation  is  cited  as  Defense  Dept.  Directive  5030.34.  dated  Dec.  30,  1965; 
statutory  authority  for  assistance  to  the  Secret  Service  is  cited  as  P.L.  No.  90-331 
(June  6,   1968)    which  provides  for  assistance  to  the   Secret   Service  on   request. 

49  Appendix  B  of  Agreement.  Under  Appendix  A,  identification  data,  photograph, 
physical  description,  date  and  place  of  birth,  employment,  marital  status  and  identifying 
numbers  are  to  be  furnished,  together  with  summaries  or  exceprts  from  DOD  files  as  ap- 
plicable to  an  individual  or  group  reported. 

In  a  related  exchange  of  correspondence,  the  Subcommittee  Chairman,  in  response  to 
complaints,  directed  an  inquiry  to  the  Secretary  of  the  Navy,  on  April  22,  1970.  about  a 
Navy  directive  which  required  that  in  any  case  where  enlisted  personnel  were  to  be  sep- 
arated under  other  than  honorable  conditions  within  the  continental  United  States,  local 
civil  police  authoritis  were  to  he  notified  in  advance  of  the  name.  race,  sex  and  place  and 
date  of  birth  of  the  person,  and  of  the  time  and  place  such  separation  is  to  be  effected. 
This  regulation  seemed  to  serve  no  useful  function  since  the  Army  and  the  Air  Force 
functioned  without  one.  On  May  7,  1970,  the  Navy  Department  notified  the  Subcom- 
mittee that  they  concurred  in  this  view  and  would  delete  the  reporting  requirement. 
(Correspondence  in  Subcommittee  files.) 

50  For  legal  and  constitutional  implications,  as  well  as  a  comprehensive  historical  ac- 
count, see  testimony  of  Christopher  Pyle,  an  attorney  and  former  Captain  in  Army  In- 
telligence. See  1971  Hearings  at  147,  and  exhibits  providing  examples  of  nation-wide 
military  surveillance. 
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With  very  few,  if  any,  directives 51  to  guide  their  activities,  they  monitored  the 
membership  and  policies  of  peaceful  organizations  who  were  concerned  with 
the  war  in  Southeast  Asia,  the  draft,  racial  and  labor  problems,  and  community 
welfare.  Out  of  this  surveillance  the  Army  created  blacklists  of  organizations 
and  personalities  which  were  circulated  to  many  federal,  state  and  local  agencies, 
who  were  all  requested  to  supplement  the  data  provided.  Not  only  descriptions 
of  the  contents  of  speeches  and  political  comments  were  included,  but  irrelevant 
entries  about  personal  finances,  such  as  the  fact  that  a  militant  leader's  credit 
card  was  withdrawn.  In  some  cases,  a  psychiatric  diagnosis  taken  from  Army 
or  other  medical  records  was  included. 

This  information  on  individuals  was  programmed  into  at  least  four  computers 
according  to  their  political  beliefs,  or  their  memberships,  or  their  geographic 
residence.52 

The  Army  did  not  just  collect  and  share  this  information.  Analysts  were 
assigned  the  task  of  evaluating  and  labeling  these  people  on  the  basis  of  reports 
on  their  attitudes,  remarks  and  activities.  They  were  then  coded  for  entry  into 
computers  or  microfilm  data  banks.53 

The  Army  attempts  to  justify  its  surveillance  of  civilians  by  asserting  that  it 
was  collecting  information  to  enable  the  President  to  predict  when  and  where 
civilians  might  engage  in  domestic  violence,  and  that  the  President  was  em- 
powered to  assign  this  task  to  it  by  the  statutes  conferring  upon  him  the  power 
to  use  the  armed  forces  to  suppress  domestic  violence. 

I  challenge  the  validity  of  this  assertion. 

Under  our  system,  the  power  to  investigate  to  determine  whether  civilians 
are  about  to  violate  federal  laws  is  committed  to  federal  civil  agencies,  such  as 
the  FBI ;  and  the  power  to  investigate  to  determine  whether  civilians  are  about 
to  violate  state  laws  is  reposed  in  state  law  enforcement  officers. 

If  President  Johnson  believed  he  ought  to  have  had  information  to  enable 
him  to  predict  when  and  where  civilians  might  engage  in  future  domestic  vio- 
lence, he  ought  to  have  called  upon  the  FBI  or  appropriate  state  law  enforce- 
ment officers  for  the  information. 

He  had  no  power  to  convert  the  Army  into  a  detective  force  and  require  it  to 
spy  on  civilians. 

This  conclusion  is  made  plain  by  the  Constitution  and  every  act  of  Congress 
relating  to  the  subject.  Sections  331,  332,  333  and  334  of  Title  10  of  the  United 
States  Code  certainly  did  not  confer  any  such  power  on  the  President.  These 
statutes  merely  authorized  him  to  use  the  armed  forces  to  suppress  domestic 
violence  of  the  high  degree  specified  in  them,  and  conditioned  their  use  for 
that  purpose  upon  his  issusing  a  proclamation  immediately  ordering  the  offenders 
"to  disperse  and  retire  peaceably  to  their  abodes  within  a  limited  time." 

The  only  other  statute  relevant  to  the  subject  is  section  1385  of  Title  18  of 
the  Code,  which  prohibits  the  use  of  any  part  of  the  Army  or  Air  Force  "as 
a  posse  comitatus  or  otherwise  to  execute  the  law  .  .  .  except  in  cases  and  under 
circumstances  expressly  authorized  by  the  Constitution  or  Act  of  Congress," 

The  legislative  history  of  this  statute  is  fully  revealed  in  the  opinion  of 
United  States  District  Judge  Dooling  in  Wrynn  v.  United  States,  200  F.  Supp. 
457  ( E.D.N. Y.  1961).  When  the  words  of  this  statute  are  read  in  the  light  of  its 


51  See  Ervin,  Privacy  and  Governmental  Investigations.  1971  Univ.  Ill  L.  Forum  137 
(1971)  for  an  account  of  the  various  plans  and  their  lack  of  relevance  to  the  problem  of 
putting  clown  civil  disturbances,  and  for  analysis  of  the  Defense  and  Justice  Department's 

claims  to  constitutionality  for  the  actions  of  the  militarv.  Texts  of  four  "plans,"  1971 
Hearings  at  112.°,.  1119,  1154.  1731  :  Memorandum  at  1139,  1141,  1278-98,  Showing  at- 
tempts by  civilians  to  cut  back  on  the  program. 

52  The  bulk  of  investigative  activity  by  the  Army's  own  personnel  occurred  at  the  field 
level.  Agents  collected  information  and  filed  "spot  reports,"  "agents  reports,"  and  "sum- 
maries of  investigation."  Most  of  this  data  was  forwarded  up  the  chain  of  command  but 
record  copies  were  kept  in  data  centers  at  every  level  of  command.  Manual  files  were 
maintained  at  every  level.  At  least  four  and  possibly  more  computer  systems  were  em- 
ployed to  store,  analyse  and  retrieve  the  information  collected.  Many  files  on  lawful 
citizens  were  microfilmed  and  integrated  with  other  files  on  persons  who  were  suspected 
of  violations  of  security  and  espionage  laws.  These  computer  systems  were  located  in  the 
headquarters  of  the  Intelligence  Command  (Fort  Holabird),  the  Continental  Army  (Fort 
Monroe),  the  Third  Army  Corps  (Fort  Hood),  and  in  the  Pentagon.  More  than  one 
computer  data  bank  was  maintained  in  some  of  these  locations.  (Subcommittee  investiga- 
tion.) 

63  Testimony  of  Ralph  Stein  on  the  difficulty  of  labeling  young  people  on  the  basis  of 
their  speech,  when  a  difference  of  one  digit  was  the  difference  between  a  communist  and 
a  non-communist,  1971  Hearings  at  248,  260. 
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legislative  history,  it  is  obvious  that  the  statute  is  not  limited  by  the  expres- 
sion "as  a  posse  comitates  or  otherwise,"  i »u t  operates  as  a  prohibition  against 
the  use  of  the  Army  to  execute  the  laws  without   reference  to  whether  it  is 

employed  as  a  posse  coniitatus  or  ;is  a  portion  of  the  Army.  Indeed,  the  statute 
embodies  "the  Inherited  antipathy  of  the  American  to  the  use  of  troops  for  civil 

purposes."  [12(H)  f.  Snpp.  at  485]. 

President  Johnson's  use  of  the  troops  to  spy  on  civilians,  to  build  data  banks 
and  create  computerised  information  systems,  discloses  that  relevance  of  this 
statute  to  our  day  Is  sadly  clear.  Since  neither  the  Constitution  nor  any  Act  of 
Congress  expressly,  Or  impliedly,  authorized  such  use.  the  President  was  for- 
bidden by  section  1386  of  Title  IK  of  the  United  States  Code  to  use  the  Army  to 
spy  on  civilians. 

The  Army's  spying  violated  First  Amendment  freedoms  of  the  civilians  who 
became  aware  that  they  or  the  groups  to  which  they  belonged  had  been  placed 
under  surveillance.  This  is  SO  because  if  undoubtedly  stifled  their  willingness 
to  exercise  their  freedom  of  speech,  association  and  assembly.1"'4 

If  any  proof  were  needed  of  the  logic  and  truth  of  this  statement  it  can  be 
drawn  from  such  testimony  as  the  Subcommittee  received  from  Dr.  Jerome 
Wiesner  who  commented  : 

"Many,  many  students  are  fraid  to  participate  in  political  activities  of  various 
kinds  which  might  attract  them  because  of  their  concern  about  the  consequences 
of  having  a  record  of  such  activities  in  a  central  file.  They  fear  that  at  some 
fuutre  date,  it  might  possibly  cost  them  a  job  or  at  least  make  their  clearance 
for  a  job  more  difficult  to  obtain."  ffi 

The  Subcommittee  has  heard  no  testimony  yet.  that  the  Army's  information 
program  was  useful  to  anyone.  The  only  result  of  the  testimony  by  the  Defense 
Department  was  to  confirm  my  belief  that  under  the  Constitution  and  under 
the  laws,  the  Army  had  no  business  engaging  in  such  data-gathering  and  that 
the  scope  and  breadth  of  the  surveillance  was  so  broad  as  to  be  irrelevant  to  the 
purpose. 

Congress  has  still  to  discover  the  complete  truth  about  these  Army  computers. 
Apparently,  even  officials  responsible  for  intelligence  did  not  know  of  the  existence 
of  the  computers  for  implementing  the  program.  The  Subcommittee  has  repeatedly 
requested  the  testimony  of  the  Army  Generals  who  would  be  most  knowledgeable 
about  the  computers  and  what  they  contained.  We  have  just  as  repeatedly  been 


54  See  Brief  for  Respondents  filed  in  Tatum  v.  Laird  in  the  Supreme  Court  of  the  United 
States.  Xo.  71-288.  challenging  the  Armv's  surypillance  program,  and  argninc  that 
plaintiffs'  claims  are  justifiable  and  ripe  for  adjudication  ;  that  the  present  inhibiting 
effect  on  the  exorcise  of  First  Amendment  nehts  creates  n  justifiable  eontrove^sv  :  fh^t  flip 
justiciabllty  of  thpir  claims  is  enhanced  because  the  military  exceeded  its  constitutional 
and  statutory  authority  and  intruded  into  civilian  affairs  ;  that  thev  have  standing  to 
adjudicate  these  claims  for  themselves  and  the  claims  of  others  similarly  situated  ;  and 
finally,  that  they  argue  that  their  case  cannot  be  mooted  by  the  Army's  assertion  that  its 
domestic  surveillance  activity  has  been  reduced.  The  appendix  contains  an  interesting 
and  landmark  study  of  the  chilling  effect  of  overbroad  governmental  programs  on  First 
Amendment  activity  from  the  social  science  view. 

All  of  thp  plaintiffs  named  have  been  subjects  of  political  surveillance,  and  all  are 
believed  to  be  subjects  of  reports,   files,  or  dossiers  maintained   by   the  Army. 

In  an  amici  brief  filed  by  Senator  Ervin  on  behalf  of  the  Unitarian  Universalist 
Association,  the  Council  for  Christian  Social  Action.  T'nitcd  Church  of  Christ,  the 
Ampriean  Friends  Service  Committee  and  the  National  Council  of  Churches  of  Christ, 
the  question  posed  for  review  is  framed  as  follows  : 

Do  Individuals  and  organizations  not  affiliated  with  the  armed  services  present  a 
Justifiable  issup  nnf'pr  tl>e  F'pst.  F°urth  Fifth  jit1  N'nth.  A^^iubnpntv  whpn  tv««v  piiporp 
that  thpir  rights  of  frpe  expression,  privacy  and  association  have  been  infringed  by 
unauthorizpd.  unnpepssary  and  indiscriminate  military  investigations  of  their  nolitical 
activities  and  pprsonal  lives?  Brief  for  Respondents  as  amicus  curiae  at  7,  Laird  v. 
Tatum.  No.  71-288  (1971). 

Essential  though  the  freedoms  are.  they  are  not  easily  exercised  in  a  climate  of  fear, 
discord,  and  dissension,  especially  when  the  ideas  heing  expressed  are  those  which  are 
displeasing  to  government  and  unsettling  to  the  majority  of  citizens.  ...  ft  is  as  such  a 
time  that  the  First  Amendment  is  most  necessary,  most  in  dancer,  and  most  difficult  to 
exercise.  .  .  .  The  First  Amendment  however,  was  made  for  the  timid  as  well  as  for  the 
brave.  While  government  cannot  instill  courage  in  the  mppk.  it  may  not  tnke  advantace  of 
a  climate  of  fear  to  undertake  a  procram  which  has  the  effect  of  restrictinc  thp  First 
Amendment  onlv  to  the  very  courageous,  Government  nction.  such  as  military  surveillance, 
seeminely  innocuous  In  th"  abstract,  has  the  very  real  pffpet  of  suppressing  thp  pxprcisc 
of  thp  First  Amendment.  The  coercive  power  of  this  government  action  lies  in  the  national 
climate  of  fear  and  doubt,  and  in  the  very  real,  tangible  apprehension  of  some  unknown 
form  of  retribution  by  government  on  those  who  it  fears  and  therefore  watches.  That 
such  apprehension  exists  in  America  today  is  manifest.  Id.  at  15. 

■  1071  Hearings  at  7G.r>. 


1257 

denied  their  testimony  as  well  as  delivery  and  declassification  of  pertinent  docu- 
ments demonstrating  the  scope  and  purpose  of  the  program.5*  The  Army  said 
it  would  cut  hack  on  the  data-gathering  on  lawahiding  citizens  and  would  defer 
to  the  Department  of  Justice.  So  I  asked  the  Justice  Department  officials  how 
many  computers  that  Department  had  containing  information  on  people  who  law- 
fully exercised  their  First  Amendment  freedoms."  57 

I  had  seen  newspaper  articles  quoting  the  director  of  the  Justice  Depart- 
ment's Inter-divisional  Information  Unit.  He  said  there  that  the  computer's  list 
of  thousands  of  names  is  not  a  register  of  "good  guys"  or  "bad  jniys."  "It  is  simply 
a  list  of  who  participated  in  demonstrations,  rallies  and  the  like."  This  would 
include  non-violent  people  as  well  as  violent,  he  said.58  On  the  basis  of  these 
reports.  I  asked  for  the  testimony  of  this  official,  hut  for  some  strange  reason, 
he  could  not  he  located. 

Despite  questioning  during  the  hearings  and  correspondence  with  the  Justice 
Department,  we  have  been  unable  to  obtain  an  accurate  description  of  the  use 
of  Justice  Department  computers  for  collecting,  processing  and  analyzing  infor- 
mation on  lawful  First  Amendment  activities  of  citizens.  Nor  have  we  been  able 
to  ascertain  or  obtain  the  standards  followed  by  the  Department  in  deciding  what 
individuals  should  be  the  subjects  in  such  files,  or  how  they  should  be  excluded 
from  such  files. 

LEGISLATIVE    REMEDIES 

There  has  been  much  discussion  of  the  need  for  new  laws  granting  access  to 
individual  records.  I  believe  a  person  should  have  the  chance  to  expunge,  update 
and  correct  his  records.  With  the  advent  of  systematic  record-keeping,  a  man 
needs  the  chance  which  a  businessman  has  to  go  into  economic  bankruptcy  and 
obtain  a  discharge  from  his  past. 

I  believe,  however,  that  we  must  go  beyond  that  relationship  between  the 
individual  and  his  records.  We  must  act  to  restore  a  healthy  balance  to  the  rela- 
tionship between  the  citizen  and  his  government,  and  necessarily  between  Con- 
gress and  the  Executive  Branch.  Mere  access  to  and  knowledge  of  his  individual 
file  is  not  enough.  Remedial  action  must  be  addressed  to  the  curbing  of  the  power 
of  government  over  the  individual  and  to  restricting  its  power  to  deny  informa- 
tion about  government  programs.  The  claim  to  an  inherent  power  to  monitor, 
investigate  and  compile  dossiers  on  law-abiding  citizens  on  the  off-chance  that 
they  might  need  to  be  investigated  for  a  legitimate  governmental  purpose  at 
some  time  in  the  future  must  also  be  opposed. 

As  a  result  of  the  Subcommittee's  experience  in  playing  hide-and-go-seek  with 
the  Federal  Government's  computers  and  with  the  people  who  plan  and  super- 
vise them.  I  am  convinced  these  computers  have  too  much  privacy  today.  The 
Congress,  the  press  and  the  public  should  have  available  an  habeas  corpus 
action  for  entire  computer  systems  and  programs  themselves.  No  department 
should  be  able  to  hide  such  broad-based  data  programs  and  information  systems. 
If  they  are  lawful,  the  American  people  then  have  a  right  to  full  knowledge  about 
the  operation  of  their  government.  If  thev  are  not  lawful  and  relevant  for  some 
purpose,  they  should  be  exposed  for  what  they  are — attempts  to  intimidate  citi- 
zens into  silence  and  conformity. 

First,  we  need  to  devise  some  judicial  remedy  for  confronting  and  testing  the 
nature,  purpose,  legality  and  constitutionality  of  governmental  data  banks  and 
large-scale  intelligence  information  systems  which  by  their  very  existence  may 
threaten  the  auality  of  our  First  Amendment  freedoms  or  whose  contents  may 
affect  economic  prospects,  reputations  or  rights.  Now  pending  before  the  United 
States  Supreme  Court  is  just  such  a  challenge  to  the  Army  surveillance  program 
and  the  military  data  banks,  including  at  least  four  computer  systems  for  storing 
and  processing  information  on  Americans  n cross  the  land.  [Tat urn  v.  Laird,  no. 
71-288  (1971)  (argued  March  27.  1972)1  The  lower  court  denied  standing  to  sue 
to  plaintiffs  who  were  subjects  of  surveillance  and  computer  dossiers  on  grounds 
that  they  have  not  shown  injury.  \U  F.2d  9^7  (D.C.  Cir.  1971 )  ]. 

Congress  must  strengthen  and  enforce  reporting  requirements  for  computer 
systems.  Not  even  in  the  audit  of  computers  which  the  nresent  law  reouires  the 
General  Services  Administration  to  conduct  each  year  is  it  possible  for  Congress. 


o«  sPP  exchange  of  correspondence  on  this  suhject.  Id.  Part  II  at  1046  A,  1180  Indices 
to  letters. 
57  Id.  at  597.  849. 
M  Id.  at  616-62. 
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the  press,  and  the  public  to  gel  minimum  information  about  all  of  the  manage- 
ment uses  of  computers  in  government 

mlly,  I  believe  we  must  devise  legal  means  of  assuring  the  reporting  of 
large  government  data  banks  to  a  central  office  established  independently  of 
the  executive  branch.  This  would  require  the  filing  of  policy  statements  describ- 
ing exactly  what  agencies  feed  a  particular  information  system  and  who  would 
receive  Or  act-ess  data  routinely  from  a  particular  data  hank.  These  policy  state- 
ments should  be  public  records.  In  this  way,  people  would  have  due  notice  of 
possible  sharing  of  Information  by  other  agencies  or  state  or  local  governments. 

Thirdly,  out  of  these  directives,  a  graphic  national  information-How  chart 
would  be  designed  and  make  available  for  public  Inspection.  An  Individual  con- 
cerned about  his  record  could  then  go  to  the  respective  agencies  and  exercise  his 
rights  under  the  Freedom  of  information  Law  to  Inspect  his  lie 

Fourth,  there  is  a  need  to  fully  implement  the  principle  of  open  government 
Implicit  in  the  Freedom  of  Information  Law  by  reducing  the  number  of  exemp- 
tions m  it  which  the  Executive  Branch  may  use  t<>  deny  or  withhold  information. 
This  would  make  the  judicial  remedies  it  contains  more  meaningful. 

Fifth.  I  believe  there  must  be  established  a  new  Independent  agency  f<»r  setting 
and  enforcing  strict  standards  in  software  and  hardware  for  the  assurance  of 
security,  confidentiality  and  privacy  of  records.  These  would  be  applied  to  all 
phases  of  gathering,  processing  and  transmitting  information  about  people  by 
government  computer  systems.  This  would  include  such  problems  as  interception 
of  electronic  transmissions  and  tapping  of  systems. 

Sixth.  Congress  must  enact  specific  prohibitions  on  unconstitutional  or  unwise 
practices  which  unfairly  augment  government's  power  to  invade  individual  pri- 
vacy. Examples  of  such  legislation  would  be:  (1)  a  ban  on  use  of  military  re- 
sources to  conduct  unwarranted  surveillance  over  civilians  and  to  create  and  share 
data  banks  on  them,  and  (2)  a  ban  on  unconstitutional  means  of  coercing  citizens 
into  revealing  personal  information  about  themselves.1"'"  Such  a  bill  is  S.  215(3  which 
would  prohibit  requirements  on  applicants  and  employees  to  submit  to  lie  detectors 
in  order  to  work."0  Another  bill  is  S.  I48S.  designed  to  protect  federal  employees 
and  applicants  from  unwarranted  demands  for  information  about  such  matters  as 
their  race,  national  origin,  religious  beliefs  and  practices,  sexual  attitudes  and 
conduct,  and  personal  family  relationships.61  Another  necessary  protection  would 
be  a  prohibition  on  distribution  of  arrest  records  to  private  companies  and  severe 
restrictions  on  their  availability  within  government.88 

Seventh,  is  the  need  for  America  to  take  a  stand  on  whether  or  not  every  person 
is  to  be  numbered  from  cradle  to  grave,  and  if  so  whether  or  not  that  number  is  to 
be  the  social  security  number.  Until  now.  the  idea  of  a  universal  standard  Identi- 
fier has  been  merely  discussed  in  philosophical  terms,  but  the  need  to  reduce  peo- 
ple to  digits  for  the  computer  age  has  prompted  wide  government  use  of  the  num- 
ber for  identifying  individuals  in  government  files.  Private  industries,  businesses 
and  organizations  have  followed  suit  to  the  dismay  of  many  people  who  have 
registered  strong  complaints  against  this  practice  with  the  Subcommittee.  They 
were  supported  by  the  findings  of  a  Social  Security  Task  Force  which  reported  in 
1971  that: 

"The  increasing  universality  of  the  Social  Security  Number  in  computer  data 
collection  and  exchange  presents  both  substantial  benefits  and  potential  dangers 
to  society  :  and  that  in  order  to  maximize  the  benefits  and  minimize  the  dangers, 
there  needs  to  be  developed  a  national  policy  on  computer  data  exchange  and  per- 
sonal identification  in  America,  including  a  consideration  of  what  safeguards  are 
needed  to  protect  individuals'  rights  of  privacy  and  due  process."  ■ 

In  outlining  the  areas  in  which  state  legislatures  and  the  Congress  must  make 
important  judgments,  this  Task  Force  stated  : 

-Defining  the  proper  role  of  the  Social  Security  Number  in  society  requires  that 
broad  social  judgments  be  made  first  about  the  desirability  of  large-scale  com- 
puter recordkeeping  in  various  settings  :  second,  about  the  kinds  of  data  necessary 


»  S.  1701.  91st  Concr..  1st  Sess.   (1069).  _  , 

«o  Senate  remarks  of  Senator  Ervln.  117  Cong.  Rec.   (daily  ed.  June  24.  1971.) 
61  See   S.    Rep.    92-554    for   legislative   history    (Now    pending   before    the    House    Post 
Office  and  Civil  Service  Committee  with  House  versions).  . 

•'-  r.iTl    Searings  at  7s:>    (complaints  read   into  the  bearing  record   i>.\    the  Chairman). 
63  Social  Security  Number  Task  Force  Report  to  the  Commissioner  17  (May,  1971). 
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and  appropriate  to  record  aboul  individuals  within  a  given  setting;  third,  about 
tho  safeguards  needed  to  insure  that  the  computer  is  being  used  within  a  given 
setting  in  ways  that  protect  fundamental  human  rights;  and  fourth,  aboul  the 
desirability  of  any  kind  of  universal  identification  system  in  terms  of  its  psycho- 
logical impact  on  the  individual  citizen.''  " 

SIM  MAKV 

From  the  Subcommittee  study  of  privacy  and  governmenl  data  banks  one  con- 
clusion is  undeniable.  This  is  that  the  extensive  use  of  computerized  systems  to 

classify  and  analyze  men's  thoughts,  speech,  attitudes,  and  lawful  First  Amend- 
ment behavior  raises  serious  questions  of  denial  of  substantive  due  process  to  our 

entire  society.  To  try  to  condense  the  truth  aboul  what  men  believe  and  why  they 
believe  is  a  futile  exercise  which  can  lead  tn  that  tyranny  over  the  mind  against 
which  Thomas  Jefferson  swore  eternal  hostility.  Without  grave  dangers  to  our 
constitutional  system,  we  cannot  permit  government  to  reduce  the  realities  of  our 
political  life  and  the  healthy  traffic  in  our  marketplace  of  ideas  to  marks  on  mag- 
netic tapes  and  data  on  a  microfilm. 

Professor  Robert  Boguslaw86  eloquently  described  the  dangers  posed  by  this 
"technology-screened  power"  when  he  wrote  that  "the  specification  of  future  and 
current  system  states  within  this  orientation  characteristically  requires  an  insist- 
ence upon  a  uniformity  of  perspective,  a  standardization  of  language,  and  a  con- 
sensus of  values  that  is  characteristic  of  highly  authoritarian  social  structures. 
Nonconforming  perspectives,  language,  and  values  can  he  and.  indeed,  must  he  ex- 
cluded as  system  (dements." 

He  further  points  out  certain  engineering  truths  and  certain  human  truths 
which  face  every  politician,  administrator,  analyst  and  programmer  who  tries  to 
use  computers  to  convey  either  more  or  less  than  the  straight  facts  about  people. 
First  is  the  truth  that  the  strength  of  high-speed  computers  is  precisely  in  their 
capacity  to  process  binary  choice  data  rapidly.  But  to  process  these  data,  the 
world  of  reality  must  at  some  point  in  time  he  reduced  to  hinary  form.  Second  is 
the  truth  'That  the  range  of  possibilities  is  ultimately  set  by  the  circuitry  of  the 
computer,  which  places  finite  limits  on  alternatives  for  data  storage  and  process- 
ing." Third  is  the  truth  "that  the  structure  of  the  language  used  to  communicate 
with  the  computer  restricts  alternatives."  Then  there  is  the  truth  "that  the  pro- 
grammer himself,  through  the  specific  sets  of  data  he  uses  in  his  solution  to  a 
programming  problem  and  the  specific  techniques  he  uses  for  his  solution,  places 
a  final  set  of  restrictions  on  action  alternatives  available  within  a  computer-based 
sytem." 

It  is  in  this  sense  that  computer  programmers,  the  designers  of  computer  equip- 
ment, and  the  developers  of  computer  languages  possess  power  in  our  society. 

These  limitations  of  men  as  well  as  machines  are  what  I  remembered  as  I  lis- 
tened to  the  young  Army  analyst  describing  his  assignment  to  condense  truth  for 
the  Army  data  systems  by  assigning  numbers  to  people  on  the  basis  of  their  speech 
and  thoughts.60 


«*Trl.  at  15. 

It  is  clear  that  if  the  SSN  became  the  single  number  around  which  all  or  most  of  an 
individual's  interactions  with  society  were  structured,  and  if  practices  of  the  sort  we 
have  been  discussing  were  to  continue,  the  Individual's  opportunty  to  control  the  circum- 
stances under  which  information  about  himself  is  collected  and  disclosed  would  be  greatly 
circumscribed. 

a-"' See  Boguslaw.  Tbe  New  Utopians  (1005).  especially  the  chapter  entitled  The  Power 
of  Systems  and  Systems  <>f  Power  at  181.  180.  ino.  I  would  rtlsoute  his  observation  of 
some  years  ago  that  people  In  the  Information-processing  profession  "are  scientists  and 
engineers — objective  experts  whose  only  concern  is  technical  efficiency  and  scientific 
detachment."  Id.  at  198.  P  is  Indeed  true  however,  that  :  to  the  extent  that  customers 
(and  this  may  include  government  agencies  or  private  Industry)  abdicate  their  power 
prerogatives  because  of  ignorance  of  the  details  of  system  operation,  de  facto  system 
decisions  are  made  by  equipment  manufacturers  or  information-processing  specialists. 
Id.  at  i'»s 

Implicit  in  the  various  issues  raised  during  the  Subcommittee  Hearings  Is  the  wis? 
observation  of  Professor  Boguslaw  that  : 

The  paramount  issues  to  be  raised  In  connection  with  the  design  of  our  new  computerized 
Utopias  are  not  technological — they  are  issues  of  values  and  the  power  through  which 
these  values  become  translated  Into  action.  Id  .at  200. 

In  this  case,  I  believe  It  is  the  constitutional  value  protected  by  the  First  Amendment. 
98  See  note  .">:;  supra. 
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On  the  shoulders  of  technology  experts  who  are  aware  citizens  rests  the  respon- 
sibility   for   guiding   those   politicians   who   Beek   computer-based    solutions    to 

political  problems.  At   this  point   in  our  history,  they,  more  than  anyone,  realize 

that  computers  have  only  those  values  which  are  designed  and  programmed  Into 

them. 

If  the  attitude  of  the  present  Administration  is  any  indication.  Government 
will  make  Increasing  use  of  computer  technology  in  pursuit  of  its  current  claim 
to  an  inherent  power  to  investigate  lawful  activities  and  to  label  people  »>n  the 
basis  of  their  thoughts.  Municipal,  state  and  federal  agencies  continue  to  plan, 
devise  and  build  Intelligence  systems  for  many  purposes.  It  devolves  on  tl 
people  involved  in  computer  technology  to  make  known  the  restrictions  and  the 
limitations  of  the  machines  as  well  as  the  alternatives  for  what  is  propo 
When  the  political  managers  ignore  or  abdicate  their  responsibility  to  assure  the 
application  of  due  process  of  law.  they  may  have  the  final  say  over  the  constitu- 
tional uses  of  power. 

What  they  say  may  not  be  popular  with  those  who  use  their  services,  especially 
government  departments.  But  I  would  suggest  that  when  they  advise  on  extend- 
ing the  power  of  government,  they  serve  a  higher  law — the  Constitution. 

The  technological  forces  which  affect  the  Quality  of  our  freedoms  come  in  many 
guises  and  under  strange  terminology.  They  are  dreamers  who  would  decry  the 
advent  of  the  computer  as  casting  some  sorcerer's  shadow  across  an  idlyllic  land. 
In  their  philosophical  rejection  or  fear  of  this  most  intricate  of  machines,  they 
would  deny  the  spark  of  divinity  which  is  the  genius  of  man's  mind  :  they  would 
(reject  the  progress  of  civilization  itself.  So  there  is  no  reason  to  condemn  out  of 
hand  every  governmental  application  of  computers  to  the  field  of  information 
processing  or  to  systems  study. 

Our  society  has  much  to  gain  from  computer  technology.  To  assure  against  its 
political  misuse,  however,  we  need  new  laws  restricting  the  power  of  govern- 
ment and  implementing  constitutional  guarantees.  We  need  increased  political 
awareness  of  an  independent  nature  by  information  specialists  who  understand 
the  machnes  and  the  systems  they  constitute. 

We  do  not.  as  some  suggest,  need  new  constitutional  amendments  to  deal  with 
these  problems.  The  words  of  the  original  amendments  will  do,  because  they 
envelope  our  national  concepts  of  personal  freedom  and  I  believe  they  can  en- 
compass anything  which  jeopardizes  that  freedom. 
As  Justice  (  diver  Wendell  Holmes  said  : 

"A  word  is  not  a  crystal,  transparent  and  unchanged  :  it  is  the  skin  of  a  living 
thought  and  may  vary  greatly  in  color  and  content  according  to  the  circumstances 
and  the  time  in  which  it  is  used."  " 

I  believe  that  Americans  will  have  to  work  harder  than  ever  before  in  our  his- 
tory so  that  the  First  Amendment  remains  a  living  thought  in  this  computer  age. 
Otherwise,  we  may  find  the  individual  in  our  society  represented  not  by  a 
binary  form,  but  by  one  digit. 
And  that  will  he  "zero." 

Otherwise.  America  may  lose  its  cherished  reputation  as  "the  land  of  the 
Second  Chance." 


«  Towne  v.  Eisner,  245  U.S.  418,  425  (1918). 
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PRIVACY  AND  GOVERNMENT 
INVESTIGATIONSf 

Senator  Sam  J.  Ervin,  Jr.* 

SINCE  THE  DAWN  of  civil  society,  men  have  contended  'over  the 
ways  government  exercises  its  investigative  power  as  they  have  con- 
tended over  the  ways  to  reach  heaven.  Americans  in  the  twentieth  cen- 
tury offer  no  exception  to  this  truth.  Their  concern  is  the  greater  be- 
cause privacy  is  valued  in  our  society  as  a  hallmark  of  freedom.  Yet 
recently  it  has  been  threatened  or  diminished  in  ways  and  for  reasons 
that  to  some  people  seem  beyond  our  challenge  or  our  control. 

There  are  those  in  our  country  who  believe  that  to  enforce  the 
laws,  government  should  investigate  everything  and  there  are  those  who 
believe  that  to  preserve  liberty,  government  should  investigate  nothing. 
There  are  those,  and  I  count  myself  among  them,  who  believe  that  gov- 
ernment must  have  ample  power  to  investigate  and  to  gather  informa- 
tion in  order  to  govern,  but  who  also  believe  that  there  are  certain 
things  which  are  none  of  the  business  of  government.  There  are  those, 
and  I  count  myself  among  them,  who  believe  that  a  free  society  must 
take  some  risks  in  order  to  remain  free,  but  who  also  believe  that,  simi- 
larly, the  individual  under  a  government  of  laws  must  assume  the  risks 
and  the  legal  consequences  for  his  actions. 

The  glory  of  our  constitutional  system  is  that  its  authors  set  down 
for  the  ages  the  lessons  learned  about  man's  struggle  to  control  govern- 
mental power.  As  we  discuss  the  power  of  government  to  investigate 
and  to  monitor  the  activities  of  those  it  governs,  we  have  ever  before  us 
certain  fundamental  principles  governing  the  exercise  and  control  of 
power  over  the  individual  in  our  society.  It  is  those  constitutional  prin- 
ciples, designed  to  keep  all  men  free  in  their  minds  and  in  their  spirits, 
which  I  believe  will  see  America  through  any  crisis.  If  these  principles 
are  meticulously  observed,  I  believe  neither  wars  nor  natural  disasters, 
neither  threats  from  beyond  our  borders  nor  threats  from  within,  neither 
dissent  nor  rebellion,  neither  economic  perils  nor  political  instability  will 
founder  this  nation. 

In  the  crisis  atmosphere  in  which  government  officials  must  fre- 
quently operate  as  they  attempt  to  solve  major  social  and  economic 

t  These  remarks  were  originally  delivered  as  a  lecture  in  the  Privacy  and 
the  Law  Series  at  the  University  of  Illinois  College  of  Law,  May  7,  1971. 

*United  States  Senator  from  North  Carolina.  B.A.  1917,  University  of 
North  Carolina;  LL.B.  1922,  LL.D.  1951,  Harvard  University;  LL.D. 
1955,  Western  Carolina  College. 
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problems,  there  are  some  forces  at  work  which  often  make  it  difficult 
to  assure  the  proper  balance  between  the  needs  of  government  and  the 
freedom  of  the  individual  guaranteed  by  the  Constitution.  I  want  to 
stress  that  while  we  should  be  on  guard  against  the  adverse  effects  of 
these  forces,  I  think  that  properly  channeled,  they  may  be  counted 
among  America's  best  hopes  for  creative  progress. 

One  of  these  forces  is  the  increasing  demands  on  government  for 
new  and  better  services  of  all  kinds.  Another  is  the  greater  political 
awareness  and  activity  on  the  part  of  citizens  from  every  walk  of  life 
who  want  to  have  greater  influence  on  their  government  and  a  larger 
role  in  helping  to  shape  policy. 

Another  force  is  computer  technology  and  the  use  of  scien- 
tific methods  of  systems  analysis  which  it  encourages.  In  a  study  by  the 
Constitutional  Rights  Subcommittee,  we  found  that  the  increased  use  of 
government  and  private  computer-based  systems  is  making  it  vastly  more 
economical  to  acquire  and  store  information  about  people  for  reasons 
which  should  give  Americans  serious  pause.  It  is  creating  not  only  an 
army  of  specialists  in  the  information-processing  field,  but  battalions 
of  investigators  and  analysts  specializing  in  seeking  out  and  reporting 
derogatory  information  on  individuals.1  It  is  feeding  the  zeal  of  statis- 
tics collectors  in  government  who  claim  they  need  information  for  re- 
search and  who  back  their  requests  for  data  with  the  sanctions  of  crimi- 
nal and  civil  law.2 

There  is  another  force  affecting  our  privacy  caused  by  the  develop- 
ment of  the  behavioral  sciences  with  their  emphasis  on  analysis  of  man's 
behavior  in  society  and  organizations,  their  emphasis  on  what  makes 
him  think  as  he  does  and  act  as  he  does,  and  on  what  elements  go  to 
make  up  his  personality.  This  wave  of  personality  study  has  taken  over 
government  and  private  industry  alike.  In  its  name,  many  sophisticated 
questionnaires  and  pseudoscientific  instruments  such  as  personality  tests 
and  lie  detectors  have  been  developed  to  elicit  personal  information.3 

The  result  of  all  this  is  that  officials  at  every  level  of  our  national 
life  who  make  decisions  about  people  for  limited  purposes  seem  pos- 
sessed by  a  desire  to  know  the  "total  man"  by  gathering  every  possible 


1.  See  Ervin,  The  Computer  and  Individual  Privacy,  113  Cong.  Rec.  5898 
(1967)  (address  before  the  American  Management  Association,  on  March  6,  1967); 
see  also  comments  by  Senator  Ervin  on  computer  abuses  and  suggested  remedies,  115 
id.  33576,  39114  (1969). 

2.  See  generally  Hearings  on  S.  1791  and  Privacy,  the  Census  and  Federal  Ques- 
tionnaires Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Judiciary  Comm., 
91st  Cong.,  1st  Sess.  (1969).  Ervin,  Privacy,  the  Census  and  Federal  Questionnaires, 
115  Cong.  Rec.  17718  (1969). 

3.  See  Hearings  on  Psychological  Tests  and  Constitutional  Rights  Before  the 
Subcomm.  on  Constitutional  Rights  of  the  Senate  Judiciary  Comm.  (1965);  Remarks 
of  Senator  Ervin  on  S.  2156,  A  Bill  To  Protect  Against  Invasion  of  Privacy  by  Pro- 
hibiting Lie  Detectors,  117  Cong.  Rec.  S.  9870  (daily  ed.  June  24,  1971). 
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bit  of  information  about  him.  The  further  result  is  that  government 
and  private  computers  and  dossiers  are  filled  to  overflowing  with  the 
trivia  of  the  daily  lives  of  people.  Although  frequently  meaningless,  the 
trivia  obtain  in  official  reports  of  government  agencies  and  credit  com- 
panies an  infallibility  which  can  adversely  affect  a  person's  life  and 
fortunes,  and  even  his  honor.4 

Yet  all  of  these  forces  are  at  work  on  agencies  and  organizations 
operating  under  laws  meant,  for  the  most  part,  for  another  era,  less 
oriented  to  the  need  for  total  information  and  less  in  need  of  rapid 
analysis  and  cross-country  transmission  of  data. 

There  have  been  many  charges  recently  of  illegal  privacy  invasion, 
especially  about  the  surveillance  practices  of  the  Federal  Bureau  of  In- 
vestigation. Many  people  equate  the  activities  of  that  agency  with 
those  of  the  Army,  whose  broad  program  for  data-gathering  on  civilian 
politics  has  been  widely  criticized  and  discussed  recently.  I  believe  they 
fail  to  realize  the  differences.  The  FBI,  it  is  true,  has  very  broad  in- 
vestigative powers,  and  along  with  other  agencies  its  investigative  reports 
frequently  contain  nothing  but  trivia.  Its  methods,  along  with  those  of 
other  agencies,  may  need  some  ethical  refurbishing.  On  the  other  hand, 
it  is  sometimes  forgotten  that,  unlike  the  Army,  the  Bureau  has  been 
given  legal  responsibilities  for  investigating  a  great  range  of  federal 
criminal  laws,  many  of  them  vaguely  worded.  These  include  all  of  our 
espionage  and  security  laws.  They  include  the  broad  investigations 
demanded  by  the  1954  executive  order  which  President  Eisenhower 
issued  requiring  the  FBI,  the  Civil  Service  Commission,  and  other 
agencies  to  investigate  an  individual's  character,  morals,  emotional 
stability,  and  good  judgment  in  order  to  determine  if  he  might  become 
a  security  risk.5  So,  if  some  are  finding  that  in  our  computer  age  the 
investigative  power  of  federal  law  enforcement  officers  should  perhaps 
be  better  defined  in  writing,  that  is  not  necessarily  the  same  as  saying 
that  the  officers  have  been  acting  illegally. 

.  .  While  there  may  be  misunderstanding  on  the  part  of  some  about 
the  FBI,  I  do  not  agree  with  those  who  claim  it  is  "political  demagog- 
uery"  and  "hysteria"  to  speak  of  violations  of  privacy  and  constitu- 
tional rights  by  government  investigations.  Indeed,  I  believe  it  is  timely 
to  do  so  if  our  fundamental  freedoms  are  to  be  preserved. 

I  say  this  because  it  is  clear  to  me  from  the  complaints  coming  to 
Congress  that  the  combination  of  executive  branch  politics  and  these 


4.  A.R.  Miller,  The  Assault  on  Privacy  67-89  (1971);  Hearings  on  S.  823 
and  Fair  Credit  Reporting  Before  the  Subcomm.  on  Financial  Institutions  of  the 
Senate  Comm.  on  Banking  and  Currency,  91st  Cong.,  1st  Sess.  (1969);  Hearings  on 
H.R.  16340  and  Fair  Credit  Reporting  Before  the  Subcomm.  on  Consumer  Affairs  of 
the  House  Comm.  on  Banking  and  Currency  (1970). 

5.  Security  Requirements  for  Government  Employment,  Exec.  Order  No.  10,450, 
3  C.F.R.  936  (1953),  as  amended,  Exec.  Order  No.  10,550,  3  C.F.R.  200  (1954). 
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three  social  forces  I  have  described  has  produced  a  novel  claim  in  the 

Utive  branch  to  an  inherent  constitutional  power  to  investigate  peo- 
ple whose  only  crime  is  exercise  of  their  first  amendment  freedoms. 

This  claim  of  investigative  power  is  founded  in  the  desire  to  pre- 
dict violations  of  the  law  and  to  take  preventive  measures  before  there  is 
any  overt  sign  of  intent  to  commit  a  crime.  It  is  founded  in  a  very  hu- 
man curiosity  to  know  what  people  are  thinking.  The  problem  is  that 
it  clashes  with  the  fundamental  constitutional  principle  that  what  peo- 
ple are  thinking  is  none  of  the  business  of  government  investigators.  I 
believe  that,  unchecked,  the  exercise  of  such  an  inherent  power  can 
quickly  give  this  nation  the  trappings  of  a  police  state. 

The  Subcommittee  has  discovered  a  number  of  instances  of  agen- 
cies who  started  out  with  a  worthy  purpose  for  investigating,  but  who, 
under  the  inherent  power  concept,  went  so  far  beyond  what  was  needed 
in  the  way  of  information  that  the  individual's  privacy  and  right  to  due 
process  of  law  are  threatened  by  the  very  existence  of  the  files  the 
agencies  collected.6 

One  massive  investigative  program  pursued  under  this  inherent 
power  theory  was  the  Army's  civil  disturbance  prediction  program 
which  caused  it  to  spy  on  thousands  of  Americans  in  order  to  try  to 
predict  when  disturbances  would  occur  which  could  not  be  controlled  by 
local  or  state  police  power  and  when  the  President  would  be  requested  to 
supply  military  assistance.7 

Concern  about  Army  prying  into  civilian  affairs  has  been  ex- 
pressed to  Congress  by  people  in  every  state  of  the  Union.  There  has 
been  special  concern  in  Illinois  because  of  the  publicity  given  the  sur- 
veillance activities  of  the  1 13th  Military  Intelligence  agents. 

It  is  the  students  of  the  law  who  because  of  their  special  knowledge 
of  the  Constitution  can  perhaps  best  understand  the  threats  to  liberty 
caused  by  the  kind  of  Army  surveillance,  investigation,  and  data  col- 
lection described  recently  before  the  Senate  Constitutional  Rights 
Subcommittee.8 

I  think  it  should  be  stated  here  that  despite  their  failings,  Army 
officials  were  not  the  chief  focus  of  our  investigation.  For  a  number  of 
years,  the  Subcommittee  has  received  many  complaints  about  excessive 


6.  See  generally  Remarks  by  Senator  Ervin  announcing  hearings  on  computers 
and  data  banks  and  describing  responses  to  Subcommittee  survey  of  federal  depart- 
ments and  agencies,  116  Cong.  Rec.  30797  (1970),  117  id.  S.  985  (daily  ed.  Feb.  8, 
1971). 

7.  For  an  account  of  developments  in  this  investigation  of  the  Army  surveillance 
and  data  banks,  together  with  relevant  articles  and  texts  of  correspondence  see  gen- 
erally 116  Cong.  Rec.  2225,  5496,  26327,  41751,  43944  (1970)  (Remarks  of  Senator 
Ervin). 

8.  Pyle,  Conus  Intelligence:  The  Army  Watches  Civilian  Politics,  Washington 
Monthly,  Jan.  1970;  Pyle,  Conus  Revisited,  id.  July  1970.  These  articles  also  appear 
with  remarks  by  Senator  Ervin,  116  Cong.  Rec.  2225,  5496  (1970). 
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federal  demands  for  personal  information  from  people,  about  haphaz- 
ard computerization,  exchange  and  distribution  of  data  without  proper 
safeguards,  and  about  data  banks  for  storage  of  all  kinds  of  extraneous 
information  unrelated  to  the  needs  of  the  agency. 

We  initiated  a  survey  of  all  departments  to  learn  what  laws  and 
rules  govern  these  data  banks  and  computers  and  how  they  affect  the 
privacy  of  the  individual.  One  of  our  original  reasons,  therefore,  for 
investigating  the  Army  was  to  learn  what  computers  anci  data  banks 
the  Department  of  Defense  maintained  on  people.  The  Subcommittee 
has  experienced  considerable  difficulty  with  many  departments  in  ob- 
taining frank  answers  to  our  inquiries,  but  the  Army,  it  is  safe  to  say, 
has  been  the  least  frank  of  all. 

During  our  hearings  on  computers,  data  banks,  and  the  Bill  of 
Rights,9  we  learned  that  the  Army  has  been  assigned  the  work  of  a  na- 
tional police  force.  It  had  been  given  the  task  of  spying  upon  Ameri- 
can citizens  who  were  exercising  their  first  amendment  freedoms.  In 
pursuance  of  this  mission,  the  Army  technocrats  put  into  use  an  arsenal 
of  surveillance  weapons  and  techniques.  These  included  the  products 
of  personal  observation  of  agents,  as  well  as  computers,  microfilm  data 
banks,  video  recorders,  photographs,  card  files,  and  manual  files. 

Such  a  program  was  fraught  with  danger  for  the  very  freedoms 
which  were  designed  to  make  the  minds  and  spirits  of  all  Americans 
free  and  which  work  to  keep  America  a  free  society.  It  is  those  first 
amendment  freedoms  which  are  the  most  precious  rights  conferred  upon 
us:  the  freedom  to  think  one's  own  thoughts  regardless  of  whether  they 
are  pleasing  to  government  or  not;  the  freedom  to  speak  what  one  be- 
lieves whether  his  speech  is  pleasing  to  the  government  or  not;  the  free- 
dom to  associate  with  others  of  like  mind  to  further  ideas  or  policies 
which  one  believes  beneficial  to  our  country,  whether  such  association 
is  pleasing  to  government  or  not;  the  freedom  to  assemble  peaceably 
with  others  and  petition  government  for  a  redress  of  grievances;  and 
the  freedom  to  worship  Almighty  God  according  to  the  dictates  of  one's 
own  conscience. 

Notwithstanding  these  freedoms  conferred  by  the  Constitution,  the 
Army  spied  upon  people  attending  divine  services  in  churches;  it  in- 
filtrated religious  organizations;  and  it  placed  large  groups  of  Ameri- 
cans under  surveillance  when  the  only  offense  committed  was  to  exer- 
cise their  first  amendment  freedoms. 

On  one  occasion  119  persons  met  together  to  protest  certain  poli- 

9.  See  generally  Hearings  on  Federal  Data  Banks,  Computers  and  the  Bill  of 
Rights  Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Judiciary  Comm., 
92d  Cong.,  1st  Sess.  (1971)  [hereinafter  cited  as  7977  Hearings}.  Prepared  statements 
of  witnesses  who  testified  on  the  Army  program  are  also  collected  in  Uncle  Sam  Is 
Watching  You:  Highlights  from  the  Hearings  of  the  Senate  Subcommittee  on  Consti- 
tutional Rights,  Public  Affairs  Press  (1971). 
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cics  of  government  with  which  they  disagreed.  Their  meeting  was  en- 
tirely peaceable  and  nonviolent.  Yet  it  turned  out  that  only  sixty-seven 
persons  were  protestors  and  that  a  very  large  number  were  military  and 
law  enforcement  agents  ordered,  along  with  the  press,  to  attend  this 
meeting,  to  take  pictures  of  the  persons  present,  and  to  tape  the 
speeches  which  were  made.  One  military  intelligence  agent  in  attend- 
ance said  that  the  speeches  were  wholly  nonviolent  in  nature  but  that 
they  could  not  tape  them  because  of  the  noise  of  five  Army  helicopters 
which  flew  directly  over  the  meeting  during  its  continuance,  spying 
upon  the  119  people  from  above.10 

The  Subcommittee  was  told  that  with  very  little  in  the  way  of 
guidelines  for  their  activities,  the  Army  maintained  computerized  micro- 
film and  manual  files  on  membership,  ideology,  programs,  and  prac- 
tices of  virtually  every  activist  political  group  in  the  country.11 

These  included  not  only  violence-prone  organizations,  but  also 
such  nonviolent  groups  as  the  Ajnerican  Friends  Service  Committee, 
the  Southern  Christian  Leadership  Conference,  Clergy  and  Laymen  on 
the  War  in  Vietnam,  the  American  Civil  Liberties  Union,  the  Women's 
Fight  for  Peace,  and  the  National  Association  for  the  Advancement  of 
Colored  People.  Groups  as  diverse  as  the  Ku  Klux  Klan,  the  Com- 
munist Party,  the  Students  for  Democratic  Society,  and  Businessmen 
Against  Vietnam  were  covered.  Intelligence  agents  testified  that  they 
were  ordered  to  infiltrate  groups  protesting  various  government  poli- 
cies.12 They  joined  peace  groups,  monitored  mothers'  meetings,  attended 
community  poverty  board  meetings,  and  reported  on  campus  events, 
activities,  and  classes. 

Now  the  military  did  not  just  collect  all  of  this  information  and 
keep  it  secret.  The  Army  shared  their  blacklists  with  many  federal, 
state,  and  local  agencies.13  They  had  their  analysts  study  the  data  and 
try  to  codify  it  in  order  to  put  it  into  computers  and  microfilm  data 
tanks.  One  intelligence  analyst  told  the  Subcommittee  how  the  Coun- 
ter Intelligence  Analysis  Branch  received  reports  on  persons  often  ob- 
tained covertly  by  Army  agents  and  FBI  informants.  These  reports 
contained  detailed  information  on  finances,  sexual  activities,  personal 
beliefs,  and  associations  of  famous  people,  as  well  as  anonymous  Amer- 
icans. They  contained  detailed  background  investigations  on  anti-war 
protestors  arrested  by  local  police  for  misdemeanor  offenses,  as  well  as 


10.  7977  Hearings  315  (testimony  of  Laurence  Lane). 

11.  Id.   147  (testimony  of  Christopher  N.  Pyle). 

12.  Id.  at  244. 

13.  For  a  list  of  the  federal  agencies  requested  to  furnish  information  to  the 
Army  see  Appendix  B  to  the  Department  of  the  Army  Civil  Disturbance  Information 
Collection  Plan  of  May  1968,  1971  Hearings  pt.  2.  The  text  also  appears  in  117 
Cong.  Rec.  S.  2290  (daily  ed.  March  2,  1971)  (remarks  of  Senator  Bayh).  For  the 
Army  distribution  list  for  its  own  data  and  the  number  of  copies  each  agency  re- 
ceived see  Appendix  D  to  the  Information  Collection  Plan,  supra. 
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reports  on  speeches  in  all  of  our  cities. 

To  make  the  difficult  decisions  about  what  category  a  person  be- 
longed in,  the  analyst  was  required  to  examine  these  reports  and  then 
resort  to  a  special  intelligence  code.  He  had  to  apply  various  number 
combinations  which  indicated  a  person's  beliefs  or  status.  For  in- 
stance, 134.295  indicated  that  a  person  was  a  non-Communist,  while 
135.295 — a  difference  of  one  digit — indicated  Communist  Party  mem- 
bership or  advocacy  of  Communism.  We  were  told  that  since  many  of 
these  persons  were  young  people  with  no  political  philosophy  and  no 
organized  memberships,  the  analyst  had  nothing  to  go  on  but  some  po- 
litical utterances.  On  the  basis  of  these,  he  sometimes  chose  a  desig- 
nation arbitrarily  in  doubtful  cases.14 

Despite  all  of  the  information-gathering,  the  computers,  and  the 
data  banking,  the  Subcommittee  has  yet  to  be  told  why  this  was  thought 
to  be  useful.  I  found  no  instance  when  a  doughboy  sniped  on  in  De- 
troit would  have  found  this  information  useful.  In  fact,  the  Deputy 
Chief  of  Staff  of  the  Army  Intelligence  Command  didn't  even  know 
there  was  a  computer  program  at  Fort  Holabird.  The  Subcommittee 
was  first  told  informally  that  there  were  no  computers;  then,  that  there 
was  one,  but  that  it  had  been  disconnected  for  this  program;  then,  that 
there  were  a  few  more  computers  that  the  Defense  Department  had 
forgotten  about  or  not  known  about. 

.  On  the  basis  of  all  the  confusion  displayed  by  these  officials,  it 
became  clear  to  me  that  computers  have  far  too  much  privacy  in  the 
Army  as  well  as  elsewhere  in  the  executive  branch. 

The  Subcommittee  has  been  unable  so  far  to  discover  exactly 
who  ordered  this  surveillance,  how  useful  the  information  was,  how 
extensive  the  program  was,  and  how  many  churches,  universities,  and 
communities  were  spied  on.  The  Department  of  Defense  in  their  testi- 
mony admitted  little  more  than  we  had  been  told  by  the  press,  former 
agents,  and  other  sources.  This  is  despite  our  continuous  requests 
for  pertinent  documents  and  for  the  testimony  of  the  generals  and 
officers  with  most  knowledge  about  the  program.15 

I  do  not,  however,  believe  the  Army  proceeded  on  its  course  alone 
or  unauthorized.  Someone  tried  to  make  prophets  out  of  some  G.I.s 
serving  out  their  tour  of  military  duty. 

The  Army  was  finally  given  a  Civil  Disturbance  Plan  to  follow  for 


14.  1971  Hearings  248,  260  (Stein  testimony). 

15.  For  an  account  of  the  Subcommittee  requests  for  testimony  of  knowledgeable 
civilian  and  military  officials,  for  declassification  of  pertinent  documents  and  delivery 
of  others  see  generally  the  exchange  of  correspondence  between  Senator  Ervin  and 
Defense  Department  officials 'between  July  29,  1970  and  Dec.  4,  1971,  1971  Hearings 
pt.  2  (App.).  For  a  discussion  of  the  constitutional  issues  and  a  list  of  the  Defense 
Department's  reasons  for  their  withholdings  and  delays  see  Ervin,  Secrecy  in  a  Free 
Society,  213  Nation  454  (1971). 
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its  activities  in  January  1968.1G  They  were  told  to  watch  people  in  the 
civil  rights  movement,  the  anti-draft  movement,  and  in  labor  disputes. 
This  "Plan"  was  supplemented  in  February  1968  by  a  document  setting 
forth  the  intelligence  interest  of  the  Army.17  It  shows  that  all  this 
information  was  to  be  collected  despite  the  recognition  that  the  majority 
of  civilians  were  law  abiding.  The  "Intelligence  Annex  (B)"  said 
that  "although  the  majority  of  anti-war  protestors  appear  reluctant,  for 
moral,  practical,  or  legal  reasons,  to  engage  in  public  demonstrations  of 
a  nature  which  violates  existing  laws,  there  is  a  significant  minority  of 
professional  agitators  and  young  students  who  advocate  either  violent 
action  or  so-called  disobedience."  Then  the  Plan  said  that,  while  it 
recognized  that  the  majority  of  the  people  who  participate  in  these  ac- 
tivities were  loyal  Americans,  there  was  an  apprehension  that  they 
might  be  under  the  direction  of  some  foreign  groups  and  might  not 
know  their  own  minds.  It  stated  that  notwithstanding  the  fact  that  most 
of  the  black  population  abhors  violence,  these  people  might  still  be 
made  dangerous  to  society  by  the  militants. 

Another  document  supplementing  the  January  Plan  was  the  Civil 
Disturbance  Information  Collection  Plan  of  May  1968,  which  shows 
that  the  Army  agents  and  commanders  were  to  gather  information  about 
"threshold  activity"  and  pre-civil  disturbance  matters.  Other  federal 
law  agencies  and  military  departments  were  asked  to  supply  similar 
information.  They  were  told  to  find  out  "the  identity  of  newspapers, 
radio  or  television  stations,  and  the  names  of  prominent  persons  friendly 
with  the  leaders  of  the  disturbance  and  who  were  sympathetic  to  their 
plans.  Whether  any  would  be  present,  participating,  and  how."  They 
were  told  to  find  out  the  probable  categories  and  identification  of  per- 
sons and  groups  who  would  create  or  participate  in  a  civil  disturbance, 
the  estimated  number  of  persons  who  would  be  involved  as  participants 
and  as  observers,  and  the  overt  and  behind  the  scenes  leaders'  identity. 
The  Army  wanted  to  know  about  protests  of  the  minority  community 
to  conditions  in  slum  areas  such  as  de  facto  segregation  in  unions, 
housing,  and  schools,  and  such  as  local  merchants  and  landlords  over- 
charging for  housing  and  goods.  They  wanted  to  know  about  efforts 
by  minority  groups  to  upset  the  balance  of  power  and  the  political 
system. 

They  asked  about  the  "high  command"  of  dissident  groups,  their 
organizational  charts,  rosters  of  key  personnel,  and  the  numbers  of  ac- 
tive members;  the  breakdown  of  membership  by  ethnic  group,  age,  eco- 
nomic status,  education,  criminal  record,  and  biographic  data  on  key 
members. 


16.  1971  Hearings  398,  419.    'As  of  Dec.  1971,  neither  the  basic  Jan.   1968  Plan 
nor  the  Army's  new  1970  Civ'l  Disturbance  Plan  had  been  declassified. 

17.  1971  Hearings  pt.  2  (App.).     Annex  B  (Intelligence)  to  Dept.  of  the  Army 
Civil  Disturbance  Plan  (Feb.  1,  1968,  unpublished). 
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They  wanted  information  on  "evidence  of  or  attempts  by  subver- 
sive organizations  to  penetrate  and  control  civil  rights  or  military  or- 
ganizations composed  primarily  of  non-whites." 

They  wanted  to  know  the  "aims  and  activities  of  groups  attempt- 
ing to  create,  prolong,  or  aggravate  racial  tensions,  such  as  CORE, 
NAACP,  vSNCC,  National  States  Rights  Party,  Southern  Christian 
Leadership  Conference,  and  the  Council  of  Federated  Organizations." 
As  a  separate  category,  they  even  wanted  information  about  the  wo- 
men members  of  such  groups. 

With  such  a  broad  mandate,  it  is  small  wonder  that  zealous  com- 
manders and  industrious  agents  felt  that  they  had  to  scoop  up  every- 
thing of  possible  interest  in  their  reports  and  that  they  would  feel  re- 
quired to  keep  under  surveillance  every  politically  active  citizen  and 
group  exercising  first  amendment  freedoms.18 

I  asked  the  Assistant  Secretary  of  Defense,  Mr.  Froehlke,  if  he 
thought  that  existence  of  this  information  system  would  not  have  a  de- 
bilitating effect  upon  the  exercise  of  the  constitutional  rights  of  free 
speech  and  assembly  by  many  of  our  politically  aware  citizens.  He  re- 
plied that  he  didn't  think  there  was  any  violation  of  the  first  amend- 
ment.19 

"We  maintain  there  was  no  illegal  activity.  We  think  we  main- 
tain there  was  inappropriate  activity,"  he  said.  He  admitted  that  some 
of  the  Army's  activities  didn't  "make  much  sense"  from  the  manage- 
ment point  of  view,  but  he  didn't  know  whether  he  would  call  them 
"illegal."20  Merely  watching  someone,  he  testified,  does  not  violate  any 
constitutional  rights,  unless  there  was  some  "specific  evidence  that 
someone  was  deterred."  If  it  was  unknown,  it  was  argued,  the  man 
wouldn't  know  it,  so  it  could  hardly  deter  his  activities.  Of  course,  it 
must  be  noted  that  the  Army  did  more  than  "watch."  They  took  notes, 
made  dossiers,  photographed,  and  tape  recorded. 

In  my  opinion,  the  argument  that  blacklists  and  surveillance  pro- 
grams which  are  unknown  to  the  public  can't  hurt  anyone  is  specious. 
Such  an  argument  is  common  in  government,  but  it  flies  in  the  face  of 
the  principle  of  open  government  which  is  the  keystone  of  our  Constitu- 
tion. It  denies  the  basic  right  of  the  people  to  full  information  about 
the  activities  and  programs  of  their  government.     This  is  the  constitu- 


18.  1971  Hearings  All,  All  (testimony  of  Assistant  Secretary  of  Defense  Robert 
F.  Froehlke). 

19.  Id.  at  430. 

20.  Id.  431.    See  also  id.  at  385  (Froehlke  testimony): 

It  is  worthy  of  note  that  none  of  the  activities  referred  to  above  were  prohibited 
by  Federal  or  State  law  ....  Since  no  use  of  civil  disturbance  information  was 
made  or  intended  to  be  made  that  would  result  in  any  action  to  .the  prejudice 
of  any  individual  or  organization,  it  is  difficult  to  perceive  how  the  constitutional 
rights  or  even  the  right  of  privacy  could  be  impinged  by  the  collection  of  such 
information. 
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tional  principle  which  was  implemented  recently  in  the  Freedom  of  In- 
formation Act1'  and  which  is  reflected  in  many  other  statutes  requiring 
disclosure  and  full  reports  of  government  programs.  The  Froehlke 
argument  assumes  that  people  will  not  find  out  about  illegal  or  uncon- 
stitutional programs.  If  Mr.  Froehlke  needed  more  proof  that  uncon- 
stitutional programs  cannot  be  hidden  from  the  people  for  very  long, 
he  has  only  to  look  at  the  history  of  the  Army's  civil  disturbance  pro- 
gram and  he  has  only  to  consider  the  shock  and  dismay  of  the  American 
people  which  they  expressed  to  Congress  as  the  full  scope  of  this*  pro- 
gram was  made  known  to  them  by  former  agents  and  by  the  press. 

Some  executive  branch  officials  have  not  yet  discovered  the  truth 
of  Abraham  Lincoln's  observation,  for  it  is  clear  from  their  arguments 
on  this  matter  that  they  think  the  government  can  fool  all  the  people 
all  of  the  time.  Secretary  of  Defense  Laird  and  the  Army  sent  word 
that  the  intelligence-gathering  on  civilians  was  being  cut  back  and  that 
the  computers,  in  effect,  were  unplugged.  He  said  the  Army  would 
henceforth  rely  on  the  Department  of  Justice  for  civil  disturbance  in- 
formation.22 

In  view  of  that  assertion,  I  asked  the  Attorney  General,  as  chief 
legal  officer  of  the  Government,  for  his  opinion  on  the  constitutionality 
of  the  collection  of  information  by  the  Army  or  other  executive  depart- 
ments on  people  who  were  not  suspected  of  breaking  any  laws  but  who 
were  merely  exercising  their  first  amendment  rights.23 

He  delegated  this  task  to  the  Assistant  Attorney  General,  Mr. 
Rehnquist,  who  told  the  Subcommittee  that  he  didn't  think  it  would 
stifle  first  amendment  freedoms  to  place  such  persons  under  surveil- 
lance.24 He  said  that  "[i]t  may  have  a  collateral  effect  such  as  that  but 
certainly  during  the  time  the  Army  was  doing  things  of  this  nature,  and 
apparently  it  was  fairly  generally  known  that  it  was  doing  these  things, 
it  didn't  prevent  two  hundred  fifty  thousand  people  from  coming  to 
Washington  on  at  least  one  or  two  occasions  to  protest  the  war  policies 
of  the  President." 

He  also  told  us  that  while  there  might  be  "  'isolated  abuses'  of  the 
investigative  function,  they  were  not  unconstitutional."25 

He  further  stated  that  he  knew  of  no  authoritative  decision  hold- 
ing that  it  was  unconstitutional  to  collect  information  which  is  not  le- 

21.  5  U.S.C.  §  552  (1970). 

22.  1971  Hearings  394.  But  cf.  id.  at  436  (Froehlke  testimony):  "Nevertheless, 
experience  has  taught  me  that  I  cannot  tell  you  that  under  no  circumstances  should 
the  Army  ever  observe  non-DOD-affiliated  civilians.  I  think  under  certain  extreme 
circumstances  the  Army  might  again  have  to,  and  that  is  the  criteria  we  are  talking 
about." 

23.  Id.  at  571.  The  Subcommittee  letter  to  the  Attorney  General  also  appears 
with  remarks  by  Senator  Ervin,  116  Cong.  Rec.  26327  (1970). 

24.  1971  Hearings  620. 

25.  Id.  at  602,  603. 
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gitimately  related  to  the  statutory  or  constitutional  authority  of  the  exec- 
utive branch  to  enforce  the  laws.26  It  was  his  contention  that  there 
is  no  constitutional  rights  violation  by  government  investigation  and 
data-gathering  unless  a  government  sanction  is  involved.27  My  own 
suspicion  of  an  unchecked  executive  branch  investigative  power  was 
borne  out  during  his  testimony  when  he  advanced  the  amazing  theory 
that  "self-discipline  on  the  part  of  the  executive  branch  will  provide  an 
answer  to  virtually  all  of  the  legitimate  complaints  against  excesses  of 
information-gathering."28 

Mr.  Rehnquist  and  other  Justice  Department  officials  bandied 
about  a  vague  theory  of  preventive  law  enforcement  which  justifies 
surveillance.29  They  cited  article  III,  section  3  of  the  Constitution  as 
the  "source  of  the  duty  of  the  President  to  oversee  the  faithful  execution 
of  the  laws  and  thereby  exercise  implicit  power  to  investigate,  prosecute, 
and  prevent  violation  of  the  Federal  law."  As  another  source  of  in- 
formation-gathering in  the  executive  branch,  they  cited  article  IV, 
section  4,  providing  that  the  United  States  shall  guarantee  every  state 
a  "Republican  Form  of  Government,"  and  on  application  of  the  legis- 
lature, or  of  the  executive,  [shall  protect  each]  "against  domestic  Vio- 
lence."30 They  cited  an  80-year  old  Supreme  Court  decision,  In  re 
N eagle,31  involving  a  shoot-out  between  two  judges.  They  cited  statutes 
on  the  federal  role  in  civil  disturbances.32  But  they  conveniently  ig- 
nored the  Bill  of  Rights. 

Rather,  they,  like  the  Army,  laid  claim  to  a  constitutional  power  of 
investigation  for  purposes  of  preventive  law  enforcement  which,  given 
the  scope  of  federal  criminal  and  civil  laws,  if  carried  to  its  logical  ex- 
tremes, could  justify  surveillance  of  any  citizen  for  almost  any  purpose 
whatsoever. 


26.  Id.  at  602. 

27.  Id.  at  620. 

28.  Id.  at  603. 

29.  Id.  at  602. 

30.  Id.  at  599. 

31.  In  re  Neagle,  135  U.S.  1,  10  S.  Ct.  658  (1890). 

32.  10  U.S.C.  §§  331-33  (1970).  Under  U.S.  Const,  art.  1,  §  4,  and  10  U.S.C. 
§§  331-33  (1970),  the  President  has  authority  to  use  the  armed  forces  for  these  pur- 
poses: 

1.  To  suppress  rebellion,  insurrection,  or  domestic  violence,  which  obstructs  the 
execution  of  the  laws  of  the  United  States,  or  impedes  the  course  of  justice 
under  those  laws. 

2.  To  suppress  insurrection  against  a  state  if  state  authorities  so  request. 

3.  To  suppress  insurrection  or  domestic  violence  in  a  state,  which  so  hinders 
the  execution  of  federal  or  state,  laws  within  the  state  as  to  deprive  "any  part 
or  class  of  its  people  ...  of  a  right  named  in  the  Constitution  and  secured 
by  law"  if  the  constitutional  authorities  of  the  state  (a)  are  unable,  (b)  fail, 
or  (c)  refuse  to  protect  that  right. 

10  U.S.C.  §  334  (1-970)  provides  that  whenever  the  President  considers  it  necessary 
to  use  the  armed  forces  under  §§  331-33,  "he  shall,  by  proclamation,  immediately 
order  the  insurgents  to  disperse  and  retire  peaceably  to  their  abodes  within  a  limited 
time." 
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I  must  take  issue  with  the  Department  of  Justice  officials  on  all 
of  these  counts,  for  I  believe  they  fail  to  understand  the  relationship 
between  constitutional  liberty  and  the  government's  claim  to  a  power 
to  investigate  people  in  order  to  determine  future  behavior. 

First,  contrary  to  the  opinion  offered  by  the  Assistant  Attorney 
General,  recent  events  have  shown  that  there  is  indeed  a  need  for  strict 
legislation  in  this  area  of  the  law.  "Self-discipline"  is  not  enough.  It 
has  not  prevented  the  Army  spying  on  civilians;  it  has  not  precluded 
the  Census  Bureau  and  other  information-gathering  agencies  from. har- 
assing people  with  broad  questionnaires.  It  has  not  prevented  the  con- 
tinuing inquiries  into  the  most  private  lives  and  beliefs  of  federal  em- 
ployees and  applicants.  It  did  not  stop  the  Secret  Service  from  com- 
puterizing people  who  write  letters  about  their  grievances  to  high  gov- 
ernment officials,  who  are  professional  gate-crashers,  and  who  make 
remarks  embarrassing  to  high  government  officials  at  home  or  abroad. 
"Self-discipline"  does  not  help  the  wives  of  applicants  for  FHA  loans 
when  they  are  compelled  to  disclose  their  birth  control  practices  and 
confidential  advice  from  their  doctors.  Nor  has  "self-discipline"  pre- 
vented all  the  other  programs  from  violating  personal  privacy. 

So  I  believe  there  must  be  new  laws  geared  to  the  computer  age, 
with  specific  guidelines  for  gathering  personal  data  and  with  carefully 
drawn  controls  on  the  use,  exchange,  and  protection  of  such  informa- 
tion. Furthermore,  I  believe  that  some  provision  must  be  made  to 
provide  the  individual  access  to  government  records  about  him  and  the 
chance  to  assure  the  accuracy  of  such  information.33 

Secondly,  contrary  to  the  opinion  of  lawyers  at  the  Justice  Depart- 
ment, I  have  found  that  the  courts  have  long  been  active  in  this  area, 
and  I  predict  that  they  will  be  even  more  active  if  the  executive  branch 
continues  to  try  to  make  prophets  of  its  civil  servants  and  if  it  continues 
in  its  present  claim  to  an  inherent  power  to  make  inquiries  in  the 
course  of  trying  to  predict  the  future  behavior,  attitudes,  and  beliefs  of 
law-abiding  Americans.  For  instance,  the  United  States  Supreme  Court 
will  soon  consider  the  case  of  Laird  v.  Tatum,34  a  suit  challenging  the 


33.  For  an  excellent  discussion  of  the  constitutional,  legal,  and  philosophical  prob- 
lems involved  in  such  an  effort  for  one  area  of  information-gathering  see  generally 
Security  and  Privacy  Considerations  in  Criminal  History  Information  Systems,  Tech- 
nical Rep.  No.  2,  July  1970,  by  Project  SEARCH,  California  Crime  Technological  Re- 
search Foundation,  funded  by  the  Law  Enforcement  Assistance  Administration,  De- 
partment of  Justice.  Related  to  this  issue  is  S.  2546,  A  Bill  To  Facilitate  and  Regulate 
the  Exchange  of  Criminal  Justice  Information  Systems,  introduced  by  Senator  Roman 
Hruska  Sept.  20,  1971.  117  Cong.  Rec.  14563  (daily  ed.  Sept.  20,  1971).  Also  per- 
tinent is  the  testimony  of  Richard  Velde  of  the  Law  Enforcement  Assistance  Administra- 
tion on  the  use  of  information  and  intelligence  systems  by  criminal  justice  agencies. 
1971  Hearings  605,  849,  and  testimony  of  FBI  officials  concerning  the  National  Crime 
Information  Center.    Id.  914. 

34.  444  F.2d  947  (D.C.  Cir.  1971),  cert,  granted,  No.  71-288,  1971  Term 
(40  U.S.L.W.  3238). 
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Army  program.  Dismissed  by  the  district  court  as  not  presenting  con- 
stitutional rights  issues,  the  case  is  defended  by  the  Government  with 
the  claim  that  the  threat  of  surveillance  is  not  sufficient  to  invoke  the 
judicial  process  and,  furthermore,  that  the  plaintiffs  have  not  demon- 
strated a  personal  stake  in  the  outcome  of  the  controversy.  According 
to  the  Justice  Department,  the  record  "presents  only  abstract  legal  issues 
involving,  at  best,  the  speculative  impairment  of  constitutional  rights."35 
Many  people,  like  the  Assistant  Attorney  General,  seem. to  think 
this  is  new  legal  ground  which  must  be  pioneered.  These  officials 
have  overlooked  the  significance  of  numerous  court  decisions  bearing 
on  privacy  and  the  investigative  power  of  government. 

On  the  basis  of  my  study  of  the  decisions,  I  believe  this  case  law 
was  correctly  summarized  by  Professor  Bernard  Schwartz  in  terms 
which  should  be  brought  to  the  attention  of  all  government  agencies. 
He  writes: 

Of  course,  government  may  deal  at  any  time  with  threats 
to  its  security  expressed  in  acts.  Where  speech,  association  and 
other  First  Amendment  rights  are  involved,  on  the  other  hand,  the 
power  of  investigation  should  be  no  more  far-reaching  than  that  of 
legislation.  In  our  system,  authority  over  a  subject  matter  involv- 
ing speech,  press,  assembly,  and  the  like  must  not  go  beyond  the 
power  to  do  that  which  is  essential  to  be  done  in  protection  against 
a  public  danger.  Civil  liberties  may  not  be  abridged  by  investi- 
gatory authority  merely  in  order  to  determine  whether  they 
should  be  abridged.36 

From  reports  received  by  the  Constitutional  Rights  Subcommittee, 
I  think  not  only  the  Army  investigators,  but  other  federal  and  local 
agents  are  too  often  engaged  in  investigations,  of  people  merely  to  de- 
termine if  they  should  be  investigated  or  if  dossiers  should  be  kept  on 
them.  Under  Professor  Schwartz's  test,  such  practices,  wherever  they 
occur,  violate  first  amendment  rights. 

Thirdly,  unlike  Administration  officials,  I  think  there  are  serious 
constitutional  rights  violations  in  these  surveillance  programs. 

I  have  found  three  Supreme  Court  decisions  in  particular  which 
provide  a  point  of  departure  for  courts  and  legislatures  seeking  guid- 
ance in  setting  controls  on  unwarranted  information-gathering  and  data 
banking.  I  recommend  these  decisions  to  officials  in  the  executive 
branch  who  assert  a  broad  claim  to  investigative  power. 

The  first  case  is  United  States  v.  Rumely,  decided  in  1953.37  In 
that  case,  the  accused  was  the  secretary  of  an  organization  which, 
among  other  things,  engaged  in  the  sale  of  books  of  a  political  nature. 


35.  Id.  Petitioner's  Brief  for.  Certiorari  at  10  n.4. 

36.  B.  Schwartz,  1  Commentary  on  the  Constitution  of  the  United  States: 
Powers  of  Government  140  (1963). 

37.  345  U.S.  41,  73S.  St.  543  (1953). 
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The  House  Select  Committee  on  Lobbying  had  called  on  him  to  disclose 
the  names  of  those  who  made  bulk  purchases  of  those  books  for  fur- 
ther distribution.  He  refused  to  furnish  the  names  and  was  convicted 
under  a  statute  providing  penalties  for  refusing  to  give  testimony  or  to 
produce  relevant  papers  upon  any  matter  under  congressional  inquiry. 
The  Committee  claimed  authority  to  demand  this  under  the  power, 
stated  in  their  resolution,  to  investigate  all  lobbying  activities  intended 
to  influence,  encourage,  or  promote  legislation. 

Justice  Frankfurter  delivered  the  opinion  of  the  Court,  holding 
that  the  accused  was  not  required  to  deliver  the  names  on  the  ground 
that  the  authorizing  resolution  restricted  the  Committee  to  a  study  of 
lobbying  activities  which  were  carried  on  directly  with  members  of 
Congress  and  could  not  extend  to  a  person's  effort  to  influence  legisla- 
tion through  the  means  of  books  and  periodicals.  With  this  as  an  alter- 
native ground  for  decision,  the  Court  did  not  have  to  reach  the  constitu- 
tional issue.  However,  the  Justice  made  the  significant  observation: 
"Surely  it  cannot  be  denied  that  giving  the  scope  to  the  resolution  for 
which  the  Government  contends,  that  is,  deriving  from  it  the  power  to 
inquire  into  all  efforts  of  private  individuals  to  influence  public  opin- 
ion through  books  and  periodicals,  however  remote  the  radiations  of 
influence  which  they  may  exert  upon  the  ultimate  legislative  process, 
raises  doubts  of  constitutionality  in  view  of  the  prohibition  of  the  First 
Amendment."38 

Justice  Douglas  wrote  a  concurring  opinion  in  which  he  said  that 
he  was  compelled  to  face  the  constitutional  issue  that  this  involved  the 
grant  of  power  to  the  Committee.  He  pointed  out,  in  an  able  opinion 
with  which  I  thoroughly  agree,  that  the  resolution  did  not  give  the 
Committee  the  power  it  claimed  but  that  it  was  unconstitutional  as  a 
violation  of  the  first  amendment  guarantee  of  the  freedom  of  press  and 
speech.  He  recognized  that  no  legal  sanction  was  involved  here  but 
fejt  that  it  could  be  the  beginning  of  surveillance  of  the  press.  Un- 
der such  a  rule,  he  noted,  the  spectre  of  a  government  agent  will  look 
over  the  shoulder  of  everyone  who  reads,  and  the  subtle  imponderable 
pressures  of  the  orthodox  will  lay  hold.  "Through  the  harassment  of 
hearings,  investigations,  reports,  and  subpoenas  government  will  hold 
a  club  over  speech  and  over  the  press.  Congress  could  not  do  this  by 
law.  The  power  of  investigation  is  also  limited.  Inquiry  into  personal 
and  private  affairs  is  precluded.  .  .  .  And  so  is  any  matter  in  respect 
to  which  no  valid  legislation  could  be  had."39 

Therefore,  since  Congress  could  not  by  law  require  of  Rumely 
what  the  House  demanded,  it  could  not  take  the  first  step  in  an  inquiry 
ending  in  fine  or  imprisonment. 


38.  Id.  at  46,  73  S.  Ct.  at  546. 

39.  Id.  at  58,  73  S.  Ct.  at  551-52  (citations  omitted). 
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The  second  opinion  which  I  think  is  very  illuminating  on  this 
subject  is  the  case  of  NAACP  v.  Alabama.40  There  the  question  was 
presented  whether  Alabama,  consistent  with  the  due  process  clause  of 
the  fourteenth  amendment,  could  compel  the  petitioners  to  reveal  to 
the  state's  attorney  general  the  names  and  addresses  of  all  of  its  Ala- 
bama members  and  "agents"  without  regard  to  their  positions  or  func- 
tions in  the  Association.  Justice  Harlan  wrote  the  unanimous  opinion 
of  the  Court,  holding  that  Alabama  was  precluded  by  the  due  process 
clause  of  the  fourteenth  amendment,  which,  of  course,  made  the  first 
amendment  applicable  to  the  states,  from  requiring  this  information. 
He  said,  and  I  commend  this  to  the  Department  of  Justice:  "It  is  beyond 
debate  that  freedom  to  engage  in  association  for  the  advancement  of 
beliefs  and  ideas  is  an  inseparable  aspect  of  the  'liberty'  assured  by 
the  Due  Process  Clause  of  the  Fourteenth  Amendment,  which  embraces 
freedom  of  speech."41 

The  Justice  noted  that  inviolability  of  privacy  in  group  associa- 
tion may  in  many  circumstances  be  indispensable  to  preservation  of 
freedom  of  association,  particularly  where  a  group  espouses  dissident 
beliefs.  The  Court  held  that  the  immunity  from  state  scrutiny  of  mem- 
bership lists  which  the  Association  claimed  was  so  related  to  the  right  of 
the  members  to  pursue  their  lawful  private  interest  and  to  associate 
freely  with  others  in  so  doing  as  to  come  within  the  protection  of  the 
fourteenth  amendment.  It  held  that  Alabama  had  failed  to  make  a 
showing  of  overriding  valid  interest  in  possession  of  such  information 
and  that  judgment  of  the  Alabama  court  punishing  the  respondent  for 
contempt  of  court  was  invalid  under  the  Constitution.42  It  is  a  natural 
extension  of  these  decisions  to  say  that,  for  example,  the  federal  govern- 
ment can't  go  out  and  observe  people  exercising  their  first  amendment 
rights  and  then  take  steps  which  have  the  effect  of  stifling  their  willing- 
ness to  continue  in  the  exercise  of  their  first  amendment  rights. 

What  inquiries  and  investigations  Congress  and  the  states  may 
not  undertake  under  the  Constitution,  certainly  the  executive  branch  has 
no  inherent  power  to  undertake. 

There  is  another  opinion  which  I  think  sums  up  the  constitutional 
law  in  this  field  very  well.  This  is  the  dissenting  opinion  of  Justice 
Harlan,  joined  by  Justices  Frankfurter,  Clark,  and  Whittaker,  in  the  case 
of  S Helton  v.  Tucker.43  It  is  in  harmony  with  the  Rumely  and  NAACP 
cases,  although  it  differs  on  conclusions  of  fact.  In  the  Shelton  case,  the 
State  of  Arkansas  required  every  teacher,  as  a  condition  of  employment 
or  continued  employment,  to  answer  a  questionnaire  requiring  among 


40.  357  U.S.  449,  78  S.  Ct.  1163  (1958). 

41.  Id.  at  460,  78  S.  Ct.  at  1171. 

42.  Id.  at  466,  78  S.  Ct.  at  1174. 

43.  364  U.S.  479,  81  S.  Ct.  247  (1960). 
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Appendix  A 

Citizen  Access  to  Records:   A   Guide   to   Federal  Statutory   Reqj 

(By  Jerome  Planus,  Analyst  in  American   National   Government,   Government 
Division,  Congressional   Research  Service) 

The  rapid  proliferation,  ai  the  Federal  level,  of  data  banks  in  the  1960's  and 
1970's — containing  in  excess  of  IVi  billion  separate  records  on  American  resi- 
dents— lent  substance  to  the  worries  of  many  that  the  nation's  tradition  of 
limited  government  was  in  jeopardy.  In  response,  the  propriety  of  overexten- 
sive  governmental  and  corporate  information  gathering  and  disclosure  is  being 
reconsidered.  Congress  has  reflected  this  concern  by  enacting  the  Freedom  of 
Information  Act  (FOIA),  as  amended  (5  U.S.C.  552),  which  requires  disclosure, 
with  certain  exemptions,  of  records  and  information  held  by  the  Federal  Gov- 
ernment. In  addition,  Congress  passed  three  laws  which  authorize  access  to  cer- 
tain personally  identifiable  records  held  by  credit  corporations  and  by  the 
Federal  Government.  These  are:  The  Fair  Credit  Reporting  Act  (15  I 
1681  et  seq.),  the  Family  Educational  Rights  and  Privacy  Act  of  1971  (20  U.S.C. 
1232g)  which  is  referred  to  below  as  the  Buckley  Amendment,  and  the  Privacy 
Act  of  1074  (5  U.S.C.  552a). 

Together  these  laws  lay  the  foundation  tor  a  code  of  fair  information  prac- 
tices by  which  citizens  and  others  can  exercise  a  measure  of  control  over  the  col- 
lection of  information  about  themselves.  The  principles  evolving  from  the  legis- 
lation are  those  requiring  records  to  he  kept  with  accuracy,  relevancy,  and  fair- 
ness. I^ut  these  principles  can  become  effective  only  if  citizens  are  aware  of 
their  rights  and  act  on  behalf  of  them.  This  report  is  designed  to  assist  congres- 
sional personnel  in  advising  constituents  about  their  rights  over  information 
held  by  Government  and  by  private  credit  corporations.  Key  provisions  of  each 
of  the  Acts  are  described  below. 

I.   TYPES  OF  RECORDS  COVERED 

Fair  Credit — applies  to  any  information  bearing  on  a  consumer's  eligibility  for 
credit,  insurance,  employment,  rent,  license,  or  government  benefit.  However, 
medical  records  are  not  included  in  disclosure  provisions.   [15  U.S.C.  16Slsr] 

Buckley  Amendment — applies  to  most  personal  records  maintained  by  educa- 
tional institutions  receiving  Federal  funding.   [20  TT.S.(\  1232g    tat] 

FOIA — with  certain  exceptions,  applies  to  all  governmental  records  which  do 
not  fall  within  one  of  the  exemptions  listed  in  tin1  Act.  [5  U.S.C.  552] 

Privacy  Act — with  certain  exceptions,  applies  to  nil  Federal  records  held  by 
Federal  executive  authorities,  including  personnel  records,  which  are  retriev- 
able by  a  personal  identifier  such  as  a  name  or  number.  [5  U.S.C.  552a  (a)] 

II.    BEXEFICIARIES    OF    THE    ACTS 

Fair  Credit — an  individual  consumer  on  whom  a  consumer  report  has  been  made. 

[15  U.S.C.  1681a  (h)] 
Buckley  Amendment — parents  or  legal  guardians  of  a   student   under   18  years 

of  age.  or  a  student  IS  years  or  older.  [20  U.S.C.  1232g  (e)] 
FOTA — any  individual  or  institution.  [">  F.S.C  552] 
Privacy  Art — a  citizen  of  the  U.S.  or  an  alien  lawfully  admitted  for  permanent 

residence.  [5  F.S.C.  552  (a1*  1 

III.   INSTITFTIOXS   COVERED 

Fair  Credit — consumer  reporting  agencies  and  persons  (including  corporations) 
who  procure  or  cause  to  be  prepared  an  investigative  consumer  report  on  any 
consumer  for  use  by  a  third  party.  [15  U.S.C.  16Sld] 

(1295) 
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BuoJd  dment — educational   agencies  or  institutions  which  are  the  re- 

dents  of  Federal  educational  funds.  I-<>  U.S.C.  L232g  (a)(3)] 

FOIA — all  Federal  agencies  and  departments  Including  the  U.S.  Postal  Service. 
the  Postal  Rate  Commission,  and  Government  corporations  as  well  as  con- 
tractors wh<>  operate  an  Information  system  on  behalf  of  a  Federal  agency. 
[5  U.S.C.  562  (ci  ] 

Privacy  Act — all  Federal  Executive  agencies  and  departments  Including  the 
U.S.  Postal  Service,  the  Postal  Kate  Commission,  and  Government  corporations 
as  well  as  contractors  who  oi>erato  an  information  system  on  behalf  of  a  Fed- 
eral agency.  'The  CIA,  FBI,  and  other  law  enforcement  agencies  are  pennis- 
sively  exempt  from  the  disclosure  requirement.  [6  U.S.C.  552a  (a)] 

IV.    Noilin    \lio\     rO    THE    INDIVIDUAL 

Fair  Credit — a  person  who  procures,  or  causes  to  he  prepared,  an  Investigative 
consumer  report  on  a.  consumer,  must  disclose  to  the  consumer  that  such  a 
report  is  being  made.  The  consumer  must  he  notified  in  writing  no  later  than 
three  days  after  the  date  on  which,  the  report  was  requested;  the  consumer 

must  also  W  notified  of  his  right  to  request  additional  information.  [15  U.S.C. 
1861d] 
Buckley  Amendment — specifies  that  students  and  their  parents  must  he  informed 
of  their  rights  under  this  Act.  The  notification  must  include: 

(a)  the   types   of  education    records,    and   information  contained  in   them. 

maintained  by  the  institution  : 

(b)  the  name  and  position  of  the  official  who  has  custody  of  the  informa- 

tion,  the  names  of  ]>ersons   who  have  access,   and   the  purposes  for 
-which  they  have  access  : 

(c)  the   policies    of    the    institution    for    reviewing    and    expunging   those 

records ; 

(d)  the  procedures  for  obtaining  access  to  records  ; 

(e)  the  process  for  challenging  the  content  of  the  records; 
(/)   the  cost  for  reproducing  records  ; 

iff)   the  categories  which  the  institution  has  defined  as  "directory  informa- 
tion" (i.e..  information  which  the  institution  will  disclose  publicly)  ; 

(h)   notice  under  this  Act  must  he  in  the  language  of  the  student  or  parent; 

(?)  notice  must  he  given  at  least  annually. 
FOIA — the  Act  is  not  intended  to  furnish  notification  to  specific  individuals.  A 
person  seeking  information  from  a  Federal  agency  should  consult  the  Federal 
Register  and  agency  indexes  which  provide  information  for  the  public  as  to 
any  matter  issued  adopted,  or  promulgated  after  July  4.  19G7.  [3  U.S.C. 
552  (a)] 
Privacy  Act — each  agency  that  maintains  a  system  of  records  is  required  to 
inform  each  individual  whom  it  asks  to  supply  information,  on  the  form  which 
it  uses  to  collect  this  information  or  on  a  separate  form  that  can  he  retained  by 
the  individual,  of  the  authority  which  authorizes  the  request  for  the  informa- 
tion and  whether  disclosure  is  mandatory  or  voluntary:  the  principal  purpose 
or  purposes  for  which  the  information  is  intended  to  he  used  :  the  routine  uses 
which  may  he  made  of  the  information  ;  and  the  effects  on  him.  if  any,  of  not 
providing  all  or  any  part  of  the  requested  information.  [5  U.S.C.  552a  (e)  (3)] 
Agencies  must  also  publish  in  the  Federal  Register  at  least  annually  a  notice 
of  the  existence  and  character  of  the  system  of  records  and  any  routine  uses  to 
whichtheyareptit.  [5  U.S.C.  552a  (e)(4),  (11)] 

V.    TO    WHOM    Kir.OT-KST    IS    DIRECTED 

Fair  Credit — to  the  appropriate  consumer  reporting  agency,  such  as  a  credit 
bureau.  [15  U.S.C.  1681d  (b)] 

Buckley  Amendment — to  the  appropriate  educational  institution  or  agency.  [20 
U.S.C.  1232g  (a)(1)(A)] 

FOIA  —to  the  officer  or  office  specified  in  the  appropriate  agency's  procedures  pub- 
lished in  the  Fedt  ral  Registi  r  or  to  the  asrency  itself.  [5  U.S.C.  552  (a)  ] 

Privacy  Art — to  the  officer  or  office  specified  in  the  appropriate  agency's  proce- 
dures published  in  the  Federal  RegisU  r  or  to  the  agency  itself.  [5  r.S.C.  552a 
(d)(f)] 
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VI.    TIME    PERIOD    FOR    RESPONSE    TO    REQUESTS    TO    EXAMINE    RECORDS 

Fair  Credit — notice  that  a  consumer  report  is  being  prepared  must  be  mailed  to 
the  consumer  no  more  than  three  days  after  the  date  on  which  the  report  was 
first  requested.  A  consumer's  request  for  disclosure  must  be  responded  to 
within  five  days  after  the  request  was  made.  [15  U.S.C.  1681  (a)  (b)] 

Buckley  Amendment— an  educational  agency  or  institution  must  respond  to  a 
request  for  access  to  records  within  forty-five  days  after  the  request  has  been 
made.  With  respect  to  "directory  information.'-  the  agency  or  institution  must 
allow  a  "reasonable"  period  of  time,  after  giving  public  notice  of  the  categories 
of  information  to  he  disclosed,  for  a  parent  or  guardian  to  inform  the  institu- 
tion or  agency  that  any  or  all  of  the  information  designated  should  not  be 
released  without  the  parent's  consent.  [20  U.S.C.  1232g  (a)  (5)  (B)] 

FOIA — the  Act  specifies:  Each  agency,  upon  any  request  for  records  must  deter- 
mine within  ten  work-days  whether  to  comply  with  the  request  and  must  im- 
mediately notify  the  person  making  the  request  of  the  determination.  The 
agency  must  make  a  determination  with  respect  to  any  appeal  within  twenty 
working  days.  Under  usual  circumstances,  the  agency  may  have  a  ten  day 
extension  by  giving  written  notice1  to  the  requester.  [5  U.S.C.  552(a)  (6)] 

Privacy  Act — the  Act  does  not  prescribe  a  specific  time  for  response,  but  Federal 
regulations  suggest  a  response  to  the  inquiry  within  ten  working  days.  Upon 
request  by  an  individual  for  amendment  of  a  record  pertaining  to  him,  the 
agency  must  acknowledge  in  writing  receipt  of  the  request  within  ten  work- 
days. If  the  request  is  denied,  the  requestor  may  ask  for  review  of  the  denial. 
A  final  determination  of  the  request  must  be  made  within  thirty  work-days  with 
a  possible  thirty-day  extension  for  "good  cause."  [5  U.S.C.  552a  (d)] 

VII.    COST    OF    DOCUMENTS 

Fair  Credit — no  charge  to  the  consumer  for  the  report  if  he  requests  disclosure 
within  thirty  days  after  receipt  of  a  notification  from  the  reporting  agency  or 
notification  from  a  debt  collection  agency  affiliated  with  the  agency  stating 
that  his  credit  rating  may  be  or  has  been  adversely  affected.  Otherwise,  the 
agency  may  impose  a  reasonable  charge  for  the  disclosure.  [15  U.S.C.  1681J] 

Buckley  Amendment — specific  provisions  concerning  charges  are  not  included. 

FOIA — each  agency  is  ordered  to  specify  a  uniform  schedule  of  fees.  The  fees  are 
to  he  limited  to  reasonable  standard  charges  for  document  search  and  duplica- 
tion and  to  provide  for  recovery  of  only  the  direct  costs  of  such  search  and 
duplication.  Documents  are  to  be  furnished  without  charge  or  at  a  reduced 
charge  where  the  agency  determines  that  waiver  or  reduction  of  the  fee  is  in 
the  public  interest.  [5  V.*A\  552(a  »  (4)  (A)] 

Privacy  Act — an  agency  may  charge  fees  for  making  copies  of  an  individual's  rec- 
ord, excluding  the  cost  of  any  search  for.  and  review  of.  the  record.  [5  U.S.C. 
552a  (f)] 

VIII.    JUDICIAL    REVIEW 

Fair  ('red it — a  consumer  may  bring  action  in  any  appropriate  district  court  of  the 
United  States  to  enforce  liability  under  the  Act.  Actual  damages  may  be  ob- 
tained as  well  as  reasonable  attornev  fees  as  determined  bv  the  court.  [15 
U.S.C.  1681p] 

Bucklei/  Amendment — no  specific  provisions  for  resort  to  the  courts.  However, 
access  would  be  available  after  exhaustion  of  administrative  remedies.  [20 
U.S.C.  1282s  (g)] 

FOIA — a  complainant  may  request  an  appropriate  district  court  of  the  United 
States  to  enjoin  an  agency  from  withholding  records  and  to  order  their  pro- 
duction. In  such  a  case,  the  court  shall  determine  the  matter  dc  novo,1-  and 
may  examine  the  contents  of  such  agency  records  in  camera2  to  determine 
whether  the  agency  properly  withheld  such  records  under  any  of  the  exemp- 
tions listed  in  the  Act.   The  burden   is   on   the  agency    to   justify   its.  action. 


1  This  menns  tho  court  will  take  a  now  and  independent  look  at  the  facts. 

2  Tn  camera  mean  the  judge  will  review  the  records  in  his  private  chambers  and  not  in 
open  court. 
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The  agency  Is  required  t<>  answer  the  complaint  within  thirty  days  of  service 
of  the  complaint  unless  the  court  directs  otherwise.  Proceedings  and  appeals 
take  precedence  on  the  dockel  over  all  cases  and  must  be  assigned  for  hear- 
ing and  trial  or  for  argument  at  the  earliest  practicable  date.  The  court  may 
a-^'-<  against  tin'  United  states  reasonable  attorney  fees  and  other  Litigation 
costs.  If  the  court  finds  for  tin-  complainant  and  issues  a  written  finding  that 
tin-  circumstances  surrounding  the  withholding  raise  questions  as  to  whether 
icy  personnel  acted  arbitrarily  or  capriciously,  the  civil  Service  Commis- 
sion must  promptly  Initiate  a  proceeding  to  determine  whether  disciplinary 
action  is  warranted  against  the  officer  who  was  primarily  responsible  for  the 
withholding.  The  Commission  must  submit  its  findings  and  recommendations 
to  the  administrative  authority  of  the  agency  concerned  which  shall  then 
take  the  corrective  action  that  the  Commission  recommends,  in  the  event  of 
noncompliance  with  the  order  of  the  com-!,  the  district  court  may  punish  the 
responsible  employee  for  contempt.  [5  U.S.C.  552  (a)  1 
Privacy  Act  an  individual  may  bring  a  civil  action  against  the  agency  in  an 
appropriate  districl  court.  In  a  suit  in  which  the  agency  has  refused  to  amend 
the  individual's  record  in  accordance  with  his  request,  the  court  may  order  the 
agency  to  do  so  and  the  court  shall  determine  the  matter  de  novo.  The  court 
may  assess  againsl  the  Tinted  States  reasonable  attorney  fees  and  other  litiga- 
tion <  osts  when  the  complainant  has  substantially  prevailed.  In  a  suit  to  enjoin 
the  agency  from  withholding  records,  the  court  shall  determine  the  mater 
de  novo  and  may  examine  the  contents  of  the  agency  records  in  camera  to 
determine  whether  the  records  may  be  withheld  under  any  of  the  exemptions 
of  the  Act.  If  the  court  determines  that  the  agency  acted  willfully,  the  United 
States  shall  he  liable  for  actual  damages  to  the  individual  with  a  minimum 
overy  of  $1000;  and  the  cost<  of  the  action  together  with  reasonable  at- 
torney fees.  An  agency  officer  or  employee  who  knowingly  or  willfully  main- 
tains or  discloses  records  prohibited  under  this  Act  shall  be  guilty  of  a  mis- 
demeanor and  lined  not   more  than  $5900.   [5  U.S.C.  552a   (g)(h)(i)] 
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APPENDIX  B 

[From  the  Michigan  Law  Review,  May-June  1975J 

1221 

II.     Increasing  Protection  of  Citizen  Privacy 
A.     Introduction 

The  subcommittee,  under  your  able  direction,  has  been  conducting 
hearings  for  over  a  year  now  on  failures  by  the  Federal  Government 
to  make  information  available  to  the  public.  You  are  to  be  com- 
mended for  your  efforts  because,  surely,  there  is  no  single  attribute 
more  fundamental  to  a  democratic  society  than  the  free  flow  of  infor- 
mation. Liberty  and  freedom  are  dependent  upon  the  truth. 

There  is  another  side  of  this  issue,  however,  which  deserves 
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equal  respect  and  examination — the  right  of  individuals  to  maintain 
personal  privacy.  .  .  .  [IJnvasion  of  the  sanctity  of  a  person's  privacy 
will  he  as  destructive  of  a  society's  freedom  and  liberty  as  will  the 
foreclosure  of  information  about  the  acts  of  government  in  such  a 
society.1400 

When  President  Johnson  signed  the  Federal  Public  Records  Act 
into  law,  he  expressed  pride  in  "an  open  society  in  which  the  people's 
right  to  know  is  cherished  and  guarded."1500  The  federal  and  state 
governments  have  figured  prominently  in  the  controversy  over  the 
"right  to  know,"  as  government  operations  have  become  increasingly 
numerous,  complex,  and  removed  from  public  scrutiny.  Govern- 
mental growth,  with  its  attendant  increase  in  information  needs,  has 
also  given  rise  to  crusaders  for  the  necessary  complement  of  the 
right  to  know — the  right  of  privacy. 

The  long-standing  tension  between  governmental  information 
needs  and  the  desire  of  individuals  to  withhold  personal,  identifying 
details  about  their  lives  has  heightened  in  the  past  several  decades  as 
a  result  of  the  interplay  of  three  developments.  First,  these  years 
have  witnessed  a  geometric  growth  in  government  regulation  and 
services  that  have  increased  government-citizen  contacts.  Second, 
acceptance  of  the  behavioral-predictive  theory  of  information — the 
theory  that  behavior  patterns  can  be  predicted  if  enough  relevant 
data  is  gathered  and  properly  analyzed1501— -has  led  to  demands  for 
increasing  amounts  of  information  in  ever  widening  areas.1502  Third, 
rapid  advances  in  computer  science  have  eliminated  the  traditional 
hindrances  to  government  acquisition  of  data1503  by  increasing  the 
ease  of  information  acquisition,  lessening  the  need  to  limit  data 
retention,1504  and  increasing  intragovernmental  transfer  of  informa- 

1499.  Sale  or  Distribution  of  Mailing  Lists  by  Federal  Agencies,  Hearings  on  H.R. 
8903  and  Related  Bills  Before  a  Subcomm.  of  the  House  Comm.  on  Government  Op- 
erations, 92d  Cong.,  2d  Sess.  77  (1972)  (statement  of  Representative  Goldwater)  [here- 
inafter Hearings  on  Mailing  Lists], 

1500.  Attorney  General's  Memorandum,  supra  note  309,  at  n  (statement  of  Presi- 
dent Johnson). 

1501.  See  A.  Westin,  Privacy  and  Freedom  135-57  (1967). 

1502.  See  Ervin,  Privacy  and  Government  Investigations,  1971  U.  III.  L.F.  137,  138. 
See  also  National  Academy  of  Sciences,  Databanks  in  a  Free  Society  xvii  (A.  Westin 
&  M.  Baker  eds.  1972)  [hereinafter  Databanks];  House  Republican  Research  Committee, 
Task  Force  on  Privacy,  Recommendations,  Aug.  21,  1974,  at  1. 

1503.  For  a  full  discussion  of  the  impact  of  computers  see  A.  Miller,  Assault  on 
Privacy  1-53,  322  (1971). 

1504.  See  Federal  Data  Banks,  Computers  and  the  Bill  of  Rights,  Hearings  Before 
the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary,  92d 
Cong.,  1st  Sess.  943  (1971)  [hereinafter  Hearings  on  Data  Banks]  (statement  of  C. 
Lister);  Databanks,  supra  note  1502,  at  320  ("The  National  Academy  of  Sciences  re- 
ported in  1972  that  it  is  now  technologically  possible  to  build  a  computerized  on-line 
file  containing  the  compacted  equivalent  of  20  pages  of  typed  information  about  the 
personal  history  and  selected  activities  of  every  person  in  the  United  States"). 

Data  that  might  once  have  been  discarded  are  now  more  likely  to  be  kept,  in  an 
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don.1505  As  Professor  Miller  has  pointed  out:  "In  accordance  with 
a  principle  akin  to  Parkinson's  Law,  as  capacity  for  information- 
handling  increases  there  is  a  tendency  to  engage  in  more  extensive 
manipulation  and  analysis  of  data  .  .  .  pertaining  to  a  larger  number 
of  variables."1506  Together,  these  three  phenomena  have  created  a 
spiraling  demand  for  information  and  have  left  us  threatened  with 
the  emergence  of  a  "dossier  society." 

1.    The  Extent  of  Government-Held  Information 

Government  data  acquisition  statistics  make  clear  that  not  only 
political  activists  and  government  employees  are  threatened  by  the 
accumulation  of  information  by  the  government.  Increasingly,  access 
to  government  benefits  and  services  requires  a  willingness  on  the 
part  of  individuals  to  divulge  private  information.1507  Moreover,  an 
observable  trait  of  government  agencies  is  that  when  a  problem  is 
confronted,  the  tendency  is  to  react  with  a  demand  for  more  data,1508 
as  evidenced  by  the  1970  census1509  and  the  rising  number  of  gov- 
ernment questionnaires.1510 

In  1966,  in  the  midst  of  debate  over  the  proposed  National  Data 
Center,  a  Senate  Judiciary  subcommittee  initiated  a  survey  to  deter- 
mine "the  amount,  nature,  and  use  of  information  which  Govern- 
ment agencies  currently  maintain  on  individuals."1511  The  survey 
revealed  that  federal  files  contained  more  than  3  billion  records  on 
individual  citizens,1512  nearly  one  half  of  which  were  retrievable  by 
computer,  including  over  27.2  billion  names,  2.3  billion  present 
and  past  addresses,  264  million  criminal  histories,  280  million  mental 

expectation  that  a  purpose  may  ultimately  be  found  for  them.  In  fact,  it  has  been  sug- 
gested that  the  ability  of  a  computer  to  store  large  quantities  of  data  compels  the 
owner  to  increase  data  acquisition  in  order  to  reduce  the  cost  per  unit  of  data.  See 
Report  of  Secretary's  Advisory  Committee  on  Automated  Personal  Data  Systems,  HEW, 
Records,  Computers  and  the  Rights  of  Citizens  13  (1973)  [hereinafter  HEW  Report]. 
Computerization  also  permits  more  complete  use  of  the  information  gathered,  and 
facilitates  the  tasks  of  retrieving  and  disseminating:  Data  may  be  more  imaginatively 
collated  and  collections  may  be  searched  for  relatively  low  priority  purposes.  Hearings 
on  Data  Banks,  supra,  at  943. 

1505.  See  A.  Westin,  supra  note  1501,  at  161-62;  A.  Miller,  supra  note  1503,  at 
24-54.  But  see  Databanks,  supra  note  1502,  at  253,  255. 

1506.  Miller,  Personal  Privacy  in  the  Computer  Age:  The  Challenge  of  a  New 
Technology  in  an  Information  Oriented  Society,  67  Mich.  L.  Rev.  1089,  1103  (1969). 

1507.  Miller,  supra  note  1506,  at  1103. 

I5Q8.  Hearings  on  Data  Banks,  supra  note  1504,  at  942-43  (statement  of  C.  Lister). 

1509.  See  Privacy,  the  Census  and  Federal  Questionnaires,  Hearings  on  S.  1791 
Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary, 
91st  Cong.,  2d  Sess.  460-95  (1969)  [hereinafter  Hearings  on  the  Census]. 

1510.  See,  e.g.,  Hearings  on  the  Census,  supra  note  1509,  at  37-53..  867-926. 

1511.  Staff  of  Subcomm.  on  Administrative  Practice  and  Procedure  of  the  Sen- 
ate Comm.  on  the  Judiciary,  90th  Cong.,  2d  Sess.,  Government  Dossier  1  (Comm. 
Print  1967)  [hereinafter  Government  Dossier]. 

1512.  See  id.  at  9. 

63-619   O  -  76  -  83 
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health  records,  916  million  profiles  on  alcoholism  and  drug  addic- 
tion, and  over  1.2  billion  financial  records.1513  More  significantly, 
the  report  concluded  that  much  of  the  information  retained  was 
irrelevant  to  agency  needs  and  that  in  many  instances  confidentiality 
provisions  were  nonexistent  or  not  meaningful.1814  A  1974  survey  by 
a  different  subcommittee,  which  supplemented  and  updated  these 
findings,  pointed  out  that  86  per  cent  of  the  government  data  banks 
are  computerized,  and  that  few  of  the  data  banks  had  any  explicit 
statutory  authorization  for  their  retention  of  files.1515  Computeriza- 
tion, however,  cannot  itself  account  for  the  abundance  of  govern- 
ment-held data  concerning  individual  citizens:  According  to  at  least 
one  study,  for  most  organizations  computerization  has  not  brought 
an  increase  in  scope  of  the  content  of  records  maintained  on  each 
individual.1516 

It  has  been  estimated  that  the  average  American  is  the  subject  of 
ten  to  twenty  personal  files  or  dossiers  compiled  by  either  govern- 
ment units  or  private  organizations.1517  The  threat  to  individual 
privacy  is  thus  no  longer  a  potential — it  is  a  reality.1518  As  Senator 
Mathias  aptly  described  the  situation,  "If  knowledge  is  power,  this 
encyclopedic  knowledge  gives  Government  the  raw  materials  of 
tyranny."1519 

2.    A  Definition  of  Privacy 

The  counterweight  to  this  growing  governmental  power  is  the 
developing  concern  over  privacy.  A  definition  of  privacy  that  will 
provide  a  conceptually  sound  basis  for  the  development  of  rules  con- 

1513.  Hearings  on  Data  Banks,  supra  note  1504,  at  574. 

1514.  Government  Dossier,  supra  note  1511,  at  8.  Further,  as  Representative  Horton 
pointed  out:  "Even  if  .  .  .  the  most  sensitive  and  personal  information  is  shielded  in 
confidence  .  .  .  large  additional  reservoirs  of  data  on  individual  citizens  are  not  only 
not  secure  but  actually  available  for  public  disclosure  for  purposes  of  commercial  or 
otheT  types  of  solicitation."  Hearings  on  Mailing  Lists,  supra  note  1499,  at  63. 

1515.  See  Staff  of  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on 
the  Judiciary,  93d  Cong.,  2d  Sess.,  Federal  Data  Banks  and  Constitutional  Rights: 
Summary  and  Conclusions  10-11,  26-29  33-35  (Comm.  Print  1974)  [hereinafter  Sum- 
mary  and  Conclusions].  Besides  tabulating  the  amount  of  information  held  by  agen- 
cies, the  study  of  this  committee,  in  six  volumes,  analyzes  the  information-gathering 
practices  of  all  government  agencies  with  respect  to  statutory  authority,  subject  noti- 
fication, subject  review,  access  by  other  agencies,  public  access,  security  precautions, 
and  sources  of  information.  See  Staff  of  Subcomm.  on  Constitutional  Rights  of  the 
Senate  Comm.  on  the  Judiciary,  93d  Cong.,  2d  Sess.,  Federal  Data  Banks  and  Consti- 
tutional Richts  (Comm.  Print  1974)  [hereinafter  Federal  Data  Banks]. 

1516.  See  Databanks,  supra  note  1502,  at  244. 

1517.  See  Records  Maintained  by  Government  Agencies,  Hearings  on  HJl.  9527 
and  Related  Bills  Before  a  Subcomm.  of  the  House  Comm.  on  Government  Opera- 
tions, 92d  Cong.,  2d  Sess.  22  (1972)  (statement  of  Representative  Patten)  [hereinafter 
Hearings  on  Records]. 

1518.  Hearings  on  Mailing  Lists,  supra  note  1499,  at  63  (statement  of  Representa- 
tive Horton). 

1519.  Hearings  on  Data  Banks,  supra  note  1504,  at  574. 
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cerning  information  practices  is  difficult  to  formulate  because  the 
significance  of  privacy  protection  varies  for  each  individual  and  with 
each  individual  circumstance.1520  Further,  privacy  collides  with  other 
social  values  that  have  proved  equally  difficult  to  define,  such  as 
freedom  of  the  press  and  freedom  of  information.1521  Nevertheless,  to 
determine  the  degree  to  which  government  must  respect  privacy,  it  is 
necessary  to  establish  a  working  definition.1522 

Since  Warren  and  Brandeis  seized  upon  judge  Cooley's  defini- 
tion of  privacy  as  the  "right  to  be  let  alone,"1523  numerous  persons 
have  attempted  to  sophisticate  a  privacy  doctrine.1524  Clearly,  privacy 
interests  of  the  individual  are  many  and  varied.  At  issue  in  this  dis- 
cussion are  privacy  interests  relating  to  government  information- 
handling  and  the  individual's  desire  to  maintain  anonymity  with 
regard  to  personal,  identifying  details.  A  useful  definition,  therefore, 
is  one  in  which  a  number  of  writers  have  concurred:  the  right  of 
privacy  is  the  right  to  control  the  flow  of  information  concerning  the 
details  of  one's  individuality — one's  physical  and  individual  char- 
acteristics, knowledge,  capabilities,  beliefs,  and  opinions.1525  In  speci- 
fying the  areas  protected  by  the  privacy  right,  however,  legislatures 
and  courts  have  invariably  turned  to  a  right  of  privacy  based  on  the 
content  of  the  information:  only  certain  categories  of  information — 
information  regarding  the  family  or  individual  sexuality,  for  ex- 
ample— are  protected.1526  But  the  underlying  privacy  concept,  which 
is  tied  to  the  individual  and  his  personality,  has  a  considerably 

1520.  HEW  Report,  supra  note  1504,  at  38. 

1521.  Id. 

1522.  Pipe,  Privacy:  Establishing  Restrictions  on  Government  Inquiry,  18  Am.  U. 
L.  Rev.  516,  518  (1969). 

1523.  See  Warren  &  Brandeis,  The  Right  to  Privacy,  4  Harv.  L.  Rev.  193,  at  193 
(1890). 

1524.  See,  e.g.,  A.  Miller,  supra  note  1503,  at  210-38;  A.  Westin,  supra  note  1501, 
at  31-51,  330-99;  Fried,  Privacy,  77  Yale  L.J.  175,  182  (1968);  Parker,  A  Definition  of 
Privacy,  27  Rutgers  L.  Rev.  275  (1974). 

1525.  See  A.  Miller,  supra  note  1503,  at  25  ("[PJrivacy  is  the  individual's  right  to 
control  the  circulation  of  information  relating  to  him  .  .  .");  Fried,  supra  note  1524, 
at  483  ("Privacy,  thus,  is  control  over  knowledge  about  oneself");  Comment,  Main- 
tenance and  Dissemination  of  Criminal  Records:  A  Legislative  Proposal,  19  UCLA  L. 
Rev.  654,  at  654  n.2  (1972)  ("The  right  of  privacy  is  the  right  of  the  individual  to 
decide  for  himself  how  much  he  will  share  with  others  his  thoughts,  his  feelings,  and 
the  facts  of  his  personal  life").  Cf.  Justice  Douglas'  definition  of  privacy  as  having  a 
"dual  aspect:  [E]very  individual  needs  both  to  communicate  with  others  and  to  keep 
his  thoughts  and  beliefs  from  others.  This  means  that  a  person  should  have  the  free- 
dom to  select  for  himself  the  time  and  circumstances  when  he  will  share  his  thoughts 
and  attitudes  with  others  and  to  determine  the  extent  to  which  that  sharing  will  go." 
Douglas,  Foreword  to  Project,  The  Computerization  of  Government  Files:  What  Impact 
on  the  Individual?,  15  UCLA  L.  Rev.  1374,  1375  (1968).  A  broad  view  of  privacy  would 
also  require  that  a  person  who  discloses  information  to  another  be  able  to  control 
the  latter's  disposition  of  that  information. 

1526.  See  5  U.S.C.  §  552(b)(6)  (1970),  discussed  in  the  text  at  notes  700-44  supra-, 
text  at  notes  1562-788  &  1897-902  infra. 
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broader  reach  and  thus  has  a  significant  potential  for  development 
and  expansion,  as  the  Privacy  Act  of  1974  illustrates.1827 

3.    Government  Invasions  of  Privacy:  Methods  and  Results 

There  are  three  major  stages  in  any  information-handling  system: 
acquisition,  retention,  and  dissemination.  Government  information 
practices  may  threaten  the  individual's  control  over  the  flow  of  in- 
formation about  himself  at  any  of  these  stages;  thus,  four  questions 
are  raised:  What  information  may  be  collected;  under  what  circum- 
stances may  it  be  retained;  to  whom  may  the  data  be  made  available; 
and  what  remedies  or  sanctions  are  available  to  secure  effective  pro- 
tection for  privacy. 

The  question  of  acquisition  is  the  most  crucial  because  all  other 
problems  come  into  play  only  after  information  is  obtained.  Gov- 
ernment agencies  "tend  to  defend  needs  for  information  with  a 
pledge  of  confidentiality  of  personal  reports  once  secured,  omitting 
the  fact  that  intrusions  on  a  person's  privacy  begin  at  the  taking  of 
sensitive  personal  facts."1528  Problems  of  acquisition  have  provoked 
considerable  discussion.  For  example,  certain  questions  asked  of 
applicants  for  federal  jobs  have  been  challenged,1529  and  several 
questions  were  removed  from  the  proposed  1970  census  after  an 
outcry  from  persons  protesting  the  sensitivity  of  the  questions.1580 
Even  if  the  collection  of  certain  information  would  not  violate 
individual  privacy  rights,  the  methods  employed  to  collect  it,  such 
as  wiretapping  and  electronic  surveillance,1581  may  constitute  such  a 
violation. 

Retention  and  dissemination  of  acquired  information  pose 
equally  grave  threats.  The  retention  of  certain  criminal  justice1532 
and  welfare  data1533  has  become  a  prominent  concern;  in  fact,  the 
controversy  that  first  focused  attention  on  the  right  of  privacy — the 
National  Data  Bank  proposal — involved  the  place  of  retention.1534  A 
problem  that  arises  in  the  area  of  dissemination  is  that  one  agency 
that  may  legitimately  collect  and  retain  certain  information  on  an 
individual,  may,  without  the  individual's  consent,  give  the  informa- 

1527.  See  text  at  notes  1966-2214  infra. 

1528.  Hearings  on  the  Census,  supra  note  1509,  at  130  (Representative  Belts).  See 
id.  at  270-82  (testimony  of  L.  Speiser,  ACLU). 

1529.  See  text  at  notes  2031-43  infra. 

1530.  See  text  at  notes  1990-93  infra. 

1531.  See  text  at  notes  1844-48  infra;  Hearings  on  Military  Surveillance  Before  the 
Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary,  93d  Cong., 
2d  Sess.  (1974)  [hereinafter  Hearings  on  Military  Surveillance]. 

1532.  See,  e.g.,  Tarleton  v.  Saxbe,  507  FJ2d  1116  (D.C.  Cir.  1974). 

1533.  See  text  at  notes  1709-18  infra. 

1534.  See  Federal  Data  Banks,  supra  note  1515;  notes  2102-04  infra  and  accom- 
panying text 


1305 


May-June  1975]  Project  1227 

tion  to  an  agency  that  could  not  have  legitimately  collected  it.  The 
1974  Senate  survey  of  agency  practices  found  this  danger  quite  real: 
"Once  information  about  an  individual  is  collected  by  a  Federal 
agency,  it  is  likely  that  that  information  will  be  fairly  readily  passed 
on  to  other  Federal,  State  and  local  agencies."1635  Finally,  privacy  in- 
terests are  often  further  infringed  when  an  individual  whose  privacy 
has  been  invaded  is  denied  a  remedy. 

The  harms  from  unregulated  government  information-handling 
can  be  divided  into  three  categories:  psychological  problems  created 
by  acquisition  of  data,  loss  of  individual  benefits  due  to  misuse  of 
the  data,  and  invasion  of  privacy  per  se.  Any  attempt  to  appraise 
the  impact  on  individuals  of  data  acquisition  must  consider  the 
potential  psychological  harms.  First,  there  is  the  very  real  possi- 
bility that  individuals  will,  with  increasing  frequency,  base  their  de- 
cisions regarding  activities  and  expressions  on  how  they  will  enhance 
their  record.1636  A  concern  for  a  clean  record,  reinforced  by  the  popu- 
lar conception  of  the  computer  as  unforgetting,1637  could  threaten 
to  create  "a  society  in  which  unorthodoxy  is  discouraged  by  its 
notoriety,  and  even  the  mildest  eccentricities  are  catalogued  for 
official  evaluation."1638  This  "chilling  effect"  on  unpopular  expres- 
sions and  beliefs  exemplifies  the  theory  of  "aversive  control"  avoid- 
ance-learning— that  as  an  individual  learns  to  avoid  activities  that 
he  feels  are  disapproved,  he  will  stop  not  only  the  disapproved  activ- 
ities, but  similar  or  related  activities  as  well.1639  In  the  extreme,  indi- 
viduals may  begin  to  doubt  whether  they  exist  apart  from  their 
record.1540 

A  1952  study  evaluating  the  impact  of  governmental  loyalty  and 
security  inquiries  found  many  resulting  behavioral  changes:  sever- 
ance of  membership  in  organizations  on  the  Attorney  General's  list 
and  cancellation  of  subscriptions  to  literature  sent  by  these  organi- 
zations; refusal  to  sign  petitions  without  proof  of  a  bona  fide  spon- 
sorship; refusal  to  join  an  organization  not  on  the  Attorney  General's 
list  for  fear  it  might  later  develop  in  a  radical  direction;  and  cau- 
tiousness in  political  conversations  with  strangers.1541  Moreover,  it 

1535.  Summary  and  Conclusions,  supra  note  1515,  at  37. 

1536.  A.  Miller,  supra  note  1503,  at  50. 

1537.  This  has  been  described  as  an  "information  prison"  in  which  a  person's  past 
places  inescapable  limits  on  his  future.  See  Hearings  on  Data  Banks,  supra  note  1504, 
at  943  (testimony  of  C.  Lister,  ACLU). 

1538.  Id. 

1539.  See  A.  Bandura,  Principles  of  Behavior  Modification  293-354  (1969). 

1540.  A.  Miller,  supra  note  1503,  at  49. 

1541.  See  Johoda  &  Cook,  Security  Measures  and  Freedom  of  Thought:  An  Ex- 
ploratory Study  of  the  Impact  of  Loyalty  and  Security  Programs,  61  Yale  LJ.  295, 
307-08  (1952).  For  a  detailed  treatment  of  the  chilling  effect  of  surveillance  on  legiti- 
mate  political   activity   see   Askin,   Surveillance:    The   Social   Science   Perspective,    in 
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has  been  observed  that  surveillance  of  a  particular  individual  need 
not  actually  be  going  on  to  produce  the  effect  in  that  individual  as 
long  as  there  is  public  knowledge  that  surveillance  has  occurred 
and  is  continuing  to  occur.1542  This  is  especially  relevant  because 
of  recent  surveys  revealing  widespread  public  concern  over  the  threat 
to  privacy  from  computers.1548  Privacy  is  necessary  for  proper  psy- 
chological development,1544  for  health,1545  and  for  the  growth  of  dem- 
ocratic societies.1540  Yet.  as  Richard  L.  Tobin  commented  in  a  1968 
editorial  entitled  "1984  Minus  Sixteen  and  Counting,"  "[w]e  cannot 
assume  .  .  .  that  privacy  will  survive  simply  because  man  has  a  psy- 
chological or  social  need  for  it."1547 

Even  certain  decisions  of  federally  elected  officials  seem  "chilled" 
by  various  surveillance  and  information-keeping  techniques.  The 
New  York  Times  stated  on  February  25,  1974: 

The  source  recalled  one  Senator  who  had  been  told  of  an  investi- 
gation concerning  his  daughter,  a  college  student  who  had  "gotten 
involved  in  demonstrations  and  free  love,"  and  a  Republican  Repre- 
sentative who  had  been  told  that  the  [FBI]  possessed  evidence  indi- 
cating that  he  was  a  homosexual. 

"We  had  him  in  our  pocket  after  that,"  the  source  said  of  the 
Representative.  He  added  that  he  could  not  recall  the  Senator,  a 
liberal  Democrat,  ever  criticizing  the  FBI  in  public.1548 

But,  as  Representative  Mikva,  himself  the  subject  of  an  Army  intel- 
ligence file  pointed  out: 

The  objection  to  this  program  is  not  that  a  U.S.  Senator  may  have 

Surveillance,  Dataveillance  and  Personal  Freedoms  72-86  (Colum.  Human  Rights 
L.  Rev.  ed.  1973). 

1542.  See  Askin,  supra  note  1541,  at  82. 

1543.  For  example,  a  national  survey  conducted  in  1971  found  that  53  per  cent  of 
the  sample  believed  that  computerized  information  files  might  be  used  to  destroy  in- 
dividual freedoms,  and  58  per  .cent  felt  that  computers  will  be  used  in  the  future  to 
keep  people  under  surveillance.  In  addition  38  per  cent  believed  that  computers  rep- 
resent a  real  threat  to  personal  privacy,  91  per  cent  of  those  questioned  felt  that  com- 
puters were  used  to  compile  information  files  on  U.S.  citizens,  and  54  per  cent  be- 
lieved these  files  were  maintained  for  surveillance  of  activist  or  radical  groups.  Finally, 
62  per  cent  expressed  their  concern  over  the  types  of  information  being  kept,  and  45 
per  cent  said  political  activity  records  should  not  be  kept.  Id.  at  88. 

1544.  Cf.  Handler  &  Hollingsworth,  Stigma,  Privacy,  and  Other  Attitudes  of  Wel- 
fare Recipients,  22  Stan.  L.  Rev.  1,  2  (1969). 

1545.  Jourard,  Some  Psychological  Aspects  of  Privacy,  31  Law  &  Contemp.  Prob. 
307,  318  (1966). 

1546.  A.  Westin,  supra  note  1501,  at  34. 

1547.  Tobin,  1984  Minus  Sixteen  and  Counting,  Saturday  Rev.,  April  13,  1968,  at 
77-78. 

1548.  Crewdson,  Files  from  Hooim  to  Backers  Reported,  N.Y.  Times,  Feb.  25,  1974, 
at  52,  col.  1  (late  city  ed.),  quoted  in  120  Cong.  Rec.  H2440  (daily  ed.  April  2,  1974). 
See  Hearings  on  Data  Banks,  supra  note  1504,  at  137  (statement  of  Representative 
Mikva). 
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been  subjected  to  surveillance,  or  that  a  special  file  was  or  was  not 
kept  on  him  .... 

The  harm  comes  rather  when  the  ordinary  citizen  feels  he  cannot 
engage  in  political  activity  without  becoming  a  "person  of  interest," 
without  having  his  name  and  photo  placed  in  a  file  colloquially,  if 
not  officially,  labeled  "subversive."1549 

Invasions  of  privacy  also  result  in  direct  injury  to  the  individual 
through  misuse  of  his  records,  for  once  an  individual  divulges  per- 
sonal information,  he  in  most  instances  loses  all  effective  control 
over  it.1650  Harm  can  result  if  information  that  is  accurate  from  one 
perspective  is  used  in  a  different  context  in  which  it  is  misleading. 
Harm  can  also  result  from  incomplete  or  erroneous  information 
collections.  These  possibilities  are  aggravated  because  in  many  situ- 
ations individuals  have  only  limited  rights  to  see,  supplement,  or 
correct  their  records.1581 

Damages  flowing  from  the  use  of  incomplete  information  are 
clear:  In  1973,  Massachusetts  Governor  Sargent  gave  a  full  pardon 
to  a  former  felon  who  had  kept  his  record  clean  for  10  years.  The 
individual  moved  to  a  community  1000  miles  away  and  enrolled 
in  a  community  college.  The  college  president,  after  running  a  rou- 
tine police  check  with  the  state's  new  computer  file,  learned  of  his 
conviction  and  expelled  him.  The  computer  record  had  not  included 
the  full  pardon.1552  Another  case  was  related  by  Representative  Moss: 

A  young  couple  were  returning  home  to  San  Francisco  one  evening 
a  year  ago  when  they  were  stopped  by  Santa  Clara  County  Sheriff's 
deputies,  eventually  handcuffed,  held  at  gunpoint  and  locked  up 
overnight  on  charges  of  auto  theft.  The  arresting  officers  had  queried 
the  San  Francisco  city  and  county  criminal  justice  data  bank  and 
learned  that  the  couple's  Falcon  had  been  reported  stolen  a  year 
earlier.  Police  had^ailed  to  enter  into  the  computer  the  "pink  slip" 
record  that  the  car  had  been  recovered  by  its  rightful  owners.1553 

There  are  countless  similar  examples  of  individuals  being  denied 
employment,  promotion,  or  some  other  benefit  because  of  records 
of  prior  arrests.1554  That  charges  were  dropped  or  dismissed,  or  that 

1549.  Hearings  on  Data  Banks,  supra  note  1504,  at  89. 

1550.  Criminal  Justice  Data  Banks,  Hearings  on  S.  2542,  S.  2810,  S.  2963,  S.  2964 
Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary, 
93d  Cong.,  2d  Sess.  18  (1974)  (statement  of  Senator  Ervin)  [hereinafter  Hearings  on 
Criminal  Justice  Data  Banks]. 

1551.  See,  e.g.,  text  at  notes  1678-93  infra.  The  new  federal  Privacy  Act  takes  steps 
to  provide  rights  of  access  and  challenge  for  records  held  by  the  federal  government. 
Sce\ext  at  notes  2084-98  infra. 

1552.  120  Conc.  Rec.  H2459  (daily  ed.  April  2,  1974)  (remarks  of  Representative 
Heinz). 

1553.  Id.  at  H2456. 

1554.  See  Hearings  on  Criminal  Justice  Data  Banks,  supra  note  1550,  at  5-7  (state- 
ment of  Senator  Ervin). 
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the  person  was  found  not  guilty,  is  often  not  added  to  the  record.1655 
The  injuries  resulting  from  inaccurate  information  are  similar.  An 
employer  in  Texas  managed  to  get  the  arrest  record  of  one  Tosh 
from  a  friend  on  the  Fort  Worth  police  department.  He  displayed 
mug  shots  and  rap  sheets  to  discourage  voting  for  the  union  Tosh 
was  organizing.  The  record  being  displayed  was  for  one  Charles 
Tosch,  however,  a  convicted  felon.  Tosh,  the  organizer,  had  been 
arrested  on  minor  charges  and  released.1556 

The  following  sections  of  this  Project  discuss  the  development 
of  a  right  of  privacy  in  state  and  federal  law.  Using  as  an  analytical 
framework  the  four  questions  regarding  the  threats  posed  by  govern- 
ment information-practices  to  individual  privacy,  the  discussion 
examines  consecutively  the  common-law  privacy  tort,1557  state 
statutes,1558  the  federal  constitutional  law,1559  federal  statutes  prior 
to  the  enactment  of  the  Privacy  Act  of  1974,1560  and,  finally,  the 
new  Privacy  Act,1501  to  see  how  the  balance  has  been  struck  between 
the  governmental  need  for  information  and  individual  privacy,  and 
to  see  the  extent  to  which  these  areas  of  the  law  provide  adequate 
protection  from  the  above-mentioned  harms.  Although  the  focus  of 
the  discussion  is  on  federal  law,  state  statutes  and  the  common  law 
are  included  in  order  to  give  a  more  complete  picture  of  the  themes 
underlying  the  development  of  legal  protections  for  privacy. 


1555.  See  id.  at  19. 

1556.  120  Cong.  Rec.  H2452  (dally  ed.  April  2,  1974)  (statement  of  Representative 
Moss). 

1557.  See  text  at  notes  1564-625  infra. 

1558.  See  text  at  notes  1626-788  infra. 

1559.  See  text  at  notes  1789-915  infra. 

1560.  See  text  at  notes  1916-65    infra. 

1561.  See  text  at  notes  1966-2214  infra. 
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C.     The  Federal  Constitutional  Law  of  Privacy 

I.    Inherent  Limitations  on  the  Federal  Government's 
Power  To  Collect  Information 

The  federal  government  is  restricted  to  operating  within  the 
powers  enumerated  in  the  Constitution — a  restriction  that  consti- 
tutes an  inherent  limitation  on  information  collection  by  both 
Congress  and  the  executive  branch.  While  the  power  of  Congress 
to  collect  information1789  is  nowhere  specifically  enumerated,  it  has 

1789.  See  generally  M.  Dimock,  Congressional  Investigating  Committees  (1929); 
E.  Eberling,  Congressional  Investigations  (1928);  M.  McGeary,  The  Developments 
of  Congressional  Investigative  Power  (1940);  Alfange,  Congressional  Investigations 
and  the  Fickle  Court,  30  U.  Cin.  L.  Rev.  113  (1961);  Boudin,  Congressional  and  Agency 
Investigations:  Their  Uses  and  Abuses,  35  Va.  L.  Rev.  143  (1949);  Coudert,  Congres- 
sional Inquisition  and  Individual  Liberty,  15  Va.  L.  Rev.  537  (1929);  Cousens,  The 
Purpose  and  Scope  of  Investigations  Under  Legislative  Authority,  26  Geo.  L.J.  905 
(1938);  Driver,  Constitutional  Limitations  on  the  Power  of  Congress  To  Punish  Con- 
tempts of  Its  Investigating  Committees,  38  Va.  L.  Rev.  887  (1952);  Ford,  The  Lawyer 
and  the  Congressional  Investigation,  21  S.  Cal.  L.  Rev.  242  (1948);  Gose,  The  Limits 
of  Congressional  Investigating  Power,  10  Wash.  L.  Rev.  61  (1935);  Hamilton,  The  In- 
quisitorial Power  of  Congress,  23  A.B.A.J.  511  (1937);  Landis,  Constitutional  Limita- 
tions on  the  Congressional  Power  of  Investigation,  40  Harv.  L.  Rev.  153  (1926);  Lash- 
ley,  The  Investigating  Power  of  Congress:  Its  Scope  and  Limitations,  40  A.B.A.J.  763 
(1954);  Loring,  Powers  of  Congressional  Investigation  Committees,  8  Minn.  L.  Rev. 
595  (1924);  Massey,  Congressional  Investigations  and  Individual  Liberties^  25  U.  Cin. 
L.  Rev.  323  (1956);  Merry,  The  Investigating  Power  of  Congress:  Its  Scope  and  Limita- 
tions, 40  A.B.A.J.  1073  (1954);  McGeary,  The  Congressional  Power  of  Investigation,  28 
Neb.  L.  Rev.  516  (1949);  Moreland,  Congressional  Investigations  and  Private  Persons, 
40  S.  Cal.  L.  Rev.  189  (1967);  Tfrnstall,  The  Investigating  Power  of  Congress:  Its 
Scope  and  Limitations,  40  Va.  L.  Rev.  875  (1954). 
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been  found  to  exist  by  implication  as  a  necessary  adjunct  to  the  exer- 
cise of  those  powers  that  are  enumerated.1790  There  are  five  express 
powers  from  which  congressional  authority  to  collect  information 
can  be  implied:  the  powers  to  enumerate  the  population,1701  to  im- 
peach,1792 to  judge  congressional  election  returns,1703  to  discipline 
and  expel  members  of  Congress,1794  and  to  legislate.1795  The  census 
clause  of  the  Constitution  literally  permits  merely  an  enumeration 
of  "free  Persons  .  .  .  excluding  Indians  not  taxed,"1790  although  the 
census  has  in  fact  been  used  extensively  as  a  means  of  collecting  in- 
formation from  the  citizenry.1797  The  Supreme  Court  has  not  yet 
ruled  whether  the  census  power  will  support  collection  of  informa- 
tion unrelated  to  actual  enumeration,1798  and  the  deliberations  of 
the  framers  are  unrevealing.1799  One  could  logically  conclude  that 
the  scope  of  the  census  power  is  limited  to  an  actual  counting.  The 
Second  Circuit,  however,  has  held  that  the  express  language  of  the 

1790.  The  seminal  case  concerning  implied  powers  is  McCulloch  v.  Maryland,  17 
U.S.  (4  Wheat.)  316  (1819).  For  a  discussion  of  implied  powers  in  the  context  of  the 
collection  of  information  see  McGrain  v.  Daugherty,  273  U.S.  135,  160-75  (1927). 

1791.  U.S.  Const,  art.  I,  §  2,  d.  3,  requires:  "The  actual  Enumeration  shall  be  made 
within  three  years  after  the  first  Meeting  of  the  Congress  of  the  United  States,  and 
within  every  subsequent  Term  of  ten  Years,  in  such  Manner  as  they  shall  by  Law 
direct." 

1792.  U.S.  Const,  art.  I,  §  2,  cl.  5,  provides:  "The  House  of  Representatives  .  .  . 
shall  have  the  sole  Power  of  Impeachment."  U.S.  Const,  art.  I,  §  3,  cl.  6,  provides: 
"The  Senate  shall  have  the  sole  Power  to  try  al!  Impeachments." 

1793.  U.S.  Const,  art.  I,  §  5,  cl.  1,  provides:  "Each  House  shall  be  the  Judge  of 
the  Elections,  Returns  and  Qualifications  of  its  own  Members  .  .  .  ." 

1794.  U.S.  Const,  art  I,  §  5,  cl.  2,  provides:  "Each  House  may  .  .  .  punish  its  Mem- 
bers for  disorderly  Behaviour,  and,  with  the  Concurrence  of  two  thirds,  expel  a  Mem- 
ber." 

1795.  U.S.  Const,  art.  I,  §  1,  provides:  "All  legislative  Powers  herein  granted  shall 
be  vested  in  a  Congress  of  the  United  States,  which  shall  consist  of  a  Senate  and 
House  of  Representatives."  Legislative  powers  are  enumerated  more  specifically  in 
U.S.  Const,  art.  I,  §  8. 

1796.  U.S.  Const,  art.  I,  §  2,  cl.  3. 

1797.  See  Hearings  on  the  Census,  supra  note  1509,  at  460  (memorandum  from 
the  Census  Bureau).  See  also  Fernandez,  The  Census,  42  S.  Cal.  L.  Rev.  245  (1969); 
text  at  notes  1925-38  infra;  notes  1990-93  infra  and  accompanying  text. 

1798.  The  Court,  in  Knox  v.  Lee,  79  U.S.  (12  Wall.)  457,  536  (1870)  (Legal  Tender 
Cases)  noted  in  dictum: 

[A]  power  may  exist  as  an  aid  to  the  execution  of  an  express  power,  or  an  ag- 
gregate of  such  powers,  though  there  is  another  express  power  given  relating  in 
part  to  the  same  subject  but  less  extensive.  Another  illustration  of  this  may  be 
found  in  connection  with  the  provisions  respecting  a  census.  The  Constitution  or- 
ders an  enumeration  of  free  persons  in  the  different  States  every  ten  years.  The 
direction  extends  no  further.  "Yet  Congress  has  repeatedly  directed  an  enumeration 
not  only  of  free  persons  in  the  States  but  of  free  persons  in  the  Territories,  and 
not  only  an  enumeration  of  persons  but  the  collection  of  statistics  respecting  age, 
eex,  and  production.  Who  questions  the  power  to  do  this?" 

1799.  See  1  The  Records  of  the  Federal  Convention  of  1787,  600-06  (M.  Farrand 
ed.,  rev.  ed.  1937).  The  debates  do  not  indicate  the  intended  scope  of  the  census  power. 
The  primary  discussions  related  to  problems  of  representation,  i.e.,  whether  wealth 
was  a  proper  measure  and  who  would  be*  counted. 
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Constitution  limiting  the  census  to  an  enumeration  "does  not  pro- 
hibit the  gathering  of  other  statistics,  if  'necessary  and  proper,'  for 
the  intelligent  exercise  of  other  powers  enumerated  in  the  constitu- 
tion, and  in  such  case  there  could  be  no  objection  to  acquiring  this 
information  through  the  same  machinery  by  which  the  population  is 
enumerated  .  .  .  ."180° 

An  implied  power  to  investigate  exists  under  each  of  the  other 
four  powers.  It  is  available  to  Congress  for  the  purpose  of  collecting 
information  necessary  to  an  informed  exercise  of  those  powers,1801 
but  is  limited  by  the  breadth  of  the  express  functions  to  which  it 
attaches.  Three  of  these  express  functions — the  powTer  to  impeach, 
the  power  to  judge  congresional  election  returns,  and  the  power  to 
discipline  and  expel  members  of  Congress — are  judicial  in  nature.1802 
Because  Congress  is  primarily  a  legislative  body  and  because  the  three 
judicial  powers  reserved  to  Congress  are  extremely  limited  in  scope, 
the  investigative  powers  arising  under  these  functions  will  be  used 
in  far  fewer  instances  than  the  investigative  power  falling  under  the 
legislative  function.1803 

The  parameters  of  the  investigative  power  inferred  from  the 
legislative  function  were  established  in  Kilbourn  v.  Thompson1804 
and  McGrain  v.  Daugherty.1605  Prior  to  1880,  the  courts  had  given 
Congress  almost  unlimited  power  to  investigate,1806  but  in  Kilbourn, 
the  Supreme  Court  upheld  a  citizen's  right  not  to  respond  to  con- 
gressional subpoenas  issued  in  an  investigation  in  furtherance  of  an 
illegitimate  purpose.  The  Court  noted  that  the  inquiry  could  not  be 
"simply  a  fruitless  investigation  into  the  personal  affairs  of  indi- 

1800.  United  States  v.  Moriarity,  106  F.  886,  891  (2d  Cir.  1901). 

1801.  Concerning  investigations  relating  to  the  power  to  legislate  see  Eastland  v. 
United  States  Servicemen's  Fund,  Inc.,  43  U.S.L.W.  4635,  4639-40  (U.S.  May  27.  1975); 
McGrain  v.  Daugherty,  273  U.S.  135  (1927);  text  at  notes  1804-19  infra.  Concerning 
investigations  relating  to  the  power  to  judge  congressional  election  returns  see  Barry 
v.  United  States  ex  rel.  Cunningham,  279  U.S.  597  (1929).  Concerning  investigations 
relating  to  the  power  to  discipline  and  expel  members  of  Congress  see  In  re  Champ- 
man,  166  U.S.  661,  668  (1897).  See  generally  Moreland,  supra  note  1789. 

1802.  Barry  v.  United  States  ex  rel.  Cunningham,  279  U.S.  597,  613  (1929). 

1803.  Although  it  is  dear  that  the  power  of  investigation  exists  under  the  impeach- 
ment clause,  no  cases  have  arisen  on  this  matter.  See  Moreland,  supra  note  1789,  at 
224.  Barry  v.  United  States  ex  rel.  Cunningham,  279  U.S.  597  (1929),  is  the  only  case 
directly  concerning  the  investigative  power  pursuant  to  the  congressional  authority 
to  judge  election  returns,  although  both  United  States  v.  Norris,  300  U.S.  564  (1937), 
and  Roudebush  v.  Hartke,  405  U.S.  15  (1972),  indicated  that  such  a  power  exists.  Fi- 
nally, other  than  Powell  v.  McCormack,  395  U.S.  486  (1969),  which  assumes  but  does 
not  discuss  the  investigative  power,  In  re  Chapman,  166  U.S.  661  (1897),  is  the  sole 
Supreme  Court  case  on  investigations  relating  to  the  authority  to  discipline  and  expel 
members.  United  States  v.  Brewster,  408  U.S.  501  (1972),  does,  however,  discuss  in  dic- 
tum the  nature  and  extent  of  the  congressional  power  to  discipline  members. 

1804.  103  U.S.  168  (1880). 

1805.  273  U.S.  135  (1927). 

1806.  See  Moreland,  supra  note  1789,  at  189-211,  and  cases  cited  therein. 
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viduals,"1807  but  must  be  capable  of  resulting  in  "valid  legislation  on 
the  subject  to  which  the  inquiry  referred."1808  In  McGrain,  the  Court 
upheld  subpoenas  issued  in  an  investigation  of  the  Justice  Depart- 
ment for  the  purpose  of  formulating  reform  legislation.  The  Court 
reasoned  that  "[a]  legislative  body  cannot  legislate  wisely  or  effec- 
tively in  the  absence  of  information  respecting  the  conditions  which 
the  legislation  is  intended  to  affect  or  change."1809  It  is  today  clear 
that  the  legislative  power  "encompasses  inquiries  concerning  the 
administration  of  existing  laws  as  well  as  proposed  or  possibly 
needed  statutes  .  .  .  ,  includes  surveys  of  defects  in  our  social,  eco- 
nomic or  political  system  for  the  purpose  of  enabling  the  Congress  to 
remedy  them  .  . .  ,  [and]  comprehends  probes  into  departments  of  the 
Federal  Government  to  expose  corruption,  inefficiency  or  waste."1810 
Thus,  while  the  requirement  of  a  proper  legislative  purpose  consti- 
tutes a  restraint  on  Congress,  the  sphere  of  legitimate  legislative 
activity,  as  the  Court  suggested  recently  in  Eastland  v.  United  States 
Serivcemen's  Fund,1811  is  sufficiently  broad  to  justify  an  inquiry  into 
almost  any  question  of  national  interest. 

A  further  limitation  on  the  congressional  investigative  power  is 
that  all  questions  must  be  pertinent  to  the  asserted  legislative  pur- 
pose.1812 When  an  investigation  is  conducted  by  either  the  full  House 
or  Senate  this  limitation  is  of  little  consequence  since  Congress' 

1807.  103  U.S.  at  195. 

1808.  103  U.S.  at  195.  Of  interest  are  the  conflicting  interpretations  given  Kilbourn 
by  the  majority  and  concurring  opinions  in  Eastland  v.  United  States  Servicemen's 
Fund,  43  U.S.L.W.  4635  (U.S.  May  27,  1975),  discussed  in  the  text  at  notes  1873-76  in- 
fra. In  Kilbourn  the  House  of  Representatives  attempted  to  punish  an  individual  for 
contempt  for  refusal  to  comply  with  a  congressional  subpoena.  The  Court  invalidated 
the  House's  effort,  reasoning  that  the  subject  matter  of  the  investigation  was  judicial 
and  not  legislative,  and  that  the  House  had  thus  "assumed  a  power  which  could  only 
be  properly  exercised  by  another  branch  of  the  government  .  .  .  ."  103  U.S.  at  192. 
The  majority  in  Eastland  stated  that  the  subpoena  at  issue  in  Kilbourn  was  subject 
to  attack  because  it  was  not  essential  to  legislating.  43  U.S.L.W.  at  4640.  The  con- 
curring opinion  of  Justices  Marshall,  Brennan,  and  Stewart,  however,  stated  that  the 
individual  in  Kilbourn  was  able  to  attack  the  subpoena  because  his  suit  was  brought 
against  the  House  Sargeant  at  Arms,  who  was  carrying  out  the  unconstitutional  di- 
rective, rather  than  against  House  members  or  their  legislative  aides.  43  U.SX.W.  at 
4643.  The  concurring  justices  thus  sought  to  emphasize  that  congressional  subpoenas 
within  the  legislative  sphere  are  subject  to  attack  as  long  as  Congressmen  or  their 
aides  are  not  the  parties  defendant. 

1809.  273  U.S.  at  175.  The  Court  also  observed:  "In  actual  legislative  practice  power 
to  secure  needed  information  .  .  .  has  long  been  treated  as  an  attribute  of  the  power 
to  legislate.  It  was  so  regarded  in  the  British  Parliament  and  in  the  Colonial  legisla- 
tures before  the  American  Revolution;  and  a  like  view  has  prevailed  and  been  carried 
into  effect  in  both  houses  of  Congress  and  in  most  of  the  state  legislatures."  273  U.S. 
at  161. 

1810.  Watkins  v.  United  States,  354  U.S.  178,  187  (1957). 

1811.  43  U.SX.W.  4635,  4639-41  (U.S.  May  27,  1975). 

1812.  See  Sinclair  v.  United  States,  279  U.S.  263  (1929).  See  also  Deutch  v.  United 
States,  354  U.S.  178  (1957).  The  pertinency  requirement  has  been  codified  at  2  U.S.C. 
S  192  (1970). 
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power  to  legislate  in  so  many  areas  virtually  ensures  that  there  will 
be  a  proper  legislative  purpose  to  which  almost  any  question  could 
be  pertinent.1813  Most  investigations,  however,  are  carried  out  by 
congressional  committees1814  or  federal  agencies1815  to  which  Congress 
has  delegated  its  investigatory  power  for  specific  purposes  through 
authorizing  resolutions  or  statutes.1818  Authorizing  resolutions  are 
often  broad  in  scope,  but  there  is  at  least  a  minimal  requirement 
that  such  resolutions  delineate  the  agency's  "jurisdiction  and  pur- 
pose with  sufficient  particularity"  to  ensure  that  compulsory  process 
is  used  only  in  furtherance  of  a  legislative  purpose,1817  and  at  times 
agency  investigations  exceeding  the  bounds  of  congressional  au- 
thorizations have  been  disallowed  and  witnesses  permitted  to  forgo 
responding  to  inquiries.1818  While  Congress  can  amend  delegating 
legislation  to  enable  questions  to  satisfy  the  purpose  and  pertinancy 
requirements,  amending  resolutions  or  legislation  require  consider- 
able congressional  effort  and  are  unlikely  to  be  enacted  except  in 
cases  of  great  concern.  Where  a  witness  objects  to  the  pertinancy  of 
a  question  at  a  committee  hearing,  "unless  the  subject  matter  has 
been  made  to  appear  with  undisputable  clarity,  it  is  the  duty  of  the 
investigative  body  ...  to  state  for  the  record  the  subject  under 
inquiry  at  that  time  and  the  manner  in  which  the  propounded 
questions  are  pertinent  thereto."1819  On  the  basis  of  this  require- 
ment, which  is  derived  from  the  due  process  clause  of  the  fifth 
amendment,  the  Court  on  several  occasions  has  reversed  contempt 
convictions    resulting    from    refusals    to    answer    investigative    in- 

1813.  See  Barry  v.  United  States  ex  rel.  Cunningham,  279  U.S.  597  (1929). 

1814.  See,  e.g.,  Barenblatt  v.  United  States.  360  U.S.  109  (1959);  Watkins  v.  United 
States,  354  UA  178  (1957). 

1815.  See,  e.g.,  United  States  v.  Morton  Salt  Co.,  338  U.S.  632  (1950);  Electric  Bond 
&  Share  Co.  v.  SEC,  303  U.S.  419  (1938);  Sinclair  v.  United  States,  279  U.S.  263  (1928); 
ICC  v.  Brimson,  154  U-S.  447  (1894).  See  also  Note,  Investigatory  Powers  of  Congress 
and  Administrative  Agencies,  26  Wash.  U.  L.Q.  531  (1941).  Congress'  power  of  investi- 
gation was  held  to  be  delegable  to  federal  administrative  agencies  in  ICC  v.  Brimson, 
154  U.S.  447  (1894). 

1816.  For  codified  examples  of  congressional  delegation  of  investigatory  powers  to 
administrative  agencies  see  26  UJS.C.  §  7602  (1970)  (examination  of  books,  papers,  or 
records  to  ascertain  the  accuracy  of  any  tax  return);  44  U.S.C.  §§  3501-11  (1970)  (pro- 
cedure to  be  followed  by  federal  agencies  in  collecting  information,  including  hearings 
as  to  the  necessity  of  such  collection).  See  generally  13  U.S.C.  §§  41,  44,  61,  62,  101, 
102,  131,  141,  142,  161,  301  (1970)  (permitting  Census  Bureau  to  collect  information 
unrelated  to  enumeration). 

1817.  Watkins  v.  United  States,  354  U.S.  178,  201  (1957).  See  Barenblatt  v.  United 
States,  360  U.S.  109  (1959);  United  States  v.  Rumely,  345  U.S.  41  (1953). 

1818.  Several  early  cases  disallowed  agency  investigations  exceeding  the  bounds  of 
congressional  authorities.  See,  e.g.,  Harriman  v.  ICC,  211  U.S.  407  (1908);  United  States 
v.  Louisville  &  N.  R.R.,  236  U.S.  318  (1915);  FTC  v.  American  Tobacco  Co.,  264  U.S. 
298  (1924).  See  Mechem,  Fishing  Expeditions  by  Commissions,  22  Mich.  L.  Rev.  765 
(1924). 

1819.  Watkins  v.  United  States,  354  U.S.  178,  214-15  (1957). 
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quiries:1820  because  a  witness  can  object  to  questions  on  pertinancy 
grounds,  fundamental  fairness  requires  that  he  not  be  placed  in 
jeopardy  of  a  contempt  citation  without  being  afforded  the  oppor- 
tunity to  judge  for  himself  the  question's  pertinancy. 

The  executive  branch's  power  to  investigate  is  similarly  expan- 
sive, derived  principally  from  the  President's  authority  to  "take  Care 
that  the  Laws  be  faithfully  executed."1821  The  scope  of  the  Presi- 
dent's investigatory  power  under  this  provision,  while  not  yet  tested 
in  the  courts,1822  is  presumably  limited  only  by  the  same  purpose 
and  pertinancy  requirements  that  limit  congressional  investiga- 
tions.1823 Because  of  the  myriad  laws  to  enforce,  however,  these 
requirements  are  only  minor  restrictions.  This  power  to  investigate 
is  apparently  subject  to  narrowing  by  Congress  since  Congress  can 
revoke  any  law  it  enacts  and  can  presumably,  therefore,  revoke 
executive  power  to  collect  information  necessary  to  enforce  any 
law.1824 

2.    The  Constitutional  Right  of  Disclosural  Privacy 

In  interpreting  certain  provisions  of  the  Bill  of  Rights  to  protect 
the  individual  from  governmental  intrusions,  the  Supreme  Court 
has  spoken  broadly  of  a  right  of  privacy.  Although  there  is  no  ex- 
plicit constitutional  recognition  of  such  a  right,  the  Court  "has  recog- 
nized that  a  right  of  personal  privacy,  or  a  guarantee  of  certain  areas 
or  zones  of  privacy,  does  exist  under  the  Constitution."1825  A  right 
of  privacy  has  been  found  in  the  fourth  amendment,1826  the  first 
amendment,1827  penumbras  emanating  from  the  first  eight  amend- 

1820.  See,  eg.,  Watkins  v.  United  States,  354  U.S.  178  (1957).  See  also  Gibson  v. 
Florida  Legislative  Investigation  Comm.,  372  U.S.  539  (1963);  Sweezy  v.  New  Hamp- 
shire, 354  U.S.  234  (1957).  But  see  Uphaus  v.  Wyman,  360  U.S.  72  (1959). 

1821.  U.S.  Const,  art.  II,  §  3.  The  power  to  investigate  may  also  be  implied  from 
other  constitutionally  enumerated  powers  of  the  President,  such  as  the  power  of  par- 
don granted  in  U.S.  Const,  art.  II,  §  2. 

1822.  In  Laird  v.  Tatum,  408  U.S.  1  (1972),  the  plaintiffs  challenged  an  Army 
civilian-surveillance  program  used  to  gather  information  allegedly  necessary  to  an  in- 
telligent use  of  force  in  cases  of  civil  disorder.  The  Court,  holding  the  case  nonjus- 
ticiable because  the  record  showed  no  objective  harm,  noted  that  "it  is  significant  that 
the  principle  sources  of  information  were  the  news  media  and  publications  in  general 
circulation."  408  U.S.  at  6.  This  statement  implies  that  the  executive's  use  of  the  in- 
vestigative power  does  not  clearly  controvert  plaintiffs  rights  so  long  as  the  informa- 
tion was  already  public.  The  concept  of  "public  facts"  is  rooted  in  the  common  law 
of  privacy.  See  text  at  notes  1584-90  supra. 

1823.  See  text  at  notes  1804-20  supra. 

1824.  The  limitations  on  the  manner  in  which  the  executive  can  collect  information 
imposed  by  statutes  such  as  the  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968 
§  802,  18  U.S.C.  §§  2511,  2516-18  (197C),  evidence  the  truth  of  this  proposition. 

1825.  Roe  v.  Wade,  410  U.S.  113,  152  (1973). 

1826.  See  Katz  v.  United  States,  389  U.S.  347  (1967). 

1827.  See  Stanley  v.  Georgia,  394  U.S.  557  (1969);  NAACP  v.  Alabama,  357  U.S.  449 
(1958);  Watkins  v.  United  States,  354  U.S.  178  (1957). 
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ments,1828  the  ninth  amendment,1829  and  the  concept  of  ordered 
liberty  guaranteed  by  the  due  process  clauses  of  the  fifth  and  four- 
teenth amendments.1830  Significantly,  in  discussing  the  right  of  pri- 
vacy, the  Court  has  not  distinguished  between  disclosural  privacy — 
the  right  to  control  the  flow  of  information  concerning  the  details 
of  one's  individuality1831 — and  that  aspect  of  privacy  concerning  the 
individual's  ability  to  decide  whether  to  perform  certain  acts  or  to 
undergo  certain  experiences,  an  aspect  accurately  characterized  as 
privacy  relating  to  personal  autonomy.1832  Many  of  these  cases,  espe- 
cially the  "privacy  cases,"1833  have  focused  on  the  privacy  of  autonomy. 
It  is  the  purpose  of  this  section  to  analyze  the  degree  of  protection  for 
disclosural  privacy  offered  by  each  of  the  constitutional  sources  of 
privacy  protection,1834  to  determine  whether  these  separate  protec- 
tions are  capable  of  being  generalized  into  a  unitary  right  of  dis- 
closural privacy,  and  to  ascertain  when  government  interests  in 
information  acquisition,  retention,  and  dissemination  will  over- 
ride individual  privacy  interests. 

Except  for  the  third  amendment's  ban  on  the  quartering  of 
soldiers  in  any  house  without  the  owner's  consent  in  times  of  peace — 
a  very  narrow  prohibition — the  fourth  amendment  comes  closer  to 
mentioning  a  right  of  privacy  than  any  other  provision  of  the  Con- 

1828.  See  Griswold  v.  Connecticut,  381  U.S.  479  (1965). 

1829.  See  Griswold  v.  Connecticut,  381  U.S.  479,  486  (1965)  (Goldberg,  J.,  concurring). 

1830.  See  Roe  v.  Wade,  410  U.S.  113  (1973).  See  also,  Beaney,  The  Constitutional 
Right  to  Privacy  in  the  Supreme  Court,  1962  Sup.  Ct.  Rev.  212. 

1831.  See  text  at  note  1525  supra.  Note  that  the  term  "privacy"  as  defined  here  is 
not  necessarily  the  same  as  the  right  that  is  protected  at  common  law.  See  text  at 
notes  1562-625  supra. 

1832.  Compare  Kati  v.  United  States,  389  U.S.  347  (1967)  (disclosure),  with  Roe  v. 
Wade,  410  U.S.  113  (1973)  (autonomy).  For  a  discussion  of  the  disclosure-autonomy 
distinction  see  Beardsley,  Privacy:  Autonomy  and  Selective  Disclosure,  in  Privacy  56 
(J.  Pennock  &  J.  Chapman  eds.  1971).  See  also  Greenawalt,  The  Right  of  Privacy,  in 
The  Rights  of  Americans  299  (N.  Dorsen  ed.  1971);  Gross,  The  Concept  of  Privacy, 
42  N.Y.U.  L.  Rev.  34  (1967);  Note,  supra  note  1720;  Note,  Roe  and  Paris:  Does  Privacy 
Have  a  Principle?,  26  Stan.  L.  Rev.  1161  (1974). 

1833.  See,  e.g.,  Roe  v.  Wade,  410  VJS.  113  (1973);  Griswold  v.  Connecticut,  381  U.S. 
479  (1965).  See  text  at  notes  1877-902  infra. 

1834.  The  fifth  amendment  privilege  against  self-incrimination  does  deal  with  an 
individual's  interest  in  disclosural  privacy,  cf.  Boyd  v.  United  States,  116  U.S.  616 
(1886);  Mapp  v.  Ohio,  367  U.S.  643,  661-65  (1961)  (Black,  J.,  concurring),  but  the  pri- 
vacy protection  afforded  by  that  amendment  is  minimal  because  incriminating  testi- 
mony can  be  compelled  if  either  use  or  transactional  immunity  from  prosecution  is 
conferred  on  the  witness.  See  Kastigar  v.  United  States,  406  U.S.  441  (1972);  Zicarelli 
v.  State  Commn.  of  Investigation,  406  U.S.  472  (1972).  The  fifth  amendment  privilege 
agaimt  self-incrimination  also  does  not  apply  to  the  compelled  production  of  pri- 
vately held  but  legally  required  records.  Wilson  v.  United  States,  221  U.S.  361,  380 
(1911).  Nor  does  the  privilege  apply  "to  records  required  by  law  to  be  kept  in  order 
that  there  may  be  suitable  information  of  transactions  which  are  the  appropriate  sub- 
jects of  governmental  regulation  .  .  .  ."  Wilson  v.  United  States,  221  U.S.  361,  380 
(1911).  See  also  Davis  v.  United  States,  328  U.S.  582  (1946). 
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stitution.1836  An  examination  of  some  of  the  principal  search  and 
seizure  cases  suggests  a  broad  concern  for  privacy  underlying  the 
fourth  amendment.  For  example,  in  Boyd  v.  United  States1836  the 
Court  struck  down  a  statute  empowering  a  court  to  require  a  de- 
fendant to  produce  personal  papers;  it  reasoned  that  the  essence  of  an 
unreasonable  search  and  seizure  is  "not  the  breaking  of  his  doors, 
and  the  rummaging  of  his  drawers,  .  .  .  but  .  .  .  the  invasion  of  his 
indefeasible  right  of  personal  security,  personal  liberty  and  private 
property  .  .  .  ,"1837  In  holding  that  the  fourth  amendment  limits  the 
compulsory  production  of  evidence  in  addition  to  prohibiting  un- 
lawful searches,1838  the  Court  provided  protection  for  a  privacy  con- 
cept broad  enough  to  include  both  disclosure  and  autonomy.1839 

In  Olmstead  v.  United  States,1840  the  Supreme  Court  retreated 
from  the  broad  formulation  of  Boyd  to  a  mechanistic  interpretation 
of  the  fourth  amendment  by  sanctioning  a  home  telephone  tap  that 
did  not  constitute  a  technical  trespass.  Chief  Justice  Taft,  writing 
for  the  Court,  interpreted  the  fourth  amendment  as  forbidding  only 
"an  actual  physical  invasion  of  [one's]  house."1841  By  emphasizing 
the  manner  rather  than  the  effect  of  the  invasion,  the  holding  nar- 
rowed the  concept  of  privacy  underlying  the  fourth  amendment.  In 

1835.  The  fourth  amendment  to  the  Constitution  provides:  "The  right  of  the  peo- 
ple to  be  secure  in  their  persons,  houses,  papers,  and  effects,  against  unreasonable 
searches  and  seizures,  shall  not  be  violated;  and  no  Warrants  shall  issue  but  upon 
probable  cause,  supported  by  Oath  or  affirmation,  and  particularly  describing  the 
place  to  be  searched,  and  the  persons  or  things  to  be  seized."  See  generally  A.  Amster- 
dam, Federal  Constitutional  Restraints  on  Search,  Seizure,  Arrest,  Defention  and 
Interrogation  by  State  Law  Enforcement  Officers  (1966);  P.  Gay,  The  Policeman 
and  the  Accused  (1965);  L.  Kolbrek  &  G.  Porter,  The  Law  of  Arrest,  Search,  and 
Seizure  (1965);  N.  Lasson,  The  History  and  Development  of  the  Fourth  Amendment 
to  the  United  States  Constitution  (1937);  Amsterdam,  Perspectives  on  the  Fourth 
Amendment,  58  Minn.  L.  Rev.  349  (1974);  Note,  The  Concept  of  Privacy  and  the 
Fourth  Amendment,  6  U.  Mich.  J.  L.  Ref.  154  (1972). 

1836.  116  U.S.  616  (1886). 

1837.  116  U.S.  at  630. 

1838.  See,  e.g.,  Gouled  v.  United  States,  255  U.S.  298  (1921);  Ex  parte  Jackson,  96 
U.S.  727  (1878).  But  cf.  Carroll  v.  United  States,  267  U.S.  132  (1925). 

1839.  Boyd  demonstrates  that  the  fourth  amendment  serves  two  purposes:  the  pro- 
tection of  individual  privacy  and  the  protection  of  the  individual  against  the  com- 
pulsory production  of  evidence  to  be  used  against  him,  as  well  as  against  unlawful 
searches.  See  Davis  v.  United  States,  328  U.S.  582,  587  (1946).  Based  on  this  dual  pur- 
pose analysis,  one  could  argue  that  the  "right  to  be  let  alone"  attaches  only  in  a 
criminal  context,  since,  as  the  Court  noted  in  Boyd,  the  fourth  and  fifth  amendments 
"run  almost  into  each  other."  116  XJ.S.  at  630.  However,  the  inference  that  privacy 
is  fully  protected  by  the  fourth  amendment  only  when  the  individual  is  suspected  of 
criminal  activity  was  rejected  by  the  Court  in  Camara  v.  Municipal  Court,  387  U.S. 
523  (1967). 

1840.  277  U.S.  438  (1928).  Cf.  Silverman  v.  United  States,  365  U.S.  505  (1961)  (slight 
physical  penetration  of  premises  by  a  spike  microphone  constitutes  a  technical  tres- 
pass and,  if  made  without  a  warrant,  is  an  illegal  search). 

1841.  277  Ui.  at  466. 
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an  often-quoted  dissent,  Justice  Brandeis  adhered  to  the  broader 
view: 

The  makers  of  our  Constitution  undertook  to  secure  conditions 
favorable  to  the  pursuit  of  happiness.  They  recognized  the  signifi- 
cance of  man's  spiritual  nature,  of  his  feelings  and  of  his  intellect. 
They  knew  that  only  a  part  of  the  pain,  pleasure  and  satisfaction 
of  life  are  to  be  found  in  material  things.  They  sought  to  protect 
Americans  in  their  beliefs,  their  thoughts,  their  emotions  and  their 
sensations.  They  conferred,  as  against  the  Government,  the  right  to 
be  let  alone — the  most  comprehensive  of  rights  and  the  right  most 
valued  by  civilized  men.  To  protect  that  right,  every  unjustifiable 
intrusion  by  the  Government  upon  the  privacy  of  the  individual, 
whatever  the  means  employed,  must  be  deemed  a  violation  of  the 
Fourth  Amendment.1842 

One  author  interpreted  Justice  Brandeis'  construction  of  the  fourth 
amendment  to  require  that  "all  government  intrusions  on  a  person's 
privacy  at  home,  in  his  papers  and  effects,  and  on  his  free  movement 
would  have  ...  to  be  justified,  with  the  government  forced  to  bear 
the  burden  of  showing  why  a  particular  form  of  interference  was 
reasonable.  Privacy,  though  not  absolute,  would  have  a  high  place 
in  the  hierarchy  of  protected  values."1848 

In  Katz  v.  United  States,18**  the  Court  returned  to  a  more  expan- 
sive view  of  the  fourth  amendment  by  excluding  evidence  obtained  by 
the  use  of  an  electronic  listening  and  recording  device  attached  to 
the  outside  of  a  public  phone  booth.  Abandoning  the  Olmstead 
trespass  doctrine,1845  the  Court  based  its  decision  on  the  sweeping 
proposition  that  "the  Fourth  Amendment  protects  people,  not  places. 
What  a  person  knowingly  exposes  to  the  public,  even  in  his  own 
home  or  office,  is  not  a  subject  of  Fourth  Amendment  protection  .... 
But  what  he  seeks  to  preserve  as  private,  even  in  an  area  accessible 
to  the  public,  may  be  constitutionally  protected."1846  The  fourth 
amendment  applied  in  this  instance,  the  Court  stated,  because  the 
defendants  had  "justifiably  relied"1847  upon  the  privacy  afforded  by 
the  public  phone  booth.  In  his  concurrence,  Justice  Harlan  under- 
stood the  Court's  holding  to  require 

first  that  a  person  have  exhibited  an  actual  (subjective)  expectation 

1842.  277  U.S.  at  478. 

1843.  Beaney,  supra   note  1830,  at  227. 

1844.  389  U.S.  347  (1967). 

1845.  389  U.S.  at  353.  The  Court  refused  to  overrule  Olmstead  expressly,  but  Jus- 
tice Harlan,  concurring,  felt  that  Olmstead,  "which  essentially  rested  on  the  ground 
that  conversations  were  not  subject  to  the  protection  of  the  Fourth  Amendment"  had 
been  overruled.  389  U.S.  at  362  n.#. 

1846.  389  U.S.  at  351-52. 

1847.  389  U.S.  at  353. 
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of  privacy  and,  second,  that  the  expectation  be  one  that  society  is 
prepared  to  recognize  as  "reasonable."  Thus,  a  man's  home  is,  for 
most  purposes,  a  place  where  he  expects  privacy,  but  objects,  activ- 
ities, or  statements  that  he  exposes  to  the  "plain  view"  of  outsiders 
are  not  "protected"  because  no  intention  to  keep  them  to  himself  has 
been  exhibited.  On  the  other  hand,  conversations  in  the  open  would 
not  be  protected  against  being  overheard,  for  the  expectation  of 
privacy  under  the  circumstances  would  be  unreasonable.1848 

While  the  Katz  view  of  the  privacy  concept  underlying  the  fourth 
amendment  goes  only  to  disclosure  and  not  to  autonomy,  and  is 
therefore  not  as  broad  as  the  implications  of  Boyd,  the  decision  sug- 
gests that  the  fourth  amendment — equally  applicable  in  the  non- 
criminal context1849 — gives  rise  to  a  zone  of  privacy  adhering  to  the 
individual,1350  at  times  even  in  situations  outside  the  home.1851  Be- 
cause the  test  turns  on  what  society  deems  a  reasonable  expectation 
of  privacy,  the  individual  of  course  receives  more  protection  within 
his  home  than  without,  in  accordance  with  the  common  law  prior 
to  the  Constitution.1852  But,  while  applicable  in  a  broad  range  of 
contexts,  this  fourth  amendment  right  of  disdosural  privacy  affords 
minimal  protection  because  it  must  yield  in  the  face  of  reasonable 
government  intrusion.  While  the  fourth  amendment  has  been  inter- 
preted to  require  probable  cause  or  a  warrant  for  searches  in  the  crim- 
inal context1853  and  in  administrative  searches  involving  physical  in- 
trusions by  government  agents  into  the  home,1854  it  is  satisfied  in  the 
case   of  questionnaires   if   the   information   sought   is   "reasonably 

1848.  389  U.S.  at  361. 

1849.  See  Camara  v.  Municipal  Court,  387  U.S.  523  (1967);  Frank  v.  Maryland,  359 
U.S.  360,  377  (1959)  (Douglas,  J.,  dissenting). 

1850.  The  notion  of  a  "zone  of  privacy"  outside  the  home  was  apparently  rejected 
in  Paris  Adult  Theatre  I  v.  Slaton,  413  U.S.  49,  66  (1973).  However,  unlike  Katz,  which 
was  a  disclosure  case,  Paris  involved  the  privacy  of  autonomy.  Petitioners  in  Paris  had 
been  enjoined  by  the  Georgia  supreme  court  from  exhibiting  two  allegedly  obscene 
films.  They  argued  that  the  constitutional  doctrine  of  privacy  laid  down  in  Stanley  v. 
Georgia,  394  U.S.  557  (1969),  where  the  Court  held  that  the  possession  of  obscene  ma- 
terials in  the  home  was  beyond  the  reach  of  the  state's  criminal  law  because  the  Con- 
stitution protected  the  right  to  receive  information  and  ideas  and  to  be  generally  free 
from  government  intrusion,  applied  outside  the  home  as  well.  The  Court  rejected  this 
extension  of  Stanley,  holding  that  the  privacy  of  the  home  could  not  be  equated  with 
a  general  zone  of  privacy  that  follows  a  consumer  of  obscene  materials  wherever  he 
goes.  413  U.S.  at  66.  These  cases  indicate  that  certain  aspects  of  privacy  of  autonomy, 
while  protected  inside  the  home,  are  not  necessarily  protected  outside  the  home.  The 
privacy  of  disclosure,  however,  is  oriented  to  the  person,  not  to  the  place,  and  thus 
should  follow  the  individual  wherever  he  may  be.  Thus,  Paris  should  not  be  inter- 
preted as  rejecting  the  zone  of  privacy  notion  with  respect  to  disclosure. 

1851.  See  Katz  v.  United  States,  389  U.S.  347,  351  (1967). 

1852.  See  Barrett,  Personal  Rights,  Property  Rights  and  the  Fourth  Amendment, 
1960  Sup.  Ct.  Rev.  46. 

1853.  See  United  States  v.  United  States  District  Court,  407  U.S.  297,  323  (1972); 
Chimel  v.  California,  395  U.S.  752.  762-64  (1969). 

1854.  See  Camara  v.  Municipal  Court,  387  U.S.  523  (1967). 
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related  to  governmental  purposes  and  functions."1855  Under  this 
test,  census  questionnaires  have  been  sustained,1856  despite  the  wide 
scope  of  census  questions.1857  Moreover,  witnesses  subpoened  by 
grand  juries  cannot  challenge  information  requests  by  alleging  that 
the  grand  jury  lacked  any  reasonable  ground  for  suspecting  any 
criminal  violations,1858  nor  can  they  object  to  questions  on  relevance 
grounds.1859  In  sum,  fourth  amendment  privacy  poses  at  most  a  minor 
barrier  to  government  collection  of  information  from  the  population 
at  large. 

A  line  of  cases  beginning  in  the  1950's  suggests  that  the  first 
amendment  is  a  source  of  a  right  of  disclosural  privacy.1860  Many  of 
these  cases  involved  legislative  investigations  conducted  by  the 
House  Un-American  Activities  Committee,  or  by  similarly  purposed 
state  committees.  The  controversies  arose  when  witnesses  before  the 
committees  refused  to  answer  questions  concerning  the  association 
of  other  individuals  with  the  Communist  Party  on  the  basis  that  the 
first  amendment  barred  the  committee  from  forcing  such  disclo- 
sure.1861 The  Court  concluded  that  "privacy  of  association"  was  a 
necessary  concomitant  to  first  amendment  freedoms,  that  forced  dis- 
closure would  abridge  those  freedoms,  and  that  to  justify  such  an 
abridgement  a  state  must  "convincingly  show  a  substantial  relation 
between  the  information  sought  and  a  subject  of  overriding  and 
compelling  state  interest."1862  Other  related  cases  have  similarly  made 
clear  that,  a  state's  power  to  make  inquiries  about  a  person's  beliefs 
or  associations  is  limited  by  the  first  amendment.1863  In  the  areas  of 
public  employment1864  and  bar  admission1865  in  particular  the  Court 
has  disallowed  broad  sweeping  inquiries  for  purposes  of  determining 

1855.  Olmstead  v.  United  States,  277  U.S.  438,  478  (1928)  (Brandeis,  J.,  dissenting). 

1856.  See  United  States  v.  Rickenbacker,  309  F.2d  462,  463  f2d  Cir.  1962),  cert,  de- 
nied, 371  U.S.  962  (1963). 

1857.  See  text  at  notes  1925-38  infra;  notes  1990-93  infra  and  accompanying  text. 

1858.  Hale  v.  Henkel,  201  U.S.  43  (1906);  Levinson  v.  Attorney  General,  321  F. 
Supp.  984  (ED.  Pa.  1970).  See  generally  United  States  v.  Calandra,  414  U.S.  338  (1974); 
Branzburg  v.  Hayes,  408  U.S.  665  (1972). 

1859.  Blair  v.  United  States,  250  U.S.  273  (1919).  See  also  United  States  v  Girgenti 
197  F^d  218  (3d  Cix.  1952). 

1860.  See,  e.g.,  Barenblatt  v.  United  States,  360  U.S.  109  (1959).  See  also  Shelton  v. 
TuckeT,  364  U.S.  479  (1960);  NAACP  v.  Alabama,  357  U.S.  449  (1958). 

1861.  The  issue  in  these  cases  was  not  whether  the  committees  had  the  inherent 
investigative  power  to  require  answers  but  whether  the  Bill  of  Rights  served  as  a 
limitation  on  the  inherent  investigative  power.  See,  e.g.,  Barenblatt  v.  United  States. 
360  U.S.  109,  114  n.2  (1959);  Uphaus  v.  Wyman,  360  U.S.  72,  75  (1959). 

1862.  Gibson  v.  Florida  Legislative  Investigation  Commn.,  372  U.S.  539,  546  (1962). 

1863.  See,  e.g.,  Baird  v.  State  Bar,  401  U.S.  1,  6  (1971). 

1864.  See,  e.g.,  Keyshian  v.  Board  of  Regents,  385  U.S.  589  (1967);  Elfbrandt  v 
Russell,  384  U.S.  11  (1966);  Shelton  v.  Tucker,  364  U.S.  479  (1960). 

1865.  See,  e.g.,  In  re  Stolar,  401  U.S.  23  (1971);  Baird  v.  State  Bar  of  Arizona  401 
U.S.  1  (1971). 
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fitness  that  discourage  the  exercise  of  first  amendment  rights.  Thus, 
although  these  cases  have  focused  on  the  "chilling  effect"  that  dis- 
closure would  have  on  the  exercise  of  first  amendment  freedoms,1866 
they  clearly  hold  that  the  first  amendment  protects  disclosural  privacy 
interests  and  lend  at  least  some  support  for  the  construction  of  a  right 
of  disclosural  privacy. 

There  are,  however,  two  limitations  on  the  general  rule  that 
governments  cannot  violate  constitutional  rights  when  acquiring  in- 
formation1867 that  may  restrict  an  individual's  ability  to  assert  a  first 
amendment  privacy  right  as  a  defense  to  a  governmental  demand  for 
informaton.  First,  recipients  of  information  requests  generally  are 
unable  to  assert  by  way  of  defense  violations  of  the  constitutional 
rights  of  third  parties,1868  at  least  where  no  injury  in  fact  is  demon- 
strated by  the  recipient.1869  This  bar  on  the  assertion  of  constitu- 
tional jus  tertii  has  many  exceptions,  however,  and  in  recent  years 
it  has  been  honored  mostly  in  the  breach.1870  Thus,  in  NAACP  v. 
Alabama1811  the  NAACP  was  allowed  to  assert  the  first  amendment 
rights  of  its  members  in  response  to  a  state  request  for  its  member- 
ship list.  Similarly,  in  Griswold  v.  Connecticut1872  a  doctor  and  a 
birth  control  official  were  permitted  to  assert  the  privacy  rights  of 
the  recipients  of  contraceptives  as  a  defense  to  criminal  charges  of 
aiding  and  abetting  the  use  of  birth  control  devices.  Second,  as 
pointed  out  in  Eastland  v.  United  States  Servicemen's  Fund1873  the 
speech  and  debate  clause  limits  the  ability  to  raise  constitutional  de- 
fenses in  response  to  requests  for  information  from  members  of  Con- 
gress or  their  aides.  In  Eastland,  the  plaintiff  organization  sought  to 
enjoin  implementation  of  a  congressional  subpoena  duces  tecum  that 
directed  a  bank  to  produce  the  organization's  bank  records  and  alleged 
that  compliance  with  the  subpoena  would  violate  the  organization's 
first  amendment  rights.  Had  the  subpoena  been  issued  directly  to 
the  organization,  it  could  have  resisted  and  tested  the  subpoena  in  a 

1866.  But  see  Gibson  v.  Florida  Legislative  Investigation  Commn.,  372  U.S.  539,  565, 
570  (1963)  (Douglas,  J.,  concurring).  See  also  Beaney,  supra  note  1830. 

1867.  See  Watkins  v.  United  States,  354  U.S.  178,  188  (1957).  See  also  Barenblatt  v. 
United  States,  360  U.S.  109  (1959).  It  is  interesting  to  note  that  the  early  cases,  e.g., 
McGrain  v.  Daugherty,  273  U.S.  135,  173  (1927);  Kilbourn  v.  Thompson,  103  U.S.  168, 
190  (1880),  which  limited  the  scope  of  the  investigative  power  by  inherent  purpose  and 
pertinency  requirements  rather  than  by  the  Bill  of  Rights,  were  motivated  at  least  in 
part  by  a  desire  to  protect  a  citizen's  "private  affairs." 

1868.  See,  e.g.,  Village  of  Belle  Terre  v.  Boraas,  416  U.S.  1,  10-11  (1974)  (Brennan,  J., 
dissenting);  Eisenstadt  v.  Baird,  405  U.S.  438,  443-46  (1972);  Tileston  v.  Ullman,  318 
U.S.  44  (1943)  (per  curiam). 

1869.  See  Note,  Standing  To  Assert  Constitutional  Jus  Tertii,  88  Harv.  L.  Rev.  423, 
428-31  (1974). 

1870.  See  Note,  supra  note  1869,  at  423  n.3  (citing  cases). 

1871.  357  U.S.  449  (1958). 

1872.  381  U.S.  479  (1965). 

1873.  43  U.S.L.W.  4635  (U.S.  May  27,  1975). 
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contempt  proceeding.187*  In  this  context,  however,  the  speech  and 
debate  clause  limited  the  scope  of  the  inquiry  to  whether  the  con- 
gressional act  was  within  the  sphere  of:  legislative  activity.1875  While 
significant,  the  restriction  on  the  assertion  of  constitutional  rights 
resulting  from  the  speech  and  debate  clause  is  of  limited  force:  it 
arises  only  at  the  federal  government  level  when  information  is  re- 
quested of  third  parties  by  members  of  Congress  or  by  congressional 
aides  carrying  out  legislative  tasks.1876 

The  final  three  possible  constitutional  bases  for  a  right  to  pri- 
vacy— the  penumbras  emanating  from  the  first  eight  amendments, 
the  ninth  amendment,  and  the  concept  of  ordered  liberty  guaranteed 
by  the  due  process  clauses  of  the  fifth  and  fourteenth  amendments — 
have  been  explored  collectively  in  a  series  of  cases  dealing  with  the 
privacy  of  autonomy.  In  Griswold  v.  Connecticut,1817  the  Court  struck 
down  statutes  prohibiting  the  prescription  or  use  of  contraceptives 
in  so  far  as  the  statutes  related  to  married  couples.  Six  justices,  in 
three  opinions,  found  an  independent  right  of  privacy,  although  they 
could  not  agree  on  its  source.  Justice  Douglas,  writing  for  the  Court, 
advanced  the  penumbra  theory.1878  He  attempted  to  demonstrate 
that  the  Bill  of  Rights  applies  to  the  states  through  the  due  process 
clause  of  the  fourteenth  amendment  and  protects  the  right  of  marital 
privacy  by  arguing  that  the  specific  guarantees  of  the  first  eight 
amendments  give  rise  to  "peripheral  rights"1879  without  which  the 
specific  rights  would  be  less  secure.  Thus,  he  asserted  that  the  first 
amendment,  whose  penumbra  includes  associational  privacy,  the 
third  amendment,  which  prohibits  quartering  soldiers  in  any  house 
in  time  of  peace  without  the  owners'  consent,  the  fourth  amendment, 
which  protects  against  unreasonable  search  and  seizure,  and  the  fifth 
amendment,  wrhich  protects  the  citizen  against  self-incrimination, 
when  taken  together  give  rise  to  "zones  of  privacy."1880 

Rejecting  the  penumbra  approach,  Justice  Harlan  considered 
the  right  of  privacy  so  fundamental  that  it  was  "implicit  in  the  con- 
cept of  ordered  liberty"  and  hence  protected  by  due  process.1881 
Justice  Harlan  had  previously  advanced  the  fundamental  rights  ap- 

1874.  43  U.S.L.W.  at  4638  n.14,  4641  n.16. 

1875.  43  U.SX.W.  at  4638. 

1876.  The  concurring  opinion  in  Eastland  by  Justices  Marshall,  Brer.nan,  and  Stew- 
art suggested  that  the  plaintiff  organization  could  have  raised  its  constitutional  rights 
by  employing  a  different  procedure  with  different  parties  defendant:  "Our  prior  cases 
arising  under  the  Speech  and  Debate  Clause  indicate  only  that  a  Member  of  Congress 
or  his  aide  may  not  be  called  upon  to  defend  a  subpoena  against  constitutional  ob- 
jection, and  not  that  the  objection  will  not  be  heard  at  all."  43  U.S.L.W.  at  4643. 

1877.  381  U.S.  479  (1965). 

1878.  381  U.S.  at  484. 

1879.  381  U.S.  at  483. 

1880.  381  U.S,  at  484. 

1881.  381  U.S.  at  500. 
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proach  to  privacy  in  Poe  v.  Ullman,1882  where  he  stated  that  "it  is 
not  the  particular  enumeration  of  rights  in  the  first  eight  Amend- 
ments which  spell  out  the  reach  of  Fourteenth  Amendment  due 
process,  but  rather  .  .  .  those  concepts  which  are  considered  to  em- 
brace those  rights  'which  are  . . .  fundamental;  which  belong  ...  to  the 
citizens  of  all  free  governments.'  "1883  This  approach  apparently  was 
also  adopted  by  Justice  Goldberg,  even  though  he  joined  in  the 
Court's  opinion  and  stated  that  he  was  adding  his  own  opinion 
merely  to  "emphasize  the  relevance  of  [the  ninth]  Amendment." 
Justice  Goldberg  argued  that  the  ninth  amendment  "shows  a  belief 
of  the  Constitution's  authors  that  fundamental  rights  exist  that  are 
not  expressly  enumerated  in  the  first  eight  amendments  and  an  in- 
tent that  the  list  of  rights  included  there  not  be  deemed  exhaus- 
tive."1884 One  must  look,  he  stated,  to  the  "  'traditions  and  [collec- 
tive] conscience  of  our  people  to  determine  whether  a  principle  is 
so  rooted  [there]  ...  as  to  be  ranked  as  fundamental.'  "1885  The  right 
of  privacy  in  Justice  Goldberg's  view  was  just  such  a  fundamental 
personal  right,  which  emanated  "from  the  totality  of  the  constitu- 
tional scheme  under  which  we  live."1886 

The  debate  over  the  constitutional  source  of  the  right  of  privacy 
apparently  was  settled  in  Roe  v.  Wade,1681  in  which  the  Court  upheld 
a  woman's  absolute  right  to  have  an  abortion  in  the  first  trimester 
of  pregnancy.  This  holding  struck  down  a  state  statute  making  abor- 
tions illegal  except  where  the  mother's  life  is  endangered.1888  Adopt- 
ing the  fundamental  rights  approach,  the  Court  held  that  the  "right 
of  privacy,  whether  it  be  founded  in  the  Fourteenth  Amendment's 
concept  of  personal  liberty  and  restrictions  upon  state  actions,  as  we 
feel  it  is,  or,  as  the  district  court  determined,  in  the  Ninth  Amend- 
ment's reservation  of  rights  to  the  people,  is  broad  enough  to  en- 

1882.  367  U.S.  497,  539-45  (1961)  (Harlan,  J.,  dissenting). 

1883.  367  U.S.  at  497.  Justice  White,  concurring  in  Griswold,  also  found  justification 
in  the  liberty  guaranteed  by  the  fourteenth  amendment,  but  he  refused  to  recognize 
that  this  liberty  gave  rise  to  an  independent  right  of  privacy.  See  381  U.S.  at  502-07. 
Justices  Black  and  Stewart  dissented  on  the  ground  that  the  fourteenth  amendment 
makes  applicable  to  the  states  no  rights  beyond  those  specifically  incorporated  in  the 
first  ten  amendments.  See  381  U.S.  at  507-31. 

1884.  381  U.S.  at  492. 

1885.  381  U.S.  at  493  (brackets  in  original),  quoting  Snyder  v.  Massachusetts,  291 
U.S.  97,  105  (1934). 

1886.  381  U-S.  at  494,  quoting  Poe  v.  Ullman,  367  U.S.  497,  517  (1961)  (Douglas,  J., 
dissenting). 

1887.  410  U.S.  113  (1973).  See  also  Paris  Adult  Theatre  I  v.  Slaton,  413  U.S.  49,  65 
(1973). 

1888.  The  Court  did,  however,  reverse  the  district  court's  decision  to  the  extent 
that  it  had  held  that  this  right  of  privacy  was  unqualified,  holding  instead  that  the 
state's  interest  in  protecting  the  potentiality  of  human  life  in  the  second  and  third 
trimesters  of  pregnancy  was  sufficiently  strong  to  permit  some  regulation  of  abortion. 
See  410  U.S.  at  154. 
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compass  a  woman's  decision  whether  or  not  to  terminate  her  preg- 
nancy."1889 Because  the  plaintiff  in  Roe  v.  Wade  was  an  unmarried 
woman,1890  the  holding  affirms  that  the  right  of  privacy  attaches  to 
the  individual  and  is  not  restricted  to  the  marital  relationship.  There 
are  at  least  two  reasons  that  may  explain  why  the  Court  settled  on 
the  fundamental  rights  approach.  First,  the  composition  of  the  Court 
had  changed  drastically.  Of  the  five  justices  who  joined  the  majority 
in  Griswold,  only  Justices  Douglas  and  Brennan  remained;  addi- 
tionally, both  Justices  Black  and  Harlan  had  departed.  Second,  the 
Court  could  have  found  the  penumbra  theory  unmanageable  because 
it  opened  up  so  much  uncharted  ground.  The  fundamental  rights 
approach  has  been  a  traditional  one1891  and,  because  of  the  amor- 
phous quality  of  the  "liberty"  concept,  the  approach  is  no  less  open 
to  expansion  than  the  penumbral  argument. 

One  other  Supreme  Court  case,  Stanley  v.  Georgia,1**2  expanded 
the  privacy  concept  to  include  the  right  to  possess  obscene  materials 
in  one's  home.  While  the  Court  ostensibly  based  its  holding  on  the 
first  amendment,  the  decision  drew  in  part  upon  a  "fundamental  .  .  . 
right  to  be  free,  except  in  very  limited  circumstances,  from  unwanted 
governmental  intrusions  into  one's  privacy.  "1893  The  privacy  under- 
pinning in  Stanley  was  clearly  significant,  because  the  case  is  difficult 
to  reconcile  with  other  cases  holding  that  the  first  amendment  does 
not  apply  to  obscenity,1894  and  because  the  right  recognized  in 
Stanley  is  limited  to  the  house,1895  unlike  most  first  amendment 

1889.  410  U.S.  at  153. 

1890.  410  VS.  at  120. 

1891.  As  early  as  Meyer  v.  Nebraska,  262  VS.  390  (1923),  the  Court  recognized  cer- 
tain "fundamental"  rights  that  would  be  protected  despite  their  lack  of  explicit  recog- 
nition in  the  Constitution.  In  subsequent  cases,  the  Court  recognized  as  fundamental 
rights  included  in  the  liberty  clause  of  the  fifth  and  fourteenth  amendments  the  per- 
sonal intimacies  of  the  home,  the  family,  procreation,  motherhood,  marriage,  and  child 
rearing.  Cf.  Eisenstadt  v.  Baird,  405  VS.  438  (1972);  Stanley  v.  Georgia,  394  VS.  557 
(1969);  Loving  v.  Virginia,  388  VS.  1  (1967);  Griswold  v.  Connecticut,  381  VS.  479 
(1965);  Skinner  v.  Oklahoma,  316  VS.  535  (1942);  Pierce  v.  Society  of  Sisters,  268  VS. 
510  (1925).  See  also  Village  of  Belle  Terre  v.  Boraas,  416  VS.  1,  12  (1974)  (Marshall,  J., 
dissenting),  in  which  Justice  Marshall  stated  that  the  right  of  privacy  should  extend 
to  the  selection  of  living  companions:  "The  choice  of  household  companions — of 
whether  a  person's  'intellectual  and  emotional  needs'  are  best  met  by  living  with 
family,  friends,  professional  associates  or  others — involves  deeply  personal  considera- 
tions as  to  the  kind  and  quality  of  intimate  relationships  within  the  home.  That 
decision  surely  falls  within  the  ambit  of  the  right  to  privacy  protected  by  the  Consti- 
tution." 416  VS.  at  16.  If  these  rights  apply  to  the  states  through  the  due  process 
clause  of  the  fourteenth  amendment,  one  may  also  find  a  right  of  privacy  either  in 
that  same  clause  or  in  the  liberty  clause  of  the  fifth  amendment  applying  to  the 
federal  government. 

1892.  394  VS.  557  (1969). 

1893.  394  U.S.  at  564. 

1894.  See,  e.g.,  Paris  Adult  Theatre  I  v.  Slaton,  413  VS.  49,  54  (1973);  Miller  v. 
California,  413  VS.  15,  23-25  (1973);  Kois  v.  Wisconsin,  408  VS.  229,  230  (1972);  Roth  v. 
United  States,  354  VS.  476,  485  (1957). 

1895.  See  394  VS.  at  558. 
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rights.  Moreover,  the  Court  cited  Griswold  in  addition  to  first 
amendment  cases  to  support  the  proposition  that  "the  right  to  re- 
ceive information  and  ideas"  is  "fundamental  to  our  free  society."1898 
In  short,  the  Court  apparently  relied  on  first  amendment  considera- 
tions to  justify  expanding  the  incipient  privacy  right. 

The  contours  of  the  privacy  right  developed  by  these  cases  seem 
extraordinarily  difficult  to  determine,  for  the  activities  it  has  been 
invoked  to  protect  lack  a  clear  interrelationship.  The  Court  often 
speaks  of  privacy  as  if  it  were  a  single  right,  but  it  seems  more 
accurate  to  conceive  of  privacy  as  that  characteristic  common  to 
those  individual  actions  that  the  Court  has  been  willing  to  recognize 
as  fundamental  rights.  Thus,  the  Court  has  stated  that  "only  personal 
rights  that  can  be  deemed  'fundamental'  or  'implicit  in  the  concept  of 
ordered  liberty,'  .  .  .  are  included  in  this  guarantee  of  personal  pri- 
vacy."1897 It  is  clear  that  not  all  fundamental  rights  fall  within  the 
ambit  of  the  privacy  right,  but  an  underpinning  of  strong  privacy 
interests  seems  to  enhance  the  possibility  that  a  particular  right  will 
be  deemed  fundamental.  The  actions  protected  thus  far  in  the  name 
of  privacy  relate  to  the  home,1898  the  family,1899  and  individual  sexu- 
ality.1900 The  Court  seems  to  be  guided  by  its  perception  of  activities 
that  society  views  as  private  and  that  are  thus  not  fit  subjects  for 
government  regulation.1901  But  it  is  not  at  all  clear  what  other  actions 
popularly  considered  private  will  receive  constitutional  protec- 
tion.1902 

The  above-discussed  privacy  cases  involve  autonomy,  not  dis- 
closure. A  right  of  disclosural  privacy,  however,  can  be  derived  from 
the  fundamental  privacy  rights  by  analogy  to  the  first  amendment 
right  of  disclosural  privacy:  Disclosure  of  information  relating  to  an 
individual's  participation  in  particular  activities  may  deter  an  indi- 
vidual from  engaging  in  those  activities.  Where  the  activities  have 
the  status  of  fundamental  rights,  any  such  deterrent  effect  would  be 
an  impermissible  "chill."  But  the  disclosural  privacy  right  derived 

1896.  394  U.S.  at  564. 

1897.  Roe  v.  Wade,  410  U.S.  113,  152  (1973). 

1898.  See  Stanley  v.  Georgia,  394  U.S.  557  (1969).  See  also  Village  of  Belle  Terre  v. 
Boraas,  416  U.S.  1,  12  (1974)  (Marshall,  J.,  dissenting). 

1899.  See  Griswold  v.  Connecticut,  381  U.S.  479  (1965);  State  v.  Elliott,  44  U.S.L.W. 
2044  (N.M.  Ct.  App.  July  9,  1975). 

1900.  See  Eisenstadt  v.  Baird,  405  U.S.  438  (1972);  Population  Servs.  Intl.  v.  Wilson, 
44  U.SX.W.  2033  (S.D.N.Y.  July  2,  1975). 

1901.  See,  e.g..  Roe  v.  Wade,  410  U.£.  113,  174  (1973)  (Rehnquist,  J.,  dissenting). 

1902.  See  generally  Note,  The  Constitutionality  of  Laws  Forbidding  Private  Homo- 
sexual Conduct,  72  Mich.  L.  Rev.  1613  (1974);  Note,  supra  note  1720. 

A  few  state  courts,  interpreting  the  federal  Constitution  have  extended  the  right 
of  privacy  to  other  areas.  See  Davidson  v.  Dill,  180  Colo.  123,  128,  503  PJ2d  157,  161 
(1972);  Eddy  v.  Moore,  5  Wash.  App.  334,  — ,  487  P.2d  211,  217-18  (1971)  (arrest  records); 
City  of  Cannel-by-the-Sea  v.  Young,  2  Cal.  3d  259,  266-68,  466  P.2d  225,  230-32,  85  Cal. 
Rptr.  1,  6-8  (1970)  (financial  disclosures  by  public  officials). 
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from  the  privacy  cases  arguably  should  go  beyond  those  situations  in 
which  a  chilling  effect  can  be  shown.  For  example,  requiring  dis- 
closure of  the  reasons  why  a  woman  decides  to  have  an  abortion  may 
not  deter  the  exercise  of  this  fundamental  right  because  the  conse- 
quences of  having  an  unwanted  child  are  so  enormous.  Nevertheless, 
this  information  seems  so  private  that  the  government  should  not 
in  most  instances  be  able  to  require  its  disclosure.  The  same  high 
regard  for  privacy  that  led  the  Court  to  conclude  that  government 
regulation  of  abortions  is  improper,  at  least  in  the  first  trimester, 
should  mandate  disclosural  privacy  with  regard  to  information  con- 
cerning abortions  in  the  first  trimester.  In  situations  where  the  state's 
regulatory  purposes  are  outweighed  by  a  concern  for  individual 
privacy,  the  state  should  be  unable  to  investigate,  even  for  a  tan- 
gentially  related  purpose  such  as  public  health,  without  showing  a 
very  strong  interest.  Thus,  with  regard  to  information  relating  to 
contraception,  the  bearing  and  rearing  of  children,  private  obscenity, 
and  any  other  activities  recognized  as  fundamental  privacy  rights,  it 
can  be  argued  that  there  is  a  corresponding  fundamental  right  of 
disclosural  privacy,  although  no  case  to  date  has  so  held.1903  While 
the  right  of  disclosural  privacy  derived  in  this  manner  from  funda- 
mental rights  would  not  be  as  broad  as  the  disclosural  privacy  right 
inferred  from  the  fourth  amendment,  its  exceptions  would  be  more 
restricted.  A  state  infringement  of  fundamental  rights  can  only  be 
justified  by  a  compelling  state  interest1904  and  the  infringing  legisla- 
tion "must  be  narrowly  drawn  to  express  only  the  legitimate  state 
interests  at  stake."1905  Thus  it  seems  possible  to  develop  a  right  of 
disclosural  privacy  offering  more  protection  than  the  broad  but  low 
walls  of  the  fourth  amendment. 

1903.  But  cf.  Roe  v.  Ingraham,  480  F.2d  102  (2d  Cir.),  on  remand,  364  F.  Supp.  536 
(SJ3.N.Y.  1973);  Merriken  v.  Cressman,  364  F.  Supp.  913  (E.D.  Pa.  1973). 

The  Supreme  Court  bypassed  an  opportunity  to  discuss  this  issue  in  Roe  v.  Norton, 
43  U.S.L.W.  4874  (U.S.  June  24,  1975),  which  involved  a  challenge  to  a  state  statute 
providing  criminal  sanctions  for  mothers  of  illegitimate  children  receiving  AFDC 
assistance  who  refused  to  divulge  the  name  of  the  putative  father  of  the  child.  A  three- 
judge  district  court  had  upheld  the  statute  against  claims  of  denial  of  due  process  and 
equal  protection  and  invasion  of  right  to  privacy,  and  the  Supreme  Court  granted 
certiorari.  The  Social  Security  Act  was  amended  in  the  interim,  however,  and  the  case 
was  remanded  for  reconsideration  in  light  of  that  development. 

On  the  state  level,  the  New  York  supreme  court,  in  Schulman  v.  New  York  City 
Health  &  Hospitals  Corp.,  70  Misc.  2d  1093,  335  N.Y.S.2d  343  (1972),  vacated  and  re- 
manded, 41  App.  Div.  2d  714,  341  N.Y.S^d  242,  judgment  reinstated,  75  Misc.  2d  150, 
346  N.Y.S.2d  920  (Sup.  Ct.  1973),  revd.,  44  App.  Div.  2d  482,  355  N.Y.S.2d  781  (1974), 
found  that  a  state  law  requiring  disclosure  of  the  name  and  address  of  abortion 
patients  was  void  because  it  violated  the  patient's  constitutional  right  to  privacy.  In 
reversing,  the  Appellate  Division  relied  on  its  finding  that  there  was  "a  sufficient  com- 
pelling state  interest  ...  to  justify  limiting  the  fundamental  right  of  privacy  as- 
serted .  ..."  44  App.  Div.  2d  at  — ,  355  N.Y.S^d  at  785.  See  generally  Note,  supra  note 
1720,  at  770-72. 

1904.  Roe  v.  Wade,  410  U.S.  113,  155  (1973). 

1905.  Roe  v.  Wade,  410  U.S.  113,  155  (1973). 
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It  would  be  somewhat  misleading  to  treat  disclosural  privacy  as  a 
unitary  right,  because  it  is  derived  from  dissimilar  freedoms  of  action 
guaranteed  by  the  first  and  fourth  amendments  and  by  the  due 
process  clauses  of  the  fifth  and  fourteenth  amendments.  One  par- 
ticular distinction  is  that  the  disclosural  privacies  implied  from  the 
fundamental  rights  of  autonomous  privacy  depend  much  more  on  a 
notion  than  disclosure  would  be  offensive  to  societal  norms  than  do 
the  disclosural  privacy  rights  inferred  from  the  first  amendment.  In 
addition,  first  amendment  disclosural  rights  require  the  demonstra- 
tion of  a  chilling  effect  on  the  freedom  of  association  or  speech,  while 
the  other  disclosural  privacy  rights  arguably  exist  independent  of 
any  chilling  effect.  Nevertheless,  the  disclosural  privacy  rights  prob- 
ably have  enough  similarities  to  make  it  convenient  to  speak  of  them 
as  one  class  of  rights. 

One  principal  similarity  among  the  disclosural  privacy  rights  is 
the  standard  the  government  must  meet  to  justify  an  infringement. 
In  all  cases  the  state  must  show  a  compelling  state  interest,1906  a  very 
heavy  burden.  Even  this  standard  has  been  viewed  as  a  balancing 
test,1907  however,  and  it  is  possible  to  argue  that  the  individual's  dis- 
closural privacy  interest  is  not  entitled  to  as  much  weight  as  the 
individual's  interest  in  exercising  the  underlying  first  or  fourth 
amendment  rights  or  privacy  rights  of  autonomy.  The  individual's 
right  to  act  is  arguably  more  important  than  his  right  not  to  disclose 
what  he  does.  For  example,  it  seems  more  important  to  protect  the 
decision  whether  to  bear  a  child  than  to  protect  the  woman's  right 
to  disclose  that  decision. 

The  application  of  this  compelling  state  interest  standard  may 
yield  results  that  are  varying  and  difficult  to  predict.  Because  dis- 
closural privacy  rights  are  derived  from  other  constitutional  rights, 
the  weight  of  each  disclosural  right  may  vary  according  to  the  weight 
of  the  underlying  right.  It  has  been  maintained,  for  example,  that 
the  first  amendment  rights  are  entitled  to  a  special  degree  of  protec- 
tion.1908 On  the  other  side,  the  force  of  the  government's  interest  in 

1906.  Several  state  courts  have  found  a  compelling  state  interest  sufficient  to  over- 
ride the  privacy  righL  See  Atchison,  T.  &  SJ.  Ry.  v.  Lopez,  —  Kan.  — ,  — ,  531  P.2d 
455,  467  (1975)  (state's  interest  in  preventing  employment  discrimination  justified 
release  of  arrest  and  conviction  records  to  state  civil  rights  commission);  Schulman  v. 
New  York  City  Health  &  Hospitals  Corp.,  44  App.  Div.  2d  482,  — ,  355  N.Y.S.2d  782, 
785  (1975)  (state's  interest  in  regulating  abortions  justified  disclosure  of  abor- 
tion patients  name  and  address  to  Board  of  Health).  But  see  Eddy  v.  Moore,  5  Wash. 
App.  334,  — ,  487  P.2d  211,  217-18  (1971)  (state  did  not  show  a  compelling  state  interest 
in  retaining  arrest  records  of  acquitted  persons). 

1907.  Cf.  Note,  Reaffirming  the  Freedom  of  the  Press:  Another  Look  at  Miami 
Herald  Publishing  Co.  v.  Tomillo.  73  Mich.  L.  Rev.  186,  199  (1974);  Note,  Salver  Land 
Co.  v.  Tulare  Lake  Basin  Water  Storage  District:  Opening  the  Floodgates  in  Local 
Special  Government  Elections,  72  Mich.  L.  Rev.  837  (1974). 

1908.  See  New  York  Times  v.  Sullivan,  376  VJS.  254,  269-72  (1964);  West  Virginia 
State  Bd.  of  Educ  v.  Barnctte,  319  VS.  624,  638-42  (1943);  Whitney  v.  California,  274 
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disclosure  may  depend  upon  the  source  of  the  governmental  investi- 
gative power  being  invoked.  For  example,  the  congressional  investi- 
gative power  implied  from  the  impeachment  function  may  present 
a  stronger  governmental  interest  than  the  investigative  power  im- 
plied from  the  legislative  function.  In  an  investigation  under  the 
impeachment  function,  the  integrity  of  the  institutions  of  govern- 
ment are  involved,  while  in  an  investigation  under  the  legislative 
function,  only  the  ability  to  pass  a  specific  piece  of  legislation  is  at 
stake.  Although  the  legislative  investigatory  power  is  important,  it 
is  arguably  less  compelling  than  that  implied  from  the  impeachment 
function. 

Even  if  courts  are  willing  to  recognize  as  extensive  a  disclosural 
privacy  right  as  advocated  above,  there  remains  a  need  for  legislative 
action  if  individuals  are  to  be  protected  adequately  from  intrusive 
government  information  acquisition.  One  reason  is  that  the  balanc- 
ing test  gives  little  guidance  concerning  the  proper  limits  of  govern- 
ment intrusion  into  individual  privacy,  for  the  test  leaves  a  judge 
free  to  apply  his  own  value  judgments  in  assessing  competing  state 
and  individual  interests  in  a  particular  case.  A  second  reason  is  that 
because  the  right  of  disclosural  privacy  draws  its  strength  from 
specific  provisions  of  the  Bill  of  Rights,  it  may  be  difficult  to  expand 
that  right  beyond  matters  relating  to  first  amendment  freedoms, 
sexual  relations,  the  family,  and  the  home.  In  any  case,  greater  detail 
and  flexibility  in  the  protection  of  privacy  interests  can  be  accom- 
plished legislatively.  Moreover,  a  societal  reassessment  of  conflicting 
interests  is  easier  to  implement  when  the  original  balance  is  struck 
legislatively  than  when  the  balance  is  accorded  a  constitutional 
dimension  and  is  thus  not  within  the  legislature's  power  to  change. 

In  addition  to  the  need  for  legislative  control  of  information 
acquisition,  there  is  need  for  legislation  in  the  areas  of  information 
retention  and  dissemination  if  the  individual  privacy  interests  at  stake 
are  to  be  adequately  protected.  The  implications  of  the  privacy  right 
for  these  other  aspects  of  information-handling  are  limited.  In  par- 
ticular, simple  retention  of  such  information  does  not  appear  to 
represent  any  further  infringement  of  the  constitutional  right.  But 
in  many  instances,  on  a  policy  level,  the  government's  desire  to  re- 
tain collected  information  indefinitely  will  not  justify  the  resulting 
injury  to  individual  privacy  interests. 

To  be  sure,  in  some  areas  the  retention  of  information  about  an 
individual  may  continue  to  serve  a  purpose,  at  least  as  long  as  the 
individual  is  alive.  Criminal  conviction  records,  for  example,  are 
used  as  an  important  tool  for  sentencing  after  subsequent  convictions. 

U.S.  357,  373-78  (1927)  (Brandeis,  J.,  concurring);  Abrams  v.  United  States,  250  U.S. 
616,  628-31  (1919)  (Holmes  &  Brandeis,  JJ.,  dissenting).  But  see  Kovacs  v.  CoopeT, 
336  U.S.  77,  90-97  (1949)  (Frankfurter,  J.,  concurring). 
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Even  where  the  purpose  for  which  the  information  was  collected  can 
no  longer  be  served,  the  government  may  nevertheless  legitimately 
desire  to  retain  the  information  in  order  to  avoid  the  burden  of  hav- 
ing to  recollect  it,  should  it  ever  be  needed  again.  The  principal 
problem  encountered  with  record  retention  is  the  possibility  of  dis- 
closure, either  intentional  or  inadvertent,  to  other  persons  or  agen- 
cies of  personal  information  traceable  to  specific  individuals.1909 
This  danger  appeared  so  substantial  to  the  court  in  Menard  v. 
Mitchell1910  that  it  viewed  an  order  to  expunge  FBI  records  con- 
cerning an  illegal  arrest  as  a  proper  means  of  preventing  inadvertent 
disclosure.  The  court  stated  that  "if  appellant  can  show  that  his  ar- 
rest was  not  based  on  probable  cause  it  is  difficult  to  find  consti- 
tutional justification  for  its  memorialization  in  the  FBI's  criminal 
files,"1911  especially  because  dissemination  of  that  information  might 
subject  the  appellant's  reputation  to  substantial  injury.1912 

While  legislation  is  needed,  it  is  arguable  that  the  right  of  dis- 
closural  privacy  protects  against  the  possibility  that  information  may 
be  accidentally  revealed.1913  If  the  government  can  assure  confiden- 
tiality, there  seems  to  be  no  constitutional  requirement  for  disposal 
of  information  validly  acquired.  Moreover,  dissemination  by  the 
collecting  agency  to  other  federal  agencies  of  personally  identifiable 
information  would  be  permissible  where  the  other  agencies  can  show 
a  need  that  is  sufficiently  compelling  to  justify  collecting  the  infor- 
mation from  the  source  itself.  But,  arguably,  the  right  of  disclosural 
privacy  is  violated  unless  each  new  governmental  unit  can  satisfy 
such  a  test  and  unless  the  subject  is  given  timely  notice  of  any  attempt 
at  intra-governmental  transfer:  The  agency  from  which  the  informa- 
tion is  sought  cannot  be  expected  to  assert  satisfactorily  the  subject's 
rights.  For  the  same  reason,  the  collecting  agency  should  have  to 
make  a  new  showing  of  need  sufficient  to  justify  collecting  the  in- 

1909.  See,  cjg.,  A.  Mh-ler,  supra  note  1503.  But  cf.  Databanks,  supra  note  1502. 
Proposals  for  a  national  data  center  have  been  criticized  extensively  because  of  confi- 
dentiality problems.  See,  e.g.,  A.  Miller,  supra;  Note,  Privacy  and  Efficient  Govern- 
ment: Proposals  for  a  National  Data  Center,  82  Harv.  L.  Rev.  400  (1968);  notes 
2100-04  infra  and  accompanying  text. 

1910.  430  F.2d  486  (D.C.  Cir.  1970).  On  remand.  328  F.  Supp.  718  (DJD.C.  1971), 
however,  the  district  court  declined  to  order  expungement  and  instead  enjoined  dis- 
closure of  the  records  to  prospective  employees  other  than  agencies  of  the  government. 
328  F.  Supp.  at  728.  On  appeal  from  this  district  court  refusal  to  expunge,  the  court 
of  appeals  remanded  the  case  with  orders  "to  remove  appellant's  record  from  [the] 
criminal  files."  Menard  v.  Saxbe,  498  F.2d  1017,  1030  (D.C.  Cir.  1974).  See  also 
Tarlton  v.  Saxbe,  507  F.2d  1116  (D.C.  Cir.  1974);  United  States  v.  Mackey,  387  F.  Supp. 
1121  (D.  Nev.  1974). 

1911.  430  F.2d  at  492. 

1912.  On  the  problems  of  confidentiality  in  this  context  see  Symposium,  Computers, 
Data  Banks,  and  Individual  Privacy,  53  Minn.  L.  Rev.  211  (1968);  Comment,  supra 
note  1525. 

1913.  But  cf.  Eddy  v.  Moore,  5  Wash.  App.  — ,  — ,  487  P.2d  211,  218  (1971);  David- 
son v.  Dill,  180  Colo.  123,  128,  503  PJ2d  157,  162  (1972). 
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formation  before  it  can  use  the  information  for  a  new  purpose 
Finally,  it  is  clear  that  dissemination  to  individuals  or  to  private 
organizations  without  the  consent  of  the  person  to  whom  the  in- 
formation pertains1914  is  unwarranted  because  private  parties  can 
never  show  the  required  compelling  state  interest  or  national  gov- 
ernmental purpose.1915 

D.     Federal  Statutory  Protection  for  Privacy  Prior  to 
the  Privacy  Act  of  1974 

Prior  to  the  Privacy  Act  of  1974,  which  is  the  first  congressional 
effort  at  comprehensive  privacy  legislation,  Congress  attempted  to 
reduce  the  damage  to  privacy  caused  by  government  data-handling 
through  specific  acts  dealing  with  specific  types  of  information. 
These  enactments  deal  to  varying  degrees  with  all  five  critical  prob- 
lems of  a  data-gathering  system:  types  of  information  that  can  be  col- 
lected,1916 methods  of  collection,1917  retention,1918  dissemination,1919 

1914.  But  could  an  individual,  in  supplying  the  information  to  the  government  in 
the  first  place,  be  deemed  to  have  consented  to  such  dissemination?  This  is  obviously 
not  the  case  where  the  individual  has  objected  to  governmental  collection  in  the  first 
instance.  But  where  the  individual  merely  provides  the  requested  information  without 
objecting,  the  question  becomes  more  difficult  and  depends  upon  the  circumstances 
surrounding  the  initial  disclosure.  There  is  no  reason  to  suppose  that  the  ordinary 
common-law  consent  doctrine  would  not  apply.  Under  this  doctrine,  consent  may  be 
either  express  or  implied.  Consent  may  be  implied  from  silence  only  where  a  reason- 
able person  would  speak  if  he  objected.  Consent  may  also  be  inferred  from  custom 
or  usage.  Consent  will  be  held  invalid  where  it  is  obtained  under  situations  of  duress, 
where  the  threat  is  direct.  The  privilege  is  limited  to  the  conduct  to  which  the  party 
actually  consents,  or  to  acts  of  a  substantially  similar  nature.  See  W.  Prosser,  supra 
note  1565,  at  101-08.  Yet  one  must  consider  that  a  governmental  request  for  informa- 
tion may  be  inherently  coercive.  This  has  led  Professor  Miller  to  comment  that  "[E]ven 
a  questionnaire  sent  out  undeT  the  imprimatur  of  a  federal  agency  has  an  intimidating 
effect  on  some  people,  a  weakness  that  often  is  played  upon  by  the  agency  in  its 
follow-up  practices."  A.  Miller,  supra  note  1503,  at  186. 

1915.  But  see  Tosh  v.  Buddies  Supermarkets,  Inc.,  482  F.2d  329,  332  (5th  Cir.  1973), 
holding  that  no  right  of  privacy  was  invaded  by  the  release  of  arrest  records  to  nonlaw- 
enforcement  persons  for  other  than  law  enforcement  purposes  when  those  persons 
"present  a  legitimate  need  for  and  interest  in  the  material." 

1916.  See,  e.g.,  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  §  802,  18  U.S.C. 
§§  2511,  2516  (Supp.  I  1971)  (collection  of  information  by  interception  of  oral  and 
wire  communications);  28  U.S.C.  §  534  (1970)  (collection  of  criminal  records  by  the 
federal  government);  44  U.S.C.  §  3505  (1970)  (prohibiting  federal  agencies  from  col- 
lecting information  that  another  agency  has  already  been  authorized  to  obtain);  44 
U.S.C.  §  3506  (1970)  (determination  as  to  the  necessity  of  collection  of  information  by  a 
federal  agency  upon  the  objection  of  a  party  having  a  "substantial  interest");  44  U.S.C. 
§  3509  (1970)  (requiring  federal  agencies  to  submit  comprehensive  plans  for  the  col- 
lection of  information);  44  U.S.CA.  §  3512  (Supp.  Feb.  1975)  (collection  of  information 
by  independent  regulatory  agencies);  44  U.S.C.  §  3511  (1970;  (imposing  penalties  upon 
persons  who  fail  to  furnish  requested  information). 

1917.  See,  e.g.,  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  §  802,  18  U.S.C. 
§§  2511,  2516,  2518  (Supp.  I  1971)  (permitting  the  collection  of  information  by  inter- 
ception of  wire  or  oral  communications  and  outlining  the  authorization  procedure  for 
such  interceptions);  44  U.S.C.  §  3501  (1970)  (requiring  the  minimization  of  the  burden 
placed  on  persons  compelled  to  furnish  information  to  federal  agencies);  44  U.S.C. 
5  3505  (1970)  (prohibiting  multiple  collection  of  information  by  various  agencies). 


ran 


1298  Michigan  Law  Review  [Vol.  73:971 

and  remedies  for  a  party  injured  by  unlawful  dissemination.1920  Four 
major  acts  that  exemplify  the  types  of  privacy  protection  Congress 

1918.  See,  e.g.,  28  U.S.C.  \  534  (1970)  (retention  of  criminal  identification  records); 
Organized  Crime  Control  Art  of  1970  {  1001(a),  18  U.S.C.  J  3578  (1970)  (retention  of 
criminal  conviction  records).  The  statutes  regulating  records-management  by  the  Ad- 
ministrator of  General  Services  are  44  U.S.C.  5  2905  (1970)  (establishing  standards  for 
the  retention  of  records  of  continuing  value);  44  U.S.C.  5  2907  (1970)  (establishing 
records  storage  centers);  44  U.S.C.  §  2909  (1970)  (allowing  the  Administrator  to  autho- 
rize the  retention  of  records).  The  statutes  regulating  records-management  by  federal 
agencies  are  44  U.S.C.  §§  3101-07  (1970).  Regarding  the  disposal  of  records  see  44  U.S.C. 
}§  3301-14  (1970),  especially  section  3310,  providing  for  the  disposal  of  records  consti- 
tuting a  menace  to  health,  life,  or  property  and  section  3314,  providing  that  the  proce- 
dures for  the  disposal  of  records  outlined  in  this  chapter  are  to  be  exclusive. 

1919.  Numerous  federal  statutes  regulate  disclosures  related  to  personal  life.  See, 
eg.,  Fair  Credit  Reporting  Act.  15  U.S.C.  §§  1681-8U  (1970);  18  U.S.C.  §  1905  (1970) 
(disclosure  of  confidential  information  by  government  employees);  38  U.S.C.  5  3301 
(1970)  (VA  records);  Omnibus  Crime  Control  and  Safe  Streets  Art  of  1968  §  802,  18 
U.S.C.  §  2511  (1970)  (general  prohibition  against  disclosure  of  the  contents  of  inter- 
cepted wire  and  oral  communications);  42  U.S.C-A.  §  1306  (1974)  (disclosure  of  infor- 
mation in  the  possession  of  the  Department  of  Health,  Education,  and  Welfare  and 
the  Department  of  Labor);  Comprehensive  Alcohol  Abuse  and  Alcoholism  Prevention, 
Treatment  and  Rehabilitation  Art  of  1970  §  333,  42  U.S.C.  §  4582  (1970)  (prohibiting 
the  disclosure  of  the  names  of  individuals  who  were  the  subjects  of  research  on  alcohol 
abuse);  28  U.S.C.  §  534  (1970)  (disclosure  of  criminal  identification  information);  Orga- 
nized Crime  Control  Act  of  1970  §  1001(a),  18  U.S.C.  §  3578  (1970)  (disclosure  of  crim- 
inal conviction  records);  Postal  Reorganization  Act  5  2,  39  U.S.C.  §  410  (1970)  (disclosure 
of  information  by  the  Post  Office).  Other  statutes  regulate  the  disclosure  of  financial 
and  business  records.  See,  e.g.,  Int.  Rev.  Code  of  1954,  §  6103  (disclosure  of  tax  returns); 
Federal  Trade  Commission  Act  §  6(f),  15  U.S.C.  §  46(f)  (1970)  (disclosure  of  trade 
»ecrets  and  names  of  customers);  7  U.S.C.  §  608(d)  (1970)  (disclosure  of  information 
under  the  Agricultural  Adjustment  Act);  Trust  Indenture  Act  of  1939  §  321,  15  U.S.C. 
§  77uuu  (1970)  (disclosure  of  confidential  information  collected  by  the  SEC).  See  Gov- 
ernment Dossier,  supra  note  1511,  at  26-29.  However,  provisions  allowing  the  discre- 
tionary release  of  data  by  high  ranking  officials  are  common,  thereby  significantly 
lessening  the  assurance  of  limited  access.  See,  e.g.,  13  U.S.C.  §  8(a)  (1970)  (release  of 
census  data  by  Secretary  of  Commerce).  Other  data,  the  disclosure  of  which  is  not 
specifically  restricted  by  statute,  may  be  declared  confidential  and  its  disclosure  limited 
pursuant  to  regulations  promulgated  under  agency  rule-making  powers.  See,  e.g.,  32 
C.F.R.  §§  1608.1-.17  (1974)  (Selective  Service  System  records);  15  CJF.R.  §§  30.90-51 
(1974)  (import-export  data  held  by  the  Census  Bureau). 

Several  statutes  regulate  agency  transfer  of  records.  See,  e.g.,  44  U.S.C.  §  2906  (1970) 
(permitting  the  Administrator  of  General  Services  to  inspect  the  records  of  any  federal 
agency);  44  U.S.C.  §  3507  (1970)  (requiring  agencies  to  cooperate  with  other  agencies 
in  making  information  available  to  each  other);  44  U.S.C.  §  3508  (1970)  (limiting  the 
types  of  information  that  may  be  disclosed  by  federal  agencies). 

1920.  See,  e.g„  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968  5  802,  18  U.S.C. 
5  2520  (1970)  (authorizing  the  recovery  of  civil  damages,  including  punitive  awards,  if 
the  interception  of  a  wire  or  oral  communication  by  a  government  official  was  un- 
authorized); Fair  Credit  Reporting  Act  §§  616,  617,  15  U.S.C.  §§  1681n,  I68I0  (1970). 

Many  of  these  statutes  contain  sanctions  against  the  violating  party.  See,  e.g..  Omni- 
bus Crime  Control  and  Safe  Streets  Act  of  1968  §  802,  18  U.S.C.  §  2511  (1970)  (criminal 
penalties  for  the  violation  of  the  disclosure  provisions  on  the  interception  of  wire  and 
oral  communications);  18  U.S.C.  §  2518  (1970)  (violations  of  the  procedures  specified 
for  the  interception  of  wire  or  oral  communications  can  be  punished  by  contempt  and 
the  suppression  of  evidence  so  obtained);  13  U.S.C.  5  214  (1970)  (penalties  for  wrongful 
disclosure  of  census  data);  Int.  Rev.  Code  of  1954,  §  7213  (penalty  for  unlawful  dis- 
closure of  tax  returns);  44  U.S.C.  §  3508  (1970)  (penalties  for  the  unlawful  disclosure 
of  information  by  federal  agencies). 
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has  employed  are  the  provisions  governing  the  census,1921  the  Omni- 
bus Crime  Control  and  Safe  Streets  Act  of  1968,1922  the  Family  Edu- 
cational Rights  and  Privacy  Act  of  1974,1923  and  the  Fair  Credit 
Reporting  Act.1924  An  analysis  of  these  statutes  reveals  that  the 
piecemeal  approach  to  privacy  protection  has  proved  to  he  largely 
inadequate:  None  of  these  statutes  provides  protection  for  privacy 
interests  at  all  stages  of  the  information-handling  cycle. 

Congress  has  authorized  the  Census  Bureau  to  collect  informa- 
tion about  agriculture,1925  crime  and  delinquent  classes,1926  religious 
bodies,1927  population,  unemployment,  and  housing,1928  and  foreign 
commerce  and  trade.1929  The  authorizing  legislation  does  not  prevent 
the  Bureau  from  obtaining  information  from  any  person  or  source 
it  chooses.  Indeed,  it  specifically  permits  the  Secretary  of  Commerce 
to  request  other  governmental  offices  or  departments  to  provide 
data1930  and  to  contract  with  educational  and  other  research  organi- 
zations for  the  preparation  of  monographs  and  other  reports  and 
materials  of  a  similar  nature.1931  Collection  of  information  by  the 
Bureau  is  facilitated  by  sections  providing  for  the  imposition  of 
criminal  penalties  upon  persons  refusing  to  answer  questions  or  an- 
swering falsely  and  upon  persons  who  fail  to  assist  census  employees 
in  certain  specified  situations.1932  Significantly,  the  authorizing  legis- 
lation has  no  provisions  specifying  the  methods  to  be  used  in  col- 
lecting the  information.1933 

The  statute  allows  the  Bureau  to  use  collected  information  only 
for  statistical  purposes1934  and  prohibits  the  publication  of  data  that 
can  be  identified  with  a  particular  establishment  or  individual  and 
the  examination  of  individual  reports  by  any  nonemployee  of  the 
Bureau.1936  The  statute  does  provide,  however,  that  the  Secretary 
may  disclose  population,  agriculture,  and  housing  information  for 

1921.  13  U.S.C.  §§  1-307  (1970). 

1922.  Pub.  L.  No.  90-351,  82  Stat.  197  (codified  in  scattered  sections  of  5,  15,  18,  28, 
42,  47  U.S.C.). 

1923.  20  U.S.CA.  §  1232g  (Supp.  Feb.  1975). 

1924.  15  U.S.C  §§  1681-8U  (1970). 

1925.  See,  e&.  13  U.S.C.  §  41  (1970)  (cotton  statistics);  13  U.S.C.  5  61  (1970)  (statistics 
on  oilseeds,  nuts,  kernels,  fats,  oils,  and  greases). 

1926.  See,  e&,  13  U.S.C.  §  101  (1970). 

1927.  See,  e.g.,  13  U.S.C.  §  102  (1970). 

1928.  See  13  U.S.C.  §  141  (1970)  (permitting  a  decennial  census). 

1929.  See  13  U.S.C.  §  301  (1970). 

1930.  13  U.S.C.  5  6  (1970). 

1931.  13  ILS.C.  §  13  (1970). 

1932.  See  13  U.S.C.  \\  221-25  (1970). 

1933.  But  see  44  U.S.C.  §§  3501,  3503-05  (1970)  (applying  to  all  federal  agencies). 

1934.  13  VS.C.  §  9  (1970). 

1935.  13  U.S.C.  §  9  (1970),  This  section  does  not,  however,  apply  to  information  ob- 
tained from  public  records. 
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"genealogical  and  other  proper  purposes"  to  anyone  requesting  such 
information,1936  with  the  sole  stipulation  being  that  such  information 
may  not  be  used  "to  the  detriment  of"  people  to  whom  the  infor- 
mation relates.1937  The  sole  remedy  provided  for  wrongful  disclosure 
of  information  is  the  imposition  of  criminal  penalties  upon  the  dis- 
closing employee:1938  no  provision  is  made  for  compensating  the 
party  injured  by  the  disclosure. 

The  Omnibus  Crime  Control  and  Safe  Streets  Act  of  1968,  as 
amended  by  the  Crime  Control  Act  of  1973,1939  includes  numerous 
provisions  regulating  what  information  may  be  collected  and  what 
methods  may  be  used  in  criminal  investigations.1940  The  Act  pro- 
hibits the  use  of  illegally  intercepted  wire  or  oral  communica- 
tions,1941 and  requires  that  law  enforcement  research  and  statistical 
information  identifiable  to  a  particular  person  not  be  used  for  any 
purpose  other  than  that  for  which  it  was  obtained,  that  such  infor- 
mation be  immune  from  legal  process,  and  that  such  information 
not  be  used  as  evidence  or  for  any  other  purpose  in  any  proceeding 
without  the  consent  of  the  person  furnishing  the  information.1942  It 
further  requires  procedures  to  keep  stored  information  current  and 
to  assure  that  the  security  and  privacy  of  the  information  is  protected, 
and  entitles  an  individual  who  believes  that  criminal-history  infor- 
mation concerning  him  contained  in  an  automated  system  is  inaccu- 
rate, incomplete,  or  maintained  in  violation  of  the  Act,  to  review 
and  obtain  a  copy  of  such  information  for  purposes  of  challenge  or 
correction.1943  The  Act  imposes  criminal  fines  on  those  violating  the 
section  on  law  enforcement  research  and  statistical  information,1944 
and  fines  or  imprisonment  on  those  willfully  violating  the  provisions 
on  wire  and  oral  communications.1945  The  Act  also  allows  for  the 
recovery  of  civil  damages  by  a  person  whose  wire  or  oral  communi- 

1936.  13  U.S.C.  $  8(a)  (1970). 

1937.  13  U.S.C.  §  8(c)  (1970).  A  number  of  state  court  decisions  define  "detriment," 
although  no  clear  consensus  emerges  from  these  cases.  See,  e.g.,  Supervisors  of  County 
of  Boone  v.  Village  of  Rainbow  Gardens,  14  111.  2d  504,  153  NXJ2d  16  (1958);  State 
ex  rel.  Pritchard  v.  Board  of  Health,  198  S.2d  490  (La.  Ct.  App.  1967);  State  ex  rel. 
Lytell  v.  Board  of  Health,  153  S.2d  498  (La.  Ct.  App.  1963);  Stahl  v.  Board  of  Fin.,  62 
N.J.  Super.  562,  163  A.2d  396  (1960);  Wilkins  v.  City  of  New  York,  25  Misc.  2d  27,  207 
N.Y.S.2d  11  (Sup.  Ct.  1960);  Edwards  v.  Edwards,  239  S.C.  85,  121  S.E.2d  432  (1961). 

1938.  13  U.S.C.  §   214  (1970). 

1939.  Pub.  L.  No.  93-83,  87  Stat.  197  (codified  in  scattered  sections  of  5,  40,  42 
U.S.C.). 

1940.  See,  eg.,  18  U.S.C.  §§  2510-20  (Supp.  I  1971). 

1941.  18  U.S.C.  §  2511  (1970). 

1942.  42  U.S.C.  §  3771(a)  (Supp.  Ill  1973). 

1943.  42  U.S.C.  §  3771(b)  (Supp.  Ill  1973). 

1944.  42  U.S.C.  §  3771(c)  (Supp.  Ill  1973). 

1945.  18  U.S.C.  j  2511(1)  (1970). 
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cations  are  unlawfully  intercepted,  including  punitive  damages  and 
attorney's  fees.1046 

The  final  two  statutes  limit  information  gathering  by  federally 
regulated  private  and  state  institutions  rather  than  by  the  federal  gov- 
ernment. They  are  nevertheless  germane  to  the  subject  of  limitations 
on  the  federal  government's  power  to  collect  and  keep  personal  data 
because  they  indicate  congressional  concern  for  individual  privacy 
and  include  some  particularly  strong  safeguards. 

The  Family  Educational  Rights  and  Privacy  Act  of  1974  (Edu- 
cation Act),  applicable  to  all  schools  receiving  federal  funds,  deals 
with  the  retention  and  dissemination  of  school-related  information. 
It  provides  that  students  over  the  age  of  eighteen  or  attending  "an 
institution  of  postsecondary  education"  and  parents  of  all  other  stu- 
dents1947 are  to  have  the  "right  to  inspect  and  review  any  and  all 
official  records,  files  and  data  directly  related"  to  the  students  that 
are  "intended  for  school  use  or  to  be  available  to  parties  outside  the 
school  or  school  system."1948  The  Act  further  provides  that  there  shall 
be  an  "opportunity  for  a  hearing  to  challenge  the  content  of  [the] 
.  .  .  school  records,  to  insure  that  the  records  are  not  inaccurate, 
misleading  or  otherwise  in  violation  of  the  privacy  or  other  rights 
of  students  .  .  .  ,"1949  The  Act  prohibits  the  release  of  "personally 
identifiable  records"  without  the  consent  of  a  student  over  eighteen 
or  at  a  post-secondary  educational  institution,  or  of  the  parents  of 
students  under  18  except  under  limited  circumstances.1950  Where 
release  of  information  is  permitted  to  a  third  party,  that  party  may 
not  further  disseminate  the  information  without  the  consent  of  the 
parents  or  the  student.1951  The  Act  also  requires  that  the  parents  or 
students  be  informed  of  the  rights  accorded  them  under  it.1952  Vio- 
lation of  the  provisions  of  the  Act  results  in  the  termination  of  fed- 
eral funding  to  the  violating  institution.1953 

The  purpose  of  the  Fair  Credit  Reporting  Act  (Credit  Act),1954 
which  applies  to  purely  private  organizations,  is  to  ensure  "that  the 

1946.  18  U.S.C.  §  2520  (1970).  The  section  provides  a  complete  defense,  however, 
for  the  good  faith  reliance  on  a  court  order  and  for  actions  taken  in  certain  emergency 
situations. 

1947.  20  U.S.C.A.  §  1232g(d)  (Supp.  Feb.  1975). 

1948.  20  U.S.C.A.  §  1232g(a)(l)  (Supp.  Feb.  1975). 

1949.  20  U.S.C.A.  §  1232g(a)(2)  (Supp.  Feb.  1975). 

1950.  20  U.S.C.A.  §  1232g(b)  (Supp.  Feb.  1975). 

1951.  20  U.S.C.A.  §  1232g(b)(4)(B)  (Supp.  Feb.  1975). 

1952.  20  U.S.C.A.  §  1232g(e)  (Supp.  Feb.  1975). 

1953.  20  U.S.C.A.  §§  1232g(a),  (b),  (c)  (Supp.  Feb.  1975). 

1954.  See  generally  Note,  The  Fair  Credit  Reporting  Act,  56  Minn.  L.  Rev.  819 
(1972);  Comment,  The  Fair  Credit  Reporting  Act:  Are  Business  Credit  Reports  Regu- 
lated?, 1971  Duke  L.J.  1229;  Comment,  The  Impact  of  the  Fair  Credit  Reporting  Act, 
.50  N.C.  L.  Rev.  852  (1972). 

63-619   O  -  76  -  85 


1334 


1302  Michigan  Law  Review  [Vol.  73:971 

consumer  reporting  agencies  adopt  reasonable  procedures  for  meet- 
ing the  needs  of  commerce  for  consumer  credit,  personnel,  insurance, 
and  other  information  in  a  manner  which  is  fair  and  equitable  to 
the  consumer,  with  regard  to  the  confidentiality,  accuracy,  relevancy, 
and  proper  utilization  of  such  information  .  .  .  ,"1965  The  Credit 
Act  does  not  contain  any  provisions  limiting  the  scope  of  informa- 
tion that  may  be  collected.  It  does,  however,  provide  that  the  con- 
sumer must  be  informed  that  a  report  is  being  prepared  about  him, 
and  requires  advance  notice  and  other  special  measures  of  protec- 
tion where  a  report  will  involve  interviews  with  friends  and  others 
concerning  the  subject's  personal  life.1966  The  bulk  of  the  Credit  Act 
relates  to  the  retention  and  dissemination  of  information.  It  requires 
agencies  to  follow  reasonable  procedures  to  assure  the  maximum 
possible  accuracy  of  the  information  they  report,1967  and  like  the 
Education  Act,  grants  the  consumer  the  right  to  learn  what  is  in  his 
file.1968  The  Credit  Act  also  requires  that  obsolete  information  be 
removed  from  consumer  reports1959  and  that  challenged  information 
be  reported  with  a  statement  of  the  consumer's  side  of  the  dispute.19*0 
Section  604  requires  the  consumer's  permission  before  a  credit  re- 
porting bureau  may  furnish  any  person  with  a  credit  report  concern- 
ing him,  except  for  a  few  specified  purposes.1961  Notwithstanding 
this  provision,  however,  certain  information  may  be  provided  to  gov- 
ernmental agencies.1962  An  aggrieved  person  can  recover  actual  dam- 
ages and  attorney  fees  for  negligent  noncompliance  with  the  Act1963 
and  punitive  damages  as  well  for  wrillful  noncompliance.1964  The  Act 
also  imposes  criminal  penalties  on  officers  or  employees  of  a  con- 
sumer reporting  agency  who  knowingly  and  willfully  disclose  infor- 
mation concerning  an  individual  to  a  person  not  authorized  to  re- 
ceive that  information.1965 

All  four  of  these  acts  provide  at  least  some  degree  of  protection 
for  individual  privacy  interests.  However,  none  is  comprehensive.  Of 
the  four,  none  constitutes  a  real  limitation  on  information  acquisi- 
tion: the  Census  provisions  and  Education  Act  place  no  restrictions 
on  acquisition,  the  Crime  Act  prohibits  only  certain  interceptions 
of  oral  and  wire  communications,  and  the  Credit  Act  limits  only 

1955.  Fair  Credit  Reporting  Act  {  602,  15  U.S.C.  §  1681b  (1970). 

1956.  Fair  Credit  Reporting  Act  §  606,  15  U.S.C.  §  1681d  (1970). 

1957.  Fair  Credit  Reporting  Act  }  607(b),  15  U.S.C.  §  1681e(b)  (1970). 

1958.  Fair  Credit  Reporting  Act  $  609,  15  U.S.C.  §  1681g  (1970). 

1959.  Fair  Credit  Reporting  Act  {  605,  15  U.S.C.  §  1681c  (1970). 

1960.  Fair  Credit  Reporting  Act  5  611.  15  U.S.C.  §  168H  (1970). 

1961.  15  VS.C.  J  1681b  (1970). 

1962.  Fair  Credit  Reporting  Act  §  608,  15  U.S.C.  §  1681f  (1970). 

1963.  Fair  Credit  Reporting  Act  {  617,  15  U.S.C.  §  1681o  (1970). 

1964.  Fair  Credit  Reporting  Act  §  616,  15  U.S.C.  §  1681n  (1970). 

1965.  Fair  Credit  Reporting  Act  $  620,  15  VS.C.  J  1681r  (1970). 
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interviews  with  friends  and  others  concerning  the  personal  life  of 
the  subject  of  a  credit  report.  At  the  retention  stage,  all  of  the  acts 
except  the  Census  provisions  have  significant  restraints  on  govern- 
ment information-handling,  including  provisions  for  subject  access 
and  challenge.  In  particular,  the  Crime  and  Credit  Acts  place  affirma- 
tive duties  on  agencies  to  ensure  that  records  are  kept  current.  In  the 
area  of  dissemination,  all  four  of  the  acts  apply:  the  Education  and 
Credit  Acts  severely  limit  disclosure  without  the  consent  of  the  sub- 
ject, the  Crime  Act  allows  most  information  to  be  used  only  for  the 
purpose  for  which  it  was  obtained,  and  the  Census  provisions,  while 
allowing  dissemination  for  proper  purposes,  proscribe  the  use  of 
such  information  to  the  detriment  of  the  subject.  Finally,  by  way  of 
remedies  for  the  injured  party,  the  acts  are  largely  silent.  The  Credit 
Act  apparently  allows  full  recovery  for  negligent  noncompliance  with 
its  provisions,  but  the  Census  and  Education  provisions  have  ne- 
glected the  issue  and  the  Crime  Act  allows  recovery  only  for  un- 
lawful interceptions  of  wire  and  oral  communications.  Taken  to- 
gether, these  acts  demonstrate  that  a  comprehensive  privacy  act  was 
needed  both  to  assure  protection  at  all  stages  of  the  government's 
information-handling  process,  and  to  make  the  various  privacy  pro- 
tections applicable  to  a  much  wider  range  of  information-handling 
settings. 

E.     The  Privacy  Act  of  1974 

The  Privacy  Act  of  1974  (Privacy  Act)1966  attempts  to  protect 
individual  privacy  interests  by  restricting  the  information  practices 
of  federal  agencies.1967  Although  the  Privacy  Act  deals  with  all  stages 

1966.  5  U.S.OA.  §  552a  (Supp.  Feb.  1975).  The  Senate  bill,  S.  3418,  93d  Cong.,  2d 
Sess.  (1974),  differed  in  several  ways  from  the  House  bill,  H.R-  16373,  93d  Cong.,  2d  Sess. 
(1974).  No  conference  report  was  prepared.  For  a  comparison  of  the  Senate  and  House 
versions  and  the  compromises  reached  see  Analysis  of  House  and  Senate  Compromise 
Amendments  to  the  Federal  Privacy  Act,  in  120  Cong.  Rec.  H12,243-46  (daily  ed. 
Dec  18,  1974). 

The  provisions  of  the  Privacy  Act  that  directly  limit  the  acquisition,  retention  and 
dissemination  of  information  and  that  grant  the  rights  of  subject  notice,  access,  and 
challenge  do  not  go  into  effect  until  270  days  following  the  day  of  enactment.  Privacy 
Act  §  8,  5  U.S.OA.  §  552a  (note)  (Supp.  Feb.  1975). 

1967.  The  Privacy  Act  relies  on  the  definition  of  agency  provided  in  section  552(e) 
of  the  FOIA.  Privacy  Act  §  3,  5  U.S.C.A.  §  552(a)(1)  (Supp.  Feb.  1975).  For  a  discussion 
of  that  definition  see  text  at  notes  334-64  supra. 

S.  3418,  93d  Cong.,  2d  Sess.  (1974),  as  originally  proposed,  would  have  regulated  all 
information  systems.  Proponents  of  this  approach  pointed  to  the  proliferation  of 
private  information  systems,  examples  of  invasions  of  privacy  by  nongovernmental 
organizations,  and  the  need  for  a  comprehensive  approach  to  the  problem.  Joint  Hear- 
ings,  supra  note  1641,  at  161  (testimony  of  H.  Eastman,  representing  the  ACLU).  See 
also  id.  at  242  (statement  of  D.  McGraw,  Assistant  Commissioner  of  Administration. 
Minnesota).  However,  other  witnesses  argued  that  the  first  privacy  legislation  should 
be  limited  to  regulating  the  information  systems  of  the  federal  government.  For  ex- 
ample the  National  Retail  Merchants  Association  thought  the  "rules  to  personal  privacy 
created  by  governmental,  as  compared  to  private  personal  data  systems"  were  sufficient 
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of  the  information-handling  process,  it  primarily  addresses  the  prob- 
lems of  subject  access  and  dissemination.  The  Privacy  Act  requires 
publication  of  the  existence  and  characteristics  of  all  personal  informa- 
tion systems  kept  by  every  federal  agency,1968  permits  individuals1939 
to  have  access  to  records  containing  personal  information  about 
them,1970  and  requires  the  subject's  consent  to  nonroutine  transfers 
of  such  information.1971  The  Privacy  Act  also  imposes  criminal  pen- 
alties1972 and  provides  for  civil  remedies.1978  As  a  whole,  the  Act 
adopts  a  broad  formulation  of  the  right  of  privacy,  which  protects 
the  individual's  interest  in  controlling  the  dissemination  of  the  de- 
tails of  his  identity. 

In  the  hearings  on  the  Privacy  Act,  many  agencies  argued  that 
the  adoption  of  a  broad  privacy  concept  would  prevent  proper 
agency  administration1974  and  prove  unduly  expensive.1976  Privacy 
advocates  questioned  these  assertions  in  some  instances,1976  but  urged 

to  warrant  different  legislation.  Id.  at  629.  Professor  Westin  warned  that  a  national 
registry  of  all  data  banks,  including  political,  racial,  religious,  and  ideological  groups, 
might  threaten  first  amendment  rights.  Id.  at  71. 

It  seems  wise  that  Congress  limited  the  Privacy  Act's  coverage  to  federal  agencies. 
The  coalition  of  business,  agencies,  and  state  governments  opposing  extension  of  the 
Act  could  have  defeated  any  broad  privacy  bill,  crippled  it,  or  delayed  its  passage 
for  a  long  time.  An  act  regulating  federal  information  systems  allows  private  organiza- 
tions to  regulate  themselves  voluntarily.  It  also  provides  a  precedent  for  later  privacy 
legislation,  if  needed. 

1968.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(e)(4)  (Supp.  Feb.  1975).  set  out  in  note  2052 
infra. 

1969.  The  Act  defines  "individual"  as  a  "citizen  of  the  United  States  or  an  alien 
lawfully  admitted  for  permanent  residence."  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(a)(2) 
(Supp.  Feb.  1975).  It  was  argued  in  the  hearings  that  privacy  is  an  individual  right 
and  that  corporate  and  individual  interests  should  be  protected  in  separate  legislation. 
See  Access  to  Records,  Hearings  on  HJi.  12206  Before  a  Subcomm.  of  the  House  Comm. 
on  Government  Operations,  93d  Cong.,  2d  Sess.  180  (statement  of  T.  McFee,  Deputy 
Assistant  Secretary  for  Management  Planning  of  Technology,  HEW),  207  (statement  of 
Representative  Abzug)  (1974)  [hereinafter  Hearings  on  Access].  But  see  id.  at  207  (state- 
ment of  Representative  Koch). 

1970.  See  text  at  notes  2055-69  infra. 

1971.  See  text  at  notes  2107-23  infra. 

1972.  See  text  at  notes  2154-56  infra. 

1973.  See  text  at  notes  2129-53  infra. 

1974.  For  example,  the  spokesperson  for  the  VA  testified,  "It  is  considered  appro- 
priate to  observe  that  the  provisions  of  the  bill  could  materially  interfere  with  the 
agency's  performance  of  its  mission  in  ways  other  than  increased  administrative  work 
load."  Hearings  on  Records,  supra  note  1517,  at  131.  See  also  id.  at  89  (statement  of 
H.  Peterson,  Assistant  Attorney  General,  Criminal  Division,  Department  of  Justice), 
109  (statement  of  D.  Cooke,  Deputy  Assistant  Secretary  of  Defense). 

1975.  See  id.  at  62  (Civil  Service  Commission),  89  (Justice  Department),  109  (Defense 
Department),  132  (VA). 

1976.  The  General  Services  Administration  permits  individual  access  to  records  and 
the  Deputy  Assistant  Secretary  testified  that  the  provision  was  not  an  undue  burden  on 
administration.  Id.  at  129.  Moreover,  experience  with  the  access  requirements  of  the 
Fair  Credit  Reporting  Act,  15  U.S.C.  §§  1681-81 1  (1970),  has  shown  that  credit  agencies 
have  not  been  overburdened  by  requests  for  access.  Hearings  on  Access,  supra  note 
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that  in  any  case  the  nation  should  accept  any  unavoidable  costs  of 
ensuring  privacy.1077  The  final  bill  thus  represented  a  compromise 
between  these  interests.1978  In  several  respects,  however,  the  com- 
promises made  to  secure  passage  of  the  Act  unwisely  diluted  privacy 
protection.  First,  the  Act  fails  to  establish  an  adequate  standard  for 
restricting  data  acquisition.1979  Second,  it  almost  completely  ignores 
the  need  to  regulate  methods  of  data-gathering.1980  Third,  although 
the  Act  provides  significant  protection  during  the  retention  stage,1981 
in  several  respects  it  severely  restricts  the  right  of  subject  access.1982 
Fourth,  agencies  can  too  easily  evade  the  general  requirement  that  an 
agency  disseminate  information  about  an  individual  only  with  his 
consent.1983  Fifth,  the  provision  establishing  a  civil  cause  of  action 
for  those  injured  by  violations  of  the  Act  is  ambiguous  and  could 
be  interpreted  to  limit  severely  the  instances  in  which  this  remedy 
is  available.1984  Sixth,  the  exemptions  to  the  Privacy  Act  could  be 
drawn  more  narrowly  without  interfering  with  important  govern- 
ment functions.1985  Finally  the  provisions  integrating  the  Privacy 
Act  with  the  FOIA  are  ambiguous  and  could  result  in  startling 
amendments  to  the  FOIA.1986  This  section  examines  the  deficiencies 
and  interpretative  difficulties  in  the  provisions  of  the  Privacy  Act 
relating  to  each  of  these  problem  areas. 

1.    Acquisition 

The  Privacy  Act  authorizes  each  agency  to  collect1987  "only  such  in- 
formation about  an  individual  as  is  relevant  and  necessary  to  accom- 
plish a  purpose  of  the  agency  required  to  be  accomplished  by  statute 
or  by  executive  order  of  the  President."1988  The  "relevant  and  neces- 
sary" standard,1989  however,  does  little  to  limit  government  collection 

1969,  at  264-65  (testimony  of  S.  Feldman,  Assistant  Director  for  Special  Statutes,  Bureau 
of  Consumer  Protection). 

1977.  See  120  Cong.  Rec.  H2462  (daily  ed.  April  2,  1974).  The  Office  of  Management 
and  Budget  was  unable  to  provide  an  accurate  cost  estimate  of  the  administration  of 
the  Privacy  Act.  S.  Rep.  No.  93-1183,  93d  Cong.,  2d  Sess.  85  (1974). 

1978.  See  11  Weekly  Comp.  of  Pres.  Docs.  7  (Jan.  1,  1975). 

1979.  See  text  at  notes  1987-2019  infra. 

1980.  See  text  at  notes  2020-51  infra. 

1981.  See  text  at  notes  2052-54  infra. 

1982.  See  text  at  notes  2055-88  infra. 

1983.  See  text  at  notes  2107-23  infra. 

1984.  See  text  at  notes  2129-38  infra. 

1985.  See  text  at  notes  2163-95  infra. 

1986.  See  text  at  notes  2196-211  infra. 

1987.  The  actual  word  used  by  the  Privacy  Act  is  "maintain,"  defined  as  including 
"maintain,  collect,  use,  or  disseminate."  Privacy  Act  §  3,  5  U.S.C.A-  §  552a(a)(3)  (Supp. 
Feb.  1975). 

1988.  Privacy  Act  §  3,  5  VS.CA.  §  552a(e)(l)  (Supp.  Feb.  1975). 

1989.  Some  members  of  Congress  had  opposed  any  limits  on  acquisition  because 
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of  data,  as  evidenced  by  questionnaires  propounded  in  recent  years 
by  agencies  that  have  long  operated  under  similar  standards.  For 
example,  Bureau  of  the  Census  guidelines  for  census  questions  in- 
clude both  relevance  and  need  requirements.1990  Nevertheless,  the 
list  of  questions  proposed  for  the  decennial  census  of  1970,  which 
engendered  considerable  controversy,  included  questions  on  religious 
affiliation,  social  security  numbers,  physical  and  mental  handicaps, 
registration  and  voting  records,1991  smoking,  moonlighting,  union 
membership,  and  household  pets.1992  It  also  included  questions  on 
rent  paid,  value  of  houses  owned,  earnings,  airconditioning,  plumb- 
ing facilities,  number  of  divorces,  and  the  number  of  babies  women 
had  had.1903  A  much-criticized  federal  questionnaire,  the  Longitu- 
dinal Retirement  History  Survey1994  issued  under  the  aegis  of  the 
Census  Bureau  at  the  request  of  the  Department  of  Health,  Educa- 

they  doubted  that  a  standard  could  be  found  that  would  give  individuals  some  pro- 
tection without  also  preventing  agencies  from  carrying  out  their  functions.  Cf.  Hearings 
on  Access,  supra  note  1969,  at  97  (statement  of  Representative  Koch).  They  also  thought 
that  such  a  restriction  was  not  necessary  because  a  right  of  subject  access  could  be  used 
to  discover  and  expose  to  Congress  any  agency  excesses.  Id.  These  arguments,  however, 
fail  to  recognize  that  mere  collection  of  data  may  produce  psychological  harm,  see  text 
at  notes  1536-40  supra,  or  a  "chilling  effect"  on  the  exercise  of  first  amendment  rights. 
See  text  at  notes  1541-49  supra;  Hearings  on  Access,  supra,  at  119-34.  Moreover,  reliance 
on  congressional  oversight  is  unrealistic.  First,  an  individual  may  be  unwilling  to 
disclose  to  his  elected  representatives  activities  that  might  be  considered  un-American 
or  unnatural.  Second,  it  may  be  difficult  to  gain  the  attention  of  Congress,  and,  third, 
even  if  the  individual  is  heard,  Congress  may  not  take  any  remedial  action.  See  also 
Staff  of  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the 
Judiciary,  93d  Cong.,  1st  Sess.,  Report  on  Military  Surveillance  of  Civilian  Politics 
7  (Comm.  Print  1973)  [hereinafter  Military  Surveillance  of  Civilian  Politics].  Fi- 
nally, congressional  oversight  is  necessarily  an  ad  hoc  approach.  A  general  standard 
allows  resolution  of  many  problems  before  they  arise. 

At  the  hearings  on  the  Privacy  Act,  witnesses  proposed  a  variety  of  alternatives  to 
the  relevant  and  necessary  standard  for  limiting  government-information  acquisition. 
At  one  extreme,  the  director  of  the  ACLU  argued  that  there  are  some  questions  that 
cannot  be  justi6ed  on  the  basis  of  government  need.  Hearings  on  the  Census,  supra 
note  1509,  at  270-78.  At  the  other  extreme,  the  standard  of  "relevant  to  a  valid  govern- 
mental function"  was  suggested.  Id.  at  106  (testimony  of  A.  Miller,  National  Law 
Center,  George  Washington  University).  Intermediate  suggestions  included  "a  dearfly] 
demonstrated  need  for  the  data,"  id.  at  186  (testimony  of  A.  Miller,  Professor,  Univer- 
sity of  Michigan  Law  School),  and  "reasonably  necessary  to  a  governmental  purpose 
or  for  significant  public  information."  Id.  at  225  (letter  from  C.  Fried,  Professor, 
Harvard  Law  School). 

1990.  Hearings  on  the  Census,  supra  note  1509,  at  238. 

1991.  Summary  and  Conclusions,  supra  note  1515,  at  12. 

1992.  A.  Miller,  supra  note  1503,  at  135. 

1993.  Hearings  on  the  Census,  supra  note  1509,  at  153.  After  congressional  hearings, 
the  Bureau  of  the  Census  omitted  the  questions  in  the  first  list  but  not  those  in  the 
second.  Id.  passim.  Cf.  Hearings  on  the  1970  Census  Questions  Before  the  Subcomm. 
on  the  Census  and  Statistics  of  the  House  Comm.  on  the  Post  Office  and  Civil  Service, 
89th  Cong.,  2d  Sess.  (1966)  [hereinafter  Hearings  on  the  1970  Census  Questions]. 

1994.  The  questionnaire  is  reprinted  in  Hearings  on  the  Census,  supra  note  1509, 
at  883-924. 
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tion,  and  Welfare,1995  asked  questions  such  as:  "taking  things  alto- 
gether, would  you  say  you  are  very  happy,  pretty  happy,  or  not  too 
happy  these  days,"1996  "do  you  have  any  artificial  dentures,"1997  "what 
were  you  doing  most  of  last  week,"1998  "do  you  or  your  spouse  see 
or  telephone  your  parents  as  often  as  once  a  week,"1999  "what  is  the 
total  number  of  gifts  that  you  give  to  individuals  per  year."2000  These 
questions  were  defended  as  relevant  and  necessary  for  legitimate 
governmental  purposes.2001  Similarly,  agencies  have  defended  a  real 
estate  survey  asking  for  details  about  recent  property  acquisitions, 
including  character  of  the  property,  price  paid,  method  of  payment, 
and  amount  of  mortgage,2002  and  a  Department  of  Defense  question- 
naire, distributed  to  retired  members  of  the  military  reserve,  asking 
not  only  how  much  the  veteran  earned  in  the  previous  year  but  also 
how  much  other  members  of  the  family  earned.2003 

As  demonstrated  by  the  foregoing  examples  of  government  in- 
formation demands,  the  elasticity  of  the  "relevance"  concept  and  the 
large  number  of  conceivable  governmental  "needs"  make  them  un- 
satisfactory standards  for  limiting  acquistition.  A  more  flexible  bal- 
ancing approach  would  seem  more  desirable  because  of  its  ability 
to  reconcile  the  conflicting  interests  on  a  case-by-case  basis.  Such  a 
balancing  test  should  forbid  the  collection  of  information  about  any 
individual  unless  the  collector-agency  can  show  a  clearly  demonstra- 
ble need  that  outweighs  the  individual  privacy  interests  and  should 
require  consideration  of  at  least  the  following  factors:  First,  consid- 
eration should  be  given  to  the  sensitivity  of  the  information  sought. 
Information  entitled  to  constitutional2004  or  common-law2005  protec- 

1995.  Id.  at  883. 

1996.  Id.  at  897  (question  55). 

1997.  Id.  at  901  (question  64b). 

1998.  Id.  at  884  (question  1). 

1999.  Id.  at  904  (question  75a). 

2000.  Id.  at  907  (question  99a). 

2001.  See  id.  at  233-68  (testimony  of  W.  Chartener,  Assistant  Secretary  of  Commerce 
for  Economic  Affairs). 

2002.  Reprinted  in  id.  at  12-13. 

2003.  Reprinted  in  id.  at  37-53. 

Congressional  hearings  on  federal  questionnaires  suggested  that  some  questions 
had  been  included  upon  request  by  private  organizations,  id.  at  188  (testimony  of 
A.  Miller,  Professor,  University  of  Michigan  Law  School),  some  were  unnecessary 
because  the  information  was  already  available,  id.  at  33,  and  some  were  included  for 
no  apparent  reason.  Id.  at  57  (statement  of  Senator  Ervin).  Federal  employees  have 
probably  been  subjected  to  the  most  offensive  information  demands.  They  have  been 
asked  to  disclose  such  personal  matters  as  race,  religion  and  national  origin,  political, 
social,  and  sexual  activities,  family  assets,  and  personal  feelings  about  religion,  family, 
and  sex.  S.  Rep.  No.  90-534,  90th  Cong.,  1st  Sess.  7  (1967). 

2004.  See  text  at  notes  1789-915  supra. 

2005.  See  text  at  notes  1562-625  supra. 
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tion  would  be  the  most  sensitive,  followed  by  information  generally 
regarded  as  private  and  hence  not  commonly  divulged.  Under  this 
test,  for  example,  an  agency  would  have  to  demonstrate  a  greater 
need  in  order  to  justify  acquisition  of  information  concerning  an 
individual's  political  affiliation,  which  is  constitutionally  pro- 
tected,2006 than  it  would  to  justify  collection  of  an  individual's  name, 
age,  and  sex.  Second,  consideration  should  be  given  to  the  importance 
of  the  purpose  for  which  the  information  is  sought  and  the  logical 
nexus  between  the  information  and  that 'purpose.  The  IRS,  for 
example,  has  a  greater  need  for  financial  information  than  does  the 
Bureau  of  Census;  the  Department  of  Defense  has  a  greater  need  to 
inquire  into  the  general  personal  background  of  a  person  being  con- 
sidered for  certain  sensitive  positions  than  the  Postal  Service  does 
to  make  broad-ranging  inquiries  prior  to  promotion  of  its  employees. 
Similarly,  the  agency  need  for  information  from  government  benefit 
recipients  and  government  employees  is  greater  than  the  need  for 
information  from  those  merely  being  surveyed.  Third,  consideration 
should  be  given  to  the  form  in  which  the  information  is  to  be  stored. 
If  the  information  will  not  be  kept  in  individually  identifiable  files 
there  is  little  potential  for  harm  and  a  lesser  demonstration  of  need 
should  suffice.2007  Finally,  consideration  should  be  given  to  the  in- 
tended length  of  retention  and  breadth  of  dissemination.  As  each 
increases,  so  does  the  danger  of  misuse. 

The  Privacy  Act  does  subject  government  acquisition  of  informa- 
tion to  strict  requirements  in  one  significant  area.  It  provides  in  sub- 
section (e)(7)  that  no  agency  shall  collect  information  "describing 
how  any  individual  exercises  rights  guaranteed  by  the  First  Amend- 
ment unless  expressly  authorized  by  statute  or  by  the  individual 
about  whom  [a]  record  is  maintained  or  unless  pertinent  to  and 
within  the  scope  of  an  authorized  law  enforcement  activity."2008  The 
provision,  presumably  a  reaction  to  military  and  CIA  surveillance 
of  civilians,2009  wras  designed  to  protect  the  preferred  status  of  the 

2006.  See  text  at  notes  1860-63  supra. 

2007.  Even  where  information  is  not  stored  in  individually  identifiable  files  there 
is  reason  to  require  a  showing  of  need  before  data  collection  because  of  the  potential 
psychological  harm  and  chilling  effect  on  the  exercise  of  rights.  See  text  at  notes 
1536-49  supra. 

2008.  Privacy  Act  J  3,  5  Ui.CA  §  552a(e)(7)  (Supp.  Feb.  1975). 

2009.  Congressional  hearings  conducted  in  1974  revealed  that  military  surveillance 
of  civilian  activities  had  originated  in  World  War  I  and  had  been  going  on,  in  vary- 
ing degrees  of  intensity,  ever  since.  In  the  wake  of  the  riots  in  urban  areas  and  on 
college  campuses  in  the  1960's,  the  Army  expanded  its  intelligence  system  so  that  by 
1970  it  was  monitoring  virtually  all  political  protest  in  America.  It  was  estimated  that 
the  Army  had  files  on  over  100,000  civilians  unaffiliated  with  the  Armed  Forces.  Staff 

OF  THE  SUBCOMM.   ON   CONSTITUTIONAL  RIGHTS  OF  THE  SENATE  COMM.   ON   THE  JUDICIARY, 

92d  Cong.,  2d  Sess.,  Army  Surveillance  of  Civilians:  A  Documentary  Analysis  76 
(Comm.  Print  1974)  [hereinafter  Army  Surveillance  of  Chilians].  The  collection 
plans  promulgated  were  broad  and  vague,  resulting  in  the  gathering  of  much  irrele- 
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first  amendment.2010  It  goes  further  than  the  Constitution,  however, 
by  not  requiring  the  demonstration  of  a  "chilling  effect."2011  Yet  in 
two  respects  the  provision  is  deficient.  First,  the  provision  should 
give  similar  protection  to  the  other,  equally  critical  facets  of  the 
right  of  disclosural  privacy,  such  as  information  relating  to  sexual 
attitudes  and  conduct  and  to  personal  activities  with  those  related 
by  blood  or  marriage.2012  Second,  the  exception  to  the  provision  al- 
lowing collection  of  information  with  individual  consent  fails  to 
recognize  the  fact  that  in  many  contexts  information  requests  are 
coercive.  The  Senate  report  on  the  rights  of  federal  employees  found 
that  in  the  federal  service  and  similar  organizational  situations  an 
employer  information  request  is  equivalent  to  a  command.2013  Gov- 
ernment benefit  recipients  are  similarly  situated.  To  ensure  full 
protection  for  the  underlying  constitutional  rights  in  these  situations, 
the  provision  instead  should  have  required  a  knowing  and  intel- 
ligent consent.2014 

Subsection  (e)(3)  of  the  Privacy  Act  requires  each  agency  collect- 
ing information  to  "inform  each  individual  whom  it  asks  to  supply 
information  [of]  .  .  .  (A)  the  authority  .  .  .  which  authorizes  the 
solicitation  of  the  information  and  whether  disclosure  is  mandatory 
or  voluntary;  (B)  the  principal  purpose  or  purposes  for  which  the 
information  is  intended  to  be  used;  (C)  [the  uses  that  can  be  made 
of  the  information  without  his  consent];  and  (D)  the  effects  on  him, 
if  any,  of  not  providing  all  or  any  part  of  the  requested  information." 
The  apparent  purpose  of  this  requirement  is  to  provide  the  indi- 
vidual with  sufficient  information  to  make  an  intelligent  decision 
whether  to  surrender  information  or  to  challenge  the  information 

vant,  incorrect,  ambiguous,  and  useless  information.  Military  Surveillance  of  Civil- 
ian Politics,  supra  note  1989,  at  6.  Information  was  collected  about  financial  affairs, 
sex  lives,  and  psychiatric  histories,  often  by  covert  means.  Army  Surveillance  of  Ci- 
vilians, supra,  at  96. 

The  investigating  Senate  subcommittee  rejected  arguments  that  the  monitoring 
was  reasonably  related  to  the  duty  of  the  Army  to  protect  against  a  possible  re-occur- 
rence of  civil  disorders,  and  found  that  "there  is  no  question  that  military  surveillance 
of  civilian  political  activity  is  illegal,  at  least  in  the  sense  that  it  was  not  authorized 
by  law.  .  .  .  [T]he  subcommittee  cannot  imply  the  need  for  such  domestic  operations 
from  the  military's  limited  domestic  mission."  Military  Surveillance  of  Civilian 
Politics,  supra,  at  7.  The  report  also  concluded  that  the  military's  activities  were  in 
violation  of  the  first  amendment.  Id.  at  9. 

2010.  S.  Rep.  No.  93-1183,  supra  note  1977,  at  56. 

2011.  See  text  at  note  1866  supra. 

2012.  See  text  at  notes  1898-900  supra. 

2013.  S.  Rep.  No.  90-534,  supra  note  2003,  at  5. 

2014.  If  the  right  to  privacy  were  acknowledged  as  a  constitutional  one,  it  is  argu- 
able that  a  knowing  and  intelligent  waiver  would  be  mandated  by  the  Constitution. 
Cf.  Johnson  v.  ZeTbst,  304  U.S.  458,  464  (1938).  Because  the  Supreme  Court  has  modi- 
fied this  standard  with  respect  to  some  rights,  see,  e.g.,  Schneckloth  v.  Bustamonte, 
412  VJS.  218,  235  (1973),  it  is  preferable  that  the  statute  incorporate  the  stricter  stan- 
dard. 
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request.  Such  knowledge  is  likely  to  increase  participation  in  data- 
gathering,  enhance  the  reliability  of  information  provided,  reduce 
public  resentment  and  suspicion  of  government  practices,  and  en- 
courage the  public  to  comment  on  agency  policy.2015  However,  three 
additions  to  subsection  (e)(3)  would  aid  in  more  fully  achieving 
these  goals  and  would  make  the  provision  more  consistent  with  the 
Act's  broad  concept  of  the  privacy  right. 

Principally,  when  the  person  from  whom  the  information  is 
sought  will  be  the  subject  of  the  file,  the  collecting  agency  should 
explain  to  that  individual  his  right  to  challenge  collection  and  the 
procedure  for  challenge,  and  his  rights  of  access  to  the  file  for  the 
purpose  of  ensuring  its  accuracy.2016  Additionally,  before  an  agency 
collects  information  about  a  data  subject  from  third  persons,  the 
agency  should  be  required  to  reveal  to  the  subject  the  names  of  such 
third  persons  and  the  type  of  information  to  be  sought  from  them, 
except  in  situations  where  the  agency  is  justified  in  keeping  the  ex- 
istence of  the  investigation  secret  from  the  data  subject.  When  in- 
formation is  collected  from  third  persons,  the  subject's  right  of  access 
to  the  file  is  an  inadequate  privacy  protection2017  because  without 
notice  the  subject  will  in  most  instances  have  little  reason  to  suspect 
that  the  file  exists.  To  be  sure,  information  known  to  others  is  not 
protected  by  the  common-law  concept  of  privacy.2018  But  the  statute's 
protection  should  extend  to  this  aspect  of  data  acquisition  because 
people  are  more  inclined  to  respond  to  government  requests  for  in- 
formation than  individual  requests,2019  and  because  the  government, 
by  virtue  of  its  size  and  resources,  has  a  greater  capacity  to  disseminate 
information  about  an  individual  than  has  any  private  person. 

A  further  problem  with  subsection  (e)(3)  is  that  its  notice  provi- 
sions apply  only  when  an  agency  collects  information  by  asking  the  in- 
dividual directly.  Because  the  Privacy  Act  imposes  almost  no  limita- 
tions on  the  methods  an  agency  can  use  to  gather  information,  an 
agency  could  in  some  circumvent  notice  requirements  by  gathering 
data  from  third  parties  or  by  utilizing  covert  procedures.  One  solu- 
tion to  this  problem  would  be  to  require  notice  to  the  data  subject 
unless  notice  would  frustrate  legitimate  programs  of  covert  surveil- 
lance. A  better  solution,  discussed  below,  is  to  limit  agency  use  of 
nondirect  methods  of  data  collection. 

2015.  See  Joint  Hearings,  supra  note  1641,  at  2304-07  (report  prepared  by  A.  Bell 
for  the  Committee  on  Rulemaking  and  Public  Information  of  the  Administrative 
Conference  of  the  United  States). 

2016.  The  rights  of  subject  access  and  challenge  are  discussed  in  the  text  at  notes 
2055-98  infra. 

2017.  See  text  at  notes  2049-51  infra. 

2018.  See  text  at  notes  1586-87  supra. 

2019.  See  Hearings  on  the  Census,  supra  note  1509,  at  194  (testimony  of  A.  Miller, 
Professor,  University  of  Michigan  Law  School),  215  (testimony  of  C.  Fried,  Professor, 
Harvard  Law  School). 
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2.    Methods  of  Data  Collection 

The  Privacy  Act's  sole  restriction  on  methods  of  data  acquisition 
is  the  requirement  in  subsection  (e)(2)  that  agencies  "collect  in- 
formation to  the  greatest  extent  practicable  directly  from  the  subject 
individual  when  the  information  may  result  in  adverse  determina- 
tions about  an  individual's  rights,  benefits,  and  privileges  under 
Federal  programs."  The  provision  reflects  the  basic  principle  of 
fairness,  advocated  by  the  Senate's  report  on  the  Privacy  Act,  "that 
where  government  investigates  a  person,  it  should  not  depend  on 
hearsay  or  'hide  under  the  eaves,'  but  inquire  directly  of  the  indi- 
vidual about  matters  personal  to  him  or  her."2020  It  also  "supports 
the  principle  that  an  individual  should  to  the  greatest  extent  possible 
be  in  control  of  information  about  him  which  is  given  to  the  govern- 
ment."2021 The  provision  thus  disfavors  acquisition  from  third  parties 
or  by  covert  means,  although  it  recognizes  implicitly  that  such  meth- 
ods may  be  necessary  "for  financial  or  logistical  reasons  or  because 
of  other  statutory  requirements."2022  While  the  legislative  history 
makes  clear  that  minor  financial  or  logistical  concerns  are  not  to 
outweigh  privacy  interests,2023  it  does  not  answer  the  critical  questions 
of  when  it  will  not  be  "practicable"  to  collect  from  the  subject  and 
when  subsection  (e)(2)  will  be  overridden  by  other  statutes. 

As  originally  introduced,  the  subsection  (e)(2)  "greatest  extent 
practicable"  requirement  applied  to  all  government  information  ac- 
quisitions. In  order  to  meet  agency  objections  based  on  the  needs 
of  certain  civil  and  criminal  law  enforcement  programs,  the  provi- 
sion was  limited  to  instances  where  the  information  sought  could 
affect  the  receipt  of  direct  benefits  under  a  federal  program.2024  The 
limitation  was  a  rather  crude  method,  however,  of  satisfying  the 
agency  objections.  For  example,  although  criminal  investigations 
are  completely  exempted  from  subsection  (e)(2)  by  the  general  ex- 
emptions of  subsection  (j)(2),2026  not  all  civil  investigations  are 
exempted.  Thus,  in  a  social  security  fraud  investigation,  which  could 
lead  to  a  denial  of  benefits,  the  agency  presumably  would  be  re- 
quired to  comply  with  subsection  (e)(2).  More  significantly,  the 
limitation  as  enacted  exempts  numerous  informational  studies  that 
are  not  aimed  at  civil  law  enforcement  and  are  not  related  to  the 
granting  or  denying  of  benefits  under  federal  programs.2026  Rather 

2020.  S.  Rep.  No.  93-1183,  supra  note  1977.  at  47. 

2021.  120  Cong.  Rec  H12245  (daily  ed.  Dec.  18,  1974). 

2022.  Id. 

2023.  See  S.  Ret.  No.  93-1183,  supra  note  1977,  at  48. 

2024.  Id.  at  47. 

2025.  See  text  at  note  2174  infra,  arguing  that  such  an  exemption  is  unnecessary. 

2026.  Therefore,  under  the  Privacy  Act   the  sensitive  information  gathered  in   the 
Longitudinal  Retirement  History  Survey,  see  text  at  notes  1994-2000  supra,  could  be 
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than  carve  out  in  rough  fashion  an  exception  to  the  requirements  of 
subsection  (e)(2),  Congress  should  have  established  a  general  standard 
applicable  to  all  information  acquisition  that  would  take  into  ac- 
count the  nature  of  the  agency's  activities  and  the  importance  of 
the  state's  need  for  the  information,  as  well  as  considerations  of  prac- 
ticability. A  provision  prohibiting  the  use  of  any  method  of  informa- 
tion collection  that  is  unreasonable  would  allow  these  factors  to  be 
taken  into  account.  Such  a  standard  would  require  a  balancing  of  the 
nature  of  the  agency's  function  and  considerations  of  practicability 
against  privacy  interests. 

A  reasonableness  standard  for  acquisition  methods  could  also 
remedy  another  deficiency  of  the  Privacy  Act — its  failure  to  give  an 
agency  any  guidance  as  to  what  methods  of  collection  it  may  use  once 
it  has  determined  that  it  must  collect  information  directly  from  the 
data  subject.  Hearings  on  the  use  of  mandatory  questionnaires,2027  lie 
detector2028  and  psychological2029  tests,  and  military  surveillance  of 
civilians2030  have  reflected  congressional  concern  for  this  problem  but 
have  failed  to  produce  any  legislative  solutions.  A  standard  of  reason- 
ableness would  clearly  preclude  the  use  of  any  presently  illegal  or 
unauthorized  acquisition  methods.  The  reasonableness  of  otherwise 
legal  and  authorized  methods  should  depend  at  least  on  the  govern- 
ment interest  served  by  collection  of  the  information,  the  reliability 
of  the  method,  the  dangers  posed  by  the  method,  the  degree  of  con- 
trol the  method  allows  the  subject  to  retain  over  the  amount  of  in- 
formation revealed,  and  the  practicability  of  alternative  methods 
available.  Inclusion  of  the  first  factor  allows  the  government  to  use 
otherwise  unreasonable  methods  if  it  can  demonstrate  a  sufficiently 
great  need.  The  second  factor  requires  consideration  of  the  extent 
to  which  the  proposed  method  will  collect  accurate  information. 
The  third  factor  accounts  for  the  fact  that  some  methods  of  acquisi- 
tion, such  as  covert  surveillance,  are  potentially  more  dangerous  than 
others  because  of  a  greater  likelihood  of  misuse  or  because  of  their 

sought  from  persons  other  than  the  individual.  The  same  possibility  exists  with  re- 
gard to  all  other  "informational"  surveys. 

2027.  Hearings  on  the  Census,  supra  note  1509. 

2028.  Hearings  on  Privacy  and  the  Rights  of  Federal  Employees  Before  the  Sub- 
comm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the  Judiciary,  89th  Cong., 
2d  Sess.  (1966)  [hereinafter  Hearings  on  Federal  Employees];  Hearings  on  the  Use  of 
Polygraphs  by  the  Federal  Government  Before  a  Subcomm.  of  the  House  Comm.  on 
Government  Operations,  88th  Cong.,  2d  Sess.,  89th  Cong.,  1st  Sess.  (1964-1965)  [herein- 
after Hearings  on  Polygraphs]. 

2029.  Hearings  on  Psychological  Testing  Procedures  and  the  Rights  of  Federal  Em- 
ployees Before  the  Subcomm.  on  Constitutional  Rights  of  the  Senate  Comm.  on  the 
Judiciary,  89th  Cong.,  1st  Sess.  (1965)  [hereinafter  Hearings  on  Psychological  Testing]. 

2030.  Military  Surveillance  Hearings  on  S.  2318  Before  the  Subcomm.  on  Constitu- 
tional Rights  of  the  Senate  Comm.  on  the  Judiciary,  93d  Cong.,  2d  Sess.  (1974)  [here- 
inafter Hearings  on  Military  Surveillance]. 
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potential  psychological  impact.  The  fourth  factor  requires  considera- 
tion of  the  basic  privacy  issue — the  extent  to  which  the  data  subject 
retains  control  over  the  information  flow.  The  final  factor  ensures 
that  the  least  offensive  method  will  be  used  unless  rendered  in- 
feasible  by  financial  or  logistical  circumstances. 

Consideration  of  these  factors  would  probably  lead  to  the  conclu- 
sion, for  example,  that  the  use  of  lie  detector  and  psychological  tests 
to  measure  suitability  for  employment  or  promotion  is  unreasonable. 
The  lie  detector's  reliability  is  suspect  because  of  its  dependence 
on  the  physiology  of  the  testee2031  and  because  lie  detector  results  are 
susceptible  to  conscious  manipulation  by  the  testee.2032  Psychological 
tests  have  recently  come  under  attack  because  of  racial  bias2033  and 
because  of  the  absence  of  objective  scientific  principles  to  guide  in 
the  construction  and  evaluation  of  such  tests.2034  Moreover,  the  per- 
sons evaluating  test  results  often  lack  the  expertise  needed  to  make 
the  results  reliable.2036  In  addition,  these  testing  methods  are  dan- 
gerous because  repeated  use  may  lead  to  conformity  among  employ- 
ees,2036 may  inhibit  the  exercise  of  rights,2037  and  may  even  degrade 
the  individual.2038  Such  tests  necessarily  lead  to  the  unnecessary  ac- 
quisition of  sensitive  information2039  and  thus  infringe  on  the  indi- 

2031.  H.R.  Rep.  No.  89-198,  89th  Cong.,  1st  Sess.  12  (1965). 

2032.  Id.  at  12-13. 

2033.  See  A.  Miller,  supra  note  1503,  at  91-92.  See  also  Hearings  on  Special  In- 
quiry on  Invasions  of  Privacy  Before  a  Subcomm.  of  the  House  Comm.  on  Government 
Operations,  89th  Cong.,  1st  Sess.  334  (1965)  [hereinafter  House  Special  Inquiry]. 

2034.  See  Hearings  on  Psychological  Testing,  supra  note  2029,  at  33  ("personality 
testing  is  closer  to  alchemy  and  other  nonsciences  than  it  is  to  the  truth"),  43. 

2035.  See  A.  Miller,  supra  note  1503,  at  97-98.  C/.  H.R.  Rep.  No.  89-198,  supra 
note  2031,  at  2,  14. 

2036.  Herman,  Privacy,  the  Prospective  Employee  and  Employment  Testing:  The 
Need  To  Restrict  Polygraph  Testing,  47  Wash.  L.  Rev.  73,  112  (1971). 

2037.  Hearings  on  Federal  Employees,  supra  note  2028,  at  221  (testimony  of  L. 
SpeiseT). 

2038.  Herman,  supra  note  2036,  at  86. 

2039.  Though  the  questions  asked  in  a  polygraph  examination  vary  with  each  ex- 
aminer, the  aim  is  always  to  cover  a  broad  range  of  topics  in  search  of  "unusual  re- 
sponses." The  questioner  then  delves  into  the  "problem"  area.  Hearings  on  Polygraphs, 
supra  note  2028,  at  38.  Consider  the  sample  question  in  a  proposed  manual  for  adapt- 
ing the  polygraph  to  pre-employment  screening: 

HAVE  YOU  EVER  SUFFERED  A  NERVOUS  BREAKDOWN? 
If  so,  when;  cause  and  period  of  adjustment;  frequency;  hospitalized  or  not;  fam- 
ily problems;  mental  maladjustment;  service  connected;  mild  or  severe;  unable  to 
face  reality;  carries  world's  problems  on  his  shoulders;  criminal  act  or  tendencies; 
claustrophobia;  afraid  of  height;  insecurity;  failed  in  all  endeavors;  heavily  in 
debt;  amnesia;  and  others. 
R.  Ferguson,  The  Polygraph  in  Private  Industry  133-35  (1966). 

The  questions  asked  on  personality  tests  are  often  even  more  probing,  inquiring 
into  matters  of  physical  conditions  and  bodily  functions,  religious  beliefs,  and  attitudes 
toward  sex  and  sexual  behavior.  For  example,  consider  the  following  questions  on  the 
Minnesota  Multiphasic  Personality  Inventory  administered  to  Peace  Corps  volunteers 
(to  be  answered  true  or  false): 
17.   My  father  was  a  good  man. 
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vidual'l  control  over  what  information  he  releases.  Psychological  tests 
in  particular  have  been  characterized  as  "tests  that  are  designed  to 
overbear  the  will  of  the  individual  ...  by  reaching  behind  conscious 
articulation."2040  Finally,  there  are  less  intrusive  alternative  methods 
of  evaluating  employees  and  job  applicants,2041  as  evidenced  by  the 
fact  that  many  governments  and  organizations  do  not  find  a  need  to 
resort  to  such  tests.2042  It  is  arguable  that  government  'interests  in 
national  security  and  the  safety  of  government  employees  justify  use 
of  these  tests  in  limited  circumstances.2048  However,  in  light  of  all 
the  objectionable  characteristics  of  these  tests,  it  is  doubtful  that 
even  these  important  government  interests  would  make  these  meth- 
ods reasonable  in  the  context  of  employment  and  promotion. 

Under  this  reasonableness  of  means  test  the  use  of  mandatory 
questionnaires  similarly  would  be  unreasonable  in  many  cases.  The 
compulsion  of  responses  under  implicit  or  explicit  threats  of  punish- 
ment or  loss  of  employment  deprives  the  respondent  of  any  real 
choice  not  to  answer,  and  hence  of  any  control  over  the  information 
he  reveals.  Congressional  hearings  on  this  method  suggest  that  in 
most  instances  voluntary  questionnaires  present  an  adequate  alterna- 
tive,2044 and  various  private  research  groups  and  states  have  succeeded 
in  obtaining  sufficient  responses  to  voluntary  questionnaires.2045  In 
certain  situations  the  importance  of  the  government's  need  for  the 

18.  I  seldom  have  constipation. 

19.  My  sex  life  is  satisfactory. 

27.   Evil  spirits  possess  me  at  times. 

75.   I  get  angry  sometimes. 

78.   I  like  poetry. 
290.   I  believe  my  sins  are  unpardonable. 
387.    I  have  had  no  difficulty  holding  my  urine. 
Hearings  on  Federal  Employees,  supra  note  2028,  at  5-6. 

2040.  Herman,  supra  note  2036,  at  128.  A  few  labor  arbitration  decisions  have  de- 
nied the  admissibility  of  polygraph  results,  in  part  because  of  the  invasion  of  privacy. 
See,  eg.,  Town  and  Country  Food  Co.,  39  Lab.  Arb.  332,  335  (1962);  Lag  Drug  Co., 
39  Lab.  Arb.  1121,  1123  (1962). 

2041.  For  example,  careful  interviews,  analysis  of  past  job  performance,  aptitude 
tests,  and  simulated  exercises.  Herman,  supra  note  2036,  at  87. 

2042.  Cf.  A.  Miller,  supra  note  1503,  at  93.  Twelve  states  have  made  the  use  of 
polygraphs  in  the  employment  context  illegal.  Four  states  specifically  apply  the  pro- 
hibition to  governmental  agencies.  Herman,  supra  note  2036,  at  97-98.  In  1953,  the 
AEC  discontinued  use  of  the  polygraph  because  the  marginal  increase  in  security  did 
not  offset  the  costs  in  personnel  recruitment  and  employee  morale.  H.R.  Rep.  No. 
69-198,  supra  note  2031,  at  16. 

The  Guidelines  for  Testing  and  Selecting  Minority  Job  Applicants  prepared  by 
the  California  State  Fair  Employment  Commission  practically  prohibit  the  use  of  per- 
sonality testing  as  a  pre-employment  screening  device.  Id.  at  119-20.  A  representative 
of  the  CSC  testified  that  his  agency  does  not  use  personality  tests  in  any  personnel 
decisions  because,  "these  tests  are  subject  to  distortion,  either  purposefully  or  other- 
wise. Therefore,  the  scores  are  undependable  as  a  basis  for  employment  decisions." 
House  Special  Inquiry,  supra  note  2033,  at  37. 

2043.  See  A.  Miller,  supra  note  1503,  at  98. 

2044.  See  Hearings  on  the  Census,  supra  note  1509,  at  219. 

2045.  See  id.  at  132-47  (testimony  of  Representative  Betts). 
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information  probably  does  justify  use  of  mandatory  questionnaires. 
For  example,  enumeration  of  the  population  is  arguably  of  special 
importance  because  it  is  specifically  required  by  the  Constitution2046 
and  because  it  must  be  accurate  in  order  to  serve  as  the  basis  for 
apportionment  for  representation.2047  Therefore,  responses  to  ques- 
tions on  the  decennial  census  regarding  enumeration  could  probably 
be  made  mandatory.  An  agency  may  also  be  justified  in  compelling 
government  employees  and  those  seeking  employment,  and  persons 
seeking  or  currently  obtaining  government  benefits,  to  answer  rele- 
vant questions.2048  However,  the  agency  would  not  be  justified  in 
compelling  answers  to  questions  that  do  not  bear  on  the  granting 
of  the  job  or  benefit. 

A  general  standard  of  reasonableness  would  not  only  cover  all  the 
methods  problems  ignored  by  the  Privacy  Act  but  would  subsume 
the  current  subsection  (e)(2)  test.  The  probable  result  of  employing 
such  a  standard  would  be  to  increase  the  number  of  instances  in 
which  direct  collection  from  the  individual  is  required.  Direct  col- 
lection accords  the  subject  more  control  over  the  disclosure  of  infor- 
mation about  himself  than  alternative  methods  of  collection  from 
third  parties  or  by  covert  means.  Recent  experience  casts  doubt  on 
the  reliability  of  covert  surveillance,2049  and  data  collected  from  third 
parties  is  generally  less  likely  to  be  reliable  than  data  collected  di- 
rectly from  the  data  subject.2050  Moreover,  covert  methods  pose  the 
danger  that  irrelevant  information  will  be  collected  because  such 
methods  are  insufficiently  selective2051  and  because  the  subject  cannot 
object  to  the  collection  of  particular  data.  Thus,  the  reasonableness 
test  would  require  direct  collection  from  the  data  subject  unless  the 
government  can  show  that  direct  collection  is  not  practicable  or  that 
the  government  need  to  use  other  methods  is  paramount. 

3.    Retention 

An  individual  needs  some  control  over  information  retained  by 
the  government  in  order  to  minimize  the  danger  of  invasions  of  his 

2046.  U.S.  Const.,  art.  I,  §  2.  The  Constitution  does  not,  however,  require  that  re- 
sponse to  the  census  be  mandatory. 

2047.  However,  it  is  arguable  that  even  this  reason  does  not  justify  compelling  re- 
sponse. The  1960  census  was  considered  sufficiently  accurate  even  though  the  census 
was  not  returned  by  or  never  reached  3  per  cent  of  the  population  as  a  whole,  and  16 
per  cent  of  young  nonwhites  in  ghetto  areas.  Hearings  on  the  Census,  supra  note 
1509,  at  295. 

2048.  It  might  be  argued  that  answers  to  questions  in  these  situations  are  not 
really  compelled  because  the  person  could  forgo  the  job  or  benefit  rather  than  answer 
the  questions.  This  argument  overlooks  the  fact  that  such  a  choice  may  not  be  avail- 
able to  a  welfare  or  social  security  recipient  or  to  a  person  needing  or  "locked-into"  a 
federal  job.  See  note  1622  supra. 

2049.  See  note  2009  supra. 

2050.  C/.  S.  Rep.  No.  95-1183,  supra  note  1977.  at  48. 

2051.  See  note  2009  supra. 
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privacy.  By  giving  the  subject  of  a  file  the  rights  of  notice,  access,  and 
challenge,  the  Privacy  Act  enables  an  individual  to  find  out  if  an 
agency  has  collected  information  about  him,  what  the  information 
is,  and  how  he  can  amend  it. 

The  Privacy  Act  grants  the  right  of  notice  in  two  provisions. 
Subsection  (e)(4)  requires  each  agency  to  publish  in  the  Federal 
Register  at  least  annually  a  notice  of  the  existence  and  character 
of  the  systems  of  records  it  maintains  that  is  sufficiently  explicit  to 
enable  an  individual  to  guess  accurately  which  agencies  maintain 
records  about  him.2052  Subsection  (f)(1)  requires  agencies  to  respond 
to  individual  inquiries  as  to  whether  the  information  systems  named 
by  the  individual  contain  records  pertaining  to  him.  An  individual 
can  thus  locate  all  federal  records  pertaining  to  him  by  first  consult- 
ing the  Federal  Register  and  then  writing  to  all  the  agencies  that 
maintain  the  type  of  records  likely  to  concern  him.  These  provisions 
of  the  Privacy  Act  have  been  criticized  on  the  ground  that  it  is  un- 
realistic to  expect  individuals  to  go  to  the  trouble  of  writing  to  the 
agencies.2053  However,  requiring  agencies  to  notify  all  persons  about 
whom  they  presently  maintain  files  would  be  inordinately  expensive. 
Moreover,  in  the  future  each  agency  will  have  to  notify  file  subjects 
when  it  collects  information  directly  from  them.2054  The  approach 
taken  by  the  Privacy  Act  on  this  point  thus  appears  to  be  a  reasonable 
accommodation  of  privacy  interests  and  the  financial  considerations 
of  administration. 

The  creation  of  general  rights  of  subject  access  and  challenge  is 
perhaps  the  most  important  contribution  of  the  Privacy  Act.2066  Sub- 

2052.  Privacy  Act  {  3,  5  U.S.C.A.  $  552a(e)(4)  (Supp.  Feb.  1975),  requires  that  each 
agency 

maintaining  a  system  of  records  subject  to  the  provisions  of  .  .  .  this  subsection, 
publish  in  the  Federal  Register  at  least  annually  a  notice  of  the  existence  and 
character  of  the  system  of  records,  which  notice  shall  include — 

(A)  the  name  and  location  of  the  system; 

(B)  the  categories  of  individuals  on  whom  records  are  maintained  in  the  sys- 
tem; 

(C)  the  categories  of  records  maintained  in  the  system; 

(D)  each   routine  use  of  the  records  contained   in   the  system,   including   the 
categories  of  users  and  the  purpose  of  such  use; 

(E)  the  policies  and  practices  of  the  agency  regarding  storage,  retrievability, 
access  controls,  retention,  and  disposal  of  the  records; 

(F)  the  title  and  business  address  of  the  agency  official  who  is  responsible  for 
the  system  of  records; 

(G)  the  agency  procedures  whereby  an  individual  can  be  notified  at  his  request 
if  the  system  of  records  contains  a  record  pertaining  to  him; 

(H)    the  agency  procedures  whereby  an  individual  can  be  notified  at  his  request 
how  he  can  gain  access  to  any  record  pertaining  to  him  contained  in  the 
system  of  records,  and  how  he  can  contest  its  content;  and 
(T)    the  categories  of  sources  of  records  in  the  system. 

2053.  See  Hearings  on  Records,  supra  note  1517,  at  52  (statement  of  Representative 
Mikva).  See  also  Hearings  on  Access,  supra  note  1969,  at  98  (statement  of  Representa- 
tive Abzug). 

2054.  Privacy  Act  §  3,  5  U.S.C.A.  5  552a(e)(3)  (Supp.  Feb.  1975).  See  text  following 
note  2014  supra. 

2055.  A  1974  survey  of  federal  agency  information  practices  revealed  that  only  53 
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section  (d)(1)  establishes  a  general  right  of  subject  access  by  requiring 
each  agency  to  permit  any  individual,  upon  request,  to  review  his 
record  and  obtain  a  copy  of  it.2056  Such  a  right  of  access  is  the  first 
step  toward  effective  individual  control  over  government  informa- 
tion practices  and  is  a  necessary  prerequisite  to  a  right  of  challenge 
and  to  control  over  dissemination  of  the  file.  Furthermore,  it  enables 
individuals  to  discourage  government  collection  of  irrelevant  informa- 
tion: When  inspection  reveals  improper  information  in  a  file,  the 
subject  can  publicize  the  agency's  improper  acquisition  of  data  in 
order  to  put  political  pressure  on  the  agency.2057  Finally,  the  right 
of  access  enables  the  individual  to  obtain  "the  psychological  sense  of 
having  satisfied  oneself  about  what  is  really  [in  his  file]."2058 

Despite  the  broad  language  of  this  provision,2059  it  does  not  apply 
to  the  CIA,2060  the  Secret  Service,2061  and  to  criminal2062  law  enforce- 
ment agencies.  Blanket  exemptions  for  these  agencies  are  examined 
below.2063  The  Act  also  exempts,  without  regard  to  the  agency,  the 
following  six  categories  of  information:  classified  information,2064 
statistical  information,2065  "examination  material  used  solely  to  de- 

per  cent  of  the  responding  agencies  permit  an  individual  to  review  his  or  her  entire 
file.  See  Federal  Data  Banks,  supra  note  1515,  at  xliii,  mi.  The  survey  did  not  re- 
port on  the  rights  of  subject  challenge.  The  FOIA,  5  U.S.C.  §  552,  as  amended,  5 
U.S.C.A.  §  552  (Supp.  Feb.  1975),  allows  access  to  some  records,  but  gives  no  right  of 
challenge. 

2056.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(d)  (Supp.  Feb.  1975),  provides: 
Access  to  Records. — Each  agency  that  maintains  a  system  of  records  shall — 

(1)    upon  request  by  any  individual  to  gain  access  to  his  record  or  to  any  in- 
formation pertaining  to  him  which  is  contained  in  the  system,  permit  him  and 
upon  his  request,  a  person  of  his  own  choosing  to  accompany  him,  to  review  the 
record  and  have  a  copy  made  of  all  or  any  portion  thereof  in  a  form  comprehensi- 
ble to  him,  except  that  the  agency  may  require  the  individual  to  furnish  a  written 
statement  authorizing  discussion  of  that  individual's  record  in  the  accompanying 
person's  presence. 
Privacy  Act  §  3,  5  U.S.C.A.  §  552a(c)  (Supp.  Feb.  1975),  requires  each  agency  both 
to  keep  an  accounting  of  disseminations  of  records  to  other  agencies,  and  to  allow 
subject  access  to  such  accountings.  Subsection  (c)  thus  facilitates  the  right  of  access 
and  challenge  by  enabling  the  subject  to  find  his  file  no  matter  where  it  has  been 
transferred. 

2057.  Hearings  on  Access,  supra  note  1969,  at  97  (testimony  of  Representative 
Koch). 

2058.  S.  Rep.  No.  93-1183,  supra  note  1977,  at  60. 

2059.  The  only  restriction  in  the  subsection  itself  is  that  "nothing  in  this  section 
shall  allow  an  individual  access  to  information  compiled  in  reasonable  anticipation  of 
a  civil  action  or  proceeding."  Privacy  Act  §  3,  5  U.S.C.A.  5  552a(d)(5)  (Supp.  Feb.  1975). 
This  clause  is  meant  to  ensure  that  the  Privacy  Act  does  not  alter  the  present  rules  of 
discovery.  S.  Rep.  No.  93-1183,  supra  note  1977,  at  75. 

2060.  Privacy  Act  §  3,  5  U.S.CA.  5  552a(j)(I)  (Supp.  Feb.  1975). 

2061.  Privacy  Act  5  3,  5  U.S.C.A.  §  552a(k)(3)  (Supp.  Feb.  1975). 

2062.  Privacy  Act  J  3,  5  U.S.C.A.  §  552a(j)(2)  (Supp.  Feb.  1975). 

2063.  See  text  at  notes  2163-82  infra. 

2064.  Privacy  Act  5  3,  5  U.S.C.A.  §  552a(k)(l)  (Supp.  Feb.  1975). 

2065.  Privacy  Act  5  3,  5  U.S.C.A.  $  552a(k)(4)  (Supp.  Feb.  1975). 

63-619   O  -  76  -  86 
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termine  individual  qualifications  for  appointment  or  promotion  in 
the  federal  service,"2066  information  obtained  prior  to  the  effective 
date  of  the  Privacy  Act  under  either  an  express  or  implied  promise 
of  confidentiality  if  release  of  the  information  would  identify  the 
source,2067  information  supplied  by  third  parties  under  an  express 
pledge  of  confidentiality  after  the  effective  date  of  the  Act  if  dis- 
closure would  identify  the  source,2068  and  material  relating  to  the 
subject's  health,  unless  certain  "special  procedures"  are  estab- 
lished.2069 The  first  three  categories  are  reasonable:  the  last  three, 
however,  deserve  special  attention. 

An  agency  may  not  conceal  the  existence  of  information  in  the 
fourth  category — that  obtained  from  third  parties  prior  to  the  effec- 
tive date  of  the  Act — and  must  characterize  it  at  least  in  some  very 
general  way.2070  While  the  provision  purports  to  recognize  the  privacy 
interests  of  those  persons  who  supplied  information  under  a  promise 
of  secrecy  prior  to  the  effective  date  of  the  Act,  the  provision  fails  to 
protect  those  interests  completely.  First,  the  provision  does  not  re- 
quire agencies  to  deny  access  to  this  information.  Second,  the  provi- 
sion only  applies  to  investigatory  material  compiled  for  civil2071  and 
criminal2072  law  enforcement  purposes,  investigatory  material  com- 
piled for  determining  suitability  for  federal  employment,2073  evalua- 
tion material  used  to  determine  potential  for  promotion  in  the 
Armed  Services,2074  and  material  held  by  the  CIA.2075  While  most 
third-party  information  collected  by  the  federal  government  may 
fall  into  one  of  these  three  categories,  the  privacy  interests  of  all 
persons  who  divulged  information  under  an  express  or  implied 
promise  of  confidentiality  should  be  protected. 

Under  the  fifth  category,  agencies  are  allowed  to  withhold  the 
same  types  of  third-party  information  obtained  after  the  effective 

2066.  Privacy  Act  g  3,  5  U.S.CA.  $  552a(k)(6)  (Supp.  Feb.  1975),  allows  the  exemp- 
tion of  this  material  when  "disclosure  .  .  .  would  compromise  the  objectivity  or  fairness 
of  the  testing  or  examination  process."  This  provision  was  designed  to  protect  "actual 
competitive  examinations  and  rating  schedules."  Hearings  on  Access,  supra  note  1969, 
at  290.  It  should  not  be  interpreted,  at  it  might  be  if  read  literally,  to  allow  agencies 
to  prevent  access  to  the  results  of  an  individual's  psychological  tests.  Cf.  text  at  notes 
2081-88  infra. 

2067.  Privacy  Act  5  3,  5  US.CA.  §§  552a(k)(2),  (k)(5).  (k)(7)  (Supp.  Feb.  1975). 

2068.  Privacy-  Act  5  3,  5  Ui.CA  §§  552a(k)(2),  (k)(5),  (k)(7)  (Supp.  Feb.  1975). 

2069.  Privacy  Act  5  3,  5  US.CA  g  552a(f)(3)  (Supp.  Feb.  1975). 

2070.  120  Conc.  Rzc  H12,244  (daily  ed.  Dec.  18,  1974). 

2071.  Privacy  Act  5  3,  5  Ui.CA,  §  552a(k)(2)  (Supp.  Feb.  1975). 

2072.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(j)(2)  (Supp.  Feb.  1975).  The  exemption  for 
criminal  law  enforcement  agencies  includes  this  and  other  information.  See  text  at 
note  2169  infra. 

2073.  Privacy  Act  5  3,  5  U-SOA.  §  552a(k)(5)  (Supp.  Feb.  1975). 

2074.  Privacy  Act  §  3,  5  Ui.CA  g  552a(k)(7)  (Supp.  Feb.  1975). 

2075.  Privacy  Act  5  3,  5  US.CA.  5  552a(j)(l)  (Supp.  Feb.  1975).  All  files  held  by  the 
CIA  are  exempted.  See  text  at  notes  2180-82  infra. 
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date  of  the  Act,  but  only  if  the  third  parties  were  given  an  express 
promise  of  confidentiality.  At  the  hearings  on  the  Privacy  Act,  agen- 
cies emphasized  the  need  to  be  able  to  promise  confidentiality  in 
order  to  get  candid  evaluations  of  employees2076  and  evidence  or 
leads  in  law  enforcement  investigations.2077  But,  in  light  of  the  re- 
sulting infringement  of  the  privacy  interests  of  data  subjects,  there 
should  be  some  requirement  that  pledges  of  confidentiality  be 
granted  only  when  necessary  and  only  where  there  is  a  strong,  clearly 
justified  societal  interest  at  stake.2078  Criminal-  and  civil-law  enforce- 
ment and  national  security  seem  to  be  two  such  interests.  In  the  two 
other  areas  referred  to  by  the  Privacy  Act,  however,  the  societal 
interests  at  stake  are  arguably  less  important:  representatives  of  some 
federal  agencies  have  testified  that  they  do  not  need  the  power  to 
give  pledges  of  confidentiality  in  order  to  carry  out  employment- 
related  investigations,2070  and  it  would  seem  that,  absent  national 
security  implications,  the  military  could  also  conduct  promotion- 
related  investigations  without  granting  pledges  of  confidentiality. 
The  reasonableness  standard  regulating  methods  of  acquisition  that 
was  recommended  above2080  would  subsume  this  whole  question  by 
limiting  the  instances  in  which  information  could  be  collected  from 
confidential  sources.  This  more  flexible  standard  would  both  better 
protect  the  privacy  interests  of  data  subjects  and  aid  agencies  by 
allowing  them  to  grant  pledges  of  confidentiality  in  certain  circum- 
stances where  they  are  not  currently  authorized  to  do  so.  It  might, 
for  example,  allow  agencies  to  withhold  information  revealing  a 
confidential  source  where  disclosure  would  endanger  the  physical 
safety  of  the  informant. 

The  sixth  category  of  information  exempt  from  the  notice  and 
challenge  provisions  unnecessarily  limits  subject  access  to  medical  rec- 
ords by  allowing  an  agency  to  establish  "special"  procedures  for  the 
disclosure  to  an  individual  of  medical  records,  including  psychologi- 
cal records,  pertaining  to  him.  The  House  report  on  the  Act  reveals 
that  this  provision  was  included  because  of  the  feeling  that  the  trans- 
mission of  medical  information  could  have  an  adverse  effect  upon  an 

2076.  The  statement  of  the  Department  of  Defense  is  typical:  "It  is  almost  axiom- 
atic to  observe  that  if  persons  who  are  interviewed  know  that  the  interview  will  be 
revealed  to  the  subject  of  the  file,  that  it  would  have  a  chilling  effect  on  their  willing- 
ness to  give  a  forthright  statement  of  what  they  know  about  the  subject."  Hearings 
on  Access,  supra  note  1969,  at  240. 

2077.  See,  e.g.,  id.  at  149  (statement  of  M.  Lawton,  Deputy  Assistant  Attorney  Gen- 
eral, Department  of  Justice). 

2078.  Hearings  on  Access,  supra  note  1969,  at  162  (testimony  of  T.  McFee,  Deputy 
Assistant  Secretary,  HEW). 

2079.  See,  e.g.,  Joint  Hearings,  supra  note  1641,  at  466  (testimony  of  the  represen- 
tative of  the  FTC). 

2080.  See  text  following  note  2026  supra. 
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individual.2081  In  such  a  case  the  House  report  suggests  that  the 
agency  could  release  the  information  to  a  doctor  named  by  the  re- 
questing individual.2082  The  report  would  also  allow  an  agency  to 
adopt  other  rules  to  apprise  a  person  of  medical  information  about 
him.  It  is  unclear  what  other  procedures  are  envisioned,  but  the 
report  seems  to  imply  that  an  individual  need  not  have  complete 
access  to  his  file,  even  after  it  is  transmitted  to  his  doctor.  In  certain 
respects,  allowing  patients  access  to  their  own  records  seems  to  be  a 
better  policy  than  selective  disclosure.  First,  nonaccess  of  patients 
to  their  records  may  prevent  the  correction  of  innocent  errors.2083 
Second,  it  is  rather  incongruous  to  allow  doctors  to  decide  what 
information  a  patient  may  have  concerning  himself,  especially  where 
there  might  be  a  question  of  malpractice.2084  Third,  involving  pa- 
tients in  medical  record-keeping  helps  establish  good  doctor-patient 
relations  and  contributes  to  the  quality  of  health  care.2086  On  the 
other  side,  it  is  urged  that  records  should  not  be  disclosed  because 
they  are  in  technical  language  that  patients  cannot  understand.  But 
this  problem  can  more  easily  be  remedied  by  ensuring  that  patients 
receive  explanations  of  their  records.2088  It  is  also  feared  that  dis- 
closure to  a  patient  that  he  has  a  terminal  disease  may  cause  him 
emotional  and  psychological  harm.2087  However,  the  policy  that  a 
doctor  should  decide  whether  a  patient  should  be  informed  about  his 
condition  is  paternalistic.  At  least  one  state  has  codified  the  patient's 
right  of  access  to  all  medical  records  except  those  of  mental  hos- 
pitals.2088 A  similar  approach  in  the  Privacy  Act  would  be  more  con- 
sistent with  the  Act's  over-all  policy  of  vesting  control  in  the  indi- 
vidual over  the  flow  of  information  about  him.  In  light  of  the 
layman's  need  for  explication  of  much  medical  information,  the 
agency  should  be  allowed  to  insist  on  disclosure  to  a  doctor  desig- 
nated by  the  subject,  but  the  doctor  should  then  be  required  to 
disclose  the  entire  substance  of  the  records  to  the  subject. 

A  final  concern  with  respect  to  the  right  of  access  is  that  the  cost 
of  the  procedure  to  the  subject  not  nullify  the  right.  The  Privacy 
Act  authorizes  agencies  to  charge  fees  only  for  the  cost  of  making 
copies  of  the  record,2089  thereby  sparing  the  subject  the  potentially 
large  cost  of  search  for  and  review  of  records.2090  The  Act  also  avoids 

2081.  H.R.  Rep.  No.  93-1416,  93d  Cong.,  2d  Sess.  16-17  (1974). 

2082.  Id. 

2083.  Joint  Hearings,  supra  note  1641,  at  2243-44  (report  of  B.  Kaiser). 

2084.  Id.  at  2244. 

2085.  Id.  at  2242. 

2086.  Id. 

2087.  See  id.  at  2243. 

2088.  See  Mass.  Ann.  Laws  ch.  Ill,  §  70  (1975). 

2089.  Privacy  Act  §  3,  5  U.S.CA.  §  552a(f)(5)  (Supp.  Feb.  1975). 

2090.  The  Director  of  the  Bureau  of  Manpower  Information  Systems  of  the  CSC 
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making  the  right  of  access  illusory  bv  not  requiring  the  data  subject 
to  examine  his  file  at  the  place  it  is  kept.  The  Senate  had  advocated 
that  individuals  be  allowed  to  receive  copies  of  their  files  by  mail 
upon  written  request  and  with  proper  identification,2091  but  as 
enacted  the  Act  only  requires  each  agency  "to  establish  procedures 
for  the  disclosure  to  an  individual"  of  his  file.2092  Although  this  pro- 
vision would  seem  to  allow  an  agency  to  use  the  mails,  it  unfortu- 
nately does  not  guarantee  that  data  subjects  will  be  able  to  resort  to 
such  a  procedure. 

Complementing  the  right  of  access  is  the  other  major  provision 
of  the  Privacy  Act,  the  right  to  challenge.  Subsection  (d)(2)  fully 
incorporates  the  right  of  challenge  with  respect  to  all  records  to 
which  the  individual  has  a  right  of  access.  Together  the  rights  of 
access  and  challenge  enable  the  individual  to  ensure  that  the  govern- 
ment maintains  in  its  files  only  relevant  and  accurate  information 
about  him.  Further,  through  challenge  of  inaccurate  or  irrelevant 
information  the  individual  can  exercise  a  deterrent  effect  on  im- 
proper acquisition. 

Under  subsection  (d)(2),  each  agency  must,  within  ten  days  fol- 
lowing receipt,  acknowledge  an  individual's  request  to  amend  his 
record2093  and  promptlv  correct  the  record  or  inform  the  individual 
of  its  refusal  to  do  so.2094  The  agency  must  also  state  its  reasons  for 
refusing  to  amend  and  inform  the  individual  of  the  procedures 
established  for  the  review  of  that  refusal.2095  If  the  individual  seeks 
such  a  review,  it  must  be  conducted  within  thirty  days.  If  after 
review  the  agency  still  refuses  to  amend  the  record,  it  is  required  to 
notify  the  individual  of  his  right  to  file  with  the  agency  a  concise 
statement  setting  forth  his  disagreement  with  the  agency,2096  and  it 
must  inform  him  of  his  right  to  seek  judicial  review  in  the  federal 
district  courts.2097   Subsection   (d)(4)   requires   the   agency   to   note 

has  slated  Lhat  the  cost  for  a  search  of  computerized  records  is  $35  per  hour.  See  Hear- 
ings on  Access,  supra  note  1969,  at  506. 

2091.  See  S.  Rep.  No.  93-1183,  supra  note  1977,  at  61. 

2092.  Privacy  Act  §  3,  5  U.S.CA.  J  552a(f)(3)  (Supp.  Feb.  1975). 

2093.  Privacy  Act  §  3,  5  U.S.CA.  §  552a(d)(2)(A)  (Supp.  Feb.  19" 

2094.  Privacy  Act  §  3,  5  Ui.CA.  §  552a(d)(2)(B)  (Supp.  Feb.  19" 

2095.  Privacy  Act  5  3,  5  U.S.CA.  §  552a(d)(2)(B)(ii)  (Supp.  Feb.  IS 

2096.  Privacy  Act  g  3,  5  Ui.CA  §  552a(d)(S)  (Supp.  Feb.  1975).  In  hearing  on  the 
Privacy  Act,  the  Director  of  the  Bureau  of  Manpower  Information  Systems  of  the  CSC 
stated,  "A  requirement  to  accept  even  a  reasonable  amount  of  supplementary  material 
of  the  individual's  choosing  for  inclusion  in  the  automated  svs-cras  u  >uld  result  in 
sharply  increased  operating  costs,  and  with  respect  to  some  of  these  systems  we  are 
planning,  could  make  the  systems  completely  impracti  -■  m  Access,  ft 
note  1969,  at  291.  The  Act  apparently  solves  this  problem  I  ;cy  to 
note  the  existence  of  the  statement  in  the  computerized  nie  but  hie  the  statement 
itself  separately. 

2097.  Privacv  Act  §  3,  5  Ui.CA.  §  552a(d)(3)  (Supp.  Feb.  1975).  For  a  discussion  of 
the  judicial  review  provisions  of  the  Act  see  text  at  notes  2129-38  infra. 
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clearly  the  disputed  portions  of  the  record  and  to  provide  copies  of 
the  individual's  statement  of  disagreement  to  any  person  or  agency  to 
whom  the  record  is  subsequently  disclosed.  Subsection  (c)(4)  requires 
the  agency  to  notify  all  persons  or  agencies  to  whom  the  disputed 
record  has  already  been  disseminated  of  the  dispute  and  of  the 
individual's  statement  of  correction.  While  the  statutory  scheme  is 
quite  comprehensive,  it  has  a  few  minor  deficiencies. 

First,  until  an  individual  has  filed  a  statement  of  disagreement, 
an  agency  may  disseminate  challenged  information  without  noting 
the  challenge.  Thus,  for  at  least  a  month,  an  agency  can  circulate 
incorrect  information.  As  there  would  be  little  additional  adminis- 
trative burden  in  noting  the  initial  amendment  request  in  the  indi- 
vidual's record,  the  disseminating  agency  should  be  required  to  do 
so  before  releasing  the  file  to  other  agencies.  It  does  not  appear  as 
necessary  to  require  immediate  notification  of  the  dispute  to  prior 
recipients,  in  view  of  the  substantial  administrative  burden  entailed 
in  notifying  them,  and  in  light  of  subsection  (c)(4)'s  requirement 
that  they  be  notified  after  the  individual  has  filed  a  statement  of 
disagreement. 

Second,  although  subsection  (c)(4)  requires  an  agency  to  notify 
prior  agency  recipients  when  it  amends  a  file,  it  does  not  require  the 
recipent  agencies  to  amend  their  files  also,  as  the  Senate  apparently 
intended.2098  The  requirement  in  subsection  (e)(1)  that  each  agency 
maintain  only  relevant  information  may  be  interpreted  to  require 
the  recipient  agency  at  least  to  investigate  the  accuracy  of  the  infor- 
mation, but  this  requirement  applies  only  to  recipient  agencies  that 
are  covered  by  the  Act.  Rather  than  burdening  the  individual  with 
the  responsibility  of  asking  each  recipient  agency  whether  his  record 
has  been  amended,  it  would  seem  more  sensible  to  require  recipient 
agencies  that  decide  not  to  amend  so  to  notify  the  individual. 

The  Privacy  Act  also  addresses  possible  threats  to  privacy  posed 
by  agency  alteration  of  information  systems.  Subsection  (o)  of  the 
Act  requires  each  agency  to  provide  adequate  notice  to  Congress  of 
any  proposal  to  establish  or  alter  any  system  of  records  in  order  to 
permit  Congress  to  make  an  evaluation  of  the  proposal's  potential 
effect  on  the  right  of  privacy.  This  provision,  in  conjunction  with 
the  subsection  (e)(4)  requirement  that  a  description  of  each  existing 
information  system  be  published  in  the  Federal  Register,2099  should 
prevent  the  maintenance  of  any  secret  information  systems.  Subsec- 
tion (o)  was  also  intended  to  prevent  the  creation  of  data  banks 
without  statutory  authorization  and  without  proper  regard  for  indi- 
vidual privacy,  the  confidentiality  of  data,  and  the  security  of  the 

2098.  See  S.  Rep.  No.  93-1183,  supra  note  1977,  at  62. 

2099.  See  note  2052  supra  and  accompanying  text. 
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system,2100  and  to  prevent  the  development  of  a  de  facto  national 
data  bank.2101  This  final  fear  is  justified,  for  while  an  express  pro- 
posal for  a  National  Data  Bank  Center  was  defeated  in  the  mid- 
1960's,2102  the  possibility  that  agencies  will  consolidate  information 
systems  on  their  own  has  remained.2103  Regardless  of  the  merits  of 
the  centralization  of  information  systems,2104  it  should  not  occur 
without  congressional  oversight.  Subsection  (o)  accords  Congress  the 
opportunity  to  give  that  oversight.  Subsection  (o)'s  main  deficiency 
is  that  it  only  requires  an  agency  to  report  proposals  to  Congress  so 
that  it  can  evaluate  the  idea.  As  it  will  eventually  be  necessary  to 
obtain  the  agency's  own  views  on  the  proposal,  Congress  should  have 
required,  as  the  Senate  bill  proposed,2105  that  each  agency  evaluate 


2100.  S.  Rep.  No.  93-1183,  supra  note  1977,  at  64-65. 

2101.  Id.  at  64. 

2102.  Several  such  recommendations  were  made.  See  Summary  and  Conclusions, 
supra  note  1515,  at  8-9.  For  a  complete  discussion  of  the  proposal  see  Note,  82  Harv. 
L.  Rev.  400,  supra  note  1909. 

2103.  See  Hearings  on  the  Census,  supra  note  1509,  at  181  (testimony  of  A.  Miller, 
Professor,  University  of  Michigan  Law  School).  See  also  Joint  Hearings,  supra  note 
1641,  at  2252-55. 

2104.  Advocates  of  the  national  data-bank  center  thought  it  would:  (1)  make  more 
data  available  for  researchers;  (2)  reduce  the  unit  cost  of  data;  (3)  enable  larger  and 
more  effective  samples  to  the  taken;  (4)  facilitate  the  canvassing  of  a  wider  range  of 
variables;  (5)  reduce  duplication  in  government  data  collection  activities;  (6)  promote 
greater  standardization  of  techniques  among  the  agencies;  (7)  make  research  efforts 
easier  to  verify;  and  (8)  provide  a  data  processing  pool  for  all  the  information-handling 
agencies.  A.  Miller,  supra  note  1503,  at  56-57.  See  Sawyer  ic  Schechter,  Computers, 
Privacy  and  the  National  Data  Center:  The  Responsibility  of  Social  Scientists,  23  The 
Am.  Psychologist  810,  813  (1968).  However,  the  merits  of  the  proposal  were  never 
really  given  fair  consideration.  Instead,  the  proposal  became  a  focal  point  for  the 
fears  of  a  loss  of  privacy.  See,  e.g.,  A.  Miller,  supra,  at  57;  Hirsch,  Data  Banks:  The 
Punchcard  Snoopers,  205  Nation  369  (1967);  Miller,  The  National  Data  Center  and 
Personal  Privacy,  Atlantic,  Nov.  1967,  at  53;  US.  News  &  World  Rep.,  May  16,  1966,  at 
56.  Numerous  congressional  hearings  were  held,  outlining  the  dangers  of  consolidation. 
See  Subcomm.  on  Economic  Statistics  of  the  Joint  Economic  Comm.,  90th  Cong., 
1st  Sess.,  Report  on  the  Coordination  and  Integration  of  Government  Statistical 
Programs  (Joint  Comm.  Print  1967);  Hearings  on  the  Coordination  and  Integration 
of  Government  Statistical  Programs  Before  the  Subcomm.  on  Economic  Statistics  of 
the  Joint  Economic  Comm.,  90th  Cong.,  1st  Sess.  (1967);  Hearings  on  Computer  Pri- 
vacy Before  the  Subcomm.  on  Administrative  Practice  and  Procedure  of  the  Senate 
Comm.  on  the  Judiciary,  90th  Cong.,  1st  Sess.  (1967);  Hearings  on  the  Computer  and 
Invasion  of  Privacy  Before  a  Subcomm.  of  the  House  Comm.  on  Government  Opera- 
tions, 89th  Cong.,  2d  Sess.  (1966).  It  was  feared  that  even  statistical  data  could  be  used 
to  injure  individuals,  that  improved  capacity  for  handling  data  would  result  in  de- 
mands for  more  personal  information,  that  reliance  upon  computers  to  make  decisions 
affecting  personal  affairs  would  be  increased,  that  individualized  output  would  even- 
tually be  permitted,  and  that  the  center  by  its  very  existence  would  increase  con- 
formity by  compelling  people  to  "act  for  the  record."  Note,  supra  note  1909,  at  411- 
12.  The  criticism  of  the  bill  was  so  overwhelming  that  the  National  Data  Center  con- 
cept is  still  not  a  realistic  legislative  proposal.  Summary  and  Conclusions,  supra  note 
1515,  at  10. 

2105.  See  S.  3418,  §  201(f)(1),  93d  Cong.,  2d  Sess.  (1974). 
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the  effect  of  its  proposal  in  a  privacy  impact  statement  and  submit 
that  statement  along  with  the  proposal.2106 

4.    Dissemination 

The  great  number  of  transfers  of  personal  information  pose  a 
grave  danger  to  privacy  interests.  The  Privacy  Act  deals  with  this 
problem  by  allowing  dissemination  for  "routine"  uses,  by  prohibit- 
ing dissemination  for  "nonroutine"  uses  without  the  prior  written 
consent  of  the  subject,2107  and  by  requiring  that  the  individual  be 
notified  at  the  time  of  collection  of  the  routine  uses  that  may  be 
made  of  the  information.2108  Subsection  (a)(7)  defines  "routine  use" 
as  "use  .  .  .  for  a  purpose  which  is  compatible  with  the  purpose  for 
which  the  information  was  collected."  A  further  limitation  on  dis- 
semination is  that  transferee  agencies  subject  to  the  Act  must  meet 
the  subsection  (e)(1)  requirement  that  agencies  maintain  only  rele- 
vant and  necessary  information. 

The  present  provisions  represent  a  compromise  between  the 
proposal  that  no  records  be  disclosed  outside  the  collecting  agency 
without  the  prior  consent  of  the  subject,2109  and  the  proposal  that 
agencies  be  free  to  disclose  information  to  anyone  as  long  as  the  sub- 
ject is  notified.2110  The  former  proposal  ignored  the  costly  duplica- 
tion of  effort  that  would  be  required  if  individuals  chose  to  prevent 
all  transfers,2111  while  the  latter  gave  insufficient  weight  to  the  right 
of  an  individual  to  control  the  flow  of  information  about  him.  As 
discussed  below,2112  the  Act  made  no  substantive  change  in  the  law 
regarding  the  disclosure  of  personal  information.2118 

The  scheme  adopted  by  the  Privacy  Act  is  subject  to  attack  on 
the  ground  that  it  gives  insufficient  control  to  the  subject  at  the  time 
of  data  acquisition.  For  example,  although  each  agency  must  inform 
the  information  supplier  of  the  routine  uses  that  may  be  made  of 
the  information,  the  Act  does  not  recognize  a  right  to  withhold  in- 
formation on  the  basis  of  the  agency's  determination  of  routine  uses. 

2106.  See  S.  Rep.  No.  93-1183,  supra  note  1977,  at  64-65. 

2107.  Privacy  Act  §  3,  5  U.S.CA.  §  552a(b)  (Supp.  Feb.  1975). 

2108.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(e)(3)  (Supp.  Feb.  1975).  Subsection  (e)(4) 
(D)'a  requirement  that  each  agency  publish  "each  routine  use  of  the  records  contained 
in  the  system,  including  the  categories  of  users  and  the  purpose  of  such  use"  provides 
additional  notice. 

2109.  See  H.R.  9527,  92d  Cong.,  2d  Sess.  (1972). 

2110.  See  H.R.  12206,  93d  Cong.,  2d  Sess.  (1974). 

2111.  For  example,  every  three  months  the  Social  Security  Administration  transfers 
the  earning  records  of  one  million  persons  to  state  agencies  that  administer  unem- 
ployment programs.  If  consent  for  the  transfer  were  required  and  refused,  the  states 
would  have  to  acquire  this  information  on  their  own.  Even  a  notice  requirement 
would  be  unreasonably  costly,  resulting  in  four  million  notices  a  year.  See  Hearings 
on  Access,  supra  note  1969,  at  182. 

2112.  See  text  at  note  2198  infra. 

2113.  See  11  Weekly  Comp.  of  Pres.  Docs.  8  (Jan.  1,  1975). 
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Instead,  the  Act  envisions  that  Congress  will  exercise  "a  vigorous 
oversight  check  on  agencies  to  make  certain  as  much  as  possible  that 
no  'nonroutine'  transfers  of  records  .  .  .  are  either  hidden  or 
blanketed  in  under  the  'routine'  category  to  nullify  the  basic  pro- 
tections of  the  law  to  individuals."2114  Each  agency  thus  can,  absent 
congressional  action,  continue  to  decide  the  uses  for  which  it  can  dis- 
seminate information  it  collects;2115  the  SEC's  Name  and  Relation- 
ship System,  for  example,  can  continue  routinely  to  distribute  de- 
rogatory information  to  other  agencies,2116  and  the  Civil  Service  Com- 
mission can  continue  routinely  to  transmit  information  on  a  subject's 
character,  general  reputation,  personal  characteristics,  and  mode  of 
living  to  various  branches  of  the  government,2117  To  be  sure,  once 
unnecessary  or  irrelevant  information  is  transferred  to  an  agency  for 
a  routine  use,  the  individual  presumably  can  challenge  the  retention 
of  that  information  under  subsection  (e)(1).  Moreover,  individuals 
can  trace  distributions  of  their  records  because  of  the  (c)(3)  require- 
ment that  agencies  make  available  to  the  subject  accountings  of  file 
transfers.  These  two  subsections  provide  only  limited  control  over  the 
dissemination  of  information,  however,  because  they  apply  only  after 
dissemination  has  occurred  and  they  depend  on  the  subject  initiating 
an  inquiry  as  to  whether  there  have  been  improper  disseminations. 
To  ensure  that  individuals  retain  control  over  the  dissemination  of 
surrendered  information,  the  Privacy  Act  should  have  required  that 
the  individual  be  able  to  challenge  collection  by  the  collecting 
agency  on  the  ground  that  the  information  sought  is  irrelevant  to  or 
unneeded  by  an  agency  that  has  been  labeled  a  routine  recipient. 

Subsection  (b)  allows  dissemination  of  records  for  nonroutine 
uses  without  the  prior  consent  of  the  individual  in  a  variety  of  situa- 
tions where  the  need  for  the  information  is  great  or  the  damage  to 
privacy  interests  is  slight.2118  For  example,  subsection  (b)(4)  allows 

2114.  H.R.  Rep.  No.  93-1416,  supra  note  2081,  at  12. 

2115.  Moreover,  Privacy  Act,  §  3,  5  U.S.C.A.  §  552a(e)(ll)  (Supp.  Feb.  1975),  allows 
an  agency  to  publish  in  the  Federal  Register  notice  of  any  new  use  and  provide  an 
opportunity  for  interested  persons  to  submit  arguments.  The  provision  would  appar- 
ently allow  an  agency  to  adopt  new  "routine  uses"  for  which  disclosure  could  be  made 
without  the  data  subject's  consent. 

2116.  See  Federal  Data  Banks,  supra  note  1515,  at  xliv. 

2117.  See  id. 

2118.  There  are  ten  situations  where  information  may  be  disseminated  for  a  non- 
routine  use  without  the  prior  consent  of  the  individual.  Five  of  these  are  discussed  in 
the  text  at  notes  2119-23  infra.  The  other  five  situations  seem  inoffensive.  Subsection 
(b)(1)  allows  disclosure  of  the  information  to  those  officers  and  employees  of  the  agency 
maintaining  the  record  who  need  the  record  to  perform  their  duties.  Subsection  (b)(6) 
allows  disclosure  to  the  National  Archives.  This  exemption  allows  an  agency  to 
gather  information  of  historical  importance.  For  its  legislative  origin  see  Hearings  on 
Access,  supra  note  1969,  at  274-76.  Subsection  (b)(8)  allows  disclosure  "to  a  person 
pursuant  to  a  showing  of  compelling  circumstances  affecting  the  health  or  safety  of 
an  individual  if  upon  such  disclosure  notification  is  transmitted  to  the  last  known 
address  of  such  individual."  Subsection  (b)(9),  allowing  dissemination  to  Congress,  and 
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disclosure  of  records  to  the  Bureau  of  the  Census  for  purposes  of 
planning  because  of  the  strict  confidentiality  of  Census  records.2119 
Subsection  (b)(5)  permits  disclosure  of  records  in  a  nonidentifiable 
form  to  a  recipient  for  use  in  statistical  research  because  of  the 
reduced  privacy  dangers  in  the  transfer  of  nonidentifiable  informa- 
tion and  because  of  the  desire  to  facilitate  research.2120  Subsection 
(b)(7)  exempts  from  the  consent  requirement  information  sought  by 
an  agency  for  a  law  enforcement  activity,  but  prevents  law  enforce- 
ment agencies  from  going  on  "fishing  expeditions"  by  requiring  the 
head  of  the  requesting  agency  to  specify  in  writing  the  particular 
portion  of  the  record  desired  and  the  law  enforcement  activity  for 
which  the  record  is  sought. 

Only  two  of  the  exemptions  are  questionable.  Subsection  (b)(l  1) 
allows  disclosure  without  consent  "pursuant  to  the  order  of  a  court 
of  competent  jurisdiction."  The  Senate  recommended  that  an  agency 
be  required  to  serve  advance  notice  on  the  subject  before  it  dissemi- 
nates his  file  pursuant  to  compulsory  legal  process.2121  Such  a  provi- 
sion is  more  attractive  than  the  provision  adopted  because  it  affords 
greater  protection  to  the  subject's  privacy  interests  by  permitting 
him  to  take  appropriate  legal  steps  to  suppress  a  subpoena2122  with- 
out unduly  burdening  the  requester,  who  would  already  be  in  court. 
The  difficulties  with  subsection  (b)(2),  which  permits  disclosures  re- 
quired under  the  FOIA,  are  dealt  with  in  the  discussion  on  the  inter- 
action of  the  Privacy  Act  and  the  FOIA.2123 

Subsection  (n)  of  the  Privacy  Act  deals  with  a  narrow  dissemina- 
tion problem  that  had  attracted  earlier  congressional  attention,2124 
by  forbidding  the  sale  or  rental  by  an  agency  of  an  individual's  name 
and  address  unless  such  action  is  specifically  authorized  by  law.  The 
provision  was  a  response  to  the  practice  of  various  government 
agencies  of  selling  mailing  lists  of  persons  with  certain  characteristics, 
such  as  gun  collectors,  amateur  radio  operators,  and  licensed  pilots, 
to  commercial  and  political  organizations.2125  The  sale  of  such  lists 
infringes  upon  privacy  interests  not  because  the  individual  receives 
mail,  which  can  easily  be  thrown  away,  but  because  information 

subsection  (b)(10),  allowing  dissemination  to  the  Comptroller  General,  facilitate  over- 
sight of  the  administration  of  the  Act. 

2119.  Laws  relating  to  the  Bureau  of  the  Census  limit  access  to  census  records  to 
Bureau  employees  and  prohibit  their  removal  from  the  premises.  H.R.  Rep.  No.  93- 
1416,  supra  note  2081,  at  12-13.  See  text  at  notes  1934-35  supra. 

2120.  See  also  Hearings  on  Access,  supra  note  1969,  at  159,  180-81  (remarks  of  the 
representative  of  HEW). 

2121.  See  S.  Rep.  No.  93-1183,  supra  note  1977,  at  66. 

2122.  See  id. 

2123.  See  text  at  notes  2196-214  infra. 

2124.  See  generally  Hearings  on  Mailing  Lists,  supra  note  1499. 

2125.  See  id.  at  28-29,  70,  136. 
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about  the  individual  has  been  disclosed  without  his  knowledge.  Al- 
though salutary  in  purpose,  subsection  (n)  may  be  of  limited  force 
because  it  states  explicitly  that  it  shall  not  be  construed  to  require 
the  withholding  of  names  and  addresses  otherwise  permitted  to  be 
made  public,  and  presumably,  therefore,  permits  disclosure  under 
the  FOIA.2126  Provisions  of  the  FOIA  mandating  disclosure  of  infor- 
mation to  the  public  do  not  apply  where  disclosure  "would  consti- 
tute a  clearly  unwarranted  invasion  of  personal  privacy."2127  This 
privacy  exemption  to  the  FOIA,  however,  does  not  as  interpreted 
adequately  protect  privacy  interests.2128  In  the  area  of  mailing  lists, 
its  disabilities  are  perpetuated  in  the  Privacy  Act  because  of  subsec- 
tion (n). 

5.    Remedies  and  Sanctions 

The  privacy  rights  created  by  the  Privacy  Act  would  be  meaning- 
less if  they  were  not  accompanied  by  effective  remedies  or  sanctions. 
The  Act  establishes  civil  and  criminal  liability  for  some  violations, 
but  it  seems  doubtful  that  such  provisions  are  sufficient  to  protect 
all  the  rights  created  by  the  Act. 

Subsection  (g)(1)  of  the  Privacy  Act  provides  that  an  individual 
may  bring  a  civil  action  against  an  agency  in  the  federal  district 
courts  whenever  the  agency  refuses  to  amend  the  individual's 
record2129  or  refuses  access  to  a  record.2130  Thus  an  individual  always 
has  standing  to  contest  an  agency's  failure  to  accord  him  the  rights 
of  access  and  challenge.  An  individual's  standing  to  contest  an 
agency's  failure  to  maintain  his  records  with  accuracy,  relevance, 
timeliness,  and  completeness,  set  forth  in  subsection  (g)(1)(C),  ex- 
tends only  to  situations  in  which  a  determination  is  made  that  is 
adverse  to  the  individual.  Subsection  (g)(1)(C)  apparently  refers  to 
violations  of  subsection  (e)(5)  only;  but  might  also  include  vio- 
lations of  (e)(1).  Because  the  next  subsection  states  only  that  it 
applies  to  violations  of  "any  other  provision,"2131  it  is  left  unclear 
whether  an  individual  alleging  a  violation  of  (e)(1)  must  await  an 
adverse  determination  as  required  by  (g)(1)(C). 

With  respect  to  violations  of  all  other  primary  rights  conferred 
by  the  Act,  subsection  (g)(1)(D)  grants  standing  to  an  individual 
whenever  an  agency  "fails  to  comply  with  any  other  provision  of 
this  section,  ...  in  such  a  way  as  to  have  an  adverse  effect  on  the 
individual."  While  the  provision  presumably  does  not  require  an 

2126.  120  Cong.  Rec.  H12244  (daily  ed.  Dec.  18,  1974). 

2127.  5  U.S.C.  §  552(b)(6)  (1970). 

2128.  See  text  at  notes  700-44  supra. 

2129.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(g)(l)(A)  (Supp.  Feb.  1975). 

2130.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(g)(l)(B)  (Supp.  Feb.  1975). 

2131.  Privacy  Act  §  3.  5  U.S.C.A.  §  552a(g)(l)(D)  (Supp.  Feb.  1975). 
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adverse  administrative  determination,  the  ambiguity  of  the  term 
"adverse  effect"  leaves  unclear  what  an  individual  must  show  to 
obtain  standing.  If  the  adverse  effect  requirement  is  only  intended 
to  i  ict  standing  to  data  subjects  whose  Privacy  Act  rights  are 
violated  (through,  for  example,  improper  dissemination  or  im- 
proper collection  of  information),  the  subsection  would  impose  only 
minimal  landing  requirements.  If,  however,  the  adverse  effect  re- 
quirement is  intended  to  restrict  standing  to  individuals  who  can 
prove  prima  facie  that  the  agency  violation  resulted  in  monetary 
harai,2182  the  Act  would  fail  to  recognize  that  there  can  be  serious 
violations  of  privacy  that  do  not  result  in  such  harm.2188 

The  argument  that  the  adverse  effect  requirement  allows  suit  by 
anyone  who  is  the  subject  of  information  acquired  or  disseminated 
in  violation  of  the  Privacy  Act  draws  support  from  the  Senate  report 
on  an  analogous  provision  contained  in  the  Senate  bill.  Although 
the  phrase  "adverse  effect"  comes  from  the  House  bill,2134  the  Senate 
version  granted  standing  to  any  "aggrieved  person,"2135  a  similar 
formulation.  The  Senate  report  explained  that  the  phrase  was 

designed  to  encourage  the  widest  possible  citizen  enforcement 
rough  the  judicial  process.  This  is  necessary,  as  mentioned,  since 
e  Act  does  not  give  any  administrative  body  authority  to  ensure 
compliance  with  the  Act.  The  Committee  intends  the  use  of  the  term 
"aggrieved  person"  to  afford  the  widest  possible  standing  consistent 
with  the  constitutional  requirement  of  "case  or  controversy"  in 
Article  III,  Sec.  2  of  the  Constitution.  In  this  respect,  the  provision 
is  designed,  among  other  things,  to  supply  certain  deficiencies  in 
standing  and  ripeness  which  the  courts  found  in  Environmental 
Protection  Agency  v.  Mink,  410  U.S.  73  (1973),  Laird  v.  Tatum,  408 
U.S.  1  (1972),  and  [California  Bankers  Association  v.  Shultz,  416 
U.S.  21  (1974)].2i86 

The  failure  of  the  conference  staff's  report  to  comment  on  any  com- 
promise in  this  regard  arguably  suggests  that  the  House  conferees 
understood  their  language  to  have  the  same  effect.  If  Congress  had 
intended  to  require  a  showing  of  actual  damage  in  order  to  obtain 
ling,  it  could  have  used  the  words  "actual  damages,"  as  it  did  in 
subsection  (g)(4)(A),  instead  of  "adverse  effect." 

'here  are  countervailing  indications,  however,  that  the  "adverse 
quirement  of  subsection  (g)(1)(D)  was  intended  to  require 

ird  v.  Tatum,  408  U.S.  1,  13-14  (1972)  (rejecting  a  challenge  to  use  of 
iomestic  surveillance  and  holding  that  "[allegations  of  a  subjective 
t-        -    iol  an  adequate  substitute  for  a  claim  of  specific  present  objective  harm  or 
•  ific  future  harm  .  .  ."). 
"■    See  text  at  notes  1536-49  supra. 

See  II.R.  16373,  §  (g)(1)(C),  93d  Cong.,  2d  Sess.  (1974). 
S.  3418,  §§  303(b).  (c),  93d  Cong.,  2d  Sess.  (1974). 
2136.  S.  Rff.  No.  93-1183,  supra  note  1977,  at  83. 
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a  showing  of  actual  harm.  This  conclusion  is  supported  by  the 
structure  of  subsection  (g)(1).  Subsections  (g)(1)(A)  and  (g)(1)(B), 
providing  standing  when  an  agency  violates  subsections  (d)(3)  or 
(d)(1)  of  the  Act,  clearly  do  not  require  a  showing  of  actual  harm. 
If  subsection  (g)(1)(D)  were  meant  to  give  standing  to  any  individual 
who  is  affected  by  any  other  violations  of  the  Act,  there  would  have 
been  no  need  to  mention  specifically  violations  of  (d)(3)  and  (d)(1) 
in  subsections  (g)(1)(A)  and  (g)(1)(B).  Moreover,  the  wording  of 
subsection  (g)(1)(D)  comes  directly  from  the  language  of  the  House 
bill,2137  which  is  generally  more  conservative  in  its  protections  of 
the  right  of  privacy.2188 

Given  these  conflicting  indications  of  congressional  intent,  courts 
should  interpret  "adverse  effect"  broadly,  and  should  not  require 
a  showing  of  actual  harm.  This  interpretation  of  "adverse  effect" 
is  necessary  if  the  Act  is  to  fulfill  its  stated  purpose  to  "permit  an 
individual  to  determine  what  records  pertaining  to  him  are  .  .  . 
disseminated  .  .  .  ,"2139  If  an  individual  can  only  challenge  the  dis- 
semination of  information  that  causes  him  monetary  harm  he  is  obvi- 
ously powerless  to  prevent  much  improper  dissemination. 

The  Act  grants  either  damages  or  injunctive  relief,  depending 
upon  the  nature  of  the  agency  violation,  to  individuals  with  standing 
to  sue.  When  an  agency  improperly  refuses  to  amend  an  individual's 
record  or  improperly  refuses  an  individual  access  to  his  records,  the 
Act  authorizes  courts  to  order  the  agency  to  correct  the  record  or  to 
produce  the  record.2140  In  these  situations,  the  Act  makes  injunctive 
relief  the  exclusive  remedy,  with  no  provision  for  redress  of  actual 
damages  suffered  from  wrongful  agency  refusal  to  amend.  For  all 
other  violations  of  the  Act  the  sole  remedy  appears  to  be  monetary 
damages.2141  Damages  are  not  available,  however,  unless  "the  agency 

2137.  See  H.R.  16373,  §  (g)(1)(C),  93d  Cong.,  2d  Sess.  (1974). 

2138.  See  the  various  Senate  proposals  mentioned  at  notes  2091,  2121,  &  2136  supra, 
and  at  notes  2145.  2147,  2151,  &  2182  infra. 

2139.  Privacy  Act  §  2(b)(1),  5  U.S.C.A.  §  552a  (note)  (Supp.  Feb.  1975). 

2140.  Privacy  Act  §  3,  5  U.S.C.A.  §§  552a(g)(2),  (g)(3)  (Supp.  Feb.  1975).  Where  the 
violation  alleged  is  refusal  to  amend,  subsection  (g)(2)(A)  empowers  the  court  to  de- 
termine the  matter  de  novo.  Where  the  violation  alleged  is  denial  of  access  to  a  file, 
subsection  (g)(3)(A)  empowers  the  court  to  determine  the  matter  de  novo  and  to  ex- 
amine in  camera  the  contents  of  any  records  claimed  to  be  exempted  by  subsection 
(k),  discussed  in  the  text  at  notes  2183-94  infra.  In  an  action  under  either  (g)(2)  or 
(g)(3),  the  court  may  assess  against  the  United  States  reasonable  attorney  fees  and 
other  reasonable  litigation  costs,  if  the  complainant  has  substantially  prevailed.  Pri- 
vacy Act  §  3,  5  U.S.C.A.  §§  552a(g)(2)(B),  (g)(3)(B)  (Supp.  Feb.  1975). 

2141.  Privacy  Act  g  3,  5  U.S.C.A.  §  552a(g)(4)  (Supp.  Feb.  1975)  provides: 

In  any  suit  brought  under  the  provisions  of  subsection  (g)(1)(C)  or  (D)  of  this  sec- 
tion in  which  the  court  determines  that  the  agency  acted  in  a  manner  which  was 
intentional  or  willful,  the  United  States  shall  be  liable  to  the  individual  in  an 
amount  equal  to  the  sum  of — 

(A)  actual  damages  sustained  by  the  individual  as  a  result  of  the  refusal  or 
failure,  but  in  no  case  shall  a  person  entitled  to  recovery  receive  less  than  the 
sum  of  $1,000;  and 
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acted  in  a  manner  which  was  intentional  or  willful.  .  .  ."2U2  This 
standard  for  recovery  of  damages  is  a  compromise2143  between  the 
House  proposal  of  the  traditional  "arbitrary  and  capricious"  stan- 
dard for  review  of  agency  action2144  and  the  Senate  proposal  of  strict 
liability  for  any  agency  violation  of  the  Act.2145  The  legislative  history 
indicates  that  "[o]n  a  continuum  between  negligence  and  the  very 
high  standard  of  willful,  arbitrary,  or  capricious  conduct,  this  stan- 
dard is  viewed  as  only  somewhat  greater  than  gross  negligence."2146 
This  comment  suggests  that  liability  should  not  attach  unless  the 
agency's  action  was  so  lacking  in  reason  as  to  approach  recklessness. 
This  requirement  obviously  imposes  a  heavy  burden  on  a  party 
seeking  compensation.  As  the  Act  does  not  explicitly  provide  for 
injunctive  relief  for  these  violations,  a  plaintiff  who  fails  to  meet 
this  requirement  may  be  without  a  remedy.  For  example,  a  court 
might  find  that  an  agency  is  improperly  disseminating  files  for  non- 
routine  uses  without  the  subjects'  consent,  and  yet  be  powerless  not 
only  to  prevent  the  dissemination  but  also  to  grant  compensation  to 
the  subjects.  This  interpretation  is  one  courts  might  well  try  to 
avoid,  but  the  Act  could  have  avoided  this  difficulty  either  by  autho- 
rizing injunctive  relief  with  regard  to  all  violations  of  the  Act  where 
appropriate,2147  or  by  setting  a  lower  standard  for  agency  liability,  or 
both. 

Under  the  Act,  damages  are  to  be  recovered  from  the  federal 
government.2148  If  the  offending  agency  were  required  to  pay,  such 
payments  would  be  reflected  in  the  agency's  operating  budget  and 
would  perhaps  provide  a  more  direct  deterrent  to  violations.  The 
$1000  floor  on  recovery  provided  in  the  Act2149  presumably  repre- 
sents a  compromise  between  the  House  proposal,  which  only  allowed 
recovery  of  actual  damages,2160  and  the  Senate  proposal,  which  al- 
lowed recovery  of  punitive  damages  where  appropriate.2151  A  provi- 
sion for  punitive  damages  would  seem  desirable  in  order  to  deter 
repeated  violations  of  the  Act,  although  in  the  absence  of  direct 

(B)    the  costs  of  the  action   together  with   reasonable  attorney  fees  as  deter- 
mined by  the  court. 

2142.  Privacy  Act  §  3,  5  U.S.OA.  5  552a(g)(4)  (Supp.  Feb.  1975). 

2143.  120  Cong.  Rec.  H12.245  (daily  ed.  Dec  18,  1975). 

2144.  H.R.  16373,  §  (g)(3),  93d  Cong.,  2d  Sess.  (1974). 

2145.  S.  3418,  §  303(c).  93d  Cong.,  2d  Sess.  (1974). 

2146.  120  Cong.  Rec.  H12.245  (daily  ed.  Dec.  18,  1974). 

2147.  S.  3418,  §  303(b),  93  Cong.,  2d  Sess.  (1974),  would  have  so  provided. 

2148.  Privacy  Act  {  3,  5  U.S.C.A.  §  552a(g)(4)  (Supp.  Feb.  1975),  set  out  in   note 
2141  supra. 

2149.  Privacy  Act  j  3,  5  U.S.CA.  §  552a(g)(4)(A)  (Supp.  Feb.  1975). 

2150.  See  H.R.  16373,  §  (g)(3)(A),  93d  Cong.,  2d  Sess.  (1974). 

2151.  See  S.  3418,  §  303(c)(2),  93d  Cong..  2d  Sess.  (1974). 
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recovery  from  the  offending  agency,  the  effectiveness  of  such  deter- 
rence is  certainly  questionable. 

In  sum,  the  Privacy  Act  allows  a  data  subject  to  enforce  his  rights 
of  access  and  challenge  through  injunctive  relief,  and  provides  him 
with  an  opportunity  to  collect  damages  for  the  "intentional  or  will- 
ful" retention  of  inaccurate  or  irrelevant  information  once  an  agency 
has  made  a  determination  adverse  to  his  interests.  Thus,  the  Act  pro- 
vides relatively  full  protections  against  violations  of  privacy  that 
occur  in  the  retention  stage.  With  respect  to  the  acquisition  and 
dissemination  stages,  however,  the  remedies  provided  by  the  Act  are 
clearly  unsatisfactory.  Only  damages  are  available,  and  to  obtain 
them  the  plaintiff  must  show  that  the  agency  acted  intentionally  and 
willfully,  and  may  have  to  show  actual  harm.  The  weakness  of  the 
remedy  provisions  prevents  the  accomplishment  of  the  Act's  purpose 
to  "permit  an  individual  to  determine  what  records  pertaining  to 
him  are  collected,  maintained,  used,  or  disseminated  .  .  .  ,"2162  To 
accomplish  this  purpose,  the  Act  should  have  given  standing  to 
anyone  who  is  the  subject  of  information  involved  in  a  violation  of 
the  Privacy  Act  and  should  have  provided  for  actual  damages, 
punitive  damages,  and  injunctive  relief,  wherever  appropriate,  as 
the  Senate  bill  had  proposed.2163 

For  violations  of  provisions  that  are  "key  to  any  effective  protec- 
tion for  privacy  and  confidentiality,"2154  the  Act  provides  criminal 
fines  of  up  to  $5000.  Because  "[t]he  entire  Act  would  be  frustrated 
if  secret  data  banks  could  be  created  and  operated  with  im- 
punity,"2156 subsection  (t)(2)  imposes  a  fine  on  "[a]ny  officer  or  em- 
ployee of  any  agency  who  willfully  maintains  a  system  of  records  with- 
out meeting  the  notice  requirements  of  [publishing  in  the  Federal 
Register]  .  .  .  ."  In  response  to  the  equally  fundamental  need  to 
guard  against  willful  disregard  of  the  limitations  on  dissemina- 
tion,2166 subsection  (i)(l)  imposes  fines  on  any  officer  or  employee  of 
an  agency  "who  knowing  that  disclosure  of  the  specific  material  is 
.  .  .  prohibited,  willfully  discloses  the  material  in  any  manner  to  any 
person  or  agency  not  entitled  to  receive  it  .  .  .  ."  Finally,  subsection 
(i)(3)  makes  "[a]ny  person  wTho  knowing  and  willfully  requests  or 
obtains  any  record  concerning  an  individual  from  an  agency  under 
false  pretenses  .  .  ."  subject  to  a  fine.  None  of  the  civil  remedies  in 
the  Act  would  reach  individuals  guilty  of  such  violations.  At  least 
one  other  critical  provision  of  the  Act  probably  should  have  been 

2152.  Privacy  Act  §  2(b)(1),  5  U.S.C.A.  §  552a  (note)  (Supp.  Feb.  1975). 

2153.  S.  3418,  §§  303(b),  (c),  93d  Cong.,  2d  Sess.  (1974). 

2154.  S.  Rep.  No.  93-1183.  supra  note  1977,  at  81. 

2155.  Id. 

2156.  Id. 
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reinforced  by  criminal  penalties.  Because  all  of  the  rights  granted  by 
the  Privacy  Act  depend  on  an  individual's  ability  to  find  out  if  an 
agency  maintains  a  file  on  him,  the  Act  should  have  imposed  criminal 
liability  on  any  officer  or  employee  of  an  agency  who,  in  response  to 
an  individual's  inquiry  about  the  existence  of  a  file,  knowingly  re- 
sponds falsely. 

As  an  aid  in  enforcing  and  administering  the  Privacy  Act,  the 
establishment  of  a  federal  privacy  board  was  recommended.2167  As 
enacted,  however,  the  Privacy  Act  envisions  that  disputes' arising 
under  it  will  be  settled  in  the  federal  courts,  and  delegates  to  the 
agencies  themselves  the  task  of  promulgating  regulations  governing 
the  administration  of  the  Act.2158  A  federal  privacy  board  has  definite 
advantages,  for  it  could  reduce  the  case-load  burden  of  the  district 
courts,  promote  uniformity  by  promulgating  regulations  implement- 
ing the  Act  for  all  agencies,2159  and  reduce  the  possibility  of  infrac- 
tions of  the  Privacy  Act  by  conducting  on-site  audits  of  agency 
information  systems  and  files.2160  The  board  also  could  be  charged 
with  the  administration  of  the  FOIA,  thereby  providing  oversight 
of  the  interaction  between  the  Privacy  Act  and  the  FOIA.  Ap- 
parently the  privacy  board  proposal  failed  because  Congress  was 
reluctant  to  establish  yet  another  federal  bureaucracy,2181  and  because 
the  administrative  costs  would  have  been  great.  Instead,  the  Privacy 
Act  establishes  a  Privacy  Protection  Study  Commission,  empowered 
merely  to  study  agency  information  practices  and  to  recommend 
changes  in  the  Privacy  Act.2162 

6.    Exemptions 

The  two  exemptions  to  the  several  provisions  of  the  Privacy  Act 
are,  in  general,  necessary  and  reasonably  circumscribed.  Subsection 
(j)(2)  allows  criminal  law  enforcement  agencies  to  exempt  certain 
types  of  records  that  they  maintain  from  the  provisions  granting  the 
rights  of  subject  notice,   access,   and   challenge,2163  restricting  the 

2157.  Representative  Koch,  who  introduced  the  first  privacy  bill,  favored  creation 
of  a  Federal  Privacy  Board.  See  120  Cong.  Rec.  HI 2,248  (daily  ed.  Dec  18,  1974).  S. 
3418,  §§  101-07,  93d  Cong.,  2d  Sess.  (1974),  incorporated  the  idea,  but  H.R.  16373,  93d 
Cong.,  2d  Sess.  (1974),  did  not  establish  any  type  of  board  to  oversee  administration  of 
the  Act. 

2158.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(f)  (Supp.  Feb.  1975),  requires  each  agency 
to  establish  procedures  governing  notice,  access,  and  challenge. 

2159.  S.  3418,  $  103(a)(3).  93d  Cong.,  2d  Sess.  (1974),  gave  the  board  authority  to 
"develop  model  guidelines"  and  "assist  Federal  agencies  in  preparing  regulations." 

2160.  This  power  was  explicitly  given  to  the  board  in  the  original  version  of  S. 
3418,  introduced  on  May  1,  1974.  The  version  reported  from  committee  and  passed 
by  the  Senate,  however,  gave  the  board  the  power  to  conduct  "inspections."  S.  3418, 
5  103(a)(3),  93d  Cong.,  2d  Sess.  (1974). 

2161.  See.  ejg.,  Hearings  on  Access,  supra  note  1969,  at  195. 

2162.  Privacy  Act  §  5,  5  U.S.C.A.  §  552a  (note)  (Supp.  Feb.  1975). 

2163.  Privacy  Act  §  3,  5  U.S.C.A.  g  552a(d)  (Supp.  Feb.  1975),  discussed  in  the  text 
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acquisition  of  data2164  and  the  method  of  acquisition,2165  requiring 
accuracy  of  retained  information,2166  imposing  civil  liability,2167  and 
requiring  notice  to  Congress  of  any  alteration  of  its  system  of  rec- 
ords.2168 The  types  of  records  that  may  be  exempted  consist  of: 

(A)  information  compiled  for  the  purpose  of  identifying  individual 
criminal  offenders  and  alleged  offenders  and  consisting  only  of  iden- 
tifying data  and  notations  of  arrests,  the  nature  and  disposition  of 
criminal  charges,  sentencing,  confinement,  release,  and  parole  and 
probation  status;  (B)  information  compiled  for  the  purpose  of  a 
criminal  investigation,  including  reports  of  informants  and  investi- 
gators, and  associated  with  an  identifiable  individual;  or  (C)  reports 
identifiable  to  an  individual  compiled  at  any  stage  of  the  process  of 
enforcement  of  the  criminal  laws  from  arrest  or  indictment  through 
release  from  supervision.2169 

This  list  seems  to  encompass  all  records  held  for  criminal  law  en- 
forcement purposes.  The  exemption  thus  reflects  a  decision  to  leave 
the  regulation  of  these  records  to  separate  legislation,2170  and  reveals 
a  general  fear  of  hampering  criminal  investigations2171  by  disclosing 
investigatory  techniques2172  or  by  discouraging  the  cooperation  of 
informants.2173 

In  general,  this  law  enforcement  records  exemption  is  reasonable. 
The  exemption  from  restrictions  on  the  type  of  information  that 
may  be  acquired  seems  necessary  because  of  the  difficulty  in  deter- 

at  notes  2055-98  supra.  These  agencies  can  also  exempt  themselves  from  subsections 
(e)(4)(G) -(I),  which  require  publication  of  the  procedures  for  notice  and  access,  and 
from  subsection  (f),  which  requires  each  agency  to  establish  procedures  for  subject 
notice,  access,  and  challenge. 

2164.  Privacy  Act  §  3,  5  VS.CA.  §  552a(e)(l)  (Supp.  Feb.  1975),  discussed  in  the 
text  at  notes  1987-2003  supra. 

2165.  Privacy  Act  §  3,  5  U.S.CA  §  552a(e)(2)  (Supp.  Feb.  1975),  discussed  in  the 
text  at  notes  2020-26  supra. 

2166.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(e)(5)  (Supp.  Feb.  1975). 

2167.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(g)  (Supp.  Feb.  1975),  discussed  in  the  text 
at  notes  2129-53  supra. 

2168.  Privacy  Act  §  3,  5  U.S.C.A.  $  552a(o)  (Supp.  Feb.  1975),  discussed  in  the  text 
at  notes  2099-106  supra. 

It  is  possible  that  the  exemption  from  subsection  (o)  is  an  oversight.  The  exemp- 
tions for  agencies  appear  in  subsections  (j)  and  (k).  No  reference  is  made  in  these  sub- 
sections to  any  other  provision  following  subsection  (k),  most  of  which  are  relatively 
minor.  However,  the  failure  to  deal  with  these  later  provisions  means  that  the  CIA 
and  criminal  law  enforcement  agencies  can  exempt  themselves  from  the  restrictions  on 
the  sale  of  mailing  lists,  see  text  at  notes  2124-28  supra,  and  the  development  of  new 
information  systems.  See  text  at  note  2179  infra. 

2169.  Privacy  Act  §  3,  5  Ui.CA  §  552a(j)(2)  (Supp.  Feb.  1975). 

2170.  See  H.R.  Rep.  No.  93-1416,  supra  note  2081,  at  18. 

2171.  See  Hearings  on  Records,  supra  note  1517.  at  88-90  (Department  of  Justice), 
110  (Department  of  Defense). 

2172.  Id.  at  89-90  (Department  of  Justice). 

2173.  W. 
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mining  what  will  be  relevant  to  a  criminal  investigation;  the  exemp- 
tion from  the  restrictions  on  method  of  acquisition  is  necessary 
because  collection  directly  from  the  individual  is  generally  incon- 
sistent with  the  nature  of  criminal  investigations.  If  the  broader 
"reasonableness"  standard  for  acquisition  methods  proposed  above2174 
is  adopted,  however,  a  separate  exemption  would  not  be  necessary 
because  the  standard  takes  into  account  the  legitimacy  and  weight 
of  agency  needs  and  purposes.  The  exemption  from  the  requirement 
that  information  used  in  a  determination  about  an  individual  be 
accurate  seems  solidly  grounded  because  the  requirement's  purpose, 
"to  assure  fairness  to  the  individual  in  the  determination,"2176  is 
adequately  guaranteed  by  the  rules  of  procedure  in  a  criminal  trial. 
There  are,  however,  several  respects  in  which  the  law  enforcement 
records  exemption  is  unduly  broad.  The  first  area  in  which  narrow- 
ing is  feasible  is  the  area  of  subject  access.  The  Senate  bill  had 
exempted  from  the  right  of  subject  access  only  information  in  the 
hands  of  criminal  enforcement  agencies  that,  if  disclosed  to  the 
subject,  would  impede  current  law  enforcement  proceedings.2176 
Recent  amendments  to  the  FOIA  have  replaced  an  exemption  similar 
to  the  Privacy  Act's  subsection  (j)(2)(B)  with  an  exemption  allowing 
nondisclosure  only  where  disclosure  would  interfere  with  law  en- 
forcement proceedings,  deprive  a  person  of  his  right  to  a  fair  trial, 
constitute  an  unwarranted  invasion  of  privacy,  disclose  the  identity 
of  confidential  sources  who  are  protected  by  the  provisions  of  the 
Act,  disclose  investigate  techniques  or  procedures,  or  threaten  the 
life  or  physical  safety  of  law  enforcement  personnel.2177  It  is  curious 
that  Congress  found  it  necessary  to  enact  a  broad  provision  in  the 
Privacy  Act  when  it  had  been  satisfied  with  a  more  tailored  exemp- 
tion to  the  FOIA.  Also,  there  seems  to  be  no  reason  to  exempt 
criminal  law  enforcement  agencies  from  civil  liability  for  violations 
of  the  few  provisions  that  do  apply  to  them.  While  criminal  penalties 
remain  applicable  to  violations  of  many  of  those  provisions,  they  do 
not  compensate  the  aggrieved  individual.  Improper  disclosure  of 
investigatory  material  to  employers,  for  example,  could  seriously 
harm  innocent  individuals.2178  Finally,  the  exemption  to  the  require- 
ment that  Congress  be  notified  of  any  alteration  in  the  agency's 
system  of  records  seems  inexplicable,  especially  in  light  of  the  recent 

2174.  See  text  following  note  2026  supra. 

2175.  Privacy  Act  g  3.  5  U.S.C.A.  §  552a(e)(5)  (Supp.  Feb.  1975). 

2176.  S.  3418,  §  203(b),  93d  Cong.,  2d  Sess.  (1974). 

2177.  5  U.S.C.A.  §  552(b)(7)  (Supp.  Feb.  1975).  See  text  at  notes  745-828  supra. 

2178.  The  ACLU  presented  a  number  of  examples  of  individuals  who  lost  jobs  or 
were  subjected  to  police  harassment  because  of  the  dissemination  of  arrest  records  or 
intelligence  information.  Hearings  on  Criminal  Justice  Data  Banks,  supra  note  1550, 
at  252-59. 
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congressional  concern  over  proposed  consolidation  of  criminal  in- 
formation systems.2179 

Subsection  (j)  also  allows  the  CIA  to  exempt  any  of  its  records 
from  the  same  provisions.  The  purpose  of  the  exemption  appears  to 
be  the  protection  of  national  security  interests.2180  Yet  the  Act  al- 
ready contains  a  narrower  exemption  for  classified  documents,2181 
and  there  seems  to  be  no  reason  to  exempt  all  CIA  records,  since  a 
blanket  exemption  would  undoubtedly  protect  many  records  with- 
out any  national  security  significance.2182 

A  narrower  exemption  in  subsection  (k)  authorizes  any  agency 
to  exempt  certain  specific  records  from  the  provisions  dealing  with 
subject  notice,  access,  and  challenge2183  and  from  those  concerning 
acquisition  of  data.2184  The  subsection  covers  classified  documents,2185 
investigatory  material  compiled  for  civil  law  enforcement  pur- 
poses,2186 Secret  Service  files,2187  testing  or  examination  material  con- 

2179.  See  id.  passim.  The  FBI  has  consolidated  files  on  over  20  million  individuals 
and  computerized  records  on  over  450,000  persons.  Id.  at  17.  There  are  no  formal  reg- 
ulations concerning  distribution  of  these  records.  Id.  at  18-19.  The  FBI  currently  has 
limited  programs  for  sharing  criminal  information,  id.  at  10,  and  because  of  the  grow- 
ing concern  over  organized  crime,  with  its  interstate  ramifications,  there  has  been 
more  and  more  pressure  to  consolidate  investigative  records.  Id.  at  18. 

2180.  See  H.R.  Rep.  No.  93-1416,  supra  note  2081,  at  18. 

2181.  See  text  at  note  2185  infra. 

2182.  The  Senate  had  proposed  a  narrower  exemption  because  "[m]any  personnel 
files  and  other  systems  may  not  be  subject  to  security  classification  or  may  not  cause 
damage  to  the  national  defense  or  foreign  policy  simply  by  permitting  the  subjects 
of  such  files  to  inspect  them  and  seek  changes  in  their  contents  under  this  Act."  S. 
Rep.  No.  93-1183,  supra  note  1977,  at  74. 

2183.  Privacy  Act  §  3,  5  U.S.C.A.  §§  552a(d),  (c)(3).  (c)(4)(G),  (H),  (I),  (f)  (Supp.  Feb. 
1975). 

2184.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(e)(l)  (Supp.  Feb.  1975). 

2185.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(l)  (Supp.  Feb.  1975),  exempts  records 
"subject  to  the  provisions  of  section  552(b)(1)  of  this  tide."  See  text  at  notes  506-35 
supra. 

2186.  Privacy  Act  §  3,  5  U.S.C.A.  5  552a(k)(2)  (Supp.  Feb.  1975)  exempts: 

(2)    investigatory  material  compiled  for  law  enforcement  purposes,  other  than  ma- 
terial within   the  scope  of  subsection   (j)(2)  of  this  section:   Provided,   however, 
That  if  any  individual  is  denied  any  right,  privilege,  or  benefit  that  he  would 
otherwise  be  entitled  by  Federal  law,  or  for  which  he  would  otherwise  be  eligi- 
ble, as  a  result  of  the  maintenance  of  such  material,  such  material  shall  be  pro- 
vided to  such  individual,  except  to  the  extent  that  the  disclosure  of  such  mate- 
rial  would  reveal   the  identity  of  a  source  who    furnished   information    to   the 
Government  under  an  express  promise  that  the  identity  of  the  source  would  be 
held  in  confidence,  or,  prior  to  the  effective  date  of  this  section,  under  an  implied 
promise  that  the  identity  of  the  source  would  be  held  in  confidence. 
Representative  Koch  had  argued  that  no  exemption  was  needed  for  civil  law  enforce- 
ment agencies.   120  Cong.  Rec.  HI2,248  (daily  ed.  Dec   18,   1974).  Two   factors  may 
differentiate  criminal  law  enforcement  agencies.  First,  the  prevention  of  crime  is  usu- 
ally thought  to  be  a  more  fundamental  societal  goal.  Second,  suspected  criminals  are 
protected   from  deprivations  of  benefits   by  stricter  constitutional   guarantees.   Yet,   a 
representative  of  the  FTC  testified  that  failure  to  protect  its  files  from  access  would 
"wreak  havoc  on  their  ability  to  enforce  their  .  .  .  statutes."  Hearings  on  Access,  su- 
pra note  1969,  at  266-67. 
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cerning  federal  employment,2188  and  information  that  would  reveal 
the  identity  of  an  informant  where  such  information  was  obtained  in 
order  to  determine  suitability  or  eligibility  for  federal  employment, 
military  service,  federal  contracts,  for  access  to  classified  informa- 
tion,2189 or  for  promotion  in  the  armed  services.2190 

Subsection  (k)  also  exempts  records  "required  by  statute  to  be 
maintained  and  used  solely  as  statistical  records."2191  Subsection  (a)(6) 
defines  a  "statistical  record"  as  "a  record  in  a  system  of  records  main- 
tained for  statistical  research  or  reporting  purposes  only  and  not 
used  in  whole  or  in  part  in  making  any  determination  about  an 
identifiable  individual,  except  as  provided  by  section  8  of  title  13." 
This  last  clause  accommodates  Census  Bureau  records.2192  The 
exemption  from  the  subject  notice,  access,  and  challenge  provisions 
is  reasonable  because  access  and  challenge  would  frustrate  the  timely 
production  and  dissemination  of  data.  The  exemption  from  restric- 
tions on  data  acquisition,  however,  is  unwise,  for  the  result  is  to 
leave  unregulated  the  types  of  irrelevant  questions  for  which  the 
census  and  other  federal  questionnaires  have  been  criticized2193  and 
to  overlook  the  dangers  to  privacy  from  unrestrained  acquisition 
of  data.2194 

To  prevent  the  exemptions  from  swallowing  the  Privacy  Act  in 
practice,  subsection  (p)  provides  that  the  President  shall  submit  to 
Congress  an  annual  report  "listing  for  each  Federal  agency  the 
number  of  records  .  .  .  exempted  from  the  application  of  [the 
Privacy  Act]  under  the  provisions  of  subsections  (j)  and  (k).  .  .  ." 
Congress  recently  added  a  similar  provision  to  the  FOIA  to  facilitate 
congressional  oversight  of  the  exemptions  to  that  Act.2195 

7.    Interaction  Between  the  FOIA  and  the  Privacy  Act 

It  is  obvious  that  the  public's  right  to  know  about  government 
conduct,  guaranteed  by  the  FOIA,  will  sometimes  collide  with  the 
equally  important  right  guaranteed  by  the  Privacy  Act  to  control 
the  flow  of  personal  information.  The  balancing  of  interests  re- 
quired to  resolve  this  conflict  was  undertaken  in  the  FOIA  rather 
than  in  the  Privacy  Act.  The  FOIA  provides  flexible  exemptions 
from  its  disclosure  requirements,  especially  exemption  (b)(6),  which 
protects  information  the  disclosure  of  which  would  constitute  a  clearly 

2187.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(3)  (Supp.  Feb.  1975). 

2188.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(6)  (Supp.  Feb.  1975). 

2189.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(5)  (Supp.  Feb.  1975). 

2190.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(7)  (Supp.  Feb.  1975). 

2191.  Privacy  Act  §  3,  5  U.S.C.A.  §  552a(k)(4)  (Supp.  Feb.  1975). 

2192.  See  text  at  note  1934  supra. 

2193.  See  text  at  notes  1990-93  supra. 

2194.  See  text  at  notes  1536-49  supra. 

2195.  See  text  at  notes  939-42  supra. 
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unwarranted  invasion  of  personal  privacy.2198  These  exemptions 
necessitate  a  balancing  of  conflicting  interests  and  envision  the  dis- 
semination to  third  parties  of  some  types  of  information  but  not  of 
other  types.  The  Privacy  Act,  on  the  other  hand,  adopts  a  blanket 
approach  that  confers  on  the  data  subject  control  over  the  dissemina- 
tion of  all  records  (with  certain  rigid  exceptions)  without  reference 
to  the  nature  of  the  information  they  contain.2197  In  particular,  the 
Privacy  Act  contains  four  provisions  that  together  purport  to  exempt 
disclosures  that  are  required  under  the  FOIA  from  all  of  the  dissemi- 
nation restrictions  in  the  Privacy  Act.  The  intention,  as  indicated  in 
the  legislative  history  of  the  Privacy  Act,  was  "to  preserve  the  status 
quo  as  interpreted  by  the  courts  regarding  the  disclosure  of  personal 
information  under  [the  FOIA]."2198  The  result,  therefore,  is  that 
disclosure  decisions  are  made  under  the  FOIA  rather  than  undeT  the 
Privacy  Act. 

Subsection  (b)(2)  of  the  Privacy  Act  exempts  agencies  disclosing 
information  under  the  FOIA  from  the  obligation  to  obtain  the  data 
subject's  written  consent  prior  to  dissemination.  This  exemption 
seems  reasonable  because  it  prevents  individuals  from  frustrating 
legitimate  FOIA  requests.  In  order  to  facilitate  data  subject  chal- 
lenges to  FOIA  requests  through  reverse  FOIA  suits,2199  however, 
the  Privacy  Act  should  have  required  that  an  individual  be  notified 
when  an  FOIA  request  is  made  for  his  file.  Without  such  a  notifica- 
tion requirement,  the  Act  accords  too  little  protection  to  privacy 
because  agencies  cannot  be  depended  on  to  assert  individual  privacy 
interests  vigorously.  Subsection  (c)(1)  of  the  Privacy  Act  similarly 
exempts  FOIA  disclosures  from  the  requirement  that  each  agency 
keep  accountings  of  the  disseminations  of  each  file.  While  it  is  pos- 
sible that  disclosure  of  the  identities  of  FOIA  requesters  to  data 
subjects  might  discourage  some  FOIA  requests,  that  danger  seems 
too  remote  to  outweigh  the  subject's  privacy  interest  in  knowing 
how  information  about  him  is  being  disseminated. 

Subsection  (e)(6)  of  the  Privacy  Act  exempts  FOIA  disclosures 
from  its  requirement  that  an  agency  make  reasonable  efforts  to  assure 
the  accuracy  of  an  individual  file  prior  to  dissemination.  This  excep- 
tion does  not  change  the  procedures  under  the  FOIA,  which  itself 
does  not  require  that  an  agency  disclose  only  accurate  files.  As  the 
FOIA  is  intended  to  enable  citizens  to  monitor  the  workings  of 
government,2200  such  a  requirement  within  the  FOIA  would  be  sub- 

2196.  See  generally  text  at  notes  700-44  supra. 

2197.  The  Privacy  Act  drew  its  exemptions  very  specifically.  No  "balancing"  deci- 
sions must  be  made  to  decide  if  a  record  is  exempted.  Cf.  text  at  notes  496-500  supra. 

2198.  120  Cong.  Rec.  H12,244  (daily  ed.  Dec  18,  1974). 

2199.  See  text  at  notes  1132-67  supra. 

2200.  See  text  at  note  2096  supra. 
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ject  to  attack  on  the  ground  that  it  would  enable  agencies  to  prevent 
citizens  from  discovering  that  improper  information  is  being  col- 
lected and  maintained.  This  exemption  in  the  Privacy  Act  should 
not  present  any  serious  dangers  to  privacy  because  of  the  protection 
provided  by  exemption  six  of  the  FOIA.  The  Privacy  Act  exemption 
perpetuates,  however,  the  deficiencies,  discussed  above,2201  associated 
with  FOIA  exemption  six. 

In  the  area  of  subject  access,  the  interaction  of  the  FOIA  and  the 
Privacy  Act  is  delicate.  In  addition  to  the  right  of  subject  access  con- 
tained in  the  Privacy  Act,  the  principle  underlying  the  FOIA  of 
maximizing  disclosure  of  agency  records  could  provide  a  right  of 
subject  access  in  some  situations,  although  the  FOIA  has  not  been 
so  used  in  most  of  the  litigation  to  date.2202  There  are  limitations  in 
both  acts,  however,  on  the  right  of  subject  access,  and  an  agency 
desiring  to  avoid  disclosure  may  well  try  to  use  the  limitations  in 
one  act  to  bar  subject  access  under  both.  Subsection  (q)  of  the 
Privacy  Act  states  that  the  FOIA  exemptions  may  not  be  used  to 
block  subject  access  under  the  Privacy  Act.  The  applicability  of  the 
Privacy  Act  subject  access  limitations  to  the  FOIA,  however,  is  dealt 
with  only  indirectly  by  subsection  (b)(3)  of  the  FOIA,  which  allows 
nondisclosure  of  information  "specifically  exempted  from  disclosure 
by  statute."2203  The  question  then  is  whether  information  exempted 
from  subject  access  under  the  Privacy  Act  is  "specifically  exempted 
from  disclosure"  within  the  meaning  of  FOIA  subsection  (b)(3). 

The  Privacy  Act  exemptions,  despite  their  grant  of  discretion  to 
the  heads  of  certain  agencies  to  exempt  certain  records,2204  are  prob- 
ably sufficiently  specific  to  satisfy  the  terms  of  (b)(3).2205  There  are, 
however,  two  convincing  arguments  that  (b)(3)  does  not  incorporate 
the  limitations  on  subject  access  contained  in  the  Privacy  Act.  First, 
the  Privacy  Act  does  not  literally  require  that  certain  records  be  kept 
confidential  from  the  subject.  Instead,  it  merely  exempts  certain 
records  from  its  own  subject  access  requirements.  Although  the 
Privacy  Act  does  not  contain  an  express  provision  authorizing  sub- 
ject access  where  specifically  authorized  by  another  statute,  the  Pri- 
vacy Act  should  probably  be  so  interpreted  in  light  of  its  apparent 
policy  in  favor  of  subject  access. 

Second,  if  (b)(3)  incorporates  into  the  FOIA  the  Privacy  Act 
limitations  on  subject  access,  then  it  must  also  incorporate  all  of  the 

2201.  See  text  at  notes  700-44  supra. 

2202.  But  see  Koch  v.  Department  of  Justice.  376  F.  Supp.  313  (D.D.C.  1974),  where 
the  plaintiff  was  denied  disclosure  of  FBI  files  concerning  him.  Representative  Koch, 
the  losing  plaintiff  there,  was  one  of  the  leading  sponsors  of  the  Privacy  Act.  See  120 
Cong.  Rec.  H12.248  (daily  ed.  Dec  18,  1974). 

2203.  5  U.S.C.  §  552(b)(3)  (1970). 

2204.  Privacy  Act  5  3,  5  Ui.CA.  §§  552a(j),  (k)  (Supp.  Feb.  1975). 

2205.  See  text  at  notes  568-610  supra. 
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disclosure  limitations  of  the  Privacy  Act.  This  result  flows  from 
subsection  (a)(3)  of  the  FOIA,  which  has  been  interpreted  to  require 
that  disclosures  under  the  FOIA  be  made  without  reference  to  the 
identity  of  the  requester.2206  Information  withheld  from  the  data 
subject  under  the  Privacy  Act,  therefore,  could  be  withheld  under 
(b)(3)  from  all  requesters  under  the  FOIA.  An  interpretation  of 
(a)(3)  to  allow  the  withholding  of  information,  under  subsection 
(b)(3),  from  the  data  subject  alone,  would  lead  to  the  nonsensical 
result  that  data  subjects  would  be  barred  from  access  to  information 
available  under  the  FOIA  to  third  parties.  Incorporation  of  the  Pri- 
vacy Act  subject  access  limitations  into  the  FOIA,  via  subsection 
(b)(3),  would  thus  lead  to  the  conclusion  that  despite  its  apparent 
intention  not  to  alter  the  FOIA,2207  Congress  in  effect  amended  the 
FOIA  exemptions  to  be  at  least  as  broad  as  the  Privacy  Act  exemp- 
tions. The  result  would  be  that  all  CIA  files,  for  example,  even  if 
unclassified,  would  be  exempted  from  the  FOIA,  as  well  as  virtually 
all  criminal  investigatory  files,  despite  the  recent  amendments  nar- 
rowing subsection  (b)(7)  of  the  FOIA. 

If  the  disclosure  limitations  of  the  Privacy  Act  are  not  incor- 
porated into  the  FOIA  via  subsection  (b)(3),  data  subjects  could  try 
to  obtain  access  to  their  files  under  the  FOIA  wherever  the  FOIA 
exemptions  are  narrower  than  those  in  the  Privacy  Act,  as  they  are 
with  respect  to  criminal  investigatory  files.  There  are  still  several 
other  obstacles,  however,  to  subject  access  under  the  FOIA.  For 
example,  an  agency  might  assert  the  (b)(6)  exemption  to  the  extent 
information  in  the  file  concerns  the  subject's  private  affairs.  The 
subject  should  be  able  to  overcome  that  obstacle  with  the  very 
sensible  argument  that  disclosure  to  him  of  information  concern- 
ing his  own  private  affairs  would  certainly  not  violate  his  privacy. 
This  argument,  however,  violates  the  rule  against  taking  into  con- 
sideration the  identity  of  the  particular  requester  in  applying  the 
FOIA  exemptions.2208  Further,  subject  access  might  arguably  consti- 
tute a  waiver  by  the  data  subject  of  his  right  of  privacy.  Rejection  of 
these  formalistic  arguments  would  be  consistent  with  the  proposal 
made  above  to  employ  balancing  in  deciding  whether  to  release 
material  covered  by  the  (b)(6)  exemption  to  the  FOIA.2209  Similar 
arguments  could  be  used  to  circumvent  the  FOIA  (b)(4)  exemption 
for  financial  information,2210  if  it  were  employed  to  block  subject 
access.  One  legitimate  justification,  however,  for  an  agency  denial  of 

2206.  See  note  458  supra  and  accompanying  text. 

2207.  See  text  at  note  2198  supra. 

2208.  See  note  458  supra  and  accompanying  text.  In  FOIA  exemption  six  cases  the 
courts  have  sometimes  considered  the  identity  and  interests  of  the  requester.  See  text 
at  notes  716-34  supra. 

2209.  See  text  at  notes  741-44  supra. 

2210.  5  U.S.C.  §  552(b)(4)  (1970).  See  text  at  notes  611-47  supra. 


1372 


1340  Michigan  Law  Review 

subject  access  under  the  FOIA  is  the  (b)(5)  exemption  for  inter-  and 
intra-agency  memoranda.2211 

The  potential  obstacles  to  subject  access  under  the  FOIA  show 
that  the  Privacy  Act's  right  of  subject  access — where  applicable — 
improves  the  protection  of  privacy  interests.  With  respect  to  the 
other  privacy  interests,  such  as  being  notified  that  a  file  is  main- 
tained, being  able  to  challenge  inaccurate  or  irrelevant  information 
in  one's  file,  and  having  control  over  inter-agency  dissemination  of 
the  file,  the  Privacy  Act,  despite  its  deficiencies — especially  its  failure 
to  control  adequately  inter-agency  dissemination,2212  its  insufficient 
remedies  to  enforce  the  rights  it  creates,2218  and  its  overbroad  exemp- 
tions2214— clearly  represents  a  major  step  toward  satisfactory  safe- 
guards for  individual  privacy.  There  is  need,  however,  for  a  clari- 
fication of  the  interaction  of  the  Privacy  Act  and  the  FOIA.  The 
best  method  of  resolving  current  ambiguities  would  probably  be 
to  delineate  within  the  Privacy  Act  the  full  scope  of  the  right  of 
subject  access,  and  to  make  clear  that  the  Privacy  Act  exemptions 
do  not  apply  to  the  FOIA.  The  FOIA  and  Privacy  Act  exemp- 
tions need  not  be  made  uniform  in  all  respects,  but  Congress 
should  reexamine  the  exemptions  in  both  acts  to  ensure  that 
in  no  instance  can  a  third  party  obtain  access  to  a  file  under  the 
FOIA  where  the  Privacy  Act  denies  access  to  the  subject. 

2211.  5  U.S.C.  §  552(b)(5)  (1970).  See  text  at  notes  648-99  supra.  This  exemption 
was  used  to  deny  access  in  Koch  v.  Department  of  Justice,  376  F.  Supp.  313,  316 
(DJD.C.  1974). 

2212.  See  text  at  notes  2107-28  supra. 

2213.  See  text  at  notes  2129-62  supra. 

2214.  See  text  at  notes  2163-95  supra. 
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Appendix  C 

Analysis  of  Selected  Cases  Decided  Under  the  Sixth  Exemption  of  the 
Freedom  of  Information  Act  Apropos  the  Right  of  Privacy  of  Affected 
Individuals  Against  the  Right  of  the  Public  to  Be  Informed 

(By  Paul  S.  Wallace.  Jr.,  Legislative  Attorney,  Congressional  Research  Service) 

The  Freedom  of  Information  Acl  <  5  U.S.C.  §552)  states  generally  that  each 
Federal  agency  shall  make  available  to  the  public  certain  specified  information. 
Section  552(b)  (1-9)  of  Title  5  represents  a  recognition  by  Congress  that  "certain 
information  in  Government  files"  should  be  exempt  from  disclosure.  S.  Rept.  813, 
89th  Cong..  1st  Sess.,  3  (1965).  While  the  cases  involving  Exemption  (6)  are 
numerous,  every  effort  was  made  to  include  only  those  cases  which  construe  by 
definitive  analysis  the  provisions  of  the  exemption.  Exemption  (6)  protects  from 
disclosure  "personnel  and  medical  files  and  similar  files  the  disclosure  of  which 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy."  5  U.S.C. 
§  552(h)  (6)    (1970  ed.). 

The  Senate  and  House  Reports  noted  that  agencies  like  the  Veterans'  Adminis- 
tration. Department  of  Health,  Education,  and  Welfare.  Selective  Service,  etc., 
have  great  quantities  of  files  containing  intimate  details  about  millions  of  citi- 
zens. See  S.  Rept.  No.  813,  89th  Cong..  1st  Sess..  9  (1966)  ;  H.R.  Rept.  No.  1497, 
89th  Cong..  2d  Sess..  11  (1966).  Congressional  awareness  of  possible  conflicts 
between  the  right  of  the  public  to  know  and  the  intrusion  into  individual  privacy 
would  appear  to  be  the  reason  for  the  creation  of  exemption  (6)  ais  the  primary 
balancing  machinery 

The  House  Report  states  : 

"A  general  exemption  for  the  category  of  information  is  much  more  practical 
than  separate  statutes  protecting  each  type  of  personal  record.  The  limitation  of  a 
'clearly  unwarranted  invasion  of  personal  privacy'  provides  a  proper  balance  be- 
tween the  protection  of  an  individual's  right  of  privacy  and  the  preservation  of 
the  public's  right  to  Government  information  by  excluding  those  kinds  of  files 
the  disclosure  of  which  might  harm  the  individual.  The  exemption  is  also  intended 
to  cover  detailed  Government  records  on  an  individual  which  can  be  identified  as 
applying  to  that  individual  and  not  the  facts  concerning  the  award  of  a  pension 
or  benefit  or  the  compilation  of  unidentified  statistical  information  from  personal 
records."  H.  Rept.  No.  1497,  89th  Cong.,  2d  Sess.  11  (1966). 

The  Senate  Report  states: 

"At  the  same  time  that  a  broad  philosophy  of  'freedom  of  information'  is  en- 
acted into  law,  it  is  necessary  to  protect  certain  equally  important  rights  of 
privacy  with  respect  to  certain  information  in  Government  files,  such  as  medical 
and  personnel  records.  It  is  also  necessary  for  the  very  operation  of  our  Govern- 
ment to  allow  it  to  keep  confidential  certain  material,  such  as  the  investigatory 
files  of  the  Federal  Bureau  of  Investigation. 

"It  is  not  an  easy  task  to  balance  the  opposing  interests,  but  it  is  not  an  impos- 
sible one  either.  It  is  not  necessary  to  conclude  that  to  protect  one  of  the  interests, 
the  other  must,  of  necessity,  either  be  abrogated  or  substantially  subordinated. 
Success  lies  in  providing  a  workable  formula  which  encompasses,  balances,  ami 
protects  all  interests,  yet  places  emphasis  on  the  fullest  responsible  disclosure- " 
S.  Rept.  No.  813.  89th  Cong.,  1st  Sess.  3  (1966). 

Professor  Davis  takes  the  position  thai  balancing  was  nol  intended  under  the 
Act.  The  requests  of  all  information  seekers  are  equal  since  the  provision  of  former 
section  3  providing  for  disclosure  was  changed  from  "to  persons  properly  and 
directly  concerned"  to  "to  any  person."  K.  Davis.  Administrative  Law  Treatise. 
Sec.  3A.  4,  p.  120  (1970  Supp.). 

In  one  of  the  earlier  cases  decided  under  the  Act.  the  Court  of  Appeals  for  the 
District  of  Columbia  in  Aekerley  v.  Ley,  420  F.  2d  1330.  1339  40  i  I>.(\  Cir.  1969), 
stated  in  dictum  that  medical  files  received  under  a  pledge  of  confidentiality 
cannot,  in  and  of  itself,  justify  nondisclosure  under  Exemption  »>.  even  though  the 
records  are  explicitly  mentioned  in  if  and  are  the  kind  which  the  exeption 
intended  to  protect  from  disclosure  In  another  case.  Robles  v.  Environmental 
Protection  Agency,  484  F.  2d  843,  848  (4th  Cir.  1973),  the  court,  applying  a  gen- 
eral public  interest  standard  as  against  weighing  the  intprest  of  the  particular 
individual  obtaining  the  information,  held  that  plaintiff's  interest  in  surveys 
dealing    with    the    existence    of    uranium    trailings    found    in    foundations    of 
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Individual  homes  may  provide  a  beneficial,  calming  effecl  on  the  reasonable 
apprehensions  of  citizens  and  would  override  any  interest  of  privacy  that  the 
individual  home  owners  had  in  not  disclosing  it.  The  court  stated  that  the  right 
to  disclosure  under  the  Act  is  not  to  be  resolved  by  a  balancing  of  equities  or  a 

ing  of  need  or  hi  nefit  :  the  only  ground  for  denial  of  disclosure  here  is  That 
the  disclosure  would  represent  a  '•clearly  unwarranted  invasion  of  personal 
privacy."  Ibid.,  at  B48, 

In  Getman  v.  National  Labor  Relations  Board,  450  F.  2d  070  (D.C.  Cir.  1971) 
and  Wint   Hobby,  U.8.A.,  Inc.  v.  United  States  Bureau  of  Alcohol,  Tobacc 
Fin  arms,  363  F.  Supp.  231   (B.D.  Pa.  L973),  rev'd  502  F.  2d  133  (3d  Cir.  1974), 
the  courts  interpreted  Exemption  o  as  requiring  "a  court  reviewing  the  matter 
ih    novo  to  balance  the  right  of  privacy  of  affected  individuals  against  the  right 
of  the  public  to  be  informed.-'  4.~»<>  F.  2d  at  074  ;  502  F.  2d  at  136.  In  G<  tman.  lists 
containing  names  and  addresses  of  employees  eligible  to  vote  in  certain  repre 
sentation  elections  were  requested  by  two  labor  law  professors.  The  requ 
had  planned  to  communicate  with  the  employees  appearing  on  the  list   in  order 
to  evaluate  the  voting:  regulations  id'  the  NLRB.  450  F.  2d  at  071-72.  The  court 
ruled  in  favor  of  disclosure  after  concluding  that  the  invasion  of  privacy  was 
"very  minimal"  and  that  the  study  could  benefit  the  public  significantly.  4 
2d  at  677.  However,  in  Wine  Hobby  where  the  requester  stipulated  that  it  sought 
the   information    for    "private   commercial    exploitation",    the   court    denied    the 
-.>  of  the  information  in  light  of  the  requester's  failure  to  assert  a  public 
interest  purpose  for  disclosure.  .~>(I2  F.  2d  at  137.  Tin1  court  concluded  that  the 
•invasion  of  privacy  caused  by  disclosure  would  he  "(dearly  unwarranted 
though  the  invasion  of  privacy  in  this  case  [was]  not  as  serious  as  that  consid- 
ered by  the  court  in  other  cases."  Ibid. 

In  Tuchinsky  v.  s<l<eGr<  Service  System,  294  F.  Supp.  803,  804  (N.D.  111. 
1969),  aff'd  418  F.  2d  1")  (7th  Cir.  1969),  the  court  hold  that  a  draft  counselor 
entitled  to  the  names  of  the  local  Selective  Service  Board  officials,  hut  was 
not  entitled  to  jtersonal  information  in  regard  to  such  matters  as  their  home 
addresses,  occupations,  races,  dates  of  appointment,  military  affiliations,  and 
citizenship,  under  the  Freedom  of  Information  Act.  in  view  of  a  Selective 
Service  regulation  permitting  the  release  of  personal  information  only  "if  the 
person  involved  consents,  and  the  local  hoard  chairman,  after  consultation  with 
the  person  involved,  determines  in  writing:  that  disclosures  would  not  harm 
that  person  and  would  not  he  a  clearly  unwarranted  invasion  of  that  person's 
personal  privacy." 

The  1967  Attorney  GeneraVs  Memorandum  does  not  set  forth  any  guidelines 
for  determining  wdiat  constitutes  an  invasion  of  personal  privacy:  however,  it 
referred  to  the  House  Report  winch  "noted  that  the  Civil  Service  Commission 
.  .  .  ruled  that  'the  names,  position  titles,  grades,  salaries,  and  duty  stations  of 
Federal  employees  are  public  information'."  U.8.  Drpt.  of  Justice  Attorney  Gen- 
eral's Memorandum  on  the  Public  Information  beetion  of  the  Administrative 
ire  Act  il907)  37.  The  memorandum  concludes  by  stating  that  "whether 
such  addresses  are  protected  by  this  exemption  would  depend  upon  the  context 
in  which  they  are  sought."  Ibid. 

In  halancing  interests,  the  courts  have  considered  in  their  determination  of 
whether  there  may  he  an  invasion  of  privacy,  the  extent  of  the  invasion  of 
privacy,  the  public  interest  that  would  he  served  by  disclosure,  whether  the 
interest  could  be  satisfied  without  thet  requested  materials,  see  Getman  v.  XLRR. 
450  F.  2d  070.  074-7.">  (D.C.  Cir.  1971)  :  Rural  Housing  Alliance  v.  Department 
of  Agriculture,  49s  F.  2d  73.  77-7*  (D.C.  Cir.  1974).  whether  the  material  is 
available  elsewhere.  <ee  Rural  Housing  Alliance  v.  Department  of  Agriculture, 
489  F  2:1  73,  7-  (D.C.  Cir.  1974)  :  Ditlow  v.  BhultZ,  379  F.  Supp.  320.  331-32 
(D.D.C.  1974i.  promises  of  confidentiality,  see  Robles  v.  EPA,  4x4  F.  2d  843, 
846  '4th  Cir.  1973  i.  and  whether  the  affected  individual  is  willing  to  give  per- 
mission to  re1  ease  the  information,  see  Rural  Housing  Alliance  v.  Department 
of  Agriculture,  496  p.  2d  73.  82-83  I  D.C.  Cir.  1974). 

liar  to  Robles  v.  EPA,  the  court  in  Rose  v.  Department  of  the  Air  Foree, 
196  P.  2d  201  <2d  Cir.  1974)  cert,  granted  43  U.S.L.W.  34ol  i  Feh.  18,  197.1)  (NO. 
74  489),  appeared  to  have  considered  the  seriousness  of  the  intrusion  on  the 
individual  privacy  rather  than  balancing  that  intrusion  on  the  individual  with 
the  public  interest  which  would  lie  served  as  a   result  of  the  disclosure. 

In  Rose,  the  United  States  Court  of  Appeals  for  the  Second  Circuit  held  that 
the  Air  Force  Academy  Cadet  Honor  and  Ethics  Code  case  summaries  were  not 
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exempt  from  disclosure  under  Exemption  <(>).  In  addition,  the  court  refused 
to  deny  disclosure  of  the  case  summaries  by  utilizing  a  broad  power  oi  equitable 
discretion  to  prevent  harm  to  the  public  interest.  4!t.">  I\  2d  at  269. 

Expressing  its  primary  concern  for  privacy,  the  Rose  court  set  forth  a  basis 
upon  which  each  potential  privacy  intrusion  will  be  evaluated  : 

"Each  case  involves  an  essentially  unique  invesitgation  into  the  nature  of 
the  privacy  interest  invaded  and  the  extent  of  the  proposed  invasion,  viewed 
in  the  light  of  contemporary  mores  and  sensibilities  as  applied  to  the  particular 
facts."  Ibid,  at  266. 

Although  the  court  concluded  that  the  case  summaries,  all  or  in  part,  were  not 
protected  from  disclosure  by  Exemption  (6),  this  conclusion  did  not  affect  the 
Court's  primary  concern  for  privacy.  On  remand,  the  district  court  was  instructed 
to  delete  all  personal  references  and  all  other  identifying  infomation  and  "if, 
in  the  opinion  of  the  district  judge,  this  [was]  not  sufficient  to  safeguard  privacy, 
then  the  summaries  should  not  he  disclosed  .  .  .  Ibid,  at  268. 

By  accepting  Rose  v.  Department  of  Air  Force  for  review,  the  Supreme  Court 
will  have  hefore  it  the  following  questions  under  Exemption  6  : 

"Whether  Exemption  (6)  covers  all  personnel  files  rather  than  only  those 
whose  disclosure  'would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy'? 

"Whether  the  exemption  hars  discolsure  of  summaries  of  proceedings  against 
cadets  at  Air  Force  Academy  accused  of  violation  of  Honor  and  Ethics  Codes, 
hecause  such  disclosure  'would  constitute  a  clearly  unwarranted  invasion  of  per- 
sonal privacy'?"  44  U.S.W.  3017  (July  22, 197.1 1 . 

CONCLUSION 

The  legislative  history  appears  to  support  use  of  the  balancing  test  in  the 
treatment  of  Exemption  (6)  issues.  Consequently,  the  agencies  and  the  reviewing 
courts  have  the  responsibility  to  determine  the  point  where  the  public's  need 
for  information  no  longer  outweighs  the  individual's  invasion  of  privacy.  In 
applying  the  balancing  test  in  Getman,  the  court  considered  such  factors  as  the 
extent  of  the  invasion  of  privacy,  the  public  interest  that  would  be  served  by  dis- 
closure, and  whether  the  interest  could  be  satisfied  without  the  requested  mate- 
rial in  its  efforts  to  accommodate  both  the  right  to  privacy  and  the  right  to 
information.  The  Rose  case  restricted  the  discretionary  balancing  approach  in 
(ietman  by  concentrating  on  the  element  of  privacy  in  its  determination  of 
whether  the  invasion  of  privacy  was  •'c1  early  unwarranted."  Since  a  majority 
of  the  cases  irndicate  that  the  courts  are  sensitive  to  the  concept  of  personal 
privacy,  it  would  appear  that  if  a  request  involves  this  exemption,  a  brief 
explanation  of  why  the  information  is  needed  would  be  helpful  so  that  it  can 
be  determined  whether  the  invasion  of  privacy  resulting  from  disclosure  would, 
be  "unwarranted." 


[From  the  United  States  Law  Week,  44  LW  4503,  Apr.  20,  1976] 

Department  of  the  Air  Force  et  al.,  petitioners 

v. 

Michael  T.  Rose  et  al. 

No.  74-489 

Ox  Writ  of  Certiorari  to  the  United  States  Court  of  Appeals  for  the  ;- 

Circuit 

(April  21.  1<>7f.] 

SYLLABUS 

Under  the  United  Slates  Air  Force  Academy's  Honor  Code  which  is  admin- 
istered bv  a  cadet  committee,  cadets  pledge  that  they  will  nor  lie.  steal,  or  cheat, 
or  tolerate  among  their  number  anyone  who  does.  If  a  cadet  investigatory  team 
finds  th-'t  a  hearing  concerning  a  suspected  violation  is  warranted,  the  accused 
may   call   witnesses,   and  cadet  observers  attend.   An  eight-man    Honor  Board 
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may  adjudge  guilt  only  by  unanimous  vote  i>ut  may  if  al  least  Biz  members 
cur  grant  the  guilty  cadet  "discretion,"  which  returns  him  bo  his  squadron  in 
good  standing.  A  cadet  found  guilty  without  discretion  may  resign,  or  request  ;t 
hearing  by  officers  or  trial  by  court-martial.  The  hearing  is  confidential  i>ut  the 
committee  prepares  a  summary,  which  is  posted  on  u>  squadron  bulletin  hoards 
and  distributed  among  Academy  faculty  and  officials.  In  not-guilty  and  discretion 
-  names  arc  deleted.  In  guilty  cases  names  are  not  deleted  hut  posting  is 
deferred  until  the  cadet  has  left  the  Academy.  Ethics  rode  violations,  for  less 
serious  breaches,  are  handled  more  informally,  though  on  a  similarly  confidential 
basis.  Respondents,  present  or  former  student  law  review  editors  researching 
for  an  article,  hairing  been  denied  access  to  case  summaries  of  honors  and  ethics 
hearings  (with  identifying  data  deleted),  brought  this  suit  to  compel  disclosure 
under  the  Freedom  of  Information  Act  (FOIA)  against  the  Department  of  the 
Air  Force  and  certain  Academy  officers  (hereinafter  collectively  the  "Agency"). 
The  District  Court  without  in  camera  inspection  granted  the  Agency's  motion 
for  summary  judgment  on  the  ground  that  the  summaries  were  "matter- 
related  solely  t<>  the  internal  personnel  rules  and  practices  of  an  agency,"  and 
thus  exempted  from  mandatory  disclosure  under  Exemption  2  of  the  FOIA.  The 
Court  of  Appeals  reversed,  holding  that  exemption  inapplicable.  The  Agency  had 
made  the  contention,  which  the  District  Court  rejected,  that  the  case  summaries 
fell  within  Exemption  6  as  constituting  "personnel  and  medical  files  and  similar 
tiles  the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of 
privacy."  The  Court  of  Appeals,  while  disagreeing  with  the  District  Court's 
approach,  did  not  hold  that  the  Agency  without  any  prior  court  inspection  had 
to  turn  over  the  summaries  to  respondents  with  only  the  proper  names  removed 
or  that  Exemption  <i  covered  all  or  any  part  of  the  summaries,  hut  held  that  he- 
cause  the  Agency  had  nor  maintained  its  statutory  burden  in  the  District  Court 
of  sustaining  its  action  by  means  of  affidavits  or  testimony  further  inquiry  was 
required  and  that  the  Agency  had  to  produce  the  summaries  for  an  in  camera 
inspection,  cooperating  with  the  District  Court  in  redacting  the  records  so  as  to 
delete  personal  reference  and  all  other  identifying  information.    Held: 

1.  The  limited  statutory  exemptions  do  not  obscure  the  basic  policy  that  dis- 
closure, not  secrecy,  is  the  dominant  legislative  objective  of  the  FOIA. 

2.  Fxemption  2  does  not  generally  apply  to  matters,  such  as  the  summaries 
here  involved,  in  which  there  is  a  genuine  and  important  public  interest. 

(at  The  phrasing  of  that  exemption  reflected  congressional  dissatisfaction 
with  the  "internal  management"  exemption  of  former  S  3  of  the  Administrative 
Procedure  Act  and  was  generally  designed,  as  the  Senate  Report  made  clear,  to 
delineate  between,  on  the  one  hand,  trivial  matters  and.  on  the  other,  more  sub- 
stantial matters  in  which  the  public  might  have  a  legitimate  interest. 

(b)  The  public  has  a  substantial  concern  with  the  Academy's  administration 
of  discipline  and  procedures  that  affect  the  training  of  Air  Force  officers  and 
their  military  careers. 

.">.  Exemption  6  doe<  not  create  a  blanket  exemption  for  personnel  files.  With 
respect  to  such  tiles  and  "similar  files"  Congress  enunciated  a  policy,  to  he 
judicially  enforced,  involving  a  balancing  of  public  and  private  interests.  Re- 
gardless of  whether  the  documents  whose  disclosure  is  sought  are  in  "personnel" 
or  "similar"  files,  nondisclosure  is  not  sanctioned  unless  there  is  a  showing  of 
a  clearly  unwarranted  invasion  of  personal  privacy,  and  redaction  of  docu- 
ments to  permit  disclosure  of  nonexempt  portions  is  appropriate  under  Exemp- 
tion 0. 

4.  Even  if  "personnel  files"  were  to  he  considered  as  wholly  exempt  from  dis- 
closure under  Exemption  6  without  regard  to  whether  disclosure  woidd  constitute 
a  clearly  unwarranted  invasion  of  personel  privacy,  the  case  summaries  here 
were  not  in  that  category  although  they  constituted  "similar  files"  relating  as 
they  do  to  the  discipline  of  cadets,  and  their  disclosure  implicating  similar 
privacy  values. 

5.  The  Court  of  Appeals  did  not  err  in  ordering  the  Agency  to  produce  the 

summaries  for  the  District  Court's  in  camera  examination,  a  procedure 
that  represents  "a  workable  compromise  between  individual  rights  "and  the 
preservation  of  public  rights  to  [Government  information.'  "  which  is  the  statu- 
tory goal  of  Exemption  6. 

(a)  The  limitation  in  Exemption  6  to  cases  of  "clearly  unwarranted"  in- 
vasions of  privacy  indicates  that  Congress  did  not  intend  a  matter  to  he  ex- 
empted from  disclosure  merely  because  it  could  not  he  guaranteed  that  dis- 
closure would  not  trigger  recollection  of  identity  in  any  person  whatever,  and 
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Congress   vested   the   courts   with   the   responsibility    of   determining   cU    novo 

whether  the  exemption  was  properly  invoked. 

(b)  Respondents'  request  for  access  to  summaries  "with  personal  references 
or  other  identifying  information  deleted"  respected  the  confidentiality  interests 
embodied  in  Exemption  6  and  comported  with  the  Academy's  tradition  of  confi- 
dentiality. 

495  F.2d  261,  affirmed. 

Brennan,  J.,  delivered  the  opinion  of  the  Court,  in  which  Stewart,  White, 
Marshall,  and  Powell.  J.J.,  joined.  Burger,  C.  J.,  and  Blackmun  and  Rehnquist, 
JJ..  filed  dissenting  opinions.  Stevens,  J.,  took  no  part  in  the  consiedration  or 

decision  of  the  case. 

Mr.  Justice  Brennan  delivered  the  opinion  of  the  Court. 

Respondents,  student  editors  or  former  student  editors  of  the  New  York 
University  Law  Review  researching  disciplinary  systems  and  procedures  at 
the  military  service  academies  for  an  article  for  the  Law  Review.1  were  denied 
access  by  petitioners  to  case  summaries  of  honor  and  ethics  hearings,  with  per- 
sonal references  or  other  identifying  information  deleted,  maintained  in  the 
United  States  Air  Force  Academy's  Honor  and  Ethics  Code  Reading  Files, 
although  Academy  practice  is  to  post  copies  of  such  summaries  on  40  squadron 
bulletin  boards  throughout  the  Academy  and  to  distribute  copies  to  Academy 
faculty  and  administration  officials.2  Thereupon  respondents  brought  this  action 
under  the  Freedom  of  Information  Act,  as  amended.  5  U.S.C.  £  552,  in  the  District 
Court  for  the  Southern  District  of  New  York  against  petitioners,  the  Depart- 
ment of  the  Air  Force  and  Air  Force  officers  who  supervise  cadets  at  the  United 
States  Air  Force  Academy  (hereinafter  collectively  the  "Agency"  >.3  The  District 


1  Respondent  Michael  T.  Rose,  a  graduate  of  the  United  States  Air  Force  Academy  and 
at  that  time  a  First  Lieutenant  in  the  Air  Force,  was  the  student  editor  charged'  with 
preparing  the  study.  It  finally  appeared  as  a  book,  Rose,  A  Prayer  for  Relief:  The  Con- 
stitutional Infirmities  of  the  Military  Academies'  Conduct,  Honor  and  Ethics  Systems" 
(NYU  1973).  Respondents  Lawrence  P.  Pedowitz  and  Charles  P.  Diamond  were,  at  the 
time  this  suit  was  filed,  respectively  the  former  and  current  Editor-in-Chief  of  the  Review. 

2  Upon  respondent  Rose's  request  for  documents.  Academy  officials  crave  him  copies  of 
the  Honor  Code,  the  Honor  Reference  Manual.  Lesson  Plans,  Honor  Hearing  Procedures, 
and  various  other  materials  explaining  the  Honor  and  Ethics  Codes.  They  denied  him 
access  to  the  case  summaries,  however,  on  the  grounds  that  even  with  the  names  deleted 
"[s]ome  cases  may  be  recognized  by  the  reader  by  the  circumstances  alone  without  the 
Identity  of  the  cadet  given''  and  'Tt]here  is  no  way  of  determining  just  how  these  facts 
will  or  could  be  used."  App.  21.  155,  157,  ls4.  186.  On  appeal  to  the  Secretary  of  the  Air 
Force,  the  Secretary,  by  letter  from  his  Administrative  Assistant,  refused  disclosure  of 
the  case  summaries  on  the  ground  that  they  were  exempt  from  disclosure  by  Exemption 
6,  5  D.S.C.  §  522  (b)  (6).  of  the  Freedom  of  Information  Act  and  by  Air  Eorce  Regulations 
12-30  fH4    (f)    )and  4    (g)(1)(b).  32  CFR   §§806.5    (f),    (g)(1)  (ii),  App.   21.   121 

3  The  Freedom  of  Information  Act.  5  E.S.C.  §552,  as  amended.  Public  Law  03-502.  8S 
Stat.  1561.  provides  in  pertinent  part  : 

"(a)    Each    agency    shall    make    available    to    the    public   information    as    follows: 
******* 

"(3)  Except  with  respect  to  the  records  made  available  under  paragraphs  (1)  and  (2) 
of  this  section,  each  agency,  upon  any  request  for  records  which  (A)  reasonably  describes 
such  records  and  iB'i  is  made  in  accordance  with  published  rules  stating  the  time,  place, 
fees  (if  anyi.  and  procedures  to  he  followed,  shall  make  the  records  promptly  available 
to  any  person. 

-(4>    i  A).   .   .   . 

"(B)  On  complaint,  the  district  court  of  the  United  States  in  the  district  in  which  the 
comDlainant  resides,  or  has  his  principal  place  of  business,  or  in  which  the  agency  records 
are  'situated,  or  in  the  District  of  Columbia,  has  jurisdiction  to  enjoin  the  agency  from 
withholding  agency  records  and  to  order  the  production  of  any  agency  records  improperly 
withheld  from  the  complainant,  in  such  a  case  the  court  shall  determine  the  matl 
and  may  examine  the  contents  of  such  agency  records  in  camera  to  determine  whether 
such  records  or  any  part  thereof  shall  he  withheld  under  any  of  the  exemption^  -et  forth 
in  subsection  (b)  of  this  section,  and  the  burden  is  on  the  agency  to  sustain  its  action. 
******* 

"(b)  This  section  does  not  apply  to  matters  that  are — 

******* 

"(2)    related    solely   to   the   internal    personnel   rules  and   practi  in   agency; 

******* 

"(6)  personnel  and  medical  dies  and  similar  files  tiie  disclosure  of  which  would  con- 
stitute a  clearly  unwarranted  invasion  of  personal  privacy  : 

******* 
Any  reasonably  segresable  portion  of  a  record  shall  be  provided  to  any  person  requi 
such    record    after    deletion   of   the   portions   which   are   exempt   under    this   subsecti 

"(c)  This  section  does  not  authorize  withholding  of  information  or  limit  the  avail- 
ability of  records  to  the  public,  except  as  specifically  stated  in  this  section.  .  .  ." 
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Court  granted  petitioner  Agency's  motion  for  summary  judgment — without  first 
requiring  production  of  the  case  summaries  for  Inspection— holding  in  an  un- 
reported opinion  that  case  summaries  even  with  deletions  of  personal  references 
or  other  identifying  Information  wen-  "matters  .  ,  .  related  solely  to  the  in- 
ternal personnel  rules  and  practices  of  an  agency,"  exempted  from  mandatory 
disclosure  by  1552(b)  (2)  of  the  statute/  The  Court  of  Appeals  for  the  Second 
Circuit  reversed,  holding  that  §  552(b)  (2)  did  not  exempt  the  case  summaries 
from  mandatory  disclosure.  496  l'.-d  26]  (1974).  The  Agency  argued  alterna- 
tively, however,  that  the  case  summaries  constituted  "personnel  and  medical 
flies  and  similar  tiles  the  disclosure  of  which  would  constitute  a  clearly  unwar- 
ranted invasion  of  personal  privacy."  exempted  from  mandatory  disclosure  bv 
§  552(b) 

The  District  Court  held  this  exemption  inapplicable  to  the  case  summaries, 
because  it  concluded  that  disclosure  of  the  summaries  without  names  or  other 
identifying  information  would  not  subject  any  former  cadet  to  public  identifica- 
tion and  stigma,  and  the  possibility  of  identification  by  another  former  cadet 
could  not.  in  the  context  of  the  Academy's  practice  of  distribution  and  official 
posting  of  the  summaries,  constitute  an  invasion  of  personal  privacy  proscribed 
by  §  552(b)(6).  Petition  for  Certiorari,  at  32A.  The  Court  of  Appeals  (lis::, 
with  this  approach,  stating  that  it  "ignores  certain  practical  realities*'  which 
militated  against  the  conclusion  "that  the  Agency's  internal  dissemination  of 
the  summaries  Lessens  the  concerned  cadets'  right  to  privacy,  as  embodied  in 
Exemption  <i."  4!i.~>  F.  2d,  at  267.  Hut  the  Court  refused  to  hold,  on  the  one  hand, 
either  "that  [the  Agency]  must  now.  without  any  prior  inspection  by  a  court, 
turn  over  the  summaries  to  [respondents]  with  only  the  proper  nam. 
moved  .  .  ."  or.  on  the  other  hand,  "that  Exemption  Six  covers  all.  or  any  part 
of.  the  summaries  in  issue."  /(/..  at  268.  Rather,  the  Court  of  Appeals  held  that 
because  the  Agency  had  not  carried  its  burden  in  the  District  Court,  imposed  by 
the  Act.  of  "sustaining]  its  action"  by  means  of  affidavits  or  testimony,  further 
inquiry  was  recpiired.  and  "the  Agency  must  produce  the  summaries  themselves 
in  court"  for  an  in  camera  inspection  "and  cooperate  with  the  judge  in  redacting 
the  records  so  as  to  delete  personal  references  and  all  other  identifying  informa- 
tion. .  .  .  We  think  it  highly  likely  that  the  combined  skills  of  court  and  Agency, 
applied  to  the  summaries,  will  yield  edited  documents  sufficient  for  the  purpose 
sought  and  sufficient  as  well  to  safeguard  affected  persons  in  their  legitimate 
claims  of  privacy."  Ibid. 

We  granted  certiorari.  420  U.S.  923  ( 1075  j .  We  affirm. 


The  District  Court  made  factual  findings  respecting  the  administration  of  the 
Honor  and  Ethics  Codes  at  the  Academy.  See  Petition  for  Certiorari,  at  28A- 
29A  nn.  5,  6.  Under  the  Honor  Code  enrolled  cadets  pledge  that  "We  will  not 
lie.  steal,  or  cheat,  nor  tolerate  among  us  anyone  who  does."  The  Honor  Code 
is  administered  by  an  Honor  Committee  composed  of  Academy  cadets.  Suspected 
violations  of  the  Code  are  referred  to  the  Chairman  of  the  Honor  Committee, 
who  appoints  a  three-cadet  investigatory  team  which,  with  advice  from  the  legal 
advisor,  evaluates  the  facts  and  determines  whether  a  hearing,  before  a  Board 
of  eight  cadets,  is  warranted.  If  the  team  finds  no  hearing  warranted,  the  case 
is  closed.  If  it  finds  there  should  be  a  hearing,  the  accused  cadet  may  call  wit- 
nesses to  testify  in  his  behalf,  and  each  cadet  squadron  may  ordinarily  send  two 
cadets  to  observe. 

The  Honor  Board  may  return  a  guilty  finding  only  upon  unanimous  vote.  If 
the  verdict  is  guilty,  under  certain  circumstances  the  Board  may  grant  the  guilty 
cadet  "discretion."  for  which  a  vote  of  C>  of  the  8  members  is  required.  A  verdict 
of  guilty  with  discretion  is  equivalent  to  a  not  guilty  finding  in  that  the  cadet 


*  Respondents  also  soueht  access  to  a  complete  study  of  resicnntlons  of  Academy 
graduates  from  the  Air  Force.  Petitioners  claimed  that  the  study  was  exemnted  from 
disclosure  by  §  522  (b)  (2)  (5)  of  the  Freedom  of  Information  Act.  5  CSC.  §  552  (b)(5), 
concerning  "interagency  or  intra-apency  memorandums  or  letters  which  would  not  he 
available  hy  law  to  a  party  other  thin  an  acrencv  in  liberation  with  the  atrency."  The 
District  Court  held  that  since  the  study  had  alrendy  heen  offered  for  dissemination  to  the 
public  the  Agency  had  waived  its  riphts  under  the  exemntion.  and  accordinplv  it  granted 
respondents  partial  summ.iry  judgment,  requirine  petitioners  to  disclose  the  complete 
study  to  respondents.  Petition  for  Certiorari,  at  35A-48A.  Petitioners  compiled  with  this 
order. 
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is  returned  to  his  cadet  squadron  in  good  standing.  A  verdict  of  guilty  without 

discretion  results  in  one  of  three  alternative  dispositions:  the  cadet  may  resign 
from  the  Academy,  request  a  hearing  before  a  Board  of  Officers  or  request  a 
trial  by  court-martial. 

At  the  announcement  of  the  verdict,  the  Honor  Committee  Chairman  reminds 
all  caders  present  at  the  hearing  that  all  matters  discussed  at  the  hearing  are 
confidential  and  should  not  he  discussed  outside  the  room  with  anyone  other 
than  an  Honor  Representative.  A  case  summary  consisting  of  a  brief  statement, 
usually  only  one  page,  of  the  significant  facts  is  prepared  by  the  Committer 
we  have  said,  copies  of  the  summaries  are  posted  on  40  squadron  bulletin  boards 
throughout  the  Academy,  and  distributed  among  Academy  faulty  and  adminis- 
tration officials.  Cadets  are  instructed  not  to  read  the  summaries,  unless  they 
have  a  need,  beyond  mere  curiosity,  to  know  their  contents,  and  the  Reading  Files 
are  covered  with  a  notice  that  they  are  'for  official  use  only."  Case  summaries  for 
not  guilty  and  discretion  cases  are  circulated  with  names  deleted  :  in  guilty  cases, 
the  guilty  cadet's  name  is  not  deleted  from  the  summary,  but  posting  on  the  bul- 
letin boards  is  deferred  until  after  the  guilty  cadet  has  left  the  Academy. 

Ethics  Code  violations  are  breaches  of  conduct  less  serious  than  Honor  Code 
violations,  and  administration  of  Ethics  Code  cases  is  generally  less  structured, 
though  similar.  In  many  instances.  Ethics  cases  are  handled  informally  by  the 
Cadet  Squadron  Commander,  the  Squadron  Ethics  Representative,  and  the  in- 
dividual concerned.  These  cases  are  not  necessarily  written  up  and  no  complete 
file  is  maintained:  a  case  is  written  up  and  the  summary  placed  in  back  of  the 
Honor  Code  Reading  Files  only  if  it  is  determined  to  be  of  value  for  the  Cadet 
population.  Distribution  of  Ethics  Code  summaries  i>  substantially  the  same  as 
that  of  Honor  Code  summaries,  and  their  confidentiality,  too,  is  maintained  by 
Academy  custom  and  practice. 

ii 

Our  discussion  may  conveniently  begin  by  again  emphasizing  the  basic  thrust 
of  the  Freedom  of  Information  Act.  We  canvassed  the  subject  at  some  length 
three  years  ago  in  Environmental  Protection  Agency  v.  Mink.  410  U.S.  73.  79-80 
(1973),  and  need  only  briefly  review  that  history  here.  The  Act  revises  §3,  the 
public  disclosure  section,  of  the  Administrative  Procedure  Act.  5  U.S.C.  §1002 
(19G4).  The  revision  was  deemed  necessary  because  "Section  3  was  generally 
recognized  as  falling  far  short  of  its  disclosure  goals  and  came  to  be  looked  upon 
more  as  a  withholding  statute  than  a  disclosure  statute."  Mink,  supra,  at  79. 
Congress  therefore  structured  a  revision  whose  basic  purpose  reflected  "a  general 
philosophy  of  full  agency  disclosure  unless  information  is  exempted  under  clearly 
delineated  statutory  language."  S.  Rep.  Xo.  813.  89th  Cong..  1st  Sess..  at  3  (1965) 
(hereinafter  S.  Rep.  Xo.  813).  To  make  crystal  clear  the  congressional  objective — 
in  the  words  of  the  Court  of  Appeals,  "to  pierce  the  veil  of  administrative  secrecy 
and  to  open  agency  action  to  the  light  of  public  scrutiny."  495  F.  2d.  at  203 — 
Congress  provided  in  §  552(c)  that  nothing:  in  the  Act  should  be  read  to  "author- 
ize withholding  of  information  or  limit  the  availability  or  records  to  the  public, 
except  as  specifically  stated.  .  .  ." 

Consistently  with  that  objective,  the  Act  repeatedly  states  "that  official  infor- 
mation shall  be  made  available  "to  the  public.'  "for  public  inspection.'  "  Mink, 
supra,  at  79.  There  are.  however,  exemptions  from  compelled  disclosure.  They 
are  nine  in  number  and  are  set  forth  in  §  552(b).  But  these  limited  exemptions 
do  not  obscure  the  basic  policy  that  disclosure,  nol  secrecy,  is  the  dominant  ob- 
jective of  the  Act.  ''These  exemptions  are  specifically  made  exclusive.  5  U.S.C. 
8  522(c)  .  .  .  ."  }fink.  supra,  at  79.  and  must  be  narrowly  construed.  Vaughn  v. 
Rosen,  157  U.S.  App.  D.C.  340.  3-13.  484  F.  2d  820,  823  1 1973  I .  U.S.  App.  D.C.  — , 
— ,  —  F.  2d  —  (1975).  Xo.  75-1031.  Nov.  21.  1975,  slip  op.  at  422  :  Soueic  v.  David, 
145  U.S.  App.  D.C.  144.  157,  448  F.  2d  1007.  1080  I  1971 ).  In  sum.  as  said  in  Mink 
supra,  at  80: 

"Without  question,  the  Act  is  broadly  conceived.  It  seeks  to  permit  act. 
official  information  long  shielded  unnecessarily  from  public  view  and  attempts 
to  create  a  judicially  enforceable  public  right  to  secure  such  information  from 
possibly  unwilling  official  hands.  Subsection  (b)  is  part  of  this  scheme  and  repre- 
sents the  congressional  determination  of  the  types  of  information  that  the  i; 
five  Branch  must  have  the  option  to  keep  confidential,  if  it  so  chooses.  As  tin- 
Senate  Committee  explained,  it  was  nol   'an  easy  task  to  balance  the  opposing 
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Interests,  but  it  is  not  an  Impossible  one  either.  .  .  .  Success  lies  In  providing  i 
workable  formula  which  encompasses,  balances,  and  protects  all  Interest 
places  emphasis  on  the  fullest  responsible  disclosure.'  S.  Rep.  No.  813,  i>.  .'-5.*' 

Mindful  of  the  congressional  purpose,  we  then  turn  to  consider  whether  manda- 
tory disclosure  of  the  case  summaries  is  exempted  by  either  of  the  exemptions  in- 
volved here,  discussing  first  Exemption  2.  and  second  Exemption  6. 

in 

The  phrasing  of  Exemption  2  is  traceable  to  congressional  dissatisfaction  with 

the  exemption  from  disclosure  under  former  §3  of  the  Administrative  Procedure 
Act  of  "any  matter  relating  solely  to  the  internal  management  of  an  agency.*' 
5  D.S.C.  g  1002  (1964).  The  swoop  of  that  wording  led  to  withholding  by  agencies 
from  disclosure  of  matter  urang[ing]  from  the  important  to  the  insignificant." 
H.  H.  Rep.  No.  1407.  89th  Cong.,  2d  Sess.,  at  5  (1966)  (hereinafter  II.  R.  Hop 
No.  1407).  An  earlier  effort  at  minimizing  this  sweep.  S.  1666  introduced  in  the 
88th  Congress  in  1963,  applied  the  "internal  management"  exemption  only  to 
matters  required  to  be  published  in  the  Federal  Register;  agency  orders  and 
records  were  exempted  from  other  public  disclosure  only  when  the  information 
related  "solely  to  the  Internal  personnel  rules  and  practices  of  any  agency."  The 
distinction  was  highlighted  in  the  Senate  Report  oil  s.  1666  by  reference  to  the 
latter  as  the  "more  tightly  drawn"  exempting  language.  S.  Rep.  No.  1219, 
Cong.,  2d  Sess..  12. 

No  final  action  was  taken  on  S.  1000  in  the  88th  Congress;  the  Senate  passed 
the  Bill,  hut  it  reached  the  House  too  late  for  action.  Renegotiation  Board  v.  linn- 
nercraft  Clothing  Co.,  415  U.S.  1.  is  n.  18  (1074).  Rut  the  Rill  introduced  in  the 
Senate  in  1905  that  became  law  in  lfn;0  dropped  the  "internal  management" 
exemption  for  matters  required  to  he  published  in  the  Federal  Register  and  con- 
solidated all  exemptions  into  a  single  subsection.  Thus,  legislative  history  plainly 
evidences  the  congressional  conclusion  that  the  wording  of  Exemption  2.  "in- 
ternal personnel  rules  and  practices."  was  to  have  a  narrower  reach  than  the 
Administrative  Procedure  Act's  exemption  for  "internal  management." 

But  that  is  not  the  end  of  the  inquiry.  The  House  and  Senate  Reports  on  the 
Bill  finally  enacted  differ  upon  the  scope  of  the  narrowed  exemption.  The  Senate 
Report  stated  :  "Exemption  2  relates  only  to  the  internal  personnel  rules  and 
practices  of  an  agency.  Examples  of  these  may  he  rules  as  to  personnel's  use  of 
parking  facilities  or  regulations  of  lunch  hours,  statements  of  policy  as  to  sick 
leave,  and  the  like."  S.  Rep.  No.  813.  at  8. 

The  House  Report,  on  the  other  hand,  declared  : 

"2.  Matters  related  solely  to  the  internal  personnel  rules  and  practices  of  any 
agency.  Operating  rules,  guidelines  and  manuals  of  procedure  for  Government 
investigators  or  examiners  would  he  exempt  from  disclosure  hut  this  exemption 
would  not  cover  all  'matters  of  internal  management'  such  as  employee  relations 
and  working  conditions  and  routine  administrative  procedures  which  are  with- 
held under  the  present  law."  H.R.  Rep.  No.  1407.  at  10. 

Almost  all  courts  that  have  considered  the  difference  between  the  Reports 
have  concluded  that  the  Senate  Report  more  accurately  reflects  the  congressional 
purpose.5  Those  cases  relying  on  the  House,  rather  than  the  Senate,  interpreta- 
tion of  Exemption  2.  and  permitting  Agency  withholding  of  matters  of  some  pub- 
lic interest,  have  done  SO  only  where  necessary  to  prevent  the  circumvention  of 
agency  regulations  that  might  result  from  disclosure  to  the  subjects  of  regula- 
tion of  the  procedural  manuals  and  guidelines  used  by  the  agency  in  discharging 
its  regulatory  function.  See.  e.g.,  Tictz*  v.  Richardson,  342  E.  Supp.  010  (SD 
Tex.  lf»72)  :  Cunen  v.  Laird,  33S  F.  Supp.  504  (DC  11*72  i  ;  rev'd  on  other  grounds. 
sub.  nam.  Cuneo  v.  8dhlesinger,  157  r.s.  App.  D.C.  368,  484  E.  2d  1086;  City  of 
Concord  v.  Ambrose,  333  E.  Supp.  958  (XT)  Cal.  1071)  (dictum).  Moreover,  the 
legislative  history  indicates  that  this  was  the  primary  concern  of  the  committee 
drafting  the  House  Report.  See  Hearings  on  H.R.  5012  before  a  Subcomm.  of  the 
House  Comm.  on  Government  Operations,  89th  Gong..  1st   Sess..  29-30   (1965), 


«  E.g.,  Stokes  v.  Brennan,  476  F.2d  699.  703  (CAS  173)  :  Hawles  v.  IRS.  467  F.2<1  7^7 
796  (TA6  1972)  :  Stern  V.  Richardson.  367  F.  Snpn.  1316.  1320  (DC  1973)  :  Consumer* 
T'nion  of  United  States,  Inc.  v.  Veterans  Administration.  301  F.  Supp.  796.  801  fSDNY 
1969).  appeal  dismissed  rh  moot.  436  F.2d  1363  <r  \2  1971)  :  Benson  v.  OS  A,  289  p.  Supp. 
590,  595  [WD  Wash.  1968),  aff'd.  4ir>  P.2d  878  (CA9  1969)  (Exemption  2  apparently 
not  raised  on  appeal). 
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cited  in  H.R.  Rep.  No.  L497,  a1  LO  d.  14.  We  Deed  nol  c  insider  in  this  ease  the 
applicability  of  Exemption  2  in  such  circumstances,  however,  because,  ;is  the 
Court  of  Appeals  recognized,  this  is  nol  a  case  ••where  knowledge  of  administra- 
tive procedures  might  help  outsiders  to  circumvent  regulations  or  standards. 
Release  of  the  [sanitized]  summaries,  which  constitute  quaisilegal  records, 
poses  no  such  danger  to  the  effective  operation  of  the  Codes  ;it  The  Academy." 
495  F.  2d,  at  265  (footnote  omitted).  Indeed,  the  materials  sought  in  this  case 
are  distributed  to  the  subjects  of  regulation,  the  cadet-,  precisely  in  order  to 
assure  their  compliance  with  the  known  content  of  the  Codes. 

It  might  appear,  nonetheless,  that  the  House  Report's  reference  to  "[o]perat- 
Lng  rules,  guidelines,  and  manuals  of  procedure'-  supports  a  much  broader 
interpretation  of  the  exemption  than  the  Senate  Report's  circumscribed  exam- 
ples. This  argument  was  recently  considered  and  rejected  by  Judge  Wilkey 
speaking  for  the  Court  of  Appeals  of  the  District  of  Columbia  Circuit  in  ^'aiirjlm 
v.  Rosen,  —  U.S.  App.  D.C.  — .  -  .  r,s\.  V.  2d  1136,  1142   (1975)  : 

"Congress  intended  that  Exemption  L'  be  interpreted  narrowly  and  specifically. 
In  our  view,  the  House  Report  carries  the  potential  of  exempting  a  wide  swath 
of  information  under  the  category  of  'operating  rules,  guidelines,  and  manuals 
of  procedure.  .  .  .'  The  House  Report  states  that  the  exemption  "would  not 
cover  all  "matters  of  internal  management"  such  as  employee  relations  and 
working  conditions  and  routine  administrative  procedures.  .  .  .'  and  yet  it  gives 
precious  little  guidance  as  to  which  matters  are  covered  by  the  exemption  and 
which  are  not.  Although  it  is  equally  terse,  the  Senate  Report  indicates  that 
the  line  sought  to  he  drawn  is  one  hetween  minor  or  trivial  matters  and  those 
more  substantial  matters  which  might  he  the  subject  of  legitimate  public  info 

'•This  is  a  standard,  a  guide,  which  an  agency  and  then  a  court,  if  need  be. 
can  apply  with  some  certainty,  consistency  and  clarity.  .  .  . 

"Reinforcing  this  interpretation  is  'the  clear  legislative  intent  [of  FOIA] 
to  assure  public  access  to  all  governmental  records  whose  disclosure  would  not 
significantly  harm  specific  governmental  interests."  [Soucie  v.  David.  145  U.S. 
App.  I).  C.  144.  157.  44.s  F.  2d  1067,  1080  1 1971  I].  As  a  result,  we  have  repeatedly 
stated  that  * [ t ] lie  policy  of  the  Act  requires  that  the  disclosure  requirements 
he  construed  broadly,  the  exemptions  narrowly.'  [Ibid;  Vaughn  v.  Rosen,  157 
U.S.  App.  U<\  340?  343.  484  F.  2d  820,  823.]  Thus,  faced  with  a  conflict  in 
the  legislative  history,  the  recognized  principal  purpose  of  the  FOIA  requires 
us  to  choose  that  interpretation  most  favoring  disclosure. 

"The  second  major  consideration  favoring  reliance  upon   the  Senate  Report 
is  the  fact  that  it  was  the  only  committee  report  that  was  before  both  b 
of  Consrress.  The  House  unanimously  passed  the  Senate  Bill  without  amendment. 
therefore    no    conference    committee    was    necessary     to     reconcile    conflicting 
provisions.   .  .   . 

"".  .  .  [W]e  as  a  court  viewing  the  legislative  history  must  he  wary  of  relying 
upon  the  House  Report,  or  even  the  statements  of  House  sponsors,  where  their 
views  differ  from  those  expressed  in  the  Senate.  As  Professor  Davis  said:  "The 
basic  principle  is  quite  elementary  :  The  content  of  the  law  must  depend  upon 
the  intent  of  both  Houses,  nor  of  just  one.'  [8  e  generally.  K.  Davis,  Adminis- 
trative Lair  Treatise,  §  3A.31  (1!>7<>  Supp.)  at  175.]  By  unanimously  passing  the 
Senate  Rill  without  amendment,  the  House  denied  both  the  Senate  Committee 
and  the  entire  Senate  an  opp  >rtunity  to  object  (or  concur)  to  the  interpretation 
written  into  the  House  Report  (or  voiced  in  floor  coloquy).  This  heing  the 
case,  we  choose  to  rely  upon  the  Senate  Report." 

For  the  reasons  stated  by  Judge  Wilkey.  and  because  we  think  the  primary 
focus  of  the  House  Report  was  on  exemption  of  disclosures  that  might  enable 
the  regulated  to  circumvent  agency  regulation,  we  too  "choose  to  rely  upon  the 
Senate  report*'  in  this  regard. 

The  District  Court  had  also  concluded  in  this  case  that  the  Senate  Report 
was  "the  surer  indication  of  congressional  intent."  Petition  for  Certiorari,  at 
3JA  n.  21.  The  Court  of  Appeals  found  it  unnecessary  to  take  "a  firm  stand 
on  the  issue."  concluding  that  "the  difference  of  approach  hetween  the  Hon-, 
and  Senate  Reports  would  not  affect  the  result  here."  -r.».~>  V.  2d,  at  265.  The 
different  conclusions  of  the  two  courts  in  applying  the  Senate  Report's  inter- 
pretation centered  upon  a  disagreement  as  to  the  materiality  of  the  public 
significance  of  the  operation  of  the  Honor  and  Ethics  Codes.  The  District  Court 
based  its  conclusion  on  a  determination  that  the  Honor  and  Ethics  Codes  "[b]y 
definition  .  .   .  are  meant   to  control  only   those  people  in   the  agency.   .   .   .   The 
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operation  of  the  Honor  Code  cannot  possibly  affect  anyone  outside  its  sphere  of 
voluntary  participation  which  is  limited  by  Its  function  and  Its  publication  to 

the  Academy."  Petition  for  Certiorari,  at  84A.  The  Court  of  Appeals  On  the 
other  hand  concluded  that  under  -the  Senate  construction  of  Exemption  Two, 
[the]  east'  summaries  .  .  .  clearly  fall  outside  its  ambit"  because  u[s]uch  sum- 
maries have  substantial  potential  for  public  Interest  outside  the  Government." 
496  F.  lid.  at  265. 

We  agree  with  the  approach  and  conclusion  of  the  Court  of  Appeals.  The 
implication  for  the  general  public  of  the  Academy's  administration  of  discipline 
is  obvious,  particularly  so  in  light  of  the  unique  role  of  the  military.  What  we 
have  said  of  the  military  in  other  contexts  has  equal  application  here:  it  "con- 
stitutes a  specialized  community  governed  by  a  separate  discipline  from  that 
of  the  civilian."  Orloff  v.  Willoughby,  345  U.S.  83,  M  (1953),  in  which  the  in- 
ternal law  of  command  and  obedience  invests  the  military  officer  with  "a  par- 
ticular position  of  responsibility."  Parker  v.  Levy,  417  U.S.  733,  111  (1!)T4). 
Within  this  discipline,  the  accuracy  and  effect  of  a  superior's  command  depends 
critically  upon  the  si>ecific  and  customery  reliability  of  subordinates.  ju>i  as 
the  instinctive  obedience  of  subordinates  depends  upon  Hie  unquestioned  specific 
and  customary  reliability  of  the  superior.'''  The  importance  of  these  considera- 
tions to  the  maintenance  of  a  force  able  and  ready  to  fight  effectively  renders 
them  undeniably  Significant  to  the  public  role  of  the  military.  Moreover,  the 
same  essential  integrity  is  critical  to  the  military's  relationship  with  its  civilian 
direction.  Since  the  purpose  of  the  Honor  and  Kthics  Codes  administered  and 
enforced  at  the  Air  Force  Academy  is  to  ingrain  the  ethical  reflexes  basic  to 
these  responsibilities  in  future  Air  Force  officers,  and  to  select  out  those  candi- 
dates apparently  unlikely  to  serve  these  standards,  it  follows  that  the  nature 
of  this  instruction — and  its  adequacy  or  inadequacy — is  significantly  relared  to 
the  substantive  public  role  of  the  Air  Force  and  its  Academy.  Indeed,  the  pub- 
lic's stake  in  the  operation  of  the  Codes  as  they  affect  the  training  of  future 
Air  Force  officers  and  their  military  careers  is  underscored  by  the  Agency's  own 
proclamations  of  the  importance  of  cadet-administered  Codes  to  the  Academy's 
educational  and  training  program.  Thus,  the  Court  of  Appeals  said,  and  we 
apree: 

"[Respondents]  have  drawn  our  attention  to  various  items  such  as  newspaper 
excerpts  a  press  conference  by  an  Academy  officer  and  a  White  House  Cress 
Release,  which  illustrate  the  extent  of  general  concern  with  the  working  of  the 
Cadet  Honor  Code.  As  the  press  conference  and  the  Cress  Release  show,  some 
of  the  interest  has  been  generated — or  at  least  enhanced— by  acts  of  the  Govern- 
ment itself.  Of  course,  even  without  such  official  encouragement,  there  would 
be  interest  in  the  treatment  of  cadets,  whose  education  is  publicly  financed  and 
who  furnish  a  good  portion  of  the  country's  future  military  leadership.  Indeed, 
all  sectors  of  our  society,  including  the  cadets  themselves,  have  a  stake  in  the 
fairness  of  any  system  that  leads,  in  many  instances,  to  the  forced  resignation 
of  some  cadets.  The  very  study  involved  in  this  case  bears  additional  witness 
to  the  degree  of  professional  and  academic  interest  in  the  Academy's  student- 
run  system  of  discipline.  .  .  .  [This  factor]  differentiate!  s]  the  summaries  from 
matters  of  daily  routine  like  working  hours,  which,  in  the  words  of  Exemption 
Two.  do  relate  'solely  to  the  internal  personnel  rules  and  practices  of  an  agen- 
cy' "  4!>5  F.  lid.  at  265  (emphasis  in  Court  of  Appeals  opinion  >. 

In  sum,  we  think  that,  at  least  where  the  situation  is  not  one  where  disclosure 
may  risk  circumvention  of  agency  regulation.  Exemption  2  is  not  applicable  to 
matters  subject  to  such  a  genuine  and  significant  public  interest.  The  exemption 
was  not  designed  to  authorize  withholding  of  all  matters  except  otherwise  secret 
law  bearing  directly  on  the  propriety  of  actions  of  members  of  the  public.  Rather, 
the  general  thrust  of  the  exemption  is  simply  to  relieve  agencies  of  the  burden 
of  assembling  and  maintaining  for  public  inspection  matter  in  which  the  public 
could  not.  reasonably  be  expected  to  have  an  interest.7  The  case  summaries  plain- 


"The  Honor  Reference  Handbook  of  the  Air  Force  Cadet  Wing  at  1,  App.,  at  47,  recites : 
"Former  Secretary  of  War,  Newton  Baker,  said,  '.  .  .  the  Inexact  or  untruthful  soldier 
trifles  with  the  lives  of  his  follow  men  and  with  the  honor  of  his  government.  .  .  .  The 
young  officer  needs  to  he  able  to  trust  his  men  as  does  any  commander  In  these  times  o 
expensive  and  increasingly  complex  weapons  Bystems,  the  officer  must  rely  on  fellow  officers 
and  airmen  for  his  own  safety  and  the  safety  of  his  men  "  n.nal 

"See.  e.g.,  Note,  the  Freedom  of  Information  Act:  A  Seven-Tear  Assessment.  W  Colom. 
L.  Rev. 
Admit 
417.  445 
(1975)    (Leventhal,  J.,  concurring). 


ee  Z.Q.,  Note,  the  Freedom  of  Information  Act:  A  Seven-Tear  Assessment.  "lOiam. 
ev  895  956  (l!»T4)  ;  Note  Comments  on  Proposed  Amendments  to  Section  3  of  me 
Inistrative  Procedure  Act-  The  Freedom  of  Information  Bill.  40 >  Notre  Dame  Law 
445    fl955)     See  also  VauoJtn  v.  Rouen,  -  -  F.S.  App.  D.(  .  — ,  -  -.  523  F.2d  lido,  11DV 
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ly  do  not  fit  that  description.  They  are  not  matter  with  merely  internal  signifi- 
cance. They  do  not  concern  only  routine  matters.  Their  disclosure  entails  no 
particular  administrative  burden.  We  therefore  agree  with  the  Court  of  Appeals 
that,  given  the  Senate  interpretation,  "the  Agency's  withholding  of  the 
summaries  (as  edited  to  preserve  anonymity)  cannot  be  upheld  by  reliance  on 
the  second  exemption."  I.d.,  at  26.8 

IV 

Additional  questions  are  involved  in  the  determination  whether  Exemption  <*> 
exempts  the  ease  summaries  from  mandatory  disclosure  as  "personnel  and  medi- 
cal files  and  similar  tiles  the  disclosure  of  which  would  constitute  a  clearly  un- 
warranted invasion  of  personal  privacy."  The  first  question  is  whether  the  clause 
"the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of 
personal  privacy'*  modifies  "personnel  and  medical  tiles*"  or  only  '"similar  tiles."' 
The  Agency  argues  that  Exemption  <"■  distinguishes  "personnel"  from  "similar" 
files,  exempting  all  "personnel  files"  hut  only  those  •"similar  files"  whose  dis- 
closure constitutes  "a  clearly  unwarranted  invasion  of  personal  privacy,"  and 
that  the  case  summaries  sought  here  are  ""personnel  files."  On  this  reading,  if  it 
is  determined  that  the  case  summaries  are  ""personnel  tiles."  the  Agency  argues 
that  judicial  inquiry  is  at  an  end.  and  that  the  Court  of  Appeals  therefore  erred 
in  remanding  for  determination  whether  disclosure  after  redaction  would  con- 
stitute "a  clearly  unwarranted  invasion  of  personal  privacy." 

Tlie  Agency  did  not  argue  its  suggested  distinction  between  "personnel"  and 
'"similar"  tiles  to  either  the  District  Court  or  the  Court  of  Appeals,  and  the 
opinions  of  both  courts  treat  Exemption  6  as  making  no  distinction  between 
"personnel"  and  "similar"  files  in  the  application  of  the  "clearly  unwarranted 
invasion  of  personal  privacy"  requirement.  The  District  Court  held  that  "[i]t  is 
only  the  identifying  connection  to  the  individual  that  casts  the  personnel,  medi- 
cal, and  similar  files  within  the  protection  of  [the]  sixth  exemption."  Petition 
for  Certiorari,  at  81  A.  The  Court  of  Appeals  stated.  "[W]e  are  dealing  here 
with,  'personnel'  or  "similar"  files.  But  the  key  words,  of  course,  are  'a  clearly 
unwarranted  invasion  of  personal  privacy'  .  .  .  ."  40."  E.  I'd  at  266. 

We  agree  with  these  views,  for  we  find  nothing  in  the  wording  of  Exemption  <"> 
or  its  legislative  history  to  support  the  Agency's  claim  that  Congress  created  a 
blanket  exemption  for  personnel  files.  Judicial  interpretation  has  uniformly 
reflected  the  view  that  no  reason  would  exist  for  nondisclosure  in  the  absence 
of  a  showing  of  a  clearly  unwarranted  invasion  of  privacy,  whether  the  docu- 
ments are  filed  in  "personnel"  or  "similar"  tiles.  Set-,  e.  g.,  Wine  Hobby  US  1. 
Inc.  v.  IRS,  noi>  E.  -2d  1?,.°,.  135  (CA3  1974)  :  Rural  Housing  Alliance  v.  Depart- 
ment of  Agriculture,  162  U.S.  App.  D.C.,  VS2.  126,  498  1".  2d  7.°>.  77  (1074): 
Vaughn  v.  Rosen,  1"  U.S.  App.  D.C.  340,  484  E.  2d  820  (  1973;  Getman  v.  NLRB, 
146  U.S.  App.  D.C.  209,  213,  450  E.  2d  670,  o74  (1971).  Congressional  concern  for 
the  protection  of  the  kind  of  confidential  personal  data  usually  included  in  a 
personnel  file  is  abundantly  clear.  ]>>nt  Congress  also  made  (dear  that  noncon- 
fidential matter  was  not  to  he  insulated  from  disclosure  merely  because  it  was 
stored  by  the  Agency  in  "personnel"  files.  Rather.  Congress  sought  to  construcl 
an  exemption  that  would  require  a  balancing  of  the  individual's  right  of  privacy 
against  the  preservation  of  the  basic  purpose  of  the  Freedom  of  Information  Act 
'"to  open  agency  action  to  the  light  of  public  scrutiny."  The  device  adopted  to 
achieve  that  balance  was  the  limited  exemption,  where  privacy  was  threatened, 
for  "clearly  unwarranted"  invasions  of  personal  privacy. 

Both  House  and  Senate  Reports  can  only  be  n  ad  a-  disclosing  a  congressional 
purpose  to  eschew  a  blanket  exemption  for  "personnel  .  .  .  and  similar  tiles"  and 
to  require  a  balancing  of  interests  in  either  case.  Thus  the  House  Report  states, 
H.  R.  Rep.  Xo.  1T.)7.  at  11.  "The  limitation  of  a  'clearly  unwarranted  Invasion  of 
personal  privacy'  provides  a  proper  balance  between  the  protection  of  an  individ- 
ual's right  of  privacy  and  the  preservation  of  the  public's  right  to  Government 
informtaion  by  excluding  those  kinds  of  tiles  the  disclosure  of  which  might  harm 
the  individual."  Similarly,  the  Senate  Report.  S.  Rep.   Xo.  813,  at  0.  states.  "The 


8  The  Agency  sutrcrests  that  the  disclosure  of  the  identities  of  disciplined  cadets  through 
release  of  the  case  summaries  will  weaken  the  Honor  and  Ethics  Codes,  principally  because 
other  cadets  will  he  less  likely  to  report  misconduct  if  they  cannot  he  assured  of  the 
nhsolute  confidentiality  of  their  reports.  But  even  Rssumin?  that  this  speculation  raises 
an  argument  under  Exemption  2 — rather  than  Exemption  6  alone — it  is  unpersuasive  in 
light  of  the  deletion  process  ordered  by  the  Court  of  Appeals  to  be  conducted  on  remand. 
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phrase  'clearly  unwarranted  invasion  of  personal  privacy'  enunciates  a  policy 
that  will  involve  a  balancing  of  interests  between  the  protection  of  an  individ- 
ual's private  affairs  from  unnecessary  public  scrutiny,  and  the  preservation  of 
th"  public's  right  to  governmental  Information."9  Plainly  Congress  did  not  itself 

strike  the  balance  as  to  "personnel  tiles''  and  confine  the  Courts  to  striking  the 
balance  only  as  to  •'similar  tiles."  To  the  contrary,  Congress  enunciated  a  single 

policy,  to  be  enforced  in  both  cases  by  th*'  courts,  ••that  will  involve  a  balancing" 
of  the  private  and  public  interest^.  '  This  was  the  conclusion  of  the  Court  of 
Appeals  of  the  I>is;rict  of  Columbia  Circuit  as  to  medical  tiles,  and  that  conclu- 
sion is  equally  applicable  to  personnel  tiles. 

"Exemption  6  of  the  Act  covers  ".  .  .  medical  tiles  .  .  .  the  disclosure  of  which 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy.'  Where  a 
purely  medical  tile  is  withheld  under  authority  of  Exemption  6,  it  will  !»»•  for 
the  District  Court  ultimately  to  determine  any  dispute  as  to  whether  that  exemp- 
tion was  properly  invoked."  Ackcrly  v.  Ley,  137  U.S.  App.  D.C.  133,  136-137  n. 
:;.  420  F.  2d  1336,  1339-1340  n.  :i  (1969)    (ellipsis  in  Court  of  Appeals  opinion). 

See  also  \Y<nc  Hobby  USA,  Inc.  v.  IRS,  502  F.  2d  133,  135  (CA3  1974). 

Congress'  recent  action  in  amending  the  Freedom  of  Information  Act  to  make 
explicit  its  agreement  with  judicial  decisions11  requiring  the  disclosure  of  non- 
exempt  portions  of  otherwise  exempt  tiles  is  consistent  with  this  conclusion. 
Thus,  S.V.L'thi  now  provides  that  "[a)ny  reasonably  segregable  portion  of  a 
record  shall  he  provided  to  any  person  requesting  such  record  after  deletion  of 
the  portions  which  are  exempt  under  this  subsection."  Pub.  L.  93-502,  $2(e), 
88  Stat.  1561,  1564."  And  §  552(a)  (4)  (B)  was  added  explicitly  to  authorize  in 
camera  inspection  of  matter  claimed  to  he  exempt  "to  determine  whether  such 
records  or  any  part  thereof  shall  he  withheld."  Pub.  L.  93-502,  §  1(b)(2)(B), 
88  Stat.,  at  1562  (emphasis  supplied).  The  Senate  Report  accompanying  this 
legislation  explains,  without  distinguishing  "personnel  and  medical  files"  from 
"similar  tiles."  that  its  effect  is  to  require  courts,  "to  look  beneath  the  label 
on  a  file  or  record  when  the  withholding  of  information  is  challenged.  .  .  . 
[W]here  tiles  are  involved  [courts  will]  have  to  examine  the  records  themselves 
and  require  disclosure  of  portions  to  which  the  purposes  of  the  exemption  under 
which  they  are  withheld  does  not  apply."  S.  Rep.  No.  854,  93d  Cong.,  2d  Sess.,  32. 

The  remarks  of  Senator  Kennedy,  a  principal  sponsor  of  the  amendments, 
make  the  matter  even  clearer  : 

"For  example,  deletion  of  names  and  identifying  characteristics  of  individuals 
would  in  some  cases  serve  the  underlying  purpose  of  exemption  (5,  which  exempts 
•personnel  and  medical  tiles  and  similar  tiles  the  disclosure  of  which  would  con- 
stitute a  clearly  unwarranted  invasion  of  personal  privacy.'"  120  Cong.  Rec.  S. 
9315  (daily  (Hi.  May  30,  1974  i. 

In  so  specifying-.  Congress  confirmed  what  had  perhaps  been  only  less  clear 
earlier.  For  the  Senate  and  House  Reports  on  the  Rill  enacted  in  1966  noted 
specifically  that  Health,  Education,  and  Welfare  files,  Selective  Service  files,  or 


p  The  Report  states  further  (ibid.)  :  "At  the  same  time  that  a  broad  philosophy  of 
'freedom  of  information'  Is  enacted  into  law,  it  is  necessary  to  protect  certain  equally 
important  rights  of  privacy  with  respect  to  certain  information  in  Government  files,  such 
as  medical  ami  personnel  records.  .  .  . 

"It  is  not  an  easy  task  t"  balance  the  opposing  interests,  hut  it  Is  not  an  impossible  one 
either.  It  is  not  necessary  to  conclude  that  to  protect  one  of  the  Interests,  the  other  must. 
of  necessity,  either  l>e  abrogated  or  substantial!.*  subordinated.  Success  lies  in  providing 
a  workable  formula  which  encompasses,  balances,  and  protects  all  interests,  yet  placet 
emphasis  on  the  fullest  responsible  disclosure." 

i"  See  generally  UK.  Rep.  No.  14!>7.  at  11:  "A  f/rnrral  exemption  for  the  category  <.f 
Information  is  much  more  practical  than  separate  statutes  protecting  each  type  of  personal 
record.  The  limitation  of  'a  clearly  unwarranted  Invasion  Oi  personal  privacy"  provides  a 
proper  balance  .  .  ."  (Emphasis  supplied.)  The  Senate  Report,  as  well,  speaks  of  a 
''general  exemption"  which  is  "held  within  bounds  by  the  use  of  the  limitation  of  'a 
clearlj    unwarranted  invasion  of  personal  privacy.'"  S.  Rep    X".  813,  at  !». 

v..  Vaughn  v.  Rosen,  1.17  I'.S.   App.  D.C.  340,  345,  4s4  F.2d  820,  825  (1073)  :  Vnucic 

v.  David,  l4.-,'r.s.  App.   D.C.  144.  inc.  44^   P.2d   1067,  1<>7<<   (1971)  :  Bristol-Myers  Co.  v. 

L38   U.S    App.    I><\   22,   26,  424   F.2d  935,  938  939    (1970).   Accord.   Rural  Housing 

Alliance  v.   Department  of  Agriculture,  162  U.S.  App.  D.C.   122,  126   127.  40S  F.2d  7.:.  7s 

■  1974).  rt.  8  552(a  1(2),  providing  that 

■  l  ,  the  extent  required  to  prevent  a  clearly  unwarranted  invasion  of  personal  privacy,  an 
agency  may  delete  Identifying  details  when  it  makes  available  or  publishes  an  opinion. 
Statement    of    policy,    interpretation    ,,r    staff    manual    or    instruction." 

I*  The  Senate  Report  on  this  amendment  cited  with  evident  approval  the  decision  of  the 
Court  of  Appeals  in  this  case  remanding  to  the  District  Court  for  redaction  of  the  caae 
summaries  to  accommodate  the  dual  interests.  S.  Rep.  No.  854,  93d  Cong..  2d  sess.,  31-3- 
(1974). 
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Veterans1   Administration   files,   which   as   the   Agency    here   recognizes      were 

clearly  included  within  the  congressional  conception  of  "personnel  tiles."  li  were 
nevertheless  intended  to  be  subject  to  mandatory  disclosure  in  redacted  form  it 
privacy  could  be  sufficiently  protected.  As  the  House  Report  states.  U.K.  Rep. 
No.  14i)7.  at  11,  "The  exemption  is  also  intended  to  cover  detailed  Government 
records  on  an  individual  winch  can  be  identified  as  applying  to  that  individual 
and  not  the  facts  concerning  the  award  of  a  pension  or  benefit  or  the  compilation 
of  unidentified  statistical  information  from  personal  records."  Similarly,  the 
Senate  Report  emphasized.  S.  Rep.  No.  813,  at  9,  'For  example,  health,  welfare, 
and  selective  service  records  are  highly  personal  to  the  person  involved  yet  facts 
concerning  the  award  of  a  pension  or  benefit  should  be  disclosed  to  the  public/' 

Moreover,  even  if  we  were  To  agree  that  "personnel  files"  are  wholly  exempt 
from  any  disclosure  under  Exemption  6,  it  is  clear  that  the  case  summaries 
sought  here  lack  the  attributes  of  "personnel  files"  as  commonly  understood. 
Two  attributes  of  the  case  summaries  require  that  they  he  characterized  as 
"similar  files."  First,  they  relate  to  the  discipline  of  cadet  personnel,  and  while 
even  Air  Force  Regulations  themselves  show  that  this  single  factor  is  insufficient 
to  characterize  the  summaries  as  "personnel  files."1'  it  supports  the  conclusion 
that  they  are  "similar."  Second,  and  most  significantly,  the  disclosure  of  these 
summaries  implicates  similar  privacy  values  ;  for  as  said  by  the  Court  of  Appeals, 
495  F.  2d.  at  2*57.  "identification  of  disciplined  cadets — a  possible  consequence 
of  even  anonymous  disclosure — could  expose  the  formerly  accused  men  to  lifelong 
embarrassment,  perhaps  disgrace,  as  well  as  practical  disabilities,  such  as 
loss  of  employment  or  friends."  See  generally,  e.g.,  Wine  Hobby  USA,  Inc.  v. 
IRS,  502  F.  2d  133.  135-1.".7  (CA3  1!>74i  :  Rural  Housing  Alliance  v.  Department 
of  Agriculture.  162  U.S.  App.  D.C.  122.  125-126,  498  F.  2d  7."..  76-77  (1974); 
Roblcs  v.  EPA,  484  F.  2d  s43.  845-846  (CA4  1973).  But  these  summaries,  col- 
lected only  in  the  Honor  and  Ethics  Oode  Reading  Files  and  the  Academy's 
Honor  Records,  do  not  contain  the  "vast  amounts  of  personal  data."  S.  Rep. 
No.  813.  at  9.  which  constitute  the  kind  of  profile  of  an  individual  ordinarily 
to  be  found  in  his  personnel  file:  showing,  for  example,  where  he  was  born,  the 
names  of  his  parents,  where  he  has  lived  from  time  to  time,  ins  high  school  or 
other  school  records,  results  of  examinations,  evaluations  of  his  work  perform- 
ance. Moreover,  access  to  these  files  is  not  drastically  limited,  as  is  customarily 
true  of  personnel  files,  only  to  supervisory  personnel  dir<  ctly  involved  with  the 
individual  (apart  from  the  personnel  department  itself*,  frequently  thus  exclud- 
ing even  the  individual  himself.  On  the  contrary,  the  case  summaries  name  no 
names  except  in  guilty  cases,  are  widely  disseminated  for  examination  by  fellow 
cadets,  contain  no  facts  except  such  as  pertain  to  the  alleged  violation  of  the 
Honor  or  Ethics  ("odes,  and  are  justified  by  the  Academy  solely  for  their  value 
as  an  educational  and  instructional  tool  the  better  to  train  military  officers  for 
discharge  of  their  important  and  exacting  functions.  Documents  treated  by  the 
Agency  in  such  a  manner  cannot  reasonably  be  claimed  to  be  within  the  com- 
mon and  congressional  meaning  of  what  constitutes  a  "personnel  file"  within 
Exemption  6. 

The  Agency  argues  secondly  that,  even  taking  tie  imaries  as  files  to 

which  the  '  clearly  unwarranted  invasion  of  personal  privacy"  qualifications  ap- 


13  Brief  for  Petitioners,  at  13-16. 

14  There  is  sparse  legislative  history  as  to  the  precise  scope  intended  for  the  term 
"personal  files."  a  detail  which  its<  agres  intended  that  particular 
characterization  not  to  be  critical  in  the  application  of  Exemption  '">.  Bur  it  is  ouite  clear 
from  the  Committee  Reports  that  the  primary  concern  of  Congress  in  drafting  Exemption 
0  was  to  provide  for  the  confidentiality  of  personal  matters  in  such  tiles  as  those  main- 
tained by  the  Department  of  Health,  Education,  and  Welfare,  the  Selective  Service,  and 
the  Veterans-  Administration.  S.  Rep.  X".  813    at  '»  :  H.R.  Ren.  No.  12!<7.  at  11    Mon 

the  Senate  Renort  <<n  s.  1666,  tin-  principal  source  for  the  Bill  ultimately  enacted  as  the 
Freedom    of   Information    Act.    and    Exemption    6    in    particular,   specifically   refers    t< 
tiles  as  ''personnel  files."  s.  Rep.  So.  1219,   B9th  Cong..  _'<l  sess.,  14    See  Rlso  Hearii 
IT.R.  5012  before  a  Subcommittee  .f  the  House  Committee  on  Government  Oner 
Cong.    l<t  vpS^  .  at  2nr>.  267    (1965)    ("Analvsis  of  Agency  Comments  on   s.   1666 

i"  \ir  Force  Regulations  in  force  at  the  time  of  the  decisions  below  drew  a  distinction 
between  "personnel  and  medical  files."  32  '"Fit  *  806.5  (f).  and  'Tiles  similar  to  medical 
and  personnel  files."  .°,2  FFR  8  806.5  (e)  which  clearly  categorized  case  summaries 
amons:  the  latter:  "Exsmnlps  of  similar  tiles  are  those:  .  .  containing  rnmrtr  reeor<l<. 
and   other   material    pertaining   to   personnel   >nat><r<  in   which   admlnlstr  Ion.   in- 

cluding distciiilinarv  action.  m»v  be  taken  or  has  ben   t«  PR   !  806.5    fer)  (1)  fill 

-  1074  .  36  Fed.  Recr.  4700.  47<M  , 1P71>  (emphasis  supplied).  After  the  Court  of  Anneals' 
decision,  these  regulations  were  amended  inter  alia  deleting  the  last  four  words,  32  CFR 
5  806.23  ifnhiiii.  40  Re,].  Reg.  7901  7'.h.4  (1975),  but  This  alteration  is  in  any  event 
insignificant  to  the  point  Mere. 
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the  c<»un  of  Appeals  nevertheless  Improperly  ordered  th*'  Agency  to  pro- 
duce  the  case  summaries  in  the  District  Court  f<»r  an  in  camera  examination  to 
eliminate  Information  thai  could  result  In  identifying  cadets  Involved  In  Honor 

or  Ethics  ('ode  violations.  The  argument  is.  in  substance,  that  the  recognition  by 
the  Court  of  Appeals  of  "the  harm  that  might  result  to  th<*  cadets  from  dis- 
closure" Itself  demonstrates  "[t]he  ineffectiveness  of  excision  of  names  i  nd 
other  identifying  facts  as  a  moans  of  maintaining  the  confidentiality  of  persona 
named  In  government  reports  .  .  .'*  Brief  for  Petitioners,  at  17-18. 

This  contention  has  no  merit.  First,  the  argument  Implies  that  Congress  barred 
disclosure  In  any  case  In  which  the  conclusion  could  not  he  guaranteed  that  dis- 
closure would  not  trigger  recollection  of  identity  in  any  person  whatever.  Hut 
this  ignores  <'"Ii;tcss  limitation  of  the  exemption  to  casts  of  "clearly  unwar- 
ranted"'' invasions  of  personal  privacy.17  Second.  Congress  vested  the  courts 
with  the  responsibility  ultimately  to  determine  "de  novo"  any  dispute  as  to 
whether  the  exemption  was  properly  invoked  in  order  to  constrain  agencies  from 
withholding  nonexempt  matters.'1'  No  court  has  yet  seen  the  case  histories,  and 
the  Court  of  Appeals  was  therefore  correct  in  holding  that  the  function  of  exam- 
ination must  be  discharged  in  the  first  instance  by  the  District  Court.  Ackcrly  v. 
Ley,  xNijra,  Rural  Housing  Alliance  v.  Department  of  Agriculture,  supra. 

In  striking  the  balance  whether  to  order  disclosure  of  all  or  part  of  the  case 
summaries,  the  District  Court,  in  determining  whether  disclosure  will  entail  a 
'•clearly  unwarranted"  invasion  of  personal  privacy,  may  properly  discount  its 
probability  in  light  of  Academy  tradition  to  keep  identities  confidential  within 
the  Academy.''  Respondents  sought  only  such  disclosure  as  was  consistent  with 
this  tradition.  Their  request  for  access  to  summaries  "with  personal  references 
or  other  identifying  information  deleted."  respected  the  confidentiality  interests 
embodied  in  Exemption  G.  As  the  Court  of  Appeals  recognized,  however,  what  con- 
stitutes identifying  information  regarding  a  subject  cadet  must  he  weighed  not 


16  The   addition   of   this   qualification   was   a   considered   and   significant   determination. 
Robles  v.   EPA,  484   F.2d   S43,   846;    (CA4   1973).   Gctman   v.    SLRH,   140   U.S.   App.   D.C. 
209,   — .    450    F.2d    070,    074    ( 1971  >. The    National    Labor    Relations    Board    and    Treasury 
Department  urged  at  the  hearings  on  the  Act  that  the  "clearly"  or  "clearly  unwarranted 
qualification  in  Exemption  0  be  deleted.  See  Hearings  on  S.  1100  before  the  Subcommittee 
on  Administrative  Practice  and  Procedure  of  the  Senate  Committee  on  the  Judiciary.  89th 
Cong.,   1st  sess..   30    (Treasury),  491    (NLRB)    (1905)  ;   Hearings  on  H.R.  5012  before  a 
Subcommittee  of  the  House  Committee  on  Government  Operations.  89th  Cong..  1st 
50,  230  (Treasury).  257  (NLRB)   (1965).  See  also  Hearings  on  S.  1100.  supra,  417  (Depart- 
ment of  Defense;  objecting  To  "heavy"  burden  of  showing  a  clcnrJi/  unwarranted  in\ 
of  personal  privacy).  But  see  also  Hearing  on  H.R.  5012.  supra,  151   (testimony  of  Clark 
R.    Mulenhoff.   Vice  Chairman,   Sigma   Delta  Chi  Committee  for  Advancement  of  Freedom 
of  Information  ;  advocating  the  retention  of  "clearly"  in  Exemption  G).  The  terms  objected 
to  were  nevertheless  retained,  as  a  "proper  balance."   H.R.   No.  1497,  at  11,  to  keep  the 
"scope  of  the  exemption  .  .  .  within  bounds."  S.  Rep.  No.  819.  at  9. 

The  legislative  history  of  the  1974  amendment  of  Exemption  7.  which  applies  to  inves- 
tigatory files  compiled  for  law  enforcement  purposes,  stands  in  marked  contrast.  Under 
H.R.  12471.  93rd  Cong..  2d  sess.  (1947),  as  originally  amended  and  passed  by  the  Senate. 
120  Cong.  Rec,  S.  9329.  9337,  9343  (daily  ed.  May  30.  1974  i,  although  not  as  originally 
passed  by  the  House.  120  Cong.  Rec.  II.  1802-1803  (daily  ed.  Mar.  14.  1974).  Exemption 
7  was  amended  to  exempt  investigatory  files  compiled  for  law  enforcement  purposes 
only  to  the  extent  that  their  production  would  "constitute  a  clearly  unwarranted  i; 
of  personal  privacy"  or  meet  one  of  several  other  conditions.  In  response  to  a  Presidential 
request  to  delete  "clearly  unwarranted"  from  the  amendment  in  the  interests  of  personal 
privacy,  the  Conference  Committee  dropped  the  "clearly."  120  Cong.  Rec.  S.  17829  (daily 
ed,  Oct.  1.  1974)  (letters  between  President  Ford  and  Senator  Kennedy),  H.  10002 
(dally  ed  Oct.  7,  1974)  (letters  between  President  Ford  and  Congressman  Moorhead). 
and  the  Bill  was  enacted  as  reported  bv  the  Conference.  Public  Law  93-502,  §  2  (I 
Stat.  1501.  1563.  ^  t  .    . 

"The  Court  of  Appeals  held  that  the  argument  raised  by  the  Agency  that  courts  have 
a  broad  equitable  power  to  decline  to  order  release  when  disclosure  would  damage  the 
public  interest  was  not  a  substantial  one  in  the  context  of  Exemption  0.  since  that  I'^^D" 
Hon  itself  requires  B  court  to  exercise  a  large  measure  of  discretion.  495  F.  2d,  at  209. 
The  Agency  has  not  renewed  this  argument  in  this  Court. 

w  5  0  S  C  §  552  (a)  i4j  (B).  <»ne  of  the  prime  shortcomings  of  §  3  of  the  Administrative 
Procedure  Act.  in  the  view  of  the  Congress  which  passed  the  Freedom  of  Information  Act. 
was  precisely  that  it  provided  no  judicial  remedy  for  the  unauthorized  withholding  ot 
agency  records.  EPA  v.  Mink,  410  U.S.,  at  79.  ...>..«        *     *     n.iM«. 

11  The  legislative  history  is  clear  that  Exemption  0  was  directed  at  threats  to  pmacj 
Interests  more  palpable  than  mere  possibilities.  The  House  Report  explains  that  tlic 
exemption  was  Intended  to  exclude  files  "the  disclosure  of  which  might  harm  the  indl\  Id 
ual  .  .  [or]  detailed  Government  records  on  an  Individual  which  can  be  identified  M 
applying  to  that  individual.  .  .  ."  H.R.  Rep.  No.  1497,  at  11  (emphasis  supplied)  And 
the  Senate  Report  states  that  the  balance  to  be  drawn  under  Exemption  6  s  clearly 
unwarranted  invasion  of  personal  privacy"  clause  is  one  between  the  protection  or  aa 
individual's  private  affairs  from  unnecessary  public  scrutiny,  and  the  preservation  or  tne 
public's  right  to  governmental   information."   S.    Rep.    No.   813,  at   9    (emphasis  supplied) 
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only  from  the  viewpoint  of  tho  public,  but  also  from  the  vantage  of  those  who 
would  have  been  familiar,  as  fellow  cadets  or  Academy  staff,  with  other  aspects 
of  his  career  at  the  Academy.  Despite  the  summaries'  distribution  within  the 
Academy,  many  of  this  group  with  earlier  access  to  summaries  may  never  have 
identified  a  particular  cadet,  or  may  have  wholly  forgotten  his  encounter  with 
Academy  discipline.  And  the  risk  to  the  privacy  interests  of  a  former  cadet,  par- 
ticularly one  who  has  remained  in  the  military,  posed  by  his  identification  by 
otherwise  unknowing  former  colleagues  or  instructors  cannot  be  rejected  as 
trivial.  We  nevertheless  conclude  that  consideration  of  the  policies  underlying 
the  Freedom  of  Information  Act,  to  open  public  business  to  public  view  when 
no  'clearly  unwarranted"  invasion  of  privacy  will  result,  requires  affirmance  of 
the  holding  of  the  Court  of  Appeals,  495  F.  2d.  at  267,  that  although  ".  .  .  no 
one  can  guarantee  that  all  those  who  are  'in  the  know'  will  hold  their  tongues, 
particularly  years  later  when  time  may  have  eroded  the  fabric  of  cadet  loyalty.'' 
it  sufficed  fo  protect  privacy  at  this  stage  in  these  proceedings  by  enjoining  the 
District  Court,  id.,  at  268,  that  if  in  its  opinion  deletion  of  personal  references 
and  other  identifying  information  "is  not  sufficient  to  safeguard  privacy,  then 
the  summaries  should  not  be  disclosed  to  [respondents]."  We  hold,  therefore, 
in  agreement  with  the  Court  of  Appeals,  "that  the  in  camera  procedure  [ordered] 
will  further  the  statutory  goal  of  Exemption  Six  :  a  workable  compromise  be- 
tween individual  rights  'and  the  preservation  of  public  rights  to  Government 
information.'  "  I(L  at  269. 

To  be  sure,  redaction  cannot  eliminate  all  risks  of  identifiability,  as  any  human 
approximation  risks  some  degree  of  imperfection,  and  the  consequences  of  ?x- 
posure  of  identity  can  admittedly  be  severe.  But  redaction  is  a  familiar  technique 
in  other  contexts  M  and  exemptions  to  disclosure  under  the  Act  were  intended  to 
be  practical  workable  concepts.  Mink  v.  EPA,  410  U.S.,  at  79:  S.  Rep.  No.  813,  at 
5 ;  H.  R.  Rep.  No.  1497.  at  2.  Moreover,  we  repeat,  Exemption  6  does  not  project 
against  disclosure  every  incidental  invasion  of  privacy — only  such  disclosures 
as  constitute  "clearly  unwarranted"  invasions  of  personal  privacy. 

Affirmed. 

Mr.  Justice  Stevens  took  no  part  in  the  consideration  or  decision  of  this  case. 

Mr.  Chief  Justice  Burger,  dissenting 

If  "hard  cases  make  a  bad  law."  unusual  cases  surely  have  the  potential  to 
make  even  worse  law.  Today,  on  the  basis  of  a  highly  unusual  request  for  in- 
formation about  a  very  unique  governmental  process,  a  military  academy  honor 
system,  the  Court  interprets  definitively  a  substantial  and  very  significant  part 
of  a  major  federal  statute  governing  the  balance  between  the  public's  "right-to- 
know*'  and  the  privacy  of  the  individual  citizen. 

In  my  view,  the  Court  makes  this  case  carry  too  much  jurisprudential  baggage. 
Consequently,  the  basic  congressional  intent  to  protect  a  reasonable  balance  be- 
tween the  availability  of  information  in  the  custody  of  the  government  and  the 
particular  individual's  right  of  privacy  is  undermined.  In  addition,  district  courts 
are  burdened  with  a  task  Congress  could  not  have  intended  for  them. 

(1)  This  case  does  not  compel  us  to  decide  whether  the  summaries  ar  issue 
here  are  "personnel  files"  or  whether  files  so  categorized  are  beyond  the  proviso 
of  Exemption  (6)  that  disclosure  constitute  "a  clearly  unwarranted  invasion  of 
personal  privacy."  Even  assuming,  arguendo,  that  the  Government  must  show 
that  the  summaries  are  subject  to  the  foregoing  standard,  it  is  quite  clear,  in 
my  view,  that  the  material  at  issue  here  constitutes  such  an  invasion,  no  matter 
what  excision  process  is  attempted  by  a  federal  judge. 

The  Court  correctly  notes  that  Congress,  in  enacting  Exemption  6,  intended  to 
strike  "a  proper  balance  between  the  protection  of  the  individual's  right  of 
privacy  and  the  preservation  of  the  public's  right  to  Government  information  by 
excluding  those  kinds  of  files  the  disclosure  of  which  might  harm  the  individual." 
II.  R.  Rep.  Xo.  14(.>7.  at  11.  Having  acknowledged  the  necessity  of  such  a  balance, 
however,  the  Court,  in  my  view,  blandly  ignores  and  thereby  frustrates  the  con- 
gressional intent  by  refusing  to  weigh,  realistically,  the  grave  consequences  im- 
plicit in  release  of  this  particular  information,  in  any  form,  against  the  relatively 
inconsequential  claim  of  "need"  for  the  material  alleged  in  the  complaint. 


20  Tho  Court  of  Appeals  cited  as  examples  Revenue  Rullnes  collector!  in  tho  Cumulative 
Bulletin  of  tho  Internal  Revenue  Service,  and  American  Rar  Association  "Opinions  on 
Professional  Ethics"  (19R7).  45  F.2d  at  2GS  n.  IS. 
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The  opinions  of  this  Court  have  Long  recognised  the  opprobrium  which  both 
the  civilian  and  the  military  segments  of  cur  society  attribute  to  allegations  of 
dishonor  among  commissioned  officers  of  »>ur  Armed  Forces,  Parker  v. 

Levy,  417  U.S.  733,  744   (1974),  quoting  Ortofl  \.    WiUoughby, 

(1963).  The  Btigma  which  our  society  imposes  on  the  individual  who  has  ac- 
cepted such  a  position  of  trust  -  and  abused  ir  is  not  erasable,  In  any  realistic 
by  the  passage  of  time  <>r  even  i>y  subsequent  exemplary  conduct  The 
absence  of  the  broken  sword,  the  torn  epaulets  and  the  Rogue**  March  from  our 
military  ritual  does  not  lessen  the  Indelibility  of  the  stigma.  Significantly,  cadets 
and  midshipmen— "inchoate  officers"  a  have  traditionally  been  held  to  the  same 
high  standards  and  subjected  to  the  same  stigma  as  commissioned  officers  when 
involved  in  matters  with  overtones  of  dishonor."  Indeed,  the  mode  of  punitive 
separation  as  the  result  of  court-martial  is  the  same  for  both  officers  and 
-dismissal,  i  nited  States  v.  EUman,  !>  U.S.C.A.M.  549,  26  C.M.R.  hlh.» 
I  1958).  Moreover,  as  the  Court  of  Appeals  noted,  it  is  unrealistic  to  conclude,  in 
most  cases,  that  a  finding  of  "not  guilty"  or  "discretion"  exonerates  the  cadet  in 
anything  other  than  the  purely  technical  and  Legal  sense  of  the  term. 

Admittedly,  the  Court  requires  that,  before  release,  these  documents  be  subject 
to  is)  camera  inspection  with  power  of  excising  parts.  But,  as  the  Court  admits, 
any  such  attempt  to  "sanitize"'  these  summaries  would  still  leave  the  very  distinct 
possibility  that  the  individual  would  still  he  identifiable  and  thereby  injured. 
In  light  <>f  Congress'  recent  manifest  concern  in  the  Privacy  A<  t  of  T.t74.  Pub.  L- 
93-579,  ss  Stat.  1806,  5  U.S.C.  §552a,  for  "governmental  respect  for  the  privacy 
of  citizens  .  .  .'"  S.  Rep.  No.  93-1183,  93d  Cong.  2d  Sess.  (1974),  it  is  indeed 
difficult  to  attribute  to  Comrress  a  willingness  to  subject  an  individual  citizen  to 
the  risk  of  possible  severe  damage  to  his  reputation  simply  to  permit  law 
students  to  invade  individual  privacy  to  prepare  a  law  journal  article.  Its 
definition  of  a  "clearly  unwarranted  invasion  of  personal  privacy"'  as  equated 
with  "protecting  an  individual's  private  affairs  from  unnecessary  public 
scrutiny  .  .  ."  S.  Rep.  No.  s13.  at  it  (emphasis  applied),  would  Otherwise  be 
rendered  meaningl< 

Moreover,  excision  would  not  only  be  ineffectual  in  accomplishing  the 
legislative  intent  of  protecting  an  individual's  affairs  from  unnecessary  public 
scrutiny,  but  it  would  place  an  intolerable  burden  upon  a  district  court  which, 
in  my  view.  Congress  never  intended  to  inflict.  Although  the  1974  amendments  to 
the  Freedom  of  Information  Act  require  that  "[a]ny  reasonably  segregable  por- 
tion of  a  record  .  .  ."  5  U.S.C.  §552  (b),  otherwise  exempt,  be  provided,  there 
is  nothing  in  the  legislative  history  of  the  original  Act  or  its  amendments  which 
would  require  a  district  court  to  construct,  in  effect,  a  new  document.  Yet.  the 
excision  process  mandated  here  could  only  require  a  sweeping  reconstruction  of 
the  material  that  the  end  product  would  constitute  an  entirely  new  document.  No 
provision  of  the  Freedom  of  Information  Act  contemplates  a  federal  district 
judge  acting  as  a  "re-write  edi  tor"  of  the  original  material. 

If  the  Court's  holding  is  indeed  a  fair  reflection  of  congressional  intent,  we 
are  confronted  with  a  "split-personality"  legislative  reaction,  by  the  conflict 
between  a  seeming  passion  for  privacy  and  a  comparable  passion  for  needless 
invasions  of  privacy. 

•rdingly,  I  would  reverse  the  judgment  of  the  Court  of  Appeals. 

Mr.  Justice  Blackmun,  dissenting 

We  are  here  concerned  with  the  Freedom  of  Information  Act.  5  U.S 
and  with  two  of  the  exemptions  provided  by   g  552(b).  The  Court  in  the  very 
recent  past,  has  not  hesitated  consistently  to  provide  force  to  the  congressionally 
mandated  exemptions.  See  FAA  Administrator  x.  Robertson,  421'  U.S.  255  I  lii7.li  ; 
Renegotiation    Hoard   v.    Grumman    Aircraft   Engineering   Corp.,   421    U.S.    1»'>S 


•  noted  in  orinff  v.  Wiiiouohbj/,  348  U.S.  Q-°..  rn  :  "The  President's  com- 
mi8fdon   .  liar   'reposinc  special   trust  and  confidence  in   the  patriotism,  valor, 

tideliry  and  abilities  <>t  the  appointee.  .  .  .'  "  An  officer  may  bo  punitively  dismissed  (the 
equivalent  <>f  a  dishonorable  discharge)  when  found  guilty  of  any  offense  by  a  general 
court-martial,  rej;ardle><  of  the  limitations  placed  on  the  punishment  I'm-  the  offence  when 
committed  by  an  enlisted  personnel.  Manual  for  Courts-Martial,  United  SI  rev. ». 

:    s.-.'  generally  initcrl  States  v.  Chyodwi*,  5  U.S.C.M.A.  047.  18  C.M.R.   (1955). 
'  Atty    Sen.  611    ■  187* 
-    Article  133,   C.C.M.J.,  10  U.S.C.   8  933  states,  for  example,  "any  commissioned  officer. 
rndet,  or  midshipman   who  is  convicted  of  conduct  unhecominjr  an  officer  and  a  pentleman 
Shall  be  punished  as  a  court-martial  may  direct."  (Emphasis  supplied.) 
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(1975)  :  NLRB  v.  Sears,  Roebuck  &  Co.,  421  U.S.  132  I  L975)  ;  EPA  v.  Mink,  410 
U.S.  73   (1973).  Set'  also  Renegotiation  Board  v.  Bannercraft  Clothing  <  < 
U.S.  1  1 1974  ».  Today,  I  fear,  the  Court  does  just  the  opposite. 

A.  Tli-'  Act's  second  exemption,    \  ■  •   matters   that   are 

"related  solely  to   the  internal   personnel  rules   and   practices   of  an    agency." 
There  can  be  no  doubt  that  the  Department   of  the  Air  Force,  including  the 
faculty  and  staff  who  supervise  cadets  at  the  Air  Force  Academy,  qualii 
an  ''agency."  within  the  meaning:  of  §  522(b)  (2),  and  the  Courl  _:iizes. 

Ante,   at   2.    I   would   have   thought,    however,    that   matters    thai  rn    the 

established  Honor  Codes  of  our  military  academies  ng  in  existence  and 

part  of  our  military  society  and  tradition,  see  Parker  v.  Lt  vy,  417  U.S.  733,  743. 
744  (1074).  and  the  disciplining  of  cadets  as  they  move  along  in  their  Govern- 
ment-supplied education,  would  clearly  qualify  as  "internal  personnel  .  .  .  prac- 
tices" of  that  agency.  By  its  very  nature,  this  smacks  of  personnel  and  personnel 
problems  and  practi<  es.  It  is  the  agency's  internal  business  and  not  the  public's, 
and.  because  it  Is,  the  exemption  is.  or  should  be.  afforded.  Thus,  although  the 
Court  does  not.  I  find  great  support  in  the  language  of  the  second  exception  for 
the  petitioners'  position  here.  To  me.  it  makes  both  obvious  and  common  s 
and  I  would  hold,  as  did  the  District  Court,  that  tin-  aid  exemption 

applies  to  the  case  summaries  respondent  Rose  so  ardently  desired,  and  removes 
them  from  his  eager  grasp. 

I  cannot  accept  the  rationale  of  the  Court  of  Appeals  majority  that  the  i 
ence  of  a  "substantial  potential  for  public  interest  outside  the  Government,"  495 
F.  2d  261.  265  (1974),  makes  these  case  summaries  any  less  related  "solely"  to 
internal  personnel  rules  and  practices.  Surely  public  interest,  which  is  second- 
ary and  a  by-product,  does  not  measure  "sole  relationship."  which  is  a  primary 
concept.  Thes  summaries  involve  the  discipline,  fitness  and  training  of  cadets. 
They  are  administered  and  enforced  on  an  academy-limited  basis  by  the  cadets 
themselves,  and  they  exist  wholly  apart  from  the  formal  system  of  courts-martial 
and  the  Uniform  Code  of  Military  Justice. 

B.  The  Act's  sixth  exemption.  §  552(b)  (6),  is  equally  supportive  for  the  peti- 
tioners here  and  for  the  result  opposite  to  that  the  Court  reaches  today.  This 
exemption  applies  to  matters  that  are  "personnel  and  medical  files  and  similar 
files  the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of 
personal  privacy."  Once  again,  we  have  a  specific  reference  to  "personnel  .  .  . 
files,"  and  what  I  have  said  above  applies  equally  here.  But.  in  addition,  the 
sixth  exemption  covers  "similar  files  the  disclosure  of  which  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy."  The  added  restrictive  phrase 
applies  not  to  '•personnel."  and  surely  not  to  "medical  files."  but  only  to  "similar 
files."   See  Robles  v.  Environmental  Protection   Agency,  4s4  F.  2d  84J 

(OA4  1973).   The  emphasis  is  on  personnel  file<  and  on  medical  tiles  and  on 
"similar"  files  to  the  extent  that  privacy  invasion  of  the  latter  would  be  un- 
warranted. The  exemption  as  to  personnel  files  and  as  to  medical  files  is  clear 
and  unembellished.  It  is  almost  inconceivable  to  me  that  the  Court  is  willing 
today  to  attach  the  qualification  phrase  to  medical  files  and  thereby  open  to  the 
public  what  has  been  recognized  as  almost  the  essence  of  ultimate  privacy.  The 
law's  long  established  physician-patient  privilege  establishes  this.  Anyone  who 
has  had  even  minimal  contact  with  the  practice  of  medicine  surely  cannot  i 
with  this  extension  by  judicial  construction  and  with  the  reasoning  of  another 
Court  of  Appeals  in  Ackerly  v.  Ley,  137  U.S.  App.  D.C.  133.  136-137,  u. 
2d  1336.  1339-1340.  n.  3  I  1969),  referred  to  and  seemingly  approved  by  the  l 
Ante,  at  19-20. 

If.  then,  the-  summaries  are  somethii  aan  "personnel  files 

sition  I  do  not  accept,  they  surely  are   "similar"   to  ;  -  and. 

when  invaded,  afford  an  instance  of  a  "clearly  unwarranted  invasion  of  pel 
privacy."  It  is  hard  to  imagine  something  any  more  personal.  Ii  seen  -  ' 
that  the  Court  is  blinding  itself  t<>  realities  when  it  conclude-,  as  5,  that 

Rose's  demands  do  n< »t  result  in  invasions  of  the  personal  privacy  of  the  e 
concerned.  And  I  do  not  regard  it  as  any  less  unwarranted  just  because  there 
are  court-ordered  reda*  tion,  a  most  impractical  solution,  and  itionaliza- 

tion  that  because  the  -  aaries   were  posted   "od  40  n  bulletin 

boards  throughout  the  Academy."  n»t>\  at  1.  and  copies  distributed   to  faculty 
and  administration  officials,  the  invasion  is  not  an  invasion  at  all.  The  "publica- 
tion"  is  restricted  to  tl  ■  y  grounds  and  to  the  private,  not  public 
tions  of  those  facilities.   It  is  disseminated  t.>  the  corps  alone  and  t->  faculty 
and  administration,  and  is  a  part  of  the  Academy  and 
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disciplinary  purpose  and  program.  To  be  rare,  "40"  may  appear  to  some  to 
be  a  large  Dumber,  but  the  Academy's  "family"  and  the  area  confinement  are 
what  arc  Important.  And  the  Court's  reasoning  must  apply,  awkwardly  it  seems 
to  me,  to  20  or  i<>  or  Ave  or  two  posting  places,  or.  Indeed,  to  only  one. 

1  should  add  that  1  see  little  assistance  for  the  Court  iii  the  legislative 
history.  As  is  bo  often  the  case,  that  history  cuta  both  ways  and  is  particularly 
confusing  here.  The  Court's  struggle  with  it.  ante,  at  9  16,  bo  demonstra 

Finally,  I  note  the  Court's  candid  recognition  of  the  personnel  risks  Involved. 
Ante,  at  27-28.  Today's  decision,  of  course,  now  makes  those  risks  a  real! 
the  cadet,  -particularly  one  who  has  remained  in  the  military.''  and  the  risks 
arc  Imposed  upon  the  individual  in  return  for  a  most  questionable  benefit  to 
the  public  and  personal  benefit  bo  respondent  Hose.  s<>  often  the  pendulum 
swings  too  far. 

I  fear  that  the  court  today  strikes  a  severe  blow  to  the  Honor  Code,  to  th< 
tern  under  which  they  operate,  and  to  the  former  cadets  concerned.  It  is  said 
these    old    institutions    mortally    wounded    and    passing    away    and    individuals 
placed  in  jeopardy  and  embarrassment  for  lesser  incidents  Long  past. 

I  would  reverse  the  judgment  of  the  Court  of  Appeals. 

Mb,    Justice   Reiinqtist,    dissenting 

Although  this  case  requires  our  consideration  of  a  claim  of  a  right  to  "privacy" 
it   arises  in  quite  a  different  context  than  some  of  our  other  recent  decisions 

such  as  Paul  v.  Davis,  V.  s.  ,  decided 

In  that  case  custodians  of  public  records  chose  to  disseminate  them,  and  one 
of  the  subjects  of  the  record  claimed  that  the  Fourteenth  Amendment  to  the 
United  States  Constitution  prohibited  the  custodian  from  doing  so.  Here  the 
custodian  of  the  records,  petitioner  Department  of  the  Air  Force,  has  chosen 
not  to  disseminate  the  records,  and  his  decision  to  that  effect  is  being  chal- 
lenged by  a  citizen  under  the  Freedom  of  Information  Act.  That  Act,  as  both 
the  Court's  opinion  and  the  dissenting  opinion  of  the  Chief  Justice  point  out. 
requires  the  federal  courts  to  balance  the  claim  of  right  of  access  to  the  informa- 
tion against  any  consequent  "'clearly  unwarranted  invasion  of  personal  privacy." 
For  the  reasons  stated  in  Part  II  of  the  dissenting  opinion  of  the  Chief  Justice. 
I  agree  that  the  Act  did  not  contemplate  virtual  reconstruction  of  records  under 
the  guise  of  excision  of  a  segregable  part  of  the  record.  I  therefore  agree  with 
The  Chief  Justice  and  Mr.  Justice  Blackmun  that,  in  the  absence  of  such 
redaction,  the  sixth  exemption  of  the  Act  is  applicable  and  the  judgment,  of  the 
Court  of  Appeals  should  be  reversed. 

Daniel  M.  Friedman,  Deputy  Solicitor  General  (Robert  H.  Bork,  Solicitor 
General.  Irving  Jaffe.  Acting  Assistant  Attorney  General.  Allan  Abbot  Tuttle, 
Assistant  to  the  Solicitor  General,  Leonard  Schaitman  and  Donald  Etra.  Justice 
Dept.  attorneys,  with  him  on  the  brief)  for  petitioners,  Harrington  I).  Parker.  Jr.. 
New  York.  N.Y.  I  Melvin  L.  Wulf  and  John  H.  F.  Shattuck.  with  him  on  the  brief) 
for  respondents. 

Michael  T.  Rose  et  al.,  plaintiffs-appellants 

'•. 

Department  of  the  Air  Force  et  al..  defendants-appellees 

No.  9.  Docket  78-1204 

United  States  Court  of  Appeals,  Second  Circtit 

argued  oct.  20,  197  3 — decided  march  29.   1974 

Action  was  brought  under  the  Freedom  of  Information  Act  to  secure  disclosure, 
for  purposes  of  preparation  of  law  review  article,  of  case  summaries  of  Honor 
and  Ethics  Code  adjudications  at  service  academy.  The  United  Stales  District 
Court  for  the  Southern  District  of  New  York.  Lloyd  F.  MacMahon,  J.,  granted 
partial  summary  judgment  to  defendants,  and  plaintiffs  appealed.  The  Court  of 
Appeals.  Feinberg.  Circuit  Judge,  held  that  disclosure  was  not  precluded  under 
exemption  provision  relating  to  internal  personnel  rules  and  practices  of  an 
agency  :  that  under  exemption  applicable  where  disclosure  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy,  determination  of  whether  the 
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summaries,  with  proper  names  removed,  would  constitute  clearly  unwarranted 
invasion  of  personal  privacy  of  the  affected  cadets  could  not  be  made  without 
prior  inspection  by  the  Districl  Court;  and  that  in  light  of  the  large  measure  of 

discretion  v<  sted  in  the  court  under  such  exemption  provision,  no  further  balanc- 
ing was  necessary  under  any  general  equitj  power  of  the  Court  to  refuse 
disclosure. 

Reversed  and  remanded  with  instructions. 
Moore,  Circuit  Judge,  dissented  and  filed  opinion. 

1.  Records  C^>  14 

The  disclosure  provisions  of  th^  Freedom  of  Information  Act  are  to  he  liberally 
read.  5  U.S.C.A.  §§552,  552  (a)(3),  (c),1002. 

2.  Records  0=^  14 

Case  summaries  of  Honor  and  Ethics  Code  adjudications  at  service  academy, 
with  identifying  information  removed,  were  not  exempt  from  disclosure  under 
section  of  the  Freedom  of  Information  Act  exempting  matters  related  solely  to  the 
internal  personnel  rules  and  practices  of  an  agency,  in  light  of  legitimate  public 
interest  and  future  effect  on  cadets,  and  in  absence  of  danger  to  effective  oper* 
tion  of  the  codes  at  the  academy.  5  U.S.C.A.  §  552(b)  (2). 

3.  Records  C=>  14 

Guaranteed  total  success  in  editing  Honor  and  Ethics  Code  adjudications  at 
service  academy  was  not  required  to  preclude  application  of  exception  in  the 
Freedom  of  Information  Act"  which  applies  to  matters  related  solely  to  the  inter- 
nal personnel  rules  and  practices  of  an  agency.  5  U.S.C.A.  §  552  (a)  (2),  (c). 

4.  Records  C=>  14 

Each  case  where  disclosure  of  records  under  the  Freedom  of  Information  Act 
is  resisted  under  exception  applicable  where  disclosure  would  constitute  a  clearly 
unwarranted  invasion  of  personal  privacy  involves  an  essentially  unique  inves- 
tigation into  the  nature  of  the  privacy  interest  invaded  and  the  extent  of  the 
proposed  invasion,  viewed  in  light  of  contemporary  mores  and  sensibilities  as 
applied  to  the  particular  facts.  5  U.S.C.A.  §  552 (b)(6). 

5.  Records  C=>  14 

For  purposes  of  exception  within  the  Freedom  of  Information  Act  applicable 
where  disclosure  would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy,  privacy  may  be  as  effectively  infringed  by  reviving  dormant  memories 
as  by  imparting  new  information.  5  U.S.C.A.  §  552  (b)  (  6  ■ . 

6.  Records  C=>  14 

In  light  of  fact  that  disclosure  of  case  summaries  from  service  academy's  honor 
and  ethics  code  adjudications,  with  identifying  information  deleted,  could  expos- 
histories  of  formerly  accused  cadets  to  persons  other  than  military  officers  and 
could  revive  dormant  memories  and  in  light  of  fact  that  none  of  the  parties  to  the 
lawsuit  was  committed  first  and  foremost  to  the  interests  of  the  effected  cadets, 
agency's  internal  dissemination  of  the  summaries  could  not  lessen  the  concerned 
cadets'  right  to  privacy  as  embodied  in  exemption  provision  of  the  Freedom  of 
Information  Act.  5  U.S.C.A.  §  552(b)  (6). 

7.  Records  C=>  14 

In  light  of  possible  consequences  of  even  anonymous  disclosure,  service  academy 
was  not  obliged  under  the  Freedom  of  Information  Act.  without  any  prior  inspec- 
tion by  court,  to  turn  over  case  summaries  of  honor  and  ethics  code  adjudications 
with  only  proper  names  removed,  as  such  might  constitute  a  clearly  unwarranted 
invasion  of  personal  privacy  :  but  neither  could  it  be  determined  without 
inspection  that  the  exemption  covered  all  or  any  part  of  the  summaries  at  issue. 
5  U.S.C.A.  §  552(b)(6). 

8.  Records  C=>  14 

Generally,  the  Freedom  of  Information  Act  restrains  the  use  of  broad  judicial 
discretion  to  block  disclosure.  5  U.S.C.A.  g  552. 

9.  Records  C=>  14 

In  light  of  larce  measure  of  discretion  involved  in  balancing  issues  necessary 
to  determination  of  Freedom  of  Information  Act  exemption  precluding  "wholly 
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unwarranted  invasion  of  personal  privacy,"  no  farther  balancing  was  required 

under  the  notion  of  general  equity  power  to  refuse  disclosure,  in  case  involving 

summaries  of  service  academy  honor  and  ethics  code  adjudications.  5  U.S. 

52,  5521  b)  (0), 

Barrington  1>.  Parker,  .Jr..  New   York  City   (American  Civil  Liberties  Union 

Foundation,  John  H.  F.  Shattuck,  Melvin  L.   Wulf,  Sanford  Jay  Rosen,  New 

York  City,  od  the  brief),  for  plaintiffs-appellants, 

nard  Schaitman,  Asst  Chief,  Appellate  Section,  Dept  of  Justice.  Washing- 
D.C.  (Harlington  Wood,  Jr.,  Asst.  Atty.  Gen.,  Donald  Etra,  Atty..  Dept  of 
Justice,  Whitney  North  Seymour,  Jr..  U.S.  Atty..  S.  D.  N.  V.,  William  R.  Rron- 
ner.  Gerald  A.  Rosenberg,  T.  Gorman  Reilly.  ABSt.  U.S.  Attys.,  on  the  brief),  for 
•idants-appcih  ■• 
Before  Moore,  Hays  and  Feinbeeg,  Circuit  Judges. 
Peinbeeg,  Circuit  Judge : 

\V.'  are  faced  in  tins  case  with  construing  two  of  the  exemptions  in  the  Freedom 
of  Information  Act  (the  Act).  5  U.S.C.  S  5 ~>'2.  one  of  the  many  recent  federal 
statutes  that  bring  new  and  difficult  cases  into  the  federal  courts.1  As  is  frequently 
the  ease  with  such  Legislation,  we  have  little  to  guide  us  in  the  way  of  precedent, 
and  the  brevity  and  generality  of  the  statutory  formulations  leave  much  to  be 
decided  by  the  courts. 

I. 

Appellant  Michael  T.  Rose,  a  graduate  of  the  United  States  Air  Force  Academy 
(the  Academy  i  was — at  the  time  this  complaint  was  tiled — a  third  year  stu- 
dent at  the  New  York  University  Law  School  and  a  member  of  the  Law  Re- 
view. Together  with  other  students  and  members  of  the  Review,  Rose  has  been 
conducting  a  survey  of  disciplinary  systems  at  various  Service  Academies;  the 
study  is  slated  for  publication  in  a  forthcoming  issue  of  the  Review.2  In  order 
to  document  discussion  of  the  Academy's  Honor  and  Ethics  Codes.  Rose  asked  the 
Academy  in  autumn  1971  to  give  him  copies  of  case  summaries  of  Honor  and 
Ethics  Code  adjudications,  which  were  kept  in  the  Academy's  files.  The  De- 
partment of  the  Air  Force  refused  on  the  ground  that  these  summaries  are  ex- 
empted from  compulsory  release  by  5  U.S.C.  §  552(b)  (6),  which  permits  an 
agency  to  withhold  certain  information  to  avoid  unwarranted  invasion  of 
privacy.3 

After  exhausting  his  administrative  remedies,  Rose  joined  with  appellants 
Charles  P.  Diamond  and  Lawrence  B.  Pedowitz  (who  were  then,  respectively, 
the  current  and  former  Editor-in-Chief  of  the  Review  i  in  this  lawsuit  under  the 
Act  to  compel  disclosure  of  the  disputed  items  "with  personal  references  or  other 
identifying  information  deleted  .  .  .".  Judge  Lloyd  F.  MacMahon  of  the  United 
States  District  Court  for  the  Southern  District  of  New  York  granted  appellees 
(collectively  the  Agency)  summary  judgment  on  the  issue  of  the  ease  sum- 
maries.* Although  ultimately  ruling  against  appellants,  the  judge  agreed  with 
them  in  large  part.  The  Agency  put  forth  two  grounds  in  the  district  court  to 
support  its  non-production  of  the  documents:  the  Act's  "personal  privacy"  ex- 
emption, referred  to  above,  and  the  court's  "equitable  discretion"  to  deny  dis- 
closure. The  judge  rejected  both  arguments.  However,  he  ruled  for  appellees  on  a 
third  ground  not  advanced  by  them,  that  the  summaries  were  covered  by  the  ex- 
emption in  ."  U.S.C.  §  552(b)  (2)  for  an  agency's  interna':  rules  and  practices. 
Attacking  the  district  court's  order  refusing  them  access  to  the  summaries,  ap- 
pellants procecute  this  appeal.  We  reverse  and  remand  for  further  proce- 
conforming  with  this  opi: 


iciated  Indus,  of  N.T.S.,  Inc.  v.  United  States  Dep't  of  Labor,  4«7  F.  2d  342, 
344    345  and  n.  1  (2d  Cir.  lOT.S'i  and  statutes  cited  the 

'Its  tentative  titlp  Is  "The  Administrative  Adjudicatory  Systems  of  the  Service  Acad- 
emies :  Constitutional  Powers  and  Limitations." 

3  The  Air  Force  ;ilso  relied  mi  the  corresponding:  Air  Force  Regulations,  A.F.R.  12- 
30.4f  and  12-30.4g(l)  (b),  32  C.F.R.  S  806.5  .f».  (g)(1)  (li)  (1972). 

*  The  district  court  granted  appellants  summary  judgment  with  regard  to  the  third  item 
requested,  a  complete  study  of  resignations  by  Academy  graduates  from  the  Air  Force. 
Appellees  have  already  compiied  with  this  portion  of  the  court's  directive,  and  thus  do 
not  appeal  from  it. 
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[1]  We  begin  by  stressing  that  the  Freedom  of  Information  Act"  was  ps 
in    an    effort    to    cure    the   defects   of   former   section   3   of   the    Administrative 
Procedure  Act    (APA),   5    U.S. <\    §1002    (1964),   which   "was  generally   ? 
nized  as  falling  far  short  of  its  disclosure  goals  and  came  to  be  looked 
more  as  a  withholding  statute  than  a  disclosure  statute.""  Courts  have 
that  the  Act's  remedial  purpose  was  to  pierce  the  veil  of  administrative  se 
and  to  open  agency  action  to  the  light  of  public  scrutiny.   See  e.g.,  Haw! 
Internal  Revenue  Service.  407  F.2d  787,  791   (6th  Cir.  1972)  ;  Bristol-Myers 
v.  FTC.  138  U.S. App.D.C.  22.  424  F.2d  93."),  988,  cert,  denied.  400  U.S.   824,   91 
S.Ct.  46,  27  L.ED.2d  52  ( 1970).  They  have  accordingly  held  that  exemptions  must 
he   narrowlv   construed.   Vaughn   v.    Rosen.   484   F.2d    820,   823    (D.C.Cir   1973  >. 
cert,  denied.  415  U.S.  977,  94  S.  Ct.  1564,  39  L.Ed.2d  873  <  1974  )  :  Soucie  v.  David. 
145  U.S.App.D.C.  144,  448  F.  2d  1067,  1080   (1971).  This  liberal  reading  of  the 
Act's  disclosure  provisions  is  supported  not  only  by  legislative  history  but,  more 
importantly,   by  the  statutory  language,  as  well.  The  Act  mandates  releas 
documents  to  "any  person"  7  (subject  to  explicity  defined  exemptions)  ;  "  grants 
to  the  district  courts  jurisdiction  to  enjoin  improper  withholding  after  a  hearing 
"de  novo-'  in  which  "the  burden  is  on  the  agency  to  sustain  its  action."  5  U.S.C. 
§  552(a)  (3)  ;  and  further  calls  for  disclosure  "except  as  specifically  stated  in  this 
section."  5  U.S.C.  §  552(c)    (emphasis  added).9  With  this  backgound  in  mind,  we 
turn  to  a  discussion  of  the  applicability  of  Exemption  Two.  5  U.S.C.  §  552(b)  (2), 
the  provision  thought  by  the  district  court  to  support  the  Agency's  refusal  to 
turn  over  the  contested  summaries  to  appellants. 

[2]  As  already  indicated,  until  the  district  court  ruled  none  of  the  appellees 
had  thought  to  rely  on  Exemption  Two  in  refusing  to  turn  over  the  case  sum- 


5  SO  Stat.  250  (1966).  codified  by  81  Stat.  54  (1967).  5  U.S.C.  §  552. 

*  Environmental  Protection  Agencv  v.  Mink.  410  U.S.  73.  79,  93  S.Ct.  827.  832.  35  L.Ed. 
2d  119  (1973).  See  also  S.  Rop.  No.  813.  89th  Cong..  1st  Sess.  3.  4-6  (1965)  [hereinafter 
Senate  Rep.l:  H.R.  Rep.  No.  1497.  89th  Cong..  2d  Sess.  4-6  (1966).  U.S.  Code  Cong.  & 
Admin.  News  1!)66  p.  2418  [hereinafter  House  Rep.]  :  Attorney  General's  Memorandum  on 
the  Public  Information  Section  of  the  Administrative  Procedure  Act.  quoted  in  20 
Admin.  L.  Rev.  263-316.  at  267-68  (1968).  See  generally  Note.  The  Freedom  of  Informa- 
tion Act:  Shredding  the  Paner  Curtain,  47  St.  John's  L.  Rev.  694  (1973)  [hereinafter 
St.  John's  Notel. 

'  Former  section  3  of  the  APA.  5  U.S.C.  §  1002  (1964).  provided  for  disclosure  only  "to 
persons  properly  and  directlc  concerned."  Davis.  The  Information  Act  :  A  Preliminary 
Analysis.  34  U.  Chi.  L.  Rev.  761.  765  (1967)   [hereinafter  Davisl. 

8  5  U.S.C.  §  552(b)  lists  the  exemptions  from  compulsory  disclosure.  It  states  : 
This  section  does  not  apply  to  matters  that  are — 

(1)  specifically  required  by  Executive  order  to  be  kept  secret  in  the  interest  of  the 
national  defense  or  foreign  policy  : 

(2)  related  solely  to  the  internal  personnel  rules  and  practices  of  an  agency  ; 

(3)  specifically  exempted  from  disclosure  by  statute  : 

(4)  trade  secrets  and  commercial  or  financial  Information  obtained  from  a  person  and 
privileged  or  confidential  : 

(5)  inter-agency  or  Intra-agency  memorandums  or  letters  which  would  not  be  available 
by  law  to  a  party  other  than  an  agency  in  litigation  with  the  agency  ; 

(6)  personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would  constitute 
a  clearlv  unwarranted  invasion  of  personal  privacy  ; 

(7)  investigatory  files  compiled  fori  aw  enforcement  purposes  except  to  the  extent 
available  by  law  to  a  party  other  than  an  agency  : 

(8)  contained  in  or  related  to  examination,  operating,  or  condition  reports  prepared 
by.  or  on  behalf  of.  or  for  the  use  of  an  agency  responsible  for  the  regulation  or  super- 
vision of  financial  institutions  ;  or 

(9)  geological  and  geophysical  information  and  data,  including  maps,  concerning  wells. 

9  U.S.C.  §  552(a)  (3)  reads  as  follows  : 

Except  with  respect  to  the  records  made  available  under  paragraphs  (1)  and  (2)  of 
this  subsection,  each  agency,  on  request  for  Identifiable  records  made  in  accordance 
with  published  rules  stating  the  time,  place,  fees  to  the  extent  authorized  bv  statute,  and 
procedure  to  be  followed,  shall  make  the  records  promptly  available  to  anv  person.  On 
complaint,  the  district  court  of  the  United  States  in  the  district  in  which  the  complainant 
resides,  or  has  his  principal  place  of  business,  or  in  which  the  agencv  records  are  situated. 
has  jurisdiction  to  enjoin  the  agency  from  withholding  agencv  records  and  to  order  the 
production  of  any  agency  records  improperly  withheld  from  the  complainant.  In  such  a 
case  the  court  shall  determine  the  matter  de  novo  and  the  burden  is  on  the  agency  to 
sustain  its  action.  In  the  event  of  noncompliance  with  the  order  of  the  court,  the  district 
court  may  punish  for  contempt  the  responsible  employee,  and  in  the  case  of  a  uniformed 
service,  the  responsible  member.  Except  as  to  causes  the  court  considers  of  greater  im- 
portance, proceedings  before  the  district  court,  as  authorized  bv  this  paragraph  take 
precedence  on  the  docket  over  all  other  causes  and  shall  be  assigned  for  hearing  at  the 
earliest  practicable  date  and  expedited  in  everv  day 

5  U.S.C.  §  552(c)  provides  : 

This  section  does  not  authorize  withholding  of  information  or  limit  the  availability  of 
records  to  the  public,  except  as  specifically  stated  In  this  section.  This  section  Is  not 
authority  to  withhold  information  from  Congress. 
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Diaries.  That  section  of  the  Act,  see  note  8  supra,  shields  from  required  disclosure 
nil   "matters    that    arc  .   .  .   related    solely    to   the   internal   personnel    nil.  a 
practices  of  an  agency  .  .  .".  In  some  Instances,  the  scope  of  the  exemption  may 

be  open  to  considerable  doubt  since  the  Senate  and  House  Reports  diametrically 
dash.1-  The  former  cites  as  examples  of  excluded  material  •"rules  as  to  personnel's 
use  of  parking  facilities  or  regulation  Of  lunch  hours,  statements  of  policy  ;i>  to 
sick  leave,  and  the  like."  Senate  Rep.  S.  The  latter,  on  the  other  hand,  exempts 
from  disclosure  "[oJj>erating  rules,  guidelines,  and  manuals  of  procedure  for 
rnment  investigators  or  examiners"  but  not  "•matters  of  internal  manage- 
ment' such  as  employee  relations  and  working  conditions  and  routine  adminis- 
trative procedures.  .  .  ."  House  Rep.  10.  1 1  Kit  J  U.S.  Code  Cong  &  Admin.  News 
p.  lUL'T.  The  Senate  Report  is  thought  by  many  to  comply  with  the  statutory 
language  better  than  the  House  Rei>ort,  whose  thrust  is  most  frequently  toward 
nondisclosure.11  This  court  has  not  yet  taken  a  firm  stand  on  the  issue.  Cf.  Frankel 
v.  SEC,  M\0  F.2d  S13.  S1G  &  n.  5  (2  Cir.),  cert,  denied,  -400  U.S.  S80,  98  S.Ct  126, 
34  L.Ed.2d  140  (1972)  ;  Polymers,  Inc.  v.  NLRB,  414  F.2d  999,  1006  (2  Cir.  1969), 
cert,  denied,  390  U.S.  1010,  90  S.Ct.  570,  24  L.Ed.2d  502  (1970).  We  conclude, 
however,  that  the  difference  of  approach  between  the  House  and  Senate  Reports 
would  not  affect  the  result  here. 

If  we  adopt  the  Senate  construction  of  Exemption  Two,  case  summaries  of 
Honor  and  Ethics  Code  adjudications  clearly  fall  outside  its  ambit.  Such  sum- 
maries have  a  substantial  potential  for  public  interest  outside  the  Government. 
Appelants  have  drawn  our  attention  to  various  items  such  as  newspaper  excerpts, 
a  press  conference  by  an  Academy  officer  and  a  White  House  Press  Release,  which 
illustrate  the  extent  of  general  concern  with  the  working  of  the  Cadet  Honor 
Code.  As  the  press  conference  and  the  Press  Release  show,  some  of  the  interest 
has  been  generated — or  at  least  enhanced — by  acts  of  the  Government  itself. 
Of  course,  even  without  such  official  encouragement,  there  would  be  interest  in 
the  treatment  of  cadets,  whose  education  is  publicly  financed  and  who  furnish 
a  good  portion  of  the  country's  future  military  leadership.  Indeed,  all  sectors 
of  our  society,  including  the  cadets  themselves,  have  a  stake  in  the  fairness  of 
any  system  that  leads,  in  many  instances,  to  the  forced  resignation  of  some  cadets. 
The  very  study  involved  in  this  case  bears  additional  witness  to  the  degree  of 
professional  and  academic  interest  in  the  Academy's  student-run  system  of  dis- 
cipline. Moreover,  as  we  later  describe  in  greater  detail,  see  Part  III  infra,  the 
case  summaries  themselves  have  great  impact  on  the  lives  and  careers  of  subject 
cadets.  Both  of  these  factors — the  legitimate  public  interest  and  the  future  effect 
on  cadets — differentiate  the  summaries  from  matters  of  daily  routine  like  working 
hours,  which,  in  the  words  of  Exemption  Two.  do  relate  "solely  to  the  internal 
personnel  rules  and  practices  of  an  agency."   (Emphasis  added.) 

Similarly,  even  the  House  Report,  which  is  usually  more  agency -oriented,  does 
not  sanction  withholding  the  summaries.  As  we  have  already  noted,  the  House 
Report  in  this  respect  seems  to  permit  greater  disclosure  of  "matters  of  internal 
management,"  except  where  knowledge  of  administrative  procedures  might  help 
outsiders  to  circumvent  regulations  or  standards.12  Release  of  the  summaries, 
which  constitute  quasi-legal  records,  poses  no  such  danger  to  the  effective  opera- 
tion of  the  Codes  at  the  Academy. 

[3 J  Speculating  about  a  different  kind  of  threat  to  the  effectiveness  of  the  Code, 
the  Agency  claims  that  publication  of  this  material  might  gravely  undermine 
the  whole  basis  of  the  Honor  Code  system,  whose  proceedings  are  cloaked  in 
confidentiality.  The  matter  of  confidentiality  is  further  discussed  in  Part  III 
infra.  It.  is  enough  here  to  point  out  that  appellants  have  sought  only  "sanitized" 
ns  of  the  case  summaries  with  names  "or  other  identifying  information" 
"d.  In  response  to  the  reaction  point,  the  Agency  argues  "that  there  is  no 


10  See  generally  Project.  Federal  Administrative  Law  Developments — 1972.  Develop- 
ments Under  the  Freedom  of  Information  Act — 1072.  1073  Duke  L.J.  178,  187-S9  [here- 
inafter Duke  Project  1  :  St.  John's  Note  716-17  :  Davis  7K5-S6. 

11  Davis  762-63,  785-86 ;  St.  John's  Note  697.  See  Hawkes  v.  Internal  Revenue  Service, 
4<',7  F.2d  7^7.  704  I  <"»th  (Mr.  1072i.  pointing  out.  inter  alia,  that  the  Senate  Report  fur- 
nlshea  the  surer  guide  to  congressional  intent  since  it  alone  was  hefore  both  Houses  (the 
Senate  passed  the  bill  first)  :  German  v.  NLRB,  146  U.S.  App.D.C.  209,  450  F.2d  670,  673 
n.  8  (1971),  and  cases  cited  therein. 

12  See,  e.g.,  Tietze  v.  Richardson,  342  F.  Supp.  610  (S.D.Tex.  1072)  (Social  Security 
claims  processing  guidelines)  :  Cuneo  v.  Laird.  338  F.Supp.  r»04  (D.C.D.C.  1072)  ("play. 
book"  parts  of  contract  audit  manual),  remanded  suh  nom.  Cuneo  v.  Schlesinper.  4M  F. 
2d  L086  (D.C.  (Mr.  1073)  ;  Concord  v.  Ambrose.  333  F.Supp.  95S,  960  (N.D.Cal.  197.1) 
( law  enforcement  atrent  training  manual)  (dictum). 
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way  in  which  the  total  success  of  the  deletion  process  can  be  guaranteed"  and 

that,  "the  functioning  of  the  Honor  and  Ethics  Cod<  s  would  !>•>  seriously  impaired 
even  if  inadvertent  disclosure  i->  a  more  possibility."  ::  Hut  "total  success*' — in 
editing,  as  in  anything  else — is  an  impossible  standard  and  surely  not  one  imposed 
by  a  statute  hased  upon  a  general  philosophy  of  full  agency  disclosure  to  the 
public.  Given  this  policy,  as  well  as  the  injunction  to  con-true  exceptions  to  the 
Act  strictly,  5  U.S.C.  §  552(c),  we  think  it  clear  that  the  Agency's  withholding 
of  the  case  summaries  (as  edited  to  preserve  anonymity  i  cannot  he  upheld  by 
reliance  on  the  second  exemption. 

III. 

[4]  The  Agency  also  argues  that  the  summaries  sought  by  appellants  fall 
within  the  purview  of  Exemption  Six  of  the  Act.  5  U.S.C.  §  562(b)  (6),  which 
covers  "personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would 
constitute  a  clearly  unwarranted  invasion  of  personal  privacy.  ..."  As  already 
indicated,  Judge  MacMahon  did  not  agree  with  appellees  on  tins  point,  but  they 
renew  their  argument  in  this  court.  On  its  face,  Exemption  Six  appears  relevant ; 
we  are  dealing  here  with  "personnel"'  or  "similar  files.-'  But  the  key  words,  of 
course,  are  "a  clearly  unwarranted  invasion  of  personal  privacy,"  a  wholly 
conclusory  phrase,  which  requires  a  court  to  apply  the  statutory  standard  with- 
out any  definite  guidelines.  Under  these  circumstances,  precedent  lends  only 
marginal  aid.  Each  case  involves  an  essentially  unique  investigation  into  the 
nature  of  the  privacy  interest  invaded  and  the  extent  of  the  proposed  invasion, 
viewed  in  the  light  of  contemporary  mores  and  sensihilities  as  applied  to  the 
particular  facts. 

The  data  pertinent  to  our  inquiry  concern  the  characteristics  and  use  of  the 
Honor  and  Ethics  Code  case  summaries.  These,  the  Agency  tells  us,  are  extracts 
of  the  significant  facts  in  each  case  heard  by  the  Honor  Committee  and  in 
some  important  cases  heard  by  the  Ethics  Committee.  (The  Ethics  program  is 
administered  more  informally.)  As  a  matter  of  custom  and  procedure,  information 
regarding  such  cases  is  required  to  be  held  in  the  strictest  confidence.  The  sum- 
maries are,  however,  posted  in  the  forty  squadrons  and,  upon  their  official  release, 
Honor  Representatives  are  permitted  to  discuss  any  feature  of  the  cases  with  the 
cadets  for  their  education.  The  documents  are  also  distributed  to  Academy  per- 
sonnel who  have  a  "need  to  know."  (In  not  guilty  or  so-called  •"discretion"  "  cases 
the  name  of  the  accused  is  deleted ;  in  guilty  cases  it  is  not.)  Therefore,  in  prac- 
tice, the  curtain  of  confidentiality  appears  to  shield  these  records  from  the  glare  of 
external  publicity  but  not  from  the  eyes  of  present  cadets — and  future  ones,  who 
can  read  the  summaries  of  past  proceedings  in  the  Honor  and  Ethics  Code  read- 
ing files. 

These  being  the  facts,  one  might  ask  in  what  way  release  of  the  summaries — 
with  names  omitted — could  increase  the  potential  for  invading  the  privacy  of 
affected  cadets.  To  be  sure,  some  cases  might  be  recognized  by  readers  of  the  Law 
Review  article  even  in  the  absence  of  names,  by  virtue  of  the  circumstances 
alone.  However,  it  can  be  argued,  only  current  and  former  cadets  and  Academy 
officials  possess  the  frame  of  reference  which  would  enable  them  to  reconstruct  the 
incidents  described  in  the  summaries,  for  only  they  had  had  access  to  these  records 
originally.  Under  these  conditions,  one  might  conclude  that  disclosure  of  the 
summaries  poses  no  greater  threat  to  privacy  than  the  Academy  itself  counte- 
nanced through  limited  distribution  and  official  posting  of  the  items,  and  that  it 
therefore  constitutes  no  "invasion"  at  all.  This  reasoning  was  substantially  the 
basis  of  the  district  court  ruling  that  Exemption  Six  did  not  bar  disclosure. 

[5]  This  approach,  however,  ignores  certain  practical  realities.  First,  a  per- 
son's privacy  may  be  as  effectively  infringed  by  reviving  dormant  memories  as 
by  imparting  new  information.15  Cf.  Prosser  on  Torts  827-28  (4th  ed.  1971). 
For  example,  a  senior  officer  and  ex-cadet  might,  upon  reading  a  summary  or  a 


13  Anpollees'  brief  at  20  and  n.  9. 

14  The  Honor  Reference  Handbook  of  the  Air  Force  Cadet  Winjr  states  that,  by  vote  of 
six  out  of  eight  Honor  Representatives,  a  cadet  may  be  found  guilty  with  discretion  and 
returned  to  the  Wine  in  good  standing.  A  discretion  vote  indicates  a  "conviction  that  the 
man  has  learned  a  lifelong  lesson  and  that  he  will  thereafter  uphold  the  ethical  standards 
of  the  Wing."  Honor  Reference  Handbook  44   (1970) 

"But  cf.  A.F.R.  12-30.g(2)  fa).  .^2  C.F.R.  5  SOfi.fop)  (2)  : 

In  determining  whether  the  release  of  information  would  result  In  a  clearly  unwar- 
ranted Invasion  of  privacy,  consideration  should  be  triven.  in  cases  such  as  those  involv- 
ing alleced  misconduct,  to:  (1)  The  amount  of  time  that  has  passed  since  the  alleged 
misconduct.   .   .   . 
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reference  to  it,  realize  for  the  first  time  that  a  man  under  his  command  had  one* 
been  the  subject  of  Academy  discipline.  It  would  be  cold  comfort  to  the  junior 
officer  to  be  told  that  bis  chief  bad  always  •known"  this  fact  anyway,  although 
he  bad  Long  forgotten  it  or  bad  never  made  the  ultimate  connection  among 
various  bits  of  knowledge  until  the  article  jogged  bis  recollection. 

[G]  Then,  too,  publication  Of  even  anonymous  summaries  could  expose  the 
histories  of  formerly  accused  cadets  to  persona  other  (ban  Air  Force  officers. 
Despite  the  continuing  injunction  of  secrecy,  no  one  can  guarantee  that  all  those 
who  are  "in  the  know"  will  bold  their  tongues,  particularly  years  later  when 
time  may  have  eroded  the  fabric  of  cadet  loyalty.  Finally,  we  must  remember 
that  none  of  the  parties  to  this  lawsuit  Is  committed  first  and  foremost  to  the 
interests  of  affected  cadets.  It  is  no  slur  on  appellees  to  note  that  they  are  pri- 
marily defending  the  integrity  of  their  own  procedures  while  appellants,  of 
course.  ar»>  pressing  for  disclosure.  In  these  circumstances,  we  will  not  hold  that 
gency's  internal  dissemination  of  the  summaries  lessens  the  concerned  cadets' 
right  to  privacy,  as  embodied  in  Exemption  Six. 

[7]  However,  while  release  of  even  nameless  case  histories  might  constitute 
an  •'invasion"  of  protected  interests,  the  Inquiry  does  not  end  there.  The  statute 
requires  the  Agency  to  show  that  the  invasion  is  "unwarranted" — indeed,  that  it 
is  "clearly"  so.  The  only  opinion  at  all  in  point,  Getman  v.  XLRB,  140  U.S. 
App.D.C.  209,  450  F.I'd  670  (1971  ),  held  that  law  professors  engaged  in  an  XLRB 
voting  study  could  compel  that  agency  to  provide  them  with  names  and  addresses 
of  eligible  employee  voters  since  disclosure  would  not  entail  an  impermissible 
intrusion  into  privacy.1'  But  Getman  was  a  much  stronger  case  for  plaintiffs 
than  ours  since  release  of  the  desired  information  would  subject  the  employees 
named  to  nothing  more  than  a  telephone  request  to  submit  to  a  voluntary  inter- 
view. 450  F.'Jd  at  OT-J-OTo.  Here,  by  contrast,  identification  of  disciplined  cadets — 
a  possible  consequence  of  even  anonymous  disclosure- — could  expose  the  formerly 
accused  men  to  lifelong  embarrassment,  perhaps  disgrace,  as  well  as  practical 
disabilities,  such  as  loss  of  employment  or  friends.  Viewing  this  potential  for 
serious  barm  from  the  perspective  of  our  society's  expanding  concern  for  the 
protection  of  privacy,  cf.  Roe  v.  Wade,  410  U.S.  113,  93  S.Ct  705,  35  L.Ed.'2d  147 
(1973),  we  refuse  to  hold  that  appellees  must  now,  without  any  prior  inspection  by 
a  court,  turn  over  the  summaries  to  appellants  with  only  the  proper  names  re- 
moved. Such  a  procedure — posing,  as  it  does,  grave  risks  to  the  reputations  of 
affected  cadets — might  "constitute  a  clearly  unwarranted  invasion  of  personal 
privacy."  5  D.S.C.  §  552(b)  (0). 

In  order  to  keep  faith  with  the  Act's  overall  mandate,  however,  we  equally 
decline  to  hold  at  this  time  that  Exemption  Six  covers  all.  or  any  part  of,  the 
summaries  in  issue.  Rather,  we  follow  appellants'  alternative  suuirestion  and 
remand  with  instructions  to  the  district  court  to  conduct  an  in  camera  inspection 
of  the  Honor  and  Ethics  Code  case  histories,  which  it  has  never  examined.  Hawkes 
v.  Internal  Revenue  Service,  467  F.2d  7S7  (0th  (Mr.  1072)  :  Soucie  v.  David.  145 
F.S. App.D.C.  144,  448  F.2d  1007  (1071)  :  Bristol-Myers  Go.  v.  FTC.  138  U.S.App. 
D.C.  22.  424  F.2d  935,  cert,  denied.  -100  F.S.  824,  01  S.Ct.  46,  27  L.  Ed.2d  52 
(1970).  Under  5  U.S.C  §  552(a)  (3),  see  note  0  supra,  the  "burden"  was  on  the 
Agency  "to  sustain  its  action"  in  failing  to  make  the  case  summaries  available. 
Having  failed  to  carry  that  burden  of  justification  under  Exemption  Six  in  the 
trial  court  by  means  of  affidavits  or  testimony,  the  Agency  must  now  produce 
the  summaries  themselves  in  court.  Environmental  Protection  Agency  v.  Mink. 
410  F.S.  73,  03.  03  S.Ct.  827,  35  L.Ed.2d  110  (1073).  and  cooperate  with  the  judge 
in  redacting  the  records  so  as  to  delete  personal  references  and  all  other  identify- 
ing information.  Cf.  5  U.S.C.  S  552(a)  (2).17  The  practice  of  furnishing  abstracts 
of  cases,  while  preserving  anonymity,  is  not  unknown  to  the  law.'"  We  think  it 
highly  likely  that  the  combined  skills  of  court  and  Agency,  applied  to  the  snni- 


1fl  See  Note,  Invasion  of  Privacy  and  the  Freedom  of  Information  Act  •  Getman  v. 
NLRB.  40  Geo.  Wash.  L.  Rev  r>27  (1972),  We  have  found  only  three  other  appellate  deci- 
sions dealing  with  Exemption  Six.  only  one  of  which — Robles  v.  Environmental  Protection 
Agency.  4s.j  r.  2d  843  '4th  (Mr.  1!»7:: »--  reaches  the  merits  of  the  claim,  rf.  Ackerly  v. 
Ley,  i::7  U.S.  App.  D.C.  133,  4i20  P.2d  1336  (1969)  :  Tuchinsky  v.  Selective  Serv.  Sys.,  418 
r.i'd  155  (7th  Cir.  1969). 

l7This  section,  which  requires,  inter  alia,  publication  of  final  opinions,  statements  of 
policy  and  administrative  staff  manuals,  contemplates  agency  deletion  of  Identifying  de- 
tails "ft  jo  the  extent  required  to  prevent  a  clearly  unwarranted  invasion  of  personal 
privacy.    .    .    ," 

18  See,  e.£..  Revenue  Ruliners  collected  in  Cum.  Bull,  of  the  IRS:  ABA.  Opinions  on 
Professional  Ethics  1 1" 
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maries,™  will  yield  edited  documents  sufficient  for  the  purpose  sought  and  suf- 
ficient as  weil  to  safeguard  affected  persons  in  their  legitimate  claims  of  privacy.20 
We  cannot  close  this  section  of  the  opinion  without  one  further  comment. 
We  have  read  out  brother  Moore's  dissent  with  a  sense  of  wonderment,  since  it 
states  that  we  place  our  "stamp  of  approval  upon''  an  "egregious  invasion  of 
constitutional  rights  of  privacy."  We,  of  course,  do  no  such  thing.  We  have  refused 
to  hold,  in  the  second  paragraph  before  this  one,  that  the  Agency  is  required, 
without  any  prior  inspection  by  a  court,  to  turn  over  the  summaries  to  appel- 
lants with  only  the  proper  names  removed.  In  addition,  we  have  stated  immedi- 
ately above  that  personal  references  and  all  other  identifying  information  should 
be  deleted  from  the  case  summaries.  If,  in  the  opinion  of  the  district  judge, 
this  is  not  sufficient  to  safeguard  privacy,  then  the  summaries  should  not  be 
disclosed  to  appellants.  Obviously,  the  problem  would  be  a  simple  one  if  the 
Freedom  of  Information  Act  did  not  exist  or  if  the  only  interest  to  be  considered 
were  that  of  the  cadets.  But  construing  Exemption  Six  is  a  much  more  com- 
plex process  than  is  indicated  by  the  dissent  which  fails  to  refer  to  the  legislative 
history  of  the  Act,  the  policy  behind  it  or  the  cases  construing  it.  In  any  event, 
we  believe  that  the  in  camera  procedure  required  here  will  further  the  statutory 
goal  of  Exemption  Six :  a  workable  compromise  between  individual  rights  "and 
the  preservation  of  public  rights  to  Government  information."  House  Rep.  11, 
1966  U.S.  Code  Cong.  &  Admin. News  p.  2428.21 

IV. 

As  a  final  point,  the  Agency  contends  that  the  courts  have  a  broad  equitable 
power  to  decline  to  order  release  when  disclosure  would  damage  the  public  in- 
terest, and  urges  that  we  exercise  this  jurisdiction  to  withhold  the  summaries 
completely.  Judge  MacMahon  rejected  this  argument,  holding  that  Congress 
did  not  leave  to  the  courts  a  general  option  of  refusing  to  enforce  the  Act's  re- 
quirement of  disclosure  even  though  no  statutory  exemption  applies. 

[8,  9]  Much  ink  has  been  spilled  on  this  issue,  both  by  courts  and  commenta- 
tors, and  we  are  told  that  the  legislative  history  is  indeterminate23  and  that  the 
appellate  decisions  are  divided.23  We  are  not  sure  how  real  the  conflict  is  in  most 
instances,  since  even  the  courts  that  are  cited  as  opposing  the  motion  of  general 
equity  power  to  refuse  disclosure  recognize  that  a  truly  exceptional  case  might 
require  it.  Tennessean  Newspapers,  Inc.  v.  Federal  Housing  Administration,  464 
F.2d  657,  662  (6th  Cir.  1972)  ;  Soucie  v.  David,  145  U.S.  App.D.C.  144,  448  F.2d 
1067,  1077  (1971).  It  may  be  that  the  true  controversy  is  over  the  definition  of  an 
exceptional  case,  since  we  are  clear  that  generally  the  Act  constrains  the  use  of 
broad  judicial  discretion  to  block  disclosure.  Cf.  Renegotiation  Board  v.  Banner- 
craft  Clothing  Co.,  415  U.S.  1.  94  S.Ct.  1028,  39  L.Ed.2d  123  (1974)  (dictum- 
broad  equitable  power  to  enforce  the  Act).  In  any  event,  in  the  context  of  Ex- 
emption Six  the  issue  is  not  a  substantial  one,  since  the  language  of  the 
exemption  requires  a  court  to  exercise  a  large  measure  of  discretion.  This  was 
pointed  out  by  the  Court  of  Appeals  for  the  District  of  Columbia  Circuit,  a  court 


19  It  was  estimated  at  oral  argument  that  there  were  100-200  summaries. 

20  Cf.  House  Rep.  11,  I960  U.S.  Code  Cong.  &  Admin.  News,  p.  244S  : 

The  exemption  [six]  is  .  .  .  intended  to  cover  detailed  Government  records  on  an 
individual  which  can  be  identified  as  applying  to  that  individual  and  not  the  facts  con- 
cerning the  award  of  a  pension  or  benefit  or  the  compilation  of  unidentified  statistical 
information  from  personal  records.  [Emphasis  added.] 

21  Moreover,  despite  the  dissent's  gloomy  prediction,  we  do  not  envision  a  need  for 
dozens  of  hours  of  hard  labor  by  judicial  and  military  officers.  On  the  contrary,  once 
agreement  is  reached  on  general  principles  of  redaction  the  actual  process  of  editing  the 
summaries  should  not  take  undue  amounts  of  time. 

12  Compare  House  Rep.  9  with  Senate  Rep.  3. 

23  Thus.  Duke  Project  178-79  n.  9  states  that  the  Fourth.  Sixth  and  D.C.  Circuits  reject 
the  idea  of  a  general  equitable  Jurisdiction  and  the  Fifth  and  Ninth  Circuits  support  it. 
Compare  Robles  v.  Environmental  Protection  Agency.  4S4  F.  2d  843.  847  (4th  Cir.  1973)  : 
Tennessean  Newspapers,  Inc.  v.  Federal  Housing  Administration,  404  F.  2d  657,  6  »1-  662 
(6th  Cir.  1972):  Hawkes  v.  Internal  Revenue  Service.  407  F.  2d  787,  792  n.  6  C6th 
Cir.  1972)  ;  Wellford  v.  Hardin.  444  F.  2d  21.  24-26  (4th  Cir.  1971)  ;  Gptm.in  v.  NLRB, 
146  U.S.  App.  D.C.  209.  450  P.  2d  670.  677-680  (1971)  ;  Soucie  v.  David.  14.")  U.S. 
App.  D.C.  144.  448  F.  2d  1067.  1076-1077  (1971),  with  Wu  v.  National  Endowment  for 
Humanities,  460  F.  2d  1030,  1034  (5th  Cir.  1972),  cert,  denied.  410  U.S.  926.  93  S.  Ct  1352, 
35  L.  Ed.  2d  5S6  (1973)  :  Benson  v.  General  Serv.  Administration.  415  F.  2d  *7^  (9th 
Cir.  1969).  But  cf.  Epstein  v.  Resor,  421  F.  2d  930.  933  (9th  Cir.).  cert,  denied.  398  U.S. 
965.  90  S.  Ct.  2176.  26  L.  Ed.  2d  549  (1970)  (limited  role  of  courts  under  the  first  and 
third  exemptions).  Prof.  Davis  also  believes  in  the  existence  of  equitable  power  to  refuse 
disclosure.  Davis  767. 

63-619—76 S9 
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frequently  cited  for  the  view  thai  the  federal  courts  have  no  general  equitable 

jurisdiction  to  refuse  disclosure  when  on  exemption  applies:  "Any  discretionary 
balancing  Of  competing  interests  will  necessarily  be  inconsistent  with  the  purpose 
of  the  Act  to  give  agencies,  and  courts  as  well,  definitive  guidelines  in  setting 
Information  policies.  .  .  .  But  Exemption  <<',).  by  its  explicit  language,  calls 
for  BUCb  balancing  and  must  therefore  he  viewed  as  an  exception  to  the  general 
thrust  <>f  the  Act.  S.Rep.,  at  o.  explains  : 

••The  phrase  'clearly  unwarranted  invasion  of  persona]  privacy'  enunciate*  a 
policy  that  will  involve  a  balancing  of  interests  between  the  protection  of  an 
individual's  private  affairs  from  unnecessary  public  scrutiny,  and  the  preserva- 
tion of  the  public's  right  to  governmental  information.  The  application  of  this 
policy  should  lend  itself  particularly  to  those  Government  agencies  where  per- 
sons are  required  to  submit  vast  amounts  of  personal  data  usually  for  limited 
purposes.  *  *  *" 

We  note  in  passing  that  no  other  exemption  specifically  requires  balancing.  In 
view  of  the  Act's  basic  purpose  to  limit  discretion  and  encourage  disclosure,  we 
believe  that  Exemption  (6)  should  he  treated  as  unique,  and  that  equitable 
discretion  should  not  he  imported  into  any  of  the  other  exemptons.  .  .  . 

Getman  v.  NLRB,  146  U.S.  App.  D.C.  209,  450  F.2d  670,  674  n.  10  (1071). 

We  have  already  decided  that  disclosure  of  the  case  summaries  would  not  he 
"a  clearly  unwarranted  invasion  of  personal  privacy"  under  Exemption  Six. 
if  the  summaries  are  redacted  as  set  forth  above.  We  agree  with  the  court  in 
Gt  tman  that  no  further  balancing  is  necessary.-4 

Accordingly,  we  reverse  and  remand  for  further  proceedings,  consistent  with 
this  opinion  and  expedited  pursuant  to  the  command  of  5  U.S.C.  §  552(a)  (3). 

Moore,  Circuit  Judge  (dissenting)  : 

I  must  express  a  most  vigorous  dissent  to  the  majority's  judicial  stamp  of  ap- 
proval upon  the  egregious  invasion  of  constitutional  rights  of  privacy  which  their 
opinion  authorizes.  At  a  time  when  the  courts  are  more  and  more  being  called 
up  >n  to  protect  an  individual's  character  from  being  unnecessarily  hesmirched. 
when  much  is  being  said  and  written  about  prison  rehabilitation,  I  am  amazed 
that  any  court  should  countenance1 — much  less  authorize — the  curiosity  satisfy- 
ing efforts  of  three  law  school  students  who,  merely  to  write  a  Law  Review  note, 
would  pry  into  and  seek  to  disclose  the  former  transgressions  of  Air  Force  cadets. 
This  is  not  a  case  in  which  the  courts  can  attempt  to  justify  their  interposition 
on  the  theory  that  Congress  has  failed  to  act  and  that,  therefore,  the  courts  must. 
legislate.  Here  there  is  a  definite  statute  of  prohibition  which  the  majority  now 
overrides. 

When  an  Air  Force  cadet  is  accused  of  lying:,  stealing  or  cheating  at  the 
Academy,  he  is  protected  by  the  greatest  possible  confidentiality.  This  may  arise 
in  part  from  the  fact  that  this  charge  has  been  made  possible  by  the  principle  of 
toleration  which  in  grammar  schoolyard  parlance  means  "tattletale"  or  as 
phrased  in  the  record  as  "The  backbone  of  the  Honor  Code  is  the  toleration  clause 
which  requires  that  every  cadet  report  any  suspected  violation  of  the  Code"  (App. 
120).  Thus,  not  only  must  the  cadet  be  protected  but  also  the  non-tolerator 
(tattler). 

The  hearings,  as  would  be  expected,  are  as  sacrosanct  as  are  (or  should  be) 
jury  room  proceedings,  namely,  "all  matters  discussed  at  the  hearing  are  con- 
fidential and  should  not  be  discussed  outside  the  room  with  anyone  other  than  an 
Honor  Representative"  (App.  164-65).  The  summaries  of  each  case  are  kept  con- 
fidentially restricted  except  in  a  small  area. 

In  passing  the  Freedom  of  Information  Act,  5  U.S.C.  §  552,  Congress  carefully 
and  specifically  excluded  from  public  gaze  : 

(6)  personnel  and  medical  files  and  similar  files  the  disclosure  of  wdiich  would 
constitute  a  clearly  unwarranted  invasion  of  personal  privacy.  .  .  . 

If  doctor-patient  files  are  protected,  how  much  the  more  should  files  dealing 
with  quasi-criminal  or  possible  character-besmirching  facts  to  be  kept  secret. 
The  disclosure  of  disease,  be  it  venereal  or  mental,  can  be  remedied  or  cured. 
The  drawing  of  a  bar  sinister  across  the  escutcheon  of  a  young  man  entering  upon 
his  life's  career,  cannot  be  erased. 


"4  While  this  case  was  under  advisement,  we  asked  the  parties  to  brief  tlie  ouestion  of 
mootne.ss.  in  view  of  the  possibility  that  publication  of  plaintiffs*  article  would  moot  thp 
issue.  In  their  response,  both  shins  affirmed  their  belief  that  the  mattpr  of  disclosure  of 
the  case  summaries  was  still  properly  before  us.  We  agreed  with  this  conclusion  and 
therefor  proceeded  to  consider  the  case  on  the  merits. 
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The  Air  Force  officials,  mindful  of  their  duty  to  protect  their  cadets,  responded 
in  a  manner  which  should  have  received  the  highest  judicial  commendation 
instead  of  disapproval  The  Academy's  Honor  and  Ethics  Executive,  in  rejecting 
plaintiffs'  request  for  the  case  summaries,  stated  : 

I  regret  that  Academy  policy  requires  denial  of  public  access  to  honor  case 
files,  including  selected  ones  in  the  Honor  Code  Reading  Files.  All  of  these  cases 
are  documented  as  'For  Official  Use  Only'  and  are  disseminated  for  internal  use 
only  to  the  Honor  Representatives  and  those  few  staff  personnel  who  have  a  con- 
tinuing need  to  understand  the  workings  of  the  Cadet  Honor  Code,  it  would  he 
in  poor  faith  with  all  cadets  who  have  met  honor  hearings  to  allow  their  cases  to 
come  into  the  public  eye.  To  permit  the  use  of  honor  eases  for  such  purpose  would 
tend  to  set  a  precedent  that  may  operate  to  the  detriment  of  innocent  persons. 

"To  be  accused  or  found  guilty  of  an  honor  violation  is  an  emotionally  trying 
experience  that  should,  in  due  respect  for  the  rights  of  the  individual  concerned, 
be  limited  as  possible.  Society  in  general  does  not  understand  the  difference  in 
the  lying,  cheating  and  stealing  that  constitutes  a  Cadet  Honor  violation  as  op- 
pose:! to  the  degree  of  criminality  required  in  society  at  large  to  cause  an  equally 
as  type  of  censor  [sic:  censure].  The  problems  of  such  misunderstanding 
and  the  unnecessary  embarrassment  that  could  result  seems  to  exceed  the  value 
to  be  gained  from  making  the  case  files  available  to  the  public." 

In  denying  the  request,  the  Commandant  of  Cadets  stated  (App.  30)  : 

••The  Air  Force  Academy  will  be  unable  to  provide  you  sample  ethics  cases. 
The  sample  ethics  cases  used  in  the  Honor  Code  Reading  File  are  designated  "For 
Lai  Use  Only'.  It  is  intended  that  these  cases  will  be  used  for  the  edification 
of  the  Cadet  Wing  and  Academy  staff  only.  Indiscriminate  release  of  this  infor- 
mation to  persons  without  a  need  to  know  could  be  counter  to  the  best  interest  of 
the  individuals  concerned  and  the  Air  Force  Academy.*' 

When  the  request  reached  the  Office  of  the  Secretary  of  the  Air  Force,  the 
futility  of  any  attempted  deletion  was  pointed  out  in  the  statement  (App.  35)  : 

"A  release  of  the  honor  hearing  cases  and  ethics  cases  would  constitute  an 
unwarranted  invasion  into  the  privacy  of  former  cadets  of  the  Academy.  Some 
cases  may  he  recognized  by  the  reader  by  the  circumstances  alone  without  the 
identity  of  the  cadet  given.  This  being  the  case  then  the  reader  could  easily  con- 
nect the  incident  with  the  particular  cadet  involved.  Additionally,  they  are  inter- 
nal documents  which  are  not  meant  for  mass  circulation.  They  are  stamped  'For 
Official  Use  Only*  and  are  afforded  subscribed  routing  and  handling  procedures." 

The  reasons  for  confidentiality  and  non-disclosure  cannot  be  better  summarized 
than  by  the  Commandant's  Executive  for  Honor  and  Ethics,  who  stated  : 

"There  is  no  way  of  determining  just  how  these  facts  will  or  could  be  used. 
This  data  could  find  its  way  to  the  relatives,  friends  and  classmate  of  cadets  and 
supply  the  missing  link  in  disclosing  the  identity  of  a  guilty  cadet.  No  person  who 
has  made  a  mistake  and  been  punished  should  have  to  have  this  mistake  follow 
him  for  the  rest  of  his  life." 

And,  indeed,  merely  to  satisfy  the  desire  of  plaintiffs  to  write  a  Law  Review 
note,  no  court  should  aid  and  abet  a  project  which  could  result  in  having  a  cadet's 
••mistake  follow  him  for  the  rest  of  his  life."  ( App.  211a ) . 

Deletion  of  names  suggested  by  the  majority  would  be  of  no  avail.  In  addi- 
tion to  names,  identifiable  facts  would  have  to  be  eliminated.  Eliminating  all 
determinative  essentials  would  only  create  a  hypothetical  situation. 

As  the  Commandant  of  Cadets  so  logically  explained  : 

"The  use  of  these  case  files  or  writeups,  even  if  the  identity  of  the  individual 
were  not  given,  could  still  be  an  invasion  of  privacy  as  the  incident  may  have  been 
so  notorious  that  the  reader  would  immediately  recognize  the  cadet  who  was  the 
subject  of  the  Honor  or  Ethics  Hearing.  In  certain  instances,  the  Cadet  Wing 
has  given  the  Honor  Committee  the  prerogative  to  grant  discretion  to  a  cadet 
who  has  been  voted  guilty  and  to  allow  him  to  return  to  the  Cadet  Wing.  The  man 
who  has  learned  his  lifelong  lesson  of  honor  can  be  a  great  asset  to  the  Wing  and 
to  the  Air  Force.  His  retention  is  therefore  not  only  justified:  it  is  desired.  .  .  . 
Therefore,  every  effort  is  made  to  avoid  disclosure  of  the  cadet's  name  so  that 
he  may  return  to  the  Wing  unblemished  to  continue  his  education." 

The  majority  recognize  that  their  decision  even  with  anonymous  disclosure 
"could  expose  the  formerly  accused  men  to  lifelong  embarrassment,  perhaps  dis- 
grace, as  well  as  practical  disabilities,  such  as  loss  of  employment  or  friends." 
These  accused  cadets  are  the  real  parties  in  interest :  yet.  as  the  majority  con- 
cedes, "none  of  the  parties  to  this  lawsuit  is  committed  first  and  foremost  to 
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:"  affected  cadets.'1  Even  the  anborn  child  is  In  many  sit  urn  i.-ns 
entitled  to  his  (or  her)  guardian  ad  litem  and  Gideon  '  was  deemed  to  lie  entitled 
to  l>e  heard  through  eoansel.  But  accused  cadets  are  to  he  subjected  to  p< 
lifelong  disgrace  or  loss  of  employment  without  any  spokesman. 

Puree,  O  ver  intended  any  such  result  Xor  does  the  Act  so  decree. 

any  Implication  to  this  effect  might  he  gleaned  therefrom,  < 

therein    a   specific   prohibition   against   an   "unwarranted   invasi  rsonal 

privacy."' 

Consider  briefly  the  majority's  suggested  protection  against  "this  potential 
rious  harm".  First,  the  Air  Force  must  remove  from  all  case  summaries, 
estimated  in  oix>n  court  as  involving  one  hundred  to  two  hundred  surnmari 
projH-r  names.  Then  these  nameless  hut  not  factless  summaries  are  to  be  turned 
over  to  the  District  Court.  There  the  majority  are  sure  that  "the  combined  skills 
of  court  and  Agency.  *  *  *  will  yield  edited  documents  *  *  *  sufficient  *  *  *  to 
safeguard  affected  persons  in  their  legitimate  claims  of  privacy."  But  for  what 
purpose  and  at  what  cost?  The  pun>ose  is  clear,  i.e..  to  have  the  Air  Force  and 
the  District  Court  co-author  a  student  contribution  to  a  legal  periodical.  Time 
cost  is  another  matter.  Assuming  only  one  hundred  and  fifty  summaries,  vital 
name  excision  should  he  capable  of  accomplishment  in  ten  minutes  per  sum- 
mary— an  inconsequential  twenty-five  hours.  However,  careful  Court  editing  to 
eliminate  identifying  facts  would  be  much  more  time-consuming.  Seventy-live 
hours  of  Court  time  would  be  conservative.  In  these  days  when  there  is  so  much 
clamor  about  the  desirability  of  speedy  trials.  I  am  unwilling  to  subscribe  to, 
or  acquiesce  in.  any  opinion  which  saddles  such  a  needless  burden  upon  an  impor- 
tant branch  of  our  military  forces  and,  in  my  opinion,  an  equally  important 
judicial  branch.  Hence,  I  dissent. 


[From  the  United  States  Law  Week,  44  LW  4528,  Apr.  20,  1976] 

United  States,  petitionee  v.  Mitchell  Miller 

No.  74-1179 

On  Writ  of  Certiorari  to  the  United  States  Court  of  Appeals  for  the 

Fifth  District 

[April  21,  1976] 

SYLLABUS 

Respondent,  who  had  been  charged  with  various  federal  offenses,  made  a  pre- 
trial motion  to  suppress  microfilms  of  checks,  deposit  slips,  and  other  records 
relating  to  his  accounts  at  two  banks,  which  maintained  the  records  pursua?ir 
to  the  Bank  Secrecy  Act  of  1970  (Act).  He  contended  that  the  subpoenas  duces 
tecum  pursuant  to  which  the  material  had  been  produced  by  the  banks  were 
defective  and  that  the  records  had  thus  been  illegally  seized  in  violation  of 
the  Fourth  Amendment.  Following  the  denial  of  his  motion,  respondent  was  tried 
and  convicted.  The  Court  of  Appeals  reversed,  having  concluded  that  the  sub- 
poenaed documents  fell  within  a  constitutionally  protected  zone  of  privacy,  Held: 
Respondent  possessed  no  Fourth  Amendment  interest  in  the  bank  records  that 
could  be  vindicated  by  a  challenge  to  the  subpoenas,  and  the  District  Court 
therefore  did  not  err  in  not  granting  the  motion  to  suppress. 

(a)  The  subpoenaed  materials  were  business  records  of  the  banks,  not  re- 
spondent's private  papers. 

(h)  There  is  no  legitimate  "expectation  of  privacy"  in  the  contents  of  the 
original  checks  and  deposit  slips,  since  the  checks  are  not  confidential  communi- 
cations but  negotiable  instruments  to  be  used  in  commercial  transaction- 
all  the  documents  obtained  contain  only  information  voluntarily  conveyed  to  the 
banks  and  exposed  to  their  employees  in  the  ordinary  course  of  business.  The 
Fourth  Amendment  does  not  prohibit  the  obtaining  of  information  revealed  to 
a  third  party  and  conveyed  by  him  to  government  authorities.  The  Act's  record- 
keeping requirements  do  not  alter  these  considerations  so  as  to  create  a  pro- 


1  Gideon  v.  Wninwripht.  372  U.S.  325,  <*3  S.  Ct.  702.  9  L.  Ed.  2d  799  (1933). 
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tectable  Fourth  Aemndment  interest  of  a  bank  depositor  in  the  hank's  records 
of  this  account. 

(c)  Issuance  of  a  subpoena  to  a  third  party  does  not  violate  a  defendant's 
rights,  even  if  a  criminal  prosecution  is  contemplated  at  the  time  the  subpoena 
is  issued.  California  Bankers  Assn.  v.  Shultz,  416  U.  S.  21,  53. 

(d)  Access  to  bank  records  under  the  Act  is  to  be  controlled  by  "existing  legal 
process."  That  does  not  mean  that  greater  judicial  scrutiny,  equivalent  to 
that  required  for  a  search  warrant,  is  necessary  when  a  subpoena  is  used  to 
obtain  a  depositor's  bank  records. 

500  F.  2d  751,  reversed  and  remanded. 

Powell,  J.,  delivered  the  opinion  of  the  Court,  in  which  Burger  C.  J.,  and 
Stewart,  White,  Blackmun,  Rehnquist,  and  Stevens,  J  J.,  joined.  Brennan  and 
Marshall  J  J.,  filed  dissenting  opinions. 

Mr.  Justice  Powell  delivered  the  opinion  of  the  Court. 

Respondent  was  convicted  of  possessing  an  unregistered  still,  carrying  on  the 
business  of  a  distiller  without  giving  bond  and  with  intent  to  defraud  the  Gov- 
ernment of  whiskey  tax,  possessing  175  gallons  of  whiskey  upon  which  no  taxes 
had  been  paid,  and  conspiring  to  defraud  the  United  States  of  tax  revenues.  26 
U.  Si  C.  §  5179.  5205,  5601  et  seq.,  IS  T\  S.  C.  §  371.  Prior  to  trial  respondent  moved 
to  suppress  copies  of  checks  and  other  bank  records  obtained  by  means  of  al- 
legedly defective  subpoenas  duces  tecum  served  upon  two  banks  at  which  he 
had  accounts.  The  records  had  been  maintained  bv  the  banks  in  compliance 
with  the  requirements  of  the  Bank  Secrecy  Act  of  1970,  12  U.  S.  C.  §  1829b  Cd). 

The  District  Court  overruled  respondent's  motion  to  suppress  and  the  evi- 
dence was  admitted.  The  Court  of  Appeals  for  the  Fifth  Circuit  reversed  on 
the  ground  that  a  depositor's  Fourth  Amendment  rights  are  violated  when  bank 
records  maintained  pursuant  to  the  Bank  Secrecy  Act  are  obtained  by  means 
of  a  defective  subpoena.  It  held  that  any  evidence  so  obtained  must  be  sup- 
pressed. Since  we  find  that  respondent  had  no  protectable  Fourth  Amendment 
interest  in  the  subpoenaed  documents,  we  reverse  the  decision  below. 


On  December  18,  1972,  in  response  to  an  informant's  tip,  a  deputy  sheriff 
from  Houston  County,  Ga.,  stopped  a  van-type  truck  occupied  by  two  of  respond- 
ent's alleged  co-conspirators.  The  truck  contained  distillery  apparatus  and  raw 
material.  On  January  9,  1973,  a  fire  broke  out  in  a  Kathleen,  Ga„  warehouse 
rented  to  respondent.  During  the  blaze  firemen  and  sheriff  de7>artment  officials 
discovered  a  7,500  gallon-capacity  distillery,  175  gallons  of  nontax-paid  whiskey, 
and  related  paraphernalia. 

Two  weeks  later  agents  from  the  Treasury  Department's  Alcohol.  Tobacco  & 
Firearms  Unit  presented  grand  jury  subpoenas  issued  is  blank  by  the  clerk 
of  the  District  court,  and  completed  by  the  United  States  Attorney's  office,  to 
the  presidents  of  the  Citizens  &  Southern  National  Bank  of  Warner  Robins  and 
the  Bank  of  Byron,  where  respondent  maintained  accounts.  The  subpoenas 
required  the  two  presidents  to  appear  on  January  24,  1973,  and  to  produce  : 

"All  records  of  accounts,  i.e.,  savings,  checking,  loan  or  otherwise,  in  the  name 
of  Mr.  Mitch  Miller  [respondent],  3859  Mathis  Street,  Macon,  Ga.  and/or  Mitch 
Miller  Associates,  100  Executive  Terrace,  "Warner  Robins,  Ga.,  from  October  1. 
1972,  through  the  present  date  [January  22,  1973,  in  the  case  of  the  Bank  of 
Bvron.  and  January  23,  1973,  in  the  case  of  the  Citizens  &  Southern  National 
Bank  of  Warner  Robins]." 

The  banks  did  not  advise  respondent  that  the  subpoenas  had  been  served 
but  ordered  their  employees  to  make  the  records  available  and  to  provide  copies 
of  any  documents  the  agents  desired.  At  the  Bank  of  Bvron.  an  agent  was 
shown  microfilm  records  of  the  relevant  account  and  provided  with  copies  of 
one  deposit  slip  and  one  or  two  checks.  At  the  Citizens  &  Southern  National 
Bank  microfilm  records  also  were  shown  to  the  agent,  and  he  was  given  copies 
of  the  records  of  respondent's  account  during  the  applicable  period.  These  in- 
cluded all  checks,  deposit  slips,  two  financial  statements  and  three  monthly 
statements.  The  bank  presidents  were  then  told  that  it  would  not  he  necessary 
to  appear  in  person  before  the  grand  jury. 

The  grand  jury  met  on  February  12,  1973.  19  days  after  the  return  dato  0n 
the  subpoenas.  Respondent  and  four  others  were  indicted.  The  overt  acts  all 
to  havo  been  committed  in  furtherance  of  the  conspiracy  included  there  financial 
transactions — the  rental  by  respondent  of  the  van-type  truck,  the  purchase  by 
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res]  ondent  of  radio  equipment,  and  the  purchase  by  respondent  of  a  quantity 
of  sheet  metal  and  metal  pipe.  The  record  does  not   Indicate  whether  any  of 

the  band  records  were  in  fact  presented  to  the  garnd  jury.  They  were  used  in 
the  investigation  and  provided  "one  or  two"  investigatory  leads.  Copies  of  the 
checks  also  were  introduced  at  trial  to  establish  the  overt  acts  described  above. 

In  Ins  motion  to  suppress,  denied  hy  (He  District  Court,  respondent  contended 
that  the  hank  documents  were  Illegally  seized.  It  was  urged  that  the  subpoenal 
were  defective  because  they  were  issued  hy  the  U.S.  Attorney  rather  than  a  court, 
no  return  was  made  to  a  court,  and  the  subpoenas  were  returnable  on  a  date 
when  the  grand  "jury  was  not  in  session.  The  Court  of  Appeals  reversed.  600  F. 
2d  751  (15)74).  Citing  the  prohibition  in  Boyd  v.  United  States,  116  U.S.  (»1<>.  c,i2i> 
(1886),  against  "compulsory  production  of  a  man's  private  papers  to  establish 
a  criminal  charge  against  him."  the  court  held  that  the  government  had  improp- 
erly circumvented  Bond's  protections  of  respondent's  Fourth  Amendment  right 
against  "unreasonable  searches  and  seizures"  by  "first  requiring  a  third  party 
bank  to  copy  all  of  its  dei>ositors'  personal  checks  and  then,  with  an  improper 
invocation  of  legal  process,  calling  upon  the  bank  to  allow  inspection  and  repro- 
duction of  those  copies."  500  F.  2d  at  l~u.  The  court  acknowledged  that  the 
recordkeeping  requirements  of  the  Bank  Secrecy  Act  had  been  held  to  be  con- 
stitutional on  their  face  in  California  Bankers  Assn.  v.  Shultz,  418  U.S.  2J 
(1974),  but  noted  that  access  to  the  records  was  to  be  controlled  by  "existing 
legal  process."  See  id.,  at  52.  The  subpoenas  issued  here  were  found  not  to  con- 
stitute adequate  ''legal  process."  The  fact  that  the  bank  officers  cooperated 
voluntarily  was  found  to  be  irrelevant,  for  "he  whose  rights  are  threatened  hy 
the  improper  disclosure  here  was  a  hank  depositor,  not  a  hank  official."  500  F. 
2d,  at  758. 

The  Government  contends  that  the  Court  of  Appeals  erred  in  three  respects : 
(i)  in  finding  that  respondent  had  the  Fourth  Amendment  interest  necessary  to 
entitle  him  to  challenge  the  validity  of  the  subpoenas  duces  tecum  through  his 
motion  to  suppress;  (ii)  in  holding  that  the  subpoenas  were  defective;  and  (iii) 
in  determining  that  suppression  of  the  evidence  obtained  was  the  appropriate 
remedy  if  a  constitutional  violation  did  take  place. 

We  find  that  there  was  no  intrusion  into  any  area  in  which  respondent  had  a 
protected  Fourth  Amendment  interest  and  that  the  District  Court  therefore  cor- 
rectly denied  respondent's  motion  to  suppress.  Because  we  reverse  the  decision 
of  the  Court  of  Appeals  on  that  ground  alone,  we  do  not  reach  the  Government's 
latter  two  contentions. 

ii 

In  Hoffa  v.  United  States,  385  U.S.  293,  301-302  (1966),  the  Court  said  that 
"no  interest  legitimately  protected  by  the  Fourth  Amendment"  is  implicated  by 
governmental  investigative  activities  unless  there  is  an  intrusion  into  a  zone  of 
privacy,  into  "the  security  a  man  relies  upon  when  he  places  himself  or  his  proi>- 
erty  within  a  constitutionally  protected  area."  The  Court  of  Appeals,  as  noted 
above,  assumed  that  respondent  had  the  necessary  Fourth  Amendment  interest, 
pointing  to  the  language  in  Boyd  v.  United  States,  116  U.S.,  at  622,  which 
describes  that  Amendment's  protection  against  the  "compulsory  production  of  a 
man's  private  papers."  x  We  think  that  the  Court  of  Appeals  erred  in  finding  the 
subpoenaed  documents  to  fall  within  a  protected  zone  of  privacy. 

On  their  face,  the  documents  subpoenaed  here  are  not  respondent's  "private 
papers."  Unlike  the  claimant  in  Boyd,  respondent  can  assert  neither  ownershiii 
nor  possession.  Instead,  these  are  the  business  records  of  the  banks.  As  we  said 
in  California  Bankers  Assn.  v.  Shultz,  416  U.S.,  at  4.8—19,  "[blanks  are  .  .  . 
not  .  .  .  neutrals  in  transactions  involving  negotiable  instruments,  but  parties 
to  the  istruments  with  a  substantial  stake  in  their  continued  availability  an  1 
acceptance"  The  records  of  respondent's  accounts,  like  "all  of  the  records  [ which 
are  required  to  be  kept  pursuant  to  the  Bank  Secrecy  Act,]  pertain  to  transactions 
to  which  the  bank  was  itself  a  party."  Id.,  at  52. 

Respondent  argues,  however,  that  the  Bank  Secrecy  Act  introduces  a  factor 
that  makes  the  subpoena  in  this  case  the  functional  equivalent  of  a  search  and 
seizure  of  the  depositor's  "private  papers."  We  have  held,  in  California  Bankers 


1  The  Fourth  Amendment  implications  of  Bovd  as  it  applies  to  subpoenas  duces  tecum 
have  been  undercut  hy  mere  recent  cases.  Fisher  v.  United  States,  —  U.S.  — (1976),  slip 
op.,  at  15-17.  See  infra,  at  10. 
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Assn.  v.  Shultz,  supra,  at  54,  that  the  mere  maintenance  of  records  pursuanl  to 
the  requirements  of  the  Act  "inVade[s]  no  Fourth  Amendment  right  of  any 
depositor."  But  respondent  contends  that  the  combination  of  the  recordkeeping 
requirements  of  the  Act  and  the  issuance  of  a  subpoena  B  to  obtain  those  records 
permits  the  Government  to  circumvent  the  requirements  of  the  Fourth  Amend- 
ment by  allowing  it  to  obtain  a  depositor's  private  records  without  complying 
with  the  legal  requirements  that  would  be  applicable  had  it  proceeded  against 
him  directly.3  Therefore,  we  must  address  the  question  whether  the  compulsion 
embodied  in  the  Bank  Secrecy  Act  as  exercised  in  this  case  creates  a  Fourth 
Amendment  interest  in  the  depositor  where  none  existed  before.  This  question 
was  expressly  reserved  in  California  Bankers  Assn.,  supra,  at  53-54  &  n.  24. 

Respondent  urges  that  he  has  a  Fourth  Amendment  interest  in  the  records 
kept  by  the  banks  because  they  are  merely  copies  of  personal  records  that  were 
made  available  to  the  banks  for  a  limited  purpose  and  in  which  he  has  a  reason- 
able expectation  of  privacy.  He  relies  on  this  Court's  statement  in  Kats  v.  United 
States,  389  U.S.  317,  353  (1967),  quoting  Warden  v.  Hayden,  387  U.S.  294,  304 
(1967),  that  "we  have  .  .  .  departed  from  the  narrow  view"  that  "'property 
interests  control  the  right  of  the  Government  to  search  and  seize,'  "  and  that  a 
"search  and  seizure"  become  unreasonable  when  the  Government's  activities 
violate  "the  privacy  upon  which  [a  person]  justifiably  reliefs]."  But  in  Katz  the 
Court  also  stressed  that  "[w]hat  a  person  knowingly  exposes  to  the  public  .  .  . 
is  not  a  subject  of  Fourth  Amendment  protection."  Id.,  at  351.  We  must  examine 
the  nature  of  the  particular  documents  sought  to  be  protected  in  order  to  deter- 
mine whether  there  is  a  legitimate  "expectation  of  privacy"  concerning  their 
contents.  Cf.  Couch  v.  United  States,  4C9  U.S.  322,  335  (1973) . 

Even  if  we  direct  our  attention  to  the  original  checks  and  deposit  slips,  rather 
than  to  the  microfilm  copies  actually  viewed  and  obtained  by  means  of  the  sub- 
poena, we  perceive  no  legitimate  "expectation  of  privacy"  in  their  contents.  The 
checks  are  not  confidential  communications  but  negotiable  instruments  to  be  used 
in  commercial  transactions.  All  of  the  documents  obtained,  including  financial 
statements  and  deposit  slips,  contain  only  information  voluntarily  conveyed  to 
the  banks  and  exposed  to  their  employees  in  the  ordinary  course  of  business.  The 
lack  of  any  legitimate  expectation  of  privacy  concerning  the  information  kept  in 
bank  records  was  assumed  by  Congress  in  enacting  the  Bank  Secrecy  Act,  the 
expressed  purpose  of  which  is  to  require  records  to  be  maintained  because  they 
"have  a  high  degree  of  usefulness  in  criminal,  tax,  and  regulatory  investigations 
and  proceedings."  12  U.S.C.  §  1829b(a)  (1).  Cf.  Couch  v.  United  States,  supra, 
at  335. 

The  depositor  takes  the  risk,  in  revealing  his  affairs  to  another,  that  the 
information  will  be  conveyed  by  that  person  to  the  government.  United  States  v. 
White,  401.  U.S.  745,  751-752  (1971).  This  Court  has  held  repeatedly  that  the 
Fourth  Amendment  does  not  prohibit  the  obtaining  of  information  revealed  to  a 
third  party  and  conveyed  by  him  to  government  authorities,  even  if  the  informa- 
tion is  revealed  on  the  assumption  that  it  will  be  used  only  for  a  limited  purpose 
and  the  confidence  placed  in  the  third  party  will  not  be  betrayed.  Id.,  at  752; 
Hoffa  v.  United  States,  385  U.S.,  at  302;  Lopez  v.  United  States,  373  U.S.  427 
(1963).* 

This  analysis  is  not  changed  by  the  mandate  of  the  Bank  Secrecy  Act  that 
records  of  depositors'  transactions  be  maintained  by  banks.  In  California  Bankers 
Assn.  v.  Shultz,  supra,  at  52-53,  we  rejected  the  contention  that  banks,  when 
keeping  records  of  their  depositors'  transactions  pursuant  to  the  Act,  are  acting 
solely  as  agents  of  the  government.  But,  even  if  the  banks  could  be  said  to  have 
been  acting  solely  as  government  agents  in  transcribing  the  necessary  information 


2  Respondent  appears  to  contend  that  a  depositor's  Fourth  Amendment  interest  comes 
into  play  only  when  a  defective  subpoena  is  used  to  obtain  records  kept  pursuant  to  the 
Act.  We  see  no  reason  why  the  existence  of  a  Fourth  Amendment  interest  turns  on 
whether  the  subpoena  is  defective.  Therefore,  we  do  not  limit  our  consideration  to  the 
situation  in  which  there  is  an  alleged  defect  in  the  subpoena  served  on  the  bank. 

8  It  is  not  clear  whether  respondent  refers  to  attempts  to  obtain  private  documents 
through  a  subpoena  issued  directly  to  the  depositor  or  through  a  search  pursuant  to  a 
warrant.  The  question  whether  personal  business  records  may  be  seized  pursuant  to  a  valid 
warrant  is  before  the  Court  in  No.  74-1(540.  Andresen  v.  Maryland. 

4  We  do  not  address  here  the  question  of  evidentiary  privileges,  such  as  that  protecting 
communications  between  an  attorney  and  his  client.  Cf.  Fisher  v.  United  States,  —  U.S.  —  • 
(1976),  slip  op.,  at  11-12. 
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and  complying  without  protest  B  with  the  requirements  of  the  subpoenas,  ther^ 
would  be  no  intrusion  upon  the  depositors'  Fourth  Amendment  rights.  See 
Osborn  v.  United  .States,  X^  U.S.  323  (19CG)  ;  Lewis  v.  United  States,  385  U.S. 
206  (1906). 

in 

Since  no  Fourth  Amendment  interests  of  the  depositor  are  implicated  here, 
this  case  is  governed  by  the  general  rule  that  the  issuance  of  a  subpoena  to  a 
third  party  to  obtain  the  records  of  that  party  does  not  violate  the  rights  of  a 
defendant,  even  if  a  criminal  prosecution  is  contemplated  at  the  time  the 
subpoena  is  issued.  California  Bankers  Asm.  v.  Shultz,  416  U.S.,  at  53;  Donaldson 
v.  Jnited  States,  400  U.S.  517,  537  (1971)  (Douglas,  J.,  concurring).  Under  these 
principles,  it  was  firmly  settled,  before  the  passage  of  the  Bank  Secrecy  Act,  that 
an  Internal  Revenue  Service  summons  directed  to  a  third-party  bank  does  not 
violate  the  Fourth  Amendment  rights  of  a  depositor  under  investigation.  See 
First  National  Bank  v.  United  States,  267  U.S.  576  (1925),  aff'g  295  F.  142  (SD 
Ala.  1924).  See  also  California  Bankers  Assn.  v.  Shultz,  supra,  at  53;  Donaldson 
v.  United  States,  400  U.S.,  at  522. 

Many  banks  traditionally  kept  permanent  records  of  their  depositors'  accounts, 
although  not  all  banks  did  so  and  the  practice  was  declining  in  recent  years.  By 
requiring  that  such  records  be  kept  by  all  banks,  the  Bank  Secrecy  Act  is  not  a 
novel  means  designed  to  circumvent  established  Fourth  Amendment  rights.  It  is 
merely  an  attempt  to  facilitate  the  use  of  a  proper  and  longstanding  law  enforce- 
ment technique  by  insuring  that  records  are  available  when  they  are  needed.8 

We  hold  that  the  District  Court  correctly  denied  respondent's  motion  to 
suppress,  since  he  possessed  no  Fourth  Amendment  interest  that  could  be  vindi- 
cated by  a  challenge  to  the  subpoenas. 


IV 

Respondent  contends  not  only  that  the  subpoenas  duces  tecum  directed  against 
the  banks  infringed  his  Fourth  Amendment  rights,  but  that  a  subpoena  issued 
to  a  bank  to  obtain  records  maintained  pursuant  to  the  Act  is  subject  to  more 
stringent  Fourth  Amendment  requirements  than  is  the  ordinary  subpoena.  In 
making  this  assertion  he  relies  on  our  statement  in  California  Bankers  Assn., 
supra,  at  52,  that  access  to  the  records  maintained  by  banks  under  the  Act  is  to 
be  controlled  by  "existing  legal  process."  7 

In  Oklahoma  Press  Publishing  Co.  v.  Walling,  327  U.S.  186,  208  (1946),  the 
Court  said  that  "the  Fourth  [Amendment],  if  applicable  [to  subpoenas  for  the 
production  of  business  records  and  papers],  at  the  most  guards  against  abuse 
only  by  way  of  too  much  indefiniteness  or  breadth  in  the  things  required  to  be 
'particularly  described,'  if  also  the  inquiry  is  one  the  demanding  agency  is 
authorized  by  law  to  make  and  the  materials  specified  are  relevant."  See  also 
United  States  v.  Dionisio,  410  U.S.  1,  11-12  (1973).  Respondent,  citing  United 
States  v.  United  States  District  Court,  407  U.S.  297  (1972).  in  which  we  dis- 
cussed the  application  of  the  warrant  requirements  of  the  Fourth  Amendment 
to  domestic  security  surveillance  through  electronic  eavesdropping,  suggests  that 
greater  .judicial  scrutiny,  equivalent  to  that  required  for  a  search  warrant,  is 
necessary  when  a  subpoena  is  to  be  used  to  obtain  bank  records  of  a  depositor's 


B  Nor  did  the  brinks  notify  respondent,  a  neglect  without  legal  consequences  here,  how- 
ever unattractive  it  mav  be. 

8  Petitioner  does  not  contend  that  the  subpoenas  infringed  upon  his  First  Amendment 
rights.  There  was  no  blanket  reporting  requirement  of  the  sort  we  addressed  in  Buckley 
v.  Yalen,  —  TLS.  —  (1976),  slip  on.,  at  54-76,  nor  any  allegation  of  an  improper  inquiry 
into  protected  associational  activities  of  the  sort  presented  in  Eastland  v.  United  States 
Servicemen's  Fund,  421  U.S.  491  (1975). 

We  are  not  confronted  with  a  situation  in  which  the  Government,  through  "unreviewed 
executive  discretion,"  has  made  a  wide-ranging  inouiry  that  unnecessarilv  "touch  [es] 
upon  intimate  areas  of  an  individual's  personal  affairs."  California  Bankers  A  .<?.<?».  v. 
Shultz,  supra,  at  78-79  (Powell,  J,,  concurring).  Here  the  Government  has  exercised  its 
powers  through  narrowlv  directed  subpoenas  duces  tecum  subject  to  the  legal  restraints 
to  such  process.  See  Part  IV.  infra. 

7  This  case  differs  from  Burrow*  v.  Superior  Court,  13  Cal.  3d  238.  529  P.2d  590.  118 
Cal.  Rptr.  166  (1974).  relied  on  by  Mr.  Justice  Brennan  in  dissent,  in  that  the  bank 
records  of  respondent's  accounts  were  furnished  In  response  to  "compulsion  bv  legal 
process"  in  the  form  of  subpoenas  duces  tecum.  The  court  in  Burrows  found  it  "signifi- 
cant .  .  .  that  the  bank  Ha  that  easel  provided  the  statements  to  the  police  in  response 
to  an  informal  oral  request  for  information,"  13  Cal.  3d,  at  243,  529  P.2d,  at  593,  118  Cal. 
Rptr.,  at  169. 
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account.  But  in  California  Bankers  Assn.,  supra,  at  52,  we  emphasized  only 
that  access  to  the  records  was  to  be  in  accordance  with  "existing  legal  process." 
There  was  no  indication  that  a  new  rule  was  to  be  devised,  or  that  the  traditional 
distinction  between  a  search  warrant  and  a  subpoena  would  not  be  recognized.8 
In  any  event,  for  the  reasons  stated  above,  we  hold  that  respondent  lacks  the 
requisite   Fourth  Amendment  interest  to   challenge   the   validity   of   the   sub- 


The  judgment  of  the  Court  of  Appeals  is  reversed.  The  court  deferred  decision 
on  whether  the  trial  court  had  improperly  overruled  respondent's  motion  to  sup- 
press distillery  apparatus  and  raw  material  seized  from  a  rented  truck.  We 
remand  for  disposition  of  that  issue. 

So  ordered. 

Mr.  Justice  Brennan,  dissenting 

The  pertinent  phrasing  of  the  Fourth  Amendment — "The  right  of  the  people 
to  be  secure  in  their  persons  houses,  papers,  and  effects,  against  unreasonable 
searches  and  seizures,  shall  not  be  violated" — is  virtually  in  haec  verba  with  Art. 
I,  §  13,  of  the  California  Constitution — "The  right  of  the  people  to  be  secure  in 
their  persons,  houses,  papers,  and  effects  against  unreasonable  seizures  and 
searches  may  not  be  violated."  The  California  Supreme  Court  has  reached  a 
conclusion  under  Art.  I,  §  13,  in  the  same  factual  situation,  contrary  to  that 
reached  by  the  Court  today  under  the  Fourth  Amendment.10  I  dissent  because  in 
my  view  the  California  Supreme  Court  correctly  interpreted  the  relevant  con- 
stitutional language. 

In  Burrows  v.  Superior  Court,  13  Cal.  3d  238,  529  P.  2d  590,  118  Cal.  Rptr.  166 
(1974),  the  question  was  whether  bank  statements  or  copies  thereof  relating  to 
an  accused's  bank  accounts  obtained  by  the  sheriff  and  prosecutor  without  bene- 
fit of  legal  process,^  but  with  the  consent  of  the  bank,  were  acquired  as  a  result 
of  an  illegal  search  and  seizure.  The  California  Supreme  Court  held  that  the 
accused  had  a  reasonable  expectation  of  privacy  in  his  bank  statements  and  rec- 
ords, that  the  voluntary  relinquishment  of  such  records  by  the  bank  at  the 
request  of  the  sheriff  and  prosecutor  did  not  constitute  a  valid  consent  by  the 
accused,  and  that  the  acquisition  by  the  officers  of  the  records  therefore  was  the 
result  of  an  illegal  search  and  siezure.  In  my  view  the  same  conclusion,  for  the 
reasons  stated  by  the  California  Supreme  Court,  is  compelled  in  this  case  under 
the  practically  identical  phrasing  of  the  Fourth  Amendment.  Addressing  the 
threshold  question  whether  the  accused's  right  of  privacy  was  invaded,  and 
relying  in  part  on  the  decision  of  the  Court  of  Appeals  in  this  case,  Mr.  Justice 
Mosk  stated  in  his  excellent  opinion  for  a  unanimous  court. 

"It  cannot  be  gainsaid  that  the  customer  of  a  bank  expects  that  the  documents, 
such  as  checks,  which  he  transmits  to  the  bank  in  the  course  of  his  business  opera- 


8  A  subpoena  duces  tecum  issued  to  obtain  records  is  subject  to  no  more  stringent  Fourth 
Amendment  requirements  than  is  the  ordinary  subpoena.  A  search  warrant,  in  contrast, 
is  issuable  only  pursuant  to  prior  judicial  approval  and  authorizes  government  officers  to 
seize  evidence  without  requiring  enforcement  through  the  courts.  See  United  States  v. 
Dionisio,  supra,  at  9-10. 

9  There  is  no  occasion  for  us  to  address  whether  the  subpoenas  complied  with  the 
requirements  outlined  in  Walling.  The  banks  upon  which  they  were  served  did  not  contest 
their  validity. 

10  The  expectation  of  privacy  relied  upon  by  respondent  to  support  his  Fourth  Amend- 
ment claim  is  similar  to  that  rejected  as  to  similar  documents  in  Couch  v.  United  States, 
409  U.S.  322  (1973).  But  in  Couch  the  taxpayer  had  delivered  the  documents  to  her 
accountant  for  preparation  of  income  tax  returns  "knowing  that  mandatory  disclosure 
of  much  of  the  information  therein  is  required  in  an  income  tax  return."  Id.,  at  335  ;  see 
id.,  at  337  (Brennan,  J.,  concurring).  In  contrast,  in  the  instant  case  the  banks  were 
obliged  only  to  respond  to  lawful  process,  California  Bankers  Assn.  v.  Schultz,  416  U.S. 
21,  52-54  (1974),  and  had  no  obligation  to  disclose  the  information  voluntarily.  The 
expectation  of  privacy  asserted  in  Fisher  v.  United  States,  —  U.S.  —  (1976),  is  distin- 
guishable on  similar  grounds. 

11  The  Court  distinguishes  Burrows  on  the  ground  that  it  involved  no  legal  process,  while 
the  instant  case  involves  legal  process  in  the  form  of  subpoenas  duces  tecum.  Ante,  at 
10  n.  7.  But  the  Court  also  states  that  the  Fourth  Amendment  issue  does  not  turn  on 
whether   the  subpoenas  were  defective.   Ante,  at   6   n.   2. 

In  any  event,  for  present  purposes  I  would  accept  the  Court  of  Appeals'  conclusion 
that  the  subpoenas  in  this  case  were  defective.  Moreover,  although  not  relied  upon  by 
the  Court  of  Appeals,  neither  the  bank  nor  the  Government  notified  respondent  of  the 
disclosure  of  his  records  to  the  Government.  In  my  view,  the  absence  of  such  nol 
not  just  "unattractive,"  ante,  at  8  n.  5,  a  fatal  constitutional  defect  Inheres  in  a  process 
that  omits  provision  for  notice  to  the  bank  customer  of  an  invasion  of  his  protected 
Fourth  Amendment  interest. 
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tions,   will   remain   private,   and  that  such   nn  expectation  is  reasonahie.  The 

cation  concedes  as  much,  although  it  asserts  that  this  expectation  is  nor 

constitutionally   cognizable.   Representatives   of  several   hanks  testified   at    the 

suppression  hearing  that  information  in  their  possession  regarding  a  customer's 
account  is  deemed  by  them  to  be  confidential. 

"In  the  present  case,  although  the  record  establishes  that  copies  of  petitioner's 
Lank-  statements  rather  than  his  checks  were  provided  to  the  officer,  the  distinc- 
;;  m  is  oot  significant  with  relation  to  petitioner's  expectation  of  privacy.  That 
the  bank  alter  the  form  in  which  it  records  the  information  transmitted  to  it  by 
the  depositor  to  show  the  receipt  and  disbursement  of  money  on  a  haul;  statement 
does  not  diminish  the  depositor's  anticipation  of  privacy  in  the  matters  which  he 
confides  to  the  hank.  A  hank  customer's  reasonable  expectation  is  that,  absent 
compulsion  by  legal  process,  the  matters  he  reveals  to  the  hank  will  be  utilized 
by  the  hank  only  for  interna]  banking  purposes.  Tims,  we  hold  petitioner  had  a 
reasonable  expectation  that  the  bank  would  maintain  the  confidentiality  of 
those  papers  which  originated  with  him  in  check  form  and  of  the  hank  state- 
ments into  which  a  record  of  those  same  checks  had  been  transformed  pursuant 
to  internal  hank  practice. 

*****  *  * 

'"The  People  assert  that  no  illegal  search  and  seizure  occurred  here  hecause 
the  hank  voluntarily  provided  the  statements  to  the  police,  and  the  bank  rather 
than  the  police  conducted  the  search  of  its  records  for  papers  relating  to  peti- 
tioner's accounts.  If.  as  we  conclude  above,  petitioner  has  a  reasonahle  expects - 
tion  of  privacy  in  the  bank  statements,  the  voluntary  relinquishment  of  such 
records  hy  the  bank  at  the  request  of  the  police  does  net  constitute  a  valid  con- 
sent by  this  petitioner.  ...  It  is  not  the  right  of  privacy  of  the  hank  hut  of  the 
petitioner  which  is  at  issue,  and  thus  it  would  he  untenable  to  conclude  that  the 
hank,  a  neutral  entity  with  no  significant  interest  in  the  matter,  may  validly 
consent  to  an  invasion  of  its  depositors'  rights.  However,  if  the  hank  is  not  neu- 
tral as  for  example  where  it  is  itself  a  victim  of  the  defendant's  suspected  wrong- 
doing, the  depositor's  right  of  privacy  will  not  prevail. 

"Our  rationale  is  consistent  with  the  recent  decision  of  United  States  v.  Miller 
(5th  Cir.  1974).  500  F.  2d  751.  In  Miller,  the  United  States  Attorney,  without  the 
defendant's  knowledge,  issued  subpoenas  to  two  hanks  in  which  the  defendant 
maintained  accounts,  ordering  the  production  of  'all  records  of  accounts'  in  the 
name  of  the  defendant.  The  hanks  voluntarily  provided  the  government  with 
copies  of  the  defendants  checks  and  a  deposit  slip  :  these  items  were  introduced 
into  evidence  at  the  trial  which  led  to  his  conviction.  The  cir<"uir  court  reversed 
the  conviction.  It  held  that  the  defendant's  rights  under  the  Fourth  Amendment 
were  violated  hy  the  search  hecause  the  suhpoena  was  issued  hy  the  United  States 
Attorney  rather  than  hy  a  court  or  grand  jury,  and  the  hank's  voluntary  com- 
pliance with  the  subpoena  was  irrelevant  since  it  was  the  depositor's  right  to 
privacy  which  was  threatened  hy  the  disclosure. 

"We  hold  that  any  hank  statements  or  copies  thereof  obtained  hy  the  sheriff 
and  prosecutor  without  the  benefit  of  legal  process  were  acquired  as  the  result 
of  an  illegal  search  and  seizure  (CaL  Const.,  art.  I.  §  13).  and  that  the  trial  court 
should  have  granted  the  motion  to  suppress  such  documents. 

******* 
"The  underlying  dilemma  in  this  and  related  cases  is  that  the  hank,  a  detached 
and  disinterested  entity,  reliquished  the  records  voluntarily.  But  that  circum- 
stance should  not  he  crucial.  For  all  practical  purposes,  the  disclosure  hy  indi- 
viduals or  business  firms  of  their  financial  affairs  to  a  hank  is  not  entirely  voli- 
tional, since  it  is  impossible  to  participate  in  the  economic  life  of  contemporary 
society  without  maintaining  a  hank  account.  In  the  course  of  such  dealings,  a 
depositor  reveals  many  aspects  of  his  personal  affairs,  opinions,  habits  ami 
ciations.  Indeed,  the  totality  of  hank  records  provides  a  virtual  current  biography. 
While  we  are  concerned  in  the  present  case  only  with  hank  statements,  the  logical 
extension  of  the  contention  that  the  hank's  ownership  of  records  permits  free 
access  to  them  hy  any  police  officer  extends  far  beyond  such  statements  to  checks, 
savings,  bonds,  loan  applied  ions,  loan  guarantees,  and  all  papers  which  the 
customer  has  supplied  to  the  bank  to  facilitate  the  conduct  of  his  financial  affairs 


1407 

upon  the  reasonable  assumption  that  the  information  would  remain  confidential. 
To  permit  a  police  officer  access  to  these  records  merely  upon  his  request,  without 
any  judicial  control  as  to  relevancy  or  other  traditional  requirements  of  legal 
process,  and  to  allow  the  evidence  to  be  used  in  any  subsequent  criminal  prosecu- 
tion against  a  defendant,  opens  the  door  to  a  vast  and  unlimited  range  of  very 
real  abuses  of  police  power. 

"Cases  are  legion  that  condemn  violent  searches  and  invasions  of  an  individual's 
right  to  the  privacy  of  his  dwelling.  The  imposition  upon  privacy,  although 
perhaps  not  so  dramatic,  may  be  equally  devastating  when  other  methods  are 
employed.  Development  of  photocopying  machines,  electronic  computers  and 
other  sophisticated  instruments  have  accelerated  the  ability  of  government  to 
intrude  into  areas  which  a  person  normally  chooses  to  exclude  from  prying  eyes 
and  inquisitive  minds.  Consequently  judicial  interpretations  of  the  reach  of  the 
constitutional  protection  of  individual  privacy  musl  keep  pac<  with  the  perils 
created  by  these  new  devices."  13  Cal.  3d,  at  243-248,  529  P.  2d,  at  593  596,  118 
CaL  Rptr.,  at  169-172  (footnote  omitted). 

The  California  Supreme  Court  also  addressed  the  question  of  the  relevance 
of  California  Bankers  Assn.  v.  Shultz,  410  U.S.  21  (1974).  In  my  view,  for  the 
reasons  stated  in  Burrows,  the  decision  of  the  Court  of  Appeals  under  review 
today,  is  in  no  way  inconsistent  with  California  Banki  rs.12  The  court  said  : 

"[California  Bankers]  held,  in  a  six-three  decision,  that  the  bank's  rights  under 
the  Fourth  Amendment  were  not  abridged  by  the  regulation,  and  that  the  de- 
positor plaintiffs  lacked  standing  to  challenge  the  reporting  requirement  because 
there  was  no  showing  that  they  engaged  in  the  type  of  transaction  to  which  the 
regulation  referred. 

"The  concurring  views  of  two  justices  who  provided  the  necessary  votes  to 
create  a  majority  are  of  particular  interests.  Justice  Powell's  opinion,*  joined  by 
Justice  Blackmun,  [410  U.S.,  at  78,]  makes  clear  that  a  significant  extension  of 
the  reporting  requirement  would  pose  substantial  constitutional  questions,  and 
that  concurrence  with  the  majority  was  based  upon  the  provisions  of  the  act 
as  narrowed  by  the  regulations.  He  wrote,  'In  their  full  reach,  the  reports  ap- 
parently authorized  by  the  open-ended  language  of  the  Act  touch  upon  intimate 
areas  of  an  individual's  personal  affairs.  Financial  transactions  can  reveal 
much  about  a  person's  activities,  associations,  and  beliefs.  At  some  point,  govern- 
mental intrusion  upon  these  areas  would  implicate  legitimate  expectations  of 
privacy.  Moreover,  the  potential  for  abuse  is  particularly  acute  where,  as  here, 
the  legislative  scheme  permits  access  to  this  information  without  invocation  of 
the  judicial  process.  In  such  instances,  the  important  responsibility  for  balancing 
societal  and  individual  interests  is  left  to  unreviewed  executive  discretion, 
rather  than  the  scrutiny  of  a  neutral  magistrate.  United  States  v.  United  States 
District  Court,  407  U.S.  297.  316-317.'  [416  U.S.,  at  78-79.] 

"Justices  Douglas  and  Marshall  dissented  on  the  ground  that  the  act  violated 
the  Fourth  Amendment,  Justice  P>rennan  also  tiled  a  dissent,  stating  that  the 
recordkeeping  and  reporting  requirements  of  the  act  constituted  an  impermis- 
sibly broad  grant  of  power  to  the  Secretary. 

".  .  .  [T]he  only  federal  case  decided  after  Shultz  and  directly  confronting 
the  issue  of  the  depositor's  rights  is  entirely  consistent  with  the  views  we  have 
set  forth  above  .  .  .  Miller  holds  that  Shultz  may  not  be  interpreted  as  'pro- 
claiming open  season  on  personal  bank  records'  or  as  permitting  the  government 
to  circumvent  the  Fourth  Amendment  by  first  requiring  banks  to  copy  their 
depositors'  checks  and  then  calling  upon  the  banks  to  allow  inspection  of  those 
copies  without  appropriate  legal  process."  13  Cal.  3d.  at  240-247,  529  P.  2d.  at 
505-596, 118  Cal.  Rptr.,  at  171-172  (footnote  omitted  • . 

I  would  therefore  affirm  the  judgment  of  the  Court  of  Appeals.  I  add  only 
that  Burroivs  strikingly  illustrates  the  emerging  trend  among  high  state  courts 


12  I  continue  to  believe  that  the  reporting  and  reecrdkocping  requirements  of  the  Bank 
Secrecy  Act  are  unconstitutional.  California  Bankers  Assn.  v.  shultz,  410  t'.S.  at  91 
(Brexxan.  J.,  dissenting).  But  I  disagree  with  the  Court's  reasoning  in  this  case  even 
assuming  the  constitutionality  of  the  Act,  and  therefore  it  is  unnecessary  for  me  to  rely 
on  the  infirmities  inherent  in  the  Act. 
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of  relying  upon  state  constitutional  protections  of  individual  liberties" — pro- 
tections pervading  counterpart  provisions  of  the  United  States  Constitution,  but 
increasingly  being  ignored  by  decisions  of  this  Court  For  the  most  recent  ex- 
amples in  this  Court,  but  only  in  the  privacy  and  Fourth  Amendment  area-. 
e.g.,  Kelley  v.  Johnson,  425  U.S. — (1976) ;  Doc  v.  Commonwealth1  a  Attn..  •_'" 
U.S. — (1976) ;  Paul  v.  Davis,  4U  i  U.S.— (1976);  United  States  v.  Watson,  423 
U.S.— (  1976). 

Mi:.  JUSTICE  Marshall,  dissenting 

In  California  Bankers  Assn.  v.  BhuUz,  416  U.S.  21  (1074).  the  Court  upheld 
the  constitutionality  of  the  recordkeokpinc:  requirement  of  the  Hank  Secrecy 
Act.  12  U.S.C.  S  1829b  id).  I  dissented,  finding  the  required  maintenance  of  bank 
customers'  records  to  be  a  seizure  within  the  meaning  of  the  Fourth  Amendment 
and  unlawful  in  the  absence  of  a  warrant  and  probable  cause.  While  the  Court 
in  California  Hankers  Assn.  did  nor  then  purport  to  decide  whether  a  customer 
could  later  challenge  the  bank's  delivery  of  his  records  to  the  Government 
pursuant  to  subpoena.  I  warned  : 

"[I]t  is  ironic  that  although  the  majority  deems  the  bank  customers'  Fourth 
Amendment  claims  premature,  it  also  intimates  that  once  the  bank  has  made 
copies  of  a  customer's  checks,  the  customer  no  longer  has  standing  to  invoke 
his  Fourth  Amendment  right  when  a  demand  is  made  on  the  bank  by  the 
Government  for  the  records.  ...  By  accepting  the  Government's  bifurcated 
approach  to  the  recordkeeping  requirement  and  the  acquisition  of  records,  the 
majority  engages  in  a  hollow  charade  whereby  Fourth  Amendment  claims  are 
to  be  labeled  premature  until  such  time  as  they  can  be  deemed  too  late."  416 
U.S.,  at  !>7  i  dissenting  op.). 

Today,  not  surprisingly,  the  Court  finds  respondent's  claims  to  be  made  too 
late.  Since  the  Court  in  California  Bankers  Assn.  held  that  a  bank,  in  complying 
with  the  requirement  that  it  keep  copies  of  the  checks  written  by  its  customers, 
"neither  searches  nor  seizes  records  in  which  depositor  has  a  Fourth  Amendment 
right,"  416  U.S.,  at  54,  there  is  nothing  new  in  today's  holding  that  respondent 
has  no  protected  Fourth  Amendment  interest  in  such  records.  A  fortiori,  he  does 
not  have  standing  to  contest  the  Government's  subpoena  to  the  bank.  Alderman 
v.  United  States,  394  U.S.  165  (1969). 

I  wash  my  hands  of  today's  extended  redundancy  by  the  Court.  Because  the 
recordkeeping  requirement  of  the  Act  orders  the  seizure  of  customers'  bank 
records  without  a  warrant  and  probable  cause,  I  believe  the  Act  is  unconstitu- 
tional and  that  respondent  has  standing  to  raise  that  claim.  Since  the  Act  is  un- 
constitutional, the  Government  cannot  rely  on  records  kept  pursuant  to  it  in 
prosecuting  bank  customers.  The  Government  relied  on  such  records  in  this  case 
and,  because  of  that,  I  would  affirm  the  Court  of  Appeals'  reversal  of  respondent's 
conviction.  I  respectfully  dissent. 

Lawrence  G.  Wallace,  Deputy  Solicitor  General  (Robert  H.  Bork,  Solicitor 
General,  Richard  L.  Thornburgh,  Assistant  Attorney  General,  Robert  B.  Reich, 


13  See,  e.g.,  cases  cited  in  Baxter  v.  Palmigiano,  slip  op.,  at  16  and  n.  10  (Brexxan.  J., 
dissenting)  ;  Michigan  v.  Mosley,  423  U.S.  96,  120-121  (1975)  (Brennan,  J.,  dis- 
senting). See  also  Wilkes,  The  New  Federalism  in  Criminal  Procedure:  State  Court 
Evasion  of  the  Burger  Court,  62  Kv.  L.  J.  421  (1974)  ;  Wilkes,  More  on  the  New 
Federalism  in  Criminal  Procedure,  63  Ky.  L.  J.  873  (1975)  ;  Falk,  The  State  Constitution: 
A  More  Than  "Adequate"  Nonfederal  GroUDd,  61  Cal.  L.  Rev.  273  (1973)  ;  Project  Report, 
Toward  an  Activist  Role  for  State  Bills  of  Rights,  8  Harv.  Civ.  Rights-Civ.  Lib.  L.  Rev. 
271  (1973).  In  the  past,  it  might  have  been  safe  for  counsel  to  raise  only  federal  con- 
stitutional issuos  in  state  courts,  but  the  risks  of  not  raising  state  law  questions  are 
increasingly  substantial,  as  revealed  by  a  colloquy  during  argument  in  Michigan  v.  Moslem, 
supra: 

"Question.  Why  can't  you  argue  all  of  this  as  being  contrary  to  the  law  and  the 
Constitution  of  the  State  of  Michigan? 

"Mr.  Ziemba.  I  can  because  we  have  the  same  provision  in  the  Michigan  Constitution 
of    1963   as   we    have   in    the   Fifth    Amendment   of   the   Federal   Constitution,    certainly. 

"Question.  Well,  you  argued  the  whole  thing  before. 

"Mr.  Ziemba.  In  the  Court  of  Appeals? 

"Question.   Tea 

"Mr.  Ziemba.  I  really  did  not  touch  upon — I  predicated  my  entire  argument  on  the 
Federal  Constitution,  I  must  admit  that.  I  did  not  mention  the  equivalent  provision  of 
the  Michigan  Constitution  of  1963,  although  I  could  have.  And  I  may  assure  this  Court 
that  at  every  opportunity  in  the  future.  I  shall.  [Laughter.] 

"QU18TION.   But  you   hope  vou  don't   have   that  opportunity  in   this  case. 

"Mr.  Zikmba.  That's  right."  Tr.  of  Oral  Arg.  43-44. 

It  would  be  unwise  for  counsel  to  rely  on  state  courts  to  consider  state  law  questions 
sua  sponte.  But  see  State  v.  Johnson,  68  N.J.  349,  346  A.  2d  6G  (1975). 
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Assistant  to  the  Solicitor  General,  Sidney  M.  Glazer  and  Ivan  Michael  Schaeffer, 
Justice  Dept.  attorneys,  with  him  on  the  hrief )  for  petitioner ;  Denver  Lee  Ram- 
pey,  Jr.,  Warner  Robins,  Ga.  (Nunn,  Geiger,  Rampey,  Buice  &  Harrington,  with 
him  on  the  brief)  for  respondent. 


Clarence  M.   Ditlow,  appelant 

v. 

George  P.  Schultz,  Secretary,  Department  of  the  Treasury 

No.  74-1975 

United  States  Court  of  Appeals,  District  of  Columbia  Circuit 

argued  june  17,  197  5 decided  aug.  11,  1975 

Action  was  brought  pursuant  to  Freedom  of  Information  Act  (FOIA)  seeking 
declaratory  and  injunctive  relief  requiring  the  Secretary  of  the  Department 
of  the  Treasury  to  produce  and  make  available  for  copying  and  inspection  certain 
United  States  customs  declaration  forms.  The  United  States  District  Court  for 
the  District  of  Columbia,  379  F.  Supp.  326,  Joseph  C.  Waddy,  J.,  granted  sum- 
mary judgment  for  the  Secretary  and  the  plaintiff  appealed.  The  Court  of  Appeals, 
Leventhal,  Circuit  Judge,  held  that  where  the  plaintiff  did  not  desire  disclosure 
of  the  requested  information  unless  a  related  antitrust  action  was  determined 
to  be  maintainable  as  a  class  action  and  where  the  antitrust  action  had  been 
dismissed  by  the  district  court,  the  Court  of  Appeals  would  defer  ruling  on  dif- 
ficult questions  presented  by  the  merits  of  the  present  FOIA  appeal  pending 
further  developments  in  the  antitrust  appeal.  The  Court  of  Appeals  found 
appellant's  challenge  to  the  district  court's  dismissal  of  the  FOIA  action  suf- 
ficiently substantial  to  warrant  an  order  requiring  the  Secretary  of  the  Treasury 
to  preserve  the  requested  information  pending  resolution  of  the  appeal. 

Decision  deferred. 

Circuit  Judge  Robb  would  affirm  the  judgment  of  the  District  Court,  without 
more. 

1.  Records  <&z>  14 

In  order  to  justify  denial  of  plaintiff's  request  of  information  furnished  on 
customs  declaration  forms  based  on  exemption  of  the  Freedom  of  Information 
Act  for  personnel  and  medical  files  and  similar  files  the  disclosure  of  which 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy,  the  Secre- 
tary of  the  Treasury  would  be  required  to  show  both  that  the  material  sought 
qualifies  as  a  personnel,  medical,  or  similar  file  and  that  disclosure  would  con- 
stitute a  clearly  unwarranted  invasion  of  personal  privacy.  5  U.S.C.A.  §  552(b) 
(6). 

2.  Records  <3=s>  14 

The  Freedom  of  Information  Act  creates  a  liberal  disclosure  requirement, 
limited  only  by  specific  exemptions  which  are  to  be  narrowly  construed.  5  U.S.C.A. 
§552. 

3.  Records  <£==>  14 

The  "clearly  unwarranted  invasion  of  personal  privacy"  language  within 
exemption  to  the  Freedom  of  Information  Act  expresses  a  carefully  considered 
congressional  policy  favoring  disclosure  which  instructs  the  court  to  tilt  the 
balance  in  favor  of  disclosure.  5  U.S.C.A.  §  552(b)  (6). 

4.  Records  <S=^  14 

Evidence  did  not  support  district  court's  finding  that  plaintiff,  who  sought 
information  furnished  on  customs  declaration  forms  by  trans-Pacific  passengers 
for  purpose  of  bringing  antitrust  class  action  against  airlines,  had  available 
sources  of  information  which  might  suffice  other  than  the  government  files  which 
the  plaintiff  sought  under  the  Freedom  of  Information  Act,  5  U.S.C.A.  §  552(b) 
(6). 

5.  Courts  406.9(1) 

Where  the  plaintiff  did  not  seek  disclosure  of  the  requested  information  unless 
a  related  antitrust  action  was  determined  to  be  maintainable  as  a  class  action 
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and  whore  the  antitrust  action  had  been  dismissed  by  the  district  court,  the 
Court  of  Appeals  would  defer  ruling  on  difficult  Questions  presented  by  the  merits 
of  the  present  FOIA  appeal  pending  further  developments  in  the  antitrust  action. 
6  D.S.C.A.  g  552(b)  (4,  6). 

Appeal  from  the  United  States  District  Court  for  the  District  of  Columbia 
(D.C.  Civil  Action  74-302). 

Girardeau  a.  Spann?  Washington,  D.C.,  for  appellant  Larry  P.  Ellsworth, 
Washington,  1  u\.  was  on  the  brief  for  appellant.  Alan  B.  Morrison,  Washington, 
1  >.('.,  also  entered  an  appearance  for  appellant. 

Paul  r.lankenstein.  Atty..  Dept.  of  .Justice,  with  whom  Irving  JaiVo,  Acting 
Asst.  Atty.  Gen.,  Earl  J.  Silbert,  U.S.  Atty.,  and  Leonard  Schaitman,  Atty.,  Dept. 
Of  Justice,  were  on  the  brief  for  appellee  Thomas  G.  Wilson,  Atty.,  Dept.  of 
Justice,  also  entered  an  appearance  for  appellee. 

Before  LEVENTHAL  and  ROBB,  Circuit  Judges,  and  MEBH1GB,*  United  State* 
District  Judge  Cor  the  Eastern  District  of  Virginia. 

Opinion  for  the  Court  tiled  by  Circuit  Judge  Lkvi;ntiial. 

Levi  n  I  iial.  Circuit  Judge: 

I. 

This  ease  involves  a  Freedom  of  Information  Act  (FOIA)  action  brought  to 
obtain  the  name,  address,  and  flight  number  information  in  the  Government's 
files  of  Customs  Declarations  Forms  6059-B,  forms  completed  by  travelers 
returning  to  the  United  States. 

Appellant  Clarence  M.  Ditlow  proposes  to  use  these  data  to  assemble  a  list  of 
class  members  in  conjunction  with  an  antitrust  class  action  he  has  filed  alleging 
overcharges  by  ten  airlines  on  flights  to  the  United  States  from  points  in  the 
Transpacific  airline  market  between  May  1,  1973,  and  September  1,  1973. *  In  the 
present  FOIA  action,  he  seeks  an  order  requiring  the  Secretary  of  the  Treasury 
to  safeguard  the  forms  against  destruction  to  assure  their  availability  for  later 
use  in  identifying  the  antitrust  class  2  and  a  declaratory  ruling  that  he  is  entitled 
to  the  requested  information  when  and  if  the  class  is  certified.3 

Prior  to  bringing  this  action,  appellant  wrote  the  Commissioner  of  Customs 
requesting  the  name  and  address  information  from  pertinent  6059-B  forms.  The 
Bureau  of  Customs  denied  the  request  on  the  grounds  that  the  information  was 
exempt  from  disclosure  under  the  (b)  (4),  commercial  and  financial  information, 
and  (b)  (6),  personal  privacy,  exemptions  of  the  FOIA.  The  Commissioner  stated 
that  he  "fully  considered  the  advisability  of  making  a  discretionary  disclosure"  of 
the  requested  data  but  decided  "against  discretionary  disclosure  .  .  .  based  upon 
our  policy  of  protecting  the  right  of  privacy  of  international  travelers."  * 

The  District  Court  granted  the  Secretary's  motion  for  summary  judgment, 
finding  that  although  the  (b)  (4)  exemption  was  inapplicable,  the  information 
came  within  the  (b)  (6)  exemption  of  files  the  disclosure  of  wdiich  would  result  in 


♦Sitting  by  designation  pursuant  to  28  U.S.C.  §  292(d). 

iNo,  999-73  (D.D.C.,  filed  May  22,  1973).  The  District  Court  entered  an  order  granting 
the  defendant  airlines  summary  judgment  on  April  25,  1975.  The  plaintiff  has  appealed  this 
order.  See  text  at  notes  28-29  infra. 

■  Appellant  indicates  that  the  6059-B  forms  are  ordinarily  destroyed  one  year  after  they 
are  obtained.  -See  Brief  for  Appellant  at  5  citing  Levine  v.  United  States,  No.  73-1315,  slip 
op.  at  5  (S.D.  Fla.,  Mar.  22,  1974).  By  letter  of  October  9,  1974,  appellee  consented  to 
preserve  the  customs  declarations  involved  in  this  action  pending  resolution  this  case.  See 
Letter  from  Arnold  T.  Aikens,  Chief,  Civil  Division,  to  Raymond  T.  Bonner,  Oct.  9,  1974, 
reprinted  at  Brief  for  Appellant  at  a-15. 

3  See  Brief  for  Appellant  at  15.  In  his  requests  to  the  Bureau  of  Customs  and  his  papers 
in  the  District  Court,  appellant's  attempt  to  obtain  disclosure  of  the  name,  address,  and 
flight  number  data  was  not  conditioned  on  certification  of  the  antitrus  class.  See  JA  8-9 
(Letter  from  Raymond  T.  Bonner  to  Regional  Commissioners  of  Customs,  May  24,  1973), 
JA  2-4  (Complaint  in  No.  74-302,  D.D.C.,  filed  Feb.  15,  1974). 

4  JA  10.  By  letter  of  May  24,  1973,  appellant  requested  data  from  the  6059-B  forms  from 
the  Regional  Commissioners  of  Customs  in  Los  Angeles  and  San  Francisco  (JA  8-9).  That 
request  was  denied  on  the  grounds  that  the  "declarations  contain  commercial  or  financial 
information  which  is  exempt  from  disclosure  under  the  provisions  of  5  U.S.C.  552(b)(4) 
and  section  103.7(d)  of  the  Customs  Regulations."  Letter  from  Leonard  Lehman,  Assistant 
Commissioner  of  Customs,  to  Raymond  T.  Bonner,  July  31,  1973.  (JA  10).  Next  appellant 
appealed  this  denial  to  the  Commissioner  of  Customs.  On  August  27.  1973,  the  Commissioner 
denied  the  appeal,  stating  that  the  material  came  within  both  the  (b)(4)  commercial  or 
financial  information  exemption  and  the  (b)  (6)  privacy  exemption.  Letter  from  Vernon  I). 
Acree  to  Raymond  T.  Bonner.  (JA  12-13).  Before  filing  this  action,  appellant  again  wrote 
Commissioner  Acree  seeking  disclosure.  The  Commissioner  remained  steadfast  in  his  view 
that  release  of  the  data  would  violate  exemption  6  and  be  declined  to  make  a  discretionary 
disclosure  to  appellant.  Letter  from  Vernon  D.  Acree  to  Raymond  T.  Bonner,  Feb.  11,  1974. 

(JA  16). 
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a  "clearly  unwarranted  invasion  of  personal  privacy."  G  More  specifically,  the 
court  concluded  that  disclosure  of  the  names  and  addresses  "would  constitute  a 
substantial  invasion  of  privacy"  and  that  there  were  "other  sufficient  sources  of 
information."0  Plaintiff  Ditlow  appealed  from  the  summary  judgment  ruling. 

II. 

[1-3]  The  sole  issue  on  appeal  is  the  validity  of  the  District  Court's  determina- 
tion that  the  requested  material  is  exempt  under  5  U.S.C.  §  552(b)  (6)  (1970). 
That  section  provides : 

(b)  This  section  does  not  apply  to  matters  that  are — 

(6)    personnel  and  medical  files  and  similar  files  the  disclosure  of 

which   would  constitute  a   clearly   unwarranted   invasion   of  personal 

privacy. 
In  order  to  justify  denial  of  appellant's  request  based  on  exemption  6,  the 
Secretary  must  show  both  that  the  material  sought  qualifies  as  a  personnel, 
medical,  or  similar  file  and  that  disclosure  would  constitute  a  "clearly  unwar- 
ranted invasion  of  personal  privacy."  7  In  ruling  on  FOIA  appeals,  we  are  mindful 
that  the  Act  "creates  a  liberal  disclosure  requirement,  limited  only  by  specific 
exemptions  which  are  to  be  narrowly  construed."  8  In  addition  to  the  Act's  general 
presumption  of  disclosure,  the  "clearly  unwarranted  invasion  of  personal  privacy" 
language  expresses  "a  carefully  considered  congressional  policy  favoring  dis- 
closure" which  "instructs  the  court  to  tilt  the  balance  in  favor  of  disclosure."  9 
This  case  presents  a  number  of  difficult  questions  concerning  the  interpretation 
and  implementation  of  exemption  6.  We  shall  sketch  some  of  these  problems.  An 
initial  issue  is  whether  the  requested  material  qualifies  as  a  "similar  file"  since 
it  clearly  is  neither  a  personnel  nor  a  medical  file.  Our  Rural  Housing  decision 
noted  that  the  (b)  (6)  "exemption  was  designed  to  protect  individuals  from 
public  disclosure  of  intimate  details  of  their  lives"  and  concluded  that  the 
"similar  files"  language  was  intended  "broadly  to  protect  individuals  from  a 
wride  range  of  embarrassing  disclosures."  10  The  District  Court  determined  that 
the  completed  customs  forms  including  the  travelers'  "names,  ages,  citizenship, 
residency,  permanent  addresses,  addresses  while  in  the  United  States,  the  names 
and  relationship  of  family  members,  personal  finances,  when  and  where  their 
visas  were  issued,  and  all  acquisitions  while  abroad,  including  the  price  thereof" 
constituted  "similar  files."  n  In  reviewing  that  determination,  we  not  only  are 
faced  with  evaluating  whether  this  information  includes  "  'intimate  details'  of  a 
'highly  personal  nature'  "  but  are  also  confronted  with  the  question  whether  the 
entire  form  or  merely  the  requested  name,  address,  and  flight  number  information 
must  be  adjudged  a  similar  file  for  the  exemption  to  be  invoked.12 


5  Ditlow  v.  Shultz,  379  F.  Supp.  326  (D.D.C.  1974). 

6  Id.  at  331. 

t  See,  e.g.,  Wine  Hobby  USA,  Inc.  v.  IRS,  502  F.  2d  133,  135  (3d  Cir.  1974)  ;  Rural  Hous- 
ing Alliance  v.  Dept.  of  Agriculture,  162  U.S.  App.  D.C.  122,  126,  498  F.  2d  73,  77  (1974)  ; 
Getman  v.  NLRB,  146  U.S.  App.  D.C.  209,  213,  450  F.  2d  670,  674,  stay  denied,  404  U.S. 
1204,  92  S.  Ct.  7,  30  L.  Ed.  2d  8  (1971)  (Black,  Acting  Circuit  Justice)  ;  Note.  The  Freedom 
of  Information  Act:  A  Seven-Year  Assignment,  74  Colum.  L.  Rev.  895,  953  (1974). 

It  is  well  established  that  the  governmental  agency  has  the  burden  of  establishing  that  the 
requested  material  comes  within  one  of  the  exceptions.  See  Robles  v.  EPA,  484  F.  2d  843, 
845  (4th  Cir.  1973)  ;  Getman  v.  NLRB,  supra,  at  213,  450  F.  2d  at  774. 

8  See  Bristol-Myers  Co.  v.  FTC,  138  U.S.  App.  D.C.  22,  25,  424  F.  2d  935,  938  (1970). 

9  Getman  v.  NLRB,  supra  note  7,  at  213  and  n.  4,  450  F.  2d  674  and  n.  4. 

10 162  U.S.  App.  D.C.  at  126,  498  F.  2d  at  77  ;  see  Robles  v.  EPA,  supra  note  7,  484  F.  2d  at 
845:  cf.  Geetman  v.  NLRB,  supra  note  7  ;it  214.  4:>o  F.  2d  at  675  (Although  the  Getman 
court  assumed  arguendo  that  a  "similar  file"  was  involved,  it  noted  that  "the  real  thrust  of 
Exemption  (6)  is  to  guard  against  unnecessary  disclosure  of  files  .  .  .  which  would  contain 
intimate  details'  of  a  'highly  personal'  nature.").  But  cf.  Wine  Hobby  USA.  Inc.  v.  IRS, 
supra  note  7,  502  F.  2d  at  135  (reading  "similar  files"  to  include  any  file  containing  infor- 
mation of  a  personal  quality  and  finding  that  the  "term  similar'  was  [not]  intended  to 
narrow  the  exemption  from  disclosure."). 

11  379  F.  Supp.  at  329. 

12  The  District  Court  made  no  reference  to  the  possibility  that  the  relevant  'file"  for  pur- 
poses of  the  Act  may  be  one  limited  to  information  showing  the  name,  address,  and  flight 
number  of  the  travelers  returning  to  the  United  States  from  the  Transpacific  area  during 
the  four-month  period,  May  1-Sept.  1,  1973.  It  is  doubtful  that  such  a  limited  file  can  fairly 
be  deemed  one  having  the  quality  of  intimate  or  highly  personal  details.  See  notes  14-16  and 
text  thereto.  One  can  speculate  instances  in  which  disclosure  of  such  information  might 
prove  embarrassing — e.g.,  to  a  traveler  who  for  personal  or  commercial  reasons  lias  put 
forward  a  different  account  of  his  activities.  There  may  likewise  he  occasions  where  a  tele- 
cast of  the  crowd  at  a  baseball  game  may  show  and  embarrass  the  employee  who  sought  and 
obtained  time  off  for  his  grandmother's  funeral.  The  issue  is  whether  the  nature  of  the  file 
and  of  the  privacy  Interest  (in  the  linkage  of  name  and  home  address  to  the  "public"  appear- 
ance of  the  traveler  on  the  aircraft)  is  such  as  to  render  this  a  "similar  file",  with  public 
disclosure  constituting  a  'clearly  unwarranted  invasion  of  personal  privacy." 
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A  related  question  is  whether  any  potential  privacy  infringement,  no  matter 
how  Blight  or  speculative,  serves  to  trigger  the  exemption  absent  a  counterbalance 

lng  public  intere-t  in  disclosure  or  whether  a  threatened  exposure  of  intimate 
or  embarrassing  personal  details  i a  necessary  a^  a  threshold  matter  before  the 
court  proceeds  to  a  balancing  of  private  and  public  Interests.  The  Rural  Housing 

court  indicated  that  the  exemption  was  directed  at  '"intimate  details"  such  as 
'•marital  statu-',  legitimacy  of  children,  identity  of  fathers  of  children,  medical 
condition,  welfare  payments,  alcoholic  consumption,  family  fights,  reputation, 
and  so  on."13  However,  our  act/nan  decision  engaged  in  a  balancing  of  interests 
even  though  the  disclosure  of  names  and  addresses  of  certain  union  members 
in  that  case  was  deemed  not  "embarrassing"  and  threatened  privacy  only  "to  a 
very  minimal  deirreoe."  u  The  invasion  of  privacy  in  this  case  is  roughly  similar 
to  that  in  drtman — names  and  addresses  are  sought  along  with  information  that 
the  individual  returned  to  the  United  States  from  Asia  or  Australia  by  air 
sometime  between  May  1  and  September  1,  1973. 15  Although  a  not  clearly  inconse- 
quential loss  of  privacy  would  be  occasioned  here,  disclosure  would  result  in 
less  than  a  substantial  invasion  of  privacy. 

Assuming  arguendo  that  sufficient  privacy  concerns  are  implicated  by  appel- 
lant's disclosure  requests  to  warrant  a  balancing  of  competing  interests,  we  are 
required  to  ascertain  exactly  what  privacy  loss  and  public  interest  are  to  be 
balanced.  In  Getman  and  Rural  Housing,  this  court  has  weighed  the  privacy  loss 
from  disclosure  to  the  requesting  party  against  "the  public  interest  purpose  of 
tit  our  Rcckmcj  disclosure,  and  whether  other  sources  of  information  might  suf- 
fice." 18  This  formulation  appears  to  assume,  as  Getman  stated  in  footnote,  that 
exemption  (6)  contemplates  "an  implicit  limitation  that  the  information,  once 
disclosed,  be  used  only  by  the  requesting  party  and  for  the  public  interest  pur- 
pose upon  which  the  balancing  was  based."17  Under  such  an  assumption  the 
privacy  loss  would  be  narrowed  by  the  nature  of  the  requesting  party  and  its 
proposed  use  of  the  information  and  the  public  interest  factor  would  be  limited  to 
the  purposes  served  by  that  use.  We  believe  that  there  is  a  substantial  question 
whether  Congress  contemplated  this  limited  balancing  approach  or  whether  the 
court  has  any  independent  equity  authority  to  fashion  a  restrictive  disclosure 
order.18  We  cannot  blink  the  wording  of  the  central  provision,  5  U.S.C.  §  552, 


»  162  U.S.  App.  D.C.  at  126,  498  P.  2d  at  77. 

1*146  U.S.  App.  DC  at  214,  450  F.  2d  at  675.  Rural  Housing  indicates  that  intimate  of 
highly  personal  details  mnst  be  involved  in  (order  to  satisfy  the  "similar  files"  predicate 
to  the  balancing  test  required  to  ascertain  whether  disclosure  would  result  in  a  "clearly 
unwarranted  invasion  of  personal  privacy."  Getman  appears  to  have  engared  in  a  balane- 
i"£  in  a  case  involving  a  reltively  minor  loss  of  privcy  only  because  it  assumed  arguendo 
tbat  tbe  'similar  files"  predicate  was  met. 

15  In  Getman  the  disclosure  of  names  and  addresses  of  union  members  was  deemed  a  rela- 
tivelv  minor  loss  of  privacy.  There  the  context  of  the  disclosure  of  names  and  addresses  also 
revealed  tbe  tvpe  of  work  the  individual  did.  the  person's  employer,  whether  the  person  was 
a  union  member,  and  the  union  to  which  the  Individual  belonged.  Disclosure  exposed  those 
persons  to  a  telephone  request  that  they  consent  to  a  probing  Interview  on  union  election 
procedures  Here  the  information — the  individnal's  name  and  address  and  the  faet  that  he 
returned  to  the  United  States  by  air  from  Asia  or  Australia  between  May  1  and  Septem- 
ber 1.  1973 — comprises  at  least  no  greater  an  Invasion  of  privacy.  The  only  consequence  of 
the  exposure  here  Is  a  mailed  notice  informing  the  person  that  he  Is  a  member  of  a  class 
and  mav  be  awarded  damages  for  airline  overcharges. 

In  Wine  Hobby.  Inc.  v.  IRS,  502  F.  2d  133  (3d  Cir.  1974),  the  Third  Circuit  found  that 
disclosure  of  names  and  addresses  of  heads  of  families  who  produce  "for  family  use  and  not 
for  sale  an  amount  of  wine  not  exceeding  200  gallons  per  annum"  would  constitute  an  Inva- 
sion of  privacy.  Td.  at  134.  137.  The  court  stated  that  the  requested  material  not  only 
revealed  name  and  address  Information  but  also  "family  status  of  the  registrant,  Including 
ti<p  fact  that  be  is  not  living  alone  and  that  be  exercise  family  control  or  responsibility  in 
the  household"  and  tbe  fact,  that  wine-making  activities  are  being  conducted  within  tbe 
home.  Td.  at  137.  Tbe  court  made  no  assessment  of  tbe  seriousness  of  the  nrivacy  loss  thre- 
atened by  such  disclosures  other  than  observing  tbat  "tbe  invasion  of  privacy  in  this 
case  is  not  as  serious  as  tbat  considered  bv  the  court  in  o^her  cases."  Td.  :  see  16  B.C.  Tnd. 
h  Corn.  1j.  Rev.  240.  251  (1975)  (concluding  that  such  disclosures  "would  result  in  only 
a  minor  invasion  of  personal  privacy" V  No  assessment  was  required  because  the  re- 
questing party  "advanced  no  direct  or  indirect  public  interest  purpose  in  disclosure  of 
these  li^ts"  and  tbe  court  itself  could  "conceive  of  none."  502  F.  2d  at  137.  Given  tbe  ab- 
sence of  any  perceived  public  interest  in  disclosure,  the  court  concluded  that  the  In- 
vasion of  nrivaev  would  be  "clearly  unwarranted."  Kee  note  25  infra. 

18  tfer  Rural  Housing  Alliance  v.  Dept.  of  Agriculture,  supra  note  7.  at  126,  498  F.  2d  at 
77  :  Getman  v.  NLRB,  supra  note  7,  at  214,  450  F.  2d  at  675  (emphasis  added). 

w  Bee  146  U.S.  App.  D.C.  at  216  n.  24.  450  F.  2d  at  677  n.  24. 

"Wo  have  bold  tbat  the  courts  do  not  "have  equitable  discretion  to  permit  withholding  of 
information  which  does  not  fall  within  one  of  the  specific  exemptions  to  the  Act."  Getman  v. 
NLRB,  supra  note  7.  at  216.  450  F.  2d  at  677.  Accord  Robles  v.  EPA,  supra  note  7,  484  F.  2d 
at  847 ;  Soucie  v.  David,  145  U.S.  App.  D.C.  144,  154,  448  F.  2d  1067,  1077  (1971)  ;  Wellford 
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stating  that  "fe]ach  agency  shall  make  available  to  the  public  information' 
forth  in  subsection  (a),  if  the  exemptions  listed  in  subsection  (b)  are  inappli- 
cable. And  the  critical  Senate  Report  states  that  application  of  the  exemption 
"will  involve  a  balancing  of  interests  between  the  protection  of  an  individual's 
private  affairs  from  unnecessar.v  public  scrutiny,  and  the  preservation  of  the 
public's  right  to  governmental  information."19  That  a  balancing  is  envisioned 
is  plain.?0  What  is  unclear  is  whether  the  balancing  is  to  be  performed  in  the 
context  of  unrestricted  disclosure  to  the  public  or  of  a  use-specified  release  con- 
fined to  the  requesting  parties.21 

Further  questions  are  raised  in  this  case  regarding  the  weight  of  privacy  in- 
terests threatened  by  and  the  public  interests  served  by  disclosure.  It  is  unclear 
what  effect  the  absence  of  a  governmental  assurance  of  confidentiality  to  the 
travelers  completing  the  customs  forms  and  the  Bureau  of  Customs'  apparent 
assertion  of  authority  to  make  discretionary  disclosure  of  the  information  have 
on  the  evaluation  of  the  threat  to  privacy.  Both  of  these  factors  would  seem  to 
undercut  the  privacy  expectations  protected  by  exemption  6." 

As  to  the  second  half  of  the  balancing  test,  the  Government  contends  that  the 
public  interest  promoted  by  disclosure  must  relate  to  "the  basic  concern  of  the 
Act  ...  to  make  available  the  legitimate  information  that  an  informed  elec- 
torate needs  to  properly  monitor  the  activities  of  the  federal  government."  The 
Secretary  contends  that  appellant's  asserted  interest  in  facilitating  a  private 
action  to  enforce  the  antitrust  laws  falls  outside  the  public  interest  purpose  of  the 
FOIA  since  it  does  not  involve  an  evaluation  of  governmental  performance.38 
While  we  are  doubtful  that  the  public  interest  considerations  can  be  limited  to 
those  at  the  core  of  the  Act,  the  Secretary's  argument  at  least  requires  us  to 
consider  whether  the  more  general  public  interest  in  disclosure  asserted  by  ap- 
pellant should  be  given  less  weight  than  an  interest  in  obtaining  information 


v  Hnrdin.  444  F.  2d  21,  24-25  (4th  Cir.  1971).  But  see  Consumers  Union  v.  Veterans  Ad- 
ministration. 301  F.  Supp.  796  ( S.D.N. Y.  1969).  appeal  dismissed  as  moot,  436  F.  2d  1363 
(2d  Cir.  1971).  K.  Davis.  Administrative  Law  Treatise  §  3A.6  at  123-24  (1970  Supp.)  :  cf. 
GSA  v.  Benson,  415  F.  2d  878.  880  (9th  Cir.  1969).  Therefore,  unless  the  (b)  (6)  exemption 
itself  intended  to  modify  the  "any  person"  language  of  §  552(a)  (3)  and  to  permit  restric- 
tion of  disclosure  to  the  requesting  party  and  his  proposed  use,  the  court  would  appear  to  be 
without  authority  to  impose  such  limitations  through  an  exercise  of  enuitahle  discretion. 
»  S.  Rep.  No.  813,  89th  Cong.,  1st  Sess.  9  (1967)  (emphasis  added).  The  phrasing  of  the 
House  Report  suggests  that  the  "clearly  unwarranted  invasion  of  personal  privacy"  limita- 
tion reflects  a  balance  struck  by  Congress  between  privacy  and  public  interests.  See  H.  Rep. 
No.  1497,  89th  Cong.,  2d  Sess.  11  (1967)  ("The  limitation  of  a  'clearly  unwarranted  inva- 
sion of  personal  privacy'  provides  a  proper  balance  between  the  protection  of  an  individual's 
richt  of  privacy  and  the  preservation  of  the  public's  right  to  Government  information  by 
excluding  those  kind  of  files  the  disclosure  of  which  might  harm  the  individual.")  The  House 
Report  may  be  read  as  indicating  that  the  courts  are  only  to  assess  the  degree  of  the  privacy 
invasion  and  are  not  to  engage  in  their  own  case  by  case  balancing  of  the  private  and  public 
interests.  See  Note.  Invasion  of  Privacy  and  the  Freedom  of  Information  Act:  Getman  v. 
NLRB,  40  Geo.  Wash.  L.  Rev.  527,  535-36  and  nn.  48-49  (1972).  However,  courts  and  com- 
mentators have  concluded  that  the  Senate  Report  "is  to  be  preferred  over  the  House  report 
as  a  reliable  indicator  of  legislative  intent  because  the  House  report  was  not  published  until 
after  the  Senate  had  already  passed  its  bill."  Bee  Getman  v.  NLRB.  supra  note  7.  at  212  n. 
8.  450  F.  2d  at  673  n.  8  and  sources  cited  thereat. 

20  But  see  Note,  Supra  note  19,  at  534. 

21  Getman  argues  that.  "[s]ince  Exemption  (6)  necessarily  requires  the  court  to  balance  a 
public  interest  purpose  for  disclosure  of  personal  information  aprainst  the  potential  invasion 
of  individual  privacv".  the  exemption  must  intend  to  restrict  disclosure  to  the  requesting 
party  and  the  proposed  use.  146  U.S.  App.  D.C.  at  216  n.  24.  450  F.  2d  at  677  n.  24.  However, 
the  passage  from  the  Senate  Report  relied  upon  in  Getman  refers  to  protection  against  "pub- 
lic scrutiny"  and  to  "the  public's  right  to  governmental  information"  rather  than  to  the 
privacy  risk  from  disclosure  to  a  particular  requesting  party  or  the  specific  public  interest 
served  by  that  party's  proposed  use  of  the  material.  A  general  balancing  of  the  privacy  loss 
from  release  to  the  public  and  the  public  Interest  in  disclosure  to  the  public  would  carry 
out  *"he  fiiscernible  intent  of  the  Senate  Report  without  conflicting  with  til*1  Act's  broad 
nnrpose  to  enable  "any  person"  to  request  disclosure  without  making  a  shovcincr  that  he  was 
"properly  and  directly  concerned  with  the  information.  See  H.  Rep.  No.  1497.  vupra  note  19. 
at  1.  6.  8  ;  S.  Rep.  No.  813,  supra  note  19.  at  5  :  Robles  v.  EPA.  supra  note  7.  4^4  F.  2d  at 
K47  and  n.  6  quotinq  K.  Davis,  supra  note  19.  at  120-21 ;  Sterling  Drue:.  Inc.  v.  FTC.  146 
U.S.  App.  D.C.  237.  243-44  n.  4.  450  F.  2d  609.  704-05  n.  4  (1971)  (noting  that  tbe  "any 
person"  language  of  the  Act  precluded  an  examination  of  "the  applicant's  need"  for  the 
information).  While  the  selectivity  provided  by  the  Getman  approach  might  be  desirable 
from  a  policy  standpoint  as  allowing  a  more  refined  harmonizing  of  privacy  and  disclosure 
interests,  it  is  ouestionable  whether  Concrress  intended  to  create  such  a  broad  exception  to 
the  "any  person"  provision  by  adopting  the  "clearly  unwarranted"  lansrunsre  of  exemption  6. 
The  interest  in  disclosure  to  the  public  may  be  characterized  bv  showing  the  uses  contem- 
plated by  some  members  of  the  public  specifically,  but  not  exclusively,  the  plaintiffs. 

22  See  Robles  v.  EPA.  supra  note  7,  484  F.  2d  at  S46  (notiner  that  a  promise  of  confiden- 
tiality is  "a  f.ictor  to  be  considered"  and  finding  ••important"  the  "fact  that  the  informa- 
tion" remiested  ha<l  been  readily  made  available  upon  request). 

*  Brief  for  Appellee  at  26-29. 
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material  for  monitoring  the  Government's  activities."  Moreover,  even  tf  we  were 
to  accept  the  Government's  argument,  appellant's  antitrust  action  might  well  be 
viewed  as  Involving  an  indirect  criticism  of  the  performance  of  the  CAB  Ln  pro- 
tecting the  public  against  anticompetitive  activities  of  regulated  air  carriei 

|4]  A  final  aspect  of  the  balancing  approach  contained  In  Qe'tman  and  Rural 
Hi, using  is  whether  "other  sources  of  Information  might  suffice.""  The  District 
Court  erroneously  stated  that  "[pjlaintifl  recognizes  the  availability  of  other 

sufficient    sources    of    information."    The    court's   discussion    Indicates    that    only 

"some  of  the  information"  is  available  from  passenger  lists,  reservation  records, 

and  credit  card  records  retained  by  the  airlines.17  It  is  clear,  however,  that 
name  and  address  information  is  available  from  nongovernmental  sources  only 
for  those  passengers  whose  tickets  were  mailed  to  them  by  the  airlines  or  who 
paid  for  their  flights  by  credit  card."  In  these  circumstances,  discovery  from  the 
defendants  in  the  antitrust  action  would  not  "suffice"  to  meet  appellant's  poten- 
tial need  for  a  complete  list  of  names  and  addresses  of  class  memhers. 

[5]  However,  although  there  is  no  other  sufficient  source  of  information,  there 
appears  to  he  an  alternative  to  the  use  of  the  FOIA  to  obtain  the  data."  Instead 
of  bringing  this  FOIA  action,  appellant  could  have  subpoenaed  the  customs 
forms  from  the  Bureau  under  Rule  45(b),  Fed. R. Civ. P.  The  discovery  motion 
might  well  have  prompted  the  same  objections  that  the  Secretary  has  pressed 
in  resisting  the  FOIA  request.  If  disclosure  under  the  FOIA  can  be  restricted  to 
the  requesting  party  and  his  proposed  use,  there  would  not  be  a  significant  dif- 
ference between  the  two  methods  of  securing  the  information.  On  the  other 
hand,  if  an  FOIA  action  results  in  disclosure  to  the  public  at  large,  the  discovery 
approach  would  avoid  unnecessary  infringement  of  privacy  interests  by  con- 
fining disclosure  to  sue  by  the  parties  in  the  antitrust  litigation.  The  existence 
of  the  discovery  alternative  raises  a  question  as  to  wiiether  resort  to  the  FOIA 
is  appropriate  where  the  information  is  sought  in  connection  with  ongoing  liti- 
gation.30 

In  view  of  the  peculiar  circumstances  of  the  present  appeal,  we  do  not  believe 
that  it  is  either  a  necessary  or  an  appropriate  allocation  of  judicial  resources  to 
resolve  these  difficult  questions  at  this  time.  Appellant  does  not  even  desire 
disclosure  of  the  requested  information  unless  his  antitrust  action  is  determined 
to  be  maintainable  as  a  class  action.  It  is  quite  possible  that  the  antitrust  action 
will  never  reach  that  stage  and  thus  that  resolution  of  the  FOIA  claim  will  have 
no  impact  on  the  parties  to  this  appeal,  the  parties  to  the  antitrust  action,  or  the 
individuals  who  completed  the  requested  customs  forms.  The  antitrust  complaint 
was  filed  on  May  22,  1973,  and  dismissed  by  the  District  Court  pursuant  to  the 
defendants'  motion  on  August  7,  1973.  This  court  vacated  the  District  Court's 
judgment  on  October  30,  1974,  and  remanded  the  case  with  "instructions  to 
retain  jurisdiction  while  directing  the  parties  to  take  appropriate  action  before 
the  Civil  Aeronautics  Board."  The  court  directed  this  course  because  of  its  view 
that  "the  first  critical,  and  perhaps  dispositive  issue  in  the  case  is :  What  fares 
over  the  Pacific,  those  ceasing  31  March  1973  or  those  to  be  effective  through  30 
April  1973,  if  any,  were  in  effect  during  May  1973?"  and  that  "this  is  an  issue 
which  should  be  decided  in  the  first  instance  by  the  Civil  Aeronautics  Board." 
After  the  CAB  issued  a  declaratory  order  stating  that  the  April  1973  rates 
were  in  effect  through  late  July  1973,  the  District  Court  granted  summary 
judgment  to  the  defendants. 


2t  This  core  purpose  is  reflected  in  the  legislative  history  to  the  1974  amendments  to  the 
FOTA.  r^ferrinc:  to  the  1966  Act  as  "milestone  law  [which]  jruarantees  the  right  of  per- 
sona to  know  about  the  business  of  their  government"  and  noting  that  the  amendments  are 
designed  "to  reach  the  goal  of  more  efficient,  prompt,  and  full  disclosure  of  informat'on."' 
Bee  IT.  Rep.  No.  876,  93d  Cong.,  2d  Sess.  4-5,  U.S.  Code  Cong.  &  Admin.  News,  p.  6271 
(1074). 

25  This  case  is  clearly  distinguishable  from  Wine  Hoooy  where  the  only  interest  ln  disclo- 
sure  asserted  by  the  requesting  party  was  stipulated  to  be  private  commercial  exploitation 
and  no  direct  or  indirect  public  interest  purpose  was  advanced  by  the  requesting  party  or 
discerned  by  the  court.  502  F.  2d  at  137. 

*  Bee  162  U.S.  App.  D.C.  at  126-27,  498  F.  2d  at  77-78  ;  146  U.S.  App.  D.C.  at  214.  215- 
16.  450  F.  2d  at  675.  676-77. 

27  °,79  F.  Supp.  at  331.  (emphasis  added.) 

2S  P.rief  for  Appellee  at  30. 

2,1  Both  Grtmnn  and  Rural  Housing  focused  on  the  availability  of  nongovernmental 
sources  of  the  requested  information  rather  than  other  means  of  obtaining  the  data  from 
the  acrency.  See  note  25,  supra. 

w>  Of.  Kerr  v.  United  States  District  Court.  511  F.  2d  192,  197-98  (9th  Cir.  1975)  ;  Secre- 
tary of  Labor  v.  Farlno,  490  F.  2d  885,  893  (7th  Cir.  1973). 
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We  conclude  that  appellant's  challenge  to  the  District  Court's  dismissal  of  his 
FOIA  action  is  sufficiently  substantial  to  warrant  an  order  requiring  the  Secre- 
tary of  the  Treasury  to  preserve  the  requested  customs  forms  to  avoid  mooting 
the  case.  Should  this  court  find  that  the  trial  judge  erred  in  granting  summary 
judgment  in  the  antitrust  action  and  should  the  District^Court  certify  that  the 
antitrust  suit  is  properly  maintainable  as  a  class  action,  appellant  may  reactivate 
this  FOIA  appeal.  We  defer  the  merits  of  the  appeal  pending  such  future  devel- 
opments and  order  that  appellee  take  appropriate  steps  to  preserve  the  requested 
information  pending  resolution  of  this  appeal.31 

So  ordered. 

Circuit  Judge  ROBB  would  affirm  the  judgment  of  the  District  Court,  without 
more. 


Clarexce  M.  Ditlow,  plaintiff 

V. 

George  P.  Shultz,  Secretary,  Department  of  the  Treasury,  Defendant 

Civ.  A.  No.  74^302 
United  States  District  Court,  District  of  Columbia.  July  19,  1974 

Action  was  brought  pursuant  to  Freedom  of  Information  Act  seeking  declara- 
tory and  injunctive  relief  requiring  the  Secretary  of  the  Department  of  Treasury 
to  produce  and  make  available  for  copying  and  inspection  the  United  States 
Customs  Declaration  completed  by  all  persons  who  entered  the  United  States  by 
air  from  certain  areas  in  the  transpacific  air  carrier  market.  Plaintiff  moved 
for  summary  judgment  and  defendant  moved  to  dismiss  or,  in  the  alternative, 
for  summary  judgment.  The  District  Court,  Waddy,  J.,  held  that  with  exception 
of  names  and  addresses  much  of  the  information  recorded  on  the  forms  fell 
within  exclusionary  clause  of  Act  for  privileged  or  confidential  commercial  or 
financial  information,  that  forms  also  constituted  "similar  files"  within  meaning 
of  exception  for  "personnel  and  medical  files  and  similar  files"  but  that  even 
though  documents  constituted  "similar  files"  they  were  still  produceable  unless 
their  disclosure  would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy  and  that  in  making  such  determination  the  court  wras  to  balance  the 
interests  of  the  parties  and  that  disclosure  of  names  and  addresses  would  con- 
stitute substantial  invasion  of  privacy  and,  also,  was  unnecessary  since  such 
information  could  be  dicovered  by  other  methods. 

Plaintiff's  motion  denied,  defendant's  motion  for  summary  judgment  granted. 

1.  Records  <&z>  14 

Except  for  names  and  addresses,  much  of  the  information  required  by  the 
Government  and  recorded  on  customs  declaration  form  is  confidential  information 
that  wTould  not  customarily  be  disclosed  to  the  public  by  the  person  from  whom 
it  was  obtained  and,  also  public  disclosure  thereof  imposes  likelihood  of  harm 
to  legitimate  interests ;  such  information  falls  within  exclusion  of  Freedom  of 
Information  Act  for  privileged  or  confidential  commercial  or  financial  informa- 
tion. 5  U.S.C.A.  §  552(b)  (4). 

2.  Records  G^  14 

When  completed  with  information  as  to  names,  ages,  citizenship,  residency, 
personal  finances,  etc.,  the  customs  declaration  form  6059-B  contains  intimate 
details  of  a  highly  personal  nature  and  constitutes  "similar  files"  within  mean- 
ing of  the  exemption  requirement  of  Freedom  of  Information  Act  for  personnel 
and  medical  files  and  similar  files,  disclosure  of  which  would  constitute  a  clearly 
unwarranted  invasion  of  personal  privacy.  5  U.S.C.A.  §  552(b)  (6). 

Note.— See  publication  Words  and  Phrases  for  other  judicial  constructions  and 
definitions. 


31  This  preservation  order  simply  implements  appellees'  undertaking  to  "preserve  the  cus- 
toms undertaking  to  "preserve  the  customs  declarations  involved  in  this  suit  .  .  .  pending 
resolution  of  this  case."  See  Letter  from  Arnold  T.  Aikens  to  Raymond  T.  Bonner.  Oct.  0. 
1074.  There  may  be  a  limited  housekeeping  burden  on  the  Government  pendente  lite,  but 
this  is  not  commensurate  with  the  harm  of  a  disclosure  violating  a  statutory  provision. 
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3.  Records  G=>  14 

Even  through  documents  constitute  "similar  files'1  within  meaning  of  exemption 
of  Freedom  of  Information  A.i  for  personnel  and  medical  flies  and  similar  flies, 

BUCh  documents  are  produceable  unless  their  disclosure  constitute  a  clearly  un- 
warranted invasion  of  personal  privacy;  in  making  such  determination  the  court 
must  exercise  its  discretion  by  balancing  the  interests  of  the  parties,  i.  e.,  the 
right  of  the  public  to  have  access  to  government  information,  including  the  rea- 
sons for  the  particular  request  for  the  documents  at  issue,  against  the  right  of 
personal  privacy  of  the  affected  individuals'.  5  U.S.C.A.  §  552(b)  (6). 

4.  Records  C^>  14 

Neither  names  and  addresses  nor  other  information  furnished  on  customs 
declaration  forms  were  required  to  be  disclosed  to  plaintiff,  who  sought  names 
and  addresses  of  passengers  who  flew  in  the  transpacific  market  for  purpose  of 
maintaining  class  action  charging  air  carriers  with  violating  antitrust  law  as 
regards  air  fares,  since  not  only  would  disclosure  of  names  and  addresses  as  well 
as  Other  information  constitute  a  substantial  invasion  of  privacy  but  such  dis- 
closure was  unnecessary  since,  even  if  antitrust  complaint,  which  had  been  dis- 
missed at  trial  level,  were  reinstated  on  appeal  the  desired  information  could  be 
obtained  by  way  <»f  discovery.  5  U.S.C.A.  §  552(b)  (G). 

Raymond  T.  Bonner  and  Ronald  L.  Plesser,  Washington,  D.C.,  for  plaintiff. 

Earl  J.  Silbert.  U.S.  Atty.,  Arnold  T.  Aikens  and  Eric  B.  Marcy,  Asst.  U.S.  Attys., 
Washington,  D.C.,  for  defendant. 

MEMORANDUM    OPINION 

Waddy,  District  Judge. 

I. 

This  case  is  before  the  Court  on  the  motion  of  plaintiff  for  summary  judgment 
and  defendant's  motion  to  dismiss  or  in  the  alternative  for  summary  judgment. 
This  action  is  brought  pursuant  to  the  Freedom  of  Information  Act,  5  U.S.C.  §  552, 
and  this  Court  has  jurisdiction  pursuant  to  5  U.S.C.  §  552(a)  (3)  of  that  Act. 
Plaintiff  Ditlow  seeks  declaratory  and  injunctive  relief,  requiring  defendant  to 
produce  and  make  available  for  copying  and  inspection  the  U.S.  Customs  Declara- 
tion (Customs  Form  G059-B,  November  1972)  completed  by  all  persons  who 
entered  the  United  States  by  air  from  points  in  Asia/Australia/Australasia 
between  .May  1. 1973,  and  September  1, 1974. 

Plaintiff  claims  that  he  seeks  the  names  and  addresses  appearing  on  the 
Customs  Declarations  "in  order  to  fulfill  his  obligations  as  representative  of  the 
class  of  all  passengers  who  were  charged  unlawful  fares  pursuant  to  the  violations 
of  law  alleged  in  [another]  action."  The  other  action  referred  to  by  plaintiff  is 
Civil  Action  999-73  (D.D.C.),  in  anti-trust  action  brought  by  plaintiff  against 
Pan  American  "World  Airways  Inc.,  and  nine  other  airlines  engaged  in  the  trans- 
portation of  passengers  in  the  transpacific  market.  In  that  action  plaintiff  seeks 
to  recover  on  his  own  behalf  the  sum  of  $125.40  and  three-fold  damages  for  each 
person  who  flew  via  the  defendants'  airlines  between  points  in  the  United  States 
and  points  in  Asia/Australia/Australasia  and  islands  in  the  Pacific  during  the 
identified  period.  The  case  was  dismissed  by  this  Court  on  August  7,  1973  for 
failure  to  state  a  claim  upon  which  relief  can  be  granted  under  the  Sherman 
Antitrust  Act.  It  is  currently  pending  before  the  United  States  Court  of  Appeals, 
D.C.  Circuit,  No.  73-1936. 

The  defendant,  Secretary  of  the  Department  of  the  Treasury,  under  whose 
jurisdiction  falls  the  Bureau  of  Customs,  and  who  has  custody  of  the  requested 
documents,  opposes  disclosure  of  this  information  on  the  grounds  that  such  in- 
formation is  specifically  exempted  by  sections  552(b)  (4)  and  (b)  (6)1  of  the 
Freedom  of  Information  Act. 


1  Section  552  of  the  FOIA  provides,  inter  alia. 

M(b)   This  section  does  not  apply  to  matters  that  are — 

(4)   trade  secrets  nnd  commercial  or  financial  information  obtained  from  a  person  and 
privileged  or  confidential ; 

(C)    personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would  consti- 
tute a  clearly  unwarranted  invasion  of  personal  privacy  ;" 
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ii. 

The  material  facts  are  these:  all  persons  entering  the  United  States  are  re- 
quired to  complete  U.S.  Customs  Declaration  form  6059-B,  and  these  completed 
forms  are  kept  in  the  possession  of  the  Department  of  the  Treasury.  This  form 
consists  of  one  sheet  of  paper  with  inquiries  on  both  sides.  The  front  side  requests 
the  following  information:  (1)  the  name  of  the  declarant;  (2)  the  declarant's 
date  of  birth ;  (3)  the  vessel  or  airline  and  flight  number  on  which  the  declarant 
arrived;  (4)  the  declarant's  citizenship;  (5)  residency;  (6)  permanent  ad- 
dress; (7)  address  while  in  the  United  States;  (S)  the  name  and  relationship 
of  accompanying  family  members  (9)  whether  or  not  declarant  or  anyone  in 
declarant's  party  is  carrying  any  agricultural  or  meat  products  or  pets;  (10) 
whether  or  not  anyone  is  carrying  over  $5000  in  coin,  currency,  or  negotiable 
instruments  ;  (11)  a  certification  by  declarant  that  all  statements  on  the  declara- 
tion are  true,  correct  and  complete;  and,  if  declarant  is  a  noncitizen,  (12)  re- 
quests the  place  his  visa  was  issued  and  (13)  the  date  it  was  issued.  The  back 
side  of  the  form  requests  a  detailed  list  of  all  articles  acquired  abroad  which 
are  in  declarant's  possession  at  the  time  of  arrival,  including  price  informal  ion 
on  articles  so  acquired. 

Plaintiff,  through  his  attorney,  requested  access  to  the  Customs  Declaration 
forms  in  a  letter  to  the  regional  commissioners  of  customs  in  Los  Angeles  and 
San  Francisco,  wherein  plaintiff  specified  his  particular  interest  in  the  names 
and  addresses  of  the  declarants.  This  request  was  denied  by  the  Assistant  Com- 
missioner, Officer  of  Regulations  and  Rulings,  Department  of  the  Treasury. 
Bureau  of  Customs,  on  the  ground  that  the  "declarations  contain  commercial 
or  financial  information  which  is  priveleged  or  confidential  and,  therefore,  is 
exempt  from  disclosure  under  the  provisions  of  5  U.S.C.  §  552(b)  (4)"  and  paral- 
lel sections  of  the  Customs  Regulations.  Plaintiff  appealed  this  decision  to  the 
Commissioner,  Bureau  of  Customs,  and  emphasized  that  the  only  information 
sought  off  the  forms  was  the  names  and  addresses  of  the  declarants.  The  appeal 
was  denied. 

In  denying  the  appeal,  the  Commissioner  of  Customs  re-asserted  the  view  that 
the  information  requested  was  exempt  from  disclosure  under  the  provisions  of 
5  U.S.C.  §  552(b)  (4),  stating: 

"We  interpret  the  terms  'commercial  or  financial  information'  as  used  in  the 
statute  and  in  our  regulations  to  include  the  fact  of  a  person's  arrival  at  a  port 
in  the  United  States  from  an  overseas  destination  via  a  named  air  carrier,  and 
we  believe  the  fact  of  his  arrival  to  be  privileged  or  confidential." 

5  U.S.C.  §552  (1970). 

The  Commissioner  denied  the  appeal  on  the  additional  ground  that  "disclosure 
of  the  information  requested  would  violate  the  right  of  personal  privacy  of  the 
affected  individuals,  5  U.S.C.  552(b)(6)  .  .  ."  and  cited  the  case  of  Getman 
v.  N.L.R.B.,  146  U.S.  App.  D.C.  209,  450  F.2d  670,  674  (1971),  wherein  the  Court 
stated  that  it  is  necessary  "to  balance  the  right  of  privacy  of  affected  individuals 
against  the  right  of  the  public  to  be  informed."  Again  plaintiff  appealed  to  the 
Commissioner,  reiterating  that  he  was  seeking  only  the  names  and  addresses 
which  appear  on  the  declarations,  and  requesting  the  Commissioner  to  recon- 
sider his  earlier  denial  in  light  of  relevant  judicial  decisions  handed  down  sub- 
sequent to  the  Commissioner's  initial  denal.  Ths  request  was  dened  on  the  basis 
that  the  "information  is  confidential  and  exempt  from  disclosure  under  the 
provisions  of  5  U.S.C.  552(b)  (6)."  No  mention  is  made  in  this  letter  of  any 
denial  under  5  U.S.C.  §  552(b)  (4).  Shortly  thereafter  the  present  action  was 
filed. 

III. 

[1]  With  respect  to  Exemption  (4)  it  appears'  to  this  Court  that  much  of  the 
information  required  by  the  Government,  and  recorded  on  the  Customs  Declara- 
tion form  is  confidential  information  that  would  not  customarily  be  dis< 
to  the  public  by  the  person  from  whom  it  was  obtained  and  also  that  publi  ■  dis- 
closure of  the  information  poses  the  likelihood  of  harm  to  legitimate  private 
interests.  Disclosure  of  such  information  is  excluded  by  Exemption  (4).  Cf. 
National  Parks  and  Conservation  Ass'n  v.  Morton,  D.S.Cir.,  49S  F.2d  765  (1974). 
However,  bare  disclosure  of  the  names  and  addresses  of  the  passengers  is  not 
precluded  by  Exemption  (4)  and  might  be  disclosed  unless  nondisclosure  is  re- 
quired  by  Exemption  (6). 
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IV. 

[2]  Any  holding  thai  Exemption  (6)  is  applicable  to  certain  documents  must 
be  predicated  on  a  finding  that  the  subject  document!  are  either  "personnel", 
"medical"  <>r  "similar  tiles"  within  the  meaning  of  that  Exemption.  There  Is  no 

contention  that  the  documents  plaintiff  seeks  in  this  case  are  "personnel"  or 
"medical"  files.  On  the  question  Of  what  the  term  "similar  tiles"  means,  the  Court 
in  Getman  said  : 

"Both  the  House  and  Senate  reports  on  the  hill  which  became  the  Freedom 

of  Information  Act  indicate  that  the  real  thrust  of  Exemption  (6)  Is  to  guard 
against  unnecessary  disclosure  of  files  of  such  agencies  as  the  Veterans  Admin* 

Istration  or  the  Welfare  Department  or  Selective  Service  or  Bureau  of  Prisons, 
which  would  contain  'intimate  details'  of  a  'highly  personal'  nature."  (footnotes 
omitted)  (emphasis  supplied).  4.r>0  F.2d  at  i'<~~>.  Sec  also.  Rohles  v.  Environ- 
mental Protection  Agency,  4  Cir..  484  F.L'd  843,  846  I  1978). 

Although  no  promise  of  confidentiality  was  made  at  the  time  the  information 
to  complete  Form  6059-B  was  obtained,  the  individuals  entering  the  country 
required  by  law  to  divulge  information  that  they  would  not  otherwise 
disseminate  for  general  and  puhlic  use.  This  information  concerns  their  names, 
ages,  citizenship,  residency,  permanent  addresses,  addresses  while  in  the  United 
3,  the  names  and  relationship  of  family  members,  personal  finances,  when 
and  where  their  visas  were  issued,  and  all  acquisitions  while  abroad,  including 
the  price  thereof.  This  Court  is  of  the  opinion,  and  finds,  that  the  Custom  Declara- 
tion Form  00.">f)-B.  when  completed  with  the  ahove-mentioned  information,  con- 
tains "intimate  details''  of  a  "highly  personal''  nature  and  are  ''similar  files" 
within  the  meaning  of  Exemption   (6). 

V. 

[3.  4]  Even  though  the  documents  in  Question  are  "similar  files"  within  the 
meaning  of  Exemption  (6),  they  are  still  producible  unless  their  disclosure 
would  constitute  a  "clearly  unwarranted  invasion  of  personal  privacy."  The 
Court  of  Appeals  in  Getman  stated  that  the  ".  .  .  statutory  language  'clearly 
unwarranted'  instructs  the  court  to  tilt  the  balance  in  favor  of  disclosure."'  450 
F.2d  at  674.  The  Court  of  Appeals  also  teaches  in  Getman  that  Exemption  (C>) 
is  unique  among  the  nine  exemptions  enumerated  in  §  552(b)  in  two  major 
respects.  First,  it  calls  for  the  Court  to  exercise  its  discretion  by  balancing  the 
interests  of  the  parties,  i.  e.  the  right  of  the  puhlic  to  have  access  to  govern- 
mental information  against  the  right  of  personal  privacy  of  affected  individuals. 
450  F.2d  at  G74.  The  Court  stated  in  footnote  10: 

'"Any  discretionary  balancing  of  competing  interests  will  necessarily  he  incon- 
sistent with  the  purpose  of  the  Act  to  give  agencies,  and  courts  as  well,  definitive 
guidelines  in  setting  information  policies  .  .  .  But  Exemption  ((V).  by  its  explicit 
language,  calls  for  such  balancing  and  must  therefore  be  viewed  as  an  exception 
to  the  general  thrust  of  the  Act.  S.Rep.,  at  9,  explains  : 

'The  phrase  "clearly  unwarranted  invasion  of  personal  privacy"   enun- 
ciates a  policy  that  will  involve  a  balancing  of  interests  between  the  pro- 
tection of  an  individual's  private  affairs  from  unnecessary  public  scrutiny, 
and  the  preservation  of  the  public's  right  to  governmental  information.  The 
application  of  this  policy  should  lend  itself  particularly  to  those  Govern- 
ment agencies  where  persons  are  required  to  submit  vast  amounts  of  per- 
sonal data  usually  for  limited  purposes.  *  *  *' 
We  note  in  passing  that  no  other  exemption  specifically  requires  balancing. 
In  view  of  the  Act's  basic  purpose  to  limit  discretion  and  encourage  disclosure, 
we  believe  that  Exemption  (6)  should  be  treated  as  unique,  and  that  equitable 
discretion  should  not  be  imported  into  anv  of  the  other  exemptions  .  .  .'"  450 
F.2d  at  674  n.  10. 

Second,  the  Getman  Court  recognized  that  Exemption  (0)  is  also  unique  in 
that  the  reasons  of  a  plaintiff  for  requesting  access  to  documents  are  relevant 
to  the  balancing  process  and  must  be  taken  into  account.  Tt  stated  : 

"Although  one  of  the  purposes  of  the  19C>7  Freedom  of  Information  Act  was 
to  limit  agency  discretion  not  to  disclose  by  abandoning  the  forme**  ground  rule 
that  a  person  requesting  information  show  he  was  'properly  and  directly  con- 
cerned.' and  by  instead  warranting  disclosure  to  'any  person.'  we  find  that  this 
purpose  is  in  unavoidable  conflict  with  the  explicit  balancing  requirement  of 


1419 

Exemption  (6)  ....  Since  Exemption  (6)  necessarily  requires  the  court  to  bal- 
ance a  public  interest  purpfj.se  for  disclosure  of  personal  information  against  the 
potential  invasion  of  individual  privacy,  a  court's  decision  to  grant  disclosure 
under  Exemption  (6)  carries  with  it  an  implicit  limitation  that  the  information, 
once  disclosed,  be  used  only  by  the  requesting  party  and  for  the  public  interest 
purpose  upon  which  the  balancing  was  based  .  .  .  ."  (emphasis  supplied).  450 
F.2d  at  G77  n.  24. 

In  the  very  recent  case  of  Rural  Housing  Alliance  v.  U.S.  Department  of 
Agriculture  et  al.,  D.C.Cir.,  498  F.2d  73,  77  <  1974),  the  Court  of  Appeals  stated  : 
",  .  .  that  in  balancing  interests  the  court  should  first  determine  if  disclosure 
would  constitute  an  invasion  of  privacy,  and  how  severe  an  invasion.  Second,  the 
court  should  weigh  the  public  interest  purpose  of  those  seeking  disclosure,  and 
whether  other  sources  of  information  might  suffice." 

In  the  first  prayer  of  the  complaint  and  in  his  motion  for  summary  judgment, 
plaintiff  asks  the  Court  to  rule  that  the  Customs  Declaration  form-  be  made 
available  to  him.  He  has  also  presented  to  the  Court  a  form  of  order  and  judg- 
ment that  is  not  limited  to  the  disclosure  of  the  names  and  a<  of  the 
passengers  but  would  also  make  available  to  him  the  complete  Customs  Declara- 
tion forms.  This  Court  has  concluded  from  the  submissions  of  the  parties  that  the 
disclosure  of  the  highly  personal  and  intimate  details  contained  on  the  com- 
pleted Customs  Declaration  forms  for  the  purpose  alleged  by  the  plaintiff  is 
totally  unnecessary  and  would  constitute  a  clearly  unwarranted  invasion  of 
personal  property.  Having  so  concluded,  the  Court  must  now  consider  whether, 
under  the  circumstances  of  this  case,  the  disclosure  of  the  names  and  add] 
only  is  foreclosed  by  Exemption  (6). 

In  his  appeal  to  the  Commissioner,  Bureau  of  Customs,  dated  August  7.  1973, 
plaintiff,  through  counsel,  emphasized  ".  .  .  that  the  only  information  we  want 
is  the  name  and  address  of  the  passenger;  we  have  no  interest  in  obtaining 
any  financial  or  commercial  information." 

The  Getman  Court,  in  ruling  on  the  producibility  of  the  Excelsior  lists 
(names  of  persons  eligible  to  vote  in  a  representation  dispute),  stated  ".  .  . 
in  themselves  a  bare  name  and  address  give  no  information  about  an  indi- 
vidual which  is  embarrassing"  ;  and,  after  considering  the  purpose  for  which 
plaintiffs  sought  the  lists,  found  that  ".  .  .  while  recognizing  that  such  dis- 
closure does  involve  some  invasion  of  privacy,  .  .  .  the  invasion  itself  is  to  a 
very  minimal  degree."  450  F.2d  at  675. 

As  distinguished  from  the  finding  of  the  Court  of  Appeals  in  Getman,  this 
Court  finds  that  the  disclosure  of  the  bare  names  and  addresses  sought  herein 
by  plaintiff  will  reveal  that  an  individual  was  outside  of  the  United  States  prior 
to  a  given  date;  the  date  of  his  return  or  initial  entry  to  the  United  States; 
the  general  area  of  the  world  in  which  he  had  traveled:  and  the  general  area 
from  which  he  came  to  the  United  State-.  Such  information  is  confiden- 
tial: may  be  embarrassing;  and  its  disclosure  would  constitute  a  substantial 
invasion  of  privacy. 

In  the  balancing  process  required  by  Exemption  (6).  the  Court  must  consider 
also  the  reasons  of  the  plaintiff  for  seeking  access  to  the  documents  and  weigh 
his  public  interest  purpose.  In  his  complaint  plaintiff  alleges  That  he  ".  .  .  . 
%H  seeking  the  names  and  addresses  appearing  on  the  Customs  Declarations 
...  in  order  to  fulfill  his  obligations  as  representative  of  the  class  of  all 
passengers  who  were  charged  unlawful  fares  pursuant  to  the  violations  of 
law  alleged  in  ..."  a  certain  class  action.  It  so  happens,  however,  that  this 
action  is  pending  in  the  United  States  Court  of  Appeals.  D.C.  Circuit,  on  appeal 
from  a  judgment  of  the  United  States  District  Court  dismissing  the  complaint. 
Assuming  that  the  search  for  members  of  the  class  in  a  private  lawsuit  of  tbis 
nature  serves  a  public  interest,  if  the  Court  of  Appeals  affirms  the  District 
Court's  dismissal  of  the  class  action,  plaintiff  will  have  no  reason  to  obtain 
the  names  and  addresses  of  the  passengers  and  no  public  in'  will 

then  be  served  by  such  disclosure.  On  the  other  hand,  if  the  Court  of  Appeals 
reverses  the  District  Court  and  reinstates  the  Complaint,  the  plaintiff  will  have 
available  to  him  other  sources  of  obtaining  the  desired  information.  For  exam- 
ple, he  may.  by  use  of  the  discovery  rules  of  the  Federal  Rules  of  Civil  Pro- 
cedure, require  the  defendants  to  produce  the  names  and  addresses.  Plaintiffs 
recognizes  the  availability  of  other  sufficient  sources  of  information.  In  foot- 
note 5  of  his  Reply  to  Defendants'  Motion  To  Dismiss  Or  In  The  Alternative 
For  Summary  Judgment,  he  states : 
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"In  fact,  BOme  of  the  information  contained  on  the  Customs  Declaration  is 
available  elsewhere,  civil  Aeronautics  Board  Regulations  require  the  airlines 
to  maintain  ticket  coupons  anil  reservation  records.  1-1  C.Kit.  1 249.18,  lines 
151(a)  A:  301.  From  these  can  be  obtained  the  passenger's  name,  home  and/or 
business  telephone  number,  flight  number  and  date,  and  often  the  passenger's 
address.  Airlines  also  maintain  flight  manifests  which  contain  the  passenger's 
name  and  information  about  the  flight.  Finally,  for  those  passengers  who  utilize 
credit  cards,  the  receipt  retained  by  the  airline  shows  the  passenger's  name, 
information  ahout  the  llight  and  the  credit  eard  number." 

Attached  to  the  above-mentioned  Reply  is  the  affidavit  of  plaintiff's  counsel  in 
which  he  states  under  oath  that  he  has  had  Lengthy  discussions  with  counsel 
for  Pan  American,  et  al.  in  the  above  action  and,  as  a  result  of  those  discus- 
sions and  his  own  research,  he  has  determined  the  availability  of  those  other 
sources  of  information.  In  Rural  Housing  Alliance,  supra,  the  Court  of  Appeals 
directs  that  in  balancing  interests  ".  .  .  the  Court  should  weigh  the  public  in- 
terest purpose  of  those  seeking  disclosure,  and  whether  other  sources  of  infor- 
mation may  suffice."  (Emphasis  supplied). 

In  sum.  this  Court  finds  that  disclosure  of  the  names  and  addresses  appear- 
ing on  the  Customs  Declaration  forms  would  constitute  a  substantial  invasion 
of  privacy:  that  such  disclosure  is  unnecessary  in  this  case;  that  protection 
of  the  individual  from  the  potential  invasion  of  privacy  outweighs  the  public 
interest  purpose  for  disclosure.  Therefore,  disclosure  would  constitute  a  "clearly 
unwarranted  invasion  of  personal  privacy." 

Plaintiffs  motion  for  summary  judgment  will  be  denied.  Defendant's  alter- 
native motion  for  summary  judgment  will  be  granted. 


Wine  Hobby  USA,  Inc.  v.  United  States  Internal  Revenue  Service 
Appeal  of  United  States  Bureau  of  Alcohol,  Tobacco  and  Firearms. 

No.  73-2072 
United    States    Court   of   Appeals,    Third    Circuit 
Submitted  May  30,  1974 — Decided  August  19,  1974 

Distributor  of  amateur  wine-making  equipment  brought  action  under  Free- 
dom of  Information  Act  to  obtain  names  and  addresses  of  persons  filing  form 
with  Bureau  of  Alcohol,  Tobacco  and  Firearms  for  purpose  of  being  permitted  to 
produce  wine  for  use  of  their  families  without  payment  of  tax.  The  United  States 
District  Court  for  the  Eastern  District  of  Pennsylvania,  E.  Mac  Troutman,  J.,  363 
F.  Supp.  231  ordered  that  names  and  addresses  be  disclosed,  and  Government  ap- 
pealed. The  Court  of  Appeals,  Rosenn,  Circuit  Judge,  held  that  information  sought 
wns  within  exemption  for  "personnel  and  medical  files  and  similar  files  the  dis- 
closure of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy." 

Judgment  reversed. 

1.  Records  C=>  14 

Purpose  of  Freedom  of  Information  Act  is  to  provide  necessary  machinery  to 
assure  the  availability  of  government  information  necessary  to  an  informed  elec- 
torate by  permitting  access  to  official  information  shielded  unnecessarily  from 
public  view  and  attempting  to  create  judicially  enforceable  pubMc  right  to  secure 
such  information  from  possibly  unwilling  official  hands.  5  U.S.C.A.  §  552. 

2.  Records  C=>  14 

Information,  which,  for  advertising  purposes,  was  sought  pursuant  to  Freedom 
of  Information  Act  by  distributor  of  amateur  wine-making  equipment  and  which 
consisted  of  names  and  addresses  of  persons  filing  form  with  Bureau  of  Alcohol, 
Tobacco  and  Firearms  for  purpose  of  being  permitted  to  produce  wine  for  use 
of  their  families  without  payment  of  tax,  was  within  exemption  for  "personnel 
and  medical  files  and  similar  files  the  disclosure  of  which  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy."  5  U.S.C.A.   §§552,  552(a) 
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(3),  (b)(6);  26U.S.C.A.  (I.R.C.  1954)  §§5041(a,  d),  5042(a)(2),  5043  (a,  b), 
5661(a),  5687;  Federal  Alcohol  Administration  Act,  §§  3(b)(1),  7,  27  U.S.C.A. 
§§  203(b)(1),  207. 

3.  Records  <§=>  14 

Use  of  word  "similar"  within  Freedom  of  Information  Act  exemption  for  "per- 
sonnel and  medical  files  and  similar  files  the  disclosure  of  which  would  constitute 
a  clearly  unwarranted  invasion  of  personal  privacy"  was  not  intended  to  narrow 
the  exemption  from  disclosure  and  permit  release  of  files  which  would  other- 
wise be  exempt  because  of  resultant  invasion  of  privacy.  5  U.S.C.A.  §§  552,  552 
(b)(6). 

4.  Records  C^>  14 

In  determining  whether  information  sought  is  within  Freedom  of  Information 
Act  exemption  for  "personnel  and  medical  files  and  similar  files  the  disclosure 
of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy," 
public  interest  purpose  for  disclosure  of  personal  information  must  be  balanced 
against  potential  invasion  of  individual  privacy.  5  U.S.C.A.  §  552(b)  (6). 

5.  Records  C^>  14 

Disclosure  of  facts  concerning  family  status  of  person,  including  fact  that  he 
is  not  living  alone  and  that  he  exercises  family  control  or  responsibility  in  the 
household,  constitutes  an  "invasion  of  personal  privacy"  within  Freedom  of  In- 
formation Act  exemption  for  "personnel  and  medical  files  and  similar  files  the 
disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy."  5  U.S.C.A.  §  552(b)  (6). 

Irving  Jaffe,  Acting  Asst.  Atty.  Gen.,  Robert  E.  J.  Curran,  U.S.  Atty.,  David 
M.  Cohen,  Meyer  Rothwacks,  Scott  P.  Crampton,  Appellate  Section,  Tax  Div., 
U.S.  Dept.  of  Justice,  Washington,  D.C.,  for  appellant. 

James  G.  Watt,  Butz,  Hudders  &  Tallman,  Allentown,  Pa.,  for  appellee. 

Before  Kalodnee,  Rosexn  and  Hunter,  Circuit  Judges. 

opinion  of  the  court 

Rosenn,  Circuit  Judge. 

This  appeal  requires  us  to  consider  the  "invasion  of  privacy"  exemption  to  the 
Freedom  of  Information  Act,  5  U.S.C.  §  552.  Plaintiff,  Wine  Hobby  USA,  Inc. 
(Wine  Hobby),  a  Pennsylvania  corporation,  brought  suit  to  obtain  the  names 
and  addresses  of  all  persons  who  have  registered  with  the  United  States  Bureau 
of  Alcohol,  Tobacco  and  Firearms  to  produce  wine  for  family  use  in  the  Mid- 
Atlantic  region.1  The  district  court  ordered  that  the  names  and  addresses  be  dis- 
closed.2 The  Government  appeals,  contending 

(1)  that  the  material  sought  is  exempt  from  compulsory  disclosure  under 
Exemption  (6)  to  the  Act,  §  552(b)  (6),  which  excludes  from  the  Act's  coverage 
"personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would  con- 
stitute a  clearly  unwarranted  invasion  of  personal  privacy,"  and 

(2)  alternatively,  that  the  district  court  possesses  equitable  jurisdiction  to 
decline  to  order  disclosure  in  the  circumstances  of  this  case. 

Under  the  Internal  Revenue  Code  and  the  Federal  Alcohol  Administration 
Act,  persons  who  produce  wine  are  subject  to  certain  permit,  bonding,  and  tax  re- 
quirements.3 Criminal  penalties  are  provided  for  noncompliance.4  An  exception 
to  these  requirements  is  provided  by  statute  in  the  case  of  a  "duly  registered 
head  of  any  family"  who  produces  "for  family  use  and  not  for  sale  an  amount  of 
wine  not  exceeding  200  gallons  per  annum."  ' 

Pursuant  to  regulations,*  registration  under  the  stautory  exception  is  effected 


1  The  parties  have  stipulated  in  the  district  court  that  Wine  Hobby  has  exhausted  its 
administrative  remedies. 

2  The  district  court's  opinion  is  rppnrted  at  363  F.  Supp.  231  (E.D.Pa.  1073).  The  court 
stayed  its  disclosure  order  pending  this  appeal. 

8  26  U.S.C.  §5  5041  (a),  fd)  ;  5043  (a),  (b)  :  27  U.S.C.  §  203(b)  (1). 

*  26  U.S.C.  §§  5661  fa).  56S7  ;  27  U.S.C.  §  207. 

6  26  U.S.C  §  5042(a)(2). 

8  26  C.F.R.  §§  240.540-543.  The  regulations  provide  that  an  individual  is  deemed  to  be 
the  head  of  a  family  "only  if  he  exprcisps  family  control  or  responsibility  over  one  or 
more  individuals  closely  connected  with  him  by  blood  relationship,  relationship  bv  mar- 
riage, or  by  adoption,  and  who  arp  living  with  him  in  one  household."  The  exemption  does 
not  apply  to.  inter  alia,  "wine  produced  by  a  single  pprson  unlpss  hp  is  the  head  of  a 
family"  or  "wine  produced  by  a  married  man  living  apart  from  his  familv." 
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by  filing  Form  1641  with  the  Bureau  of  Alcohol.  Tobacco  and  Firearms.  I'pon 
determination  thai  the  person  Is  qualified,  Form  l.Tli  [a  stamped,  one  copy  la  re- 
turned  to  the  registrant  and  the  remaining  ropy  la  placed  In  the  Bureau's  files. 

Records  of  the  Bureau  Indicate  that  In  fiscal  year  1P7:'>.  54,756  Forms  1541  were 
ary  1974,  41,585  Forms  1541  were  on  file,  Including  4,000  In  the  Mid-Atlantic 
region. 

Wine  Hobby  Is  engaged  In  the  business  of  selling  and  distributing  amateur 
winemaking  equipment  and  supplies  to  amateur  winemakers  through  franchises, 
wholly  owned  retail  stores,  and  by  mail  order.  Wine  Hobby  has  stipulated  in  the 
district  court  that  its  purpose  in  obtaining  the  names  and  addresses  of  the 
Form  Mil  registrants  is  "to  enable  plaintiff  to  forward  catalogues  and  other 
announcements  to  these  persons  regarding  equipment  and  supplies  that  the  plain- 
tiff offers  for  sale."7 

fl]  We  begin  with  the  reeogniton  that,  the  Freedom  of  Information  Act. 
enacted  to  remedy  the  inadequacies  of  its  predecessor,  section  3  of  the  Admin- 
Istrative  Procedure  Act,  5  U.S.C.  §  1002  (1964)  : 

is  broadly  conceived.  It  seeks  to  permit  access  to  official  information  long 

shielded  unnecessarily  from  public  view  and  attempts  to  create  a  judicially 

enforceable  public  right  to  secure  such  information  from  possibly  unwilling 

official  hands. 

Environmental   Protection  Agency  v.   Mink,  410  U.S.  73,  80,  93  S.Ct.  827,  35 

L.Ed. 2d  110  (1973).  The  Act  was  intended  to  provide  "the  necessary  machinery 

to  assure  the  availability  of  Government  information  necessary  to  an  informed 

electorate.**8  An   integral   part  of  the  Act,   however,  is  the  nine  enumerated 

exceptions.  As  the  Senate  Committee  pointed  out  in  its  report : 

At  the  same  time  that  a  broad  philosophy  of  "freedom  of  information" 
is  enacted  into  law,  if  is  necessary  to  protect  certain  equally  important  rights 
of  privacy  with  respect  to  certain  information  in  Government  files,  such  as 
medical  and  personnel  records.  It  is  also  necessary  for  the  very  operation 
of  our  Government  to  allow  it  to  keep  confidential  certain  material,  such 
as  the  investigatory  files  of  the  Fedreal  Bureau  of  Investigation. 
Senate  Report  No.  813,  89th  Cong.,  1st  Sess.  3  (1965)    (hereinafter  "S.  Rep."). 

[21  The  Government  relies  on  Exemption  (6)  as  the  basis  for  refusing  to 
supply  the  information  requested  by  Wine  Hobby.  The  district  court  reluctantly 
concluded  that  despite  the  potential  for  abuse,  the  names  and  addresses  sought 
here  were  not  subject  to  this  exemption  as  an  invasion  of  privacy.  The  court 
also  held  that  it  had  no  power  to  exercise  its  equitable  discretion  to  withhold 
and  no  alternative  but  to  grant  the  request.  We  hold  that  the  names  and  addresses 
sought  are  within  the  exemption  and  we  therefore  reverse. 

To  qualify  under  Exemption  (6),  the  requested  information  must  consist  of 
"personnel,  medical  or  similar  files,"  and  the  disclosure  of  the  material  must 
constitute  a  "clealy  unwarranted  invasion  of  personal  privacy." 

We  believe  that  the  list  of  names  and  addresses  is  a  "file"  within  the  meaning 
of  Exemption  (6).  A  broad  interpretation  of  the  statutory  term  to  include  names 
and  addresses  is  necessary  to  avoid  a  denial  of  statutory  protection  in  a  case 
where  release  of  requested  materials  would  result  in  a  clearly  unwarranted 
invasion  of  personal  privacy.  Since  the  thrust  of  the  exemption  is  to  avoid 
unwarranted  invasions  of  privacy,  the  term  "files"  should  not  be  given  an  inter- 
pretation that  would  often  preclude  inquiry  into  this  more  crucial  question.0 

[3]  Furthermore,  we  believe  the  list  of  names  and  addresses  is  a  file  "similar" 
to  the  personnel  and  medical  files  specifically  referred  to  in  the  exemption.  The 
common  denominator  in  "personnel  and  medical  and  similar  files"  is  the  personal 
quality  of  information  in  the  file,  the  disclosure  of  which  may  constitute  a 
clealy  unwarranted  invasion  of  personal  privacy.  We  do  not  believe  that  the 
use  of  the  term  "similar"  was  intended  to  narrow  the  exemption  from  disclosure 
and  permit  the  release  of  files  which  would  otherwise  be  exempt  because  of  the 
resultant  invasion  of  privacy. 


'  Wine  Hobby  has  declined  to  participate  in  this  appeal,  either  in  filing  briefs  or 
participating  in  oral  argument. 

8  H.  Pep.  No.  1407.  SOth  Cone.  2d  Sess.  (1000).  reproduced,  1000  U.S.  Code.  Cong,  ft 
Admin.  News.  pp.  2418-2420  (hereinafter  "IT.  Rep."). 

9  For  example,  were  purchasers  of  contraceptives  required  to  register  with  the  Govern- 
ment, and  were  a  plaintiff  to  request  disclosure  of  the  names  and  addresses  of  such 
registrants,  a  narrow  construction  of  "files"  would  require  discloure  by  preventing 
Inquiry  into  the  invasion  of  privacy  which  would  result  from  disclosure. 


We  now  turn  to  the  Government's  contention  that  disclosure  of  th"  names 
and  addreses  to  Wine  Hobby  would  result  in  a  "clearly  unwarranted  invasion 
of  personal  privacy."  Because  of  an  apparent  conflict  in  the  circuits,1*  we  must 
first  consider  whether  the  statutory  language,  which  clearly  demands  an 
examination  of  the  invasion  of  privacy,  also  requires  inquiry  into  the  interest 
in  disclosure. 

[4]  Our  examination  of  the  statute  and  its  legislative  history  leads  us  to 
conclude,  in  the  language  of  the  District  of  Columbia  Circuit,  that  "Exemption 
(6)  necessarily  requires  the  court  to  balance  a  public  interest  purpose  for 
disclosure  of  personal  information  against  the  potential  invasion  of  individual 
privacy."  Getman  v.  N.L.R.B.,  450  F.2d  at  677  n.  24  (1971).11  On  its  face,  the 
statute,  by  the  use  of  term  "unwarranted,"  compels  a  balancing  of  interest.  The 
interpretation,  moreover,  is  supported  by  the  legislative  history." 

We  disagree  with  the  view  of  the  Fourth  Circuit  that  the  language  of  §  552 
(a)  (3)  precludes  a  balancing  of  interests  to  determine  the  application  of  Exemp- 
tion (6).M  That  paragraph  which  amended  a  provision  of  section  3  of  the  Ad- 
ministrative Procedure  Act  which  required  that  the  plaintiff  be  "properly  and 
directly  concerned,"  authorizes  release  of  information  to  "any  person."  The 
Fourth  Circuit  apparently  construed  the  amendment  to  prevent  an  inquiry  into 
the  purpose  asserted  by  an  individual  plaintiff.  Significantly,  however,  the  para- 
graph applies  only  to  matters  not  within  any  of  the  exemptions  enumerated  in 
§  552(b).  Thus  it  is  only  non-exempt  material  that  must  be  made  available  to 
"any  person."  u  We  see  nothing  in  §  552(a)  (3)  therefore  that  precludes  balanc- 
ing to  determine  whether  particular  information  is  within  a  statutory  exemption. 

[5]  To  apply  the  balancing  test  to  the  facts  of  this  case  we  must  determine 
whether  release  of  the  names  and  addresses  would  constitute  an  invasion  of  per- 
sonal privacy  and,  if  so,  balance  the  seriousness  of  that  invasion  with  the  purpose 
asserted  for  release.  Getman  v.  N.L.R.B.,  supra.  Turning  to  the  first  considera- 
tion, we  conclude  that  disclosure  would  involve  an  invasion  of  privacy.  As  the 
Government  points  out  in  its  brief,  there  are  few  things  which  pertain  to  an  in- 
dividual in  which  his  privacy  has  traditionally  been  more  respected  than  his  own 
home.  Mr.  Chief  Justice  Burger  recently  stated  : 

The  ancient  concept  that  "a  man's  home  is  his  castle"  into  which  "not  even 
the  king  may  enter"  has  lost  none  of  its  vitality. . . . 

Rowan  v.  United  States  Post  Office  Dept,,  397  U.S.  728,  737,  90  S.Ct.  14S4,  1491, 
25  L.Ed. 2d  736  (1970).  Disclosure  of  the  requested  lists  would  involve  a  release 
of  each  registrant's  home  address,  information  that  the  individual  may  fervently 
wish  to  remain  confidential  or  only  selectively  released.15  One  consequence  of  this 


10  Compare  Getman  v.  N.L.R.B..  146  U.S.  App.  D.C.  209,  450  F.2d  070  (1971).  and 
Rose  v.  Dept.  of  the  Air  Force,  495  F.2d  261  (2d  Cir.,  1974),  with  Robles  v.  Environmen- 
tal Protection  Agency,  484  F.2d  843  (4th  Cir.  1973).  See  also  Note,  Invasion  of  Privacy 
and  the  Freedom  of  Information  Act :  Getman  v.  N.L.R.B.,  40  Geo.  Wash.  L.  Rev.  527 
(1972). 

11  In  Getman,  the  court  considered  the  application  of  Exemption  (6)  to  a  request  by  two 
labor  law  professors  for  the  lists  of  names  and  home  addresses  of  employees  eligible  to 
vote  in  representation  elections.  The  professors  were  engaged  in  a  study  of  N.L.R.B.  repre- 
sentation election  rules  and  intended  to  use  the  employee  lists  to  facilitate  the  scheduling 
of  interviews  with  affected  employees.  The  court  held  the  employee  lists  disclosable, 
finding  that  disclosure  for  the  purpose  of  the  professors'  study  was  "if  anything  .  .  . 
clearly  warranted/' 

12  The  Senate  Report  provides  (at  9)  : 

The  pbrase  "clearly  unwarranted  invasion  of  personal  privacy"  enunciates  a  policy 
that  will  involve  a  balancing  of  interests  between  the  protection  of  an  individual's  private 
affairs  from  unnecessary  public  scrutiny,  and  the  preservation  of  the  public's  risrht  to 
governmental  information.  The  application  of  this  policy  should  lend  itself  particularly  to 
those  Government  agencies  where  persons  are  required  to  submit  vast  amounts  of  personal 
data  usually  for  limited  purposes.   .   .   .    [Emphasis  supplied.] 

"Robles  v.  Environmental  Protection  Agency.  484  F.  2d  843    (4th  Cir.   1973). 
In  Roblrs.  plaintiffs  sought  the  names  and  addresses  of  persons  who  occupied  buildings 
which    had    been    monitored    by    the    E.P.A.    for    radiation    levels    and    possible    radioactive 
emissions.  The  court  held  Exemption    (0)   inapplicable  and  ordered  disclosure. 
14  The  Senate  Report  provides  (at  5-6)  : 

|"The   proposed    Act  |    eliminates    the    test   of    who    shall    have    the    right    to    different 

information.  For  the  great  majority  of  different  records,  the  public  as  a   wholo  has  a 

right  to  know  what  its  Government  is  doing.  There  is.  of  course,   a   certain  need   for 

confidentiality   in    some   aspects   of   Government   operations   and    these   are   protected 

specifically ;    hut    outside    these    limited    area*,    all    citizens    have    a    right    to    knoir. 

TEmphas's  supplied.  1 

';That   society   recognizes   the    individual's   interest   in   keeping  his   address   private   is 

indicated  in  such  practices  as  non-listing  of  telephone  numbers  and  the  renting  of  post 

office  boxes. 
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disclosure  is  that  a  registrant  will  he  subjected  to  unsolicited  and  possibly  un- 
wanted mail  from  Wine  Hobby  and  perhaps  offensive  mail  from  others.18  More- 
over, information  concerning  personal  activities  within  the  home,  namely  wine- 
making,  is  revealed  by  disclosure.  Similarly,  dislosure  reveals  information  con- 
cerning the  family  status  of  the  registrant,  including  the  fact  that  he  is  not  Hying 
alone  and  that  he  exercises  family  control  or  responsibility  In  the  household.  Dis- 
closure of  these  facts  concerning  the  home  and  private  activities  within  it  con- 
stitutes an  "invasion  of  personal  privacy." 

We  must  now  balance  the  seriousness  of  this  invasion  of  privacy  against  the 
public  interest  purpose  asserted  by  the  plaintiff.  As  noted,  the  sole  purpose  for 
which  Wine  Hobby  has  stipulated  that  it  seeks  the  information  is  for  private 
commercial  exploitation.  Wine  Hobby  advanced  no  direct  or  indirect  public  in- 
terest purpose  in  disclosure  of  these  lists  and  indeed,  we  can  conceive  of  none." 
The  disclosure  of  names  of  potential  customers  for  commercial  business  is  wholly 
unrelated  to  the  purposes  behind  the  Freedom  of  Information  Act  and  was  never 
contemplated  by  Congress  in  enacting  the  Act.  In  light  of  this  failure  by  Wine 
Hobby  to  assert  a  public  interest  purpose  for  disclosure,  we  conclude  that  the 
invasion  of  privacy  caused  by  disclosure  would  be  "clearly  unwarranted,"  even 
thongh  the  invasion  of  privacy  in  this  case  is  not  as  serious  as  that  considered 
by  the  court  in  other  cases,  see,  e.g.,  Rose  v.  Dept.  of  the  Air  Force,  495  F.2d  2G1 
(2d  Cir.  1974 ).1S  On  balance,  therefore,  we  believe  that  the  list  of  names  and 
addresses  of  the  Form  1541  registrants  is  exempted  from  disclosure  under  §  552 
(b)  (6)  in  the  circumstances  of  this  case. 

Because  we  believe  that  the  information  requested  by  Wine  Hobby  is  exempted 
from  disclosure  under  a  specific  statutory  exemption,  we  need  not  reach  the  ques- 
tion of  whether,  were  the  material  not  specifically  exempted,  the  district  court 
possesses  equitable  jurisdiction  to  decline  to  order  disclosure. 

The  judgment  of  the  district  court  will  be  reversed. 


Wixe  Hobby,  USA,  Inc.  v.  United  States  Bureau  of  Alcohol,  Tobacco  and 

Firearms 

Civ.  A.  No.  72-1629 

T'xited  States  District  Court,  E.  D.  Pennsylvania,  September  10,  1973 

Distributor  of  wine-making  equipment  brought  action  under  Freedom  of  In- 
formation Act  to  obtain  names  and  addresses  of  persons  who,  for  purposes  of 
being  permitted  to  produce  wine  for  use  of  their  families  without  payment  of 
tax.  filed  form  in  region  of  Bureau  of  Alcohol,  Tobacco  and  Firearms.  On  par- 
ties' motions  for  summary  judgment,  the  District  Court,  Troutman,  J.,  held  that 
information  sought  was  not  subject  to  statutory  exemption  for  "personnel  and 
medical  files  and  similar  files  the  disclosure  of  which  would  constitute  a  clearly 
unwarranted  invasion  of  personal  privacy." 

Plaintiff's  motion  granted ;  defendant's  motion  denied. 

1.  Records  C=>  14 

Xeeds  of  party  seeking  relief  under  Freedom  of  Information  Act,  including 
fact  that  plaintiff  is  motivated  by  personal  economic  gain,  may  not  be  considered. 
5  U.S.C.A.  §  552. 


«  As  Chief  Justice  Bunrer  stated  in  Roican,  supra:  „.«., 

[Tlhp  right  of  every  person  "to  be  let  alone"  must  be  placed  In  the  scales  with  the  rlgnt 
of  others  to  communicate. 

In  todav's  complex  society  we  are  inescapably  cnptive  audiences  for  many  purposes, 
but  a  sufficient  measure  of*  individual  autonomy  must  survive  to  permit  every  house 
holder  to  exercise  control  over  unwanted  mail.  ...  It  places  no  strain  on  the  doctrine 
of  Judicial  not'co  to  observe  that  whether  measured  bv  pieces  or  pounds.  Everyman  s 
mail  today  is  made  up  overwhelmingly  of  material  Iip  did  not  seek  from  persons  he  does 
not  know. '.And  all  too  often  it  is  matter  he  finds  offensive. 
397  U.S    728,  73ft.  DO  S.  Ct.  14S4.  1400.  25  L.  Ed.  2d  73R  (1070). 

In  Rowan,  the  Court  upheld  the  constitutionality  of  a  statute  that  authorized  the 
Postmaster  General,  at  the  request  of  an  addressee  who  ohieced  to  advertisements  ps 
"erotirally  arousincr  or  sexually  provocative."  to  direct  a  sender  to  remove  the  addressees 
name  from  his  mailing  list. 

"Denial  of  the  lists,  moreover,  would  impose  no  pr'vate  hardship  *s  Wine  Honnv  itiflv 
accomplish  its  stated  purpose,  advertising,  through  the  ceneral  media  without  specific 
mailings. 

"The  court  in  Rose  refused  to  permit  disclosure  of  case  summaries  of  military  nonor 
code  adjudications  if  such  disclosure  would  reveal  the  identity  of  the  cadets  involved. 
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2.  Records  <&z>  14 

Unless  information  sought  under  Freedom  of  Information  Act  falls  squarely 
within  a  statutory  exemption,  request  for  information  must  be  granted,  and  court 
has  no  right  to  exercise  equitable  discretion.  5  U.S.C.A.  §  552. 

3.  Records  Q^>  14 

Access  to  material  under  Freedom  of  Information  Act  is  not  limited  to  those 
persons  with  particular  reason  for  seeking  disclosure ;  instead,  material  is  avail- 
able to  any  person.  5  U.S.C.A.  §  552. 

4.  Records  <&^>  14 

Information  sought  under  Freedom  of  Information  Act  by  corporation,  which 
was  distributor  of  wine-making  equipment,  as  to  names  and  addresses  of  persons 
who,  for  purposes  of  being  permitted  to  produce  wine  for  use  of  their  families 
without  payment  of  tax,  filed  form  in  region  of  Bureau  of  Alcohol,  Tobacco  and 
Firearms,  was  not  subject  to  statutory  exemption  for  "personnel  and  medical 
tiles  and  similar  files  the  disclosure  of  which  would  constitute  a  clearly  unwar- 
ranted invasion  of  personal  privacy."  5  U.S.C.A.  §§  552,  552(a)  (2),  (b),  (b)  (6). 

James  G.  Watt,  Allentown,  Pa.,  for  plaintiff. 

Carmen  Nasuti,  Asst.  U.  S.  Atty.,  Philadelphia  Pa.,  for  defendant. 

MEMORANDUM   AND   ORDER 

Troutman,  District  Judge. 

This  is  an  action  brought  by  the  plaintiff  under  the  Freedom  of  Information 
Act  (the  Act),  5  U.S.C.  §  552,  to  obtain  the  names  and  addresses  of  all  persons 
filing  United  States  Bureau  of  Alcohol,  Tobacco  and  Firearms  Form  1541  (regis- 
tration for  production  of  wine  for  family  use)  in  the  Mid-Atlantic  region  of  the 
United  States. 

Bureau  of  Alcohol,  Tobacco  and  Firearms  regulations  26  CFR  §  §  240,  540-543, 
provide  that  the  head  of  a  family  may,  without  payment  of  tax,  produce  200 
gallons  of  wine  a  year  for  the  use  of  his  family,  and  not  for  sale,  if  he  registers  to 
do  so  by  filing  Bureau  of  Alcohol,  Tobacco  and  Firearms  Form  1541.  (Stip.,  Par. 
3)  After  a  determination  is  made  that  the  person  is  qualified  for  an  exemption, 
Form  1541  is  stamped  and  one  copy  is  returned  to  the  registrant  and  the  re- 
maining copy  placed  in  a  file  by  the  Bureau. 

Wine  Hobby,  U.S.A.,  Inc.  is  a  Pennsylvania  corporation  with  its  principal  of- 
fice in  Allentown,  Pennsylvania.  It  is  engaged  in  the  business  of  importing  wine- 
making  equipment  and  supplies  from  abroad  as  well  as  purchasing  similar  items 
in  the  United  States  and  selling  and  distributing  such  items  through  retail  stores, 
through  franchises  and  by  mail  order  to  amateur  winemakers.  (Stip.,  Par.  2) 
In  order  to  solicit  business,  Wine  Hobby,  U.S.A.,  Inc.  mails  out  catalogs  and 
notices  of  new  items  they  offer  for  sale. 

Wine  Hobby,  U.S.A.,  Inc.  seeks  the  names  and  addresses  of  all  persons  filing 
Form  1541  in  the  Mid-Atlantic  region  of  the  Bureau  of  Alcohol,  Tobacco,  and 
Firearms  in  order  that  they  may  forwrard  catalogs  and  other  announcements  re- 
garding equipment  and  supplies  that  plaintiff  has  for  sale.  (Stip.,  Par.  4) 

The  Freedom  of  Information  Act,  5  U.S.C.  §  552,  provides  that  each  govern- 
mental agency  shall  make  available  to  the  public  the  information  therein  speci- 
fied, including  its  organizational  set-up,  the  methods  by  wiiich  it  functions,  its 
rules  and  procedure,  its  opinions,  statements  of  policy,  interpretations,  ma  minis 
and  instructions.  Significantly,  as  regards  the  above  information,  not  involved  in 
this  case,  the  act  provides,  inter  alia,  "to  the  extent  required  to  prevent  a  clearly 
unwarranted  invasion  of  personal  privacy,  an  agency  may  delete  identifying 
details  *  *  *  ".  5  U.S.C.  §  552(a)  (2). 

Section  552(b)  provides : 

"(b)  This  section  does  not  apply  to  matters  that  are — 

(1)  specifically  required  by  Executive  order  to  be  kept  secret  in  the  interest  of 
the  national  defense  or  foreign  policy ; 

(2)  related  solely  to  the  internal  personnel  rules  and  practices  of  an  agency; 

(3)  specifically  exempted  from  disclosure  by  statute : 

(4)  trade  secrets  and  commercial  or  financial  information  obtained  from  a 
person  and  privileged  or  confidential ; 
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(5)   Interagency  or  Intra-agency  memorandums  or  letters  which  would  not 

be  available  by  law  to  a  party  other  than  an  agency  In  lit Igation  with  the  agency  : 

personnel  and  medical  tiles  and  similar  tiles  the  disclosure  of  which  would 
ttnte  a  clearly  unwarranted  invasion  of  personal  privacy: 
•  Ti  Investigatory  flies  compiled  for  law  enforcement  purposes  excepl  to  the  ex- 
tent available  by  law  to  a  party  other  than  an  agency; 

contained   in  or   related  to  examination,   operating,   or  condition   reports 
red  by,  on  behalf  of,  or  for  the  use  of.  an  agency  responsible  for  the  regula- 
tion or  supervision  ^f  financial  Institutions;  or 

(9)  geological  and  geophysical  information  and  data.  Including  maps,  conoern- 

. 
The  defendant  contends  that  the  names  and  addresses  of  those  who  have  ob- 
tained a  Form  1541  are  protected  by  sub-paragraph   (0),  supra,  as  a  "clearly 
warranted  invasion  of  personal  privacy". 

At    the  very   threshold,  we  note,   as  already  indicated,  that  any  such  agency 
delete  Identifying  detail-"  under  Section  552(a)  il'i  "to  prevent  a  clearly 
unwarranted  invasion  of  personal  privacy".  Here,  however,  if  is  "identifying" 
ecifically  names  and  addresses,  which  the  plaintiff  seeks.  The  defend- 
rore,  understandably  argues  that  the  plaintiff  is  not  entitled  to  the 
information  sought  and  relies  specifically  upon  sub-section    (6),  relating  as  it 
on  of  personal  privacy". 
In  Consul  ion  of  United  States.  Inc.  v.  Veterans  Administration,  301  F. 

(S.D.N.T.    1969),   the  Court  delineated  the  purposes  of  the  Act  as 
ws  : 
"*   *   *  The  purpose  of  the  Act.  seen  in  the  statutory  language  and  the  1   gis- 
lative  history,  was  to  reverse  the  self-protective  attitude  of  the  agencies  under 
which  they  iiad  found  that  the  public  interest  required,  for  example,  that  the 
names  of  unsuccessful  contract  bidders  be  kept  from  the  public.  The  Act  made 
-urc  tiie  general  rule  and  permitted  only  information  specifically  exempted 
to  be  withheld:  it  required  the  agency  to  carry  the  burden  of  sustaining  its  de- 
cision to  withhold  information  in  a  de  novo  equity  proceeding  in  a  district  court. 
Disclosure  is  thus  the  guidiim-  star  for  this  court  in  construing  the  Act.  *  *  *" 
".•'1  F.  Supp.  at  709.800. 

Interestingly,  the  Court  further  noted  as  follows  : 

"Even  though  the  records  sought  are  not  exempt,  the  court  is  not  bound 
under  the  Act  to  automatically  order  their  disclosure.  In  exercising  the  equity 
jurisdiction  conferred  by  the  Act,  it  must,  according  to  traditional  equity  prin- 
ciples, weigh  the  effects  of  disclosure  and  non-disclosure  and  determine  the  best 
course  to  follow  at  the  present  time.  In  an  action  under  the  Freedom  of  Informa- 
tion Act.  which  shifts  the  burden  of  proof  to  the  defendant,  the  balance  of  the 
equities  is  presumptively  on  the  side  of  disclosure.  The  rule  that  will  be  followed, 
therefore,  is  this  :  where  agency  records  are  not  exempted  from  disclosure  by  the 
Freedom  of  Information  Act.  a  court  must  order  their  disclosure  unless  the  agency 
proves  that  disclosure  will  result  in  significantly  greater  harm  than  good.  Be- 
cause the  Act  was  intended  to  benefit  the  public  generally,  it  is  primarily  the 
effects  on  the  public  rather  than  on  the  person  seeking  the  records  that  must 
be  weighed."  (Emphasis  ours)  301  F.  Supp.  at  806. 

Again  refer rinsr  to  the  broad  purposes  of  the  Act.  the  Court  in  Bristol-Myers 
Company  v.  Federal  Trade  Commission  et  al.,  138  U.S.  App.  D.C.  22,  424  F.  2d 
935  H070)  said  as  follows: 

"The  legislative  history  establishes  that  the  primary  purpose  of  the  Freedom  of 
Information  Act  was  to  increase  the  citizen's  access  to  government  records.  Be- 
fore 1067.  the  Administrative  Procedure  Act  contained  a  Public  Informntion 
section  full  of  loopholes  which  allow  [ed]  agencies  to  deny  legitimate  information 
to  the  public'.  When  Congress  acted  to  close  those  loopholes,  it  clearly  intended 
to  avoid  creating  new  ones.  *  *  *" 

The  noble  purnese  of  the  Act  was  snecificallv  alluded  to  in  American  Mail  Pine, 
Ltd.  et  al.  v.  J.  W.  Gulick  et  al.,  133  U.S.  App.  D.C.  3S2,  411  F.  2d  696  (1060), 
where  the  Court  stnted  : 

"The  Freedom  of  Information  Act  was  nromulgafed  in  1066  (SO  Stat.  250) 
witli  a  stipulation  that  it  would  not  take  effect  until  July  4.  1067  (81  Stat.  54), 
and  it  is  now  codified  in  5  U.S.C.  §522  (Supp.  IIP  1065-1067).  An  exploration 
of  the  legislative  history  behind  this  enactment  reveals  that  the  premier  pur- 
pose of  1  ho  Act  was  to  elucidate  the  availability  of  Government  records  and  ac- 
tions to  the  American  citizen.  In  addition,  Congress  sought  to  eliminate  much  of 
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the  vagueness  of  the  old  law  (section  three  of  the  Administrative  Procedure  Act 
of  1946,  (50  Stat  238).  The  Senate  Report  characterized  the  purpose  of  the  Act 

as  fellows  (  S.  Rep.  No.  813  at  2-3  i  : 

"Knowledge  will  forever  govern  ignorance,  and  a  people  who  mean  to  be  their 
own  governors,  must  arm  themselves  with  the  power  kn  iwledge  gives.  A  popular 
government  without  popular  information  or  the  means  of  acquiring  it.  is  but  a 
prologue  to  a  farce  or  a  tragedy  or  perhaps  both.  With  this  noble  purpose  we 
wholheartedly  agree.  *  *  *"  (411  F.  2d  at  699.) 

More  recently,  in  Environmental  Protection  Agency  <-t  al.  v.  Mink  et  ah.  410 
U.S.  73,  93  S.  Ct.  S27,  35  L.  Ed.  2d  119  (1973),  Mr.  Justice  Douglas,  disse: 
said  as  follows : 

"*  *  *  We  should  rememher  the  words  of  Madison:  'A  popular  goven 
without  popular  information  or  the  mean--  of  acquiring  it.  is  hut  a  pr  tlogue  to  a 
farce  or  a  tragedy  or  perhaps  both.  Knowledge  will  i'<  r< 

And  a  people  who  mean  to  he  their  own  Governors,  must  arm  themselves  with 
the  power  knowledge  gives'."  410  U.S.  at  110.  93  S.  Ct.  at  847. 

[1]  In  Soucie  v.  David.  145  U.S.  App.  D.C.  144.  418  F.  2d  1007  (1971),  the 
Court,  in  con-truing  the  Act.  said  as  follows  : 

"*  *  *  The  Aet  rejects  the  usual  principle  of  deference  to  administrative  de- 
terminations by  requiring  a  trial  'de  novo'  in  the  district  court.  By  dirt 
disclosure  to  any  person,  the  Act  precludes  consideration  of  the  interest  of  the 
parti)   seeking   relief.   Most   significantly,   the  Act  expressly   limits   the  grounds 
for  non-disclosure  to  those  specified  in  the  exemption.  *  *  *"   (Emphasis  ours.) 

Thus,  we  are  precluded  from  considering  the  needs  of  the  party  seeking  ; 
The  fact  that  plaintiff  is  motivated  by  personal  economic  gain  in  the  promotion 
of  its  product  i-  red  by  the  Court  to  he  of  no  significance  and  we  are  pre- 

cluded from  its  consideration. 

Of  equal  significance  and  importance  was  the  next  succeeding  comment  of  the 
Court  as  follows  : 

"*  *  *  Through  the  general  disclosure  requirement  and  specific  exemptions. 
the  Aet  thus  strikes  a  balance  among  factors  which  would  ordinarily  be  deemed 
relevant  to  the  exercise  of  equitable  discretion,  i.e.,  the  public  interest  in  free- 
dom of  information  and  countervailing  public  and  private  interests  in  secrecy. 
Since  judicial  use  of  traditional  equitable  principles  to  prevent  disclosure  would 
upset  this  legislative  resolution  of  conflicting  interests,  we  are  persuaded  that 
Congress  did  not  intend  to  confer  on  district  courts  a  general  power  to  deny  re- 
lief on  equitable  grounds  apart  from  the  exemptions  in  the  Act  itself.  *  *  *" 
44s  F.  2d  at  1077.  (Emphasis  ours) 

Here  we  are  instructed  that  the  Act  itself  strikes  the  balancing  factors  and 
that  this  Court  is.  therefore,  precluded  from  exercising  its  historic  equitable 
power. 

In  Getman  et  al.  v.  National  Labor  Relations  Board.  146  U.S.  App.  D.C.  200. 
4o0  F.2d  670  (1971)  names  and  addresses  of  employees  eligible  to  vote  in  certain 
elections  before  the  National  Labor  Relations  Board  were  sought  by  certain 
professors  of  labor  law,  ostensibly  interested  in  studying  the  procedures  of  the 
Board  with  a  view  to  the  improvement  thereof  and,  thus,  an  improvement  in 
governmental  operations.  The  Court  stated  : 

"*  *  *  We  hold  further  that  a  District  Court  has  no  equitable  jurisdiction  to 
permit  withholding  of  information  which  does  not  fall  within  one  of  the  exemp- 
tions of  the  Act.  *  *  *"  450  F.2d  at  672. 

Considering  specifically  Exemption  (6)  with  which  we  are  here  concerned,  the 
Court  further  stated  : 

"Although  Exemption  (6)  differs  from  Exemptions  (4)  and  (7)  in  that  it 
covers  information  similar  in  some  respect  to  the  kind  being  sought  in  this  case, 
we  agree  with  the  District  Court  that  the  Board  has  not  met  the  burden  of  proof 
required  to  justify  a  refusal  to  disclose  under  tins  part  of  the  Act.  Exemption 
(6)  applies  to  'personnel  and  medical  files  and  similar  files  the  disclosure  of  which 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy'.  Assuming 
that  the  Excelsior  lists  may  be  characterized  as  'personnel  and  medical  files  and 
similar  files',  it  is  still  only  a  disclosure  constituting  a  'clearly  unwarranted  in- 
vasion of  personal  privacy'  that  falls  within  the  scope  of  Exemption  (6).  Exemp- 
tion (6)  requires  a  court  reviewing  the  matter  de  novo  to  balance  the  right  of 
privacy  of  affected  individuals  against  the  right  of  the  publie  to  be  informed: 
and  the  statutory  language  'clearly  unwarranted'  instructs  the  court  to  tilt  the 
balance  in  favor  of  disclosure. 
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•In  carrying  out  the  balancing  of  interests  required  by  Exemption  (6>,  our 
first  Inquiry  is  whether  disclosure  of  the  names  and  addresses  of  employees  con- 
stitutes an  invasion  of  privacy  and,  if  bo,  how  serious  an  Invasion.  We  find  that. 

although  a  limited  number  of  employees  will  suffer  an  Invasion  of  privacy  in 
Losing  their  anonymity  and  in  being  asked  over  the  telephone  if  they  would  be 
willing  to  be  Interviewed  in  connection  with  the  voting  study,  the  loss  of  privacy 
resulting  from  this  particular  disclosure  should  be  characterized  as  relatively 

minor.  *  *  *  The  giving  of  names  and  addresses  is  a  very  much  lower  degree  of 
disclosure;  In  themselves  a  bare  name  and  address  give  no  information  about  an 
individual  which  is  embarrassing.  In  the  conduct  of  appellees'  study,  any  dis- 
closure Of  information  more  personal  than  a  name  and  address  is  wholly  con- 
sensual and  within  the  control  of  the  employee.  *  *  *  Thus  assuming  arguendo 
that  the  disclosure  of  Excelsior  lists  constitutes  disclosure  of  a  'tile'  within  the 
meaning  of  Exemption  (0),  and  while  recognizing  that  such  disclosure  does  in- 
volve some  invasion  of  privacy,  we  lind  that  the  invasion  itself  is  to  a  very 
minimal  degree. 

"In  determining  whether  this  relatively  minor  invasion  of  privacy  is  'clearly 
unwarranted',  we  must  also  weigh  the  public  interest  purpose  of  appellees'  NLRB 
voting  study,  the  quality  of  the  study  itself,  and  the  possibility  that  appellees 
could  pursue  their  study  without  the  Excelsior  lists.  *  *  * 

..*  *  *  The  puDlic  interest  need  for  such  an  empirical  investigation  into  the 
assumptions  underlying  the  Board's  regulation  of  campaign  tactics  has  for 
some  time  been  recognized  by  labor  law  scholars.  This  particular  study  has  been 
reviewed  and  supported  by  virtually  every  major  scholar  in  the  labor  law  field. 
The  record  is  also  replete  with  testimonials  from  leading  management  and  union 
representatives  and  Government  officials.  Appellees'  research  has  also  been 
approved  by  the  prestigious  National  Science  Foundation,  which  has  awarded 
appellees  the  largest  grant  ever  made  available  for  law  related  reserch." 

Thus,  under  Exemption  (6),  the  Court  indulged  in  a  balance  of  equities,  con- 
cluding that  the  invasion  of  privacy  was  minimal. 

Turning  then  to  the  question  whether  the  courts  have  equitable  discretion  to 
permit  withholding  of  information  which  does  not  fall  within  one  of  the  specific 
exemptions,  the  Court  stated  : 

"Having  found  that  nondisclosure  of  the  Excelsior  lists  is  not  warranted  under 
Exemption  (4).  (6)  or  (7),  we  must  still  resolve  the  question  whether  t he  courts 
has  equitable  discretion  to  permit  icithholding  of  information  which  does  not 
fall  within  one  of  the  specific  exemptions  to  the  Act.  The  District  Court  in  this 
case  held  that,  [a]ssuming  that  [a  District  Court],  in  an  action  under  the 
Freedom  of  Information  Act,  may  deny  disclosure  on  grounds  other  than  those 
set  out  in  the  specific  exemptions  to  the  Act,  the  burden  of  justifying  non-dis- 
closure must  still  rest  upon  the  agency.  I  find  that  the  Board  has  not  met.  that 
burden.'  We  do  not  need  to  reach  the  balancing  issue  decided  by  the  District  Court 
because  we  agree  with  the  dicta  of  the  panel  in  Soucie  v.  David,  145  U.S.App.D.C. 
144,  448  F.2d  1067  (decided  April  13,  1971),  and  with  the  Fourth  Circuit's  decision 
in  Wollford  v.  Hardin,  444  F.2d  21  (1971),  that  a  District  Court  has  no  equitable 
jurisdiction  to  deny  disclosure  on  grounds  other  than  those  laid  out  under  one  of 
the  Act's  enumerated  exemptions."  450  F.2d  at  677  and  678.  (Emphasis  ours) 
In  support  of  its  conclusion,  the  Court  stated :  , 

"*  *  *  TIip  basic  purpose  of  the  amendment  which  has  become  popularly  known 
as  the  Freedom  of  Information  Act,  was  to  guarantee  public  access  to  Government 
information  by  converting  a  'withholding'  statute  to  a  'disclosure'  statute  and  by 
mandating  full  public  access  to  Government  information,  subject  to  a  limited 
number  of  clearly  drawn  exemptions. 

"The  question  whether  the  courts  retain  equitable  discretion  under  the  Act  is 
settled  for  us  by  the  express  language  of  the  Act,  aided  by  the  gloss  from  the 
Senate  report.  Section  552(c)  states:  'This  section  does  not  authorize  withhold- 
ing of  information  or  limit  the  availability  of  records  to  the  public,  except  as 
specifically  stated  in  this  section.  *  *  *'  "  450  F.2d  at  679. 

f2.81  Thus,  unless  the  information  falls  squarely  within  Exemption  (6),  we 
have  no  right  to  the  exercise  of  discretion  and  no  alternative  but  to  grant  the 
plaintiff's  request.  Access  to  material  under  the  Freedom  of  Information  Act  is 
not  limited  to  those  persons  with  particular  reason  for  seeking  disclosure; 
instead  material  is  available  to  "any  person".  Hawkes  v.  Internal  Revenue  Serv- 
ice. 467  F.2d  787  (6th  Cir.  1972). 

[4]  The  defendant  relies,  by  analogy,  upon  N.A.A.C.P.  v.  Alabama,  357  U.S. 
449,  78  S.Ct.  1163,  2  L.Ed.2d  1488  (195S)  holding  that  the  State  of  Alabama  could 
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iot  force  the  disclosure  of  the  names  and  addresses  of  members  of  an  organization 
ssoeiated  together  for  the  advancement  of  beliefs,  ideals  and  ideas  assured  by 
he  Due  Process  Clause  of  the  Fourteenth  Amendment  The  decision  was  squarely 
redicated  upon  the  possibility  of  economic  reprisal,  loss  of  employment,  threat 
f  physical  coercion,  and  other  manifestations  of  public  hostility  adversely 
iffeeting  the  ability  of  the  association  and  its  members  to  pursue  their  collective 
fforts.  It  clearly  has  no  application  here.  Likewise  see  Griswoid  v.  Connecticut, 
SI  U.S.  479,  85  S.Ct.  1678, 14  L.Ed.2d  510  (1965  I . 

In  Legal  Aid  Society  of  Alameda  County  et  al.  v.  Shultz,  349  F.Supp.  771. 
N.D.Cal.1972),  the  Court  specifically  directed  the  disclosure  of  "a  List  of  the 
ames  of  all  federal  nonconstruction  contractors  assigned  to  the  Department  of 
le  Treasury  for  compliance  purposes  under  Executive  Order  No.  11246  that 
re  subject  to  the  requirements  of  41  C.F.R.  §60-1.40  and  that  have  an  estab- 
shment  located  in  Alameda  County,  California".  The  Court  noted  its  lack  of 
pii  table  discretion : 

"*  *  *  it  is  now  well  settled  that  because  of  the  specific  command  of  §  552  (c), 
iscussed  above,  the  courts  have  no  discretion  to  refuse  to  order  disclosure  on 
luitable  principles.  See  Getman  v.  NLRB,  146  U.S.App.D.C.  209,  450  F.2d  670. 
P7-680  (1971)  ;  Soucie  v.  David,  145  U.S.App.D.C.  144,  448  F.2d  1067,  1076-1077 
L971)."  349F.Supp.  at  776. 

Thus,  careful  review  of  applicable  authorities  and  precedents  discloses  that 
ie  names  and  addresses  here  sought  are  not  subject  to  Exemption  (6)  as  an 
vasion  of  privacy.  This  is  not  to  suggest  that  we  agree  with  the  conclusion, 
ider  the  facts  here  involved,  or  find  that  such  result  was  in  fact  the  congres- 
rmal  intent.  Rather,  wre  think  Circuit  Judge  MacKinnon,  in  the  concurring 
union  in  Getman  v.  National  Labor  Relations  Board,  supra,  correctly  stated 
follows  : 

"The  extremely  broad  sweep  of  the  Freedom  of  Information  Act,  with  its 
rrow  exemptions,  makes  it  mandatory  in  my  opinion — if  we  are  to  follow  the 
flections  of  Congress — to  direct  the  National  Labor  Relations  Board  to  furnish 
pel  lees  with  the  names  and  addresses  of  employees  as  requested.  *  *  * 
"My  principal  concern  is  for  the  future.  We  are  here  following  the  dictates  of 
mgress  and  are  making  information  available  for  a  use  that  may  interfere 
th  the  proper  functioning  of  government.  This  use  may  have  its  beneficial  effects 
50.  but  before  the  good  is  harvested  considerable  turmoil  and  disruption  may 
suit.  And  this  decision  is  only  the  beginning.  We  may  expect  similar  wholesale 
mands  for  lists  of  name*  and  addresses  from  other  pers<>ns,  not  for  what  they 
in  disclose  about  the  functioning  of  govc?~nmcnt,  but  for  their  collateral  ability 
aid  the  person  requesting  such  information. 

=  ****** 

"It  seems  to  me  that  furnishing  bare  lists  of  names  and  addresses  of  various 

oups  of  persons  in  various  Government  files  is  not  the  sort  of  disclosure  that 

ngress  basically  had   in  mind   in  enacting  the  Freedom  of  Information  Art. 

,'t  in  my  opinion,  the  Act  as  it  presently  exists  practically  requires  the  dis- 

osurc  of  such  lists  on  demand.  <One  need  not  elaborate  on  the  various  abuses 

lit  could-  result  if  lists  of  people  as  classified  by  the  Government  for  particular 

rpr>scs  became  available  practically  on  demand  in  wholesale  lots.  If  this  .situa- 

n  is  to  be  corrected,  it  will  require  an  amendment  to  the  Act."  (Emphasis  ours) 

4)  F.2d  at  680,  681. 

vVe  agree  with  Judge  MacKinnon.  We  suggest  that  the  lanuage  used  in  Sec- 
tjn  (a)  (2),  namely. 

*  *  to  the  extent  required  to  prevent  a  clearly  unwarranted  invasion  of 

I^sonal  privacy,  an  agency  may  delete  identifying  details  when  it  makes  avail- 

e  or  publishes  an  opinion,  statement  of  policy,  interpretation,  or  staff  manual 

instruction",  indicates  a  congressional  intent  to  delete  or  eliminate  precisely 

[    "identifying  details"  here  sought  and  it  is  unfortunate  that  such  language 

not  included  in  sub-section   (b)   as  regards  exemptions,  If  such  language 

iiieates  an  intent  by  Congress  to  eliminate  precisely  what  is  occurring  here. 

i's  unfortunate  that  the  courts  have  not,  in  recognition  of  Judge  MacKinnons 

phetic  language,  given  this  Court  the  equitable  discretion  required  to  property 

1  with  the  situation.  It  must  come  as  a  surprise  to  the  head  of  a  family,  pro- 

•ing  less  than  two  hundred  gallons  of  homemade  wine  per  year  for  his  own  use. 

ail  procuring  Form  1541  as  he  is  legally  obliged  to  do,  to  find  that  his  name  has 

borne  a  part  of  a  vast  list  of  names  released  by  the  Government  for  purposes  of 

cfimercial  exploitation.  We  hasten  to  add  that  in  this  instance,  as  stated  by 

63-619—76 91 
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reputable  and  dependable  counsel  for  the  plaintiff,  (hero  La  no  reason  to  suspect 
that  the  list  will  be  Improperly  used  or  that  the  subject  will  receive  anything 
more  than  an  advertisement  in  which  indeed  he  maj  have  considerable  personal 

interest  and  for  which  he  may  he  grateful.  That  happy  circumstance  existing 
in  this  case,  under  the  facts  presented  to  us,  does  not  eliminate  the  unhappy 

situation  which  may  follow  in  the  next  instance  when  the  Government  is  thus 
forced  to  disclose  a  name  and  address.  In  reaching  our  conclusion,  we  hope  that 

the  observations  just  made  are  the  result  of  unwarranted  and  unjustified  specu- 
lation. However,  common  sense  compels  us  to  the  conclusion  reached  hy  Judge 
MacKinnon  as  regards  the  potential  ahuses  that  may  result  from  this  and  like 
decisions. 

We   will   grant   the   plaintiff's   motion   for   summary   judgment   and   deny   the 
defendant's  motion  for  summary  judgment. 


Rural   Housing   Alliance 

v. 

United  States  Department  of  Agriculture  et  al.,  appellants 

No.  73-1771 

United  States  Court  of  Appeals,  District  of  Columbia  Circuit 

Argued  December  5,  1973 — Decided  June  3,  1974 
Rehearing  Denied  July  3,  1974 — Rehearing  Denied  September  24,  1974.  See  502 

F.2d  1179 

Action  by  private  organization  to  obtain  disclosure  of  report  of  investiga- 
tion hy  Department  of  Agriculture  of  governmental  housing  discrimination.  The 
Tinted  States  District  Court  for  the  District  of  Columbia,  John  Lewis  Smith, 
Jr.,  J.,  granted  plaintiff's  motion  for  summary  judgment  and  the  Secretary  of 
Agriculture  appealed.  The  Court  of  Appeals,  YVilkey,  Circuit  Judge,  remanded 
case  for  determination  of  factual  issues  as  to  whether  report  involved  sufficient- 
ly intimate  details  concerning  individuals  to  be  exempt  from  disclosure  under 
provision  of  Freedom  of  Information  Act  exempting  personnel  and  medical  tiles 
and  similar  files,  the  disclosure  of  which  would  constitute  unwarranted  invasion 
of  privacy,  whether  the  information  in  the  report  was  exempt  from  disclosure 
as  confidential  or  privileged  financial  information  and  whether  the  report  was 
exempt  as  an  investigatory  file  compiled  for  law  enforcement  purposes. 

Reversed  and  remanded. 

1.  Records  <&z>  14 

Exemption  from  disclosure  under  Freedom  of  Information  Act  of  person- 
nel and  medical  files  and  similar  files,  the  disclosure  of  which  would  constitute 
a  clearly  unwarranted  invasion  of  personal  privacy,  was  designed  to  protect 
individuals  from  public  disclosure  of  intimate  details  of  their  lives,  and  exemption 
is  not  limited  to  Veterans  Administration  or  Social  Security  files,  but  rather  is 
phrased  broadlv  to  protect  individuals  from  a  wide  range  of  embarrassing  dis- 
closures. 5  U.S.C.A.  §  552(a)  (2),  (b),  (b)  (4,  6,  7). 

2.  Records  C^>  14 

Where  report  of  investigation  by  Department  of  Agriculture  of  govern- 
mental housing  discrimination  contained  information  regarding  marital  st;itus, 
legitimacy  of  children,  identity  of  fathers  of  children,  medical  condition,  welfare 
payments,  alcoholic  consumption,  family  fights  and  reputation,  the  report  in- 
volved sufficiently  intimate  details  to  be  "similar  file"  within  Freedom  of  Infor- 
mation Act  exempting  from  disclosure  personnel  and  medical  files  and  similar 
tiles,  the  disclosure  of  which  would  constitute  clearly  unwarranted  invasion  of 
personal  privacy.  5  U.S.C.A.  §  552(a)  (2),  (b),  (b)  (4,6,7). 

3.  Records  C=^  14 

In  balancing  interests  under  Freedom  of  Information  Act.  court  should 
first  determine  if  disclosure  would  constitute  an  invasion  of  privacy  and  how 
severe  an  invasion  and  secondly  court  should  weigh  public  interest  purpose  of 
those  seeking  disclosure  and  whether  other  sources  of  information  might  suf- 
fice. 5  U.S.C.A.  §  ."2(a)  (2),  (b),  (b)  (4,  6,  7). 
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4.  Records  C=^  14 

In  determining  whether  private  organization  was  entitled  to  obtain  disclo- 
sure of  report  of  investigation  by  Department  of  Agriculture  of  governmental 

housing  discrimination,  district  court  should  determine  nature  and  extent  of 
invasion  Of  individuals'  privacy,  consider  whether  deletions  previously  ordered 
were  sufficient  to  protect  privacy  of  individuals,  consider  public  interest  pur- 
pose of  private  organization  and  whether  it  could  be  achieved  without  the  mate- 
rial or  any  alternate  available  sources  of  information  and  the  balancing  of  factors 
must  thereafter  be  made.  5  U.S.C.A.  §  552(a)  (2),  (b),  (b)  (4,  6,  7). 

5.  Records  C^>  14 

Exemption  from  Freedom  of  Information  Act  of  trade  secrets  and  commer- 
cial or  privileged  or  confidential  financial  information  obtained  from  a  person 
is  primarily  a  trade  secrets  exemption,  but  it  also  protects  individuals  from  dis- 
closure of  financial  information  which  is  privileged  or  confidential.  5  U.S.C.A. 
§  552(h)  (4). 

6.  Records  C=>  14 

Bare  claim  by  interested  governmental  agency  of  confidentiality  of  financial 
information  is  not  sufficient  to  preclude  disclosure  under  Freedom  of  Informa- 
tion Act.  5  U.S.C.A.  §  552(b)  (4). 

7.  Records  <3=>  14 

With  respect  to  report  of  investigation  by  Department  of  Agriculture  of 
governmental  housing  discrimination,  information  relating  to  loan  applications 
was  within  ambit  of  Freedom  of  Information  Act  exemption  applicable  to  priv- 
ileged or  confidential  financial  information  for  purposes  of  determining  whel  her 
private  organization  was  entitled  to  obtain  disclosure  of  the  report.  5  U.S.C.A. 
§  552(b) (4). 

8.  Records  C=>  14 

For  provision  of  Freedom  of  Information  Act  exempting  from  disclosure 
investigatory  files  compiled  for  law  enforcement  purposes  to  be  applicable, 
government  need  not  show  imminent  adjudicatory  proceedings  or  concrete  pros- 
pect of  enforcement  proceedings,  but  is  required  to  show  only  that  files  were 
compiled  for  adjudication  or  enforcement  purposes.  5  U.S.C.A.  §  552(b)  (7) 

9.  Records  C=>  14 

If  purpose  of  investigation  by  Department  of  Agriculture  of  governmental 
housing  discrimination  was  to  consider  an  action  equivalent  to  those  which 
government  brings  against  private  parties,  thus  demonstrating  that  '"law  en- 
forcement purpose"  was  not  customary  surveillance  of  performance  of  duties  by 
government  employees,  but  inquiry  as  to  an  identifiable  possible  violation  of  law, 
then  such  inquiry  would  have  been  "for  law  enforcement  purposes"  within  provi- 
sion of  Freedom  of  Information  Act  exempting  from  disclosure  investigatory 
files  compiled  for  law  enforcement  purposes,  whether  the  individual  were  private 
citizen  or  government  employee.  5  U.S.C.A.  §  552(b)  (7) . 

10.  Records  C=^  14 

In  determining  whether  government  investigation  was  an  inquiry  as  to  an 
identifiable  possible  violation  of  lawr,  and  thus  "for  law  enforcement  pur- 
poses" within  provision  of  Freedom  of  Information  Law  exempting  from  disclo- 
sure investigatory  files  filed  for  law  enforcement  purposes,  court  must  be  wary 
of  self-serving  declarations  of  any  agency  and  it  must  be  clear  to  court  that 
more  than  ephemeral  possibilities  of  enforcement  were  anticipated  by  agency  in 
undertaking  the  investigation.  5  U.S.C.A.  §  552(b)  (7). 

11.  Records  G=>  14 

If  investigatory  file  is  compiled  by  government  agency  for  purpose  of  deter- 
mining whether  a  law  enforcement  proceeding  should  be  brought  in  same  man- 
ner as  against  a  private  citizen  and  againsl  whom,  then,  whether  agency  con- 
cludes that  proceedings  are  necessary  or  not.  it  may  utilize  provision  of  Freedom 
of  Information  Act  exempting  from  disclosure  investigatory  files  compiled  for 
lawT  enforcement  purposes  to  protect  its  investigatory  process  and  sources.  5 
U.S.C.A.  §  552(b)  (7). 

David  M.  Cohen,  Atty.,  Dept.  of  Justice,  of  the  bar  of  the  Supreme  Court  of 
111.,  pro  hac  vice  by  special  leave  of  court  with  whom  Irving  Jaflfe,  Acting  Asst 
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Atty.  (Sen.,  Harold  II.  Titus,  .ir..  U.S.  Atty.,  and  Leonard  Schaltman,  Atty.,  i >« »i > f . 

<>f  Justice,  were  on  the  brief,  for  appellants.  Harold  H.  Titus,  .Ir.,  I'.S.  Atty.. 
John  a.  Terry  and  Derek  I.  Meier,  Asst.  U.S.  Attys.,  also  entered  appearances  for 
appelli 

Victor  II.  Kramer.  Washington,  D.C.,  With  whom  Richard  B.  Wolf,  Washington, 
D.C.,  was  on  the  brief,  for  appellee. 

Before  BazI  CON,  Chief  Judge,  and  Robb  and  WXLKET,  Circuit  Judges. 

Wir.KKY.  Circuit  Judge  : 

We  have  before  US  once  again  the  question  of  the  proper  interpretation  of 
several  exemptions  from  disclosure  under  the  Freedom  of  Information  Act 
I  1'olA].'  At  issue  here  is  a  report  of  a  I'.S.  Department  of  Agriculture  Investiga- 
tion Of  governmental  housing  discrimination  in  Florida,  withheld  from  disclo- 
sure on  the  basis  of  exemptions  4,  •"».  ♦  '>.  and  7.  The  District  Court  granted  the 
plaintiff  Rural  Housing  Alliance  IRIIAJ  motion  for  summary  judgment  after  in 
camera  Inspection  holding  that  the  report  was  not  within  any  exemption.3  We 
find  the  District  Court  applied  incorrect  legal  standards  in  evaluating  the  ap- 
plicability <>f  the  exemptions,  hence  reverse  the  judgment  and  remand  for  con- 
sideration consistent  with  this  opinion. 

T.    THE    NATURE    OF    THE    GOVERNMENT    REPORT 

The  USDA  report  and  the  investigation  which  spawned  it  were  stimulated 
by  :m  RIIA  pamphlet,  "Studies  in  Bad  Housing  in  America — Ahuse  of  Power." 
Utilizing  a  method  of  case-history  documentation,  this  RIIA  tract  charged  the 
Farmers  Home  Administration  [I^nHA.]  staff  with  racial  and  national  origin 
discrimination  in  arranging  government  loans  under  the  Rural  Housing  Program 
in  two  counties  in  Florida.11  The  Office  of  Equal  Opportunity  of  the  USDA  re- 
quested an  Investigation  by  the  Department's  Office  of  Inspector  General  [OIG]. 
After  Investigation,  the  OIG  concluded  in  a  150-page  report  that  there  was  no 
substantia]  evidence  indicating  discrimination. 

RIIA  s  request  for  a  copy  of  the  investigation  report  was  denied.  Instead,  OIG 
made  public  the  "Investigation  Summary"  and  "Statistical  Data"  sections  of  the 
report  Citing  exemptions  4,  5,  0,  and  7  of  FOIA  as  valid  justification  for  keeping 
the  remainder  confidential,  the  Government  did  not  release  the  remainder  of  the 
report  because  the  Government  felt  that  its  form — detailed  and  intimate  case 
histories  of  specified,  named  persons* — was  inappropriate  for  disclosure.  The 
Government  did  indicate  that  the  material  would  be  disclosed  to  RHA  if  it 
produced  written  authorization  for  release  from  the  particular  individual  in- 
volved in  any  section.5  Rather  than  obtain  such  releases,  RHA  brought  this  FOIA 
suit. 

The  District  Court,  in  considering  RIIA's  motion  for  summary  judgment,  found 
that  the  report  as  a  whole  was  not  exempt  from  disclosure.  However,  the  court 
recognized  that  there  might  be  a  need  to  delete  details  which  would  permit 
identification  of  the  individuals  involved.  Consequently,  the  court  ordered  dele- 
tion of  the  names  of  applicants  for  loans,  the  names  of  those  who  complained  to 
their  Congressmen,  those  who  were  interviewed,  attorneys,  etc.  Deletion  of 
geographical  references,  applications  for  loans,  and  affidavits  of  applicants  was 
likewise  ordered.8 


IS  T'.S.C.  §  552  (1070). 

■  The    District    Court       ordered    deletions    of    Identifying    details    to    be    made;     these 
are  discussed  at  p.  7(5  infra. 

s  The  two  counties  arc  Martin  and  Fnlm  Beach  Counties. 

*  Inspector  General  Kossack's  affidavit  of  20  January  1073  stated  that 

The  report  Includes  intimate  details  and  Information  given  by  and  with  respect  to 
borrowers  and  applicants  for  loans  regarding  the  marital  status  of  such  borrowers 
and  applicants,  the  number  and  the  legitimacy  of  their  children  and  grandchildren, 
and  the  Identity  of  the  fathers  of  their  children;  Information  as  to  their  medical 
condition  and  history,  including  statements  as  to  surgery  and  the  possibility  of  fu- 
ture pregnancies  ;  information  as  to  their  occupations  and  work  history  and  the 
amounts  and  sources  of  their  annual  Income,  including  the  amount  of  welfare  pay- 
ments received  ;  information  as  to  their  ownership  of  property  ;  Information  as 
to  their  habits  with  respect  to  the  consumption  of  alcoholic  beverages;  information 
as  to  family  fights  which  had  occurred  ;  Information  from  their  employers  as  to 
their  reliability  as  employees;  information  as  to  their  reputation  In  the  community; 
information  as  to  the  risks  Involved  In  extending  credit  to  them  ;  and  other  infor- 
mation of  a  clearly  personal  and  confidential  nature.  Appendix  at  43-44. 

B  Brief  for  Appellant  at  7. 

6  District  Court  Order  of  0  May  1073,  in  Appendix  at  60-70. 
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USDA  then  filed  a  motion  to  clarify  or  amend  the  court's  order.  In  Bupporj  of 

the  motion,  USDA  submitted  an  affidavit  of  the  Inspector  General,  Nathaniel 
Kossack,  explaining  the  Government's  fear  that  the  courl  order  as  framed  would 
permit  release  of  intimate  details  concerning  persons  who  could  be  readily  iden- 
tified by  those  familiar  with  the  situation,  notwithstanding  the  thus 

exposing  the  individuals  to  embarrassment  or  possible   reprisal.-.7    1  ; 

Judge,   without  explanation,   denied  the  government    motion   for  clarification.8 

Pending  appeal  he  granted  a  stay. 

H.  EXEMPTION  6  I  PERSONNEL,  MEDICAL,  AND  SIMILAR  FILES 

The  FOIA  was  enacted  to  ensure  pubic  access  to  a  wide  range  of  go^ 
reports  and  information.8  Recognizing  that  in  certain  circumstai  losure 

realistically  would  not  be  in  the  public  interest,  Coil 

a  series  of  narrow  exemptions.10  The  sixth  exemption  provides  that  disclosure 
is  unnecessary  if  the  matters  are  "personnel  and  medical  files  and  similar  files 
the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of  per- 
sonal privacy."  1X 

The  District  Court  held  that  exemption  6  "has  no  application  to  this  inves- 
tigatory report."  This  holding  was  based  on  the  view  that  the  exemption  "was 
designed  to  apply  to  detailed  personal  resumes  and  health  records  from  agen- 
cies such  as  the  Veterans  Administration,  welfare  departments  and  the  mili- 
tary." "  We  think  this  statutory  interpretation  incorrect.  We  hold  that  exemp- 
tion 6  is  applicable  to  material  such  as  the  report  here,  hence  we  reverse  the 
I  dstrict  Court  and  remand  for  appropriate  review. 

[1,2]  While  the  District  Judge  provided  no  elaboration  of  his  rationale  in  the 
form  of  findings,  he  implied  that  the  report  here  could  not  be  considered  "simi- 
lar files"  under  exemption  6.  Locking  to  the  purpose  of  exemption  6,  on  the  con- 
trary, we  believe  that  the  investigatory  report  comes  well  within  the  ambit  of 
exemption  6.  That  exemption  was  designed  to  protect  individuals  from  public 
disclosure  of  intimate  details  of  their  lives,  whether  the  disclosure  be  of  personnel 
files,  medical  files,  or  other  similar  files.13  The  exemption  is  not  limited  to  Veterans' 
Administration  or  Social  Security  files,  but  rather  is  phased  broadly  to  protect 
individuals  from  a  wide  range  of  embarrassing  disclosures.14  As  the  materials 
here  contain  information  regarding  marital  status,  legitimacy  of  children,  identity 
of  fathers  of  children,  medical  condition,  welfare  payments,  alcoholic  consump- 
tion, family  fights,  reputation,  and  so  on,  it  appears  that  the  report  involves 
sufficiently  intimate  details  to  be  a  "similar"  file  under  exemption.15 

Of  course,  our  interpretation  of  the  statute,  concluding  that  the  investigatory 
report  comes  within  the  class  of  similar  files  which  exemption  6  aimed  at  protect- 
ing, does  not  resolve  the  question  whether  exemption  6  dictates  nondisclosure 


7  Affidavit  of  Inspector  General  Kcssack  of  15  May  1973,  in  Appendix  at  72-74. 

8  District  Court  Order  of  5  June  1973.  in  Appendix  at  76. 

9  5  U.S.C.   §  552(a).  See  generally  EPA  v.  Mink.  410  U.S.  73.  79-80,  93  S.  Ct.  827.   35 
L.  Ed.  2d  119  (1973). 

10  5  U.S.C.  §  552(b). 
"5  D.S.C.  §  552(b)(6). 

12  Appendix  at  67. 

13  The  House  Report  on  S.  1160.  the  bill  which  became  the  Freedom  of  Information  Act, 
explains  the  broad  purpose  of  exemption  6  : 

Such  agencies  as  the  Veterans'  Administration,  Department  of  Health.  Education,  and 
Welfare.  Selective  Service,  and  Bureau  of  Prisons  have  great  quantities  of  files  containing 
intimate  details  about  millions  of  citizens.  Confidentiality  of  these  records  has  been  main- 
tained by  agency  regulation  but  without  statutory  authority.  A  general  exemption  for  the 
category  of  information  is  much  more  practical  than  separate  statutes  protecting  eai 
of  personal  record.  The  limitation  of  a  "clearly  unwarranted  invasion  of  personal  privacy" 
provides  a  proper  balance  between  the  protection  of  an  individual's  right  of  privacy  and 
the  preservation  of  the  public's  right  to  Government  information  by  excluding  those  kinds 
of  files  the  disclosure  of  which  might  harm  the  individual.  The  exemption  is  also  intended 
to  cover  detailed  Government  records  on  an  individual  which  can  be  identified  as  applying 
to  that  individual  and  not  the  facts  concerning  the  award  of  a  pi -nsiou  or  benefit  or"  the 
compilation  of  unidentified  statistical  information  from  personal  records. — R.K.  Rep.  No. 
1497.  89th  Cong..  2d  Sess.  11  (1966)   (citation  omitted). 

14  Furthermore,  the  exemption  should  be  read  in  conjunction  with  5  U.S.C.   §  552(a)(2), 
which  provides  that 

To  the  extent  required  to  prevent  a  clearly  unwarranted  invasion  of  personal  pri- 
vacy, an  agency  may  delete  identifying  details  when  it  makes  available  or  publishes 
an  opinion,  statement  of  policy,  interpretation,  or  staff  manual  or  instruction.  How- 
ever, in  each  case  the  justification  for  the  deletion  shall  be  explained  fully  in  writing. 

15  This  was  not  controverted  in  RHA's  brief,  which  assumed  arguendo  that  the  files  were 
"similar  files.''  Brief  for  Appellee  at  16. 
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here,  for  exemption  8  specifically  permits  protection  only  of  those  flies  whose  dis- 
closure would  result  in  "a  clearly  unwarranted  Invasion  of  personal  privacy."" 
On  remand,  it  is  for  the  Districl  Judge  to  determine  whether  the  files  fail  within 
that  category. 

[3]  in  an  opinion  by  .lud.^e  Wright,  this  court  has  previously  considered  the 
scope  of  the  ••clearly  unwarranted  invasion"  language,  In  Getman  v.  xi.UH.17 
We  held  that  exemption  <>  Involves  a  balancing  of  the  interests  of  the  Individuals 
in  their  privacy  against  the  Interests  of  the  public  in  being  informed.  We  noted 
that  the  statute  ••instructs  the  court  to  tilt  the  balance  in  favor  of  disclosure."  ls 

Specifically  we  suggested  that  in  balancing  Interests  the  court  should  first  de- 
termine if  disclosure  would  constitute  an  Invasion  of  privacy,  and  bOW  severe  an 
Invasion.    Second,    the   court    should    Weigh    the   public    interest    purpose   of    those 

seeking  disclosure,  and  whether  other  sources  of  information  might  suffice.  Such 
balancing  is  unique  for  exemption  (5 ;  normally  no  inquiry  into  the  use  of  informa- 
tion is  made,  and  the  information  is  made  available  to  any  person.1" 

[  I  |  These  principles  should  he  applied  in  evaluating  the  investigatory  reports 
at  issue  here.80  The  District  Court  should  first  determine  the  nature  and  extent 
of  the  invasion  of  the  individuals'  privacy.2'  It  should  then  consider  the  public 
interest  purpose  of  RHA,  and  whether  it  could  he  achieved  without  this  material. 
A  balancing  of  these  factors  must  thereafter  he  made. 

One  important  factor  which  must  he  considered  on  remand  is  whether  the 
deletions  thus  far  ordered  are  sufficient  to  protect  the  privacy  of  the  individuals. 
In  construing  the  various  exemptions,  this  court  has  often  suggested  deletions 
of  certain  protected  matters  so  that  the  remainder  of  the  document  could  he 
disclosed.28  The  affidavit  of  Inspector  General  Kossack  states,  however,  that  the 
court  order  does  not  order  adequate  deletions,  and  that  enough  highly  confidential 
material  is  left  which  would  enahle  people  with  knowledge  of  the  area  to 
determine  the  identity  of  the  individuals  involved.83  The  District  Judge  did  not 
respond  to  this  affidavit  nor  make  any  change  in  his  order.  On  remand,  the 
District  Judge  should  reconsider  and  reevaluate  this  affidavit,  and  Kossack's 
prior  affidavit  submitted  before  the  court's  decision.24 

The  District  Judge  should  also  consider  any  alternative  sources  of  information 
which  might  he  available.  For  example,  the  possibility  of  RHA  asking  individuals 
independently  for  similar  information  should  he  explored."' 

III.    EXEMPTION    4  I    CONFIDENTIAL    OR    PRIVILEGED    FINANCIAL   INFORMATION 

The  T'SDA  argues  that  exemption  -1  also  protects  the  investigatory  report  from 
disclosure.  This  exemption  applies  to  ''trade  secrets  and  commercial  or  financial 
information  obtained  from  a  person  and  privileged  or  confidential."1"  The  trial 
court  held  that  the  exemption  "was  designed  to  protect  the  privacy  and  competi- 
tive position  of  the  individual 2T  .  .  .  and  since  the  contents  of  this  rei>ort  do  not 
fit  the  description  in  this  exemption,  it  is  inapplicable  to  the  instant  report.  Since 
all  names  and  other  identifying  features  can  he  deleted,  any  remaining  financial 
information  will  he  in  the  nature  of  a  statistical  report."  * 

[5,  0]  While  it  is  true  that  exemption  4  is  primarily  a  trade  secrets  exemption, 
it  also  protects  individuals  from  disclosure  of  financial  information  which   is 


»K  v.x.C  §  552(b)  (fi). 

"  140  U.S.  App.  D.C.  209.  450  F.  2d  R70  (1071). 

w  1.4R  TT.S.  App.  D.C.  at  213  ,450  F.  2d  nt  074. 

>'*  146  U.S.  App.  D.C.  at  213  n.  10.  450  F.  2d  at  074  n.  10. 

80  Although  Getman  simply  involved  disclosure  of  names  and  addresses  of  employees,  its 
principles  have  wide-ranging  applicability. 

-1  Tlio  District  Court  might  include  a  consideration  of  whether  the  Individuals  expected 
confidential  treatment. 

'-'-  Sec.  for  example,  two  cases  dealing  with  exemption  4,  Grumman  v.  Renecntiation 
Board  138  T\S.  ApD.  D.C.  147,  140  150.  425  F.  2d  578.  580-581  (1970)  ;  Bristol-Mvers  v. 
FTC.  138  U.S.  App.  D.C.  22.  20.  424  F.  2d  035.  939  M070). 

-*  Affidavit  of  Inspector  General  Kossack  of  15  May  1073.  in  Appendix  at  73. 

-•  As  indicated  supra,  Mr.  Kossack  submitted  one  affidavit  to  the  District  Court  on  29 
Tan  nary  107.°..  and  one  on  15  May  1073.  The  District  Court's  judgment  was  handed  down 
on  0  May  1073. 

83  We  deal  with  the  Government's  suggestion  that  authorizations  for  release  be  obtained 
bv  KH  \  from  individuals  involved  in  Fart  V  infra.  That  is  different  from  the  suggestion 
•ve  make  here  of  discussions  with  individuals  independent  from  the  FSDA  investigation 
and  renort. 

"S  U.S.C.  §  552(b)(4). 

~The  District  Court  here  cited  Bristol -Myers  v.  FTC.  424  F.  2d  at  038.  which  stated 
that  the  aim  of  the  exemption  was  "protecting  the  privacy  and  the  competitive  position 
of  the  citizen  who  offers  information  to  assist  government  policy  makers." 

-"  Appendix  at  67. 
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privileged  or  confidential.  This  court  has  recently  described  the  scope  and  mean- 
ing of  "confidential"  in  exemption  1  in  National  Parks  &  Conservation  Association 
v.  Morton.  Judge Tamm  concluded  that, 

commercial  or  financial  matter  is  "confidential"  for  purposes  of  the  exemp- 
tion if  disclosure  of  the  information  is  likely  to  have  either  of  the  following 
effects:   (1)  to  impair  the  Government's  ability  to  obtain  necessary  informa- 
tion in  the  future  ;  or  ( 2 )  to  cause  substantial  harm  to  the  competitive  posi- 
tion of  the  person  from  whom  the  information  was  obtained.29 
As  much  of  the  information  collected  here  related  to  loan  applications,  certainly 
some  data  is  financial  information  which  mighl   merit  confidential  treatment.30 
Of  course  a  bare  claim  by  an  interested  government  agency  of  confidentiality  is 
not  sufficient. :u  However,  the  listing  of  information  obtained  strongly  suggests 
the  accuracy  of  USDA's  conclusion  that  the  information  is  "implicitly  and  unques- 
tionably not  the  kind  of  information  which  would  customarily  be  released  to  the 
public  by  the  persons  from  whom  it  was  obtained.'*""  Contrary  to  the  trial  court, 
we  regard  exemption  4  as  applicable. 

[~\  We  therefore  remand  to  the  District  Court  for  reconsideration  of  exemp- 
tion -I  for  reasons  similar  to  those  discussed  regarding  exemption  (J.  While  several 
of  our  Circuit's  eases  support  the  idea  of  deletions  to  permit  disclosure  of  the 
remainder  of  the  report,""  we  fear  that  the  deletions  made  by  the  District  Judge 
do  not  adequately  deal  with  the  rather  detailed  reasons  of  the  Inspector  General 
that  the  deletions  are  ineffective  to  protect  the  privacy  and  confidentiality  of  the 
individuals  involved.04 

IV.    EXEMPTION   7  :  INVESTIGATORY  FILES 

This  provision  exempts  from  disclosure  "investigatory  files  compiled  for  law  en- 
forcement purposes  except  to  the  extent  available  by  law  to  a  party  other  than  an 
agency."3"'  The  District  Court  held  that  USDA  "failed  to  make  the  requisite 
showing  of  imminent  adjudicatory  proceedings  or  the  concrete  prospect  of  enforce- 
ment proceedings,"  38  and  hence  the  files  were  not  protected  by  exemption  7. 

Since  this  decision  on  May  9, 1973  this  Circuit  has  extensively  considered  exemp- 
tion 7  in  two  cases,  Weisberg  v.  U.S.  Department  of  Justice,37  and  Aspin  v.  Depart- 
ment of  Defense.38  We  remand  to  the  District  Court  for  reevaluation  of  the  appli- 
cability of  exemption  7  in  the  light  of  these  opinions  and  our  comments  hereafter. 

The  standard  used  by  the  District  Judge  is  no  longer  proper  under  the  ^Yeisl)erg 
and  Aspin  decisions.  In  Weisberg,  where  FBI  materials  concerning  the  invest iga- 
tion  of  President  Kennedy's  death  were  sought,  we  held  in  an  en  banc  decision  by 
Judge  Danaher  that  the  files  were  exempt  from  disclosure  because  they  were  in- 
vestigatory files  compiled  for  law  enforcement  purposes.39  Despite  the  fact  that 
no  prosecution  or  other  such  method  of  law  enforcement  wras  undertaken  or  pend- 
ing, the  files  remained  exempt  from  disclosure.  The  focus  was  on  "how  and  under 
what  circumstances  the  files  were  compiled  .  .  .  ."  40 

In  Aspin,  decided  one  month  after  Weisberg,  Judge  Tamm's  opinion  for  the 
court  provided  a  more  detailed  analysis  of  exemption  7.  The  material  at  issue 
in  Aspin  was  the  report  of  the  Peers  Commission,  which  investigated  the  My 
Lai  incident  and  subsequent  Army  investigation,  with  emphasis  on  evidence 
of  possible  offenses  under  the  Uniform  Code  of  Military  Justice  and  possible 
future  prosecution.  Judge  Tamm  noted  that  the  duty  of  the  trial  court  was 
to  "examine  the  total  record  to  determine  'whether  the  files  sought  .  .  .  relate 


29  No.    73-1033    (1974),    162   U.S.   App.   D.C.   ,  ,   498   F.    2d   7C..r>,   770    (citation 

omitted). 

80 The   Senate  Report  on   the   hill   which   became  FOTA   suggests   that   loan    applications 
would  ho  within  the  scope  of  exemption  4.  S.  Rep.  No.  SI  3.  89th  Cons..  1st  Sess.  9   (1965). 
31  Bristol-Myers  v.  FTC.  188  U.S.  App.  D.C.  at  25.  424  F.  2d  at  938. 
82  Affidavit  of  Inspector  General  Kossack  of  29  January  1973.  in  Appendix  at  44. 

33  See  note  22  supra.  See  also  National  Parks  &  Conservation  Association  v.  Morton. 
No.  73-1033.  162  U.S.  App.  D.C. , ,  49S  F.  2d  765,  770  ,  1974). 

34  Srr  p.  77  siiPrn. 

35  5  U.S.C.  §  552(h)(7). 

m  District  Court  Order  in  Appendix  at  07.  citino  ftristol-Myers. 

"160  U.S.  App.  D.C.  71.  489  F.2d  1195  (1973)  (en  banc),  cert,  denied,  42  U.S.L.W. 
3027.  410  U.S.  903.  04  S.  Ct.  2405.  40  L.  Ed.  2d  772  (1974). 

a"  160  U.S.  Apn.  D.C.  231.  491  F.  2d  24  (1973).  Still  more  recently  we  have  considered 
exemntion  7  in  Center  for  National  Policy  Review  v.  Weinberger.  No.  73-1090.  163  US. 
Apn.  D.C. .  502  F.  2d  370  (1974). 

30  The  court  relied  heavily  on  the  Attorney  General's  determination,  and  the  District 
Court  review  of  that  determination.  No  ii  camera  inspection  was  undertaken  bv  either 
court. 

40  160  U.S.  App.  D.C.  at  78.  489  F.  2d  at  1.'!02. 
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to  anything  that  can  fairly  be  characterized  as  an  enforcement  proceeding.*"41 
The  Peers  Commission  Report,  conducted  with  a  view  of  court-martial  pro- 
ceedings, did  meet  this  test  and  hence  came  within  the  exemption. 

in  Aspin  the  purposes  of  exemption  7  were  Identified:  the  prevention  of  pre- 
mature disclosure  of  as  Investigation's  results,  and  the  maintenance  of  < ■  < > t  1 1 i - 
dentiality  of  both  the  procedures  of  Investigation  and  the  witnesses'  revela- 
tions.41 These  purposes  compelled  us  there  to  conclude  that  the  termination 
of  enforcement  proceedings  was  not  a  cause  for  withdrawal  of  exemption  7 
protection.41  Additionally,  our  decision  in  Weisberg  has  made  clear  thai  exemp- 
tion 7  protection  does  not  end  "when  there  is  no  Longer  any  prospect  for  future 
enforcement  proceedings  (necessitated  in  Weisberg  by  the  death  of  the  only 
suspect)  ....'" u 

[8]  It  is  established  now  that  the  Government  need  not  show  "imminent  ad- 
judicatory proceedings  or  the  concrete  prospect  of  enforcement  proceedings." 
What  the  Government  is  required  to  show  is  that  the  Investigatory  files  were 
compiled  for  adjudicative  <>r  enforcement  purposes.  Whether  the  adjudication 
or  enforcement  has  heon  completed  is  not  determinative,  nor  is  the  degree  of 
likelihood  that  the  adjudication  or  enforcement  may  he  imminent,  as  the  District 
Judge  here  thought  before  Weisberg  and  A  spin.  Here  the  Investigation  was 
undertaken  to  determine  whether  ISDA's  FmllA  had  engaged  in  racial  dis- 
crimination. As  a  result  of  the  investigation,  USD  A  concluded  that  there  had 
been  no  discrimination,  and  naturally  there  have  heen  no  enforcement  proceed- 
ings. This  result  does  not  alter  the  basic  inquiry  when  exemption  7  is  claimed  : 
was  ii  an  investigation  "for  law  enforcement  purposes"?  To  put  the  question 
another  way.  with  specific  applicability  to  the  case  here:  is  an  agency's  Internal 
monitoring  to  insure  that  its  employees  are  acting  in  accordance  with  statutory 
mandate  and  the  agency's  own  regulations  and  investigation  "for  law  enforce- 
ment purposes"  within  the  meaning  of  exemption  7  V 

On  its  face,  exemption  7's  language  appears  hroad  enough  to  include  all  such 
internal  audits.  If  this  hroad  interpretation  is  accepted,  however,  we  immedi- 
ately encounter  the  prohlem  that  most  information  sought  by  the  Government 
about  its  own  operations  is  for  the  purpose  ultimately  of  determining:  whether 
such  operations  comport  with  applicahle  law,  and  thus  is  "for  law  enforcement 
purposes."  Any  internal  auditing  or  monitoring  conceivahly  could  result  in  dis- 
ciplinary action,  in  dismissal,  or  indeed  in  criminal  charges  against  the  employees. 
But  if  this  hroad  interpretation  is  correct,  then  the  exemption  swallows  up  the 
Act ;  exemption  7  defeats  one  central  purpose  of  the  Act  to  provide  puhlic  access 
to  information  concerning  the  Government's  own  activities. 

We  think  "investigatory  files  compiled  for  law  enforcement  purposes"  must 
ho  given  the  same  meaning,  or  a  meaning  to  achieve  the  same  result,  whether 
the  subject  of  the  files  is  a  government  employee  or  an  ordinary  private  citizen. 
While  Congress  did  not  confront  this  prohlem  specifically,  the  examples  cited 
of  "investigatory  files"  and  "lawT  enforcement  purposes"  point  to  this  inter- 
pretation.^' For  the  purpose  of  analyzing  the  application  of  exemption  7  in  the 


«  ir.n  TT.S.  Am.  T).C.  at  234.  491  F.  2d  at  27  (citation  omitted). 

"401  F.  2d  at  20.  citina  Frankel  v.  RFC.  4RO  F.  2d  813  (2d  dr.).  cert,  denied.  400  U.S. 
880.  03  P.  Ct.  12".  34  L.  Fd.  2d  146  (1072).  We  referred  to  Thief  Judcre  Rnzelon's  sueeres- 
tion  in  Bristol  Myers  tha*  the  District  Court  should  determine  whether  the  prospect  of 
enforcement  proceedings  is  concrete  enouprh  to  hrine  into  operation  the  exemption.  .  .  ." 
424  F.  ?d  at  030-040.  (This  phraseology  was  adopted  hv  the  District  Court  in  the  case  at 
bar. )  We  distinguished  the  Mv  Lai  investleatlon.  where  courts-martial  had  heen  held, 
from  the  Bristol-Myers  situation,  where  the  Federal  Trade  Commission  had  made  a 
conscious  decision  not  to  maintain  any  enforcement  proceeding  at  least  two  years  prior 
to  suit  to  compel  disclosure  of  the  documents.  The  question  in  that  case  was.  therefore, 
whether  the  hare  assertion  hy  an  aeency  that  files  were  compiled  for  law  enforcement 
purposes  vhrv  no  enforcement  proceedings  Mere  in  fact  ever  prosecuted,  would  he  enough 
f»  preclude  disclosure.  The  court  held  that  such  an  assertion  was  not  sufficient,  and 
remands]  for  further  consideration  in  the  trial  court. — 401  F.  2d  at  20  (citations  omit- 
ted :  errmhasis  orlcrlnol).  We  thus  concluded  in  Aspin  that  the  District  Court's  reliance  on 
Bristol-Myers  was  misplaced. 

43  "  T  T 1  f  investigatory  files  were  made  public  suhsequent  to  the  termination  of  enforce- 
ment proceedings,  the  ahilitv  of  any  investigator^  body  to  conduct  future  lnvestlcatlons 
would  he  srr1ous]v  impaired.  Few  nersons  would  respond  candidly  to  investigators  if 
they  feared  that  their  remarks  would  hecome  puhlic  record  after  the  proceedings.  Fur- 
ther, the  investigative  techniques  of  the  investigating  hody  would  he  disclosed  to  the 
sreneral  nublic."  401  F.  2d  at  30. 

14  A*pin,  401  F.  2d  at  30. 

<•">  The  Senate  Report  states  that  "investigatory  files  compiled  for  law  enforcement  pur- 
poses'' nre  "files  prepared  hv  Government  agencies  to  prosecute  law  violators."  S.  Rrn. 
No.  S13.  80th  Concr..  1st  Seas.  0  (1965).  No  distinction  is  drawn  hotween  v  olators  who 
nre  fo^ernnnent  emnlovees  an''  violators  who  are  private  citizens.  See  also  It  R.  Rep.  No. 
1407,  80th  Cong..  2d  Sess.  11  (1966). 
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instant  and  similar  cases,  it  is  therefore  necessary  to  distinguish  two  types 
of  files  relating  to  government  employees:  (1)  government  surveillance  or 
oversight  of  the  performance  of  duties  of  its  employees;  (2)  investigations 
which  focus  directly  on  specifically  alleged  illegal  acts,  illegal  aets  of  partic- 
ular identified  officials,  acts  which  could,  if  proved,  result  in  civil  or  criminal 
sanctions.*"  The  applicability  of  exemption  7  to  each  individual  case  is  to  be 
ascertained  by  making  a  careful  distinction  between  these  two  categori 

[9-11]  The  purpose  of  the  "investigatory  files"  is  thus  the  critical  factor. 
Was  the  purpose  of  the  disputed  report  here  to  determine  if  grounds  existed  for 
bringing  a  civil  rights  action  against  the  loan  officer?  If  the  purpose  of  the  in- 
vestigation was  to  consider  an  action  equivalent  to  those  which  the  Govern- 
ment brings  against  private  parties,  thus  demonstrating  that  the  "law  enforce- 
ment purpose"  was  not  customary  surveillance  of  the  performance  of  duties 
by  government  employees,  but  an  inquiry  as  to  an  identifiable  possible  viola- 
tion of  law,  then  such  inquiry  would  have  been  "for  law  enforcement  purp 
whether  the  individual  were  a  private  citizen  or  a  government  employee.  But 
was  this  the  purpose  of  the  investigation  here?  On  this  record  we  cannot  say, 
and  hence  our  consideration  of  the  applicability  of  exemption  7  likewise  calls 
for  a  remand  to  the  trial  court  for  inquiry  as  to  this  i8  and  other  relevant  points. 

V.    EFFECT    OF    INDIVIDUAL'S    CONSENT    TO    GOVERNMENT    DISCLOSURE 

The  Government  has  offered  to  release  information  concerning  any  individual 
to  RHA  if  the  written  authorization  of  the  individual  is  obtained.  Specifically, 
the  Government  wrote  to  RHA:  If  you  furnish  us  with  appropriate  written 
authorizations  from  those  individuals  who,  to  your  present  knowledge,  furnished 
information  in  this  investigation,  we  will  consider  making  available  information 
furnished  by  any  such  individual.48 

RHA  did  not  obtain  any  individual  releases. 

The  exemptions  to  the  Freedom  of  Information  Act  place  limits  on  compulsory 
disclosure;  presumably  the  Government  has  power  to  waive  an  exemption. 
However,  in  so  doing,  the  Government  and  a  court,  when  its  authority  is  invoked, 
must  be  alert  to  protect  other  interests  in  confidentiality  besides  those  of  the 
Government  which  are  present  in  each  of  the  nine  exceptions,  some  more  obvi- 
ously than  others.  Much  information  is  disclosed  voluntarily  and  involuntarily 
(but  with  less  difficulty  than  would  otherwise  be  true),  because  the  individuals 
supply  the  information  believe  that,  since  the  Government  has  power  to  protect 
confidentiality  under  the  exemptions,  it  will  do  so. 

This  suggestion  of  the  Government  for  obtaining  individual  releases  protects 
the  interests  involved  in  exemption  6  that  individual's  medical,  personnel,  or 
similar  files  not  be  indiscriminately  disclosed.  However,  the  ambiguous  terms 
of  the  Government's  offer  to  release  should  be  clarified.  It  is  unclear  whether 
the  Government  would  release  personal  information  about  one  person  which  is 


<B  The  character  of  the  statute  violated  would  rarely  make  a  material  distinction, 
hecause  the  law  enforcement  purposes  protected  by  exemption  7  include  both  civil  and 
criminal  purposes,  e.g.,  civil  rights,  as  here.  See  H.R.  Rep.  No.  1497.  89th  Cong.,  2d  s<>v< 
11  (1966)  :  This  exemption  covers  Investigatory  files  related  to  enforcement  of  all  kinds 
of  laws,  labor  and  securities  laws  as  well  as  criminal  laws.  This  would  Include  tiles  pre- 
pared in  connection  with  related  Government  litigation  and  adjudicative  proceedings. 
S.  1160  is  not  Intended  to  give  a  private  party  indirectly  any  earlier  or  greater  access  to 
investigatory  fdes  than  he  would  have  directly  in  such  litigation  or  proceedings. —  Cf. 
Evans  v.  Department  of  Transportation.  446  F.  2d  821  (5th  Cir.),  cert,  denied,  465  D.S. 
918.  92  S.  Ct.  944.  30  L.  Ed.  2d  788  (1972). 

47  The  distinction  was  also  drawn  in  Center  for  National  PolW  Review  v.  Weinberger, 

No.  73-1090,  163  U.S.  App.  DC.  ,  502  F.  2d  370  (1974),  where  Judge  Leventhal  wrote 

for  the  court,  There  is  no  clear  distinction  between  Investigative  reports  and  material 
that,  despite  occasionally  alerting  the  administrator  to  violations  of  the  law.  is  acquired 
essentially  as  a  matter  of  routine.  What  is  clear,  however,  is  that  where  the  Inquiry 
departs  from  the  routine  and  focuses  with  special  intensity  upon  a  particular  party,  an 
investigation  is  under  way. — Id.  at  — — •,  502  F.  2d  at  373.  Judge  Leventhal  separately 
analyzed  the  meaning  of  the  phrases  ''investigatory  files"  and  "law  enforcement  purposes." 
We  have  not  found  such  separation  necessarv  here,  but  have  dealt  with  the  elements  as 
they  "fuse  and  interact."  Id.  at .  502  F.  2d  at  374. 

4S  In  so  determining,  a  court  must  of  course  be  wary  of  self-serving  declarations  of  any 
agency;  it  must  he  (dear  to  the  court  that  more  than  ephemeral  possibilities  of  enforce- 
ment were  anticipated  by  the  agency  In  undertaking  the  investigation.  If  an  investigatory 
tile  is  compiled  for  the  purpose  of  determining  whether  a  l:w  enforcement  proceeding 
should  be  brought  (in  the  same  manner  as  against  a  private  Citizen)  and  against  whom. 
I  hen.  whether  the  agency  concludes  that  proceedings  are  necessary  or  not.  the  agency  may 
utilize  exemption  7  to  protect  its  investigatory  process  and  sources. 

»  Appendix  at  44. 
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furnished  by  a  second  person  on  simply  the  second's  authorization,  or  only  by 
the  first's,  or  by  both.  One  Interest  protected  by  exemption  7,  that  of  enabling"  the 
investigatory  process  to  proceed  unimpeded  by  hesitancy  of  witnesses  or  dis- 
closure of  investigatory  technique,  which  was  not  previously  evaluated  by  the 
trial  court,  should  not  be  overlooked  on  remand. 

Tho  trial  COUll  should  weigh  carefully  several  difficulties  inherent  in  the  release 
by  individual  consent  of  government  compiled  information  on  private  individuals. 
First,  it'  many  consent,  there  may  1  e  explicit  or  implicit  group  pressure  on  those 
few  who  do  not  wish  to  have  their  Lives  publicized.  Second,  there  may  he  pressure 
by  the  RIIA  or  other  groups  to  force  individuals  to  comply.  We  impute  no  bad 
motives  or  actions  to  KIIA  ;  we  merely  state  a  possibility  true  for  any  interested 
organization.  Third,  if  many  consented-to  disclosures  are  made,  it  may  become 
significantly  easier  to  identify  the  remainder  of  the  group  because  of  the  smaller 
size  of  unknowns. 

Finally,  putting  the  same  amount  of  information  in  tho  public  domain  could 
he  achieved  by  private  interviewing  of  those  individuals  who  wish  to  participate. 
They  can  then  reveal  whatever  information  they  desire,  and  this  process  might, 
as  a  practical  matter,  be  no  more  time-consuming  for  KIIA  than  obtaining  formal 
consents  to  disclosure  by  the  government.  This  approach  would  be  similar  to  tho 
approach  taken  for  grand  jury  witnesses.  We  do  not  allow  a  grand  jury  witness' 
testimony  to  be  revealed  except  under  well-defined  rules;  however,  the  witness 
is  usually  free  to  come  out  of  the  grand  jury  and  tell  the  public  what  he  knows 
with  regard  to  the  subject  of  the  grand  jury  inquiry. 

VI.    CONCLUSION 

We  remand  this  case  to  tho  District  Court  for  reconsideration  of  exemptions 
4,  6,  and  7,  in  light  of  this  opinion.  In  so  doing,  we  need  not  now  confront  the 
question  of  equitable  discretion  of  the  court  to  go  beyond  FOTA,  which  was  sug- 
gested by  USDA.  Wo  also  do  not  consider  tho  applicability  of  exemption  5,60 
as  tho  Government  has  not  objected  to  tho  District  Court's  holding  that  this 
exemption  is  inapplicable. 

Reversed  and  remanded. 


Rural  Housing  Alliance 

v. 

United  States  Department  of  Agriculture  et  al.,  appei  i  ants 

No.  73-1771 

United  States  Court  of  Appeals.  District  of  Columbia  Circuit, 
September  24,  1974 

Before  Razelon,  Chief  Judge,  and  Robb  and  Wilkey,  Circuit  Judges. 

order 

Rer  Curiam. 

On  consideration  of  appellee's  petition  for  rehearing,  it  is 

Ordered  by  the  Court  that  tho  aforesaid  petition  for  rehearing  is  denied. 

Razelon,  Chief  Judge,  concurring  in  the  denial  of  appellee's  motion  for 
rehearing : 

As  initially  issued,  the  court's  opinion  in  this  case  contained  tho  following 
paragraph  : 

"We  refer  RIIA's  suggestions  of  counsel's  participation  in  in  camera  inspection 
to  the  District  Judge  on  remand.  Such  participation  by  counsel  may  he  allowed 
by  the  District  Judge  in  his  discretion,  if  he  finds  such  participation  necessary 
to  his  comprehension  of  the  arguments  and  thus  to  a  fair  and  correct  resolution 
of  this  case." 

On  the  Government's  motion,  the  court  ordered  deletion  of  this  paragraph  over 
my  dissent.  Two  reasons  have  been  given  for  the  deletion  :  (1)  that  the  paragraph 
was  incorrect  as  a  matter  of  law;  (2)  that  it  was  unnecessary.  I  join  in  the 
denial  of  appellee's  present  motion  for  rehearing  solely  on  the  second  ground. 


■■"  Wr>  hnvo  recpntlv  lip'1  oo'T!<1on  to  oonsioVr  pyomnt'on   5  in  Montrose  Chemical  Corpo- 
tion  v.  Train.  100  U.S.  App.  D.O.  270,  491  F.  2d  03  (1974). 
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The  court  today  agrees  that  the  deleted  passage  was  unnecessary  to  its  decision. 
Accordingly,  the  court's  action  docs  not  decide  the  question  which  the  p; 
addressed. 

Robb,  Circuit  Judge : 

T  voted  to  delete  the  paragraph  referred  to  by  Judge  Bazelon  on  two  grounds: 
(1)  the  paragraph  was  an  incorrect  statement  of  the  law,  and  (2)  it  was  unnec- 
essary to  the  decision. 

Ernestine  Robles   et  ax.,   appellants, 

v. 
Environmental  Protection  Ageni  ■.  appellee. 

No.  72-2470 
United   States   Court   of   Appeals,   Fourth   Circuit 

argued  april   3.    1973 decided   sept.    11,    1973 

Action  seeking  disclosure  of  information.  The  United  States  District  Court 
for  the  District  of  Maryland.  Herbert  F.  Murray,  J.,  held  the  information  to  be 
exempt  and  plaintiffs  appealed.  The  Court  of  Appeals,  Donald  Russell,  Circuit 
Judge,  held  that  information  gathered  by  Environmental  Protection  Agency  and 
relating:  to  homes  where  uranium  tailings  had  been  used  for  fill  was  not  exempt 
from  disclosure. 

Reversed  and  remanded. 

Widener,  Circuit  Judge,  filed  concurring  and  dissenting  opinion. 

1.  Records  C=>  14 

Freedom  of  Information  Act  exemption  relating  to  personnel  and  medical  and 
similar  files  indicates  that,  while  exemption  is  not  limited  to  strictly  medical  or 
[>ers<  nnel  files,  to  be  exempt  similar  files  must  have  same  characteristics  of  con- 
fidentiality that  ordinarily  attach  to  information  in  medical  or  personnel  files 
5  F.S.C.A.  §552(b)(6). 

2.  Records  C^>  14 

In  determining  whether  Freedom  of  Information  Act  exemption  relating  to 
files  which  are  similar  to  personnel  and  medical  files  applies  to  particular  infor- 
mation courts  tilt  balance  in  favor  of  disclosure.  5  U.S.C.A.  S  ".2(b)  (6). 

3.  Records  C=^  14 

Promise  of  confidentiality  made  at  time  information  was  gathered  may  he 
factor  in  determining  whether  information  is  exempt  from  disclosure  as  infor- 
mation similar  to  that  contained  in  personnel  and  medical  files  hut  such  prom- 
ise is  not  enough  to  defeat  right  of  disclosure.  5  U.S.C.A.  S  552(b)  (6). 

4.  Records  C=^>  14 

Promise  of  confidentiality  made  in  connection  with  gathering  information  re- 
lating to  buildings  would  be  entirely  inapplicable  to  claim  of  right  to  disclosure 
of  information  relating  to  public  buildings.  ."  U.S.C.A.  §  552(b)  (6). 

5.  Records  0=^  14 

Interest  of  parties  seeking  disclosure  of  information  has  no  bearing  on  right 
to  disclosure.  5  F.S.C.A.  §  552. 

6.  Records  C=^  14 

Claim  that  disclosure  of  information  would  do  more  harm  than  good  did  not 
warrant  withholding  information  which  was  gathered  by  Environmental  Pro- 
tection Agency  relating  to  homes  which  had  used  tailings  from  uranium  proc- 
essing as  fill.  5  F.S.C.A.  §552. 

7.  Records  C=>  14 

Fact  that  information  sought  was  of  such  scientific  nature  that  ordinary 
citizen  could  not  properly  evaluate  or  understand  it  did  not  preclude  disclosure 
under   Freedom  of  Information  Act.  5   F.S.C.A.   S  552. 
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8.  Records  C=>  14 

Right  to  disclosure  under  Freedom  of  Information  Act  is-  not  to  bo  resolved 
by  balance  of  or  weighing  of  need  or  even  benefit  5  r.s.c.A.  §552. 

9.  Records  C=>  14 

Information    Which    was   gathered   by    Environmental   Protection   Agency  and 

related  to  homes  where  uranium  tailings  had  been  used  for  fill  w:is  not 

vt  from  disclosure  under  Freedom  of  Information  Act  6  r.s.c.A.  |662. 

Victor    II.    Kramer.    Washington,    D.C.    (Richard   B.   Wolf,   Washington,   D.C., 

and  Joel  Zeldin,  on  brief)   for  appellants. 

Andrew  J.  Graham,  Asst  U.S.  Any.  (George  Beall,  U.S.  Atty.,  on  brief),  for 

appellee. 

N,   Russell  and  Widener,  Circuit  Judges. 
.   Circuit  Judge  : 

This  Is  a  bizarre  case,  illustrative  of  the  ignorance  by  oven  scientists  of  the 
dangerous  properties  of  radioactive  waste  materials  and  of  the  hazards  that 
ma\  result  from  such  ignorance.  It  arose  out  of  the  practice  by  a  uranium  proc- 
1  plant  of  making  available  free  of  charge  its  uranium  tailings  :  for  use  as 
clean  till  dirt  in  connection  with  construction  of  private  and  public  structures 
in  the  community  of  Grand  Junction.  Colorado,  where  the  uranium  processing 
plant  was  located.  The  practice,  begun  in  1950.  continued  until  1906,  when  the 
hazards  incident  to  the  use  of  such  tailings  were  belatedly  recognized.  In  the 
meantime,  these  tailings  had  been  extensively  used.  Because  of  the  obvious  dan- 
■nin  eted  with  such  use,  the  Environmental  Protection  Agency  (hereinafter 
referred  to  as  EPA),  with  the  assistance  of  the  Colorado  Departmenr  of  Health, 
undertook  in  1970  to  monitor  the  radiation  levels  in  the  homes  and  public  struc- 
tures where  any  of  these  tailings  had  been  used.  In  addition,  the  homes  and 
business  or  public  structures  were  tested  for  radioactive  emissions.  In  the  course 
of  this  monitoring,  some  15,000  homes  were  surveyed.  The  survey  was  extensive. 
me  of  the  homes  an  air  sampler  was  placed  for  a  week  at  a  time  on  each 
of  six  occasions  in  the  course  of  a  year  as  a  part  of  what  was  described  as  an 
"(I)ndoor  radon  daughter  concentration  level."  In  order  to  secure  approval  for 
such  a  survey  from  a  homeowner,  the  government  surveyors  were  instructed  to 
advise  orally  the  homeowner  or  occupier  that  the  results  of  the  survey  would  not 
be  released  to  any  one  other  than  the  owner  or  occupier  and  federal  officials 
working  on  the  problem.  When  the  surveys  were  completed,  the  results  were 
made  available  by  the  EPA  to  the  Colorado  Department  of  Health,  in  conjunc- 
tion with  which  the  survey  was  made.  Through  an  arrangement  with  the  Colo- 
rado Department  of  Health,  the  Development  Director  of  the  community  can 
secure  and  make  available  to  any  "proper  party"  the  results  of  the  tests  made  on 
any  specific  structure.  In  addition,  each  owner  of  a  structure  surveyed  has  been 
given  the  results  of  the  survey  of  his  building. 

The  plaintiffs  at.  first  made  formal  request  upon  the  defendant  for  the  results 
of  the  survey  as  it  applied  to  all  public  and  private  structures  in  the  community. 
It  later  modified  this  request  to  cover  only  those  structures  in  which  the  radia- 
tion levels  exceeded  the  Surgeon  General's  "safety  guidelines".  The  agency  re- 
sponded to  this  request  by  offering  to  provide  the  results  but  with  the  names 
and  addresses  of  homeowners  or  occupiers  deleted.  It  based  its  refusal  to  supply 
any  of  this  information  upon  the  exemptions  set  forth  in  subdivisions  (4)  and 
H'.i  of  Section  552(b),  5  T'.S.C.  This  was  unacceptable  to  the  plaintiffs,  who  then 
filed  this  action  under  the  Freedom  of  Information  Act2  to  compel  disclosure. 
The  defendant  entered  a  motion  to  dismiss,  and,  in  the  alternative,  a  motion 
for  summary  judgment.  The  plaintiffs  then  submitted  their  cross-motion  for 
summary  judgment.  When  the  motions  came  on  for  hearing,  the  District  Court 
denied  plaintiffs'  cross-motion  and  granted  the  defendant's  motion  for  summary 
judgment,  finding  that  disclosure,  though  not  exempt  under  subdivision  (4), 
was  exempted  under  subdivision   CO)   of  the  Act.  The  plaintiffs  appeal. 

On  this  appeal,  the  defendant  agency  apparently  concedes  that  it  is  obligated 
to  dis  lose  to  the  plaintiffs,  without  regard  to  their  interest  or  want  of  interest, 
the  information  requested  unless  disclosure  is  "specifically"  excused  under  one 
of  the  nine  express  exemptions  set  forth  in  the  FYeedom  of  Information  Act, 


1  TTu-so    tailinpa    am    a>scrihe1    as    a    nan<Mlke   by-product    of   the   uranium    processing 
plant's  minincr  operations. 

Section  552,  supra. 
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and  that  in  asserting  an  excuse  for  disclosure  under  any  express  exempt  inn. 
"the  burden  is  on"  it  "to  sustain  its  action.'*  Whether  conceded  or  not.  this  is 
the  clear  purport  of  the  Act  itself.  Epstein  v.  Resor  (9th  Cir.  1!>7<>)  42]  F.2d 
930,  933,  cert,  denied  39S  U.S.  965,  90  S.Ct  2176,  26  L.Ed.2d  549.  While  it  Bought 

to  excuse  nondisclosure  in  this  case  under  both  exemptions  (4)  and  (G)  of  the  Act, 
its  claim  under  (4)  was  disallowed  by  the  District  Court  and,  in  this  Court,  the 
agency  rests  its  right  wholly  upon  exemption  (6).  Accordingly,  the  sole  issue  here 
is  whether  the  District  Court  was  correct  in  finding  that  the  defendant  agency 
had  sustained  its  burden  of  establishing  a  right  to  exemption  from  disclosure  of 
the  requested  information  under  exemption  (6)  of  the  Act. 

Exemption  (6)  is  as  follows: 

"(6)  personnel  and  medical  files  and  similar  files  the  disclosure  of  which  would 
constitute  a  clearly  unwarranted  invasion  of  personal  privacy  :". 

[1]  Obviously,  the  information  requested  was  not  included  in  any  "personnel"' 
or  "medical"  files  as  such.  The  basis  for  a  claim  of  exemption  must  accordingly 
be  found  in  the  phrase,  "similar  files  the  diclosure  of  which  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy."  The  term  "similar"  was  used, 
it  seems,  to  indicate  that,  while  the  exemption  was  not  limited  to  strictly  medical 
or  personnel  files,  the  files  covered  in  this  third  category  must  have  the  same 
characteristics  of  confidentiality  that  ordinarily  attach  to  information  in  medical 
or  personnel  files ;  that  is,  to  such  extent  as  they  contain  "  'intimate  details'  of  a 
'highly  personal'  nature",  they  are  within  the  umbrella  of  the  exemption.  This  is 
the  real  thrust  of  the  exemption  as  it  was  construed  in  Getman  v.  N.E.R.B. 
(1971),  146  I'.S.App.D.C.  209,  450  F.2d  670,  675.  See,  Note,  Invasion  of  Privacy 
and  the  Ereedom  of  Information  Act:  Getman  v.  N.L.R.B.,  40  Geo. Wash. L.Kev. 
527,  532  (1972).  It  would  seem  to  follow  that  the  exemption  applies  only  to 
information  which  relates  to  a  specific  person  or  individual,  to  "intimate  details" 
of  a  "highly  personal  nature"  in  that  individual's  employment  record  or  health 
history  or  the  like,  and  has  no  relevancy  to  information  that  deals  with  physical 
things,  such  as  structures  as  in  this  case.8  The  agency  contends,  however,  that 
this  is  too  simplistic  an  approach  to  the  unique  situation  in  this  case.  It  is  true, 
the  agency  argues,  that,  while  the  information  sought  by  the  plaintiffs  relates 
strictly  to  the  condition  of  structures,  of  buildings,  and  real  estate,  it  was 
gathered,  analyzed,  and  is  of  interest  only  as  it  relates  to  the  possible  effect  of 
that  condition  on  the  health  and  well-being  of  the  occupants  of  those  structures, 
i.e.,  of  specific  persons  and  individuals.  So  viewed,  in  this  broad  context,  the 
information,  the  agency  contends,  comes  within  the  definition  of  information  of 
a  "highly  personal  nature",  as  contemplated  in  exemption   (6). 

It  must  be  conceded  that  there  is  a  certain  persuasiveness  to  this  argument. 
The  survey  of  the  homes  in  the  community  was  engaged  in  because  of  concern  for 
personal  health  and  safety  ;  it  was  not  an  engineering  survey  to  determine 
the  structural  adequacy  or  nature  of  the  structures.  And  the  reason  for  the 
health  concern  was  the  possibility  that  continued  occupancy  of  the  building  might 
expose  the  occupants  and  even  their  progeny  to  hazards  of  health  and  even 
biological  impairments.  It  is  suggested  that  these  potential  health  impairments 
could  affect  adversely  employment  opportunities  and  might  even  reduce  marriage 
possibilities  of  the  occupants. 

[2]  Assuming,  however,  that  it  is  possible  to  analogize  these  records  to  health 
records,  it  does  not  follow  automatically  that  such  records  are  exempt  from 
disclosure.  The  statutory  exemption  does  not  simply  cover  any  files  that  may 
be  regarded  as  "similar"  to  health  files.  "Similar  files"',  in  order  to  qualify  under 
the  exemption,  must  fit  the  additional  qualifications  set  forth  in  the  exemption. 
i.e.,  they  must  contain  information  "the  disclosure  of  which  would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy."  *  The  use  of  the  term  "clearly" 
in  this  qualification,  which  was  not  inadvertent  but  purposeful  on  the  part  of 
Congress,  was,  itself,  a  "clear"  instruction  to  the  Courts  that,  in  determining  the 
issue  whether  a  disclosure  would  constitute  "a  clearly  unwarranted  invasion  of 
personal  privacy",  they  should  "tilt  the  balance  in  favor  of  disclosure".  Getman 
v.  X.L.R.B.  supra,  at  674  of  450  F.2d. 


SC7.,  the  language  of  Professor  Davis  in  Administrative  I. aw.  1070  Supp..  Section 
3A.22  at  164.  where,  in  diseussinc:  exemption  (6)  and  particularly  the  qualifying  term 
"personal  privacy",  he  says  :   "I  think   'personal  privacy'   always   relates  to   Individuals." 

*  One  commentator  has  found  this  language  unsatisfactory,  nddiner  that:  "The  ambigu- 
ous wording  of  exemption  6  and  the  traditional  problems  In  securing  the  right  to  privacy 
mny  preclude  creation  of  a  completely  satisfactory  test."  40  Geo.  Wash.  L.  Rev.  527.  at 
p.  540  (1972). 
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;  i:i  resolving  against  disclosure,  the  District  Court  relied  strongly  on 
the  fact  that  the  agency  had  in  some  Instances  promised  the  householder  that 
the  survey  would  be  kept  confidential.  While,  perhaps,  promise 
of  confidentiality  is  a  factor  to  be  considered,  it  is  not  enough  to  defeat  the 
right  of  disclosure  that  the  agency  "received  the  file  under  a  pledge  of  confi- 
dentiality to  the  one  who  supplied  it.  Undertakings  of  that  nature  cannot,  in 
and  of  t lit  override  the  Act"  Ackerly  v.  Ley   (1969),  137  D.S.App.D.C, 

120  F.2d  1336,  1339  L340,  n.  3;  Legal  Aid  Society  of  Alameda  County  v. 
(D.C.Cal.1972)  349  F.Supp.  T71,  77<i :  Davis,  supra,  at  1<U.  Particularly 
In  this  case  Is  the  alleged  promise  of  confidentiality  unavailing  as  an  excuse. 
In  the  first  place,  the  promise  was  given  by  the  door-to-door  surveyors  only 
where  confidentiality  was  specifically  inquired  about  by  a  householder.  The 
agency  has  offered  no  proof  of  how  many  householders  in  the  community  had 
received  such  promise.  Even  more  important  is  the  fact  that  the  information  has 
oot  been  held  in  confidence.  The  resul  survey  are  available  to  the  Colo- 

rado Department  of  Health.  This  Department,  semingly  with  the  approval 
of  EPA,  readily  makes  available  on  request  the  results  of  the  survey  as  to  any 
specific  structure  through  the  City  Director  of  Development.8  This  practice  is 
known  to  the  EPA,  which  offers  proof  of  the  practice  in  support  of  its 
claim  to  exemption  by  reason  of  its  promise  of  confidentiality.  And  it  is  of 
s<-ine  significance  that,  so  far  as  the  record  indicates,  no  householder  has  objected 
to  this  disclosure  by  the  City  Director  of  Development.  Finally,  it  should  be 
pointed  out  that  this  claim,  that  a  promise  of  confidentiality  supports  the  award 
of  an  exemption,  is  entirely  inapplicable  to  public  buildings. 

[3]  Another  reason  urged  by  the  agency  for  its  denial  of  disclosure  is  that 
the  need  of  the  public,  as  well  as  the  interest  of  the  plaintiffs,  in  securing  the 
information  "is  negligible."  This  argument  misconceives  the  plain  intent  of  the 
Act.  As  Professor  Davis  has  so  convincingly  emphasized,  the  earlier  provision  in 
the  Administrative  Procedure  Act  "provided  for  disclosure  'to  persons  properly 
and  directly  concerned.'  That  was  changed  to  'any  person'",  demonstrating 
beyond  argument  that  disclosure  was  never  to  "depend  upon  the  interest  or 
lack  of  interest  of  the  party  seeking  disclosure."'  Davis,  supra,  Section  3A.4 
at  120:"  Bannercraft  Clothing  Company  v.  Renegotiation  Board  (1972)  151 
D.S.App.D.C.  174,  40G  F.2d  345,  352.  n.  6,  cert,  granted  410  U.S.  907.  83  S.Ct  967, 
35  L.Ed.2d  269;  Sterling  Drug,  Inc.  v.  F.T.C.  (1971),  140  D.S.App.D.C.  237,  450 
F.2d  698,  705  :  Skolnick  v.  Parsons  (7th  Cir.  1968)  397  F.2d  523,  525. 

[0]  Equally  unpersuasive  is  the  argument  that  disclosure  should  be  refused 
because  it  "would  do  more  harm  than  good'*.  Such  an  argument  has  nothing  to 
do  with  "personal  privacy"  but  is  rather  an  argument  that  courts,  in  disposing 
of  actions  under  the  Act,  may  exercise  discretion  to  grant  or  deny  equity  relief. 
While  such  argument  has  received  some  limited  support,  the  better  reasoned  au- 
thorities find  no  basis  for  this  balancing  of  equities  in  the  application  of  the  Act  ; 
indeed,  the  very  language  of  the  Act  seems  to  preclude  its  exercise.  Wellford  v. 
Hardin  (4th  Cir.  1971)  444  F.2d  21.  24-25:  Soucie  v.  David  (1971)  145  U.S.App. 
D.C.  144.  448  F.2d  1007.  1077:  Getman  v.  X.L.R.D.  supra,  at  077  of  450  F.2d  :  and 
Bannercraft  Clothing  Co.  v.  Renegotiation  Board,  supra,  at  353  of  400  F.2d  :  c/., 
however.  General  Services  Administration  v.  Benson  (9th  Cir.  .1900)  415  F.2d 
B78,  ^N".  and  Davis,  supi-a,  Sec.  3A.0.  pp.  123-4.7  Moreover,  the  claim  of  public 
harm  is  at  best  ambiguous.  The  only  harm  suggested  by  the  agency  involves  the 
individuals  whose  homes  were  surveyed.  Presumably,  these  individuals  knew  of 


»C/.,  WHlford  v.  Hardin  (D.C.  Md.  1970)  315  P.  Supp.  175,  178,  nff'd  (4th  Cir.)  -444  F. 
2d  21. 

8  In  further  elaboration  on  this  point.  Professor  Davis,  in  his  authoritative  text,  has 
said,  at  121  : 

'•*  *  *  For  instance,  the  sixth  exemption  in  subsection  (e)  authorizes  withholding  of 
medical  files  if  disclosure  'would  constitute  a  clearly  unwarranted  invasion  of  personal 
privacy.'  if  the  officer  or  judge  finds  that  the  disclosure  will  be  an  unwarranted  in 
hut  is  in  doubt  whether  it  is  'clearly  unwarranted,'  a  natural  approach  to  decision  would 
be  to  weigh  the  privacy  interest  against  the  interest  of  the  party  seeking  the  information, 
so  that  disclosure  would  he  made  to  one  with  a  legitimate  need  but  not  to  one  who  Is 
malevolently  motivated  or  an  officious  intermeddler.  But  under  the  Act  such  a  balancing  is 
inappropriate.  All  parties  are  equal  in  satisfying  the  words  'any  person.'  " 

'  Benson  states  the  role  of  the  court  in  actions  under  the  Act  as  follows  : 

"In  exercising  the  equity  Jurisdiction  conferred  by  the  Freedom  of  Information  Act, 
the  court  must  weiph  the  effects  of  the  disclosure  and  nondisclosure,  according  to  the 
traditional  equity  principles,  and  determine  the  best  course  to  follow  in  the  given  circum- 
stances. The  effect  on  the  public  is  the  primary  consideration."   (415  F.  2d  at  880). 
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the  practice  of  the  City  Development  Director  of  making  available  the  informa- 
tion iii  question  to  any  proper  person  requesting  it.  Vol  no  concerned  individual. 
so  far  as  this  record  shows,  has  ever  objected;  nor  has  the  defendant  agency 
instanced  one  case  in  which  an  individual  householder  has  complained  of  any 
harm  suffered  by  him  as  a  result  of  disclosure.  Nor,  for  that  matter,  has  the 
defendant  agency  attempted  in  this  case  to  show  thai  any  "specific  governmental 
interests"  will  be  harmed  by  the  disclosure  requested  by  the  plaintiffs.  (  ' .  B 
Meyers  Company  v.  F.T.C.  (1970)  138  IT.S.App.D.C.  22,  f_'l  F.2d  935,  '  ! 
denied  406  U.S.  824,  91  S.Ct.  46,  27  L.Ed.2d  52. 

[7]  The  agency  suggests  that  the  information  sought  is  of  such  ;i  recondite 
scientific  nature  that  the  ordinary  citizen  could  not  properly  evaluate  or  under- 
stand it.  No  one  would  question  the  ignorance  of  the  general  public  and  per- 
haps, the  scientific  world,  too — as  to  the  possible  harmful  aspects  of  radioactive 
materials.  The  same  could  no  doubt  be  said  of  much  governmental  informati  >n. 
Even  census  data  is  subject  to  misinterpretation  and  has  prompted  violent  con- 
troversy even  among  experts.  But  the  mere  circumstance  that  information  may 
not  lie  fully  understood  is  not  among  the  "specific"  exemptions  authorized  under 
the  Act.  Actually,  it  may  well  be  that  the  very  fact  that  the  government  so 
adamantly  opposes  release  may  give  free  rein  to  unbridled  fear  for  the  worst  on 
the  part  of  the  people  of  this  community  ;  whereas,  the  release  of  the  surveys, 
even  though  not  fully  understood,  may  have  a  beneficial,  calming  effect  on  the 
reasonable  apprehensions  of  these  citizens. 

[8]  The  Government  has,  it  developed,  embarked  recently  since  discovery  of 
the  danger  en  a  remedial  program  intended  to  remove  or  minimize  the  hazard 
of  radioactive  injury  to  the  occupiers  of  these  structures.  The  District  Court  felt 
that  such  a  program  militated  against  a  determination  that  there  was  any  public 
need  for  or  benefit  to  result  from  disclosure.  In  balancing  equities,  it  thought  this 
of  moment.  But,  as  we  have  already  observed,  the  right  to  disclosure  under  the 
Act  is  not  to  be  resolved  by  a  balancing  of  equities  or  a  weighing  of  need  or  even 
benefit.  The  only  ground  for  denial  of  disclosure  in  this  situation  is  that  the  dis- 
closure would  represent  a  "clearly  unwarranted  invasion  of  personal  privacy." 
For  the  reasons  given  we  are  unable  to  find  any  reasonable  basis  for  finding 
such  a  '"clearly  unwarranted  basis." 

[9]  Reversed,  with  direction  to  the  District  Court  to  enter  a  decree  granting 
disclosure  as  provided  in  Section  552,  5  U.S.C. 

widexer.  Circuit  Judge  (concurring  and  dissenting)  : 

I  must  respectfully  dissent  with  respect  to  those  wTho  made  an  agreement  witli 
the  government  in  good  faith  that  the  information  disclosed  about  their  "private 
homes"  would  be  kept  confidential,  particularly  those  wrho  are  yet  in  posses 
of  the  premises  involved.  What  I  say  does  not  apply  to  "public  buildings."  The 
words  "private  homes"  and  "public  buildings"  are  quoted  from  the  complaint. 

I  am  of  opinion  that  the  statute  does  not  require  blanket  disclosure,  to  com- 
plete  strangers,  of  information  which  the  government  obtained  under  a  good 
faith  agreement  that  it  would  not  be  disclosed.  For  persons  who  so  agreed,  1 
believe  the  files  of  information  concerning  their  homes  are  ".  .  .  similar  files, 
the  disclosure  of  which  would  constitute  a  clearly  unwarranted  invasion  of 
personal  privacy."  5  U.S.C.  552(b)  (6). 

There  is  no  question  but  that  giving  out  this  information  promiscuously  to 
strangers  is  an  invasion  of  personal  privacy.  Disclosure  of  a  specifically  agreed 
upon  confidential  communication  from  citizen  to  sovereign  may  be  considered 
no  less.  The  question  is  whether  or  not  it  is  clearly  unwarranted.  If  the  person 
seeking  the  information  has  any  colorable  interest  in  obtaining  it.  1  think  it 
may  not  be  the  clearly  unwarranted  invasion  contemplated  by  the  statute. 
These  plaintiffs,  however,  insist  that  they  need  have  no  connection  with  the 
premises  involved,  no  matter  how  remote,  in  order  to  get  the  information  sought. 
Webster's  New  International  Dictionary,  2nd  Edition,  defines  unwarranl 
"Not  warranted;  being  without  warrant,  authority,  or  guaranty."  Plaintiffs' 
right  to  interfere,  having  no  interest  they  have  chosen  to  disclose,  is,  in  my  opinion, 
clearly  without  warrant  or  authority,  and  ought  not  to  be  allowed. 

With  respect  to  these  particular  plaintiffs,  in  their  search  for  inform 
about  the  private  homes  of  others,  I  agree  with  the  district  court  when  it  stated  : 
"As  the  House  Report  accompanying  this  legislation  indicated,  a  citizen  must  be 
able  to-  confide  in  his  Government.  When  tin1  Government  has  obligated  itself 
in  good  faith  not  to  disclose  documents  or  information  which  it  receives,  it  should 
be  able  to  honor  this  obligation." 
63   Cld— 70 90 
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Julius  G.  Getman  et  ai.. 

v. 

National  Labob  Relations  Board,  Appellant 

No.  7M007 
UNITED  States  Court  ok  Appeals,  District  of  Columbia  Circuit 

ARGUED    JUNE    15.    1971 — DECIDED    AUG.    81,    1971 

Action  by  law  professors  engaged  In  NLRB  voting  study  to  compel  National 
LabOT  Relations  Board  to  provide  them  with  names  and  addresses  of  employees 

eligible  to  vote  in  certain  elections.  The  United  States  District  Court  for  the 
District  of  Colombia,  Waddy.  J.,  granted  relief  and  th  o Board  appealed.  The 
Court  <»f  Appeals,  .1.  Skelly  Wright,  Circuit  Judge,  held  that  even  if  lists  con- 
stituted "tiles"  within  Freedom  of  Information  Act  exemption  in  favor  of  files 
disclosure  of  which  would  contitute  unwarranted  invasion  of  personal  privacy, 
invasion  would  he  minimal,  since  named  employees  would  only  be  called  by 
telephone  to  learn  if  they  would  submit  to  interview,  and  invasion  was  not 
clearly  unwarranted,  despite  claim  that  it  might  interfere  with  and  delay  deter- 
mination of  elections,  particularly  since  goal  of  study  was  streamlining  of  elec- 
tion process. 

Affirmed. 

MacKinnon,  Circuit  Judge,  concurred  and  filed  opinion. 

1.  Records  C=>  14 

Freedom  of  Information  Act  exemption  in  case  of  trade  secrets  and  commer- 
cial orfinancial  information  obtained  from  person  and  privileged  or  confidential 
does  not  extend  to  anv  information  given  government  in  confidence.  5  TJ.S.C.A. 
J552(b)(4). 

2.  Records  C^  14 

Bare  lists  of  names  and  addresses  of  employees,  which  employers  were  required 
by  la  wto  give  to  National  Labor  Relations  Board,  without  any  express  promise 
of  confidentiality,  were  not  within  Freedom  of  Information  Act  exemption  appli- 
cable to  trade  secrets  and  commercial  or  financial  information  obtained  from 
person  and  privileged  or  confidential.  5  U.S.C.A.  §  552(b)  (4). 

3.  Constitutiona  Law  C=^  70(1) 

Court  was  not  free  to  give  statute  expansion  which  Congress  considered  and 
denied. 

4.  Statutes  C^  217.3 

Senate  report  was  to  be  perferred  over  House  report  as  reliable  indication  of 
legislative  intent  where  House  report  was  not  published  until  after  Senate 
had  already  passed  its  bill. 

5.  Records  G=^  14 

Bare  lists  of  names  and  addresses  of  employees  which  employers  were  required 
by  law  to  give  NLRB  were  not  within  Freedom  of  Information  Act  exemption 
applicable  to  investigatory  files  compiled  for  law  enforcement  purposes.  5  U.S.C.A. 
§  552(b) (7). 

6.  Records  C==>  14 

Freedom  of  Information  Act  exemption  applicable  to  personnel  and  medical 
files  and  similar  files  disclosure  of  which  would  constitute  clearly  unwarranted 
invasion  of  personal  privacy  requires  court  reviewing  matter  de  novo  to  balance 
right  of  privacy  of  affected  individuals  against  right  of  public  to  be  informed, 
tilting  balance  in  favor  of  disclosure.  5  U.S.C.A.  §  552(b)  (G). 

7.  Records  C=>  14 

Even  if  disclosure,  to  law  professors  engaged  in  NLRB  voting  study,  of  lists 
of  names  and  addresses  of  employees,  in  certain  cases,  which  employers  were 
required  to  give  Board,  would  be  of  "files"  within  Freedom  of  Information  Act 
exemption  in  favor  of  files  disclosure  of  which  would  constitute  unwarranted 
invasion  of  personal  privacy,  invasion  would  be  minimal,  since  named  employees 
would  only  be  called  by  telephone  to  learn  if  they  would  submit  to  interview,  and 
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invasion  was  not  clearly  unwarranted,  despite  claim  that  it  might  Interfere  with 

and   delay   determination   of   elections,   particularly    since   goal   of  study    was 
streamlining  of  election  process.  5  U.S.C.A.  §  552(b)  (6). 

8.  Records  C=>  14 

Court  has  no  equitable  jurisdiction  under  Freedom  of  Information  Act  to  deny 
disclosure  on  grounds  other  than  those  laid  out  under  enumerated  exemptions, 
and  requirement  of  balancing  applies  only  to  exemption  applicable  to  files  dis- 
closure of  which  would  constitute  clearly  unwarranted  invasion  of  personal 
privacy.  5  U.S.C.A.  §  552(a)  (3),   (b)  (4,  6,  7). 

Mr.  Norton  J.  Come,  Asst.  Gen.  Counsel,  National  Labor  Relations  Board,  with 
whom  Messrs.  Arnold  Ordman,  Gen.  Counsel,  Dominick  L.  Manoli,  Associate 
Gen.  Counsel,  Marcel  Mallet-Prevost,  Asst.  Gen.  Counsel,  Glen  M.  Bendixsen, 
Chief  of  Special  Litigation,  and  Charles  N.  Steele,  Atty.,  National  Labor  Rela- 
tions Board,  were  on  the  brief,  for  appellant. 

Messrs.  Stephen  B.  Goldberg,  Champaign,  111.,  and  Julius  G.  Getman,  Bloom- 
ington,  Ind..  with  whom  Mr.  Lee  M.  Modjeska,  Washington,  D.C.,  was  on  the  brief, 
for  appellees. 

Mr.  Marvin  M.  Karpatkin.  New  York  City,  for  Consumers  Union  of  United 
States,  Inc.,  as  amicus  curiae. 

Before  Wright,  MacKinnon  and  Robb,  Circuit  Judges. 

J.  Skelly  Wright,  Circuit  Judge. 

This  case  is  before  the  court  o  nappeal  by  the  National  Labor  Relations 
Board  from  a  judgment  of  the  District  Court  ordering  the  Board  to  "provide 
[appellees]  with  names  and  addresses  of  employees  eligible  to  vote  in  approxi- 
mately 35  elections  to  be  designated  by  [appellees],  as  soon  as  those  names  and 
addresses  are  in  [the  Board's]  possession."  Although  the  immediate  controversy 
arises  in  a  labor  law  context,  the  central  decisional  issue  involves  the  right 
to  and  limits  on  disclosure  of  Government  information  under  the  Freedom  of 
Information  Act.1 

I 

The  history  of  this  action  begins  with  a  request  by  appellees  on  October  28, 
1969  that  the  Board  furnish  them  the  names  and  home  addresses  of  employees 
eligible  to  vote  in  certain  representation  elections.  The  Board  now  maintains 
lists  of  such  names  and  addresses  pursuant  to  its  decision  in  Excelsior  Under- 
wear, Inc.,  156  NLRB  1236  (1966), 2  to  assure  that  unions  have  a  fair  chance  to 
communicate  with  employees  before  elections  and  to  facilitate  the  Board's  func- 
tion of  resolving  challenges  to  voter  eligibility.  Appellees,  who  are  professors  of 
labor  law  engaged  in  an  NLRB  voting  study,  seek  a  limited  number  of  Excelsior 
lists  in  the  Board's  possession  to  facilitate  scheduling  of  interviews  with  em- 
ployees before  and  after  certain  elections.  Appellees  propose  to  question  willing 
employees  regarding  their  attitudes  toward  the  election  process,  especially  about 
the  impact  of  campaign  tactics  utilized  by  both  employers  and  unions.  On  the 
basis  of  general  statutory  authority,  the  Board  has  developed  an  elaborate  struc- 
ture of  rules  governing  the  behavior  of  parties  during  a  campaign.  The  purpose 
of  appellees'  study  is  to  provide  an  empirical  basis  for  evaluating  the  wisdom 
and  utility  of  these  regulations. 

On  April  22,  1970,  the  Board  denied  appellees'  request  for  the  Exclcsior  lists 
because,  in  its  judgment,  their  proposed  study  would  be  likely  to  upset,  the  "lab- 
oratory conditions"3  required  for  conducting  a  fair  representation  election.  Even 
if  the  proposed  interviews  would  not  actually  prejudice  elections,  the  Board 
feared  that  it  would  be  obliged  to  conduct  investigations  and  hold  hearings  con- 
cerning interview-related  objections,  and  that  this  delay  would  be  in  disregard 
of  the  congressional  policy  embodied  in  the  National  Labor  Relations  Act  that 
representation  issues  should  be  resolved  as  rapidly  as  possible. 


i  rub.  L.  89-487.  89th  Con?.,  2d  Sess.,  80  Stat.  250.  .-5  U.S.C.  5  552  (Supp.  II  1965-66), 
amendinv  Administrative  Procedure  Act,  ch.  324,  §  3.  60  Stat.  238  (1046).  5  D.S.C.  §  1002 
(1964). Although  Pub.  L.  89—487  was  repealed,  its  substantive  provisions  were  enacted  into 
the  United  States  Code  by  Pub.  L.  90-23,  90th  Cong..  1st  Sess.,  81  Stat.  54  (19K7).  5 
U.SC.  5  .r>r,2  (1D70).  For  commentaries  on  the  Act.  see  H.R.  Rep.  1497.  89th  Cong.,  2d 
Sess.  (1966)  (hereinafter  "H,  Rep.")  ;  S.  Rep.  813.  89th  Conpr.,  1st  Sess.  (1965)  (herein- 
after "S.  Rep.')  :  Dept.  of  Justice.  Attorney  General's  Memorandum  on  the  Public  Infor- 
mation Section  of  the  Administrative  Procedure  Act  (1967)  ;  K.  Davis,  Administrative 
Law  Treatise  ch.  3A  (197Q  Supp.)  :  Note.  The  19K6  Freedom  of  Information  Act— Early 
Judicial  Interpretations,  44  Wash.  L.  Rev.  641  (1969)  ;  Comment,  The  Freedom  of  Infor- 
mation Act  :  Access  to  Law.  36  Fordham  L.  Rev.  765  (196«). 

•Approved  in  NLRB  v.  Wyman-Gordon  Co..  394  U.S.  759,  767.  89  S.  Ct.  1426.  22  L.  Ed. 
2d  709  (1969). 

s  Sewell  Manufacturing  Co.,  138  NLRB  66,  69-70  (1962). 
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On  a  ;."7'i.  app<  Uees  filed  the  instant  suit  in  the  District  Court  all 

that  they  are  entitled  to  the  Excelsior  lists  under  the  Freedom  of  Information 
the  Board  argued  that  the  Freedom  of  Information  Acl  does  oot  require 
furnish    the   information  soughj    by   appellees   be  ause   such   information 
falls  within  Ex<  (4),  (6)  and  (7)oftheAc1    •  orions  for  summary 

•  filed,  and  the  District   Court  found  on  Januarj    21,   1971   thai 
the  Board  to  satisfy  Its  burden  of  establishing  that  the  i 

information  was  exempted.  The  D  I  further  I 

.   _       had  power  to  deny  dis  aan  th  >se  set  out  in  the 

s  of  the  Act,  flic  burden  o 
with  :    and  this  burden  bad  not  been  met  Accordingly,  the  D 

Com-;  llees'  motion  for  summary  judgment,  and  the  "■ 

i-    now    before    US    tor    consideration/ 
For  elaborated  below,  we  agree  with  the  District  Court  thai 

!  to  disclose  the  information  requested  by  appellees  is  not 
tic!  under  any  of  the  Specific  exemptions  of  the  Freedom  of  Information  Act.  We 
hold  further  that  a  District  Court  lias  no  equitable  jurisdiction  to  permit  with- 
holding .  f  information  winch  does  not  fall  within  one  of  the  exemptions  of  the 
Act.  a  ■    rdingly,  we  affirm  the  judgment  of  the  District  Court. 

II 

purpose  of  the  Freedom  of  Information  Act  is  "to  increase  the 
citizen's  access  to  government  records.  *  *  * 

The  legislative  plan  creates  a  liberal  disclosure  requirement,  limited 
only  by  specific  exemptions  which  are  to  lie  narrowly  construed.  •  *  *  " 

Bristol-Myers  Co.  v.  F.T.C.,  138  U.S.  App.  D.C.  22,  25,  4:24  P.2d  935,  938  (1970).3 
(Footnotes  omitted.)    Subsection   (a)(3)   of  the  Act  provides  in  pertinent  part 

-  acy,  on  request  for  identifiable  records  :::  :::  *.  shall  make  the  re 
promptly  available  to  any  person.  On  compl  lint,  [a]  district  court  of  the  United 
•  *  :;:  :-:  has  jurisdiction  to  enjoin  the  agency  from  withholding  agency 
records  and  to  order  the  production  of  any  agency  records  improperly  withheld 
from  rise  complain  [ant].  In  such  a  case  the  court  shall  determine  the  matter 
de  novo  and  the  burden  is  on  the  agency  to  sustain  its  action.  *  *  *  " 

Subsection  (b)  of  the  Act  exempts  from  disclosure  nine  categories  of  informa- 
tion. The  Board  relies  on  the  following  three  to  preclude  disclosure  in  this  i 

'•i  4  i  trade  secrets  and  commercial  or  financial  information  obtained  from  a 
person  and  privileged  or  confidential ; 

£  *  *  #  *  *  '-'* 

personnel  and  medical  files  and  similar  files  the  disclosure  of  which 
would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy: 

••(7)  investigatory  files  compiled  for  law  enforcement  purposes  except  to  the 
extent  available  by  law  to  a  party  other  than  an  agency [.]" 

[1-3]  Of  the  three  exemptions  relied  upon  by  the  Board,  Exemptions  (4)  and 
(7  i  are  simply  inapplicable.  The  Board,  citing  the  Attorney  General's  memo- 
randum,' maintains  that  Exemption  (4)  applies  to  any  information  given  the 
Government  in  confidence.  But  this  interpretation  tortures  the  plain  meaning 
of  Exemption  (4).  We  agree  with  the  court  in  Consumers  Union  of  the  United 
States,  Inc.  v.  Veterans  Administration.  S.D.  X.Y..  301  F.Supp.  796,  802  (1969), 
that  "this  section  exempts  only  (1)  trade  secrets  and  (2)  information  which  is 
(a  i  commercial  or  financial,  (b)  obtained  from  a  person,  and  (c)  privileged  or 
confidential.  The  exemption  given  by  the  Congress  does  not  apply  to  information 
which  does  not  satisfy  the  three  requirements  stated  in  the  statute."  ~  Obviously, 

4  >  !-i  J:  nuary  22.  1971,  the  Board  filed  a  notice  of  appeal  and  asked  the  District  Court 

to  stay   irs  judgment  pending  appeal.   The  District   Court  denied   the  requested   stay   on 

1971,   on   February   '.»   the  Board   petitioned    this   court  for   a   stay   pending 

was  granted  on  March  11  and  dissolved  on  July  13. 
'    2  C      .-.  Rec.  (Part  10)  i::<;4i   (1966)   (Congressman  Moss);  112  Cong 
(Part   10)    at   13653    (Congressman   Rumsfeld);    111   Cong.   Rec.    (Part   3)    27!>7    (1965) 
:  Missouri). 
'    at  32-34. 
also  Grumman  Aircraft  Engineering  Corp.  v.  Tionogotintion  Board,  138  U.S.   Appt 
D.C.    147,    151,   42.",   F.   2d    578,    582    (1970);    K.    Davis,   gupra    Note   1.    S  3A.19.    B 
Barceloneta  Shoe  Corp.  v.  Compton,  D.P.R.,  271    F.  Supp.   591    (1967).  We  note  further 
that,  when  Congress  was  considering  thp  Act.  the  Board  took  the  position   that   "[rlbe 
phrase  'commercial  or  financial'  unnecessarily  limits  this  exception."   Statement  of  Wil- 
liam  Feldesman,  XLRB   Solicitor,  in   Hearings  on   S.   1160  Before   the   Subcommitfc o 

Administrative  Practice  and  Procedure  of  the  Senate  Committee  on  the  Judiciary,  B9th 
Cong.,  1st  Sess.,  490  (1905)  (hereinafter  "Senate  Hearings").  The  Hoard  proposed 
broadening  language  which  was  not  accepted.  We  are  not  free  to  give  Exemption  (4)  an 
expansion  which  Congress  considered  and  denied. 
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a  bare  list  of  names  and  addresses  of  employees  which  employers  arc  required  by 
law  to  give  the  Board,  withoul  any  express  promise  of  confidentiality,  and  which 
cannot  be  fairly  characterized  as  "trade  secrets"  or  "financial"  or  "commercial" 
information  is  not  exempted  from  disclosure  by  Subsection  (b)  I  h. 

L4,  5]  Nor  is  the  Board's  refusal  to  disclose  justified  by  Exemption  (7),  which 
covers  "investigatory  tiles  compiled  for  law  enforcement  purposes  excepl  to  the 
extent  available  by  law  to  a  [private]  party."  According  to  Senate  Report  No. 
813  on  S.  1160,  89th  Cong.,  1st  Sess.,  at  <)  (1965),  "These  arc  the  files  prepared 
by  Government  agencies  to  prosecute  law  violators.8  Their  disclosure  of  such 
files,  except  to  the  extent  they  arc  available  by  law  to  a  private  party,  could 
harm  the  Government's  case  in  court."  The  Excelsior  lists  are  nol  files  prepared 
primarily  or  even  secondarily  to  prosecute  law  violators,  and  even  if  they  ever 
were  to  be  used  for  law  enforcement  purposes,  it  is  impossible  to  imagine  how 
their  disclosure  could  prejudice  the  Government's  case  in  court.  Even  if  this 
court  had  not  held  that  specific  exemptions  from  disclosure  in  the  Act  arc  t<»  he 
narrowly  construed,  8  on  a  simple  reading  of  the  plain  language  of  Subsection 
(1>)  (7)  we  would  be  constrained  to  hlod  that  it  provides  appellant  no  justifica- 
tion for  its  withholding  of  the  Excelsior  lists  sought  by  appellees. 

[6]  Although  Exemption  (6)  differs  from  Exemptions  (4)  and  (7)  in  that  it 
covers  information  similar  in  some  respects  to  the  kind  being  sought  in  this 
case,  we  agree  with  the  District  Court  that  the  Board  has  not  met  the  burden  of 
proof  required  to  justify  a  refusal  to  disclose  under  this  part  of  the  Act.  Exemp- 
tion (6)  applies  to  "personnel  and  medical  files  and  similar  files  the  disclosure 
of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal  privacy." 
Assuming  that  the  Excelsior  lists  may  be  characterized  as  "personnel  and  medical 
tiles  and  similar  tiles,"  it  is  still  only  a  disclosure  constituting  a  "clearly  unwar- 
ranted invasion  of  personal  privacy"  that  falls  within  the  scope  of  Exemption 
(6).  Exemption  (6)  requires  a  court  reviewing  the  matter  de  novo  to  balance 
the  light  of  privacy  of  affected  individuals  against  the  right  of  the  public  to  be 
informed10;  and  the  statutory  language  "clearly  unwarranted"  instructs  the 
court  to  tilt  the  balance  in  favor  of  disclosure.11 

|  7]  In  carrying  out  the  balancing  of  interests  required  by  Exemption  (6), 
Our  first  inquiry  is  whether  disclosure  of  the  names  and  addresses  of  employees 
constitutes  an  invasion  of  privacy  and,  if  so,  how  serious  an  invasion.  We  find 


8  See  also  H.  Rep.  at  11,  which  is  characteristically  broader  and  goes  beyond  the  express 
tonus  of  the  statute.  In  such  instances,  we  agree  with  the  two  District  Courts  which  have 
c  nsidered  the  issue  that  the  Senate  report  is  to  be  preferred  over  the  House  report  ;is  a 
reliable  indication  of  legislative  intent  because  the  House  report  was  ma  published  until 
after  the  Senate  had  already  passed  its  bill.  Benson  v.  General  Services  Administration, 
W.D.  Wash.,  2S9  F.  Supp.  590,  505  (1968),  affirmed  on  other  grounds.  !t  Cir.,  415  I'.  2d 
878  (1969)  ;  Consumers  Union  of  United  States,  Inc.  v.  Veterans  Administration.  S.D.N.Y., 
301  F.  Supp.  T'.:<>.  801  (1969).  appeal  dismissed  as  moot,  2  Cir.,  436  F.  2d  1363  (1971)  ; 
K.    Davis,  supra  Note  1,  H  3A.2  and  3A.23. 

»  Bristol-Myers  Co.  v.  F.T.C.,  138  U.S.  App.  D.C.  22,  424  F.  2d  935  (1970). 

11  Any  discretionary  balancing  of  competing  interests  will  necessarily  be  inconsistent 
with  the  purpose  of  the  Act  to  give  agencies,  and  courts  as  well,  definitive  '_r;i}de!ines  in 
setting  information  policies.  See  text  at  page  i\~\)  infra.  But  Exemption  (6),  by  its  explicit 
language,  calls  for  such  balancing  and  must  therefore  be  viewed  as  an  exception  to  the 
general  thrust  of  the  Act.  S.  Rep.,  at  ';>,  explains:  "The  phrase  'clearly  unwarranted  inva- 
sion of  personal  privacy'  enunciates  a  policy  that  will  involve  a  balancing  of  interests 
between  the  protection  of  an  individual's  private  affairs  from  unnecessary  public  scrutiny, 
and  the  preservation  of  the  public's  right  to  governmental  information.  The  application 
of  this  policy  should  lend  itself  particularly  to  those  Government  agencies  where  persons 
are  required  to  submit,  vast  amounts  of  personal  data  usually  for  limited  purposes.    *    *    *" 

We  note  in  passing  that  no  other  exemption  specifically  requires  balancing.  In  view  of 
the  Act's  basic  purpose  to  limit  discretion  and  encourage  disclosure,  we  believe  thai 
Exemption  (6)  should  be  treated  as  unique,  and  that  equitable  discretion  should  not  be 
imported  into  any  of  the  other  exemptions.  But  see  General  Services  Administration  v. 
Benson,S«pra  Note  8,  415  F.  2d  at  880,  and  American  .Mail  Line.  Ltd.  v.  (Julick,  133  U.S. 
App.  D.C.  382,  389  and  n.  15,  -111  F.  2d  696,  703  and  n.  15  (1969). 

::  s.  Rep.  at  9;  IT.  Rep.  at  1.  The  legislative  history  suggests  that  use  of  the  "clearly 
unwarranted'  standard  is  the  expression  of  a  carefully  considered  congressional  policy 
favoring  disclosure.  At  the  hearings  on  the  bill  various  agency  spokesmen  urged  deletion 
of  either  the  word  "clearly"  or  the  entire  "clearly  unwarranted"  phrase  so  thai  note 
disclosure  would  have  been  permitted  whenever  disclosure  would  result  in  any  Invasion 
of  privacy.  See,  e.g.,  testimony  of  Edwin  Rains,  Assistant  General  Counsel,  Treasury 
Department.  Senate  Hearings  at  36;  testimony  of  Fred  B.  Smith.  Acting  Genera]  Counsel, 
Treasury  Department,  Hearings  Before  a  Subcommittee  of  the  Committee  on  Government 
Operations  of  the  House  of  Representatives  on  U.K.  5012  ,89th  Cong..  1st  Sess.,  56 
(hereinafter  "House  Hearinga")  :  testimony  of  Clark  R.  Molenhoff,  Vice  Chairman,  Sigma 
Delta  Chi  Committee  for  Advancement  of  Freedom  of  [nformation,  House  Hearings  at 
151;  testimony  of  William  Feldesman,  NLRB  Solicitor,  Senate  Hearings  at  491  and 
House  Hearings  at  2~>7.  Congress,  however,  refused  to  delete  language  it  considered  critical 
in  limiting  the  scope  of  the  exemption.  See  S.  Rep.  at  9  ;  II.  Rep.  at  1 1. 
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that,  although  a  limited  number  of  employees  will  Buffer  an  Invasion  of  privacy 

in  losing  their  anonymity  and  in  being  asked  over  the  telephone  If  they  would  be 

willing  to  be  Interviewed0  in  connection  with  the  voting  study,  the  loss  of 
privacy  resulting  from  this  particular  disclosure  should  be  characterised  as 

relatively  minor.  Both  the  House  and  Senate  reports  OH  the  bill  which  became 
the  Freedom  of  Information  Act  indicate  that  the  real  thrust   of  Exemption    {&) 

is  to  guard  against  unnecessary  disclosure  of  tiles  of  such  agencies  as  the  Veter- 
ans Administration  or  the  Welfare  Department  or  Selective  Service  or  Bureau 
Of  Prisons,  which  would  contain  "intimate  details"'13  of  a  "highly  personal"'4 
nature.  The  giving  of  names  and  addresses  is  a  very  much  lower  degree  of  dis- 
closure; in  themselves  a  bare  name  and  address  give  no  information  about  an 
Individual  which  is  embarrassing.  In  the  conduct  of  appellees'  study,  any  dis- 
closure of  information  more  personal  than  a  name  and  address  is  wholly  con- 
sensual and  within  the  control  of  the  employee.  Appellees  represent  that  any 
employee  who  does  not  wish  to  undergo  an  interview  may  refuse,  and  that 
employees  have  in  fact  done  so  in  connection  with  tiie  pilot  studies  conducted  to 
date.  Although  four  pilot  studies  had  been  conducted  at  the  time  briefs  were  sub- 
mitted, there  is  no  indication  whatever  in  the  record  of  any  harassment  o4 
employees  who  declined  to  cooperate.  Thus  assuming  arguendo  that  the  disclosure 
of  I'.rvt  Isior  lists  constitutes  disclosure  of  a  "rile"  within  the  meaning  of  Exemp- 
tion (6),  and  while  recognizing  that  such  disclosure  does  involve  some  invasion  of 
privacy,  we  find  that  the  invasion  itself  is  to  a  very  minimal  degree. 

In  determining  whether  this  relatively  minor  invasion  of  privacy  is  "clearly 
unwarranted,"  we  must  also  weigh  the  public  interest  purpose  of  appellees'  NLRB 
voting  study,  the  quality  of  the  study  itself,  and  the  possibility  that  appellees 
could  pursue  their  study  without  the  Excelsior  lints.  As  previously  indicated,  the 
Hoard  has  established  complicated  rules  and  enforcement  procedures  governing 
the  behavior  of  the  parties  during  election  campaigns.  The  costs  of  Board  regula- 
tion are  great.  The  proportion  of  elections  in  which  the  losing  party  has  filed 
objections  has  risen  to  almost  one  in  seven  in  recent  years. 1S  and  such  objections 
require  expensive  and  time  consuming  investigation,  hearings  and  rulings.  Inter- 
ference with  the  "laboratory  conditions"  required  to  conduct  these  elections  may 
indeed  result  in  elections  being  set  aside,  as  the  Board  contends.  But  there  is 
no  proof  to  support  the  contention.  If  will  be  time  enough  to  consider  the  relief  to 
which  the  Board  is  entitled  if  and  when  a  showing  of  disruption  of  Board 
functions  is  made. 

We  agree  with  appellees  that  it  is  ironic  that  the  Board  should  attempt  to  use 
speculation  about  added  delays  in  the  prompt  resolution  of  questions  of  repre- 
sentation as  a  basis  for  preventing  this  study.  One  of  the  primary  goals  of  the 
study  is  to  consider  the  feasibility  of  changing  Board  rules  to  eliminate  unneces- 
sary grounds  for  challenges  to  elections,  so  as  to  streamline  the  entire  process. 
Thus  the  Board  is  taking  a  too  shortsighted  view  of  its  own  self  interest.  More- 
over, the  Board's  position  suffers  from  the  obvious  self-justifying  tendency  of 
an  institution  which  in  over  30  years  has  itself  never  engaged  in  the  kind  of  much 
needed  systematic  empirical  effort  to  determine  the  dynamics  of  an  election 
campaign  or  the  type  of  conduct  which  actually  has  a  coercive  impact.10  The 
public  interest  need  for  such  an  empirical  investigation  into  the  assumptions 
underlying  the  Board's  regulation  of  campaign  tactics  has  for  some  time  been 
recognized  by  labor  law  scholars.17  This  particular  study  has  been  reviewed  and 
supported  by  virtually  every  major  scholar  in  the  labor  law  field.18  The  record  is 


12  Before  attempting  to  interview  a  particular  employee,  appellees  first  telephone  to 
describe  the  study  and  ask  If  the  employee  is  willing  to  be  interviewed. 

"  TI.  Rep.  at  11. 

"  S.  Rep.  at  9. 

ir'  Samoff,  NLRB  Elections:  Certainty  and  Uncertainty,  117  U.  Ta.  L.  Rev.  22S,  253 
(1968). 

w  For  example,  In  the  33rd  Annual  Report  of  the  National  Labor  Relations  Board  at  60 
fl969)  It  is  stated  :  "*  *  *  In  evaluating  the  interference  resulting  from  specific  conduct, 
the  Board  does  not  attempt  to  assess  its  actual  effect  on  the  employees,  but  rather  con- 
cerns itself  with  whether  it  is  reasonable  to  conclude  that  the  conduct  tended  to  prevent 
the  free  formation  and  expression  of  the  employees'  choice.  *  *  *"  See  also  Murray 
Envelope  Corp.  of  Mississippi,  130  NLRB  1574,  1576  (1961)  ;  Lane  Drug  Stores,  Inc.,  88 
NLRB  584.  585  n.  5  (1950)  ;  Marshall  Eield  &  Co..  34  NLRB  1.  10  (1941). 

17  Bernstein.  Tbe  NLRB's  Adiudicntlon-Rule  Making  Dilemma  Under  the  Administrative 
Procedure  Act,  79  Yale  L..T.  571.  582  (1970)  ;  see  also  Bok,  The  Regulation  of  Campaign 
Tactics  in  Representation  Elections  Under  the  National  Labor  Relations  Act.  78  Harv.  L. 
Rev.  38.  46  53.  88-90  (1904):  Samoff.  supra  Note  13;  Note,  Behavioral  and  Non- 
Behavioral   Approaches  to  NLRB  Representation  Cases,  45  Indiana  L.J.   276    (1970). 

■\  e.g.,  Joint  Appendix  24.  Exhibit  S:  JA  25,  Ex.  9;  JA  26,  Ex.  10;  JA  15,  Ex.  1. 
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also  replete  with  testimonials  from   Leading  management    and   union   rej»?-.- 
tives  and  Government  officials.11'  Appellees'  research  has  also  been  approved  by 
the  prestigious  National  Science  Foundation,  which  has  awarded  appelta 
largest  grant  ever  made  available  for  law  related  resea  • 

Without  reviewing  the  practical  workings  of  the  NLRB  noting  study  in  detail 
here,  the  court  ootes  that  appellees  Getman  and  Goldberg  are  both  highly  quali- 
fied specialists  in  labor  law,--  that  thej    have  designed  their  study  carefully  and 
in  collaboration  with  scholars  in  the  held  of  survey  research  over  the  pas 
years,   and   that   they    have  selected   and  trained   their   interviewers  carefully   to 
avoid  biaising  effects  in  the  questioning  process.  The  interview  part  of  the  studj 
has  been  tested  in  three  pilot  elections  and  evaluation  reveals  no  evidence  which 
would  support  the  Board's  fears  that  the  interviewing  might  have  tie-  eff 
confusing  <>r  inhibiting  the  employees.  According  to  the  uncontested  statement  of 
appellees,  no  employee  who  has  consented  t<>  an  initial  interview  has  yet  declined 
t<>  schedule  a  second  interview  or  to  vote  in  the  subsequent  election.  No  em] 
has  brought  a  complaint  concerning  the  study  to  either  appellees  or  the  Board. 
Followup  checks  have  shown  that  employees  have  been  answering  truthfully 
"sensitive"  questions  as  whether  they  signed  a  union  authorization  card  and  how 
they  voted. 

In  striking  the  balance  necessary  to  determine  whether  disclosure  of  the 
Excel  xior  lists  would  constitute  a  clearly  unwarranted  invasion  of  privacy,  it  is 
also  significant  that  appellees  are  asking  for  the  names  and  addresses  of  em- 
ployees in  only  35  out  of  the  approximately  15,000  elections  which  the  Hoard  will 
supervise  during  the  next  two  years  "  and  that  appellees  have  no  other  source  for 
obtaining  the  names  and  addresses  consistent  with  their  goal  of  an  unbiased  and 
successful  study.  In  each  of  the  pilot  studies  to  date,  appellee^  have  obtaii 
lisr  of  employees  from  the  union.  But  this  procedure  suffers  from  the  difficulty  in 
persuading  the  union  to  give  up  such  lists,  which  problem  has  lately  been  e 
bated  because  of  union  fear  that  the  employer  involved  will  emphasize  union  co- 
operation with  appellees  as  a  tactic  in  its  own  campaign.  In  addition,  the  Board 
has  asserted  that  if  it  is  successful  in  this  litigation  it  might  seek  to  enjoin  ap- 
pellees from  carrying  out  their  study,  even  where  the  information  is  obtained 
from  union  or  management,  for  the  same  reason  advanced  here :  that  the  study 
will  conflict  with  its  responsibility  to  expedite  representation  elections  under 
Section  9  of  the  National  Labor  Relations  Act.25 

Having  considered  and  weighed  all  of  the  above  factors,  we  find  it  impossible 
to  say  that  disclosure  of  the  Excelsior  lists  would  constitute  a  clearly  unwar- 
ranted invasion  of  employee  privacy  under  Exemption  (0)  of  the  Freedom  of 
Information  Act.34  If  anything,  our  finding  is  that  disclosure  for  purpos 
appelles'  study  is  clearly  warranted.  The  invasion  of  employee  privacy  strikes  as 
as  very  minimal,  and  the  possible  detrimental  effects  of  the  study  in  terms  of 


19  See,  e.o.,  J  A  31.  Ex.  15  ;  JA  34,  Ex.  16  ;  JA  35,  Ex.  17  ;  JA  2S,  Ex.  12  ;  JA  29,  Ex.  13  ; 
JA  30.  Ex.  14  ;  JA  19,  Ex.  4  ;  J  A  15,  Ex.  1. 

20  JA  IS.  Ex.  3. 

^-Professor    Getman    has   taught   labor   law   for    eight    years    and    has    written    several 
articles  concerning  the  National  Labor  Relations  Act.  See  The  Midwest  Pipit' _ 
An  Example  of  the  Need  for  Reappraisal  of  Labor  Board  Doernia.  31   U.   Chi.   L.   Rev.   292 
(1964)  :  Section  8(a)(3)  of  the  NLRA  and  the  Effort  to  Insular.'  Employee  Free  Choice, 
32  U.  Chi.  L.  Rev.  735   (l'»64)  :  The  Protection  of  Economic  Pressure  bv   E 
NLRA.  115  U.  Pa.  L.  Rev.  1195   (1967).  Professor  Goldberg  has  taught  labor  law  t 
years.    His    writings    Include    District    Court    Review   of    NLRB    Representation    Elections. 
42    Indiana   L.J.    45",    (1967^  ;   The   Labor   Law   Obligations   of   a   Successor   Employer.    63 
N\v.  T'.L.  Rev.  735   (1969)  ;  Coordinated  Bargaining  Tactics  of  Unions,  ."i4  Cornell  i..   Rev. 
s:<7  (1969).  Both  appellees  were  previously  employed  as  attorneys  bv  the  NLRB. 

22  See  33rd  Annual  Report  of  the  National  Labor  Relations  Board,  supra  Note  16.  at  1. 

"20  D.S.C.  5  159  (1964). 

2*  Tlii-;  decision,  of  course,  goes  only  to  the  merits  of  appellees'  request  for  disclosure. 
Although  one  of  the  purposes  of  the  1967  Freedom  of  Information  Act  was  to  limit  agency 
discretion  not  to  disclose  bv  abandoning  the  former  ground  rule  that  a  person  requesting 
ation  show  he  was  "properly  and  directly  concerned,"  and  by  Instead  warranting 
disclosure  to  "any  person."  we  find  that  this  purpose  is  In  unavoidable  conflict  with  the 
explicit  hnlancing  requirement  of  Exemption  (6).  See  Note  Hi  supra.  Since  Exemption  (6) 
necessarily  requires  the  court  to  balance  a  public  interest  purpose  for  disclosure  ,.f  p< 
information  against  the  potential  invasion  of  individual  privacy,  a  .Mr.rt's  decision  to 
grant  disclosure  under  Exemption  (6)  c.'.rrries  with  it  an  implicit  limitation  thi 
information,  once  disclosed,  be  used  only  by  the  requesting  party  and  only  f"r  the  public 
interest  purpose  upon  which  the  balancing  was  based.  Bv  the  same  token"  our  ruling  for 
appellees  In  this  case  should  not  he  understood  automatically  to  compel  the  Board  in  the 
future  to  give  out  Excelsior  lists  to  all  other  applicants,  and  for  other  elections.  A  r< 
by  less  well  qualified  applicants,  or  applicants  with  a  less  carefully  designed  or  more 
disruptive  study  would  require  a  new  balancing  and  mlehl  h"  found  to  invove  a  "clearly 
unwarranted  Invasion  of  personal  privacy"  which  m  Mild  justify   nondlsch 
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delaying  the  election  process  as  highly  speculative.  On  the  other  hand,  the  studj 
holds  nui  an  unusual  promise.  As  the  National  Science  Foundation  concluded  In 
Its  Proposal  Review  Summary  and  Pro-ram  Recommendations:  "The  Lnvi 
tors  are  among  the  ablesl  young  labor  law  professors  in  the  country  and  botl 
have  had  considerable  practical  experience  In  the  work  of  the  National  Labo: 

t>,>'..,;   .....    i'    .,,-.]     i..   .,  «r.i;..  <  ;....   .,-;<i,   ..   ....  »>i> ;.  •  «;,...  <,..i  .-,.,.;.. 1   ..,.;„.......  .....,-...-   ..........  ..,.1 
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.,!.»  1  ■  .1-   I        .     -    ■,,.-      WV      I    ...      ..  ['">     '"'<'         .     .X,..      .     IX     ...    .  ...         III.  ..........  ,    ...  .    -      .    I    .■       I...    I  . . .  ■■    ■  r 

Relations  Board.  In  affiliation  with  a  sophisticated  social  science  survey  research 
organization,  they  have  developed  a  distinctive  effort  to  test  the  behavioral  basis 
on  which  an  Important  body  of  labor  law  is  founded.  A  successful  project  here 
would  serve  as  a  much-needed  model  to  encourage  further  empirical  work  to  test 
tin1  behavioral  assumptions  underlying  Important  laws." — JA  164,  Ex.  I  '. 

Ill 

[8]  Having  found  that  nondisclosure  of  the  Excelsior  lists  is  not  warranted 
under  Exemption  (4),  <<>)  or  ( 7) <  we  must  still  resolve  the  question  whether  the 
courts  have  equitable  discretion  to  permit  withholding  of  information  which  does 
not  fall  within  one  of  the  specific  exemptions  to  the  Act.  The  District  Court  in 
this  case  held  that,  "[a]SSliming  that  [a  District  Court],  in  an  action  under  the 
Freedom  of  Information  Act.  may  deny  disclosure  on  grounds  other  than  those  set 
out  in  the  specific  exemptions  to  the  Act.  the  burden  of  justifying  non-disclosure4 
must  still  rest  upon  the  agency.  I  find  that  the  Board  has  not  met  that  burden." 
We  do  not  need  to  reach  the  balancing  issue  decided  by  the  District  Court  because 

we  agree  with  the  dicta  of  the  panel  in  Soucie  v.  David. T\  S.  App.  D.C.  . 

44S  F.2d  10(17  (decided  April  13,  1071).  and  with  the  Fourth  Circuit's  derision  in 
Wellford  v.  Hardin,  444  F.2d  21  (1071).  that  a  District  Court  has  no  equitable 
jurisdiction  to  deny  disclosure  on  grounds  oilier  than  those  laid  out  under  one  of 
the  Act's  enumerated  exemntions.25 

In  order  to  appreciate  the  significance  of  the  relevant  language  of  5  F.S.C. 
§  r>r»2.  one  should  remember  that,  prior  to  the  enactment  of  the  Freedom  of 
information  Act  in  1966,  Section  ?>  of  the  Administrative  Procedure  Act  allowed 
the  Government  to  withhold  information  "in  the  public  interest"  or  "for  good 
cause  found"  and  to  require  the  person  requesting  information  to  show  that  he 


2"  Consumers  Union  of  United  Strifes.  Tno.  v.  Veterans  Administration,  supra  Note  fi. 
hold 8  that,  even  where  Information  is  not  specifically  exempted  under  tlm  Art.  the  eonrt 
must  still  apply  "traditional  equitable  principles.''  However,  counsel  for  Consumers  Union 
as  aureus  curiae  in  tlm  instant  case  was  counsel  for  plaintiff  in  Consumers  Un*f>n  and  has 
brought  to  our  attention  the  fact  that  the  equitable  discretion  issue  was  neither  briefed 
nor  arsr'iod  by  either  party  before  the  District  Court.  An  unusual  set  of  developments  then 
precluded  the  District  Court'-;  opinion  from  receiving  substantive  review  on  appeal.  The 
scenario  was  briefly  as  follows:  Consumers  Union  sought  to  obtnin  information  the 
Veterans  Administration  bad  compiled  in  its  program  to  test  hearing1  aids  for  distribution 
to  yeterens.  The  District  Court  ordered  the  VA  to  disclose  the  test  data,  but  denied  Con- 
sumers Union's  request  for  an  Injunction  ordering  the  VA  to  disclose  comparative  scores 
and  the  scoring  scheme  itself,  on  the  theory  that  such  Information  might  confuse  and 
mislead  the  public  and  that,  even  where  the  Freedom  of  Information  Act  permitted  dis- 
closure, the  District  Court  possessed  discretion  to  denv  remedies  where  the  release  of 
linformation  would  result  in  harm  to  the  public  interest.  Consumers  Union  appealed  on 
this  point,  and  the  VA  cross-annealed  on  the  ground  that  nondisclosure  was  protected 
under  some  of  the  specific  exemptions  of  the  Act.  Snbseonent  to  the  decision  of  tbe  Dis- 
trict Court  but  before  oral  argument  on  appeal,  the  VA  made  a  policy  decision  to  disclose 
all  three  tvpes  of  information  ork-inally  sought  by  Consumers  Union  and  actually  d's- 
semlnated  this  information.  The  policv  was  made  retroactive  to  coyer  contract  -ear  1968. 
the  year  for  which  Consumers  Union  had  solicited  information,  and  Consumers  Union  was 
provided  with  the  information  It  sought  in  the  District  Court.  The  Government  then  moved 
to  dismiss  the  appeal  as  moot.  The  appellate  court  denied  this  motion  because  the  Govern- 
ment's position  on  cross-appeal  suggested  that  it  felt  the  disclosure  was  discretionary  on 
its  part  and  not  reouired  bv  the  Freedom  of  Information  Act.  creating  the  distinct  possi- 
bility that  the  dispute  that  generated  the  present  action  would  reenr.  However,  at  oral 
argument  the  Government  dropped  its  cross-claim  and  conceded  that  the  results  of  the 
tests  on  hearing  aids  did  not  come  within  any  of  tbe  exemptions  to  tlie  Act  and  that  no 
public  interest  rationale  in  stifled  withholding  of  the  Information.  Under  these  circum- 
stances, it  heiri"-  quite  clear  that  tbe  Government  would  not  a<»ain  assert  that  hearing  aid 
tests  are  outside  the  Act  or  should  be  concealed  in  the  public  Interest,  tbe  appeal  was 
dismissed  as  moot.  4.°,0  p.  2d  1363, 

Tim  Board  maintains  at  'iin»p  1 C,  of  it«  b'def.  citine'  General  Services  Administration  v. 
Benson  sunm  Note  K.  41  H  F  2d  at  S«0.  that  the  Ninth  Circuit  has  also  held  tlmt  ennitable 
discretion  Pes  to  deny  disclosure  even  thouch  none  of  I'm  exemptions  of  the  Act  pi»e 
applicable.  Desrdte  some  ambiguous  dicta,  however,  a  readinc  of  Benson  sh"ws  that  f*m 
court  made  only  the  much  more  limited  holding  that,  in  determ'nlng  whether  the  fifth 
exemption  under  the  Act  Is  applicable,  the  court  must  weigh  the  effect  on  Cm  nubile  inter- 
est in  accordance  with  traditional  equity  principles.  Srr,  r.g.,  American  Mail  Fine.  Ltd,  v. 
GuiicV  tnwra  Note  in.  1?,?,  U.S.  Apr*.  D.C.  at  3R0  an<i  n.  15.  411  p.  2d  at  70?,  and  n.  T>.  Tn 
fact.  F'^stein  v.  Rosor  0  Cir..  421  F  2d  9.10  0.°>2  OM  cert  denied  308  U.S.  005.  00  S.  Ct. 
2170.  20  F.  Fd.  2d  540  (1070)  suggests  that  the  Ninth  Circuit  would  agree  with  this 
court's  and  the  Fourth  Circuit's  interpretation  of  the  Act. 
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was  •;  ••  perly  and  directly  concerned." M  Under  the  old  A.PA,  Section  •"■.     - 

and  <!- 1  artmenl  heads  enjoyed  a  "sorl  of  personal  ownership  of  ae 

units,"37  and  a   wide   ranging  discretion   to  suppress   Information,   which   was 

fiercely  objected  to  by  the  press  and  other  concerned  individuals.88  A.s  i    result 

of  this  criticism,  Congress  amended  l lxv  Ai'A  in  L966.  The  basic  I  the 

amendment,  which  has  become  popularly  known  as  the  Freedom 

Act,  was  to  guarantee  public  access  to  Government  information  by  converting  a 

"withhol  ling"  statute  to  a  ••disclosure"  statute1'"  and  by  mandating  Cull  public 

access  to  Government  information,  subject  to  a  limited  number  of  clearly  drawn 

exemptions.1 

The  question  whether  the  courts  retain  equitable  discretion  und  t  the  A.  i   is 
settled  for  us  by  the  express  language  of  the  Act,  aided  by  the  .  m  the 

Senate  report.  Section  552(c)  states: 

"This  section  does  not  authorize  withholding  of  information  or  limit  the 

availability  of  records  to  the  public,  except  as  specifically  stated  in  this 

section.  *  *   *" 31 

The  Senate  report  states  : 

"The  purpose  of  [§  552(c)]  is  to  make  it  clear  beyond  doubt  that  all 
materials  of  the  Government  are  to  be  made  available  to  the  public  by 
publication  or  otherwise  unless  explicitly  allowed  to  be  kept  seer  tie  of 

the  exemptions  in  [§  552(b)].  *   *   *" 

S.  Rep.  at  10.  (Emphasis  in  original.)  The  Senate  report  also  sets  out  that  : 

"It  is  the  purpose  of  the  present  bill  to  eliminate  such  phrases  [as  'requir- 
ing secrecy  in  the  public  interest,'  or  'required  for  good  cause  to  be  held  con- 
fidential'], to  establish  a  general  philosophy  of  full  agency  disclosure  unless 
information  is  exempted  under  clearly  delineated  statutory  language  and 
to  provide  a  court  procedure  by  which  citizens  and  the  press  may  obtain 
information  wrongfully  withheld.  It  is  important  and  necessary  that  the 
present  void  be  filled.  It  is  essential  that  agency  personnel,  and  the  courts  as 
well,  be  given  definitive  guidelines  in  setting  information  policies.  *  *  *" 

Id.  at  3.M  (  Emphasis  added.)  We  agree  with  the  Soucic  panel  that : 

"*  *  *  Congress  clearly  has  the  power  to  eliminate  ordinary  discretionary 
(barriers  to  injunctive  relief,  and  we  believe  that  Congress  intended  to  do  so 
here. 

"*  *  *  Through  the  general  disclosure  requirement  and  specific  exemp- 
tions, the  Act  thus  strikes  a  balance  among  factors  which  would  ordinarily 
be  deemed  relevant  to  the  exercise  of  equitable  discretion,  i.e.,  the  public 
interest  in  freedom  of  information  and  countervailing  public  and  private 
interests  in  secrecy.  Since  judicial  use  of  traditional  equitable  principles 
to  prevent  disclosure  would  upset  this  legislative  resolution  of  conflicting 


20  5  U.S.C.  §  1002  (1964),  Revised  Statutes  and  Statutes  at  Large,  June  11,  1940.  eh. 
324.  §  3.  60  Stat.  238. 

27  H.  Rep.  at  2. 

28  See.  e.g..  Hearings  Before  the  Subcommittee  on  Administrative  Practice  and  Proce- 
dure of  the  Senate  Judiciary  Committte  on  S.  1666  and  S.  1663.  88th  Cong.,  1st  Sesa  .  7. 
16.  35,  <>0.  82.  95,  140,  237,  27,  and  109  (1963). 

»  S.  Ren.  at  5. 

••r'  5.  Rep.  at  3. 

81  As  a  noted  administrative  law  scholar  has  observed,  "The  pull  of  the  word  'specifically' 
is  toward  emphasis  on  statutory  language  and  away  from  all  else — away  from  implied 
meanings,  away  from  reliance  on  legislative  history,  away  from  needed  judicial  legislation." 
K.  Dnvis.  supra  Note  1,  §  3A.15.  Finding  the  statute  to  be  badly  drafted  and  in  some 
instances  ill  conceived.  Professor  Davis  suggests  that  the  courts  might  act  to  redraft  the 
statute  by  invoking  the  doctrine  of  equitable  discretion.  See,  e.g.,  §5  3A.1,  .°..\.1»;.  and 
"A. 19.  'We  decline  tins  course.  If  the  courts  bejran  to  invoke  their  equitable  powers  to 
permit  nondisclosure  running  beyond  the  enumerated  exemptions  of  §  r>r>2 1 1>  I .  the  over- 
riding purpose  of  the  Act — which  is  to  require  disclosure  in  all  but  a  narrowly  and  clearly 
defined  category  of  situations — would  he  seriously  undermined. 

"2  The  House  report  dffers  from  the  Senate  report  in  that  is  susrerests  that  District  Courts 
may  have  equitable  discretion.  E.g.,  "Itlhe  Court  will  have  authority  whenever  It  con- 
siders such  action  equitable  ami  appropriate  to  enioln  the  agency  from  withholding  it<* 
records  and  to  order  the  production  of  asrency  records  Improperly  held."  II.  Hep-  at  ft.  And 
"[tlhe  purpose  of  this  subsection  is  to  make  clear  beyond  doubt  that  all  the  materials  of 
Government  are  to  be  available  to  the  public  unless  specifically  exempt  from  disclosure  by 
the  provisions  of  subsection  (e)  [(1552(b)]  or  limitations  spelled  out  in  earlier  sttosec- 
tiovn."  Id.  at  11.  (Emphasis  added.)  For  the  reasons  set  out  in  Note  s  supra,  howev  r  we 
consider  the  Senate  report  the  more  reliable  indlcat  t  of  legislative  intent. 
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Interests,  we  are  persuaded  that  Congress  did  not  Intend  to  confer  on  district 
courts  a  general  power  to  deny  relief  on  equitable  grounds  apart  from  exemp- 
B  in  the  Act  itself.  *  •  •" 

U.S.  App.  D.C.  at ,448  F  2d  at  1067. 

To  sum  up.  the  names  and  addresses  Of  employees  are  information  within  the 
scope  ,,f  the  Freedom  <>f  Information  Act.  which  was  designed  in  part  to  "provide 
the  means  by  which  the  people  Of  this  country  can  become  informed  and  thus  he 
able  to  scrutinise  the  activities  and  operation  of  their  Government.""  While 
the  Board  is  correct  that  the  BwcelSior  lists  are  bat  the  first  step  in  the  total 
information  gathering  process  in  which  appellees  are  engaged  and  that  the  lists 
themselves  do  not  in  any  direct  sense  reveal  anything  about  the  Board's  opera- 
tions, there  is  no  language  or  principle  embodied  in  the  Act  which  requires  that 
information  sought  under  its  authority  be  sufficient,  in  and  of  Itself,  to  evaluate 
the  agency's  performance.  The  E,rc<l<ior  lists  failing  to  fall  within  any  of  the 
Act's  enumerated  exceptions,  and  there  being  no  equitable  discretion  in  a  Dis- 
trict Court  to  create  new  exemptions,  appellees  are  entitled  to  disclosure. 

Affirmed. 

MacKinnon,  Circuit  Jud^e  (concurring)  : 

The  extremely  broad  sweep  of  the  Freedom  of  Information  Act,  with  its  nar- 
row exemptions,  makes  it  mandatory  in  my  opinion — if  we  are  to  follow  the  di- 
rectiona  of  Congress — to  direct  the  National  Labor  Relations  Board  to  furnish 
apiH'llees  with  the  names  and  addresses  of  employees  as  requested.  However.  I 
agree  with  the  Board  that  this  request  could  lead  to  undesirable  interference  in 
elections.  Furnishing  these  lists  for  use  by  third  parties  during  the  representa- 
tion election  may  interject  a  third  factor  which  really  has  no  place  in  the  elec- 
tion. I  cannot  say.  however,  that  the  release  of  the  lists  "would  constitute  a 
rlcarlu  unwarranted  invasion  of  privacy."  Whether  appellees'  interference  in 
those  elections  will  be  misunderstood  and  misinterpreted  and  will  cause  adverse 
reactions  is  unpredictable  at  this  stage. 

My  principal  concern  is  for  the  future.  We  are  here  following  the  dictates  of 
Congress  and  are  making  information  available  for  a  use  that  may  interfere 
with  the  proper  functioning  of  government.  This  use  may  have  its  beneficial 
effects  also,  but  before  the  good  is  harvested  considerable  turmoil  and  disrup- 
tion may  result.  And  this  decision  is  only  the  beginning.  We  may  exj>ect  similar 
wholesale  demands  for  lists  of  names  and  addresses  from  other  persons,  not  for 
what  they  may  disclose  about  the  functioning  of  government,  but  for  their  col- 
lateral ability  to  aid  the  person  requesting  such  information. 

While  it  must  be  recognized  that  the  Board  might  return  the  lists  to  the  em- 
ployers and  in  the  future  might  alter  its  Excelsior  rule  so  that  employers  would 
deliver  the  names  and  addresses  to  the  unions  directly  rather  than  filing  them 
with  the  regional  directors,  and  thus  obviate  the  requirement  to  disclose,  the 
annoyance  to  individuals  and  the  Government  that  could  result  from  requir- 
ing the  Government  to  furnish  various  lists  of  names  and  addresses  to  various 
persons  on  request  could  be  very  substantial. 

It  seems  to  me  that  furnishing  bare  lists  of  names  and  addresses  of  various 
groups  of  persons  in  various  Government  files  is  not  the  sort  of  disclosure  that 
Congress  basically  had  in  mind  in  enacting  the  Freedom  of  Information  Act.  But 
in  my  opinion,  the  Act  as  it  presently  exists  practically  requires  the  disclosure 
of  such  lists  on  demand.  One  need  not  elaborate  on  the  various  abuses  that  could 
result  if  lists  of  people  as  classified  by  the  Government  for  particular  purposes 
became  available  practically  on  demand  in  wholesale  lots.  If  this  situation  is 
to  be  corrected,  it  will  require  an  amendment  to  the  Act. 


"Remarks  of  Senator  Dirksen.  110  Concr.  Rec.  (Part  IS)  1709ft  nnr,4b  Although  thp 
prinmrv  purnosp  of  the  Art  may  be  to  help  the  citizen  to  know  "how  his  Government  is 
op^rntine."  IT.  Ren.  at  6.  we  note  In  passing  the  Act  is  rot  limited  to  disclosures  Involving 
public  Rcrntiny  of  eovernmental  operations.  In  Consumers  Union  of  United  States.  Inc.  v. 
Vetprans  Administration,  sur>rn  Note  ft.  the  publisher  of  Consumer  Reports  obtained  cer- 
tnln  records  of  a  VA  hearing  aid  testing  proerrnm  for  a  purpose  which  had  nothing 
whatever  to  do  with  revealing  Government  operations — it  merely  wished  to  advise  its 
readers  whleh  h^nrintr  aids  wero  best.  Similarly,  in  General  Services  Administration  v. 
Benson,  fiifira  Note  ft.  the  plaintiff,  who  obtained  Government  records  concerning  the 
ralue  of  certain  property  it  had  sold  him.  needed  thos»  records  for  tbe  purely  personal 
purpose  of  substnntiatine  his  position  in  a  dispute  with  the  Internal  Revenue  Service  as 
to  the  tax  consequences  of  that  sale. 
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October  Term,  TJ71 

Opinion  in  Chambers 

National  Labor  Relations  Board 

v.  Getman  et  al. 

ON    APPLICATION   FOR   STAY 

No.  A-109.     Decided  July  27,  1971 

Stay  of  District  Court's  order  under  the  Freedom  of  Information  Act    5  U.S.C 

§  552  i  a  1(3),  That  National  Labor  Relations  Board  (NLRB)  provide  respondents 
with  certain  records  concerning  labor  representation  elections  denied,  the  Act 
providing  no  exception  authorizing  the  NLRB's  refusal  to  produce  the  requested 
records. 

Mb.  Justice  Br  ack.  Acting  Circuit  Justice. 

Respondents,  two  law  professors  who  are  undertaking  a  study  of  labor  repre- 
sentation elections,  applied  for  and  obtained  an  order  from  the  United  States 
District  Court  for  the  District  of  Columbia  requiring  the  National  Labor  Relations 
Board  to  provide  respondents  "with  name-  and  addresses  of  employees  eligible  to 
vote  in  approximately  35  elections  to  be  designated  by  (respondents).'"  Respond- 
ents base  their  claim  to  the  information  on  the  language  of  the  Freedom  of  In- 
formation Aer.  5  U.S.C  §  552  (a)  (3),  which  requires  that  a  Government  agency 
"on  request  for  identifiable  records  .  .  .  shall  make  the  records  promptly  avail- 
able to  any  person."  The  Government  has  filed  an  application  seeking  a  stay  of  the 
order  of  the  District  Court.  This  application  was  assigned  to  me  in  the  absence 
of  The  Chief  Justice. 

The  Government  applies  for  a  stay  on  the  ground  that  the  District  Court  order 
requiring  the  Board  to  comply  with  the  Freedom  of  Information  Act  and  d 
the  records  in  question  to  respondents  would  interfere  with  the  representation 
election  procedures  under  the  National  Labor  Relations  Act.  49  Srpt.  449.  as 
amended.  The  Board  was  created  by  Congress  and  Congress  has  seen  fit  to  make 
identifiable  records  of  the  Board  and  other  Government  agencies  available  to  any 
person  upon  proper  request.  I  find  no  exception  in  the  Freedom  of  Information  Act 
which  wouid  authorize  the  Board  to  refuse  promptly  to  turn  over  the  requested 
records.  I  deny  the  application  for  stay  without  prejudice  to  the  Government  to 
present  its  application  to  another  Member  of  this  Court. 

It  is  so  ordered. 

Appendix  D — Expungement  of  Records 

Max  I.  Chastain 

v. 

Clarence  M.  Kelley,  Director,  Federal  Bureau  of  Investigation,  Appellant. 

No.  73-2137 
United  States  Court  of  Appeals,  District  of  Columbia  Circuit 

APRIL    2,    19  75 

After  suspension  and  proposed  dismissal  of  special  agent  of  the  FBI  wa^  can- 
celled, the  agent  filed  motion  for  order  requiring  the  FBI  to  expunge  nil  records 
relating  to  the  suspension  and  proposed  dismissal,  to  refrain  from  basing  any 
further  personnel  action  on  those  matters  and  to  inform  all  agencies  to  which  FBI 
had  disseminated  information  concerning  the  incident  that  the  charges  bad  been 
withdrawn.  The  United  States  District  Court  for  the  District  of  Columbia.  Oliver 
Gasch.  Jr.,  granted  the  mohon  and  the  FBI  and  it<  director  appealed!  The  Courl 
of  Appeals,  M  ;G  iwan,  Circuit  Judge,  held  that  expungement  order  was  Improper 
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ding  that  Information  In  the  records  was  Inaccurate,  was  acquired 
i.\  fata  11  j  flawed  procedures  or  was  prejudicial  without  serving  any  proper  pur- 
ine Of  I 

Judgment  vacated  and  case  remanded  with  instructions, 
Ircuil  Judge,  did  uol  participate. 

I.  Records  <3=>  22 

3  are  empowered  to  order  the  expungement  of  government  rec- 
essary  to  vindicate  rights  secured  by  the  Constitution  or  hy  statute. 

I  Records  <S=>22 

Power  of  federal  court  to  order  expungement  of  government  records  may  be 
invoked  even  when  records  in  question  are  administrative  rather  than  criminal 

1  Records  C==>  22 

Expungement  of  government  records  Is  an  equitable  remedy  over  which  trial 
judge  •  •  "iisiderahle  discretion. 

4.  Records  C=^  22 

ungement  of  government  records  is  tool  which  must  be  applied  with  clo<e 
attention  to  the  peculiar  facts  of  each  case. 

5.  Records  C=^  22 

Order  requiring  FBI,  following  cancellation  of  suspension  and  proposed  dis- 
missal <>f  special  agent,  to  expunge  records  relating  to  the  matter  was  improper, 
absent  finding  that  information  contained  in  the  records  was  inaccurate,  was 
acquired  hy  fatally  Hawed  procedures  or  was  prejudicial  to  the  agent  without 
serving  any  proper  purpose  of  the  FBI. 

6.  Records  C=?  22 

Ev<  n  if  abandonment  of  proposed  disciplinary  action  against  special  agent 
of  the  FBI  and  failure  of  FBI  to  file  timely  motion  in  opposition  to  agent's  mo- 
tion for  order  expunging  FBI's  records  concerning  the  matter  could  be  pre- 
sumed to  constitute  an  admission  that  charges  against  the  agent  were  inac- 
curate, improperly  made  or  insignificant,  reasonableness  of  such  presumption  was 
destroyed  and  order  of  expungement  could  not  he  justified  on  basis  of  such  pre- 
sumption, where  FBI  filed  subsequent  opposition  to  agent's  motion  and  stated 
that  cancellation  of  the  disciplinary  action  did  not  absolve  agent  of  wrongdoing. 

7.  Records  C=>  41 

FBI  had  obligation  to  correct  any  erroneous  information  which  bad  been  dis- 
seminated to  other  agencies  and  which  concerned  matters  giving  rise  to  disciplin- 
ary proceedings  instituted  against  special  agent. 

8.  Records  C=*  22 

Refusal  to  grant  motion  filed  by  FBI  for  reconsideration  of  order  expunging 
records  concerning  disciplinary  action  taken  against  special  agent  was  improper 
even  though  FBFs  opposition  to  motion  for  order  of  expungment  was  filed  two 
days  late,  where  trial  court  was  not  inconvenienced  greatly  and  order  had  been 
entered  without  hearing  on  the  merits  and  had  effect  of  removing  from  agent's 
personnel  file  all  reference  to  what  appeared  to  have  been  a  serious  want  of  sound 
judgment  on  agent's  part  in  the  exercise  of  his  official  authority.  44  T'.S.C.A. 
§3301  et  seq.;  Fed. Rules  Civ.Proc.  rules  r,0(e).  60.  28  I'.S.C.A. 

Appeal  from  the  United  States  District  Court  for  the  District  of  Columbia 
(D.C.  Civil  Action  570-73). 

Barbara  I..  Herwig,  Atty.,  Dept.  of  Justice,  with  whom  Irving  Jaffe,  Acting 
Asst.  Atty.  (Jen..  Earl  J.  Silhert.  U.S.  Atty..  and  Robert  E.  Kopp.  Atty.,  Dept. 
of  Justice,  were  on  the  brief,  for  appellant.  Harold  II  Titus.  Jr..  U.S.  Atty.  at  the 
time  the  record  was  filed.  John  A.  Terry  and  Robert  M.  Werdig.  Jr.,  Asst,,  U.S. 
Attvs..  also  entered  appearances  for  appellant. 

Lawrence  Spoiser.  Washington.  D.C,  for  appellee. 

Before  Fatiy.  Senior  Circuit  Judge,  and  McGowh  and  Tamm.  Circuit  Judges. 

Opinion  for  the  Court  filed  by  Circuit  Judge  McGowax. 

MoGowan,  Circuit  Judge: 

The  District  Court  ordered  the  Federal  Bureau  of  Investigation  to  expunge  all 
records  of  an  incident  giving  rise  to  charges  by  it  that  one  of  its  agents  had. 
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anions;  other  things,  misused  his  credentials.  After  first  suspending  the  agent 
and  giving  him  notice  of  proposed  dismissal,  the  Bureau  subsequently  decided 
not  to  take  this  action.  It  was  two  days  late  in  tiling  an  opposition  to  the  motion 

to  expunge,  which  had  heen  promptly  filed  after  the  Bureau's  decision  and  as 
promptly  granted.  We  think  that  there  are  interests  at  stake  going  beyond  those 
of  the  immediate  parties  to  this  litigation,  and  which  warrant  our  vacating  the 
judgment  entered  by  the  District  Court  in  order  that  the  Government  may  he 
heard  on  the  question  of  expungement. 

i 

Plaintiff-appellee  hecame  a  Special  Agent  of  the  FBI  in  November  of  1970. 

On  March  8,  1973,  he  received  a  letter  from  L.  fa!  rick  Gray,  III,  then  the  Bu- 
reau's Acting  Director,  informing  him  of  his  immediate  suspension  without  pay 
and  of  his  proposed  dismissal  as  of  thirty  days  from  the  letter's  receipt.  The 
letter  set  out  a  number  of  grounds  for  these  actions.  They  all  arose  from  the  cir- 
cumstances we  now  summarize. 

On  January  29,  1973,  appellee  was  on  leave  from  his  duties  in  the  Bureau's 
Washington  Field  Office,  and  was  spending  several  days  in  Virginia  Beach.  Vir- 
ginia, his  purpose,  at  least  in  part,  was  to  visit  a  femal  friend  who  was  married 
to  a  naval  officer  then  absent  on  assignment.  Plaintiff  had  grown  intimate  with 
the  woman  during  his  own  earlier  naval  service.  She  informed  him  upon  arrival 
that  another  woman,  a  mutual  acquaintance  and  also  a  resident  of  Virginia 
Beach,  had  recently  complained  of  receiving  a  number  of  obscene  telephone  calls. 
Appellee  came  to  the  complainant's  aid.  He  went  to  the  home  of  the  neighbor 
whom  she  suspected  was  responsible  for  the  calls.  Gaining  entrance,  he  displayed 
his  FBI  credentials  and  asked  the  neighbor  a  number  of  probing  questions  aimed 
at  discovering  whether  he  was  indeed  the  culprit.  The  neighbor's  mother,  who 
was  present  at  the  time,  later  reported  the  incident  to  the  local  FBI  office  in 
Norfolk,  Virginia.  After  the  interview,  appellee  reported  hack  to  the  recipient  of 
the  telephone  calls  his  conclusion  that  her  suspicions  about  the  neighbor  were 
correct.  He  also  divulged  the  neighbor's  true  name,  which  he  had  discovered  dur- 
ing the  interview. 

For  this  conduct,  which  appellee  recounts  in  somewhat  more  innocuous  terms 
but  does  not  really  deny,1  the  Acting  Director  charged  him  with  misuse  of  his 
FBI  credentials,  unauthorized  disclosure  (to  the  complainant  about  the  tele- 
phone calls)  of  investigative  information  gained  through  his  official  position,  and 
failure  to  inform  the  Special  Agent  in  charge  of  the  Norfolk  office  of  an  investiga- 
tion within  that  agent's  territory.  Appellee  was  further  accused  of  not  having 
kept  his  Washington  superiors  sufficiently  informed  of  his  whereabouts  (he  had 
left  only  the  post  office  box  number  of  his  female  friend)  and  also  of  "deception. 
lack  of  integrity,  [and]  uncooperative  attitude."  The  Acting  Director  gave  as  an 
example  of  the  latter  the  fact  that,  in  the  course  of  applying  to  become  a  Special 
Agent,  appellee  had  responded  negatively  to  the  question  of  whether  he  had  any 
moral  deficiencies,  and  had  not  reported  the  relationship  he  had  had  with  the 
female  friend  during  his  earlier  naval  days. 

On  March  26.  1973.  before  final  action  was  taken  by  the  Bureau  pursuant  to  its 
March  8  letter,  appellee  sued  in  the  District  Court  for  an  order  prohibiting  his 
dismissal  and  restoring  him  to  active  duty.  A  temporary  restraining  order  was 
entered  against  dismissal  only.  While  appellee's  motion  for  a  preliminary  injunc- 
tion was  still  pending.  William  Ruckelshaus  replaced  Gray  as  the  Bureau's  Act- 
ing Director.  Ruckelshaus  cancelled  the  suspension  and  proposed  dismissal,  and 
also  awarded  plaintiff  his  hack  pay.  On  May  23  the  Government  moved  that  the 
case  he  dismissed  as  moot.  Appellee  moved  the  following  day  for  an  order  re- 
quiring the  FBI  (1)  to  expunge  all  records  relating  to  the  suspension  and  pro- 
posed dismissal.  (2)  never  to  base  any  further  personnel  action  on  th<>«>  matters, 
and  (3")  to  inform  all  those  agencies  to  which  the  FBI  had  disseminated  infor- 
mation about  them  that  the  charges  had  heen  withdrawn.  On  June  0  the  District 


1  Appellee  submitted  for  in  camera  inspection  by  the  District  Court  an  affidavit  in 
which,  inter  alia,  he  admitted  the  Investigative  visit  to  the  house  of  the  susn.<ct  neighbor, 
but  maintained  that  during  it  he  had  been  courteous,  had  displayed  his  credentials  only 
to  put  the  neighbor  at  ease,  and  bad  I pecified  that  his  was  not  an  official  FBI  investigation. 

App.  II  at  8   25. 
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Court  dismissed  the  case  as  moot,  and,  n<>  opposition  having  been  filed  by  the 
eminent,  granted  the  motion  for  expungement.2 

ii 

[1.  l»]  The  federal  courts  arc  empowered  to  order  the  expungement  of  Govern- 
ment records  where  necessary  to  vindicate  rights  secured  by  the  Constitution  or 
itute.  See,  e.g.,  Menard  v.  Saxhe,  162  U.S.App.D.C.  284,  498  F.2d  L017,  L023 
(1974);  Sullivan  v.  Murphy,  156  U.S.App.D.C.  28,  17s  F.ild  938,  966  (1073); 
Menard  v.  Mitchell,  139  U.S.App.D.C.  113,  430  P.2d  186  (1970).  The  cited 
involved  the  retention  and  dissemination  of  criminal  records,  and  it  is  in  that 
context  that  the  propriety  of  expungement  orders  has  been  most  thoroughly 
explored.  Since  the  power  to  order  expungement  is,  however,  only  an  instance 
of  the  general  power  of  the  federal  courts  to  fashion  appropriate  remedies  to 
protect  important  legal  rights,"  it  may  also  be  invoked  when  the  Government 
records  in  question  are  administrative  rather  than  criminal. 

The  precedents  in  this  latter  regard  are  few,  but  they  are  clear  enough.  In 
rs  v.  Hobby,  349  U.S.  831,  75  S.Ct  700,  00  L.Ed.  1120  (1955),  for  example, 
the  Supreme  Court  held  that  the  Loyalty  Review  Board,  an  organ  of  the  Civil 
Service  Commission  established  to  review  the  recommendations  of  federal  agen- 
cies that  employees  be  dismissed  for  disloyalty  to  the  United  States,  exceeded  its 
jurisdiction  in  reopening  the  case  of  an  employee  whose  loyalty  had  been  ap- 
proved by  the  relevant  agency.  The  relief  to  which  the  Court  found  the  employee 
entitled  included  "an  order  directing  the  respondent  members  of  the  Civil  Service 
Commission  to  expunge  from  its  records  the  Loyalty  Review  Board's  finding 
that  there  is  a  reasonable  doubt  as  to  petitioner's  loyal  .  .  ."  Id.  at  348-340,  75 
S.Ct.  at  700.4 

T3.  41  Expungement,  no  less  than  any  other  equitable  remedy,  is  one  over 
which  the  trial  judge  exercises  considerable  discretion.  It  is  a  versatile  tool : 
expungement  of  only  some  records,  from  some  Government  files,  may  be  enough, 


1  Tho  order  In  its  entirety  required  : 

1.  That  defendant  and  his  successors  shall  rpmoTP  from  plaintiff's  personnel  file  and 
from  all  records  of  the  Federal  Bureau  of  Investigation  any  and  all  records,  memoranda, 
documents,  writings,  statements  of  witnesses,  anad  investigative  records,  describing, 
referring  to  or  alludine  to  the  facts  upon  which  the  suspension  and  the  proposed  termina- 
tion of  plaintiff  were  based  :  and 

2.  That  defendant  and/or  his  successor  or  successors  are  permanently  enjoined  from 
using  any  of  the  Information  or  records  referred  to  in  Paragraph  1  of  this  Order  or  any 
records  relating  to  this  suit  as  criteria  for  advancement,  promotion,  salary  increase  or 
any  nther  professional  award  or  for  any  disciplinary  action  or  termination  ef  employ- 
ment :  and 

3.  That  defendant  and/or  his  successor  or  successors  shall  contact  any  and  all  agencies, 
including  the  United  States  Civil  Service  Commission,  to  which  they  have  disseminated 
any  information  regarding  plaintiff  and  the  facts  upon  which  plantiff's  suspension  and 
proposed  termination  or  this  suit  were  based  and  inform  each  such  arrency  that  the 
Bureau  bad  withdrawn  the  suspension  and  proposed  termination  and  that  this  Court  has 
requested  each  such  agency  to  remove  any  and  all  references  of  the  above  from  any  of  its 
records.  App.  I  at  40-50. 

3  See  Bivens  v.  Six  Unknown  Federal  Narcotics  Agents.  403  U.S.  388.  300,  01  S.  Ct.  1000. 
20  L.  Ed.  2d  010  (1971)  :  Swann  v.  Board  of  Education,  402  U.S.  1.  15.  01  S.  Ct.  1207.  28 
L.  Ed.  2d  554   (1071)  ;  United  States  v.  McLeod,  385  F.  2d  734,  748-750   (5th  Cir.   1007). 

*  Accord,  Service  v.  Dulles,  08  U.S.  App.  D.C.  208.  235  F.  2d  215,  210  (1050)  rev'd  on 
other  grounds.  354  U.S.  303,  77  S.  Ct.  1152.  1  L.  Ed.  2d  1403  (1057).  Fee  also  Smith  v. 
District  Unemployment  Compensation  Board.  140  U.S.  App.  D.C.  301.  435  F.  2d  433.  430 
(1070)  (Federal  agency's  finding  that  ex-employee  had  resigned  without  cause,  which 
finding  made  her  ineligible  for  unemployment  compensation,  stricken  unless  required  hear- 
in-  provided).  Of.  Finley  v.  Hampton.  154  U.S.  App.  D.C.  50,  473  F.  2d  180  (1072)  (pres- 
ence in  files  of  federal  agency  that  employee  had  friends  with  "homosexual  mannerisms" 
did  not  constitute  cognizable  legal  injury)  :  Newell  v.  Ignatius.  132  App.  D.C.  252,  407 
F.  2d  715  (1969)  (suit  by  naval  disenrollee  to  expunge  records  of  alleged  disloyalty 
mooted  hv  Navy's  voluntary  expungement). 

In  .Tancfl  v.  Gray.  Civil  No,  1351-71  (D.D.C..  filed  April  2.  1073),  two  ex-employees  of 
the  FBI  alleged  that  they  had  been  illegally  discharged  because  of  their  off-hours  work  for 
an  organization  which  opposed  certain  foreign  American  military  Involvements.  Following 
a  default  judgment,  the  Bureau  wns  ordered,  in  terms  similar  to  those  of  the  order  herein 
appealed  from,  to  expunge  all  records  of  the  incident,  to  base  no  future  personnel  action 
thereon,  and  to  bring  the  court's  order  to  the  attention  of  all  other  agencies  1o  which 
Information  concerning  the  incident  had  been  disseminated.  An  appeal  was  taken  but 
subsequently  abandoned  by  the  Government. 

Were  It  necessary  to  protect  lmportat  statutory  or  constitutional  rights  of  appellee, 
expungement  in  this  ense  would  not  be  prevented,  as  the  Government  has  argued,  by  the 
command  of  44  U.S.C.  5  3314  (1070)  th.it  Government  records  "may  not  be  nllennted  or 
destroyed  except  under  this  chapter.''  Since  it  clearly  effects  no  repeal  of  other  provisions, 
this  general  statutory  command  mu.it  be  reconciled  with  other  statutory  requirements, 
and  must  bow  to  them  when  they  lire  more  specific,  as  of  course  it  must  bow  to  the 
Constitution. 
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as  may  the  placing  of  restrictions  on  how  the  informal  ion  contained  in  the 
records  may  be  used.  It  is  a  tool  which  must  be  applied  with  close  attention  to 
the  peculiar  facts  of  each  case.  Only  in  that  way  cao  it  effect  a  proper  reconcilia- 
tion of  the  competing  interests  of  the  Government  in  retaining  information 
relevant  to  job  performance,  and  of  the  individual  in  having  it  forgotten,  lint  it 
must  be  rationally  and  selectively  responsive  to  those  interests. 

Appellee's  interest  is  in  the  vindication  of  the  rights  alleged  in  his  complaint, 
that  is  to  say,  in  not  being  (i)  suspended  without  pay  during  the  thirty-day  notice 
period  in  violation  of  the  Veteran's  Preference  Act.  (ii)  suspended  or  dismiss  4 
without  such  hearing  as  due  process  requires,  tiii»  penalized  by  one  who 
serving  illegally  as  the  Bureau's  Acting  Director:  or  (iv)  dismissed  for  improper 
or  unsubstantiated  reasons/  These  rights,  assuming  they  exist,  were  in  Large  part 
vindicated  when  appellee  was  reinstated  with  back  pay. 

[5]  There  may  remain  a  right  not  to  be  adversely  affected  by  the  information 
in  the  future.  Such  a  right  may  exist  if  the  information  (1)  is  inaccurate.  (2) 
was  acquired  by  fatally  flawed  procedures,  or  (3)  as  may  be  the  case  with  infor- 
mation about  his  private  and  personal  relationships,  is  prejudicial  without 
serving  any  proper  purpose  of  the  Bureau's.  But  there  has  not  as  yet  been  a  find- 
ing by  the  trial  court  that  any  of  these  conditions  exist.  In  fact,  appellee  has 
made  no  objection  to  the  manner  in  which  the  Bureau  carried  out  its  inquiry,  and 
he  has  admitted  the  substantial  truth  of  what  it  found  with  respect  to  the  misuse 
of  his  credentials.  Moreover,  the  Bureau  would  appear  to  have  a  strong  interest 
in  retaining  at  least  some  of  the  information  that  the  District  Court  ordered  ex- 
punged. The  abuse  of  official  power  by  appellee  in  this  case  may  seem  a  mild 
one,  but  even  mild  abuses,  should  they  be  tolerated  and  allowed  to  proliferate, 
will  povse  a  severe  threat  to  the  public  confidence  upon  which  the  Bureau  relies. 

[(>]  The  order  may  well  have  been  justified  at  the  time  it  was  originally  entered. 
The  new  Acting  Director's  abandonment  of  the  proposed  disciplinary  action  could, 
in  one  view  of  the  matter,  be  taken  as  implying  an  admission  by  him  that  the 
charges  against  appellee  were  inaccurate,  improperly  made,  or  simply  insig- 
nificant. Such  an  admission  might  wTell  have  justified  expungement,  and  might 
be  presumed  to  have  been  made  wrhen  the  time  in  which  to  oppose  expungement 
expired  without  the  new  Acting  Director's  raising  any  objection.  The  reasonable- 
ness of  that  presumption  was  destroyed,  however,  when  the  Government  filed  its 
subsequent  opposition,  which  included  the  following  statements  : 

By  the  cancellation  of  the  proposed  dismissal  and  suspension,  plaintiff 
was  not  absolved  of  any  wrongdoing.  The  fact  remains  plaintiff  did  misuse 
his  credentials  and  did  unnecessarily  involve  the  FBI  in  a  matter  over  which 
it  had  no  jurisdiction. 
App.  I  at  52. 

We  do  not  know  the  precise  reason  for  the  cancellation.  The  new  Acting  Direc- 
tor may  have  considered  only  some  of  the  charges  against  plaintiff  to  be  credible 
and  proper.  Or — and  what  seems  more  likely — he  may  have  thought  the  admitted 
misconduct  insufficient,  at  least  as  a  first  offense,  to  warrant  the  severe  sanction 
of  dismissal.  In  any  event,  his  opposition,  albeit  belated,  raised  doubts  as  to  the 
propriety  of  expungement,  and  strongly  suggested  the  desirability  of  a  hearing 
on  its  merits. 

The  expungement  order  must  therefore  be  vacated,  and  is  not  to  reissue  prior 
to  a  hearing  on  the  extent  to  which  the  information  in  the  Bureau's  files  violates 
appellee's  rights  without  serving  any  legitimate  needs  of  the  Bureau.  In  this 
connection  we  note  the  considerable  latitude  given  the  Bureau  in  its  internal 
affairs,  cf.  Carter  v.  United  States,  132  U.S.App.D.C.  303,  407  F.2d  1238,  1242 
(1968),  and  also  the  limited  relevance  of  the  cases  involving  expungement  of 
criminal  records,  the  potential  prejudicial  effects  of  which  far  exceed  that  of  the 
information  here  at  issue.  Compare  Menard  v.  Saxbe,  supra,  #98  F.2d  at  1024 
(adverse  effects  of  criminal  records  enumerated),  with  Finley  v.  Hampton.  154 
U.S.App.D.C.  "0.  473  F.2d  180  (1972)  (effect  of  certain  adverse  information  in 
employing  agency's  files  found  not  legally  cognizable). 

f7]  The  part  of  the  challenged  order  to  which  we  see  least  objection  is  that 
requiring  the  Bureau  to  inform  other  agencies  to  which  it  has  hitherto  dissemi- 
nated information  about  this  matter  that  appellee  was  not  in  fact  disciplined  f'>r 
it.  Certainly  it  is  the  Bureau's  obligation  to  correct  any  erroneous  Inform: 
Since  the  action  the  Board  is  required  to  take  with  respect   to  or  her  ag< 
will  otherwise  depend  on  what  it  itself  is  required  to  do,  however,  it  seems 


5  App.  I  at  4-10. 
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bo  vacate  the  entire  order  and  to  allow  the  District  Court  to  reexamine— -and 
perhaps  to  refashion- it  in  the  light  of  what  ni:iy  be  revealed  by  further  pro- 
ceedings. 

in 

The  Government  has  not  made  it  easy  for  the  courts  to  protect  its  Interest 

in  this  case.  The  challenged  order  was  tiled  without  opposition  on  June  8.  <>n 
June  18  the  Government  moved  for  reconsideration  under  Fed. R. Civ. P.  80,  but 
failed  to  allege  any  of  the  grounds  upon  which  reconsideration  may  lie  granted 
thereunder.  Instead,  it  asserted  only  that  the  order  was  "contrary  to  44  CJ.S.C. 
S  3303  et  seq..  and  the  prevailing  case  law  in  this  jurisdiction."  App.  I  55.  A 
supporting  memorandum  incorporated  hy  reference  the  Government's  earlier 
untimely  opposition  to  expungement,  adding  a  case  citation  and  quotations  from 
44  T'.S.C.  vj  3301  et  seq.*  Thus,  the  Government  in  its  reconsideration  motion 
attacked  the  district  judge's  order  on  its  merits,  apparently  assuming  that 
Rule  80  gave  it  its  first  opportunity  to  appeal,  which  of  course  it  does  not. 
Gilmore  v.  Hinman,  89  (J.S.App.D.C.  185,  191  F.2d  <;r>L\  653  (1961). 

Perhaps  the  Government  intended,  as  it  now  argues  it  did,  to  move  under  Rule 
59(e)  to  alter  or  amend  judgment.  Actually  the  more  appropriate  motion  was 
indeed  under  Rule  <J0.7  Expungement  was  ordered,  we  must  assume  for  present 
purposes,  because  it  was  unopposed  ;  and  what  the  Government  needed  was  to 
he  relieved  of  this  default.  Rule  60  allows  reconsideration  of  such  a  "default 
judgment"  where  the  failure  to  oppose  is  due  to  "excusable  neglect."  See  7  Moore, 
Federal  Practice  248-251  (1974).  and  cases  cited.  As  it  happened,  the  Gov- 
ernment offered  no  excuse  whatsoever;  and,  under  the  circumstances,  the  district 
judge's  refusal  to  reconsider  was  certainly  understandable. 

[S]  If  was  not.  however,  required.  Reliance  on  the  wrong  Rule  may  he  over- 
looked, as  neglect  may  he  excused,  in  the  discretion  of  the  trial  judge,8  and  we 
do  not  think  that  that  discretion  was  exercised  to  the  best  purpose  in  this 
instance.  The  Government's  errors,  whether  excusahle  or  not.  certainly  worked 
no  great  inconvenience  on  the  court,  the  opposition  to  expungement  heing  out 
of  time  hy  only  two  days.  More  important,  reconsideration  was  sought  of  an 
order  on  which  there  had  never  heen  a  hearing  on  the  merits,  and  which  had 
the  effect  of  removing  from  appellee's  personnel  file  all  reference  to  what  ap- 
pears to  have  heen  a  serious  want  of  sound  judgment  on  his  part  in  the  exer- 
cise of  his  official  authority. 

The  latter  factor  is  most  persuasive  for  us.  The  expungement  order  on  its 
face  appears  to  flow  as  a  natural  consequence  from  the  Bureau's  having  aban- 
doned its  purpose  to  punish  appellee  hy  dismissal.  It  would  indeed  he  unfortu- 
nate if  in  the  future  the  Bureau  were  to  think  that,  once  it  had  proposed  the  sus- 
pension and  dismissal  of  an  employee,  its  only  choices  were  to  carry  out  that 
particular  threat  or  to  have  all  trace  of  the  matter  expunged  from  its  records. 

To  he  sure,  we  could  limit  the  precedential  effect  of  the  district  judge's  deci- 
sion in  this  case  hy  upholding  it  solely  on  the  basis  of  the  Government's  proce- 
dural oversights.  But  appellee  was  hy  his  own  admission  guilty  of  "questionable 
judgment."  Should  that  lapse  on  his  part  he  wiped  from  the  Bureau's  records, 
it  may  he  at  the  expense  of  other  agents  whose  records  hotter  qualify  them  for 
promotion  or  other  proferment.  They  should  not  suffer  for  the  Government's 
procedural  errors,  any  more  than  should  the  public  who  hear  the  brunt  of  such 
laj)s"s  atid  who  are  entitled  to  have  the  Bureau's  personnel  administration  take 
them  info  account. 

The  judgment  appealed  from  is  vacated  and  the  case  remanded  with  instruc- 
tions to  allow  the  Government  an  opportunity  to  he  heard  in  opposition  to  the 
motion  for  expungement  in  further  proceedings  consistent  with  this  opinion. 

It  is  so  ordered. 

Tamm,  Circuit  Judge,  did  not  participate  in  the  disposition  of  this  case. 


"  Xcc  note  4  stiprn  (last  paragraph). 

7  It  i^  not  ;is  clear  as  the  Government  seems  to  have  assumed  that  n  movant  under 
Rule  59(e)  may  geek  to  "alter  or  amend"  a  iudcrment  simnly  because  it  was  erroneous 
Of.  Erlckson  Tool  Co.  v.  Balas  Collet  Co..  211  F.  Supp.  22r>.  2.'U  (N.D.Ohio  19671  (not 
the  purpose  of  Rule  59(e)  to  allow  movant  to  seek  "complete  reversal  of  tlie  Court's 
ludpment").  affd  404  F.2d  .",.1  (nth  Cir.  1968). 

c  S'r >*  Hntehps  v.  Renfme.  200  p.2d  337.  341  (5th  Cir.  1952 J  :  Randolph  v.  Randolph. 
91   U.S.App.D.C.  170.  pis  F.2d  956  (1952)  ;  7  Moore  Federal  Practice  251   (1974J. 
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